
Proof of Non-Interferen
eUnwinding TheoremWilliam D. YoungUniversity of Texas at AustinAssume a deterministi
 system with a set A of agents (subje
ts), a set S of states, and a set Iof instru
tions. Transitions in the system are de�ned in terms of the fun
tion step : I � S !S. Another fun
tion, agent : I ! A, asso
iates with ea
h instru
tion the agent exe
uting thatinstru
tion.The system se
urity poli
y is de�ned in terms of a boolean-valued binary \interferen
e" relation:7!: A � A. The intended interpretation of this is: agent a is allowed to 
ommuni
ate1 with b i�a 7! b. Finally, de�ne another set SA that is those 
olle
tions of system 
omponents visible to agiven agent. The fun
tion view : A�S ! SA is intended to asso
iate with an agent and state pair,the portion of state visible to that agent.The following is the de�nition of non-interferen
e se
urity for su
h a system:De�nition 1: The system is non-interferen
e se
ure i�:8a 2 A;8S0 2 S;8I 2 I� : view (a; run (I; S0)) = view (a; run (purge (I; a); S0))The de�nitions of fun
tions run and purge are provided in the appendix.The following two de�nitions 
onstitute suÆ
ient unwinding 
onditions for non-interferen
e se
urityin su
h a system.De�nition 2: The system lo
ally respe
ts the interferen
e relation 7! i�:8a 2 A;8s 2 S;8i 2 I : [agent (i) 67! a℄) [view (a; step (i; s)) = view (a; s)℄De�nition 3: The system is step 
onsistent i�:8a 2 A;8s1; s2 2 S;8i 2 I :[view (a; s1) = view (a; s2)℄) [view (a; step (i; s1)) = view (a; step (i; s2))℄1More pre
isely, information is allowed to 
ow from the domain of a to the domain of b. Whether that 
ow is bya
tion of a, a
tion of b, or both is not spe
i�ed.



Non-Interferen
e proof 2What it means for these to be unwinding 
onditions is expressed in the following theorem.Theorem: A deterministi
 system with transitive interferen
e relation 7! and in whi
h lo
allyrespe
ts and step 
onsisten
y both hold is non-interferen
e se
ure.Proof: Assume an arbitrary agent a, initial state S0, and instru
tion sequen
e I. We need to showthat: view (a; run (I; S0)) = view (a; run (purge (I; a); S0)):The proof is by stru
tural indu
tion on the instru
tion sequen
e I.Base 
ase: (I = nil). By the de�nitions of run and purge, both sides redu
e to view (a; S0):Indu
tion step: (I = I 0 Æ i). Assume agent (i) = b. By the indu
tion hypothesis we assume that,view (a; run (I 0; S0)) = view (a; run (purge (I 0; a); S0)):Working on the left hand side of our theorem:view (a; run (I; S0)) = view (a; run (I 0 Æ i; S0)) = view (a; step(i; run (I 0; S0))by the de�nition of run.At this point, we need to 
onsider two possibilities: either b is allowed to interfere with a or is not.Case 1: (b 67! a) In this 
ase, by lo
ally respe
ts, the �nal form above is equal to:view (a; run (I 0; S0)):Working on the right hand side of our theorem,view (a; run (purge (I; a); S0)) = view (a; run (purge (I 0 Æ i; a); S0)):But sin
e b 67! a, by the de�nition of purge this be
omes:view (a; run (purge (I 0; a); S0))whi
h is then equal to the left hand side by the indu
tion hypothesis.Case 2: (b 7! a) Again, working on the right hand side of our theorem:view (a; run (purge (I; a); S0)) = view (a; run (purge (I 0 Æ i; a); S0)):



Non-Interferen
e proof 3In this 
ase sin
e b 7! a, by the de�nition of purge, this be
omes:view (a; run (purge (I 0; a) Æ i; S0)):Then, by the de�nition of run, this is equal to:view (a; step (i; run (purge (I 0; a); S0))):But by the indu
tion hypothesis, we know that:view (a; run (I 0; S0)) = view (a; run (purge (I 0; a); S0)):A

ording to step 
onsisten
y, if two states are view-identi
al for any agent a, then exe
uting thesame instru
tion in both will result in states that are view-identi
al for a. Consequently,view (a; step (i; run (I 0; S0))) = view (a; step (i; run (purge (I 0; a); S0)))whi
h proves our theorem. AppendixBelow are the de�nitions of the fun
tions run and purge.De�nition A1: The fun
tion run : I� � S ! S maps an instru
tion sequen
e and a state to astate as follows. run (nil; a) = srun (l Æ i; a) = step (i; run (l; a))Here nil denotes the empty sequen
e, and l Æ i denotes the 
on
atenation of element i to the rightend of sequen
e l.De�nition A2: The fun
tion purge : I� �A ! I� maps a sequen
e of instru
tions and an agentto a sequen
e of instru
tions as follows.purge (nil; a) = nilpurge (l Æ i; a) = ( purge (l; a) Æ i; if agent (i) 7! apurge (l; a); otherwise


