
CS 361 Midterm: Spring, 2006Sample QuestionsInstru
tor: Dr. Bill YoungMar
h, 2006Name:Answer all questions in the spa
e provided. You may use s
rat
h paper to do your workbut only answers re
orded on the test paper will be graded. Be as 
on
ise as possible.Note: the questions on this sample are all questions asked on past midterms.
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CS361 Midterm: Sample 11. (10 points) Suppose you have a se
ure system with three subje
ts and three obje
ts,with levels as listed below.Type Name LevelObje
t Obj1 (H; fA;Bg)Obje
t Obj2 (L; fBg)Obje
t Obj3 (L; fA;Bg)Subje
t Subj1 (L; fA;Bg)Subje
t Subj2 (H; ;)Subje
t Subj3 (L; fA;B;Cg)Here H dominates L. You wish to implement a Bell and LaPadula model of se
urityfor this system. Fill in the a

ess rights (R and/or W) permitted by the model forea
h subje
t/obje
t pair in the a

ess matrix below:Obj1 Obj2 Obj3Subj1Subj2Subj32. (10 points) Assume you have a six sided die that is lopsided in su
h a way that itrolls ea
h of 1, 2, or 3 twi
e as often as ea
h of 4, 5, or 6. You wish to send theresults of a series of rolls over a transmission 
hannel. Compute the entropy of thislanguage. (Please write down the appropriate sum; you don't have to 
ompute anumeri
 answer.)



CS361 Midterm: Sample 23. (10 points) Imagine a Bell and LaPadula-like se
ure system with the following �veoperations.(READ s o): if the subje
t and obje
t exist and have the right relationship, thesubje
t obtains the 
urrent value of the obje
t; otherwise, do nothing.(WRITE s o v): if the subje
t and obje
t exist and have the right relationship,the obje
t gets value v; otherwise, do nothing.(CREATE s o): add a new obje
t with the given name, a level equal to the sub-je
t's level, and an initial value of 0. If an obje
t of that name exists, donothing.(DESTROY s o): eliminate the designated obje
t from the state, assuming thatthe obje
t exists and the subje
t has WRITE a

ess to it. Otherwise, donothing.(RUN s): the named subje
t runs some arbitrary private 
ode that 
annot a

essor modify any of the obje
ts on the system.A 
overt 
hannel exists be
ause a high level subje
t 
an modulate the existen
e ofobje
ts in su
h a way that a low level subje
t 
an \view" the result. Display ashared resour
e matrix appropriate for this system that exhibits the 
hannel.



CS361 Midterm: Sample 34. (Short answer { 20 points) Fill in the word or phrase that best mat
hes the de-s
ription provided. In most 
ases, what is needed is a general term, not a spe
i�
instan
e of the 
on
ept.(a) Se
urity 
on
ern involving whether resour
es areon hand when needed.(b) Des
ribes an information transmission mediumover whi
h a message is transmitted without distortion or loss of information.(
) An en
ryption algorithm that repla
es ea
h sym-bol uniformly by another symbol.(d) The 
ommon name for the partial order amongse
urity levels in a hierar
hi
al a

ess 
ontrol system su
h as Bell and LaPadula.(e) An information transmission medium that uti-lizes system resou
es that were not designed to transmit information.(f) The aspe
t of se
urity 
on
erning who 
an alteror modify stored information.(g) Se
urity poli
y that says that an agent 
annota

ess information for a 
lient if he has previously served a 
lient in the samegeneral 
lass.(h) The property that says that the levels of sub-je
ts and/or obje
ts 
annot vary in ways that violate the system se
urity prop-erty.(i) Unit used to measure the entropy of a language.(j) Des
ribes any 
ryptographi
 system that usesthe same key for en
ryption and de
ryption.



CS361 Midterm: Sample 45. (10 points) De
lassi�
ation (lowering the se
urity level of an obje
t) e�e
tivelyviolates the *-property of Bell and LaPadula be
ause the information in that obje
t
ows from high to low.(a) Would raising the level violate either of the BLP properties? Why or why not?(b) Would raising the integrity level of an obje
t violate any prin
iples of Biba'sStri
t Integrity model? Explain your answer.



CS361 Midterm: Sample 56. (10 points) Suppose you work for a 
ompany with a Chinese Wall se
urity poli
ywith 
lients in the following 
on
i
t 
lasses:� f Cadbury, Nestle g� f Ford, Chrysler, GM g� f Citi
orp, Credit Lyonnais, Deuts
he Bank g� f Mi
rosoft gYou have previously worked on 
ases for Nestle and Citi
orp, and you are ready fora new assignment.List any of your 
ompany's 
lients for whom you are able to work as your nextassignment. Assume you 
an work for a 
lient for whom you have previously worked.

7. (10 points) Assume you have a distributed system with n hosts and you wish toimplement se
ure pairwise en
rypted 
ommuni
ation, i.e., from any host to anyother. How many keys are needed if you have symmetri
 (se
ret-key) en
ryption?How many if you have asymmetri
 (publi
-key) en
ryption?



CS361 Midterm: Sample 68. (10 points) Dis
uss the following question: If Un
lassi�ed is the lowest hierar
hi
alse
urity level in a Bell and LaPadula system, is it meaningful to have need-to-know 
ompartments at this level? For example, would it make sense to have a
on�dentiality label of (Un
lassi�ed, f Crypto g)? Why or why not?


