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Abstract

The Paxospart-time parliamentprotocol of Lamportprovidesa non trivial but very practical way to implement
fault-tolerant deterministicservicesover a distributed messge passingsystem.This paperdeconstructfaxosand
modularly reconstructanore resilientand efficient variants of it, which can furthermoe be customisedor specific
systemconfiguations. The deconstructiorconsistsin factoring out the key algorithmic principles of Paxoswithin
threeabstiactions: round-basedegister round-basedonsensusandweakleaderelection.Our modularisatiorhelps
betterundesstand,improve and adaptthe protocol. We showhow to (1) alleviate the needfor forcedlogs if some
processesemainup for suficiently long, (2) augmenthe resilienceof the protocol againstunstableprocesses(3)
enablesingleprocesslecisiorwith sharedcommoditydisks,and(4) reduceghenumberof communicatiostepsduring
stableperiodsof the system.

Keywords: Distributedsystemsfault-tolerancereplication,Paxos,modularisationabstraction.

Contact author: RomainBoichat. E-mail: Romain.Boichat@epfl.cfTel (Fax): +41216936702(70).

*Thelslandof Paxosusedto hostagreatcivilisation, whichwasunfortunatelydestrgedby aforeigninvasion. A famousarchaeologisteported
oninterestingpartsof the history of Paxonsand particularlydescribedheir sophisticategart-timeparliament13]. Paxoslegislatorsmaintained
consistentopiesof the parliamentaryecords despitetheir frequentforaysfrom the chamberandthe forgetfulnesf their messengersAlthough
recentstudiesexploredthe useof powerful toolsto reasoraboutthe correctnessf the parliamentprotocol[14, 19], our desireto betterunderstand
the Paxon civilisation motivatedusto revisit the Island and spendsometime decipheringthe ancientmanuscriptof the legislatve system. We
discoveredthat Paxonshadpreciselycodifiedvariousaspectof their parliamenfrotocolwhich enabledhemeasilyadaptthe protocolto specific
functioningmodeghroughoutheseasonsin particular duringwinter, the parliamentwasheatedcandsomelegislatorsdid never leave thechamber:
their guaranteegresencehelpedalleviate the needfor expensve writing of decreesn ledgers. This was easyto obtain preciselybecausehe
subprotocolsedto “storeandlock” decreesvaspreciselycodified. In spring,andwith the bloomingdayscoming,somelegislatorscould not stop
leaving andenteringthe parliamentandtheir indiscipline preventedprogressn the protocol. However, becauséhe electionsubprotocolusedto
choosehe parliamentpresidentwasfactoredout andpreciselycodified,the protocolcould easilybe adaptedo copewith indisciplinedlegislators.
During summey very few legislatorswerein the parliamentandit was hardly possibleto passary decreebecausef the lack of the necessary
majority. Fortunatelyit waseasyto modify thesubprotocolisedto storeandlock decreesnddevise a powerful techniquenvhereasinglelegislator
could passdecreesy directly accessindghe ledgersof otherlegislators. Fall wasa protestperiod andcitizenswanteda fasterprocedureo pass
decreesPaxonsnoticedthat,in mostperiods,messengerdid notloosemessageandlegislatorsrepliedin time. They coulddevise avariantof the
protocolthatreducedthe numberof communicatiorstepsneededo passdecreesiuring thoseperiods. This powerful optimisationwasobtained

througha simplerefinemenbf the subprotocolusedto proposenew decrees.
T This work waspartially supportecdy the SwissNationalFundgrantNo. 510207.



1 Intr oduction

The Paxospart-time parliamentprotocol of Lamport[13] providesa very powerful way to implementa highly-
available deterministicserviceover a systemof non-maliciousprocessesommunicatinghroughmessageassing.
Replicasfollow the state-mahine pattern(alsocalledactivereplication) [23]. Eachcorrectreplicacomputesevery
requesandreturnstheresultto thecorrespondinglientwhich selectghefirst returnedresult. Paxosmaintaingeplica
consisteng by ensuringtotal orderdelivery of requests.t doesso even during unstableperiodsof the systeme.g.,
evenif messagearedelayedor lost andprocessesrashandrecover. During stableperiods,Paxosrapidly achieves
progress. As pointedoutin [14, 19] however, Paxosis very complicatedandit is difficult to factorouttheabstractions
that comprisethe protocol. Deconstructinghe protocolandidentifying thoseabstractionss an appealingobjective
towardsa practicalimplementatiorof it.

We would oftenlik e variantsof the protocolthatareoptimised,evenmoreresilient,or particularlycustomisedor
specificsystemconfigurationslncorporatinghoseadaptationseemsrery difficult unlessPaxosis “modularised”.In
particular:

1. The original protocol copeswith a temporarytotal crashof the system,and ensuresonsisteng amongthe
processethatrecover by usingforcedlogson stablestoragg(typical sourcef overhead) Onewould imagine
acheapeprotocolthatdoesnotrely onary forcedlog in asystemmodelwherea subsebf theprocessesever
crash. This would intuitively reflectthe practicalassumptiorthat only part of the total systemcanbe down at

ary pointin time, or indirectly, thatthe systemconfigurationhasa “large” numberof replicas?

2. Theprotocolmight notachieve progressf someproceskeepscrashingandrecoveringindefinitely, i.e., “unsta-
ble” process.t is very temptingto explore the feasibility of a moreresilientvariantof the protocolthatcopes
with suchprocesses.

3. The progressof the protocolalsorelieson the assumptiorthat a majority of the processesventuallyremain
up (for sufficiently long). A closerlook at this requirementevealsthatonly anaccesgo a majority of disksis
actuallyneeded6]. Thatis, in a systemarchitecturehat offers shared/commodity)disks, progresscould be

ensuredvith a singlecorrectprocessanda majority of correctdisks?

4. In stableperiodsof the system(where “enough” processesommunicaten a timely manner),the original
protocolrequireswo round-tripcommunicatiorstepsamongthereplicasto agreeon agivenorderfor arequest.
In fact,the protocolcouldbe optimisedin suchaway thatonly oneround-tripcommunicatiorwould beneeded
in stableperiods.

Ratherthan modify the protocolasa monolithic entity for every specificsituation,we would like to modify it in

a modularway. This goesthroughidentifying the adequateabstractionainderlyingthe protocol (deconstructioly

1In fact, thelivenesf the protocolrelieson partial synchroly assumptionsvhereasafetydoesnot: Paxosis “indulgent” in thesenseof [7].

2Notethatsucha configurationdoesnot precludethe possibility of procesrash-receery. Thereis herea trade-of thatreflectsthe real-world
setting:fewer processes forcedlogsvs moreprocessewithoutforcedlogs.

3Thistypically makessensef we have sharedSCSldisks(someparalleldatabassystemsisethis approacHor fail-over whenthey mounteach
othersdisks)or if we have somenotionof network-attachedstorage.



and usingthoseabstractionsas modularbuilding blocksto obtainvariantsof the protocol (reconstructiof This is
very challengingif the aim is indeedto comeout with a protocolthatis both modularand practical. As we will
discussin Section7, previous consensus-basadodularisationtentatves[14, 19] were not faithful to the original
protocol (performancewise), and hencenot adequatdor practicalimplementationsand optimisations. This paper
presentshreeabstractionsinderlyingPaxos:round-basedegister, weakleaderelection andround-baseadonsensus
Roughlyspeakinground-baseatonsensugncapsulatethe sub-protocousedin Paxosto “agree” on the order (it is
strictly wealer thanthe original notionof consensufb]); theround-basedegisterencapsulatethe sub-protocolised
to “storeandlock” theagreementalue,andtheweakleaderelectionencapsulatethe sub-protocolisedto eventually
choosea unique“leader” thatwill succeedn storingandlocking a decisionvaluein theregister (it is strictly wealer
thanthe original notion of leaderelection[22]). Decouplingtheseabstractiongndgiving their specificatioris at the
heartof our faithful deconstructiomf Paxos,andour subsequennodularreconstructions.

e Faithful deconstruction We describea modularreplication protocolthat is faithful to the original Paxos
protocol. While it helpsbetterunderstandhe subtlealgorithmic principlesof Paxos,our modularisationis
not achieved at the expenseof efficiency or resilience. Our modular protocol hasthe sameefficiengy and
resiliencepropertiesasthe original Paxosprotocol. For presentatiorsimplicity, we first presenta crash-stop
versionof Paxos,andthenwe obtaina modularversionof the“real” (crash-recweeryresilient)Paxosmainly by

reconfiguringheimplementatiorof our round-basedegisterabstractiorf.

e Modular reconstructions We shav how to build interestingvariantsof Paxosfrom our abstractionsin fact,
we obtainthefour variantsmentionedearliersimply by modifying specificabstractionmplementation®r sub-
typing theseabstractionsThefirst variantalleviatesthe needfor stablestorageandmainly requireschanging
theimplementatiorof the round-basedegisterabstraction.The secondvariantdealswith unstableprocesses,
and mainly requireschangingthe weakleaderelectionabstractioimplementation.The third variantensures
progresswith a single processanda majority of disks,andonly requiresthe modificationof the round-based
registerimplementatior?. Our fourth variantoptimisesthe protocolfor stableperiodssuchthatonly oneround-
trip communications needecamongreplicas.We obtainthis variantby sub-typinground-basedonsensuand
round-basedegistet® Interestingly exceptthe first andthe third variant (which make contradictingassump-
tions), all othervariantpairsareorthogonalandcanbe combined.In particular variants2 and4 cangenerally

be appliedto the protocol,independentlyf the underlyingsystemconfiguration.

e Concisespecifications We give precisespecification®f ourabstractionsandprove correctnessf ourmodular
protocolin termsof thesespecifications.Thus,not only do we modularisePaxos,we alsomodulariseits cor-
rectnesproofs. Interestingly our deconstructiomelpsseparaté&ey assumptionshatunderlythe correctnessf
Paxos.The"correctmajority” assumptioris encapsulatedithin theround-basedegisterwhereaghe“eventual
synchroly” (or failure detector)assumptioris encapsulatedithin the weakleaderelection. Furthermorewe
introducea specificatiorof total orderbroadcasthatfaithfully captureshe propertiesof Paxos.

4This canbeviewed asa generalway to transforma crash-stopesilientalgorithminto a crash-receery resilientalgorithm.

SWhatwe actuallyshaw hereis thatthe (rathercomplicatedDisk Paxosprotocol[6] canbeviewedasa specificvariantof ourmodularprotocol.

6Lamportpointedout informally this optimisationin [13], without however describinghow it doesapplyto Paxos. Our modularisatiorhelps
factorouttheactualmodulesto which this optimisationapplies.



e Framework implementation. Identifying the basicabstractiongsinderlyingPaxosnaturallyleadsto a frame-
work implementatiorof the protocol[12]. We obtain specificvariantsof the protocol simply by composing
basicclassesWe give anddiscusssomeperformancaneasuresf ourimplementation.

Therestof thepapelis organisedasfollows. Section?2 describeshemodelandthe problemspecification Section3
givesthe specificationof our abstractionsWe shav how to implementthesespecificationsn a crash-stopmodelin
Section4, andhow to transposehe implementatiorin a moregeneralcrash—receery modelin Section5. Section6
describegour interestingvariantsof the protocol. Section? discussesgelatedwork andconcludeshe paperwith some
final remarks. AppendixA givessomeperformanceneasurementsf our framework implementation.Appendix B

givesanimplementatiorof thefailure detector in a crash-receery modelwith partialasynchrog assumptions.

2 Model
2.1 Processes

We considera setof processe$l = {p1,p2, ..., pn }. At ary giventime, aprocesss eitherup or down Whenit is
up, aprocesgprogresseatits own speechehaing accordingo its specificatior(i.e., it correctlyexecutests program).
Notethatwe do not make hereary assumptioron therelative speeddf processeswhile beingup, a processcanfail
by crashing;it thenstopsexecutingits programandbecomesiown A procesghatis down canlaterrecover;it then
becomesup againandrestartshy executinga recovery procedure.The occurrenceof a crash(resp. recovery) event
malkesa procesgransitfrom up to down (resp.from down to up). A proces; is unstableif it crashesandrecovers
infinitely mary times. We definean always-upprocessasa procesghat never crashes.We saythata process; is
correctif thereis atime afterwhich the processs permanentlyup.” A processs faultyif it is not correct, i.e., either
eventuallyalways-dowror unstable

A processs equippedwith two local memories:a volatile memoryanda stablestorage.The primitivesstore and
retrieve allow a procesghatis up to accessdts stablestorage.Whenit crashesa procesdoosesthe contentof its
volatile memory;the contentof its stablestorageis however not affectedby the crashand canbe retrieved by the

processiponrecovery.
2.2 Link Properties

Processeexchangenformationandsynchronisdy sendingandreceivingmessagethroughchannelsWe assume
theexistenceof abidirectionalchannebetweerevery pair of processesWe assuméhateverymessagen includesthe
following fields: theidentity of its senderdenotedsender(m)andalocal identificationnumberdenotedd(m). These
fields make every messageinique. Channelscanlooseor drop messageandthereis no upperboundon message
transmissiordelays.We assumehe samechanneldefinitionsasin [1], which ensurehefollowing propertiedbetween
every pair of processep; andp;:

Nocreation: If p; recevesamessagen from p; attimet, thenp; sentm to p; beforetime ¢.

7In practice a processs requiredto stayup long enoughfor the computatiorto terminate.In asynchronousystemsowever, characterisinghe
notionof “long enough”is impossible.



Finite duplication: If p; sendsa messagen to p; only afinite numberof times,thenp; recevesm only afinite
numberof times.

Fair loss: If p; sendsamessagen to p; aninfinite numberof timesandp; is correct,thenp; recevesm from p;
aninfinite numberof times.

Thesepropertiescharacterisehe links betweenprocessesandare independenof the procesdailure patternoc-
curringin the execution. The lasttwo propertiesaresometimesalled,respectiely, finite duplicationandweakloss
e.g.,in [16]. They reflectthe usefulnesof the communicationchannel. Without theseproperties,ary interesting
distributed problemwould be trivially impossibleto solve. By introducingthe notion of correctprocessnto the fair
lossproperty we definethe conditionsunderwhich amessagés deliveredto its recipientprocessindeed thedelivery
of amessageequiresthe recipientprocesdo be runningat the time the channelattemptgo deliverit, andtherefore
dependsn thefailure patternoccurringin the execution. Thefair losspropertyindicatesthata messageanbelost,
eitherbecause¢hechanneimaynotattemptto deliverthemessager becauséherecipientprocessnaybedowvn when
thechanneklttemptgo deliverthemessageo it. In bothcasesthe channeis saidto commitanomissiorfailure.

We assumehe presencef a discreteglobal clock whoserangeticks T is the setof naturalnumbers.This clock
is usedto simplify presentatiorandnot to introducetime synchroty, sinceprocessesannotaccesghe global clock.
We will indeedintroducesomepartial synchroty assumptiongotherwise fault-tolerantagreemenandtotal orderare
impossible5]), but theseassumptionsvill be encapsulatethsideour weakleaderelectionabstractiorandusedonly

to ensureprogresgliveness).

3 Abstractions: Specifications

Our deconstructiorof Paxosis basedon threeabstractions:a round-basedegister, a weakleaderelectionand
a round-baseatonsensusThese*sharedmemory” abstractiongxport operationghat areinvoked by the processes
implementingthereplicatedservice®

RoughlyspeakingPaxosensureshatall processedeliver messagem thesameorder Theround-basedonsensus
encapsulatethe subprotocolusedto “agree” on the order; the round-basedegister encapsulatethe subprotocol
used(within round-base@onsensusio “store” and“lock” theagreementalue(i.e., the order);andthe weakleader
electionencapsulatethe subprotocolsedto eventuallychoosea uniqueleaderthatsucceed# storingandlocking a
final decisionvaluein theregister We give herethe specification®f theseabstractionstogethemwith thespecification
of the problemwe solve usingtheseabstractionsi.e., total orderdelivery. (Implementationsare givenin the next
sections.)Thespecificationsely on thenotionof procesgorrectnesswe assumehatprocessefail only by crashing,
anda processs correctif thereis a time after which the processs always-up(i.e., not crashedy. (Detailsaboutour

systemmodelarealsogivenin optionalAppendixA.)

8As in [11], we saythatanoperationinvocationinuv2 follows (is subsequerib) anoperatiorinvocationinvl, if inv2 wascalledafterinvl has
returned.Otherwise theinvocationsareconcurent

9Notethatthevalidity periodof this definitionis the durationof a protocolexecution,i.e.,in practice a processs correctif it eventuallyremains
up long enoughfor the protocolto terminate.



3.1 Round-BasedRegister

Like a standardregister a round-basedegister hastwo operations:read() andwrite(). Theseoperationsare
invokedby the processem the system.Unlike a standardegister, the operationnvocationsof around-basedegister
(1) take asa parametean integer (i.e., a roundnumber),and (2) may commit or abort. The commit/abortoutcome

reflectsthe succes®r thefailure of the operation.More precisely:

e Theread() operationtakesasinput aninteger k. It returnsa pair (status, v) wherestatus € {yes,no} and
v € V representshe setof possiblevaluesfor theregister; L€ V is theinitial valueof theregister If read(k)

returns(yes, v) (resp.(no, v)), we saythatread(k) commit(resp.abort9 with v.

e The write() operationtakesasinput aninteger k anda valuev € V. It returnsstatus € {yes,no}. If
write(k,v) returnsyes (resp.no), we saythatwrite(k, v) commits(resp.abortg.*?

In the following, we describethe propertiesof the round-basedegister Thesepropertiesdefinethe conditions
underwhich the operationscan abortor commit. Indirectly, theseconditionsrelatethe valuesreadand written on
theregister We first describethe conditionunderwhich aninvocationcan abort. Roughly speaking,an operation
invocationabortsonly if thereis aconflictinginvocation.Likein [13], thenotionof “conflict” is definedherein terms
of round-numbersissociateavith the operations.The following conditioncaptureghe intuition thata read() (resp.
a write()) conflictswith ary otheroperation(read() or write()) madewith a strictly higherroundnumber More

precisely:

e Read-write-abort: If read(k) or write(k, =) abortsthensomeoperationread(k’) orwrite(k’, *) wasinvoked
with &/ > k.

We describebelow the conditionsunderwhich the operationscan commit. Intuitively, a read() that commits
returnsthe valuewritten by a “previous” write(), or theinitial value_L if no write() hasbeeninvoked. A write()
that commitsforcesa subsequentead() to returnthe value written, unlessthis value hasbeenoverwritten. More

precisely:

e Read-write-commit: If read(k) or write(k, ) commits,thenno subsequentead(k’) or write(k’,*) can

commitwith &’ < k.11
e Read-commit: If read(k) commitswith v #_L, thensomewrite(k’, v) with k¥’ < k wasinvoked.

e Write-commit: If write(k,v) commitsand no subsequentvrite(k’, ) is invoked with k¥’ > k, thenary

read(k") thatcommits,commitswith v if k" > k.

Theread-writecommitconditionexpresseshefactthat,to commitanoperationaprocessnustusearound-number

thatis higherthanary round-numbenof an alreadycommittedinvocation. The read-commitcondition captureshe

1ONotethatevenif awrite() abortsits valuemight be subsequentlyead,i.e., the write() operatioris notatomic
1INote that we deliberatelydo not restrictthe casewheredifferent processeperforminvocationswith the sameroundnumber Paxosindeed
assumesoundnumberuniquenesaswe will seein Section4.



intuition thatno valuecanbereadunlesst hasbeenpreviously” written. If therehasnotbeenary suchwrite, thenthe
initial value L is returned.Thewrite-commitconditioncapturegheintuition that,if avalueis (successfullywritten,
then,unlesgthereis asubsequentrite, every subsequerguccessfullyeadmustreturnthatvalue. Informally, thetwo
conditionsensurehatthe valuereadis the“last” valuewritten.

To illustratethe behaiour of around-basedegister, considerthe exampleof Figurel. Threeprocesseg;, p» and
ps3 accesshesameround-basedegister Proces®; invokeswrite(1, X') beforeany processnvokesary operatioron
the register: operationwrite(1, X ) commitsandthe valueof theregisteris X: p; getsyes asareturnvalue. Later,
p2 invokesread(2) ontheregister: the operationcommitsandp, gets(yes, X) asareturnvalue. If p; laterinvokes
write(1,Y), thenthe operationaborts:the returnvalueis no (because- hasinvokedread(2)). Theregistervalue

remainsX. If p; laterinvokeswrite(3,Y), thenthe operationcommits:the new registervalueis Y.

wite(l, X
p1 |
yes

p2 reag(z)

I
yes, X

\Mit?(l,Y) writ‘e(3,Y)

T T
no yes

p3

Figure 1. Round-basedegisterexample
3.2 Round-BasedConsensus

We introducebelow our round-basedtonsensusbstraction. This abstractioncapturesthe subprotocolusedin
Paxosto agreeon atotal order We represenbur consensusotionin the form of a sharedbjectwith oneoperation:
propose() [10]. Thisoperatiortakesasinputaninteger(i.e.,aroundnumber)andaninitial valuein adomainV (i.e.,
apropositionfor the consensus)it returnsa status in {yes, no} andavaluein V. We saythata proces®; proposes
avalueinit; for roundk whenp; invokesfunctionpropose() with k andinit; asparametersWe saythatp; decides
vin roundk (or commitsroundk) whenp; returnsfrom the functionpropose() with yes andv. If theinvocationof

propose(k, v) returnsno atp;, we saythatp; abortsroundk. Round-basedonsensubasthefollowing properties:

e Validity: If aprocesglecidesavaluev, thenv wasproposedy someprocess.
e Agreement:No two processesdecidedifferently.

e Termination: If aprocessbortsroundk, thensomeprocesshasproposedsomevalue)in aroundk’ > k; if a
proces®; commitsroundk, thenno procescansubsequentlgommitroundk’ < k.

Theagreemenandvalidity propertiesof our round-base@onsensuabstractioraresimilar to thoseof thetraditional
consensusbstraction[10]. Our terminationpropertyis however strictly wealer. If processe&eepconcurrently
proposingvalueswith increasingoundnumbersthenno procesamight be ableto decideary value. In a sensepur
notionof consensubasa conditionalterminationproperty In therestof the paperwhennoambiguityis possiblewe

shallsimply usethetermconsensugisteadof round-basedonsensus.



In Figure2, proces®, commitsconsensuwith valueY for round2. Proces®; thentriggersconsensuby invoking
propose(1, X)) butabortsbecausg@roces®, proposedvith ahigherroundnumberandpreventsp; from committing.
Proces®, thenproposewvith vlaueX for round4, andthistime p; commits.Proces®s abortswhenit proposesvith
valueZ for round3.

p1 pr opo§e( LX) pr opo§e( 4, %)
ﬂo y(‘es
2,
p2 pr opos{e( Y)
yes
pr opos‘e( 3,2)

p3

I
no

Figure 2. Round-basedonsensusxample
3.3 Weak Leader Election

Intuitively, a weakleader electionabstractioris a sharedobjectthat electsa leaderamonga setof processesit
encapsulatethe subprotocolusedin Paxosto choosea procesghatdecideson the orderingof messagesThe weak
leaderelectionobjecthasoneoperationnamedeader() whichreturnsaprocessdentifier, denotingthecurrentieader
Whenthe operatiorreturnsp; attime ¢t andprocesg;, we saythatp; is leaderfor p; attime¢ (or p; electsp; attime
t). We saythata process; is an eventualperpetualleaderif (1) p; is correct,and(2) eventuallyevery invocation
of leader()returnsp;. Weakleaderelectionsatisfiesthe following property: Someprocessis an eventualperpetual
leader

It is importantto noticethat the propertyabove doesnot preventthe casewhere,for an arbitrary period of time,
variousprocessesire simultaneouslyeaders? However, theremustbe a time after which the processesigreeon
someuniquecorrectleader Figure3 depictsa scenariovhereevery processlectsprocesg;, andthenp, crashes;
eventuallyevery processlectsthenproces®,. Whentheleaderdoesnot changeandthereis a majority of processes

thatremainsup, we saythatthe systemis in a stableperiod. Otherwisewe saythatthe systemis in aunstableperiod.

o1 | ea}der 0O | ea}der() g;’a\/:rg
p1 p1 %2
p2 | eager() | eager() | eager() | eager()
1;2 P‘l P‘l P‘Z
pa | eager() | eager() | eager() | eager()
p3 p1 P2 P2

Figure 3. Weakleaderelectionexample
3.4 Total Order Delivery

The main problemsolved by the actualPaxosprotocolis to ensuretotal orderdelivery of messageé.e., requests
broadcasto replicas)*® Total orderbroadcasts definedby two primitives: TO-Broadcastand TO-Deliver. We say

12| this senseour weakleaderelectionspecificatioris strictly wealer thenthe notionof leaderelectionintroducedn [22].
13| fact, Paxosalsodealswith causalorderdelivery of messagesut we do not considetthatissuehere.



thata processTO-Broadcasta messagen whenit invokesTO-Broadcastwith m asaninput parameterWe saythat
aprocess O-Deliversamessagen whenit returnsfrom theinvocationof TO-Deliverwith m asanoutputparameter
Ourtotal orderbroadcasprotocolhasthefollowing properties:

e Termination: If aprocessp; TO-Broadcasta messagen andthenp; doesnot crash,thenp; eventually TO-

Deliversm.
e Agreement:If aprocessTO-Deliversamessagen, thenevery correctprocessventuallyTO-Deliversm.

e Validity: Forarny messagen, (i) everyproces®; thatTO-Deliversm, TO-Deliversm only if m waspreviously
TO-Broadcasby someprocessand(ii) every proces; TO-Deliversm at mostonce.

e Total order: Letp; andp; beary two processeshat TO-Deliver somemessagern. If p; TO-Deliverssome

messagen’ beforem, thenp; alsoTO-Deliversm’ beforem.

It is importantto noticethatthe total orderpropertywe considethereis slightly strongerfrom the oneintroduced
in [9]. In [9], it is statedthatif ary processep; andp; both TO-Deliver messgesm andm/’, thenp; TO-Delivers
m beforem’ if andonly if p; TO-Deliversm beforem’. With this property nothingpreventsa process, from TO-
Deliveringthe sequencef messages:; ms; mz whereasanother(faulty) processTO-Deliversm; ; mg without ever
deliveringms. Our specificationclearly excludesthat scenaricandmorefaithfully captureghe (uniform) guarantee
offeredby Paxos[13].

4 Abstractions: Implementations

In the following, we give wait-free [10] implementationf our three abstractionsand shav how they can be
usedto implementa simplevariantof the Paxosprotocolin the particularcaseof a crash-stopnodel(following the

architectureof Figure4). We will shav how to stepto the crash-recaerymodelin the next section.

Paxos

Round-Based
Weak Leader Consensus
Election Round-Based
Register

Communication

Figure 4. Architecture
We simply assumeherethat messagearenot lost or duplicatedand processeshat crashhalt their actvities and
neverrecover. We alsoassumehata majority of the processedo never crashand,for theimplementatiorof ourweak
leaderelectionabstractionye assumehefailure detector2 introducedn [2].

4.1 Round-BasedRegister

The algorithmof Figure5 implementsthe abstractiorof a round-basedegister The algorithmworks intuitively

asfollows. Every proces; hasa copy of theregistervalue,denotedby v;, andinitialisedto 1. A procesgeadsor



1: procedure register() {constructorfor eat procesp;
2. read; +— 0 {highestread() roundnumberacceptedy p;
3:  write; — 0 {highestwrite() roundnumberacceptedy p;
4 vy — L {p;'s estimateof theregistervalue
5: procedureread(k)

6: send[READ,k] to all processes

7. wait until receved[ackREAD,**] or [nackREADK] from [(n + 1)/2] processes

8: if recevedatleastone[nackREADE] then

9: return(no, v) {read() is aborted
10: else

11: selecthe[ackREADJ, k', v] with the highestk’

12: return(yes, v) {read() is committed

13: procedure write(k, v)

14:  sendWRITE,k, v] to all processes

15:  wait until receved[ackWRITE k] or [nackWRITEk] from [(n + 1)/2] processes
16: if receivedatleastone[nackWRITE] then

17: return(no) {write() is aborted
18: else
19: return(yes) {write() is committed

20: task wait until receize [READ, k] from p;
21: if write; > kor read; > kthen

22: sendnackREAD] to p;

23: else

24 read; — k

25: sendlackREAD k, write;, v;] tOp;
26: task wait until receve WRITE,k, v] from p;
27: if write; > kor read; > kthen

28: sendnackWRITEE] to p;

29: else
30: write; «— k
31 vy — v {A new valueis “adopted”}

32: sendackWRITE k] to p;

Figure 5. A wait-freeround-basedegisterin the crash-stopnodel

writes a valueby accessinga majority of the copieswith a roundnumber Accordingto the actualround-numbera
procesg; might“accept”or nottheaccesdo its local copy v;. Every procesg; hasavariableread; thatrepresents
thehighestroundnumberof aread() “accepted™y p;, andavariablewrite; thatrepresentthehighestroundnumber
of awrite() “accepted’™dy p;. Thealgorithmis madeup of two proceduregread() andwrite()) andtwo tasksthat
handleREAD andwRITE messagesEachtaskis executedn oneatomicstepto avoid mutualexclusionproblemsfor

thecommonvariables.

Proposition 1. Thealgorithmof Figure 5 implements round-basedegister

Theproofis basedbnlemmata2, 3, 4, and>5.

Lemma 2. Read-write-abort:If read(k) or write(k, *) aborts,thensomeopemtion read(k’) or write(k’, *) was
invokedwith &' > k.

Proof. Assumethat someprocessp; invokesa read(k) (resp. write(k, x)) thatreturnsno (i.e., aborts). By the
algorithmof Figure5, this canonly happenf someprocess; hasavalueread; > k or write; > k, which means

thatsomeprocessasinvokedread(k’) or write(k’) with & > k. O
Lemma 3. Read-write-commitlf read(k) or write(k, *) commitsthenno subsequentead(k’) or write(k’, x) can

commitwith &’ < k.
Proof. Let process; be ary processhatcommitsread(k) (resp. write(k, )). This meansthata majority of the
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processehave “accepted’read(k) (resp. write(k,*)). For aprocessp; to commitread(k’) or write(k’, x) with
k" < k, amajority of the processesnust“accept”read(k’) (resp. write(k’,)). Hence,atleastone processnust
“accept’read(k) (resp.write(k, x)) andthenread(k’) (resp.write(k’, *)) with k¥’ < k whichis impossibleby the

algorithmof Figure5: a contradiction. |

Lemma 4. Read-commitif read(k) commitswith v #_L, thensomeopemtionwrite(k’, v) wasinvolkedwith £’ < k.
Proof. By thealgorithmof Figure5, if someprocesg; commitsread(k) with v # L, thensomeprocesg; musthave
sentto p; a messagdackREADk, write;, v] thensomeprocess,, musthave invoked write(k’,v) with k&’ < k,
otherwisep; would have sent[nackREADE] to p; or [ackREADE, 0, L] |

Lemma 5. Write-commit: If write(k, v) commitsand no subsequentrite(k’, ) is invokedwith ¥’ > k, thenany
read(k") thatcommitscommitswith v if &” > k.

Proof. Assumethatsomeprocess,; commitswrite(k, v), andassumehatno subsequentrite(k’, x) hasbeenin-
vokedwith &’ > k andthatfor somek” > k someprocess; commitsread(k”) with v’. Assumeby contradiction
thatv # v'. Sinceread(k”) commitswith v/, by the read-commifproperty somewrite(k”, v") wasinvokedbefore
or atthesameroundk”. However, thisis impossiblesincewe assumedhatno write(k’, x) operatiorwith &’ > k has

beeninvoked,i.e.,v; remainsunchangedo »: a contradiction. |

Proof of Proposition 1. Directly from lemmata2, 3, 4 and>5. O

Proposition 6. With a majority of correctprocessesheimplementatiorof Figure 5 is wait-free

Proof. Theonly wait statement®f the protocolarethe guardlines thatdepictsthe waiting for a majority of replies.
Theseare non-blockingsincewe assumea majority of correctprocesses.Indeed,a majority of correctprocesses
alwayssendamessagéo therequestingrocessitherof type[ackREAD,nackREAD],or of type[ackWRITE, nack-
WRITE]. O

4.2 Round-BasedConsensus

The algorithmof Figure6 implementsa round-based¢onsensusbjectthatrelieson a wait-freeround-basedeg-
ister As in [13, 19], we assumeound numberuniquenessi.e., a processp; proposesonly for roundk = i,k =
i+ N,k =i+ 2N,.... Thebasicideaof the algorithmis the following. For a process; to proposea valuefor a
roundk, p; first readsthe valueof theregisterwith k&, andif theread() operationcommits,p; invokesa write() with
k andwv (or p;'sinitial valueif novaluehasbeenwritten). If thewrite() operationcommits,thenthe processlecides

thevaluewritten (i.e., returnsthis value). Otherwise p; abortsandreturnsno (line 7).

Proposition 7. Thealgorithmof Figure 6 implements wait-freeround-based¢onsensus.

Theproofis basedbnlemmatad, 9 and10.
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Lemma 8. Validity: If a processdecidesa valuev, thenv wasproposedoy someprocess.

Proof. Letp; beaprocesshatdecidessomevaluev. By thealgorithmof Figure6, either(a) v is thevalueproposedy
pi, iIn which casevalidity is satisfiedpr (b) v hasbeenreadby p; in theregister Considercase(b), by theread-commit
propertyof the register someprocessy; musthave invoked somewrite() operation.Let p; be the thefirst process
thatinvokeswrite(kg, *) with ko equalto the smallestk everinvokedfor write(k,v). By thealgorithmof Figure6,
therearetwo caseso consider:either(a) v is the valueproposeddy p;, in which casevalidity is ensuredpr (b) v
hasbeenreadby p; in theregister For case(b), by the read-commiipropertyof the register, for p; to readv, some
proces®,, musthave invokedwrite(k’, v) with ¥’ < kq: a contradiction.Therefore v is the valueproposedy p;

andvalidity is ensured. O

Lemma 9. AgreementNo two processeslecidedifferently.

Proof. Assumeby contradictiorthattwo processep; andp, decidetwo differentvaluesv andv’. Letp; decidesafter
committingwrite(k, v) andp; decidesaftercommittingwrite(k’, v"). Assumewithoutlossof generalitythatk’ > &
(remembethatwe assumeaound-numbeuniquenessaindk’ is the smallestroundnumberthatis higherthank. By
thealgorithmof Figure6 p; musthave committedread(k’) with v" beforecommittingwrite(k’, v"). However, by the

write-commitproperty read(k’) mustreturnv (sinceno processasinvokedary write(k”, «): acontradiction. O

Lemma 10. Termination: If a processp; abortsin a roundk, thensomeprocesshasproposed'somevalue)a round
k" > k; if a procesgp; commitsa roundk, thenno processcansubsequentigommita roundk’ < k.

Proof. For thefirst part,assumehata process; abortsaroundk. By thealgorithmof Figure6, this meanghatyp;
abortsread(k) or write(k, ). By theread-write-aborproperty someprocessnusthave proposedn aroundk’ > k.
Considemow the secondpart. Assumethata procesg; commitsaroundk. By thethealgorithmof Figure6 andthe
read-write-commiproperty no procescansubsequentlgommitary read(k’) or write(k’, *) with k£’ < k’. Hence

no processansubsequentigommitaroundk’ < k. |

Proof of Proposition 7. Termination,agreemenandvalidity follows from lemmata8, 9 and10. Theimplementation
of round-based@onsensuss wait-freesinceit is basedn a wait-freeround-basedegisteranddoesnot introduceary

“wait” statement. O
4.3 WeakLeader Election

Figure7 describes simpleimplementatiorof a wait-freeweakleaderelection. Theprotocolrelieson theassump-
tions (i) thatatleastoneprocesss correctand(ii) the existenceof failuredetector(? [2]: Q2 outputs(ateachprocess)
alist of trustedprocessed,e., processethataretrustedto be up. Failure detector? satisfieghe following property:
Ther s a timeafter which exactly onecorrectprocesss alwaystrustedby every correctprocess* Our weakleader

electionrelieson (2 in thefollowing way. The outputof failure detector? at proces; is denotedoy ;. If €; is not

14t wasshawn in [2] thatQ is the wealestfailure detectorto solve consensusndtotal orderbroadcastn a crash-stogsystemmodel. Failure
detector2 canbeimplementedn amessag@assingsystemwith partial synchrory assumption§3].

12



empty leader() returnsthefirst procesfrom thetrustedlist; in ary othercase/eader() returnsp;.

1: procedure consensus() {constructorfor ead processp; }
2. v« 1;reg« new register()

3: procedure proposék, init;)

4:  if regread(k) = (yes,v) then

5 if (v =L1)thenv « init;

6 if (regwrite(k, v) = yes) thenreturn(yes, v)

7: return(no, init;)

Figure 6. A wait-freeround-basegonsensussingawait-freeround-basedegister

1: procedure leader() {for each processp; }
2:  if Q; # L thenreturn(first(2;)) elsereturn(p;)

Figure 7. A wait-freeweakleaderelectionwith 2

Proposition 11. With failure detectorQ2 and the assumptiorthat at leastone processis correct, the algorithm of
Figure 7 implements wait-freeweakleaderelection.
Proof. Follows from the propertyof 2 [2]. |

4.4 A Simple Variant of Paxos

Thealgorithmof Figure9 canbe viewedasa simpleandmodularversionof Paxosin acrash-stopnodel(whereas
the original Paxos protocol considersa crash-receery model - seenext section). The algorithm usesa seriesof
consecutreround-basedonsensugor simply consensuspstanceseachconsensusistancebeingusedto agreeona
batchof messagestvery procesdlifferentiatesconsecutie consensugstancesy maintaininga local counter(K):
eachvalueof the countercorrespondso a specificconsensuistance.Consensustancesaretriggeredaccording
to the outputof the weakleaderelectionprotocol: only leadergrigger consensugstances.

We give hereanintuitive descriptionof thealgorithm.Whena procesg,; TO-Broadcasta messagen, p; consults
the leaderelectionprotocoland sendsm to leaderp;. Whenp; recevesm, p; triggersa new consensusnstance
by proposingall messagethatit received (andnot yet TO-Delivered)asaninput for consensusin fact, p; startsa
new taskpropose(K *") thatkeepson trying to commitconsensuss for this batch,aslong asp; remainsleader If
consensusommits,p; sendsthe decisionto every process Otherwise taskproposeperiodicallyinvokesconsensus,
unlessp; stopsbeingleaderor someconsensugstancecommits. Whenp; electsanotherprocesspy,, p; sendsto
i every messagehatp,; receved,andnot yet TO-Delivered.By the weakleaderelectionproperty eventuallyevery
correctprocesslectsthe eventualperpetualeaderp;, andsendsits message$o p;. By theround-baseadonsensus
specificationgventuallyp; commitsconsensusndsendghe decisionto every process.Oncep; receivesa decision
for the K*" batchof messages; stopstaskproposefor this batch. Proces; TO-Deliversthis batchof messages
only if it is the next onethatwasexpectedj.e.,if p; hasalreadyTO-Deliveredmessagesf batchK-1. If it is notthe
case,p; waitsfor the next expectedbatch(nextBatd) to respectotal order Within a batchof messagegrocesses

TO-Delivermessagessinga deterministicorderingfunction.
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Figure 8. Executionschemes

Notethatin orderto decideonabatchof messagesnorethanoneconsensusoundmightbenecessarygonsensus
roundsare differentiatedwith integer k. Due to round numberuniquenessno processcan proposetwice for the
sameroundk.'®> Note alsothanan arrayof round-basedegistersis usedin the total orderbroadcasprotocol: each
round-basedegistercorrespondso the “storeandlock” of a givenconsensugstance Finally, notethata proces;
instantiates round-basedegisterwhen(i) p; instantiatesaround-basedonsensusyr (ii) p; recevesfor thefirsttime
amessagéor the K*" consensus,e., K'" registerof thearray

Figure8 depictsfour typical executionscheme®f the algorithm. We assumdor all caseghat (i) procesgp; TO-
Broadcasts messagen, (ii) processs is the eventualperpetualeaderand (i) K = 1. (prop(x) standsin the
figuresfor propose(x).) In Figure8(a),p; electsitself, triggersa new consensuistanceby invoking propose(1,m),
commits,and sendsthe decisionto all. In Figure 8(b), p; electsps and sendsm to ps. Procesgs theninvokes
propose(5, m), commits,thensendsthe decisionto all. In Figure8(c), p; first electsp; andsendsmn to ps. In this
casehowever, p3 doesnot electitself andthereforedoesnothing. Lateron, p; electsp; andthensendsn to ps. As
for case(b), ps commitsconsensuandsendghedecisionto every processNotethatps couldhave sentm to ps if ps
hadelectedps. Finally, in Figure8(d), p; electsp3 (which doesnot electitself), thenp, electsps, which electsitself
andinvokespropose(2, m) but aborts.Finally, p; electsps, and,asfor case(c), ps commitsconsensuandsendshe

decisionto all.

15Allowing two processeto proposdor thesameroundcouldviolateagreementFor example,proces; invokespropose(1,v) andcommits,
andproces®s invokespropose(1,v’). Theterminationpropertyof consensuallows ps to commit: agreementvould indeedbe violated.
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Precisedescription. We give heremore detailsaboutthe algorithm of Figure 9. We first describethe main data
structure,andthenthe main partsof the algorithm. Eachprocesgp; maintainsa variable TO_deliveled that contains
the messagethat were TO-Delivered. Whenp; recevesa messagen, p; addsm to the setReceivedvhich keeps
trackof all messagethatneedto be TO-Delivered. ThusReceived TO_delivered, denotedTO_undeliveed contains
the setof messagethatweresubmittedfor total orderbroadcastbut arenotyet TO-Delivered.The batcheghathave
beendecidedbut notyet TO-Deliveredareputin the setAwaitingToBeDeliveed ThevariablenextBatd keepstrack
of the next expectedbatchin orderto respecthetotal orderproperty
Therearefour main partsin the protocol: (a) tasklaund starts® task proposeif the process; is leader or if p;

is not leader sendghe messaged recevedto the leader;(b) taskproposekeepson startinground-based¢onsensus
while p; is leader until a decisionis reachedc) primitive receivehandlesecevedmessagesndstopstaskpropose
oncep; recevesa decision;and(d) primitive deliver TO-DeliversmessagesEachpartis describedbelon in more
details.Initially, whenaproces®; TO-Broadcasta messagen, p; putsm into the setReceivedvhich hasthe effect

of changingthe predicateof guardline 16.

e In tasklaund, process; periodicallycheckswhetherthe setTO_undeliveed containsmessagefline 16), or
whetherp; electsanotherdeader Note thatthe loop is executedonly oncefor eachreceved messagé¢o avoid
thatp; keepson proposing(createnew consensufstance)or an unchangedO_undeliveed set. First, if the
leaderchangesp; sendsall the message#t recevedto theleader Otherwisebeforestartinga new consensus
instancep; first verifiesatline 21if it alreadyrecevedthe decisionor alreadyTO-Deliveredit. Proces®; then
either(a) incrementgshe batchnumberto initiate a consensugor a new batchof message§K+1) if p; is the
leaderi.e., p; startstaskproposewith TO_undeliveed asthe next batch(/+1) of messagexr (b) if p; is not
leaderthenp; sendshemessages recevedto theleader

¢ In taskpropose a procesy; periodicallyinvokesconsensu§proposes)f p; is leader By the propertyof weak
leaderelection,one of the correctprocessegp;) will be the eventualperpetualleader Oncep; is electedby
every correctprocessyp; recevesall batchesof messagefrom the correctprocessesproposesand commits
consensugine 33) andthensendghedecisionto all (line 36).

¢ In the primitive receive when processp; receves the decisionof consensugline 38), p; first stopstask
proposec: p; doesnot stop otherbatchegtask proposé - i.e., this could influencethe resultof someother
consensuinstancegline 36). Procesg; thenverifiesthatthe decisionrecevvedis the next decisionthatwas
expected(nextBatd). Otherwisetherearetwo caseso consider:(i) p; is aheadpr (ii) p; is lagging. For case
(i), if p; isahead.e.,recevesadecisionfrom alower batch),p; sendgo p; anuUPDATE messagéor eachbatch
thatp; is missing(line 42). For casgii), if p; recevesafuturebatch,p; buffersthemessagesf thebatchin the
setAwaitingToBeDeliveedandp; alsosenddo p; anUPDATE messageavith nextBatd in orderfor p; to update
itself (p;) whenp; recevesthis “on purposdagging” messageProcesg; waitsuntil it getsthe next expected
batchin orderto satisfythetotal orderproperty

18whenwe saythata new taskis startedwe meana new instanceof the taskwith its own variables(sincetherecanbe morethanonebatchof
messagebeingtreatedatthe sametime). Moreover, the variableTO_deliveed meanghe unionof all arraysTO_deliveed K.
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¢ In the primitive deliver, process; TO-Deliversonly the messagethatwerenot alreadyTO-Delivered(line 8
or 13)following the samedeterministicordetr We assumehatp; removesall messagethatappeatwice in the
samebatchof messages.

Proposition 12. Thealgorithmof Figure 9 satisfieghetermination,agreementyalidity andtotal order properties.

We assumeénierea systemmodelwheremessagekeepbeingbroadcasindefinitely. This assumptionss precisely
whatenableaisto ensurethe uniformity of agreementvithout additionalforcedlogs andcommunicatiorsteps.The
proofis basednlemmatal3, 15,16 and17.

Lemma 13. Termination: If a processp; TO-Broadcastsa messge m andthenp; doesnotcrash,thenp; eventually
TO-Deliversm.

Theproofis basednlemmal4.

Lemma 14. If the eventualperpetualleaderproposes batth of messges, it eventuallydecides.

Proof. Assumeby contradictionthatproces; is the eventualperpetualeaderthatproposes batchof messageand
never decides.By thealgorithmof Figure9, p; keepsincrementingoundnumberk (line 35). Let ko bethe smallest
roundnumberreachedy p; suchthatno proces®lsethanp; everinvokesary operation By thealgorithmof Figure9,
suchroundnumberexistsbecauseynlesst is leader no otherprocessnvokesary operationontheconsensusBy the
terminationpropertyof consensuandsincetheimplementatiorof consensuis wait-free,p; commitspropose(kq, ),
which meanghatp; decidesavalue:acontradiction. O

Proof of Lemma 13. Supposeéby contradictionthat p; TO-Broadcasts messagen but never TO-Deliversm. Re-
membethateverytime p; electsanew processp; sendsn to thisnew leader By theweakleaderproperty eventually
p; electsthe eventualperpetualeaderprocesg; andp; sendsn to p;. By lemmal4, p; proposesdecidesandsends
the decisionto all processesTherearenow two casedo consider:(a) p; doesnot crash,or (b) p; crashesFor case
(a), by the propertiesof the channelsp; recevesthe decisionfrom p; andTO-Deliversm: a contradiction.For case

(b), if p; crashesp; wasnotaneventualperpetualeader:a contradiction. O

Lemma 15. Agreementif a processTO-Delivers a messge m, theneverycorrectproceseventuallyTO-Delivers m.
Proof. Supposéby contradictionthatprocesgp; TO-Deliversm andlet p; be ary correctprocesghatdoesnot TO-
Deliver m. Procesg; musthave receivedthe decisionfrom someprocess;; (pr. couldbep;). Therearetwo cases
to consider:(a) py is a correctprocesspr (b) py, is a faulty process.For case(a), sincep;, TO-Deliveredm, by the
reliable propertiesof the channelsgvery correctprocessecevesthe decisionand TO-Deliversm: a contradiction.
For case(b), sincewe assumehat new messagekeepcoming,the eventualperpetualeaderp; TO-Deliversm and
thereforesendsat sometime the decisionto every correctprocessa contradiction.As explainedearlier dueto round
numberuniquenessno two processesan proposefor the sameround, thereforeevery correctprocessdecidesthe
samevaluefor consensus. O
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Lemma 16. Validity: For any messge m, (i) every processp; that TO-Delivers m, TO-Delivers m only if m was
previously TO-Broadcastby someprocessand(ii) everyprocessp; TO-Delivers m at mostonce

Proof. For thefirst part (i), supposeby contradictionthat someprocessp; TO-Deliversa messagen that wasnot
TO-Broadcasby ary processFor amessagen to be TO-Delivered by thealgorithmof Figure9, m mustbe decided
throughround-basedonsensusBy thevalidity propertyof consensusy hasto be proposedline 27). In orderto be
proposedm hasto bein thesetTO_undeliveed (line 19); thento bein thesetTO_undeliveed m hasto bein the set
Receivedline 42). Finally, for m to bein setReceivedm hasto be TO-Broadcasbr sent(lines6 & 22). Ultimately,

for m to be sent,m mustbe TO-Broadcasta contradiction.For the secondart (i), p; cannotTO-Deliver morethan
onceamessagen. Thisis impossiblesinceline 8 removesall the messagethathave beenalreadyTO-Delivered.Of

coursewe assumeahatp; distinguishesll messagethatappeartwice in thevariablemsgSet. |

Lemma 17. Total order: Letp; andp; be anytwo processeshat TO-Deliver somemessge m. If p; TO-Delivers
somemessge m’ befole m, thenp; alsoTO-Deliversm’ before m.

Proof. Supposédy contradictiorthatp; TO-Deliversamessagen beforeamessagen’ andp; TO-Deliversm' before
m. Therearetwo casego consider:(a) m andm’ arein thesamemessagset,and(b) m andm’ arein differentmes-
sagesets.For case(a), sinceevery processleliversmessagefollowing the samedeterministicorder, m is delivered
beforem’ onbothprocessesa contradiction.For case(b), supposehatm is partof msgSet’ andm’ € msgSetX’
whereK < K'. For m to be TO-Delivered,msgSet” hasto berecevedasa DECIDE or UPDATE messagéline 32).
If p; TO-Deliversm beforem’, thenp; cannotTO-Deliver m' beforem sincethe predicateof guardline 34 forbids
p; to TO-Deliver batchesof messagesut of order: a contradiction.Neverthelessp; couldreceie the K'** batchof

messagebeforethe K batchof messagesyut the batchwould be putin the setAwaitingtoBeDeliveed a

Proof of Proposition 12. Directly from thelemmatal3, 15,16 and17. |

5 A Faithful Deconstructionof Paxos

This sectiondescribes faithful andmodulardeconstructiomf Paxos[13]. It is modularin the sensehatit builds
uponour abstractionsthe specification®f thesearenot changedpnly theirimplementationsreslightly modified. It
is faithful in the sensehatit captureghe practicalspirit of the original Paxosprotocol:it toleratesemporarycrashes
of links andprocessesJustlike with the original Paxosprotocol,we precludethe possibility of unstableprocesses:
eitherprocessearecorrect(eventuallyalways-up),or they eventuallycrashandneverrecover. We will comebackto
this assumptionn the next section.

To stepfrom the crash-stopmodelto the crash-receery model, we mainly adaptthe round-basedegisterand
slightly modify the global protocolto dealwith recovery (in shadein Figure 10(a)). Every procesgperformssome
forcedlogssothatit canconsistentlyretrieveits statewhenit recovers.To copewith temporarylink failures,we build
upona retransmissiormodule,associatedvith two primitivess-sendands-receive if aprocesg; s-sendamessage

to a correctprocesg; andp; doesnot crashthemessagés eventuallys-received
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1: For eachproces;:
2: procedureinitialisation:

3:
4.

Receivefl < _L; TO_delivered] « _L; start task{launch}
TO_undeliveed — _L; AwaitingToBeDeliveed]«— L; K « 1; nextBatth < 1

5: procedure TO-Broadcast)

6:

Received— ReceivedJ m

7: procedure deliver(msgSet

9

10:
11:
12:
13:
14:

15

28

35:
36:

TO_deliveed nextBatd] < msgSet TO_delivered;
atomicallydeliver all messagem TO_delivered nextBatd] in somedeterministicorder
TO-Deliver{ nextBatth, TO_delivered nextBatd)] }
nextBatd «+— nextBatc +1
while AwaitingToBeDeliveed nextBatd] # L do
TO_delivered nextBatd] < AwaitingToBeDeliveed nextBatd]
nextBatd < nextBatd+1

: task launch {while loop executedonly onceif Receivedioesnot change}
16:
17:
18:
19:
20:
21:
22:
23:
24:
25:
26:
27:
: task proposeL, [, msgSet) {keepson proposinguntil consensusommitg
29:
30:
31:
32:
33:

while Received TO_delivered # _L or leaderhaschangedio
while AwaitingToBeDeliveed K +1] # L or TO_deliveled K+1] # L do
K~ K-+1
if K = nextBatd and AwaitingToBeDeliveed K] # L and TO_deliveled K] = _L then
deliver(AwaitingToBeDeliveed K1)
TO_undeliveed — Received- TO_delivered
if leader()=p, then
while proposex is active do
K—K-+1
start task proposec (K, pi, TO_undelivered); K «+— K + 1
else
send"O_undelivered) to leader()

committed« false consensus < new consensus()
while not committeddo
if leader() = p; then
if consensus.proposel, msgSet) = (yes, returnedM sgSet) then
committed«— true
l—1l+ N
sendpECISION, L, returnedM sgSet) to all processes
upon receve m fromp; do

if m = (DECISION,ne(tBatCh,msgSethj Jorm = (UPDATE,KpJ. ,TO_deIiveled[Kpj]) then
if task Proposex,, . is active then stop task Proposex,, .

if Kp; # nextBatc then {p; is aheador behind;
if Kp; < nextBatthen {p; is behind
forall L suchthatK,,; < L < nextBatd: sendUPDATE, L, TO_deliver{L]) to p; {if pj # pi}
else
AwaitingToBeDeliveed K, ] = msgSeIfPJ' ; send(/PDATE,nextBatch-1, TO_delivelnextBatd-1]) to p; {if pj # pi}
else K
deliver(msgSet ¥7 )
else
Received— ReceivedJ m {Consensumessgesare addedto the consensubox}

Figure 9. A modularcrash-stoariantof Paxos
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Figure 10. Theimpactof acrash-receery model
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5.1 RetransmissionModule

We describeherearetransmissiomodulethatencapsulatesetransmissionssuedo dealwith temporarycrashes
of communicatiorinks. The primitivesof the retransmissiomodule(s-sendands-receivg presere the no creation
andfinite duplicationpropertief the underlyingchannelsandensureghe following property:Let p; beanyprocess
that s-sendsx messge . to a processp;, andthenp; doesnot crash. If p; is correct,thenp; eventuallys-receives
m. Figurel1 givesthe algorithmof theretransmissiomodule.All messagethatneedto beretransmittecareputin
the variablexmitmsgwith their destinationin the setdst(line 5). Message@ xmitmsgareerasecnceall recipients
have acknavledgedm, otherwisethey arealwaysretransmittedlines 18-21). The no creationandfinite duplication

propertiesaretrivially satisfied.

1: for eachproces;:
2: procedureinitialisation:
xmitmsg], dsf] — _L; start task{retransmi}
procedure s-sendfn) {tos-sendntop;}
if m ¢ xmitmsgthen xmitmsg— xmitmsgu m
if p; & ds{m] thends{m] « ds{m] U p;
for all p; € ds{m] do
if p; # ps then
: sendm to p;
10: else
11: simulates-receie m from p;; ds{m] <« ds{m] \p;
12: uponreceie(m) from p; do
13: if m=ACKthen
14: ds{m] < ds{m] \p,

eINOaRW

15: if ds{m] = L then xmitmsg— xmitmsg\m

16: else

17: s-receve(m); sendACK(m) to p;

18: task retransmit {retransmitall messgesreceivedandsent
19:  while truedo

20: for all m € xmitmsgdo

21: s-sendfn)

Figure 11. Retransmissiomodule

Proposition 18. Let p; be ary procesghats-sendst messagen to aprocesy;, andthenp; doesnot crash.If p; is
correct,thenp; eventuallys-recevesm.

Proof. Supposeby contradictionthatp; s-sendsa messagen to a procesgp; andthendoesnot crash. Assumep;
is correct,yet p; doesnot s-receve m. Therearetwo casedo consider:(a) p; doesnot crash,or (b) p; crashesand
eventuallyrecoversandremainsalways-up.For case(a), by thefair losspropertiesof thelinks, p; recevesandthen
s-recevesn: acontradiction.For case(b), sinceprocesg; keepson sendingm to p;, thereis atime afterwhich p;
sendsn to p; andnoneof themcrashafterwards. As for case(a), by thefair losspropertyof thelinks, p; eventually

recevesm, thens-recevesm: acontradiction. O

Proposition 19. With a majority of correctprocesseshe algorithm of Figure 12 implements wait-freeround-based
register

Lemma 20. Read-write-abort:If read(k) or write(k, ) aborts,thensomeopermtion read(k’) or write(k’, *) was

invokedwith &' > k.

Lemma 21. Read-write-committf read(k) or write(k, *) commitsthenno subsequentead(k’) or write(k’, ) can

commitwith &’ < k.
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1: procedure register() {constructorfor eat procesp; }
2: read; — 0

3. write; «— 0

4 v — L

5: procedureread(k)

6: s-sendREAD,k] to all processes

7:  wait until s-receved[ackREADk,**] or [nackREADK] from [(n + 1)/27 processes

8: if s-recevedatleastone[nackREAD] then

return(no, v)
10: else
11: selecthe[ackREADJ, k', v] with the highestk’
12: return(yes, v)

13: procedurewrite(k, v)

14: s-sendWRITE,k, v] to all processes

15:  wait until s-receved[ackWRITE k] or [nackWRITEE] from [(n + 1)/2] processes
16: if s-recevedatleastone[nackWRITE] then

17: return(no)
18: else
19: return(yes)

20: task wait until s-receve [READ,k] from p;
21: if write; > kor read; > kthen

22: s-sendnackREAD] to p;
23: else
24: read; « k; store{read;} {modifiedfrom Figure 5}

25: s-sendackREAD k., write;, vi] to p;
26: task wait until s-receve [WRITE,k, v] from p;
27: if write; > kor read; > kthen

28: s-sendnackWRITEL] to p;

29: else

30: write; «— k

31: v; «— v; store{write;, v; } {modifiedfrom Figure 5}
32: s-sendackWRITE k] to p;

33: uponrecorery do {addedprocedureto Figure 5}

34: initialisation
35:  retrieve{write;, read;, v; }

Figure 12. A wait-freeround-basedegisterin the crash-receery model

Lemma22. Read-commitif read(k) commitswithv #_L, thensomeopemtionwrite(k’, v) wasinvokedwith k' < k.
Lemma 23. Write-commit:If write(k,v) commitsand no subsequentrite(k’, x) is invokedwith &’ > k, thenany
read(k") thatcommitscommitswith v if &” > k.

The proofs for lemmata20 through 23 are similar to thoseof lemmata2 through5 since: (a) if p; invokesa
read() or awrite() operationandthendoesnot crash,by the propertyof the retransmissiomodule,p; keepson
sendingmessageée.g.,READ messagefor the read() operation)until it getsa majority of replies(e.g.,ackREAD
or nackREAD);(b) sinceall variablesareloggedbeforesendingany positive acknavledgementmessagesa process
doesnot behave differentlyif it crashesandrecovers.If aprocesrashesandrecovers,it recoversits precedenstate

andthereforeactsasif it did notcrash.
5.2 Round-BasedRegister

Themaindifferencesith our crash-stopmplementatiorgivenin the previoussectionarethefollowing. As shavn
in Figure10(b),aprocesdogsthevariablesread;, write; andv;, in orderto beableto recover consistentlyits prece-
dentstateafter a crash. A recovery procedurere-initialisesthe processandretrievesall variables. The send(resp.

receve) primitive is alsoreplacedy thes-sendresp.s-receve) primitive.
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5.3 WeakLeader Election

Theimplementatiorof theweakleaderelectiondoesnot changen the crash-receery model. However, thefailure
detector() hasonly beendefinedin the crash-stopmodel[2]. Interestinglyits definition (there is a time after which
exactly one correct processis alwaystrustedby every correct proces$ doesnot changein a crash-receery model
(the notion of correctnesghangeghough). We give in AppendixB animplementatiorof the failure detector(? in a

crash-recueery modelwith partialsynchrory assumptions.

5.4 Modular Paxos

Figure 10(b) shawvs thatcomparedo the crash-stopversion,the total orderbroadcasprotocoladds(i) arecovery
procedureand(ii) oneforcedlog to storethe setTO_delivered andthe variablenextBatt. We now saythata process
TO-Deliversa messagen whenthe procesdogs m. In a stableperiod,a processcan TO-Deliver a messagefter
threeforcedlogs andtwo roundtrip communicatiorsteps(if the leaderis the procesghatbroadcastthe message).
Section6.4 introducesa powerful optimisationthat requiresonly two forcedlogs andoneround-tripcommunication

step.

Proposition 24. Wth a wait-free round-basedconsensusand a wait-free weak leader election, the algorithm of
Figure 13 ensuesthe termination,agreementyalidity and total order propertiesin a crash-recovery modelwithout
unstableprocesses.

Lemma 25. Termination: If a process; TO-Broadcastsa messge m andthenp; doesnot crash,thenp,; eventually
TO-Delivers m.

Lemma 26. Agreementif a processTO-Delivers a messge m, theneverycorrectprocessventuallyTO-Delivers m.
Lemma 27. Validity: For any messge m, (i) every processp; that TO-Delivers m, TO-Delivers m only if m was
previously TO-Broadcastby someprocessand(ii) everyprocessp; TO-Delivers m at mostonce

Lemma 28. Total order: Letp; and p; be any two processeshat TO-Deliver somemessge m. If p; TO-Delivers
somemessge m' befolem thenp; also TO-Deliversm’ before m.

The proofsfor lemmata24 through28 areidenticalto thoseof lemmatal3, 15, 16 and 17 since: (a) if p; TO-
Broadcastsn andthen doesnot crash;by the property of the retransmissiormodule, p; keepson sendingm to
the leader thereforethe predicateat line 13 of Figure 13 becomedrue at the eventualperpetualeader;(b) by the
weakleaderelectionproperty oneof the correctprocessewill beaneventualperpetualeaderp; thatdecidespy its
definition, p; is eventually always-up,andtheneventuallykeepson sendingthe decisionto all processestherefore
all correctprocesses-receve the decision(eventhosethat crashandrecover); (c) theimplementatioris build on a
wait-freeround-basedegisterandon a wait-freeround-baseadonsensushat aretolerantto crash-recweery (without
unstableprocesses)d) whena processrashesndrecovers,it retrievesits precedenstateby retrieving TO_delivered
and nextBatd; (e) the setReceiveds setto TO_delivered otherwisethe predicateof line 13 would never be false
andwould keepon proposingmessagesand (f) sinceprocesse&eepon broadcastingnessageghe leaderprocess

eventuallyupdatesa procesghathascrashednrecoveredwith all laggingmessages.
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1: For eachproces;:

2: procedurinitialisation:

3:  Receivefl — L; TO_delivered] « _L; start task{launch}

4: TO.undeliveed] « L; AwaitingToBeDeliveed]«+ L; K « 1; nextBatd « 1

5: procedure TO-Broadcast()

6: Received— ReceivedJ m

7: procedure deliver(msgSet

8: TO._deliveednextBatd] «— msgSet TO_delivered;

9: atomicallydeliver all messages TO_delivered nextBatd] in somedeterministicorder

10:  store{TO_delivered,netBatd} {TO-Deliver modifiedfrom Figure 9}
11: nextBatdh < nextBatch +1

12:  while AwaitingToBeDeliveed nextBatd] # L do

13: TO_delivered nextBatd] +— AwaitingToBeDeliveed nextBatd]

14: store{ TO_delivered,nextBatch }

15: nextBatd < nextBatd+1

16: task launch {while loop executedonly onceif Receivedioesnot change}
17: while Received TO_delivered # L or leaderhaschangedio

18: while AwaitingToBeDeliveed K +1] # L or TO_deliveed K+1] # L do

19: K—K+1

20: if K = nextBatc and AwaitingToBeDeliveed K] # | and TO_deliveed K] = L then
21: deliver(AwaitingToBeDeliveed K1)

22: TO.undeliveed + Received— TO_delivered

23: if leader()=p, then

24 while propose is active do

25: K—K-+1

26: start task proposec (K, pi, TO_undelivered); K «+— K + 1

27: else

28: s-send{’O_undelivered) to leader()

29: task proposel., [, msgSet) {keepson proposinguntil consensusommitg

30: committed« false consensus «— new consensus()
31: while not committeddo

32: if leader() = p; then

33: if consensus.proposel, msgSet) = (yes, returned M sgSet) then
34: committed«— true

35: l—1l+N

36: s-sendpECISION,L, returnedM sgSet) to all processes
37: upon s-receire m from p,; do

38 ifm= (DECISION,ne(tBatCh,msgSethj ) or m = (UPDATE, K, TO.delivered K, ;) then

39: if task Proposex;, . is active then stop task Proposex;, .

40: if Kp; # nextBatchthen {p; is aheador behind
41: if Kp; < nextBatchthen {p; is behind
42: for all L suchthat K, < L < nextBatd: s-send¢PDATE, L, TO_delivef{L]) to p;

43: else X

44: AwaitingToBeDeliveed K, ] = msgSet Pj ; s-send(PDATE,nextBatt-1,TO_delivefnextBatc-1]) to p;

45: else K

46: deliver(msgSet ¥7 )

47:  else

48: Received— ReceivedJ m {Consensumessgesare treatedin the consensubox

49: upon recovery do {addedprocedureto Figure 9

50: initialisation
51: retrieve{TO_delivered,nextBatth}; K « nextBatd; nextBatd < nextBatch+1; Received— TO_delivered

Figure 13. A modularisatiorof Paxos
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6 The Four Seasons

This sectionpresentdour interestingvariantsof the Paxosprotocol. Subsectior6.1 describesa variant of the
protocolthatalleviatesthe needfor stablestorageunderthe assumptiorthat someprocesseslo never crash. Thisis
obtainedmainly by modifying the implementatiorof our round-basedegister Subsectioré.2 describesa variantof
the protocolthat copeswith unstableprocesseshrougha modificationof our weakleaderelectionimplementation.
Subsectior6.3 describesa variantof the protocolthatguaranteeprogressvenif only one processs correct. This
is obtainedthroughan implementationof our round-basedegister that assumesa decouplingbetweendisks and
processesalongthe lines of [6]. Subsectiorb.4 describesan optimisedvariant (FastPaxos)of the protocolthatis

very efficient in stableperiods. Thesevariantsare orthogonal,except 6.1 and 6.3 (becauseof their contradictory

assumptions).
Paxos Fast Paxos
Paxos Paxos
d for stable recovery pi SSwitch from regular to fast commuriication patters’
Round-Based Round-Based
Consensus Weak Leader Round-Based Consensus Fast Round-Based
Election Consensus Consensus
Round:Based Weak Leader Round-Based fastpropess() aperatio
Weak L(_:adcr Register : Fxéhange of state of Election Register Weak Lt_)ader atpropase() operation
Election Failiire Detector D A i Election
 Same provesses do never between processes Round-Based ' p:;‘;{;s el Fast Round-Based
;rash, - -'chds & majority to Register - Mijortty of Gotrect Register
e commodity disks ve - tastwiite) operation
eorrect processes
Retransmission module Retransmission module Retransmission module Retransmission module
Communication Communication Communication Communication
(a) Winter (b) Spring (c) Summer (d) Fall

Figure 14. Madified (in shade)nodulesfrom the crash-recweery variant

6.1 Winter: Avoiding Stable Storage

Basically we assuménerethatsomeof the processedo never crashand,insteadof stablestoragewe storethecru-
cial informationof theregisterinside“enough”processeéin mainmemory).Theprotocolassumethatthe numberof
processethatnevercrash(n,) is strictly greatethanthenumberof faulty processesu . As depictedoy Figurel4(a),
the weakleaderelectionandthe round-base@onsensusemainunchanged We mainly changethe the round-based
registerimplementatiorandwe addto the Paxosprotocola recovery procedurahatrelieson initialisation messages
insteadof stablestorage.Basically a recoseredprocess; asksall otherprocesseso returnthe setof messagethat

they have TO-Deliveredandp; initialisesits stateusingthosemessages.

Round-BasedConsensusThetrick in theround-basedegisterimplementations to ensurahattheregisters valueis
“locked” in atleastoneprocesshatdoesnever crash.Intuitively, ary read() or write() usesathresholdthatguaran-
teesthis property aswe explain below. (Theideais inspiredby [1].) Whenaprocessecovers, it stopsparticipatingin
the protocol,exceptthatit periodicallybroadcasta RECOVERED messageWhena procesg,; recevessuchmessage
from aproces;, p; addsp; to asetR; of processegknown to have recovered). This schemeallows ary procesdo
countthenumberof recovered processesWhile collectingACKREAD or ACKWRITE messagesf p; detectghata
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new procesyy, hasrecovered(R; # PrevR;), p; restartdhewholeproceduref readingor writing. For p; to commit

aread() (resp.write()) invocation),p; mustreceve max(s + 1,n — ny — |R;|) ACKREAD (resp. ACKWRITE)

messages.

1:

2:

Thevariablesegrd (respseqwr) distinguisheshedifferentphasesvhereaproces®; hasrestartedo s-sendREAD (resp.WRITE) messagebecause, receved.
aRECOVERED message
procedure register() {constructorfor eath process; }
read; «— 0
write; <— 0

Vi — 1
Ri — L {addedto Figure 5
seqrdy, — 0; sequry, «— 0 {variable useto distinguishretrial, addedto Figure 5
procedureread(k)
repeat {addedto Figure 5}
s-sendREAD,k, seqrdp, ] to all processes
PrevR; — R;
wait until s-receved[ackREAD, seqrd,, ,**] or [NnackREADE, seqrdy,; ] frommax(y + 1,n — ny — | R;|)processes
until R; = PrevR; {addedto Figure 5}

if s-recevedat leastone[nackREADE, seqrdy,; ] then
return(no, v)

else
selectthe[ackREAD;, seqrd,,; , k', v] with the highestk’
return(yes, v)

. procedure write(k, v)

repeat {addedto Figure 5}
s-sendWRITE,k, sequwrp, , v] to all processes
PrevR; — R;
wait until s-receved[ackWRITEk, sequry, ] or [NnackWRITEE, sequwry, ] frommax@y + 1,n — ny — | R;|)processes
until R; = PrevR; {addedto Figure 5}
if s-recevedatleastone[nackWRITEE, sequwry,] then
return(no)
else
return(yes)

: task wait until s-receve [READ,k,seqrdpj] fromp;

if write; > k or read; > kthen
s-sendnackREADE, seqrdpj] top;

else
read; — k
s-sendackREAD k, seqrdpj ,write;, vi] t0p;

: task wait until s-receve [WRITE,k, sequry; ,v] from p;

if write; > k or read; > kthen
s-sendnackWRITE k, seqwrpj] top;
else
write; «— k
Vi v

s-sendackWRITE k, seqwrpj] top;

: upon s-recei/e RECOVERED from p; do {addedproceduredo Figure 5}

R; — R; U pj

: uponrecovery do

initialisation; read; < oo; write; < oo
S-SendrRECOVERED to all processes

Figure 15. A wait-freeround-basedegisterin a crash-receery modelwithout stablestorage

Proposition 29. Thealgorithm of Figure 15 implementsa wait-freeround-basedegisterin a crash-ecosery model

withoutstablestorage assuminghatn, > ny.

Lemma 30. Read-write-abort:If read(k) or write(k, x) aborts,thensomeopemtion read(k’) or write(k’, x) was
invokedwith & > k.
Lemma 31. Read-write-committf read(k) or write(k, *) commitsthenno subsequentead(k’) or write(k’, ) can
commitwith & < k.

Lemma 32. Read-commitif read(k) commitswith v #£_1, thensomeopemtionwrite(k’, v) wasinvokedwith &/ < k.
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Lemma 33. Write-commit:If write(k,v) commitsand no subsequenirite(k’, x) is invokedwith &’ > k, thenany
read(k’) thatcommitscommitswith v if " > k.

The proofsfor lemmata29 through33 areidenticalto thoseof lemmata20 through23. They arebasedon the
following aspects(a) we assumehatn, > ny; (b) whenaprocessrashesindrecovers, it keepson sendingrRECOV-
ERED messagewhich ensureghata recoveredprocesss never consideredorrect;and(c) sincea processwaits for
themaximumbetweem + 1 andn — ny — |R;|, theregistersvalueis alwayslockedinto analways-upprocess.
The PaxosVariant. Figure16 presents Paxosvariantfor the crash-receery modelwithout stablestorage.

1: For eachproces;:

2: procedurinitialisation:

Receivefl < _L; TO_delivered] « _L; start task{launch}

TO_undeliveed] < _L; AwaitingToBeDeliveed]]«— _L; K <« 1; k < 0; nextBatd < 1
. procedure TO-Broadcast(:)

Received— ReceivedJ m

. procedure deliver(msgSet

: TO.deliverednextBatd] «— msgSet TO_delivered,

atomicallydeliver all messagem TO_delivered nextBatd] in somedeterministicorder
10: TO-Deliver{ nextBath,TO_deliveednextBatd] }

11: nextBatd «+ nextBatch +1

12:  while AwaitingToBeDeliveed nextBatd] # L do

13: TO_delivered nextBatd] +— AwaitingToBeDeliveed nextBatd]

14: nextBatd < nextBatch+1

15: task launch {while loop executedbnly onceif Receivedloesnot change}
16: while Received TO_delivered# L or leaderhaschangedio

17: while AwaitingToBeDeliveed K+1] # | or TO_deliveed K+1] # L do

oeNoOuA®

18: K~ K-+1

19: if K = nextBatd and AwaitingToBeDeliveed K] # L and TO_deliveled K] = _L then
20: deliver(AwaitingToBeDeliveed K1)

21: TO.undeliveed « Received— TO_delivered

22: if leader()=p, then

23: while proposex is active do

24 K~ K-+1

25: start task proposec (K, p;, TO_undelivered); K «— K + 1

26: else

27: s-send{’O_undelivered) to leader()

28: task proposel., [, msgSet) {keepson proposinguntil consensusommitg

29: committed— false consensus < new consensus()
30:  while not committeddo

31: if leader() = p; then

32: if consensug.proposel, msgSet) = (yes, returnedM sgSet) then
33: committed« true

34: l—Il+N

35:  s-sendpECISION,L, returnedM sgSet) to all processes
36: upon s-receire m from p,; do

37. ifm= (DECISION,ne(tBatCh,msgSethf ) or m = (UPDATE, K, ; - TO.deliverd K ]) then

38: if task proposes is active then stop task propose¢

39: if K, # nextBatdthen {p; is aheador behind
40: if Kp; < nextBatchthen {p; is behind;
41: for all L suchthat,; < L < nextBatd: s-sendPDATE, L, TO_deliver{L]) to p;

42: else X

43: AwaitingToBeDeliveed K, ] = msgSet Pj ; s-send(PDATE,nextBatt-1,TO_delivefnextBatc-1]) to p;

44: else K

45: deliver(msgSet ¥J )

46: else

47: Received— ReceivedJ m {Consensumessgesare treatedin the consensubox

48: upon recorery do {addedprocedureto Figure 9

49: initialisation;s-send(PDATE,0, L) to all processes

Figure 16. A variantof Paxosin a crash-receery modelwithout stablestorage
Proposition 34. Wth a wait-free round-basedconsensusand a wait-free weak leader election, the algorithm of
Figure 16 ensuesthetermination,agreementyalidity andtotal order propertiesin a crash-recovery model(without
anystablestorage) assuminghatn, > ny.
Lemma 35. Termination: If a processp; TO-Broadcastsa messge m andthenp; doesnotcrash,thenp; eventually
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TO-Delivers m.
Lemma 36. Agreementif a processTO-Delivers a messge m, theneverycorrectproceseventuallyTO-Delivers m.
Lemma 37. Validity: For any messge m, (i) every processp; that TO-Delivers m, TO-Delivers m only if m was
previously TO-Broadcastby someprocessand(ii) everyprocessp; TO-Delivers m at mostonce
Lemma 38. Total order: Letp; andp; be anytwo processeshat TO-Deliver somemessge m. If p; TO-Delivers
somemessge m' befole m, thenp; alsoTO-Deliversm’ before m.

Theproofsfor lemmata34 through38 areidenticalto thoseof lemmata25 through28 sincetherecoveryprocedure
request®&veryparticipanto s-senacktheir statewhenthey s-receveaRECOVERED messageA procesghatcrashes

andrecoversrecevesthe“lateststate’from atleastonealways-upprocess.
6.2 Spring: Coping with Unstable Processes

We discusereaPaxosvariantthatcopeswith unstableprocesses,e., processethatkeepcrashingandrecovering
forever. We adaptour modularprotocolby simply changingthe implementatiorof our weakleaderelectionprotocol
asdepictedn Figure14(b). All ourothermodulessemainunchanged.

Intuitively, the issuewith unstableprocessess the following. Consideran unstableprocessp; (i.e., p; keeps
on crashingandrecovering), andsupposehatits 2; modulepermanenthoutputsp;, whereashe correctprocesses
permanentlonsideisomeothercorrectproces®; asleader Thisis possiblesinces2 does‘only” guarante¢hatsome
correctprocesss alwaystrustedby every correct process.For instance an unstableprocesss free to permanently
electitself. The presencef two concurrenteaderscanpreventthe commitmentof any consensusgecisionandhence
prevent progress.We basicallyneedto preventunstableprocesse$rom beingleadersafter sometime. We modify
our new leaderelectionprotocolasfollows: (a) every procesg;, exchangegshe outputvalueof its 2, with all other
processesand (b) the function leader() returnsp; only whena majority of processeshinksthatp; is leader This
idea,inspiredby [8], assumes majority of correctprocessesNote thatthis assumptioris now neededbothin the
implementatiorof theregisterandin theimplementatiorof theleaderelectionprotocol.

We givetheimplementatiorof this new weakleaderelectionin Figure17 andit is easyto verify thattheimplemen-
tationis wait-freeundertheassumptiorthata majority of processearecorrect.Now, theleaderelectionexchangeshe
outputof Q betweerevery processHowever, this exchangephasecanbe piggy-bacledonthel-AM-ALIVE messages

in theimplementatiorof (2 (seeAppendixB). Thus,theexchangegphasedoesnotaddany communicatiorsteps.

periodically sendQ,,, to all processes
- uponreceie 2, ; from p; do
QL] —

1: initialisation: Q[] « _L; start task EXCHANGE

2: procedure leaden() {Modified from Figure 7, for eact processp; }
3. waituntil p; € [(n+1)/2] Q[k]

4:  return(p;)

5: task exchange {addedtaskto Figure 7}
6:

7

8:

Figure 17. A wait-freeweakleaderelectionwith 2 andunstableprocesses
Proposition 39. Thealgorithmof Figure17 ensureshatsomeprocesss aneventualperpetualeader
Proof. Supposeby contradiction therearemorethanoneeventualperpetualeaderor thereis no eventualperpetual
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leader Considerthe first case,supposehat thereare forever two eventualperpetualleaders. This contradictsthe
definition of aneventualperpetualeader Now, considerthe secondcasewherethereis no eventualperpetualeader
By the propertyof Q failure detector eventually all correctprocessesrustsonly one correctprocessp.. By line
3 of Figure 17, it is impossiblefor any processo electforever a processotherthanp.. The leader) function is
non-blockingsincethereis a majority of correctprocessesSo eventuallythe invocationof leader() at every process
returnsin aboundedime (or the processrashespndalwaysreturnsp,, sothereis oneeventualperpetualeaderp,:

acontradiction. O
6.3 Summer: DecouplingDisks and Processes

The Paxosprotocol, ensuregprogressonly if thereis a time after which a majority of the processesre correct.
The needfor this majority is dueto the fact that a processcannotdecideon a given order for ary two messages,
unlessthis informationis “storedandlocked” ata majority of the processedf disksandprocessesanbedecoupled,
whichis considered very reasonablassumptiorin somepracticalsystemg6], a processnightbeableto decideon
someorderaslong asit can“storeandlock” thatinformationwithin a majority of the disks. We simply modify the
implementatiorof our round-basedegister (Figure 14(c)) to obtaina variantof Paxosthat exploits thatunderlying
configuration.

In this Paxosvariant, we assumethat disks can be directly (and remotely)accessedy processesand failures
of disks and processesre separated.Every processhasan assigneclock on eachdisk, and maintainsa record
dblock[p;] that containsthreeelements:read;, write; andv;; disk[d;][px] denotesthe block on disk d; in which
process writes dblock[py]. We denoteby readq() (resp. writeq()) the operationof reading(resp. writing) on a
disk. Asin [6], we assumehat every disk ensureghat (i) anoperationwrite,(k, *) cannotoverwritea valueof an
earlierroundk’ < k, and(ii) a procesanustwait for acknavledgementsvhenperforminga writes() operationand
(i) writeq() andready() areatomicoperations.

Theround-basedegisterprotocolworks asfollows. For the read() operationa proces; triesto write; on each
disk p; its dblock[p;] (Yp; disk[p;][p:]). After writing, p; readg for ary p; andary py: disk[p;][pk]. If p; reads
ablock with aroundthatis lower thanthe roundof the highestwrite;, the read() operationaborts. Otherwise the
read() commitsandreturnsthe valueassociateavith the highestwrite;. A similar schemes usedfor the write()
operation.Notethatthe round-basedegisterimplementatioris simplerthanthe previousround-basedegisterdueto
theusageof disks.

Proposition 40. Thealgorithmof Figure 18 implements wait-freeround-basedegister

Theproofis basedonlemmatadl, 42,43 and44.

Lemma 41. Read-write-abort:If read(k) or write(k, x) aborts,thensomeopemtion read(k’) or write(k’, x) was
invokedwith &' > k.

Proof. Assumethat someprocessp; invokesa read(k) (resp. write(k, x)) thatreturnsno (i.e., aborts). By the
algorithmof Figure 18, this canonly happenf someprocesy; hasavalueread; > k or write; > k (line 6 and11),

which meanshatsomeprocessasinvokedread(k’) or write(k') with &’ > k. O

27



1: procedure register() {constructorfor eat procesp; }
2: Theoperationwriteq () storeshewholeblockinto disk. For presentatiorlarity, we have put asa parametethevaluethatis actuallymodified.

3: procedurereadé)

4:  writeq(k) {read; = k

5. ready() {wait for a majority of diskblodk

6: if(receedablockwith read; > k orwrite; > k) thenreturn(no, init;)

7:  cho0Sevmaq s from theblockwith highestwrite;; return(yes, vmaa) {Vmaz =L ifwrite; = 0}
8: procedurewrite(k, v)

9:  writeq(k,v) {write; = k,v; = v

10:  readq() {wait for a majority of diskblodk

11: if(recevedablockwith read; > k or write; > k) thenreturn(no, v) elsereturn(yes, v)

12: uponrecovery do

13:  readq();read; — MAX(read,cceived); write; «— MAX (write,cceived) {readall blocks|
14: v — dblock]].vwrite, {takesv fromtheblock with the highestv;

Figure 18. A wait-freeround-basedegisterbuilt on commaoditydisks

Lemma 42. Read-write-committf read(k) or write(k, *) commitsthenno subsequentead(k’) or write(k’, ) can
commitwith &' < k.

Proof. Remembethatwe assumehata writey(k’, *) cannotoverwrite; a writeq(k, *) with &’ < k. In thealgo-
rithm of Figure18, p; invokeswriteq() in bothproceduresthereforep; cannotcommitr-ead(k’) or write(k', x) with
K < E. O

Lemma43. Read-commitif read(k) commitswithv #_L, thensomeopemtionwrite(k’, v) wasinvokedwith &' < k.
Proof. By thealgorithmof Figure18, if someprocess; commitsread(k) with v #_L, thensomeprocess, must

have write; to somedisk sincev; is only modifiedin the write() operation.Otherwisev,, .., wouldbeequal L. O

Lemma 44. Write-commit:If write(k,v) commitsandno subsequenwrite(k’, ) is invokedwith k¥’ > k, thenany
read(k") thatcommitscommitswith v if £” > k.

Proof. Assumethatsomeprocess,; commitswrite(k, v), andassumehatno subsequenwrite(k’, x) hasbeenin-
vokedwith k¥’ > k andthatfor somek” > k someprocesgp; commitsread(k’”) with v’. Assumeby contradiction
thatv # v’. Sinceread(k”) commitswith v/, by the read-commifproperty somewrite(k”, v") wasinvokedbefore
or atthesameroundk”. However, thisis impossiblesincewe assumedhatno write(k’, x) operatiorwith & > k has

beeninvoked,i.e.,v; remainsunchangedo »: a contradiction. |

Proof of Proposition 40. Directly from lemmatad1, 42, 43 and44 andthe factthatwe assumea majority of correct
disks. |

6.4 Fall: FastPaxos

In Paxos,whena processp; TO-Broadcasta messagen, p; sendsm to the leaderprocess;. Whenp, receves
m, p; triggersa new round-basedonsensumstanceby proposinga batchof messagesA round-basedonsensuss
madeup of two phasesaread phaseandawrite phase Theread phasdiguresoutif somevaluewasalreadywritten,
while the write phaseeitherwritesa new value(if theregistercontainedl) or rewritesthe lastwritten value. In the

specificcaseof k = 1 (i.e., thefirst round),p; cansafelyinvokethewrite(1, x) operationwithout reading:indeed if

28



ary otherprocesshasreador written ary value,the write(1, ) invocationof p; aborts.In this case consensu§f it
commits)canbereachedignificantlyfasterthanin a“regular” scenario.

Interestingly this optimisationcan actually be appliedwheneer the systemstabilises(evenif processesio not
know whenthatoccurs).Indeed thekey ideabehindthatoptimisationis thatp; knowsthatwriting directly atround1
is safebecausén caseof ary otherwrite, p;’swrite would beautomaticallyaborted.In fact,oncealeadergetselected
andcommitsa value,theleadercansenda nenv messag¢o all processemdicatingthat,for the subsequentonsensus
instancespnly this processantry to directly write ontotheregister This new messageanbepiggy-bacledontothe
messagesf the write() primitive, thusavoiding ary additionalcommunicatiorsteps.Moreover, the lastdecisionis
piggy-bacledontothe next consensusvocation thussazing onemorecommunicatiorstep.

Hence,the optimisedprotocolgoesthroughtwo modes. Wheneer a leaderp; commitsconsensugin the initial
regularmode),it switchego thefastmodeandtriesto directlyimposeits valuefor next consensudf thesystemis sta-
ble, p; succeedandhenceneedwnly oneforcedlog andonecommunicatiorroundtrip. We introduceherea specific
fastpropose() operationthatinvokeswrite() directly andensureghatonly oneprocessaninvoke fastpropose()
per consensugindependentlyof the roundnumber). A fastpropose() invokeswrite() with a roundnumberrange
betweerl andN, while for propose(), i.e.,regularwrite(), theroundnumberangestartsat N+1. Thisway, aprocess
candifferentiatea write() from a propose() or a fastpropose(). If the fastpropose() doesnot succeedp; goes
backto theregular mode.Weimplementthis modeswitchingby refiningourround-basedonsensuandround-based
registerabstractionsWe give heretheintuition.

Fast
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Figure 19. Communicatiorstepsfor aregularfollowedby a fastcommunicatiorpattern
Basically we changeheinitialisationsof ourround-basedonsensuandround-basedegisterabstractionsandwe
addonespecificoperationfastpropose(). We useabooleanvariablefastthatis setto true (resp.false) to distinguish
thetwo casesOurmodularPaxosprotocolis alsoslightly modifiedto invoke the fastpropose() operation Figure19
depictsthe differentcommunicatiorstepsschemesfor clarity, we omit forcedlogs. Process; executesa regular
communicatiorpatternfor messagen andthena fastcommunicatiorpatternfor the next consensugmessagen’).
First, p; electsp; andsendsn to p1. Whenp, commitsconsensufor batchL andnextFastis setto true, p; switches

to the fastmodefor batchL + 1. Whenps TO-Broadcastsn’, ps electsp; andsendsm’ to p;. Process; then
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imposeghedecisionfor batchZ + 1 andpiggy-backshelastdecision(L) onthe samemessage.

Fast Round-BasedRegister The fastround-basedegisterhassimilar read() andwrite() operationghanaregular
round-basedegister A variablepermissions addedto thereturnedvaluesof thewrite() primitive: permissioris set
to true if the variablev from the currentandthe next consensusreempty otherwiseit is setto false Permission
indicatesto the upperlayerthatthe processcandirectly invoke FastPaxosfor the next consensusFastround-based
registerhasa differentconstructorsinceit extracts(if thereis ary) the decisionthatis piggy-bacledfrom theinvoca-
tion andsimulateshereceptionof a DECIDE messageThe write() primitiveis alsoslightly changedlf aprocesy;
recevesanackWRITEmessagdt returns(no,false). If p; gatheronly ackWRITEmessagehenit returns(yes,true)
only if p; recevedonly ackWRITEmessagewith permissiorsetto true, otherwisep; returns(yes,false). Notethat
v; is modifiedandstoredafterthat permissionis set,thenonly oneprocessanperforma FastPaxosper consensus.

Notealsothatline 32 of Figure20 preventstheviolation of theagreemenproperty

1: procedure register() {constructorfor eac processp; }
2: read; — 0

3. write; — 0

4. w; — L
5:
6
7
8

if ary, extractmsgSeand K, ; andsimulatethereceize of amessag¢DECIDE, K, ; ,msgSet {addedfrom Figure 12}

: permission— false {addedfrom Figure 12}
. procedureread()
s-sendREAD, k] to all processes
9:  wait until receved[ackREADk,**] or [nackREADK] from [(n + 1)/2] processes
10: if recevedatleastone[nackREAD] then

11: return(no, v)

12: else

13: selectthe[ackREAD, k', v] with the highestk’

14: return(yes, v)

15: procedure write( k, v) {modifiedfrom Figure 12}

16: s-send[WRITEk, v] to all processes
17:  wait until received[ackWRITE k,*] or [nackWRITE] from [(n + 1) /2] processes
18: if recevedatleastone[nackWRITE] then

19: return(no,false)
20: else
21: if recevedatleastone[ackWRITE kfals€ then return(yes,false) elsereturn (yes,true)

22: task wait until receve [READ, k] from p;
23. if write; > kor read; > kthen
24: s-sendnackREAD] to p;

25: else

26: read; «— k; store{read;}

27: s-sendackREAD k, write;, vi] to p;

28: task wait until receied[WRITE,k, v] from p; {modifiedfrom Figure 12}

29: if write; > kor read; > kthen
30: s-sendnackWRITE] to p;

31: else

32: if Kk < N thenwrite; « N + 1elsewrite; «— k
33: permission— ((v; = L) and (vi+1 = L))

34 v; + v; store{write;, v; }

35: s-sendackWRITE k,permissiofto p;
36: uponrecovery do

37: initialisation

38: retrieve{write;, read;, v;}

Figure 20. Wait-freefastround-basedegister

Fast Round-BasedConsensus. Fast round-based:onsensudasa parameterise@onstructor: fast that indicates
if the modeis fastor not. The new constructorinstantiatesa new register using the fast parameter Fastround-

basecconsensusxportsthe primitive propose() of aregularround-basedonsensugugmentedvith thereturnvalue
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nextFasy) plusanew primitive fastpropose() thattakesasinput anintegerandaninitial valuew (i.e., a proposition
for thefastconsensus)lt returnsa status in {yes, no}, avaluev’ andabooleanvaluenextFast A procesg; can
performFastPaxosfor batchZ + 1 only if p; commitsconsensufor batchZ andwith nextFastsetto true. Moreover,
nextFast is setin suchway that for a particularbatch L, it returnstrue only once independantlyof the number
of invocationof propos€) or fastpoposé€).The fastpropose() primitive is a propose() primitive that satisfiesthe
validity andagreemenpropertiesof the regular propose() primitive plusthe following Fast Terminationpropertyif

fastpropose() is invokedonly with roundnumberN > k > 1:

e Fast Termination: If a processp; aborts fastpropose(x, x), then someprocesshas performeda different
fastpropose(—, —) invocation;if fastpropose(x,*) commitsthenno different fastpropose(—, —) cancom-
mit.

In fact, the fastpropose() primitive is straightforvardto implementsinceit only invokesthe write() primitive

with roundnumberbetweenl andN of thefastround-basedegistet

: procedure consensusfast) {constructorfor ead processp;, modifiedfrom Figure 6
v« L; reg < new register();writeRes— no; nextFast « false {initialisation modifiedfrom Figure 6
. procedure proposék, init;) {propos

if reg.read(k) = (yes, v) then
if (v =L1)thenv « init;
(writeRes,netFast) < reg.write(k, v)
if writeResyes then return(yes, v,nextFasy) elsereturn(no, init; ,nextFasy)
return(no, init; false)
9: procedure fastproposék, init;)
10:  (writeRes,ngtFas) < reg.write(k, init;)
11: if writtResyes then return(yes, init; ,nextFas) elsereturn(no, init; ,nextFast)

oNoOARWNE

{addedfrom Figure 6}

Figure 21. wait-freefastround-basedonsensus
Proposition 45. Figure 21 implements wait-freefastround-baseadonsensug a crash-iecorerymodel.

Theproofis basedn lemma46.

Lemma 46. FastTermination: If a process; aborts fastpropose(x, ), thensomeprocesshasperformeda different
fastpropose(—, —) invocation;if fastpropose(x,*) commitshenno different fastpropose(—, —) cancommit.

Proof. We assumeherethat processefvoke fastpropose() only with roundnumberN > k > 1. Therearetwo
casedo consider:(i) two differentprocessemvoke fastpropose() for the sameconsensusyr (ii) a processnvokes
fastpropose() twice for the sameconsensus.Considercase(i), let us assumeby contradictionthat two different
processeg; andp; invoke fastpropose(). Assumemoreover thatp; returnsfrom fastpropose(), by line 32 of
Figure20, whenp; triesto invoke fastpropose(), by the algorithmof Figure 20, p; cannotsucceeaincewrite; is
alreadysetto N + 1: acontradiction.Now considercase(ii). Assumethatp; invokes fastpropose() twice for the

sameconsensuaumber sincewrite; is stored,p; cannotcommittwice fastpropose(): acontradiction. a0

Proof of Proposition 45 (sketch). The proofis basedn lemma46 andthefactthatthe validity andagreemenprop-

erty proofsaresimilar to the proofsof lemmata8 and9. |
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FastPaxos.Intuitively, onceaprocesg; returnsfrom propose() or fastpropose() with nextFastsetto true for batch
K, it impliesthata processasthepermissiorto executeafastconsensus,e.,invoke fastpropose() for batchK + 1.
We slightly modify the Paxosalgorithmby addingan array fast[] thatis setto falseinitially. Whena process
p; decidedor batch K (in theregularmode),p; sendshe decisionto every processandsetsthe variablefas{ K +1]
to true if fastpropose() or propose() returnswith nextFast setto true (changedrom aregularto a fastmodefor
the next consensus)The next time p; invokesa new consensusgfas{’] is true), (i) p; piggy-backshe lastdecision
(if thereis ary) to the new instantiationof consensusand (ii) p; invokes fastpropose() andalso piggy-backsthe
decisionontotheinvocationof fastpropose(). Thisinvocationhasa differentimpacton the round-basedegisteras
explainedearliet If p; commits fastpropose(), (a) p; doesnot needto sendthe decisionto every processsincethe
decisionis piggy-bacledontothe next consensugiwvocation,and(b) p; setsfastof the next consensuso true sothat
p; canperformagaina fastPaxos. If p; aborts fastpropose(), p; setsfastbackto false sincep; cannotforce the
decisionfor the next consensusd,e., the communicatiorpatternbecomesegularagain.Notethatit is necessarin the
fastmodelthatthelastdecision(if thereis ary) to be piggy-baclkedontotheinvocationof the constructorOtherwise,
the procesghat createghe round-basedegisterwill not be ableto TO-Deliver the lastdecision. Sincetherecanbe
concurrenexecutionsof consensusyhena processommitsa regularconsensufor batch K, thenext fastconsensus
will not alwaysbe batch K + 1. Considerthe following example,if a processp; startsthreeconsensugor batch
numberK = 1, 2, and3; whenp; commitsbatchnumberK = 1, p; setsfast to true for batchnumber2 andnot
4 (only the subsequenbatchnumberof L is setto true andnot the last startedbatchnumber). Note alsothat the
lastdecisionis TO_delivel I.-1] but it canbe empty In this casethelastdecisionpiggy-bacledis the latestdecision
thatp; has,e.g,AwaitingToBeDeliveedlastestDecisionRecetd] or TO_deliveredlastestTODelivered].Notethatwe

assuménerethatlines 24 and25 areexecutedatomically

Proposition 47. Wth a wait-free round-basedonsensusand a wait-free weakleader election, the algorithm of
Figure 22 ensuesthetermination,agreementyalidity andtotal order propertiesin a crash-iecorerymodel.

Lemma 48. Termination: If a processp; TO-Broadcastsaa messge m andthenp; doesnotcrash,thenp; eventually
TO-Delivers m.

Lemma 49. Agreementif a processTO-Delivers a messge m, theneverycorrectprocessventuallyTO-Delivers m.
Lemma 50. Validity: For any messge m, (i) every processp; that TO-Delivers m, TO-Delivers m only if m was
previously TO-Broadcastby someprocessand(ii) everyprocessp; TO-Delivers m at mostonce

Lemma 51. Total order: Let p; and p; be any two processeshat TO-Deliver somemessge m. If p; TO-Delivers

somemessge m’ befole m, thenp; alsoTO-Deliversm’ before m.

Lemma 52. Thele canbe only oneinvocationof fastpropose() perconsensus.

Proof. By thealgorithmof Figure22, processefvoke fastpropose() only with roundnumberN > k£ > 1. There
aretwo casego consider: (i) two differentprocessesnvoke fastpropose() for the sameconsensusor (ii) a pro-

cessinvokes fastpropose() twice for the sameconsensus.Considercase(i), let us assumeby contradictionthat

two differentprocesseg; andp; invoke fastpropose() for consensusiumberZ+1. For both processesto invoke

fastpropose() for consensud.+1, fas{ L+1] mustbe setto true, which requiresa processo performa successful

32



1:
2:
3:
4.
5:
6:
7.
8:
9

10:
11:
12:
13:
14:
15:

For eachproces; :
procedure initialisation:
Receivefl « 1 ; TO_delivered] « L;fas] « {false..} {modifiedfrom Figure 13}
TO_undeliveed — _L; AwaitingToBeDeliveed]«— _L; K « 1; nextBatth < 1; start task{launch}
procedure TO-Broadcast(t)
Received— ReceivedJ m
procedure deliver(msgSet
TO_delivered nextBatd] < msgSet TO_delivered;
atomicallydeliver all messagem TO_delivered nextBatd] in somedeterministicorder
store{ TO_delivered,ntBatch}
nextBatd «+— nextBatc +1
while AwaitingToBeDeliveed nextBatd] # L do
TO_delivered nextBatd] < AwaitingToBeDeliveed nextBatd]
store{ TO_delivered,nextBatch }
nextBatd < nextBatd+1

16: task launch

17:

45:

50:

51:
52:

53:
54:
55:
56:
57:
58:
59:

while Received TO_delivered # _L or leaderhaschangedio
while AwaitingToBeDeliveed K +1] # _L or TO_deliveed K+1] # L do
K—K-+1
if K = nextBatd and AwaitingToBeDeliveed K] # L and TO_deliveled K] = L then
deliver(AwaitingToBeDeliveed K1)
TO_undeliveed +— Received- TO_delivered
if leader()=p; then
while proposex is active do
K~ K+1
start task proposec (K, pi, TO_undelivered); K «— K + 1
else
s-sendl"O_undelivered) to leader()
: task proposel., [, msgSet) {modifiedfrom Figure 13}
committed— false
if fas{L] then {addedfrom Figure 13}
piggy-backTO_deliveredL-1] (if notempty)otherwiselatestdecisionontonext instantiationandinvocationof consensus
consensus < new consensusiue)
if consensus.fastproposé( msgSet) = (yes, returned M sgSet,nextFas) then
if L = nextBatd then deliver(returnedM sgSet) elseAwaitingToBeDeliveed L] = returnedM sgSet; committed— true
fas{L] « false fas{L + 1] < nextFast
if consensus = L then consensus < new consensusglse)
while not committeddo
l—1l+ N
if leader() = p; then
if consensug.proposel, msgSet) = (yes, returnedM sgSet,nextFasf) then
committed«— true; s-sendfECISION, L, returnedM sgSet) to all processesas{ L + 1] < nextFast
else
fas{L+1] — false
upon s-receve m from p; do

if m = (DECISION,ne(tBatCh,msgSethj Jorm = (UPDATE,KpJ. ,TO_deIiveled[Kpj]) then
if task propose(pj is active then stop task propose(pj
if Kp; # nextBatcthen {p; is aheador behind:
if Kp; < nextBatthen {p; is behind
forall L suchthathj < L < nextBatd: s-send(PDATE, L, TO_deliver{L]) to p;

else
AwaitingToBeDeIiveec{K,,j] = msgSe}t(pJ' ; S-send(PDATE,nextBatd-1,TO_delivenextBatd-1]) to p;
else .
deliver(msgSet ?J )
else
Received— ReceivedJ m {Consensumessgesare treatedin the consensubox}
upon recovery do
initialisation
retrieve{ TO_delivered,nextBatd}; K « nextBatd; nextBatd < nextBatd+1; Received— TO_delivered

Figure 22. FastPaxosin thecrash-receery model
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propose() (or fastpropose()) whichreturnsnextFastastrue for consensug. Assumethatp; returnsfrom propose()
(or fastpropose()) with nextFastto true: a majority of processedave returnedwith permissionsetto true (hence
vy, # L ata majority of processesaind no processhasreturnedwith permissionsetto false. Whenp; invokes
propose() or fastpropose(), by thealgorithmof Figure20, p; hasto returnwith nextFastto false sincetwo majori-
tieswill alwaysintersect:a contradiction.Now considercase(ii). Assumethatp; invokes fastpropose() twice for
thesameconsensusumberL + 1, by thealgorithmof Figure22,p; musthave crashedaindrecoveredbetweerthetwo
invocationsof fastpropose(). Whenp; recovers,fas{ L+1] is resetto false (initialisation). To invoke fastpropose()
after having recovered,p; hasto performa successfupropose() (or fastpropose()) with nextFast setto true for

consensug.. Thisis impossiblebecausa majority of processebave alreadytheirv;, # 1: acontradiction. O

By lemmab2, the proofsfor lemmata48 through51 areidenticalto thoseof lemmata25 through28 since(a) the
propertiesof the fastpropose() primitive aremorerestrictve thanthe propose() primitive; and(b) the propertiesof

theregularpropose() remainthe same.

7 Concluding Remarks

We discussheresomePaxosrelatedapproacheandcompareghemwith our modularapproachin [14, 19], Paxos
was describedusing a consensusbstractionthat factorsout the agreemenpart of the protocol. The aim wasto
betterexplain the protocoland prove it correct,ratherthancomeout with a practicalmodularisatiorthatis faithful
(performancewise) to the original onel’ In [17], the authorssuggestec way to factorout the partof a consensus
protocolthatis usedto “storeandlock” avalue,within somenotionof quorum The specificatiorof our round-based
registerpreciselyfactorsout the quorumnotion of [17] (the very samenotionappearsn [21]). We go a stepfurther
by alsoabstractingout the sub-protocolusedto electthe eventualleaderthat decideson a value. This relieson the
assumptiorof a “majority-stability” asintroducedn [4].

Independentlyf Paxos,[18] presente@replicationprotocolthatdoesalsoensurgastprogressn stableperiodsof
the system:our FastPaxosvariantcanbeviewedasa modularversionof thatprotocol. In [15], anew failuredetectoy
OO, isintroduced.This failuredetectoywhichis shavn to be equivalentto (2, addsto thefailure detectioncapability
of &5 [3] aneventualleaderelectionflavour. Informally, thisflavour allows every correctprocesgo eventuallychoose
thesamecorrectprocessasleaderandeventuallyensureastprogressWe have shavn that() canbedirectly usedfor
thatpurposeandwe have donesoin amoregenerakrash-receery model.

In [6], a variantof Paxos,calledDisk Paxos,decouplegprocesseandstablestorage.A crash-receery modelis
assumedind progressequiresonly one procesgo be up anda majority of functioningdisks. Thanksagainto our
modularapproachye implementDisk Paxosby only modifying theimplementatiorof our round-basedegister The
algorithmof Section6.3 is faithful to Disk Paxosin that both have the samenumberof forcedlogs, messageand
communicatiorstepst® Notethatour leaderelectionimplementatiorthat copeswith unstablgprocessesanbe used

17In [14], theauthorpresentswo protocols:thefirst oneis modularbut notefficient, andthe secondneis efficientandbetterexpresseshe Paxos
flavour but it is not modular In fact, the proposedptimisationentailsmeging the total orderprotocolwith the underlyingconsensugrotocol,
andmeanggiving up modularity In [19], the leaderelectionnotionis specified put it is solely usedwithin consensusoneof the characteristicef
Paxosis preciselythatthis electionnotionis extractedfrom consensuandusedat thetotal orderprotocollevel.

18variableshal, mbal andinp in [6] correspondo write;, read; andv; in our casewhile aballotnumbetin [6] correspondgo aroundnumber
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with Disk Paxosto improveits resilience.

Onemight obsere mary similaritiesbetweenPaxosandthe consensus-basedtal orderprotocolof Chandraand
Tougy [3] (togethemwith its adaptatiorto the crashrecosery model[1 + 20]). Our modularisatiorhelpscomparethe
two approachesRoughly speakingwithin a given systemmaodel, the protocolshave the sameresilience. In other
words,givena systemmodel(e.g.,crash-stopr crash-recweery), the assumptionsn (1) the numberof correctpro-
cesses(2) the reliability of the communicatiorchannelsand (3) the underlyingfailure detectors are equivalent®
Considemow performancen stableperiods. In termsof communicatiorsteps,the protocolshave the sameperfor
mance Indeed onecanactuallyseethatthe optimisationunderlyingFastPaxoscanbeappliedto theChandra-duey’s
approachaswell. In termsof messagelowever, PaxosoutperformsChandra-duey’s approactfor the following in-
tuitive reason. By consideringleaderelectionas a first classcitizen (in the total order broadcasprotocol), Paxos
allows the broadcasteto directly sendits messageo the currentleader andthe latter canthenimposeits consen-
susdecision?° In Chandra-Buey’s schemethe leaderelectionprotocolis inherentlyencapsulatedithin consensus
(rotating-coordinatoparadigm) andthe broadcastehasno otherchoicethansendingts messagéo all (in traditional
consensusall processeseedto propose). This differencealsoimpactsthe numberof forcedlogs neededfor the
crash-recueery model)in favour of Paxos.In Chandra-duey’'s approachby usingconsensuasa black-box,all pro-
cesseseedto proposeninitial valuewhich,in acrash-receery model,meanghatthey all needa specificforcedlog
for that(thisissuewasalsopointedoutin [20]).

Acknowledgements. We are very gratefulto MarcosAguileraand SamTougj for their helpful commentson the
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A Optional Appendix. Performance measuements

We have implementedur abstraction®n anetwork of Javamachinesasalibrary of distributedsharedbjects.We
give heresomeperformanceneasurementsf our modularPaxosimplementatiorin differentconfigurations.These
measurementweremadeon a LAN interconnectedby FastEtherne{100Mb/s)on a normalworking day. The LAN
consistedf 60 UltraSUN 10 (256MbRAM, 9 Gb Harddisk)machinesAll stationswererunningSolaris2.7,andour
implementationvasrunning on SolarisJava HotSpot(TM) Client VM (build 1.3.001, mixed mode). The effective
messagssizewas of 1Kb andthe performanceestsconsideronly casesvhereas mary broadcastas possibleare
executed.In all tests,we consideredtableperiodswhereprocesg, wastheleaderandoneprocessvasrunningper

machine.
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Figure 23. Broadcasperformance

Figure23(a)depictsthethroughpudifferencebetweerRegularPaxosandFastPaxos.Not surprisingly FastPaxos
hasahigherthroughput.Theoverall performancef bothalgorithmsdecreasesincetheleadethasto sendandreceve
messagefom anincreasinghumberof processes.

Figure 23(b) depictsthe performanceof Fast Paxoswhenthe numberof broadcastingprocessedincreases.We
consideredour cases(i) only theleademroadcastgji) oneproces®therthantheleaderbroadcastgjii) all processes
excepttheleaderbroadcastand(iv) all processebroadcastDistributing theload of the broadcastingrocesseto a
larger numberof processesmprovesthe averagethroughput. As expected the throughputis lower whenthe leader
is the uniquebroadcastingprocesssinceit is the mostoverloaded.Case(iii) hasa betterthroughputthancase(iv)
after12 processesincetheleaderdoesnot broadcasandcanallow moreprocessingpowerthancase(iv). This shons
thatbroadcastingnessageslows down a processandthis is alsoverified by the increasedhroughputwhenanother
procesghanthe leader(caseii) is broadcasting?

Figure 24 comparegrast Paxosin two differentmodes: (i) concurrentconsensugnstancesare started,and (ii)
only consecutre consensuinstancesare launched.Not to overwhelmthe processwith context switching, Paxosis
implementedusingathreadpool thatis limited to ten,i.e., at mosttenconcurrentonsensusun at eachprocessThe

2lWhenincreasinghe numberof processeshe performancesomecloseto eachotherbecausehe capacityof Paxosis reached.
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throughputin both modesdecreaseasthe numberof protocolinstancesncreases.At first, the concurrentversion
givesbetterperformancebut this diminishesasthe numberof broadcasincreasesin fact,theincreasingcomputation
neededin thetasklaund) impedegheperformancef theconcurrentersion,i.e.,performancelegradesTheresults
shav thatthemoreprocessa systemhas thelessdifferencethereis in throughpubetweerconsecutie andconcurrent
executionsj.e, whentherearemoreprocessem the systemtherearelessconsensugistanceghatarelaunched.
Figure 25 depictsthe broadcastate at which the bestthroughputcan be achieved from 4 to 10 processes.For

all casesthe throughputincreasegapproximately)inearly until a certainpoint, e.g.,up to 10 broadcast/sec/process
for a six processesystemandthenthe throughputfalls suddenlylinearly. Above the breakpointthe leaderagain
becomeghe bottleneck,its taskreceiveis overwhelmeddy the numberof broadcast# hasto handle thusdelaying

new protocolinstances.
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Figure 26(a) depictsthe impactof forcedlogs for the FastPaxosalgorithm. Whenforcedlogs areremoved, the
increasegerformanceds minimal sincethe algorithmis fine-tunedandwaits for a certainnumberof broadcastnes-

sagedeforelaunchinga consensusThe TO-Deliveryrateis by far betterwhena consensus launchedor a certain
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numberof messagesatherthan startinga consensugor eachsingle broadcastmessage The numberof consensus

becomegoo big andslows down the algorithm. Due to this optimisation,therearefew instanceof consensuger

secondandhencefew stablestorageaccesgper second.Therefore uponremoval of stablestorage the performance

improvmentis not drasticasone might think. This resultshovs that the winter seasorprotocolis not really useful

for a practicalsysten?? However, Figure 26(b) shaws thatforcedlogs have animpacton performancelf FastPaxos

launchesa large numberof consensugper secondj.e., a consensuss startedconsecutiely for eachsinglebroadcast

message(Thereareno otherconsensuistancerunningin parallel,but therecanbe mary consensuistanceger

second.)n this casetheimpactof forcedlogsis quite significant,asshavn in Figure26(b).
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Finally, Figure 27 givesthe recovery time requiredby a processdependingon the numberof messagesetrieved

from the stablestorage.The numberof retrieved messagess proportionalto the numberof readsfrom the disk, thus

increasingherecoverytime.

time for recovery (ms)

5000

4500

4000

3500

3000

2500

2000

1500

1000

500

200

1
400 600 800 1000 1200

# of messages retrieved from stable storage

Figure 27. Recwerytime

22Moreover, Note that for a long-lived application,this modelis not really practical,sinceevery processs likely to crashandrecover at least

onceduringthelife of theapplication.
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B Optional Appendix. Implementation of 2 in a Crash-Recoery Model with partial syn-

chrony

Figure 28 givesthe implementationof the failure detector(2 in a crash-receery modelwith partial synchroty
assumptions We assumehat messageommunicatiortimes are boundby an unknowvn periodbut hold after some
globalstabilisationtime. Intuitively, the algorithmworks asfollows. A proces; keepstrack of the processethatit
trustsin a setdenotedrustlist A procesg; keepson sendingi-AM-ALIVE messagetd every process.Periodically
p; removesof its trustlist the processe$rom which it did not receve, within a certainthreshold,ary 1-AM-ALIVE
message Whenp; receivesan I-AM-ALIVE messagdrom someprocessp; andif p; wasnot partof the trustlist,
p; thenaddsp; to its trustlist andincrements;’s threshold. Procesy; alsotakesthe maximumbetweerits epoch
numberandthe onep; recevedfrom p;. However, anunstableprocesxanbetrusted thereforethe algorithmcounts
the numberof timesthat a processcrashesand recovers. This schemeallows a processto detectwhena process
crashesandrecovers,anunstableprocesshasaninfinite epochnumber while a correctprocessasan epochnumber
thatstopsincreasingWhenp, crashesandrecovers,p; sendsa RECOVERED messagéo every procesgline 8). When
pj recevesaRECOVERED messagérom p;, p; updategheepochnumberof p; atline 21 andp; addsp; to its trustlist
Variable).trustlistcontainsthe processwithin thetrustlist,thathasthelowestepochnumber(line 15), andif several
of theseexist, selectthe onewith the lowestid.

Processeexchangeheir epochnumberandtake the maximumof all epochnumbergo preventthefollowing case.
Assumethat processegs, ps, ps Never crashandthat processp; crashesandrecovers. Assumemoreover that p;
recovers,every processxceptp, recevestheRECOVERED messageThereforep, hasepoch,, = 0,0, 0, 0, while the
otherprocessedave epoch, , , = 1,0,0,0. Eachprocesshasthe sametrustlist,indeed(,,, outputsp; and(2,, , ,
outputsps which violatesthe propertyof Omega,exchangingtheir epochnumberandtakingthe maximumsuchcase

is avoided. Notethatthe MIN functiongivesthefirstindex thatrealiseghe minimum.

Proposition 62. Thealgorithm of Figure 28 satisfiesthe following propertyin a crash-ecovery modelwith partial
syndirony assumptions:Thee is a time after which exactly one correct processis alwaystrustedby every correct
process.

Proof. Thereis atime afterwhich every correctprocessstopscrashingandremainsalways-up.Therefore gvery cor-
rectproceskeepson sendingi-AM-ALIVE messagdo every process.Thanksto the partial synchroty assumptions,
we know that after someglobal stabilisationtime, a messageloesnot take longerthana certainperiodof time to go
from oneprocesgo another Eventually every procesgyuesseshis periodof time by incrementingd,, atline 19.
By the fair loss propertyof the links, every correctprocesghenrecevesan infinite numberof timesi-AM-ALIVE
messagesTherefore gvery correctproces®ventuallyhasthe samesettrustlistandepochlist, indeedthey outputall
the samefirst elementof the set. Eventually this processs correctsincethe algorithmchooseghe processwith the

lowestepochnumber(remembethatanunstableproces$iasa nondecreasingpochnumber). a
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1: for each processp;:
2: uponiinitialisationor recovery do
Q.trustlist— L; trustlistpi — II
for all p; € I do
Ap, [pj] < defaulttime-outinterval

4

5

6: epochy, [p;] — 0

7. start task{updateD;

8: if recoverythen sendRECOVERED) to all
9:

0

task updateD
repeatperiodically
11: send(I-AM-ALIVE,epoch,, ) to all processes
12: forall p; € I do
13: if p; € trustlist,, and p; did notreceve I-AM-ALIVE from p; duringthelastA,, [p;] then
14: trustlist,, — trustlist,, \ {p;}
15: Q.trustlist— MIN(py, € trustlist,, | px = MIN (epochyp,))

16: upon receive m from p; do
17: it m = (I-AM-ALIVE,epoch,; ) then

18: if p; & trustlist,, then

19: trustlisy,, « trustlist,, U {p;}; Ap, [pj] — Ap;[p;] +1

20: for all py, € T do

21: epoch), [px] < MAX(epochy,  [pk], epoch,, [pk])

22: elseif m = RECOVERED then

23: epochy, [p;] — epochy, [p;] + 1; trustlist,, «— trustlist,, U {p;}

Figure 28. Implementing in a crash-receery modelwith partialsynchroy assumptions
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