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Traditional methodsof providing protectionin memorysystems
do soat the costof increasedcontextswitchtime and/orincreased
storageto recodaccespermissiongor processs. With theadvent
of computershatsupportcycle-by-cyclenultithreading protection

schemeghat increasethe time to performa contextswitch are

unacceptablebut protectingunrelatedprocesse$érom eachother

is still necessaryf suchmachinesare to be usedin non-trusting
environments.

This paper examinegyuarded pointers, a hardware technique
which usestagged64-bit pointer objectsto implementcapability-
basedaddressing.Guardedpointersencodea segmentescriptor
into the upper bits of every pointer eliminating the indirection
andrelatedperformancepenaltiesassociatedvith traditional im-
plementation®f capabilities. All processeshare a single 54-bit
virtual addressspace,and accesss limited to the data that can
bereferencel throughthe pointersthat a processhasbeenissued.
Onlyonelevelof addresgranslationis requiredto performa mem-
ory reference Sharing data betweenprocesss is ef®cientand
protectionstatesare de®nedb allow fastprotectedsubsystemalls
and createunforgeabledatakeys.

Memorysystendesignersnustprovidesecuritywithoutsacri®cing
ef®ciencyand exibility . Objectsmustbe protectedrom modi®-
cationby unauthorizerocessesanduserprogramsmustnot be
allowedto affecttheexecutiorof trustedsystemprograms It must
be possibleto sharedatabetweernprocessef a safeandef®cient
mannermerelyprovidingprivatedataspace®r globallyaccessible
dataspacesds insuf®cient. An ef®cientmechanismmustalsobe
providedto changeprotectiondomains(the setof objectsthatcan
bereferencedyvhenenteringa subsystem.

Thecurrenttrendtowardstheuseof multithreadingasamethod
of increasingthe utilization of executionunits makestraditional
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Figure1: Formatof a guardedpointer A guardedpointeriden-

ti®@esa byte in the virtual addressspace the segmentcontaining
thatbyte, andthe setof operationgpermittedon the segment.The

permissior®elddeterminesvhatoperationsnay be performedus-

ing the pointer andthe segmentength®eldseparatethe address
into a ®xedsegment®eldanda variableoffset ®eldby specifying

the base-2logarithmof the length of the segmentcontainingthe

address.

securityschemesindesirableparticularlyif contextswitchesmay
occuron a cycle-by-cyclebasis. Traditionalsecuritysystemsave
anon-zeracontextswitchtime asloadingthe protectiondomainfor
the newcontextmay requireinstallingnew addresdranslationsor
protectiontableentries.

A numberof multithreadedsystemssuchas Alewife [2], and
Tera[3] haveavoidedthis problemby requiringthat all threads
which aresimultaneouslyoadedsharethe sameaddresspaceand
protectiondomain. This is suf®cientfor simultaneousexecution
of threadsfrom a single userprogram,but precludesnterleaving
threadsfrom different protectiondomains.eliminatinga potential
sourceof concurrency

This paperpresentgyuardedpointers,a mechanisnthat pro-
vides ef®cientprotectionand sharingof data. Guardedpointers
areanimplementatiorof capabilities[12] thatencodepermission
and segmentatiorinformation within taggedpointer objects. A
guardedpointermayresidein agenerapurposeaegisterorin mem-
ory, eliminatingthe needfor specialstoragefor capabilities. Be-
causememorymay be accessedlirectly using a guardedpointer
higherperformancemay be achievedthanwith traditionalimple-
mentation®of capabilitiesastablelookupsto translatecapabilities
to virtual addressearenot required.

Figurel showsheformatof aguardegointer A singlepointer
bit is addedto each64-bit dataword. Fifty-four bits containan
addresswhile the remainingten bits specify the setof operations
thatmay be performedusingthe pointer (4 bits) andthe lengthof



the segmentontainingthe pointer(6 bits). Segmentsirerequired
to be a powerof two byteslong, andto bealignedon their length.
Thus, a guardedpointer speci®esn addressthe operationghat
can be performedusingthat addressand the segmentontaining
the address.No segmenbr capabilitytablesarerequired. Since
protectioninformationis encodedn pointers,it is possiblefor all

processe® sharehesamevirtualaddresspacesafely eliminating
the needto changethetranslationrschemeon contextswitchesand
facilitating the useof virtually-addressedaches.

Memorymustbeaccessedsinga guardedpointerwith avalid
permission®eld. Userlevel programsmay not forge a guarded
pointer by settingthe pointer bit on a word, althoughthey may
manipulatepointerswith instructionsthat maintainthe protection
schemeThispreventauserdrom creatingarbitrarypointerswhile
allowing addressarithmeticwithin the segmentghat have been
allocatedoausemrogram. Privilegedprogramsnaysetthepointer
bit of aword andthuscreateany pointer

Section2 of this paperexamineguardedpointersin morede-
tail, andshowshowtheymaybe usedto implementamemorysys-
tem. TheM-Machine amulticompute@rchitecturehatshowshow
guardedbointerssatisfytherequirement®f anaggressivelynulti-
threadedsystem|js describedn Section3. Sectiord discusseshe
costsandbene®tsf guardedointers.Sections compareguarded
pointersto otherrelatedprotectionschemes.Our conclusionsare
presentedn Section6.

Memory systemghatuseguardedointersprovidea singlevirtual
addressspace,which is sharedby all processe$5]. A guarded
pointeridenti®esa byte in the virtual addresspace the segment
containingthat byte, and the set of operationspermittedon the
segment.As shownin Figurel, a guardedpointeris taggedwith
a pointerbit to preventuserprocessefrom forging it. A four-bit
permission®eldidenti®eghe set of operationgpermittedon the
segmentThelength®eldof thepointerholdsthe base-2ogarithm
of thesegmenlength,whichallowssegmentto rangefromasingle
bytetotheentire2>* byteaddresspacean powerof twoincrements.
Thelength®eldseparatethe addressnto a ®xedsegmenportion
andavariableoffsetportion. Becausef thelogarithmicencoding,
segmentarerequiredto bealignedontheirlength. Thisallowsthe
baseof a segmento be determinedy settingall of the offsetbits
to zero.

The permissior®eldof a pointerindicateshow a processnay ac-
cessthe datawithin the segment.Pointerpermissionsnay specify
dataaccesscodeaccessprotectedentry points, and unforgeable
identi®ergkeys). Thefollowing is a representativeetof permis-
sions:

A Read-Only pointer may only be usedto load datafrom
memory

A Read/Write pointermay be usedto eitherload or store
datato memory

Execute pointersare read-onlypointersthat may be used
as tagetsfor jump instructions. An executepointerto a

code segmentenablesa programto jump to any location

within the segmengandto readthe segment.Executepoint-

ersmaybeeitherexecute-usepr execute-privilegedwhich

encodeshesupervisomodebit explicitly within theinstruc-

tion pointer Privilegedinstructionsmay only by executed
with anexecute-privilegethstructionpointer

A read-only read/write or executegpointers addres®eldmay
be alteredaslong asit remainswithin its segmenbounds.

Enter pointersareanef®cientmechanisnior implementing
gatewaysastheyenablea programto entera codesegment
only at particularlocations. Jumpingto an enter pointer
convertsit to an executepointerwhich is thenloadedinto
the instructionpointer Enterpointersmay not be modi®ed
or usedto load or storeto memory The two typesof en-
ter pointersare enter-user and enter-privileged, which are
convertedo the correspondindype of executepointerby a
jump.

A Key pointermaynotbemodi®edr referencedn anyway.
It maybeusedasanunforgeableunalterabledenti®er

Implementingguardedpointersrequiresadding a small number
of pointermanipulationinstructionsto the architectureof a con-

ventionalmachineas well as somehardwareto verify that each
instructionoperatesonly on legal pointer types and that address
calculationgemainwithin pointerbounds.

Every load or store operationrequiresa guarded
pointer of an appropriatetype asits addressagument. Protec-
tion violationsaredetectedy checkingthe permissior®eldof the
pointer If the addresss modi®edy anindexedor displacement
addressingnode,boundsviolationsarecheckedy examiningthe
length®eldasdescribedelow Theprotectiorprovidedby guarded
pointersdoesnotslowloador storeoperationsAll checksaremade
beforethe operationis issuedwithoutreferenceo anypermission
tables.Oncetheseinitial checksareperformedthe accesss guar
anteednot to causea protectionviolation, althougheventsin the
memorysystemsuchasTLB missesmaystill occur

An LEA(loadeffectiveaddressinstruction
may beusedto calculatenew pointersfrom existingpointers.This
instructionaddsan integeroffset to a dataor executepointer to
producea new pointer An exceptionis raisedif the new pointer
would lie outsidethe segmentle®nedy the original pointer For
ef®ciencyan LEAB operationwhich addsan offsetto the baseof
the segmentontainedn a pointer may be implementedaswell.
If aguardedbointeris usedasaninputto anon-pointeroperation,
the pointer bit of the guardedpointeris cleared,which converts
the pointerinto anintegerwith the samebit ®eldsasthe original
pointer

Figure2 detailsthevalidationrequiredon a pointercalculation.
The permissior®eldof the pointeris checkedo verify thatit is a
read-onlyread/write or executgointer An integeroffsetis added
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Figure2: PointerDerivation: a new pointermay be createdusingan LEA operationon an existingpointerandan offset. The permission
®eldmustbe checkedandthe newpointermustnot lie outsideof theold pointers segment.

totheaddres®eldof thepointer An exceptioris raisedf theresult

of thisaddover or under owsinto the®xedsegmenportionof the

addresswhichwould createa pointeroutsidetheoriginal segment.
This error may be detectedby comparingthe ®xedportion of the

addresdeforeandaftertheadditionoccurs.

Guardedpointersexposeto the compileraddressalculations
thatare performedimplicitly by hardwarein conventionaimple-
mentationof segmentatior capabilities. With the conventional
approach the segmentatiorhardwareperformsmany redundant
addsto relocatea seriesof relatedaddressesConsidey for exam-
ple,thefollowing loop:

for(i=0;i<N;i++) s =

s + afi];

In a conventionakystem eachreferencdo arraya would re-
quirethesegmentatiohardwareo automaticallyaddthe segment
offsetfor eacha[i] tothesegmenbase.With guardedpointers,
the addcanbe performedoncein software,andthenthe resulting
pointer can be incrementallysteppedhroughthe array avoiding
theadditionallevel of indirection.

Languageshatpermitarbitrarypointerarithmeticor typecasts
betweerpointersandintegers,suchasC, arehandledoy de®ning
codesequence® convertbetweerpointerandintegertypes. The
pointerto-integercastoperatiortakesaguardecpointerasits input
and returnsan integercontainingthe offset ®eld of the guarded
pointer This canbe performedby subtractinghe segmenbase,
determinedisingthe LEAB nstruction from the pointer:

LEAB
SuUB

Ptr,
Ptr,

0, Base
Base, Int

Theintegerto-pointercastoperatioruseghe LEABIinstruction
to take an integerand createa pointer into the datasegmentof
the procesawith theintegerasits offset,aslong asthe integer®ts
into the offset®eldof the datasegment Note thatneitherof these
castoperationsrequiresany privileged operations which allows
themto beinlined into usercodeandexposedo the compilerfor
optimization.

A processexecutingin privilegedmodehas
the ability to createpointersand henceaccesghe entire address
space Privilegedmodeis enteredy jumpingto anenterprivileged
pointer It is exitedby jumpingto auserpointer(enteror execute).
While in privilegedmode,a processnay executehe SETPTRIn-
structionto convertanintegerinto a pointerby settingthe guarded
pointerbit. Thus,aprivilegedprocessnayamplify pointerpermis-
sionsandincreasesegmentengthswhile a userprocesanonly
restrictaccessNo otheroperationsieedbe privileged,asguarded
pointerscanbe usedto controlaccesgso protectedobjectssuchas
systentablesandl/O devices.

A processmay derive pointerswith re-
strictedpermissiongrom thosepointersthatit holds. This allows
a procesgo sharepartof its addresspacewith anothemprocessor
to grantanothemrocesgead-onlyaccesgo a segmento which it
holdsread/writepermission.

A RESTRICT instructiontakesa pointer P, and an integer
permissiorntype, T, andcreatesa new pointerby substitutingT for
the protection®eldof P. The substitutionis performedonly if T
represents strict subsetof the permissionof P. Otherwise,an
exceptionis raised.

Similarly the SUBSEGnstructiontakesan integerlength, L,
andapointer P, andsubstitutes into Pif L islessthantheoriginal
length®eldof P. TheRESTRICTandSUBSEGnstructionsallow
a userprocessto control accesgo its memory spaceef®ciently
without systemsoftwareinteraction.

The RESTRICT and SUBSEGnstructionsare not completely
necessaryas they can be emulatedby providing userprocesses
with enterprivilegedpointersto routinesthatusethe SETPTRIn-
structionto createnewpointersthathaverestrictedaccessightsor
segmenboundaries.The M-Machine,which will be describedn
thenextsectiontakesthis approach.
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The ISPOINTER instructionis pro-
videdto determinevhetheragivenwordis aguardecpointer This
instructioncheckgthe pointerbit andreturnsits stateasaninteger
Quickpointerdeterminatioiis usefulfor programmingystemshat
provide automaticstoragereclamationsuchasLISP, which need
to ®ndpointersin orderto garbagecollectphysicalspacg21].

Enterpointerdacilitatetheimplementatiomf protectedubsystems
withoutkernelintervention.A protectedsubsystencanbeentered
only at speci®glacesand may executein a different protection
domainthanits caller Entry into a protectedsubsystemsuch
as a ®le systemmanageris illustratedin Figure 3. Beforethe
call (Figure 3A), the calling program(segmentl) holdsan enter
pointerto thesubsystenscodesegmenfsegmen) whichcontains
the subsystentode as well as pointersto the subsystens data
segmentssuchasthe®lesystentables.To entethesubsystenthe
callerjumpsto ENTERZ causingthe hardwareto transfercontrol
to the entry point andandconvertthe enterpointerto the execute
pointerlP2 (Figure3B). Thereturninstructionpointer(RETIP)
is passedsan agumentto the subsystem.The subsystenthen
usesthe executepointerto load GP1and GP2 the pointersto its
datastructuregFigure 3C). The subsystenreturnsto the calling
programby overwriting any registerscontainingprivate pointers
andjumpingto RETIP (Figure3D).

The sequencealescribedabove providesone-way protection,
protectingthe subsystens datastructuredrom the caller To pro-
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Figure4: Two-wayprotectionis providedby creatingareturnseg-
mentthatencapsulatetheprotedion doman of thecalling program.
A representshe registerstateof the machinebeforethe protected
subsystentall, B theregisterstatejust afterthe call, C theregister
stateduring the executionof the protectedsubsystemand D the
registerstateimmediatelyafterthejumpto thereturnsegment.

vide two-way protection,the caller (segmentl) encapsulatefts
protectiondomainin a return segmeni{segment3) as shownin
Figure4. Beforethe call (Figure4A), the caller holdsboth enter
andread/writepointersto areturnsegmentThecallerwritesall the
live pointersin its registerdgnto thereturnsegmento protectthem
from thesubsystenisegmeng). It thenoverwritesall of thepoint-
ersin its register®leexceptthe enterpointerto thereturnsegment
(ENTERS3, the subsystenenterpointer(ENTER2, andany amgu-
mentsfor the call (Figure4B). The subsystentall thenproceeds
asdescribedabove.After entry, the subsystenmoldsonly anenter
pointerto thereturnsegmenandthuscannotdirectly accessinyof
thedatasegmentm thecaller sprotectiordomain(Figure4C).The
subsystenteturnsby jumping to the returnsegmeniFigure4D),
which reloadsthe caller's savedpointersandreturnsto the calling
program.

Enter pointersallow ef®cientrealizationof protectedsystem
servicesand modularuserprogramsthat enforceaccesamethods
to datastructures.Modulesof an operatingsystem.e.g.,the ®le-
systemcanbeimplementedasunprivilegedprotectedsubsystems
thatcontainpointersto appropriatelatastructures Sincethesedata
structuregannoteaccesseffom outsidetheprotectedsubsystem,
the ®le-systens datastructuresare protectedfrom unauthorized
use. Evenan I/O driver canbe implementedas an unprivileged
protectedsubsysteny protectingaccesgo the read/writepointer
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of a memory-mapped/O device. With protectedentry to user
level subsystemsyery few servicesactuallyneedto be privileged.
This canbring higheref®ciencyto modernmicrokerneloperating
systemsuchasMach([1].

The M-Machine memory system provides an example of how

guardedpointersmay be used. The M-Machineis a multicom-
puterwith a 3-dimensionameshinterconnectand multithreaded
processingiodes[9, 16]. Oneof the major researctgoalsof the

M-Machineis to explorethe bestuseof theincreasingnumberof

transistorghatcanbeplacedon a singlechip.

The processinghodesof the M-Machine (known asmulti-alu
processorspr MAPs) operateon 64-bitintegerand oating-point
datatypesanduse64-bitguardedpointers(plusatagbit) to access
a 54-bit, byte-addressablglobal addressspace which is shared
by all processesnd nodesof the machine. Figure 5 showsa
block diagramof a MAP chip. EachMAP chip containstwelve
executionunits: four integer four oating-point,andfour memory
units. Theseexecutionunits are groupedinto four clusters,each
containingoneexecutiorunit of eachtype.

To increasethe utilization of thesehardwareresourcesvhen
executingprogramsthat have insuf®cientinstruction-levelpar
allelism, the M-Machine implementsmultithreading. Four user
threadssharethe processingesource®f eachcluster for atotal
of sixteenuserthreadsin executionat anytime. Eachcycle, the
hardwareon eachclusterexamineghe executingthreadsand se-
lectsonethreadto executeon the hardwareresources.The three
executiorunitsin aclusterareallocatedandstaticallyschedulecs
alonginstructionword processar

EachM-Machinenodecontainsl6KWords(128KBytes)of on-
chipcachewhichis dividedinto 4 banksand1MWord (8MBytes)

of off-chip memory Thecachés virtually addressedndaddresses
areinterleavedacrosghe banks. This allowsthe memorysystem
to acceptup to four memoryrequestsluring eachcycle, matching
the peakrateatwhich the processoclusterscangenerateequests.
Requestshat missin the cachearbitratefor the externalmemory
interfacewhich canonly handleonerequesatatime.

TheM-Machinepresent$wo challengeso aprotectionsystem.
The®rstis cycle-by-cyclenterleavingof instructionsandmemory
referencedrom differentprotectiondomainswhile still allowing
ef®cientsharingamongthem. Becauseguardedpointersprovide
memoryprotectionwithout requiringeachthreadto haveits own
virtual to physicaltranslationsmemoryreferencegrom different
threadsmaybein “ight simultaneouslyvithout compromisingse-
curity. This enableszero cost contextswitching, as no work is
requiredto switch betweermprotectiondomains.

Theotherchallengéfor boththe protectionandtranslatiorsys-
temsis theinterleavedtacheof the M-Machine ,whichmayservice
up to four referencesimultaneouslyThe singleaddresspacdm-
plementedwith guardedpointersallows the cacheto be virtually
addressedndtaggedsothattranslationsieedonly to beperformed
on cachemisses.In addition,encodingall protectioninformation
in a guardedpointereliminatesany needfor tablelookup prior to
or during cacheaccess.Thesetwo featureseliminatethe needto
replicateor quad-porthe TLB or otherprotectiontables.

Guardedpointershavetwo hardwarecosts: a small increasein
the amountof memoryrequiredby a systemandsomeadditional
hardwareo performpermissiorchecking.To prevenunauthorized
creatioror alteratiorof aguardegointer asingletagbit is required
onallmemorywords whichresultdn al.5%increasén theamount
of memoryrequiredby the system.

Thehardwareequiredo performpermissiorcheckingonmem-
ory accessandsegmenboundscheckingon pointermanipulation
is minimal. One decoderfor the permission®eldof the pointer
onedecodefor theopcodeof theinstructionbeingexecutedanda
smallamounif randomlogic areneededo determindf theopera-
tion is allowed. Thepointerbit of anoperanccanbecheckedatthe
samdime, to determinéf it is alegalpointer To checkfor segment
boundsviolationswhenalteringa pointer amaskeccomparatois
needed. It compareghe addressheforeand after alterationand
signalsafaultif anyof thesegmenbits of theaddres®eldchange.

Memorysystemdasedn guardedoointersdo notrequireany
segmentatiotablesor protectionookasideébuffersin hardwarenor
is it necessaryo annotatecachedvirtual-physicatranslationswith
aprocesr addresspacedenti®er As with othersingleaddress
spacesystems,the cachemay be virtually addressedrequiring
translatioronly on cachemisses.

Since 10 bits are requiredto encodethe permissionand segment
length ®eldsof the guardedpointersdescribedn this paper the
virtual addressspaceis reduced,from 64 to 54 bits. A 54-bit
addresspaceallows1.8x10° bytesto beaddressedyhich should



be suf®cientfor theimmediatefuture. Severalcurrentprocessors
support64-bit virtual addressedyut only usesomeof the available
addresdits. For example the DEC Alpha 21064 o0nly translates
43 bits of each64-bitaddres$11].

Thereis anopportunitycostassociatedith reducinghevirtual
addresspacehowever Somesystemdesignersakeadvantagef
large virtual addresspacego providea level of securitythrough
sparseplacemenbf objects.For example the Amoebadistributed
operatingsystem[22] protectsobjectsusinga softwarecapability
schemeThesecapabilitiesarekeptsecretoy embeddinghemin a
hugevirtual addresspaceastrategywhichbecomedessattractive
if thevirtual addresspaceshrinksby a factorof 1000. Of course,
this particularuseof a sparsevirtual addresspacecanbereplaced
by the capabilitymechanisnprovidedby guardedointers.

Virtual addresspacefragmentatioris anotherpotentialprob-
lem with guardedpointers,as segmentanust be powersof two
words in length and aligned. Internal fragmentationmay result
whenthespaceneededy anobjectmustberoundedupto thenext
powerof two words. However this fragmentatiordoesnot result
in muchwastedphysicalmemory sincephysicalspaces allocated
on a page-by-pagdasis,independenbf segmentation.External
fragmentatiorof the virtual addresspacemay occurwhenrecy-
cledsegmentsannotbe coercednto contiguousectionof usable
sizes.A buddysystenmemoryallocationschemewhichcombines
adjacenfree segmentinto larger segmentscanbe usedto reduce
thisfragmentatiorproblem.

While guardedpointersenableef®cientimplementationof many
desirableoperatingsystemfeatures,someshortcomingsnherent
in single-address-spaand capability-basedrchitecturesre not
addressedThissectionexaminesomeof theseproblemsandsug-
gestswaysin which the softwaresystemdesignercanuseguarded
pointersto solvethem.

The ef®ciencyof guardedpointersis
largely dueto eliminating indirection throughprotectedsegment
tables.With guardedpointersthereis no needto storetheseables
or to accesgshemon eachmemoryreference. Without protected
indirection,however modifying a capabilityrequiresscanninghe
entirevirtual addresspaceo updateall copiesof it. Thisisneeded,
for examplewhenrelocatinga segmentvithin the virtual address
spaceor revokingaccesgightsto a segment.In somecaseghis
expensiveperatiorcanbe avoidedby exploitingthe pagingtrans-
lation, userlevelindirection,or protectedsubsystemssdescribed
below

All guardedpointersto a segmentcan be simultaneouslyin-
validatedby unmappingthe segmens addresspacein the page
table. All subsequet accessessingpointersto this segmenwill
raiseexceptionsSegmentsanberelocatedy updatinghepointer
causingthe exceptionon eachreferenceo therelocatedsegment.
Onelimitation of this approachis thatit operate®n a pagegran-
ularity while segmentsnay be any size,downto a singlebytein
length. Thusrelocatingor revokingaccesso asegmenmayaffect
the performanceof referencego severalunrelatedsegmentghat
happerto resideon the samephysicalpage.

Indirection can be performedexplicitly in softwarewhereit

is required. If a segmens locationis unknownor is expected
to move frequently a programcan makeall segmentreferences
to offsetsfrom a single segmentbasepointer Only this single
pointer needsto be updatedwhen the segmentis moved. With
explicit indirection,overheads incurredonly whenindirectionis
neededandthenit is exposedo the compilerfor optimization.
Sinceno hardwarepreventsusercodefrom copyingthe segment
basepointet relocationor revocationthroughexplicit indirection
requiresadherenc#o softwareconventions.

It is impossiblein any capability-basedystemto directly re-
vokeasingleprocesstightsto accessisegmentvithoutpotentially
affecting otherprocessesSincepossessionf a capabilityconfers
accesgights, the only way to removeaccessights from a single
processs to removeall capabilitiescontainingthoseaccessights
from the memoryaddressablby the process.This canbeaccom-
plishedby sweepinghe memorythatthe processanaddressand
overwritingthe correctcapabilities solong asnoneof thememory
containingthosecapabilitieds shared.If the pointersthatneedto
beoverwrittenarecontainedvithin asharedsegmentall processes
whichrely onthepointerwill loseaccesgrivileges.

Finally, protectedndirectioncanbeimplementedy requiring
thatall accesse® anobjectbe madethrougha protectedsubsys-
tem. In additionto restrictingthe accesanethodsfor the object,
thesubsystentanrelocateheobjectatwill andcanimplementar
bitrary protectionmechanismssuchasperprocessaccesgontrol
lists. Revokinga single process'accesgights canbe performed
by updatingthe accesscontrol list. Accessingan objectthrough
a protectedsubsystenis advisablef the objectmustberelocated
or haveits accesgights changedfrequentlyandif the objectis
referencednfrequentlyor only via the subsystenaccessnethods.

Without enforcedindirection,
addresspacds allocated?for all time,° requiringthe systemsoft-
wareto periodicallygarbagecollect the virtual addresspace so
thataddressesolongerin servicecanbereused.Thisis simpli®ed
with guardegointersaspointersareselfidentifyingvia thetagbit.
Thus,the live segmentganbe found by recursivelyscanningthe
reachablesegmentérom all live processeandpersistenbbjects.

The main objectionto usingatra-
ditional pagedmemorysystermon a multithreaderocessors the
timerequiredto changeprotectiondomains.Page-basegrotection
systemsprovidesecurityby assigningeachprocessts own setof
virtual to physicaladdresgranslations. On eachchangeof pro-
tectiondomain,the old mappingbecomesnvalid anda new one
mustbecomeavailable. This is typically accomplishedby writing
the addresf the pagetablethatdescribegshe new mappinginto
a hardwareregister Without addresspacedenti®ergor process
identi®ers}he old translationgnustbe "ushedfrom the TLB and
the cachemustbe purgedon eachchangeof protectiondomain.

Usingaddresspaceédenti®ersoidentify theprocessssociated
with a virtual addresslleviatesthe staletranslationproblemand
allowsimplementatiorof a virtually-addressedache.A virtually-
addressedacheis extremelyusefulfor a machinethat expectgo



makemultiple cachednemoryreference eaclcycle,asit allows

translatiorto bedeferreduntil externaimemorymustbereferenced,
thusreducingthe numberof portsneedednthetranslationooka-

sidebuffers. Howeverasaddresspacedenti®erereatesynonyms
or aliasedor shareddata,no datacanbe sharedn a virtually ad-

dressedtacheusingthis system.

In additionto in-cachesharingproblemspage-basegrotection
schemesavedif®cultiessharingdatathroughmainmemory Even
with addresspacddenti®ergifferentprocessewill havedifferent
translation@ndnamedor thesameobject. Thepagetablefor each
processnustbealteredsothatit containsatranslatiorfor theshared
physicalpage.All processethatsharea groupof pagesnusthave
a pagetable entry for eachpagein the group, resultingin
pagetableentriesfor
Finally, basingprotectionon paginglimits the smallestobjectthat
canbe protectedo bethesizeof apage.

TheDomain-Pageysten|17] sep-
arategrotectionfrom translationn asingleaddresspaceby shar
ing the pagetableamongall processeand usingan independent
protectiontablefor eachprocess.Only page-sizeabjectscanbe
protectedanda Protectior_ookasideBuffer (PLB)is usedo cache
recentlyusedprotectiontable entries. Whena memoryaccesss
performed,the PLB is probedin parallelwith the virtually ad-
dressedacheo detectprotectiorviolations. TheTLB is sharedy
all processeandis only accessedn a cachemiss.

Domain-Pagerotectiorisaviablealternativeo guardegoint-
ersfor multithreadedcomputersin thatit supportfastchange®of
protectiondomain. An advantagehatguardedpointershaveover
Domain-Pagrotectionis thatguardecpointersdo notrequirethe
additionallookasidebuffer that Domain-Pageschemesequireto
operateef®ciently Thisis particularlysigni®canfor machineghat
needto supportmultiple cacheaccessdsycle,asthe PLB would
haveto bereplicatedor multi-ported.

The HP PA-RISC protectionarchitecture[18]
performsaccesgontrolatthepagelevel. EachTLB entrycontains
aphysicalpagenumberpermissiorinformation,anda pagegroup
identi®erIf aTLB hit occursbutthepagegroupidenti®edoesnot
matchthatprovidedby theprocessanacceswiolationfault occurs.
Four specialregistersare providedto allow a processto quickly
accesdgour separat@pagegroups.Eachof thesemustbecompared
with thepagegroupnumberprovidedby the TLB oneverymemory
reference. Thus, two processesn different protectiondomains
may sharedataby havingaccesdo the samepagegroup. Context
switchingis relativelyinexpensiveasthe TLB andcacheneednot
be ushed.

Page-groupprotectionis essentiallyaninexpensivémplemen-
tation of segmentationwith the four specialregistersacting as
segmentegisters. With page-groupprotection,accessontrol is
on a large grain since the smallestunit of sharingis a physical
page.Furthermorepnly ®vepagegroups(four via speciakegisters
plusoneglobal) maybe quickly accessedGuardedpointerselim-
inatethe needfor specialregistersandprovideprotectionat more
“exible granularities.In addition,page-groupprotectionrequires
a TLB lookup andcomparison®f the page-groumumberto four
registerson everymemoryaccessThis is prohibitively expensive
for amulti-bankedcacheimplementation.

physicalpagesharedcamong processes.

Segmentation-basetemorysystemsgprovideprotectioronarbitra-
ry-sizedregionsof memorythroughtheuseof segmentlescriptors.
Any operationinvolving anaddresss checkedhgainsthesegment
descriptorgo ensureghatit usesheaddressn anappropriatenan-
ner, andthatsegmenboundsarenot crossed Segmentescriptors
oftenencodehetypesof accessethatmaybeperformedntheseg-
ment,allowing processet be grantedimited accesso regionsof
memory Sincemanaging/ariable-lengthransferof databetween
differentlevelsof a memoryhierarchyis dif®cult,segmentatioiis
oftenimplementedn top of a pagingsystemwhichis responsible
for transferring®xedsizepages.

Segmentatiohasbeenusedin systemsuchasthe B5000[20]
andMultics [4, 6, 10] to provideseparat@addresspacewith con-
trolled sharingin a multiprogrammedsystem. Otherrecentsys-
tems,suchasMonadg[23], alsoemployatraditionalsegmentation
schemeo supportprotectionandrelocation. Methodsexistto re-
ducethe redundantranslationoverheadrequiredby performing
segmentation additionto paging[7]. A major disadvantagef
segmentations the ®xeddivision betweenthe segmenidenti®er
and offset ®eldsof an addresswhich limits both the numberof
segmentsand the size of the largest segmenthat can be repre-
sented.Forexamplejn Multics, asegments limited to 28 words
andin the 8086[14], a segments limited to 2'® bytes. While the
80386[15] extendsthe maximumsegmensizeto 2% bytes,using
thesesegmentss unwieldy asit requireshandling48-bit pointers
andoneprocessanaddresst most2'® segmentsGuardecpoint-
ersborrowfrom [8] the useof a” oating-pointaddressn whichthe
boundarybetweenthe segmenidenti®erand the offset ®eldmay
varydependingpnsegmenlength. With guardedointerspnemay
addres2®* one-bytesegmentsa single 2°* byte segmentpr any
powerof 2 divisionin between.

Severafeaturenf segmentatiomakeit unacceptabléor mul-
tithreadedprocessors.First is the costof swappingsegmente-
scriptorsfor everythreadswitch. Eachprocesshasits own table
of segmentdescriptorghat describethe memorythatthe process
canaccess.The costof changingthe tableon a processwitchis
similartothatrequiredto changehetranslatiorfunctionin apaged
protectionschemeasdescribedabove.

Second,two levels of translationare typically required: one
to translatesegmentsand offsetsto virtual addressesnd oneto
translatevirtual addresse$o physicaladdresses.Determininga
virtual addresgrom asegmenandoffsetmustbeperformedefore
accessinghecachethusslowingdownall memoryreferencesFi-
nally, asin a paging-onlysystem sharingdatarequiresoperating
systeminterventionandreplicationof protectioninformation. Ev-
ery procesanusthaveits own segmentiescriptorfor eachshared
segmentandonly the operatingsystemcanmaketheseavailable.

Capabilities[12, 19] provide an ef®cientmeansof securityfor a
machinethat needsto changeprotectiondomainsfrequently By
encodingaccesgights into the handlethat a processusesto ref-
erencean object, a capability-basedystemallows the operating
systento restrictaccesdo objectsby providingeachprocesswith
only thosecapabilitiesthatit needs. Processesanthenbeinter
leavedwithout securityviolations, as a processcan only access



thoseobjectsfor which it hasa capability Sharingdatabetween
processess accomplishethy giving eachprocesscapabilityto the
sharedbject. Mostcapability-basedystemslsoprovideavariety
of permissiongsuchasread,read/write executesothatdifferent
processemayhavedifferentaccessightsto the sameobject.

Previoushardwareimplementation®f capabilities,including
the IBM System/38[13] and the Intel 432 [24], haverequired
two levels of translation: oneto translatecapabilitiesto virtual
addressesandthe secondto translatevirtual addresse$o physi-
cal addressesThe additionallatencyto accessnemoryimposed
by two-leveltranslatiorhaspreventedraditionalcapabilitiesfrom
becominga widely-usedprotectionmethod.

Becausef their sizeandthe needto preventthemfrom being
alteredby usercode, traditional capabilitiesoften requirespecial
registersor storage.By encodingboth the capabilityandthe de-
scriptor into the standarddataword (64 bits) and taggingit, a
guardedpointer requiresno specialstorageand may be usedto
accessnemorydirectly.

Softwaremethodsmay alternativelybe usedto preventprograms
from accessingnemoryin unauthorizedvays. If thecompilerand
linker canguarantesafeexecutionthehardwareneedonly provide
asingle at addresspaceandpaging.

Wahbegt. al.[25] suggesseveramethodgor makingsoftware
safe. A techniquecalled sandboxingplacesuserprogramsnside
isolatedfault domainsand preventswrites or jumpsto locations
outsidethefault domain.A postpassovertheobject®lecaninsert
extrainstructionsto explicitly checkfor out of boundsaccessesr
branchesAlternatively the checkcodecansetthe high bits of all
addresseso be the fault domainidenti®er restrictingall accesses
to be within the domain. As an optimization,the code segment
can be placedin a sparselypopulatedregion of virtual address
spacesurroundedy unmappedirtual addressesThe unmapped
regionsarelarge enoughsothattheimmediateoffsetsspeci®edn
instructionscannot be usedto reachany virtual addressethatare
mappedo physicallocations.

Software methodssuffer from severaldisadvantages First,
additionalinstructionsarerequiredbeforeeverymemoryreference
that cannot be statically determinedo be safe. Evenif a given
memoryreferencas usudly sde,theoverheadvill bepad forevay
referencelf thecheckcodeis inserteddirectlyinto the object®le,
thecheckcodewill notbesubjectto compileroptimization,which
couldbe extremelyusefulfor memoryreferencesvithin loops. In
addition,a few registersmustbe reservedor the checkcodeand
not be usedby the applicationprogram,in orderto avoid saving
andrestoringthe contentsf thoseregisteron everyuserprogram
memoryreference.Secondthe protectionschemealependon the
useof softwareprogrammingoolsthatenforcetheprotection.Any
programthatis written without usingthesetoolsis ableto violate
the protectionschemeat will. Becauseof this weaknessit would
be dif®cultto providesecuritythroughsoftwarein anenvironment
whereusersmay be malicious,asthey could hand-codgrograms
thatviolatethe securityscheme.

In this paperwe haveintroducedguardedpointersas a hardware
mechanisnto implementapability-basegrotectiorandallow fast
multithreadingamongthreadsfrom different protectiondomains,
includingconcurrenexecutiorof userprogramsandthe operating
system. We havedescribedhe M-Machine as an exampleof an
architecturevhichimplementgyuardedoointers.

A guardedpointeris an unforgeablehandleto a segmentof
memory Eachpointeris comprisef segmenpermissionlength,
base,andoffset®elds. The adventof 64-bit machinesallowsthis
informationto beencodedlirectlyin asingleword, withoutunduly
limiting thememoryaddresspace An additionatagbit is required
to preventauserfromiillicitly creatingaguardecpointer Guarded
pointersarean ef®cientimplementatiorof capabilitieswithout ca-
pability tablesor mandatoryindirectionon memoryaccess.

Guardegointercanbeusedo implementvarietyof software
systems. Threadsin different protectiondomainscan sharedata
merelyby owning copiesof a pointerinto thatsegment.A thread
cangrantanothethreadacces$o privatedataby passingaguarded
pointerto it. Protectedentry pointsandcross-domairtalls canbe
ef®cientlyimplementedisinganentrytypeguardedointer

The costsof implementingguardedpointersareminimal. An
additionaltag bit is requiredto identify a pointer andthe virtual
addresspacds reducedby the numberof bits requiredto encode
segmenpermissionsandlengths. In a 64 bit machine 54 virtual
addresditsareleft, whichis amplespacdor theimmediatefuture.
A smallamountof hardwards alsorequiredto performpermission
checkingon memoryoperations.

Like all singleglobal virtual addressspacesystems guarded
pointergpermitprocessefomdifferentprotectionrdomaingo shae
thecacheandpagingsystemsvithoutcompromisingsecurity Also
like thesesystemsguardecpointerseliminatemultiple translations
andpermitprocesseto accesaninterleavedsirtual cachewithout
requiring multiple TLBs. However guardedpointersalso share
someof the de®cienciesf singleaddresspacememorysystems
(garbagecollectingvirtual addresspace) and capability systems
(relocatingandrevokingaccesso segments).

By encodingasegmert desciptorin thepointeritselfandched-
ing accespermissiongn theexecutiorunit, guardecpointersobvi-
atetheneedo checkprotectiordatain thecacheébank. Thispermits
in-cachesharing,which is not possiblewith methodsthatappend
a procesor addresspaceidenti®erto the cachetag, without the
expenseof providing protectiontablesin hardware. In addition,
guardedpointersconcentrat@rocesstatein generapurposeegis-
tersinsteadof auxiliary or specialmemory reducingprocesstate,
andfacilitating fastcontextswitching.
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BershadDavid Chaiken StuartFiske,andtheanonymouseferees
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