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Traditional methodsof providing protection in memorysystems
do soat thecostof increasedcontextswitchtimeand/orincreased
storageto recordaccesspermissionsfor processes.With theadvent
ofcomputersthatsupportcycle-by-cyclemultithreading,protection
schemesthat increasethe time to perform a contextswitch are
unacceptable,but protectingunrelatedprocessesfromeachother
is still necessaryif suchmachinesare to be usedin non-trusting
environments.

This paperexaminesguarded pointers, a hardware technique
whichusestagged64-bit pointerobjectsto implementcapability-
basedaddressing.Guardedpointersencodea segmentdescriptor
into the upper bits of every pointer, eliminating the indirection
andrelatedperformancepenaltiesassociatedwith traditional im-
plementationsof capabilities. All processesshare a single54-bit
virtual addressspace,and accessis limited to the data that can
bereferenced throughthepointersthat a processhasbeenissued.
Onlyonelevelof addresstranslationis requiredto performamem-
ory reference. Sharingdata betweenprocesses is ef®cient,and
protectionstatesarede®nedto allow fastprotectedsubsystemcalls
andcreateunforgeabledatakeys.
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Memorysystemdesignersmustprovidesecuritywithoutsacri®cing
ef®ciencyand¯exibility . Objectsmustbe protectedfrom modi®-
cationby unauthorizedprocesses,anduserprogramsmustnot be
allowedto affect theexecutionof trustedsystemprograms.It must
bepossibleto sharedatabetweenprocessesin a safeandef®cient
manner;merelyprovidingprivatedataspacesorgloballyaccessible
dataspacesis insuf®cient. An ef®cientmechanismmustalsobe
providedto changeprotectiondomains(thesetof objectsthatcan
bereferenced)whenenteringasubsystem.

Thecurrenttrendtowardstheuseof multithreadingasamethod
of increasingthe utilization of executionunits makestraditional
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Figure1: Formatof a guardedpointer. A guardedpointer iden-
ti®esa byte in the virtual addressspace,the segmentcontaining
thatbyte,andthesetof operationspermittedon thesegment.The
permission®elddetermineswhatoperationsmaybeperformedus-
ing thepointer, andthesegmentlength®eldseparatestheaddress
into a ®xedsegment®eldanda variableoffset ®eldby specifying
the base-2logarithmof the lengthof the segmentcontainingthe
address.

securityschemesundesirable,particularlyif contextswitchesmay
occuron acycle-by-cyclebasis.Traditionalsecuritysystemshave
anon-zerocontextswitchtimeasloadingtheprotectiondomainfor
thenewcontextmayrequireinstallingnewaddresstranslationsor
protectiontableentries.

A numberof multithreadedsystemssuchasAlewife [2], and
Tera [3] haveavoidedthis problemby requiring that all threads
whicharesimultaneouslyloadedsharethesameaddressspaceand
protectiondomain. This is suf®cientfor simultaneousexecution
of threadsfrom a singleuserprogram,but precludesinterleaving
threadsfrom differentprotectiondomains,eliminatinga potential
sourceof concurrency.

This paperpresentsguardedpointers,a mechanismthat pro-
vides ef®cientprotectionand sharingof data. Guardedpointers
arean implementationof capabilities[12] thatencodepermission
and segmentationinformation within taggedpointer objects. A
guardedpointermayresidein ageneralpurposeregisteror in mem-
ory, eliminatingthe needfor specialstoragefor capabilities.Be-
causememorymaybe accesseddirectly usinga guardedpointer,
higherperformancemaybe achievedthanwith traditionalimple-
mentationsof capabilities,astablelookupsto translatecapabilities
to virtual addressesarenot required.

Figure1showstheformatof aguardedpointer. A singlepointer
bit is addedto each64-bit dataword. Fifty-four bits containan
address,while the remainingtenbits specifythesetof operations
thatmaybeperformedusingthepointer(4 bits) andthe lengthof
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thesegmentcontainingthepointer(6 bits). Segmentsarerequired
to bea powerof two byteslong,andto bealignedon their length.
Thus,a guardedpointerspeci®esan address,the operationsthat
canbe performedusingthat address,andthe segmentcontaining
the address.No segmentor capabilitytablesarerequired. Since
protectioninformationis encodedin pointers,it is possiblefor all
processestosharethesamevirtualaddressspacesafely,eliminating
theneedto changethetranslationschemeon contextswitchesand
facilitatingtheuseof virtually-addressedcaches.

Memorymustbeaccessedusingaguardedpointerwith avalid
permission®eld. User level programsmay not forge a guarded
pointer by settingthe pointer bit on a word, althoughthey may
manipulatepointerswith instructionsthat maintainthe protection
scheme.Thispreventsusersfrom creatingarbitrarypointers,while
allowing addressarithmeticwithin the segmentsthat havebeen
allocatedtoauserprogram.Privilegedprogramsmaysetthepointer
bit of awordandthuscreateanypointer.

Section2 of this paperexaminesguardedpointersin morede-
tail, andshowshowtheymaybeusedto implementamemorysys-
tem.TheM-Machine,amulticomputerarchitecturethatshowshow
guardedpointerssatisfytherequirementsof anaggressivelymulti-
threadedsystem,is describedin Section3. Section4 discussesthe
costsandbene®tsof guardedpointers.Section5comparesguarded
pointersto otherrelatedprotectionschemes.Our conclusionsare
presentedin Section6.
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Memorysystemsthatuseguardedpointersprovideasinglevirtual
addressspace,which is sharedby all processes[5]. A guarded
pointeridenti®esa byte in the virtual addressspace,the segment
containingthat byte, and the set of operationspermittedon the
segment.As shownin Figure1, a guardedpointeris taggedwith
a pointerbit to preventuserprocessesfrom forging it. A four-bit
permission®eldidenti®esthe set of operationspermittedon the
segment.Thelength®eldof thepointerholdsthebase-2logarithm
of thesegmentlength,whichallowssegmentsto rangefromasingle
byteto theentire254 byteaddressspacein powerof two increments.
Thelength®eldseparatestheaddressinto a ®xedsegmentportion
andavariableoffsetportion.Becauseof thelogarithmicencoding,
segmentsarerequiredto bealignedontheir length.Thisallowsthe
baseof a segmentto bedeterminedby settingall of theoffsetbits
to zero.
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Thepermission®eldof a pointerindicateshow a processmayac-
cessthedatawithin thesegment.Pointerpermissionsmayspecify
dataaccess,codeaccess,protectedentry points,andunforgeable
identi®ers(keys). Thefollowing is a representativesetof permis-
sions:

; A Read-Only pointermay only be usedto load datafrom
memory.

; A Read/Write pointermay be usedto either load or store
datato memory.

; Execute pointersare read-onlypointersthat may be used
as targets for jump instructions. An executepointer to a
code segmentenablesa programto jump to any location
within thesegmentandto readthesegment.Executepoint-
ersmaybeeitherexecute-userorexecute-privileged,which
encodesthesupervisormodebit explicitly within theinstruc-
tion pointer. Privilegedinstructionsmay only by executed
with anexecute-privilegedinstructionpointer.

A read-only, read/write, or executepointer's address®eldmay
bealteredaslongasit remainswithin its segmentbounds.

; Enter pointersareanef®cientmechanismfor implementing
gateways,astheyenablea programto entera codesegment
only at particular locations. Jumpingto an enter pointer
convertsit to an executepointerwhich is thenloadedinto
the instructionpointer. Enterpointersmaynot be modi®ed
or usedto load or storeto memory. The two typesof en-
ter pointersareenter-user andenter-privileged, which are
convertedto thecorrespondingtypeof executepointerby a
jump.

; A Key pointermaynotbemodi®edor referencedin anyway.
It maybeusedasanunforgeable,unalterableidenti®er.
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Implementingguardedpointersrequiresadding a small number
of pointermanipulationinstructionsto the architectureof a con-
ventionalmachineas well as somehardwareto verify that each
instructionoperatesonly on legal pointer typesand that address
calculationsremainwithin pointerbounds.
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Every load or storeoperationrequiresa guarded
pointer of an appropriatetype as its addressargument. Protec-
tion violationsaredetectedby checkingthepermission®eldof the
pointer. If theaddressis modi®edby an indexedor displacement
addressingmode,boundsviolationsarecheckedby examiningthe
length®eldasdescribedbelow. Theprotectionprovidedbyguarded
pointersdoesnotslowloadorstoreoperations.All checksaremade
beforetheoperationis issued,without referenceto anypermission
tables.Oncetheseinitial checksareperformed,theaccessis guar-
anteednot to causea protectionviolation, althougheventsin the
memorysystem,suchasTLB misses,maystill occur.
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An LEA(loadeffectiveaddress)instruction
maybeusedto calculatenewpointersfrom existingpointers.This
instructionaddsan integeroffset to a dataor executepointer to
producea newpointer. An exceptionis raisedif the newpointer
would lie outsidethesegmentde®nedby theoriginal pointer. For
ef®ciency, anLEABoperation,which addsanoffset to thebaseof
the segmentcontainedin a pointer, may be implementedaswell.
If a guardedpointeris usedasaninput to anon-pointeroperation,
the pointerbit of the guardedpointer is cleared,which converts
the pointerinto an integerwith the samebit ®eldsasthe original
pointer.

Figure2 detailsthevalidationrequiredonapointercalculation.
Thepermission®eldof thepointeris checkedto verify that it is a
read-only, read/write, or executepointer. An integeroffsetis added
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Figure2: PointerDerivation: a newpointermaybecreatedusinganLEA operationon anexistingpointerandan offset. Thepermission
®eldmustbecheckedandthenewpointermustnot lie outsideof theold pointer's segment.

to theaddress®eldof thepointer. An exceptionis raisedif theresult
of thisaddover- or under¯owsinto the®xedsegmentportionof the
address,whichwouldcreateapointeroutsidetheoriginalsegment.
This error maybe detectedby comparingthe®xedportionof the
addressbeforeandaftertheadditionoccurs.

Guardedpointersexposeto the compileraddresscalculations
that areperformedimplicitly by hardwarein conventionalimple-
mentationsof segmentationor capabilities.With theconventional
approach,the segmentationhardwareperformsmany redundant
addsto relocatea seriesof relatedaddresses.Consider, for exam-
ple,thefollowing loop:

for(i=0;i<N;i++) s = s + a[i];

In a conventionalsystem,eachreferenceto arraya would re-
quirethesegmentationhardwareto automaticallyaddthesegment
offset for eacha[i] to thesegmentbase.With guardedpointers,
theaddcanbeperformedoncein software,andthenthe resulting
pointercanbe incrementallysteppedthroughthe array, avoiding
theadditionallevelof indirection.

Languagesthatpermitarbitrarypointerarithmeticor typecasts
betweenpointersandintegers,suchasC, arehandledby de®ning
codesequencesto convertbetweenpointerandintegertypes.The
pointer-to-integercastoperationtakesaguardedpointerasits input
and returnsan integercontainingthe offset ®eldof the guarded
pointer. This canbe performedby subtractingthe segmentbase,
determinedusingtheLEABinstruction,from thepointer:

LEAB Ptr, 0, Base
SUB Ptr, Base, Int

Theinteger-to-pointercastoperationusestheLEABinstruction
to take an integerand createa pointer into the datasegmentof
theprocesswith the integerasits offset,aslong astheinteger®ts
into theoffset®eldof thedatasegment.Notethatneitherof these
castoperationsrequiresany privileged operations,which allows
themto be inlined into usercodeandexposedto thecompilerfor
optimization.
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A processexecutingin privilegedmodehas
the ability to createpointersand henceaccessthe entireaddress
space.Privilegedmodeisenteredby jumpingtoanenter-privileged
pointer. It is exitedby jumpingto auserpointer(enteror execute).
While in privilegedmode,a processmayexecutetheSETPTRin-
structionto convertanintegerinto apointerby settingtheguarded
pointerbit. Thus,aprivilegedprocessmayamplifypointerpermis-
sionsandincreasesegmentlengthswhile a userprocesscanonly
restrictaccess.No otheroperationsneedbeprivileged,asguarded
pointerscanbeusedto controlaccessto protectedobjectssuchas
systemtablesandI/O devices.

RSK&T�J�L	H�U�J�H�I�VXWYU�U�K&T�TZQ

A processmay derive pointerswith re-
strictedpermissionsfrom thosepointersthat it holds. This allows
a processto sharepartof its addressspacewith anotherprocessor
to grantanotherprocessread-onlyaccessto a segmentto which it
holdsread/writepermission.

A RESTRICT instruction takesa pointer, P, and an integer
permissiontype,T, andcreatesa newpointerby substitutingT for
the protection®eldof P. The substitutionis performedonly if T
representsa strict subsetof the permissionsof P. Otherwise,an
exceptionis raised.

Similarly the SUBSEGinstructiontakesan integerlength,L,
andapointer, P, andsubstitutesL into Pif L is lessthantheoriginal
length®eldof P. TheRESTRICTandSUBSEGinstructionsallow
a userprocessto control accessto its memoryspaceef®ciently,
withoutsystemsoftwareinteraction.

The RESTRICTandSUBSEGinstructionsarenot completely
necessary, as they can be emulatedby providing userprocesses
with enter-privilegedpointersto routinesthatusetheSETPTRin-
structionto createnewpointersthathaverestrictedaccessrightsor
segmentboundaries.TheM-Machine,which will be describedin
thenextsection,takesthis approach.
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Figure3: A programentersaprotectedsubsystemby jumpingto an
enterpointer. After entry thesubsystemcodeloadspointersto its
datastructuresfromthecodesegment. Arepresentstheregisterstate
of themachinebeforetheprotectedsubsystemcall, B the register
statejust after thecall, C theregisterstateduringtheexecutionof
theprotectedsubsystem,andD theregisterstateimmediatelyafter
thereturnto thecaller.
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The ISPOINTER instruction is pro-
videdto determinewhetheragivenwordis aguardedpointer. This
instructionchecksthepointerbit andreturnsits stateasaninteger.
Quickpointerdeterminationisusefulfor programmingsystemsthat
provideautomaticstoragereclamation,suchasLISP, which need
to ®ndpointersin orderto garbagecollectphysicalspace[21].
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Enterpointersfacilitatetheimplementationof protectedsubsystems
withoutkernelintervention.A protectedsubsystemcanbeentered
only at speci®cplacesand may executein a different protection
domain than its caller. Entry into a protectedsubsystem,such
as a ®le systemmanager, is illustrated in Figure 3. Before the
call (Figure3A), the calling program(segment1) holdsan enter
pointerto thesubsystem'scodesegment(segment2)whichcontains
the subsystemcode as well as pointersto the subsystem's data
segments,suchasthe®lesystemtables.Toenterthesubsystem,the
caller jumpsto ENTER2, causingthehardwareto transfercontrol
to theentrypoint andandconverttheenterpointerto theexecute
pointerIP2 (Figure3B). The returninstructionpointer(RETIP)
is passedasan argumentto the subsystem.The subsystemthen
usestheexecutepointerto load GP1andGP2, the pointersto its
datastructures(Figure3C). The subsystemreturnsto the calling
programby overwriting any registerscontainingprivatepointers
andjumpingto RETIP (Figure3D).

The sequencedescribedaboveprovidesone-wayprotection,
protectingthesubsystem'sdatastructuresfrom thecaller. To pro-
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Figure4: Two-wayprotectionis providedby creatinga returnseg-
mentthatencapsulatestheprotectiondomain of thecallingprogram.
A representsthe registerstateof themachinebeforetheprotected
subsystemcall, B theregisterstatejust afterthecall, C theregister
stateduring the executionof the protectedsubsystem,and D the
registerstateimmediatelyafterthejumpto thereturnsegment.

vide two-way protection,the caller (segment1) encapsulatesits
protectiondomainin a return segment(segment3) as shownin
Figure4. Beforethecall (Figure4A), thecaller holdsboth enter
andread/writepointerstoareturnsegment.Thecallerwritesall the
live pointersin its registersinto thereturnsegmentto protectthem
from thesubsystem(segment2). It thenoverwritesall of thepoint-
ersin its register®leexcepttheenterpointerto thereturnsegment
(ENTER3), thesubsystementerpointer(ENTER2), andanyargu-
mentsfor the call (Figure4B). The subsystemcall thenproceeds
asdescribedabove.After entry, thesubsystemholdsonly anenter
pointerto thereturnsegmentandthuscannotdirectlyaccessanyof
thedatasegmentsin thecaller'sprotectiondomain(Figure4C).The
subsystemreturnsby jumping to the returnsegment(Figure4D),
which reloadsthecaller's savedpointersandreturnsto thecalling
program.

Enter pointersallow ef®cientrealizationof protectedsystem
servicesandmodularuserprogramsthat enforceaccessmethods
to datastructures.Modulesof an operatingsystem,e.g.,the®le-
system,canbeimplementedasunprivilegedprotectedsubsystems
thatcontainpointerstoappropriatedatastructures.Sincethesedata
structurescannotbeaccessedfromoutsidetheprotectedsubsystem,
the ®le-system's datastructuresare protectedfrom unauthorized
use. Even an I/O driver canbe implementedas an unprivileged
protectedsubsystemby protectingaccessto theread/writepointer
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Figure5: Block diagramof a MAP chip. Thecacheis interleaved
into 4 banksaccessedacrossa switch. Eachclustercontainsan
integerunit (I), amemoryaccessunit (M), anda ¯oating pointunit
(F).

of a memory-mappedI/O device. With protectedentry to user-
levelsubsystems,very few servicesactuallyneedto beprivileged.
This canbring higheref®ciencyto modernmicrokerneloperating
systemssuchasMach[1].
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The M-Machine memory systemprovidesan exampleof how
guardedpointersmay be used. The M-Machine is a multicom-
puter with a 3-dimensionalmeshinterconnectand multithreaded
processingnodes[9, 16]. Oneof the major researchgoalsof the
M-Machineis to explorethebestuseof theincreasingnumberof
transistorsthatcanbeplacedon asinglechip.

The processingnodesof the M-Machine(known asmulti-alu
processors,or MAPs) operateon 64-bit integerand¯oating-point
datatypesanduse64-bitguardedpointers(plusatagbit) to access
a 54-bit, byte-addressable,global addressspace,which is shared
by all processesand nodesof the machine. Figure 5 showsa
block diagramof a MAP chip. EachMAP chip containstwelve
executionunits: four integer, four ¯oating-point,andfour memory
units. Theseexecutionunits aregroupedinto four clusters,each
containingoneexecutionunit of eachtype.

To increasethe utilization of thesehardwareresourceswhen
executingprogramsthat have insuf®cient instruction-levelpar-
allelism, the M-Machine implementsmultithreading. Four user
threadssharethe processingresourcesof eachcluster, for a total
of sixteenuserthreadsin executionat any time. Eachcycle, the
hardwareon eachclusterexaminesthe executingthreadsandse-
lectsonethreadto executeon the hardwareresources.The three
executionunitsin aclusterareallocatedandstaticallyscheduledas
a long instructionwordprocessor.

EachM-Machinenodecontains16KWords(128KBytes)of on-
chipcache,whichis dividedinto 4 banks,and1MWord(8MBytes)

of off-chipmemory. Thecacheis virtually addressedandaddresses
areinterleavedacrossthebanks. This allowsthe memorysystem
to acceptup to four memoryrequestsduringeachcycle,matching
thepeakrateatwhich theprocessorclusterscangeneraterequests.
Requeststhat missin thecachearbitratefor the externalmemory
interface,whichcanonly handleonerequestat a time.

TheM-Machinepresentstwo challengestoaprotectionsystem.
The®rstis cycle-by-cycleinterleavingof instructionsandmemory
referencesfrom differentprotectiondomains,while still allowing
ef®cientsharingamongthem. Becauseguardedpointersprovide
memoryprotectionwithout requiringeachthreadto haveits own
virtual to physicaltranslations,memoryreferencesfrom different
threadsmaybein ¯ight simultaneouslywithout compromisingse-
curity. This enableszero cost contextswitching, as no work is
requiredto switchbetweenprotectiondomains.

Theotherchallengefor boththeprotectionandtranslationsys-
temsis theinterleavedcacheof theM-Machine,whichmayservice
up to four referencessimultaneously. Thesingleaddressspaceim-
plementedwith guardedpointersallows the cacheto be virtually
addressedandtaggedsothattranslationsneedonly to beperformed
on cachemisses.In addition,encodingall protectioninformation
in a guardedpointereliminatesanyneedfor tablelookupprior to
or during cacheaccess.Thesetwo featureseliminatethe needto
replicateor quad-porttheTLB or otherprotectiontables.
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Guardedpointershavetwo hardwarecosts: a small increasein
theamountof memoryrequiredby a system,andsomeadditional
hardwaretoperformpermissionchecking.Topreventunauthorized
creationoralterationof aguardedpointer, asingletagbit is required
onall memorywords,whichresultsin a1.5%increasein theamount
of memoryrequiredby thesystem.

Thehardwarerequiredtoperformpermissioncheckingonmem-
ory accessandsegmentboundscheckingon pointermanipulation
is minimal. Onedecoderfor the permission®eldof the pointer,
onedecoderfor theopcodeof theinstructionbeingexecuted,anda
smallamountof randomlogic areneededto determineif theopera-
tion is allowed.Thepointerbit of anoperandcanbecheckedat the
sametime,todetermineif it isalegalpointer. To checkfor segment
boundsviolationswhenalteringa pointer, amaskedcomparatoris
needed. It comparesthe addressbeforeand after alterationand
signalsafault if anyof thesegmentbitsof theaddress®eldchange.

Memorysystemsbasedonguardedpointersdo not requireany
segmentationtablesorprotectionlookasidebuffersin hardware,nor
is it necessaryto annotatecachedvirtual-physicaltranslationswith
a processor addressspaceidenti®er. As with othersingleaddress
spacesystems,the cachemay be virtually addressed,requiring
translationonly on cachemisses.
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Since10 bits are requiredto encodethe permissionandsegment
length ®eldsof the guardedpointersdescribedin this paper, the
virtual addressspaceis reduced,from 64 to 54 bits. A 54-bit
addressspaceallows1.8x1016 bytesto beaddressed,whichshould
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be suf®cientfor the immediatefuture. Severalcurrentprocessors
support64-bit virtual addresses,butonly usesomeof theavailable
addressbits. For example,the DEC Alpha 21064only translates
43 bitsof each64-bit address[11].

Thereis anopportunitycostassociatedwith reducingthevirtual
addressspace,however. Somesystemdesignerstakeadvantageof
large virtual addressspacesto providea level of securitythrough
sparseplacementof objects.For example,theAmoebadistributed
operatingsystem[22] protectsobjectsusinga softwarecapability
scheme.Thesecapabilitiesarekeptsecretby embeddingthemin a
hugevirtualaddressspace,astrategywhichbecomeslessattractive
if thevirtual addressspaceshrinksby a factorof 1000.Of course,
thisparticularuseof asparsevirtual addressspacecanbereplaced
by thecapabilitymechanismprovidedby guardedpointers.

Virtual addressspacefragmentationis anotherpotentialprob-
lem with guardedpointers,as segmentsmust be powersof two
words in length and aligned. Internal fragmentationmay result
whenthespaceneededby anobjectmustberoundedupto thenext
powerof two words. However, this fragmentationdoesnot result
in muchwastedphysicalmemory, sincephysicalspaceis allocated
on a page-by-pagebasis,independentof segmentation.External
fragmentationof the virtual addressspacemay occurwhenrecy-
cledsegmentscannotbecoercedinto contiguoussectionsof usable
sizes.A buddysystemmemoryallocationscheme,whichcombines
adjacentfreesegmentsinto largersegments,canbeusedto reduce
this fragmentationproblem.
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While guardedpointersenableef®cientimplementationof many
desirableoperatingsystemfeatures,someshortcomingsinherent
in single-address-spaceandcapability-basedarchitecturesarenot
addressed.Thissectionexaminessomeof theseproblems,andsug-
gestswaysin which thesoftwaresystemdesignercanuseguarded
pointersto solvethem.
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The ef®ciencyof guardedpointersis
largely due to eliminating indirection throughprotectedsegment
tables.With guardedpointersthereis no needto storethesetables
or to accessthemon eachmemoryreference.Without protected
indirection,however, modifying acapabilityrequiresscanningthe
entirevirtualaddressspacetoupdateall copiesof it. Thisisneeded,
for example,whenrelocatinga segmentwithin thevirtual address
spaceor revokingaccessrights to a segment.In somecasesthis
expensiveoperationcanbeavoidedby exploitingthepagingtrans-
lation,user-levelindirection,or protectedsubsystems,asdescribed
below.

All guardedpointersto a segmentcan be simultaneouslyin-
validatedby unmappingthe segment's addressspacein the page
table. All subsequent accessesusingpointersto this segmentwill
raiseexceptions.Segmentscanberelocatedbyupdatingthepointer
causingtheexceptionon eachreferenceto therelocatedsegment.
Onelimitation of this approachis that it operateson a pagegran-
ularity while segmentsmaybe any size,down to a singlebyte in
length.Thusrelocatingor revokingaccessto asegmentmayaffect
the performanceof referencesto severalunrelatedsegmentsthat
happento resideon thesamephysicalpage.

Indirection can be performedexplicitly in softwarewhere it

is required. If a segment's location is unknownor is expected
to move frequently, a programcan makeall segmentreferences
to offsets from a single segmentbasepointer. Only this single
pointer needsto be updatedwhen the segmentis moved. With
explicit indirection,overheadis incurredonly whenindirectionis
needed,and then it is exposedto the compiler for optimization.
Sinceno hardwarepreventsusercodefrom copyingthe segment
basepointer, relocationor revocationthroughexplicit indirection
requiresadherenceto softwareconventions.

It is impossiblein any capability-basedsystemto directly re-
vokeasingleprocess'rightstoaccessasegmentwithoutpotentially
affectingotherprocesses.Sincepossessionof a capabilityconfers
accessrights, the only way to removeaccessrights from a single
processis to removeall capabilitiescontainingthoseaccessrights
from thememoryaddressableby theprocess.This canbeaccom-
plishedby sweepingthememorythattheprocesscanaddress,and
overwritingthecorrectcapabilities,solongasnoneof thememory
containingthosecapabilitiesis shared.If thepointersthatneedto
beoverwrittenarecontainedwithin asharedsegment,all processes
which rely on thepointerwill loseaccessprivileges.

Finally, protectedindirectioncanbeimplementedby requiring
thatall accessesto anobjectbe madethrougha protectedsubsys-
tem. In addition to restrictingthe accessmethodsfor the object,
thesubsystemcanrelocatetheobjectatwill andcanimplementar-
bitrary protectionmechanisms,suchasper-processaccesscontrol
lists. Revokinga singleprocess'accessrights canbe performed
by updatingthe accesscontrol list. Accessingan object through
a protectedsubsystemis advisableif theobjectmustberelocated
or haveits accessrights changedfrequentlyand if the object is
referencedinfrequentlyor only via thesubsystemaccessmethods.
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Without enforcedindirection,
addressspaceis allocatedªfor all time,º requiringthesystemsoft-
ware to periodicallygarbagecollect the virtual addressspace,so
thataddressesnolongerin servicecanbereused.This is simpli®ed
with guardedpointers,aspointersareselfidentifyingvia thetagbit.
Thus,the live segmentscanbefoundby recursivelyscanningthe
reachablesegmentsfrom all live processesandpersistentobjects.

º »S©�¹  �Ÿ�©:¨•¼½¡%§¿¾

ºSš‹À ¬� �¥%©ZÁ}Âl �£�©&¨n¬l§�¡+Ÿ�©:­�Ÿ�•�¡�¢
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Themainobjectionto usinga tra-
ditionalpagedmemorysystemon amultithreadedprocessoris the
timerequiredto changeprotectiondomains.Page-basedprotection
systemsprovidesecurityby assigningeachprocessits own setof
virtual to physicaladdresstranslations. On eachchangeof pro-
tectiondomain,the old mappingbecomesinvalid anda new one
mustbecomeavailable.This is typically accomplishedby writing
theaddressof the pagetablethatdescribesthenewmappinginto
a hardwareregister. Without addressspaceidenti®ers(or process
identi®ers)theold translationsmustbe ¯ushedfrom theTLB and
thecachemustbepurgedon eachchangeof protectiondomain.

Usingaddressspaceidenti®erstoidentify theprocessassociated
with a virtual addressalleviatesthe staletranslationproblemand
allowsimplementationof avirtually-addressedcache.A virtually-
addressedcacheis extremelyusefulfor a machinethat expectsto
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makemultiplecachedmemoryreferencesin eachcycle,asit allows
translationtobedeferreduntil externalmemorymustbereferenced,
thusreducingthenumberof portsneededonthetranslationlooka-
sidebuffers.However,asaddressspaceidenti®erscreatesynonyms
or aliasesfor shareddata,no datacanbesharedin a virtually ad-
dressedcacheusingthis system.

In additionto in-cachesharingproblems,page-basedprotection
schemeshavedif®cultiessharingdatathroughmainmemory. Even
withaddressspaceidenti®ers,differentprocesseswill havedifferent
translationsandnamesfor thesameobject.Thepagetablefor each
processmustbealteredsothatit containsatranslationfor theshared
physicalpage.All processesthatshareagroupof pagesmusthave
a pagetableentry for eachpagein thegroup,resultingin ÅÇÆnÈ

pagetableentriesfor Å physicalpagessharedamongÈ processes.
Finally, basingprotectionon paginglimits thesmallestobjectthat
canbeprotectedto bethesizeof apage.

É�Ê�Ë3Ì�Í�Î&Ï�Ð�Ì�Ñ%Ò•Ð8Ó	Ê%Ô�Ò&Õ�Ô�Í�Ê�Î±Ö

TheDomain-Pagesystem[17] sep-
aratesprotectionfrom translationin asingleaddressspaceby shar-
ing the pagetableamongall processesandusingan independent
protectiontablefor eachprocess.Only page-sizedobjectscanbe
protectedandaProtectionLookasideBuffer (PLB) is usedto cache
recentlyusedprotectiontableentries. Whena memoryaccessis
performed,the PLB is probedin parallel with the virtually ad-
dressedcacheto detectprotectionviolations.TheTLB is sharedby
all processesandis only accessedonacachemiss.

Domain-Pageprotectionisaviablealternativetoguardedpoint-
ersfor multithreadedcomputers,in thatit supportsfastchangesof
protectiondomain. An advantagethatguardedpointershaveover
Domain-Pageprotectionis thatguardedpointersdonot requirethe
additionallookasidebuffer that Domain-Pageschemesrequireto
operateef®ciently. Thisis particularlysigni®cantfor machinesthat
needto supportmultiple cacheaccesses/cycle,asthe PLB would
haveto bereplicatedor multi-ported.

×=ÐØÐ+Ù‘Ï�Ú‘Û�ÜSÝÞÖ

The HP PA-RISC protectionarchitecture[18]
performsaccesscontrolat thepagelevel. EachTLB entrycontains
aphysicalpagenumber, permissioninformation,andapagegroup
identi®er. If aTLB hit occursbutthepagegroupidenti®erdoesnot
matchthatprovidedby theprocess,anaccessviolationfault occurs.
Four specialregistersareprovidedto allow a processto quickly
accessfour separatepagegroups.Eachof thesemustbecompared
with thepagegroupnumberprovidedby theTLB oneverymemory
reference. Thus, two processesin different protectiondomains
maysharedataby havingaccessto thesamepagegroup. Context
switchingis relativelyinexpensiveastheTLB andcacheneednot
be¯ushed.

Page-groupprotectionis essentiallyaninexpensiveimplemen-
tation of segmentation,with the four specialregistersacting as
segmentregisters. With page-groupprotection,accesscontrol is
on a large grain sincethe smallestunit of sharingis a physical
page.Furthermore,only®vepagegroups(fourviaspecialregisters
plusoneglobal)maybequickly accessed.Guardedpointerselim-
inatetheneedfor specialregistersandprovideprotectionat more
¯exible granularities.In addition,page-groupprotectionrequires
a TLB lookupandcomparisonsof thepage-groupnumberto four
registerson everymemoryaccess.This is prohibitivelyexpensive
for amulti-bankedcacheimplementation.

ßSà�á•Ü�Ò:Ñ�Ë3Ò"Î�Ô�Ì�Ô�Í�Ê�Î

Segmentation-basedmemorysystemsprovideprotectiononarbitra-
ry-sizedregionsof memorythroughtheuseof segmentdescriptors.
Any operationinvolvinganaddressis checkedagainstthesegment
descriptorsto ensurethatit usestheaddressin anappropriateman-
ner, andthatsegmentboundsarenotcrossed.Segmentdescriptors
oftenencodethetypesof accessesthatmaybeperformedontheseg-
ment,allowingprocessesto begrantedlimited accessto regionsof
memory. Sincemanagingvariable-lengthtransfersof databetween
differentlevelsof a memoryhierarchyis dif®cult,segmentationis
oftenimplementedon top of a pagingsystemwhich is responsible
for transferring®xedsizepages.

Segmentationhasbeenusedin systemssuchastheB5000[20]
andMultics [4, 6, 10] to provideseparateaddressspaceswith con-
trolled sharingin a multiprogrammedsystem. Other recentsys-
tems,suchasMonads[23], alsoemploya traditionalsegmentation
schemeto supportprotectionandrelocation.Methodsexist to re-
duce the redundanttranslationoverheadrequiredby performing
segmentationin additionto paging[7]. A major disadvantageof
segmentationis the ®xeddivision betweenthe segmentidenti®er
and offset ®eldsof an addresswhich limits both the numberof
segmentsand the size of the largest segmentthat can be repre-
sented.Forexample,in Multics, asegmentis limited to 218 words
andin the8086[14], a segmentis limited to 216 bytes. While the
80386[15] extendsthemaximumsegmentsizeto 232 bytes,using
thesesegmentsis unwieldyasit requireshandling48-bit pointers
andoneprocesscanaddressat most216 segments.Guardedpoint-
ersborrowfrom [8] theuseof a¯oating-pointaddressin whichthe
boundarybetweenthe segmentidenti®erandthe offset ®eldmay
varydependingonsegmentlength.With guardedpointers,onemay
address254 one-bytesegments,a single254 byte segment,or any
powerof 2 division in between.

Severalfeaturesof segmentationmakeit unacceptablefor mul-
tithreadedprocessors.First is the costof swappingsegmentde-
scriptorsfor everythreadswitch. Eachprocesshasits own table
of segmentdescriptorsthat describethe memorythat the process
canaccess.The costof changingthe tableon a processswitch is
similarto thatrequiredto changethetranslationfunctionin apaged
protectionscheme,asdescribedabove.

Second,two levelsof translationare typically required: one
to translatesegmentsand offsets to virtual addressesand one to
translatevirtual addressesto physicaladdresses.Determininga
virtualaddressfromasegmentandoffsetmustbeperformedbefore
accessingthecache,thusslowingdownall memoryreferences.Fi-
nally, as in a paging-onlysystem,sharingdatarequiresoperating
systeminterventionandreplicationof protectioninformation.Ev-
ery processmusthaveits own segmentdescriptorfor eachshared
segmentandonly theoperatingsystemcanmaketheseavailable.

ßSà�â•Ý‘Ì%ã�Ì%ä�Í�å Í�Ô�Í�Ò:æ

Capabilities[12, 19] providean ef®cientmeansof securityfor a
machinethat needsto changeprotectiondomainsfrequently. By
encodingaccessrights into the handlethat a processusesto ref-
erencean object, a capability-basedsystemallows the operating
systemto restrictaccessto objectsby providingeachprocesswith
only thosecapabilitiesthat it needs.Processescanthenbe inter-
leavedwithout securityviolations, as a processcan only access
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thoseobjectsfor which it hasa capability. Sharingdatabetween
processesisaccomplishedbygivingeachprocessacapabilityto the
sharedobject.Mostcapability-basedsystemsalsoprovideavariety
of permissions(suchasread,read/write,execute)sothatdifferent
processesmayhavedifferentaccessrightsto thesameobject.

Previoushardwareimplementationsof capabilities,including
the IBM System/38[13] and the Intel 432 [24], have required
two levels of translation: one to translatecapabilitiesto virtual
addresses,andthe secondto translatevirtual addressesto physi-
cal addresses.The additionallatencyto accessmemoryimposed
by two-leveltranslationhaspreventedtraditionalcapabilitiesfrom
becomingawidely-usedprotectionmethod.

Becauseof their sizeandtheneedto preventthemfrom being
alteredby usercode,traditionalcapabilitiesoften requirespecial
registersor storage.By encodingboth the capabilityandthe de-
scriptor into the standarddata word (64 bits) and tagging it, a
guardedpointer requiresno specialstorageand may be usedto
accessmemorydirectly.

çSè é ê�ë�ì2íïî�ð�ñ	òôólò:õ:ö+÷�ø�ù�ú�ò&û

Softwaremethodsmay alternativelybe usedto preventprograms
from accessingmemoryin unauthorizedways. If thecompilerand
linkercanguaranteesafeexecution,thehardwareneedonlyprovide
asingle¯at addressspaceandpaging.

Wahbe,et. al. [25] suggestseveralmethodsformakingsoftware
safe. A techniquecalledsandboxingplacesuserprogramsinside
isolatedfault domainsand preventswrites or jumps to locations
outsidethefault domain.A postpassovertheobject®lecaninsert
extrainstructionsto explicitly checkfor out of boundsaccessesor
branches.Alternatively, thecheckcodecansetthehighbits of all
addressesto be the fault domainidenti®er, restrictingall accesses
to be within the domain. As an optimization,the codesegment
can be placedin a sparselypopulatedregion of virtual address
space,surroundedby unmappedvirtual addresses.Theunmapped
regionsarelarge enoughsothattheimmediateoffsetsspeci®edin
instructionscannot beusedto reachanyvirtual addressesthatare
mappedto physicallocations.

Softwaremethodssuffer from severaldisadvantages. First,
additionalinstructionsarerequiredbeforeeverymemoryreference
that cannot be staticallydeterminedto be safe. Even if a given
memoryreferenceisusually safe,theoverheadwill bepaid forevery
reference.If thecheckcodeis inserteddirectly into theobject®le,
thecheckcodewill not besubjectto compileroptimization,which
couldbeextremelyusefulfor memoryreferenceswithin loops. In
addition,a few registersmustbe reservedfor thecheckcodeand
not be usedby the applicationprogram,in order to avoid saving
andrestoringthecontentsof thoseregisterson everyuserprogram
memoryreference.Second,theprotectionschemedependson the
useof softwareprogrammingtoolsthatenforcetheprotection.Any
programthat is written without usingthesetools is ableto violate
theprotectionschemeat will. Becauseof this weakness,it would
bedif®cultto providesecuritythroughsoftwarein anenvironment
whereusersmaybe malicious,astheycouldhand-codeprograms
thatviolatethesecurityscheme.

ü•ý‘ë�÷�õ:þ�ú�û�ø�ë�÷

In this paperwe haveintroducedguardedpointersasa hardware
mechanismto implementcapability-basedprotectionandallowfast
multithreadingamongthreadsfrom differentprotectiondomains,
includingconcurrentexecutionof userprogramsandtheoperating
system. We havedescribedthe M-Machineasan exampleof an
architecturewhichimplementsguardedpointers.

A guardedpointer is an unforgeablehandleto a segmentof
memory. Eachpointeris comprisedof segmentpermission,length,
base,andoffset®elds.Theadventof 64-bit machinesallowsthis
informationto beencodeddirectlyin asingleword,withoutunduly
limiting thememoryaddressspace.An additionaltagbit is required
to preventauserfrom illicitly creatingaguardedpointer. Guarded
pointersareanef®cientimplementationof capabilitieswithoutca-
pability tablesor mandatoryindirectionon memoryaccess.

Guardedpointerscanbeusedto implementavarietyof software
systems. Threadsin differentprotectiondomainscan sharedata
merelyby owningcopiesof a pointerinto thatsegment.A thread
cangrantanotherthreadaccessto privatedataby passingaguarded
pointerto it. Protectedentrypointsandcross-domaincallscanbe
ef®cientlyimplementedusinganentrytypeguardedpointer.

The costsof implementingguardedpointersareminimal. An
additionaltag bit is requiredto identify a pointer, andthe virtual
addressspaceis reducedby thenumberof bits requiredto encode
segmentpermissionsandlengths. In a 64 bit machine,54 virtual
addressbitsareleft, whichis amplespacefor theimmediatefuture.
A smallamountof hardwareis alsorequiredto performpermission
checkingon memoryoperations.

Like all singleglobal virtual addressspacesystems,guarded
pointerspermitprocessesfromdifferentprotectiondomainstoshare
thecacheandpagingsystemswithoutcompromisingsecurity. Also
like thesesystems,guardedpointerseliminatemultipletranslations
andpermitprocessesto accessaninterleavedvirtual cachewithout
requiringmultiple TLBs. However, guardedpointersalsoshare
someof thede®cienciesof singleaddressspacememorysystems
(garbagecollectingvirtual addressspace),andcapabilitysystems
(relocatingandrevokingaccessto segments).

By encodingasegment descriptorin thepointeritselfandcheck-
ingaccesspermissionsin theexecutionunit, guardedpointersobvi-
atetheneedtocheckprotectiondatain thecachebank.Thispermits
in-cachesharing,which is not possiblewith methodsthatappend
a processor addressspaceidenti®erto the cachetag, without the
expenseof providing protectiontablesin hardware. In addition,
guardedpointersconcentrateprocessstatein generalpurposeregis-
tersinsteadof auxiliary or specialmemory, reducingprocessstate,
andfacilitating fastcontextswitching.
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