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Abstract 

In this thesis report, a method for automating the creation and management of many virtual machines 

across multiple physical machines is described. By using the Xen paravirtualization software as a base, 
this method adds tools to create new virtual machine images and allows for live migration without any 

human intervention. This method uses management agents that run on the physical and virtual machines. 

There is also a management GUI that can be run from any computer on the network. All of these agents 

(the management clients and the GUI) communicate using a publish/subscribe based messaging system. 
For example, when a machine is overloaded the server agent on that machine broadcasts a message to the 

publish/subscribe message bus that contains a request for help. This system was evaluated on a network 

of four dual processor dual core servers. Multiple high load virtual machines were started on a single 
physical machine. The system was then monitored to make sure that the virtual machines were evenly 

distributed among the other physical machines on the network. The test results show that this method for 

virtual machine management could be used for the management of a few hundred virtual machines. 
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1. Introduction 

When computers first came on the scene, they were so expensive and bulky that many people had to share 

a single computer.  In the past few years, computers have become more commonplace and it is not 

uncommon to have more than one. The raw computing power that todayôs multi-core CPUs provide is 

very rarely needed. For example, Microsoft Office Word 2007 requires a 500MHz CPU and Internet 
Explorer 7 requires a 233 MHz CPU. While these numbers might be a little too hopeful, gigahertz 

machines have been around for over 5 years. An average computer user is using less than an eighth of the 

available computing power of a typical desktop. This underutilized resource is one motivation to have 
many virtual machines on a single physical machine.  

With only a few virtual machines per physical machine it is fairly easy to manage them all, but with the 
introduction of chips with 80 cores like the one just demonstrated by Intel[1], managing all of these 

virtual machines quickly becomes impractical. Another problem appears with the introduction of racks or 

clusters of physical machines. Some of the physical machines could have a full load while others could 

have no load at all. Live migration of virtual machines (migration without interruption of service) has 
been around for a while but it requires human intervention. With the ability to migrate virtual machines 

around, another possibility arises, such as live migration of virtual machines off of a physical machine to 

do software upgrades or hardware maintenance and then moving the virtual machines back without users 
of the virtual machines being able to tell the difference. 

The idea of virtual machines would be useful in university instructional and research environments, 
especially in computer science. For example, consider an operating systems class. Without virtualization, 

if a student was required to write an operating system or modify the kernel, that student would need a 

dedicated computer or a software simulator for a physical machine. Even with that dedicated resource, 

work on these projects would be difficult since programming errors require multiple slow restarts or at 
least reimaging of the test machine. With virtualization both of these problems are solved. Xen, a 

software paravirtualization layer that allows multiple virtual machines to be run on a single physical 

machine, allows multiple students to be working on a single physical machine by providing each student 
with two virtual machines, one virtual machine with Linux for development and another for testing their 

new OS. Moreover, a crash of any studentôs virtual machine does not affect any other studentôs virtual 

machine or the studentôs development machine. For debugging, a Xen extension could be easily written 
using the debugging extension for UML[2], provided by the University of Michigan, as a guide. This 

extension would provide for easy debugging of virtual machines by using a GDB like interface with 

rollback capability. Another use of virtualization in the computer science curriculum would be in the 

areas of web development and computer networking. Not only could each student have their own server, 
but they could test distributed web applications by having multiple virtual machines and virtual network 

interfaces. In the more general case of computer labs, it would allow for more flexibility. For example, a 

student would have their own custom computing environment that would automatically be migrated to 
any physical machine at which a student chooses to work. By using Xen instead of sharing home 

directories with NFS a user would be able to choose which operating system and applications they 

wanted. Providing students with the ability to experiment and modify their computing environment 
enables students to develop practical skills that complement theoretical coursework. 

The purpose of this project is to develop a system that is able to greatly simplify the management of these 

virtual machines by creating: 

1. A central interface for the creation and control of the virtual machines 

2. An automated system that will keep virtual machines as evenly distributed as possible (allowing 
overloaded machines on the network to automatically offload virtual machines to underutilized 

physical machines). 
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The system consists of three agents (server agent, virtual agent and configuration agent) and a 

management GUI. By using a publish/subscribe message system all of these agents are able to multicast 
messages to each other. The publish/subscribe system that was used in this system was Sunôs Java 

Message Service (JMS)[3]. This message service consists of a message queuing server running on a 

central machine that forwards messages from the publishers to the subscribers. 

We evaluated the system by running it on a rack of servers running 6.06 Ubuntu Linux with a Sun Solaris 

10 x64 machine as the JMQ server. The physical machines were made up of two x2100s ( a 2.2GHz dual 

core Operon processor, 4gb of ram and two 250gb disks ) and four v20zs (two 2.2GHz dual core Operon 
processors, 16gb of ram and two 300gb disks). All of the virtual machines used for testing purposes were 

also running Ubuntu. While the system was tested on Ubuntu, this is a general-purpose solution that will 

work with any platform that is compatible with Xen 3.x.x and has a Java Runtime Environment (JRE) of 
at least version 1.5. 

2. Virtualization 

Virtualization is the abstraction of the physical resources on a computer. With this layer of abstraction, it 
becomes possible to simulate multiple copies of devices like CPUs, memory and even disks. This 

abstraction layer can provide a simplified view of the hardware as well as allowing for strict access 

policies. There are many reasons why virtualization is a good thing. If your virtualization software is well 
written, any buggy guest operating system will not be able to crash the entire machine due to the sandbox 

that the guest operating system is being kept in (isolated from all other virtual machines). Virtualization 

allows for increased reliability and uptime. For example, if you are running a web server on a physical 
server and you need to upgrade the hardware, the services would have some downtime. However, if the 

server was running in a virtual machine it would be possible to migrate it to another physical machine and 

therefore services are not visibly disrupted during hardware upgrades. If multiple virtual machines are 

allowed to run on a single physical machine it allows for better utilization of the hardware. This is already 
seen in industry with virtual hosting services. If you buy web hosting, chances are that you are sharing the 

physical machine with many other people. Lastly, by definition, virtualization provides an abstracted view 

of the hardware on the physical machine which allows for a simplified driver set on the virtual machines. 
There are several alternative methods that allow virtualization to be accomplished: software 

virtualization, paravirtualization and hardware virtualization support. 

Software virtualization requires the virtualization software to handle requests that are restricted to the host 

OS, all other tasks like program execution run with no intervention. This is opposed to emulation which 

intercepts every instruction and translates it to an appropriate instruction for the architecture; an example 

of this is PearPC which is an architecture-independent emulator for the PowerPC platform[4]. One of the 
most common software virtualization products is VMware[5]. The VMware architecture is shown below 

in Figure 1. 
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Figure 1: Software Virtualization  

On modern processors, a software virtualization technique called trap-and-emulate can be used. When the 

guest operating system attempts to perform an instruction that is restricted a trap is generated. The 
virtualization layer is then called by the operating system with information about what the guest was 

trying to do. The virtualization layer then performs the necessary operations to make it appear to the guest 

operating system as if its instruction had succeeded. Since the x86 architecture does not support the 
typical trap-and-emulate method, VMware uses binary translation. In VMware the guest operating system 

runs in user space and has its code translated on the fly so that it no longer contains privileged 

instructions.  

In paravirtualization, a sub-type of software virtualization, the virtualization layer runs right on top of the 

hardware. The host operating system, Dom0, runs on top of this layer and contains all of the management 

facilities for the virtual machines. As opposed to software virtualization, a guest operating system, 
running as DomU, is aware that it is being run in a virtual machine and so it behaves somewhat 

differently. For example, a DomU that is aware that it is a virtual machine uses hypercalls and events 

instead of trying to do a system call and trapping. In addition, paravirtualization allows for specialized 
methods of device access, like Xen IO rings. This is further described in section 3 below. 

   

Figure 2: Paravirtualization  

 

Modern processors come with hardware virtualization support. This includes Intelôs VT
TM

 technology and 

AMD-V
TM

 (ñPacificaò) technology. Hardware support for virtualization greatly increases the speed of 

virtualization as well as security. AMDôs IOMMU technology is a replacement for the typical MMU [6]. 
This allows for guest operating systems to directly access hardware and memory while the IOMMU 

guarantees that they access proper memory locations and not memory locations of other domains. 

IOMMU can aid in memory management by allowing for non-contiguous memory locations. 
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Paravirtualization like Xen can take direct advantage of hardware virtualization since Xen runs directly on 

top of the hardware.

3. Xen 

3.1 Overview  
Xen was created by Ian Pratt at the University of Cambridge[7]. The main difference between VMware 
and Xen is that Xen makes use of a hypervisor. In this report we are using hypervisor to refer to a 

software layer that is running directly on the hardware with the host and guest operating systems running 

on top of this layer. The guest operating system uses a special API for calls that would normally be called 
in ring 0. 

3.2 Xen IO  
Instead of emulating IO devices on common interfaces like SCSI, Xen provides the notion of IO rings. 

The virtual domain places a request on the ring which contains an IO descriptor. The IO descriptor 

contains information for the request including the location IO data buffer that was allocated by the virtual 

domain. Xen advances around the ring handling requests. Two shared pointers and two private pointers 
are used to keep track of the sections of the ring: request queue, outstanding descriptors, response queue 

and unused descriptor.[7] 

 

Figure 3: Xen IO Ring 

3.3 Migration  
One of the most beneficial features of Xen is that it allows for the live migration of virtual machines 

between physical machines in a local area network. To make this possible Xen has to transfer memory 
contents and information about the domainôs configuration. The disk images of the currently running 

domain also have to be accessible on both machines. To transfer memory from one machine to the other 

there are three stages. The first stage is known as the push phase. This phase pushes all of the memory 

that is not being updated frequently across the network. If one of the pages that is transferred is changed, 
it will be marked and transferred again later. The next stage is the ñStop-and-Copyò phase. During this 

phase the virtual machine is paused and a small amount of memory that is being frequently updated is 

transferred. After this stage is completed the virtual machine will be resumed on the new host. The last 
stage in the memory migration is the ñPullò phase. During this phase the rest of the memory is copied and 
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if the virtual machine page faults that page is transferred. When all memory transfer is complete the 

source machine removes the state of the transferred machine.  

In order for the network traffic to be rerouted to the new physical machine there are two options. The first 

method sends an unsolicited ARP reply from the virtual domain with the new location. Because this type 
of ARP broadcast is sometimes used for IP spoofing some routers do not allow it. If the operating system 

is aware of its migration then it can send directed ARP to specified hosts. The other method is possible if 

the virtual machine is on switched network because after a short period of time the switch will recognize 

that the virtual machine has moved and will remap its MAC address.[8] 

The whole migration time varies on the activity of the virtual domain that is being migrated. If the virtual 

machine is under heavy load, SPECWeb99, migration can take up 71 seconds with a downtime of 210ms. 
Otherwise, if the load on the server is light, Quake 3 server, migration will take a little less than 7 seconds 

with a downtime of 70ms.
1
 As a worst-case scenario, a domain that is dirtying pages faster than they can 

be transferred over the network will be suspended. This will result in a 30-second migration time but a 
3.5-second downtime.[8] 

The architecture of Xen is shown in Figure 2 above. The main difference between Xenôs architecture and 

that of VMware is that Xen takes the place of the host operating system right on top of the hardware layer 
while VMware is running on top of the host OS. Xen provides tools to monitor the virtual machines that 

are currently running, one of which is xmtop. Xmtop provides a view of the CPU usage of all of the 

virtual machines and which physical CPU they match to. It also provides a look at the network traffic that 
is going to and from the virtual machines. Lastly it provides the status of the virtual machines, whether 

they're paused, running, blocked, etc. 

3.4 Xen Configuration  
Creating a Xen configuration file is straight forward. For our purposes we only use six parameters. 

 

Line 1 specifies which Linux kernel we want the virtual machine to be loaded with.  

Next comes the disks that we want to have accessible to the virtual machine. These disks can either be 
real partitions or flat files that are residing in the file system of the host domain. In our case we used 

partitions that were controlled by the Global Network Block Device (GNBD) file system software.[9]  

Line 3ôs parameter specifies how much memory should be allocated to a virtual machine when it is 
started.  

All line 4 does is specify the name that should appear in the virtual domain lists when referring to the 
machine started with this configuration file. 

Line 5 specifies how we want the networking to be configured. In this case we are bridging the virtual 
adaptor with bridge xenbr0. 

                                                   
1 Both SPECweb99 and Quake 3 are commonly used to benchmark systems.[14] 

1: kernel = "/boot/vmlinuz-2.6-xen" 
2: disk = ['phy:/dev/gnbd/small-1-disk,sda1,w','phy:/dev/gnbd/small-1-swap,sda2,w' ] 
3: memory = 512 
4: name = small-1' 
5: vif = [ 'bridge=xenbr0' ] 
6: root = "/dev/sda1 ro" 



Xen 

 

11 
 

The last parameter is similar to the root parameter in boot loaders that lets the kernel know where it 

should look for needed data on its virtual disks.

4. System Setup 

4.1 Servers 
For our testing purposes we had six x64 Opteron machines. Two of the machines were Sun SunFire 
x2100s and the remaining four were Sun SunFire v20zôs. One of the x2100s was used as a Java Message 

Server (JMS) control system server and other was used to host the configuration files and the disk images 

for the virtual machines by acting as a network attached file system. It would be possible to make the JMS 
and the configuration server the same machine because neither task is overly strenuous but we wanted to 

separate the management machine from the file server. The four v20z's were used for running the virtual 

machines because they each have 4 processors (2 dual core Opteron 275s) with 16 gigabytes of ECC 
memory.  

4.2 Networking  
In our experiments, we found that it was beneficial to have two separate networks to isolate network 
traffic.  

Internet

Managed Switch

Kerby Ferby

Vlan

Gigabit Switch

Internet

é... Zerby

 

Figure 4: Network Layout 

Figure 4  shows how the machines in our lab are networked. Every server has 4 gigabit Ethernet ports, 

two of which are used to connect to both a managed switch and a gigabit switch. The gigabit switch 
connects all of the machines to the Internet, while the managed switch connects all of the machines onto 

the Xen VLAN . For our purposes we found that it is beneficial to filter the Internet through the managed 

switch and only allow traffic from specified MAC addresses through. The main reason is that while trying 
to get virtual machine bridging sorted out, our campus network would detect an unauthorized MAC 

address (a virtual machine) and disable our network port. 
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Figure 5: VL AN Layout 

The virtual machines are connected to the Xen VLAN  by bridging their network interface to the physical 

machineôs network device. When a virtual machine is first started it requests an IP address from a DHCP 

server running in the managed switch. The managed switch provides an ip address on the 10.0.0.* subnet, 
with the default gateway being Kerby. In order for the virtual machines to access the internet, NAT is 

used. This allows for the traffic to be easily monitored and does not require that each of the virtual 

machines have their own public IP address. In order to access the virtual machines one needs to first 

connect using SSH to one of the physical machines and then to a virtual machine. This setup was chosen 
for two reasons. First, for testing purposes there was no reason to be using public IP addresses for all of 

the virtual machines. The second is that the reduced accessibility hides the virtual machines from the 

Internet so we are more secure from attack. In practice, one could simply use a firewall if enough public 
IP addresses for all virtual machines were available. 

4.3 Additional Hardware  
It would be beneficial to have a network attached storage device to centralize all file system management, 
but our current test configuration uses a small file server providing network access to the file system for 

each virtual machine. 

5. Management of Virtual Machines 

In an effort to make management as automated as possible, we attempted to automate the installation of 

Ubuntu onto the physical servers. This would allow for organizations using the system to plug in 
additional physical machines and these machines would be automatically imaged with the necessary 

software. Due to complicated installation requirements such as custom kernel modules and LVM 

partitions, Ubuntuôs incomplete kickstart support was not a great solution. The next best solution is to 

make an image of a fresh installation and use that to image new machines. Because this is a 
straightforward operation, it was felt that it was unnecessary to implement it on test setup.  

To make this project work the way it was intended, there are many pieces of software that had to come 
together. At the base of the structure are the operating systems, Ubuntu and Solaris. For the IO layer we 

are using both NFS and GNBD. NFS is being used for the sharing of the configuration files and the 

management software. GNBD is being used for the sharing of the virtual machine images. GNBD exports 


