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Abstract

Abstract

In thisthesisreport,a method for automating the creation and management of many virtual machines
across multiple physical machinesdescribedBy using the Xermparavirtualization software as a base

this method adds tools to create new virtual machine images and fdidive migration without any
human interventionThis method usesianagemertgentghatrun on the physical and virtual maoks.
There is also aanagemenGUI that can be run from any computer on the network. All of these agents
(the management clients and the Gtinmunicate using a publish/subscribe based messaging system.
For examplewhen a machine is overloaded 8@ ve agenton that machine broadcastsnessagto the
publish/subscribenessage buhat contains a request for helphis system was evaluated on a network
of four dual processor dual core serversiltile high load virtual machines were started on a sing|
physical machineThe systemwas then monitored to make sure that the virtual machines were evenly
distributedamong the other physical machines on the netwidnk.test results show that this method for
virtual machine management could be used for theagement of a few hundred virtuadchines
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1. Introduction

When computers first canma the scene, they were so expensive and bulky that many people had to share

a single computerin the past few years, computers have become ommenonplacendit is not

uncommon to have more than ofiber aw comput i ng p o veere CPUdpeovidetsoday 6 s
very rarely needed. Faxample Microsoft Office Word 2007 requires a 500MHz CPU and Internet

Explorer 7 requires 233 MHzCPU. While these numbers midhg a little too hopeful, gigahertz

machines have been around for over 5 yeamsaaverage computer user is uslegs than an eighth of the
available computingowerof a typical desktopr his underutilized resource is onetivationto have

many virtualmachineson a single physical machine.

With only a few virtual machines per physical machine it is fairly easy to manage théenot alith the
introduction of chipsvith 80 core like the one just demonstrated by Ifit¢ maraging all of these

virtual machines quickly becomes impractical. Another problem appears with the introducacksobr
clusters ofphysical machines. Some of the physical machines d@ud a full loadvhile others could
have no load at all. Livenigration of virtual machine@nigration without interruption of servicéps

been around for a while biitrequires human intervention. With the ability to migrate virtual machines
around another possibility arises, suchlag migration ofvirtual machines off of a physical machine

do software upgrades or hardwaraintenancand then movinghe virtual machines back without users
of the virtual machines being able to tell the difference.

The idea of virtual machines would be useful in univerisisgructional and researemvironmen,

especially in computer sciendeor example, consider an operating systems class. Without virtualization,
if a student was required to write an operating system or modify the kernel, that student would need a
dedicaed computepr a software simulator for a physical machiBeen with that dedicated resource,

work on these projects would be difficult since programming errors require multiple slow restarts or at
least reimaging of the test machine. With virtualizatioth of these problems are solven, a

software paravirtualizatiolayer that allows multiple virtual machines to be run on a single physical
machineallows multiple students to be working on a single physical machine by providing each student
with two virtual maching, one virtual machine withinux for development and another for testthgir

new OS.Moreover, a crash of any studént vi rt ual machine does not af fec
machineor t he st udent 6 sFoddebuggig, @a¥emexterisiomowdché éasilywritten

using the debugginextensiorfor UML[2], provided by the University of Michigams a guide. This
extensionwould provide for easy debuggiraf virtual machinedy using a GDB like irdrface with

rollback capability Another use of virtualization in the computer science curriculum would be in the
area of web developmerdand computer networkingNot only could each student have their own server,
but they could test distributed web applions by having multiple virtual machinasd virtual network
interfaces In the more general caseafmputerabs,it would allow for more flexibility.For example, a
student would have their own custom computing environment that would automaticadigrbeed to

any physical machine at which a student chooses to work. By using Xen instead of sharing home
directorieswith NFS a user would be able to choose which operating system and applications they
wanted. Providing students with thieilay to expeiment and modify their computing environment
enables students to develop practical skills that completineoteticalcoursework.

The purpose of this project is developa system that is able to greatly simplify the management of these
virtual machines Y creating

1. A central interface for the creation and contthe virtualmachines

2. An automated system that will keep virtual machinesvasly distributed as possikf@lowing
overloaded machines on the network to automatically offload virtual mehd underutilized
physicalmachiney
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The system consists of thragents (server agentirtual agentand configuratioragenj anda

managemenBUI. By using a publish/subscribe message system all of these agents areralilicést
messagestoeacht her . The publish/subscribe syaaem that
Message ServicdiMS)[3]. This message service consists af@ssage queuirggrver running on a

central machine that forwards messages from théghlos to the subscribers.

We evaluated the system by running it on a rack of seruarsng 6.06 Ubuntu Linuwith a Sun Solaris
10 x64machineas theJMQ server.The physical machines were made up of two x21@08.2GHzdual
core Operon processor, #gf ram and two 250gb diskaihd four v20zs (two 2GHz dual coreOperon
processa, 16gb of ram and two 300gb disk8)l of the virtual machines used for testing purposes were
also running Ubuntu. While the system was tested on Ubthiguis agener&purposesolution that will
work with any platform that is compatible with Xen Jand has dava Runtim&nvironment(JRE of

at leastversion 1.5

2. Virtualization

Virtualization is the abstraction of the physical resources on a comithrthis layer ofabstractionit
becomes possible to simulate nplk copies of devices like CBUmemory and even diskBhis

abstraction layer can provide a simplified view of the hardware as well as allowistgidbaccess
policies.There are many reasonfiywirtualization is a good thing. If your virtualization software is well
written, any buggy guest operating systell not be able to crash the entire machiue to the sandbox
that the guest operating system is being kefisolated from all otheristual machines)Virtualization
allows for increasgreliability and uptime. For examplié you arerunning a web server on a physical
serverandyou needo upgra@ thehardwarethe services would have some downtirdewever, if the
server was runningp a virtual machine it would be possible to migrate it to another physical machine and
thereforeservices are not visibly disrupted during hardware upgrafesiltiple virtual machines are
allowed to run on a single physical machine it allows for betilization of the hardware. This is already
seenin industrywith virtual hostingservices If you buy web hostingchances are that you are sharing the
physical machingith many other people. Lastlgy definition, virtualizationprovides an abstractetew

of the hardware on the physical machivid@ch allows for a simplified driver set on the virtual machines
There areseverahlternativemethodghat allow virtualization to be accomplishesbftware

virtualization, paravirtualization and hardwaretwalization support

Software virtualization requires the virtualization software to handle requests that are restrictéas$o the
OS, all other tasklike program execution ruwith no intervention. This is opposéal emulation which
intercepts everynstruction and translates it to an appropriate instruction foarttdtecturean example

of this is PearP@hichis an architecturéndependent emulator fone PowerPolatforni4]. One of the
most common software virtuaétion productss VMwareg5]. The VMware architecture is shown below

in Figurel.

w
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Guest 1 Guest 2

Software Virtualization (VMware

Host OS

Hardware

Figure 1: Software Virtualization

On modern processors, a software virtualization techriglied trapandemulate can be used/hen the

guest operating systeattemptgo perform arinstructionthat is restricted a trap generatedThe

virtualization layeris then called by the operating system with information about what the guest was

trying to do. The virtualization layer then performs the necessary operations to make it appear to the guest
operating system as if its instruction had succeefliede the x86 architecture does not support the

typical trapandemulatemethod VMware uses binaryranslatian. In VMware the gugt operating system

runsin user spacand has its code translated on the fly so that it no longer contains privileged

instructions.

In paravirtualization, a sutype of software virtualization, the virtualization layer ruight on top of the
hardwareThe host operating system, DomO, son top of this layer and contains all of the management
facilities for the virtual machines. As opposed to softwatealization,a guest operating system

running adDomu, is aware thtit is being run in a virtual machine andisbehaves somewhat

differently. For example, ®omU that is aware that it is a virtual machine uses hypercalls and events
instead of trying to do a system call and trappingddition,paravirtualization atiws for specialized
methods of device access, like Xen 10 ringsis is further described in section 3 below.

Management Applications
DomO DomU DomU

Paravirtualizatior(Xen)

Hardware

Figure 2: Paravirtualization

Modern processors come witardware virtualization support. This includes t ETI™&exhnologyand
AMD-V™ ( Pacificad JechnologyHardwaresupport for virtualization greatly increases the speed of
virtualization as well as securitk MD 6 s | OMMU is &replacemdntday the typical MMB].
This allows for guest operating systems to directly access hardwanm@mory while the IOMMU
guaranteg that they access proper memory locations and not memory locations of other domains.
IOMMU can aid inmemorymanagement by allowing for namontiguous memory locons
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Paravirtualization like Xen can take direct advantage of hardware virtualization since Xen runs directly on
top of the hardware.

3. Xen

3.1 Overview

Xen was created by lan Pratt at the University of Cambfiidg€he man difference betweediMware

and Xen is that Xen makes use of a hypervisothis report we are using hypervisor to refer to a

software layer that is running directly on the hardware with the host and guest operating systems running
on top of this layerThe guest operatingystenmuses a speci@PI for calls that would normally be called

in ring O.

3.2 Xen 10

Instead of emulating 10 devices on common interfaces like SCSI, Xen provides the notion of 10 rings.

The virtual domain places a request on thg vimich contains an 10 descriptor. The 10 descriptor

contains information for the request including the location 10 data buffer that was allocated by the virtual
domain. Xen advances around the ring handling requests. Two shared pointers and two jortease po

are used to keep track of the sections of the ring: request queue, outstanding descriptors, response queue
and unused descript{r]

Unused
Descriptors

N\

Request

Response

Queue Queue

/

Outstanding
Descriptors

Figure 3: Xen IO Ring

3.3 Migration

One of the most benefalifeatures of Xen is that it allows for the live migration of virtual machines
between physical machines in a local area netwiboknake this possible Xen hasttansfer memory

contents and information about the dondaiconfigurationThe diskimagesof the currently running

domain also have to be accessible on both machines. To transfer memory from one maohiot &p

there are three stages. The first stage is known as the push phase. This phase pushes all of the memory
that isnot being updatedréquently across the network. If one of the pages that is transferred is changed,

it will be markedand transferredagai | at er . T h e Stopand€Copy phasg Buringghist he A
phase the virtual machine is paused and a small amount of memasytibatg frequently updadés
transferredAfter this stage is completetd virtual machinevill be resumed on the new ho3the last

stage in the memonyigrationi s Pulio@hage. During this phase the rest of the memory is copied and
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if the virtualmachine page faults that page is transferred. When all memory transfer is complete the
source machine removes the state of the transferred machine.

In order for the network traffic to be rerouted to the new physical machine there are two dptefirst

metthod sends an unsolicited ARP rgflom the virtual domain with the new location. Because this type

of ARP broadcast is sometimes used for IP spoofing some routers do not allow it. If the operating system
is aware of its migration then it can sentedied ARP to specified hosts. The other method is possible if
the virtual machine is on switched network because after a short period of time the switch will recognize
that the virtual machine has moved and will remap its MAC addiBgss.

The whole migration time varies on the activity of the virtual domain that is being migféteslvirtual

machine is under heavy load, SPECWeb99, migration can take up 71 seconds with a downtime of 210ms.
Otherwise, if the load on the servgsilight, Quake 3 server, migration will take a little less than 7 seconds
with a downtime of 70m5As aworstcasescenarioa domain that is dirtying pages faster than they can

be transferred over the network will be suspended. This will resulB@sacond migration time but a
3.5-second downtim§8]

The architecture of Xen is shownkigure2above. The main differendce betw
thatof VMware is thatXen takes the placaf the host operating system right on top of the hardware layer

while VMware is running on top of the host OSerXprovides tools to monitor the virtual machines that

are currently running, one of which is xmtop. Xmtop provides a view aCBlgusage ofall of the

virtual machines and which physical CRiwey match to. It also provides a look at the network traffic that

is going to and from the virtual machines. Lastly it provides the status of the virtual machines, whether

they're paused, running, blockesdc.

3.4 Xen Configuration
Creating a Xen configuration file is straight forward. For our purposes we only use six parameters.

kernel = "/boot/vmlinuz2.6-xen"

disk = ['phy:/dev/gnbdémaltl-disk,sdal,w','phy:/devignbdmalll-swap,sda2,w' ]
memory =512

name =small1'

vif = [ 'bridge=xenbrQ' ]

root = "/dev/sdalro"

Line 1 specifieswhich Linux kernel we want the virtual machine to be loadedhwit

Next comes the disks that we want to hageessible to the virtual machine. These disks can either be
real partitions or flat files that are residing in the file system of the host domain. In our case we used
partitions that were controlled by tkdobal Network Block [2vice GNBD) file systemsoftware[9]

L i n eparandetespecifieshow much memory should be allocated to a virtual machine when it is
started.

All line 4 does isspecifythe name that should appear in the virtual domain lists wéferringto the
machine started with this configuration file.

Line 5specifies how we want the networking to be configured. In this case we are bridging the virtual
adaptor with bridge xenbrO.

! Both SPECweb99 and Quake 3 are commonly used to benchmark sjjstéms.

10
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The lastparameter is similar to the root parameter in boot loaders that ldtsrtied know wheré
should look for needed data on its virtual disks.

4. System Setup

4.1 Servers

For our testingurposes we had sk64 Opterormachines. Twaf the machines wergun SunFire

x2100s and theremainingfour wereSun SunFirer 2 G.2006e ofthex2100s was used aa Java Message
Server §MS) control systenserver and other was used to host the configuration files and the disk images
for the virtual machineby acting as a network attached file systémvould be possible to make the JMS
andthe configuration server the same machine because neither task is overly stbehweeisvanted to
separate the management maclkiioe the file serverThe four v20z's were used farnningthe virtual
machines because they each have 4 proce&sduslcore Opteron 27 with 16 gigabytes oECC

memory

4.2 Networking
In our experimentsye found that it was beneficial to have two separate netviorkslate network
traffic.

0 Internet

)
PPPPe
)

Kerby Ferby

Internet \ Vian

Managed Switch

Figure 4: Network Layout

Figure4 shows how the machines in our lab are networked. Every dwget gigabit Ethernet ports,

two of which are used to conndotbotha managed switch aralgigabit switch. The gigabit switch
connets all of the machigs to theiternet, while the managed switch connects all of the machines onto
the XenVLAN . For our purposes we found thaisibeneficial to filter therternet through the managed
switch and only allow traffic from specified MAC addresses through.nidia reason is that while trying
to get virtual machine bridging sorted potir campusetwork would detct an unauthorized MAC
addressd virtual nachine)and disable our network port.

11
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Figure 5: VL AN Layout

The virtual machineareconnected to th&enVLAN by bridging their network interface the physical
machin® setwork deviceWhen a virtual machine is first started it requesttPaaddress frona DHCP
server running in thenanagedwitch. Themanaged switch provides) ip addresen the 10.0.0.* subnet,
with the default gateway beirgerby. In order for the virtual maches to access the intern&AT is
used This allows for the traféi to be easily monitored and daes require that each ohe virtual
machines have their own publié addressin order to access the virtual machines one needs to first
connectusing SSH tmne of the physical machines and thea Wrtual machineThis setup was chosen
for two reasons. First, for testing pases there was no reagorbe using public IRddressefor all of
the virtual machinesThe second is that the reduced accessibilitystifteevirtual machines from the
Internet save are more secure from attatk practice, one could simply use a il if enough public
IP addressefor all virtual machinesvereavailable

4.3 Additional Hardware

It would be beneficial to have a network attached storage devaantralize all file system management,
but our current test configuratisesa smallfile server providing network access to the file system for
eachvirtual machine.

5. Management of Virtual Machines

In an effortto makemanagemenrdas automated as possiblee attemptedo automate the installation of
Ubuntuonto the physical serverghis would allowfor organizatios using the system to plug in
additionalphysical machines artlese machinesould beautomaticallyimaged with the necessary
software Due to complicated installation requirements such as custom kernel modules and LVM
partito n s , Ubunt ubs isuppoowapnote great sblitiolkesnexahest solution is to
make an image of a fresh installation and use that to image new machines. Because this is a
straightforwardoperationjt was felt that it wasinnecessarto implement it on test setup.

To make this project work the way it was intendbére are many pieces of software that had to come
together. At the base of the structare the operating systentshuntu and Solaris. For the 10 layer we

are using bottNFSandGNBD. NFS is being used for tleharing of the configuration files and the
management softwar&NBD is being used for the sharing of the virtual machine images. GNBD exports
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