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Abstract

Padket classi cation is the core mechanism that en-
ablesmany networking servicessuc as rew all access
control andtrac accourting. Reducingmemory space
for padket classi cation algorithms is of paramourt im-
portance becausea padet classi er must usevery lim-
ited on-chip cace to store complex data structures.
This paper proposesthe rst ever schemethat can sig-
ni can tly reducememory spacefor all pacet classi ca-
tion algorithms. The schemeis to remove all redundart
rules in a padket classi er before a classi cation algo-
rithm starts building data structures. By remaoving re-
dundant rules, we can save more than 73% of memory
for a packet classi er that examineseight padket elds.
In this paper, we categorizeredundant rules into up-
ward redundart rules and downward redundant rules.
We give a necessaryand su cien t condition for identi-
fying ead type of redundant rule. We presen two ef-
cient algorithms for detecting and removing the two
types of redundant rules respectively. The two algo-
rithms make use of a graph model of padet classi ers,
called packet decisiondiagrams. The experimental re-
sults shaws that our algorithms are very e cien t.

1. Intro duction

Most routers on the Internet have padket classi ca-
tion capabilities. Packet classi cation is the core med-
anism that enablesrouters to perform many network
services,such asrouting [9], active networking [8], re-
wall acces<ortrol [3], quality of service[1], di erential
service[2], etc. A padket classi er maps ead padket to
a decisionbasedon a sequenceof rules. A padet can
be viewed as a tuple with a nite number of elds;

examplesof these elds are source/destination IP ad-
dress, source/destination port number, and protocol
type. The possibledecisionsto which a padket classi er
can map a packet are application specic. For exam-
ple, the possibledecisionto which a padket is mapped
by a padket classi er that is usedasa rew all can be
either accept or discard. Each rule in a padket classi-
er is of the form hpredicatei ! hdecisioni where the
hpredicatei is a boolean expressionover some padket
elds. A padket matchesa rule i the packet satis es
the predicate of the rule. A padket may match more
than onerule in a padket classi er. Therefore, a padket
classi er maps ead padket to the decision of the rst
(i.e., highest priorit y) rule that the packet matches.
A padket classi er may have redundart rules. A rule
in a padket classi er is redundant i removing the rule
doesnot changethe decisionof the packet classi er for
ead padcket. For example, consider the simple packet
classi er in Figure 1. This packet classi er consists of
four rules ry through r4, where ead rule only chedks
onepadket eld F; whosedomain of valuesis [1; 100].

ri: Fp2[1;, 50]! accept
r,: F12[40,90] ! discard
rz: F12[30,60] ! accept
rq: F1 2[5 100]! discard

Figure 1. A simple packet classi er

We have the following two obsenations concerning
the redundart rulesin the padet classi er in Figure 1.

1. Rule r3 is redundart. This is becausethe rst
matching rule for all padkets whereF; 2 [30;50] is
ri, andthe rst matching rule for all pacetswhere



F1 2 [51;60] is r,. Therefore, there are no padck-
ets whose rst matching rule is r3. We call r3 an
upward redundart rule. A rule r in a padet clas-
sier is upward redundant i there are no padk-
ets whose rst matching rule is r. Geometrically,
arule is upward redundart in a packet classi er if
the rule is overlayed by somerules listed above it.

2. Rule r, becomesredundant after r3 is removed.
Note that r, isthe rst matching rule for all padck-
etswhereF; 2 [51;90]. Howevwer, if both r, and rj
are removed, the rst matching rule for all those
padkets becomesr, instead of r,. This is accept-
able sinceboth r, and r4 have the samedecision.
We call r, a downward redundart rule. A rule r in
a packet classi er, whereno rule is upward redun-
dant, is downwad redundant i for ead padket,
whose rst matching rule is r, the rst matching
rule below r hasthe samedecisionasr.

Gupta identi ed two specialtypesofredundart rules
in his PhD thesis[4], namely backward redundant rules
and forward redundart rules, by studying 793 packet
classi ers from 101di erent Internet ServiceProviders
and enterprise networks with a total of 41;505rules. A
rule r in a padket classi er is backward redundart i
there exists another rule r°listed above r suc that all
padkets that match r also match r° In [4], Gupta ob-
sened that on average 7:8% of the rules in a padet
classi er are backward redundart. Clearly, a backward
redundant rule is an upward redundart rule, but not
vice versa. For example, rule r, in Figure 1 is upward
redundant, but not backward redundart.

A rule r in a padket classi er is forward redundant
i there exists another rule r° listed below r sud that
the following three conditions hold: (1) all packets that
match r alsomatch r (2) r and r®have the samedeci-
sion, (3) for ead rule r®listed betweenr and r°, either
r and r®have the samedecision,or no pacet matches
both r and r% In [4], Gupta obsened that on average
7:2% of the rules in a padet classi er are forward re-
dundant. Clearly, a forward redundarnt rule is a down-
ward redundart rule, but not vice versa. For example,
rule r, in Figure 1, assumingrz hasbeenremoved pre-

1 accept 50

o1 J
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[
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Figure 2. Geometric representation of the rules
in Figure 1

viously, is downward redundart, but not forward re-
dundant.

In [3], Gouda and Liu identied redundancy in the
sequenceof rules generatedfrom a rew all decisiondi-
agram. Howewer, the algorithms for removing redun-
dant rulesin [3] are applicable only to the rules gener-
ated from a rew all decisiondiagram. By cortrast, the
algorithms preseried in the current paper can be ap-
plied to any packet classi er.

Previous work on padket classi cation has focused
on deweloping e cien t classi cation algorithms (e.g.,
[11, 12, 13])). A padket classi cation algorithm builds a
data structure from the sequenceof rules in a packet
classi er, and usesthis data structure to seard for the
decisionof the rst rule that a packet matches.The de-
sign goalsof all thesealgorithms are to reducethe clas-
si cation time and space.The classi cation time is the
averageprocessingtime that a padet classi cation al-
gorithm needsto nd the decision for a packet. The
classi cation spaceis the amournt of memory needed
to store the (usually large) data structures of a padket
classi cation algorithm. Reducing classi cation space
for padket classi cation algorithms is of paramourt im-
portance becausesmall classi cation spaceenablesthe
use of very limited on-chip cade to store the data
structure of a padket classi cation algorithm. In other
words, reducing classi cation spacehas signi cant im-
pact on reducing classi cation time.

In this paper, we proposeto remove all redundant
rules from a packet classi er beforea padket classi ca-
tion algorithm starts building its data structure from
the rules. We give a necessaryand sucient condi-
tion for identifying all redundart rules. We catego-
rize redundart rules into upward redundart rules and
downward redundarnt rules. We present two e cient
graph basedalgorithms for removing these two types
of redundart rules. The experimental results show that
thesetwo algorithms are very e cien t.

Removing the redundart rules from a padket classi-
er hasthe following three main merits:

1. Complemen t classication algorithms : The
algorithms preseried in this paper for remaoving
redundant rules are not intended to replaceany of
the previous (or future) classi cation algorithms.
Rather, it complemeris thesealgorithms sincere-
dundancy removal can be viewed as a preprocess-
ing procedurefor ead of theseclassi cation algo-
rithms.

2. Reduce classi cation space: Basedon the com-
plexity bounds from computational geometry in
[10], the fastest padcket classication algorithm
needs O(nY) classi cation space (and O(log n)
classi cation time), wheren is the total number of
rules and d (d > 3) is the total number of padet



elds that the classi er examinesfor eath padet.
Most fast packet classi cation algorithms, sud as
Recursive Flow Classication [5], have O(logn)
complexity with O(n?) memory space.It hasbeen
obsened in [4] that on average a padket classi-
er has 15% redundant rules (based on Gupta's
de nition of redundart rules). For a packet clas-
sier with 15% redundant rules, Figure 3 shows
the percertage of classi cation spacethat is saved
by removing redundarnt rules versusthe number of
elds that a padket classi er chedks. From this g-

ure, we seethat removing redundant rules from

a packet classi er savesabout 48% memory space
when d = 4 and saves about 80% memory space
whend = 10.

Percentage of memory saved by removing all redundant rules (%)
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1
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Number of fields checked by a packet classifier

Figure 3. Number of elds vs. Memory Saved

3. Reduce classication time : It has been ob-
served in [7] that reducing the amount of overlap-
ping among rules or reducing the total number of
rules reducesclassi cation time. Two rules overlap
i thereis at leastone padet that can match both
rules. Redundancy in a padet classi er is caused
by the overlapping of rules. Each redundant rule
overlaps with some other rules. By removing re-
dundant rules, while other non-redundart rulesre-
main unchanged, both the amount of overlapping
of rules and the total number of rules are reduced.
Therefore, removing redundant rules directly re-
ducesclassi cation time.

The rest of this paper is organized as follows. We
give a necessaryand su cien t condition for identify-
ing redundart rules in Section 2. In Section 3, we in-
tro duce Padket Decision Diagrams, which will be used
as the core data structure for redundancy removal al-
gorithms. The upward and downward redundancy re-

moval algorithms are presened in Section4 and 5. The
experimental results are showvn in Section 6. We give
concluding remarks in Section7.

2. Redundancy of Packet Classiers

We de ne a packet overthe elds F;; ;Fqasad-
tuple (p1; ;pq) whereead p; is in the domain D (F;)
of eld Fi, and each D(F;) is an interval of nonnega-
tiv e integers.For example,the domain of the sourcead-

dressin an IP packet is [0;2%% 1]. Weuse to denote
the setof all packetsover elds F1;Fz;  ;Fgq. It follows
that isa nite setandj j= jD(F1)j iD(Fn)j.

A packet classi er, over the elds Fi;; ;F4 and

whose decision set is DS, is a sequenceof rules, and
ead rule is of the following format:

(F12S)" (F22 )" ~(Fg2Sq)! Mdecisioni

where ead S; is a nonempty subset of D(F;) and
hdecisioni is an elemen of DS. A padket (p1; ;Pd)
matchesa rule (F; 2 S;) ~ (F2 2 S) A N(Fg 2
Sq¢) ! Hdecisioni i the following condition holds:

(PL2S)" (P22 S)™ ™ (pa 2 Sq)

For simplicity, in the rest of this paper, we assumethat
all padkets and all padket classi ers are over the elds
F1;F2;  ;Fq, if not otherwise speci ed.

Next we de ne two important concepts: matching
setand resolving set. Considera packet classi er f that
consistsof n ruleshry;rp;  ;rpi. The matching set of
a rule r; in this packet classi er is the set of all pack-
ets that match r;. The resolvingset of a rule r; in this
padket classi er is the set of all packets that match r,
but do not match any r; that j < i. For example, con-
sider the rule r, in Figure 1: its matching setis the set
of all the padketswhoseF; eld isin [40; 90]; its resolv-
ing setis the set of all the packets whoseF; eld isin
[51; 90]. The matching setof arule r; is denotedM (r;),
and the resolving set of a rule r; is denoted R(r;;f).
Note that the matching set of a rule dependsonly on
the rule itself, while the resolving set of a rule depends
both the rule itself and all the rules listed above it in
a padket classi er.

From the de nition of M (r;) and R(r;;f), we have

ir 1
R(rif)= M) M)
j=1
Therefore, we have the following theorem:

Theorem 1 Let f be any padket classier that con-
sistsof n rules: hrq;ro;  ;rhi. Foreachi, 1 i n,
we have:
ir 1

R(rj;f)
j=1

R(ri;f) = M(r;)
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A sequenceof ruleshryi;ry;  ;rni is comprehensive
i for any padket p, there is at least one rule that
matches p in the sequence A sequenceof rules must
be comprehensiwe for it to serwe as a padet classi er.
From now on, we assumeead padket classi er is com-
prehensiwe. Therefore, we have the following theorem:

Theorem 2 Let f be any padket classi er that con-
sistsof n rules: ry;rp;  ;rni. The following two con-

ditions hold:
1. Determinism: R(ri;f)\ R(rj;f)=; (i6j)
2. Comprehensieness: [, R(ri;f) = 2

We usef (p) to denotethe decisionto which a padet
classi er f maps a padket p. Two packet classiers f
and f ®are equivalert, denotedf O i for any padket
pin ,f(p) = fYp) holds. This equivalencerelation is
symmetric, self-re ective, and transitiv e.

The following theorem says that the last rule in a
padket classi er can be modi ed in a way that the re-
sulting padket classi er is equivalent to the original one.

Theorem 3 Let f be any padket classi er that con-
sists of n rules: hrq;ry;  rpi. If rule ry in f is of

the form: (F1 2 Si)~ (F2 2 S;) A A (Fg 2 Sg) !

hdecisioni, and if f %is the resulting padket classi er af-
ter rule r, is modi ed to becomeof the form:

(F12D(F))* (F22 D(F2))»  * (Fg 2 D(Fq))

I hdecisioni
then f and f ° are equivalert.
Pro of Sl?tch: By Theorem 1, we have R(r,;f) =
M(rn) ot R(r;;1), and by Theorem 2, we have
R(rn:f) = j":ll R(rj;f). SoR(rn;f) does not
change if we modify M (r,) to be , i.e., if we mod-
ify the predicate of the last rule r, to be (F; 2

D(F)) " (F22D(F2))*  * (Fa 2 D(Fq)). 2
By modifying rule r, in this way, any postx of a
padket classi er is comprehensie,i.e., if brq;ry; ;i

is comprehensie, then hri;ri.1; ;rni is comprehen-

siveforeahi, 1 i n. In the rest of this paper, we

assumethe predicate of the last rule in a padet classi-

eris(F1 2 D(F1))"(F22 D(F2))* " (Fa 2 D(Fq)).
Redundart rules are de ned as follows.

De nition 1 A rule r is redundant in a padet classi-
er f i the resulting padket classi er f © after remov-
ing rule r is equivalent to f.

The following theorem shows a necessaryand suf-
cient condition for identifying redundart rules. The
correctnessof this theorem can be provenin a straight-
forward way by the above discussion.Note that we use

the notation hrj.; ;ri+2; ;rni(p) to denotethe deci-
sion to which the padket classier hrj.i;ris2; rni
maps the padket p.

Theorem 4 (Redundancy Theorem) Letf beany
padket classi er that consistsof n rules: bri;ro;  ;ryi.
A rule r;j is redundant in f i one of the following two
conditions holds:

2. R(ri;f) 6 ;, and for any p that p 2 R(ri;f),

briviirisz;  ;rni(p) is the sameas the decision
of ry. 2

By the redundancy theorem, we categorize all re-
dundant rules into upward and downward redundant
rules.

Denition 2 A rule that satis es the rst condition
in the redundancy theorem is called an upward redun-
dantrule, whereasa rule that satis es the secondcon-
dition in the redundancytheoremis called a downwad
redundantrule.

Consider the example pacet classier f in Fig-
ure 1. Rule r3 is an upward redundant rule because
R(r3;f) = ;. Let f 9 be the resulting padket classi er
by removing rule r3 from f . Then rule r, is downward
redundart in f°.

2.1. Upward/Do wnward Redundancy vs.
Backw ard/F orw ard Redundancy

Next we argue that the badkward redundant rules
de ned by Gupta in [4] form a (sometimes proper)
subset of upward redundart rules, and similarly the
forward redundart rules de ned in [4] form a (some-
times proper) subsetof downward redundart rules. In
other words, the classi cation of redundancy in [4] is
not as complete as our classi cation of redundancy in
this paper. Therefore, more rules can be removed from
a packet classi er using our de nition (of upward and
downward redundancy) without changing the function
of the padket classi er.

Let f beany padket classi er that consistsof n rules:
hrasra, ol

1. Upward redundancyvs. backward redundancy:
By Gupta's de nition, a rule r; is backward re-
dundant in f i there existsk, 1 Kk < i, suct
that M (r;) M (rg). Clearly, if @ere exists sud
k for ri, then R(ri;f) = M (r;) J!:11M(rj):;;
therefore, r; is upward redundant. Howewer, if
R(ri;f) = ;, such k may not exist. As an exam-
ple, in the padet classier in Figure 1, rule r3 is
upward redundart, but not backward redundart.
Thus r3 can be removed basedon our de nition,



but it cannot be removed basedon Gupta's de -
nition.
2. Downward redundancyvs. forward redundancy:

By Gupta's de nition, a rule r; is forward redun-
dant i thereexistsk,i < k n, suc that the fol-
lowing three conditions hold: (1) M (r;) M (ry),
(2) r; and r¢ have the samedecision, (3) for any
j that i < j < k, either M (rij)\ M (r;) =; orr;
andr; have the samedecision.Clearly, if there ex-
ists such k for rj, then for any p that p 2 R(r;;f),
the decisiontrj+y ;ris2; ;rpi(p) is the sameas
the decision of r;; therefore, r; is downward re-
dundant. Howewer, a rule may be downward re-
dundant even if there is no such k. As an exam-
ple, in the padket classi er that results from the
classi er in Figure 1 after r3 is removed, rule r,
is downward redundant, but not forward redun-
dant. Thusr, canbe removed basedon our de ni-
tion, but it cannot be removed basedon Gupta's
de nition.

3. Packet Decision Diagrams and Rules

In [3], Gouda and Liu presenied Firewall Decision
Diagrams as a useful notation for specifying rew alls.
In this paper, we extend these diagrams to specify
padket classi ers; therefore, we call the extended de-
cision diagrams Padket Decision Diagrams. Later we
shawv that Padket Decisions Diagrams play an impor-
tant role in our redundancy removal algorithms.

De nition 3 A Packet Decision Diagram (PDD) f
with a decision set DS and over elds Fi; ;Fq4 is
an acyclic and directed graph that has the following
V e properties:

1. There is exactly onenode in f that hasno incom-
ing edgesand is called the root of f. The nodes
in f that have no outgoing edgesare called termi-
nal nodesof f .

2. Each node v in f hasa label, denoted F (v), such
that

fFi;  ;Fag

F(v) 2 DS if v is aterminal node.

3. Each edgee in f has a label, denoted | (€), suc
that if e is an outgoing edgeof node v, then | (€)
is a nonempty subsetof D (F (v)).

4. A directed path in f from the root to a terminal
node is called a decision path of f . No two nodes
on a decisionpath have the samelabel.

5. The set of all outgoing edgesof a node v in f, de-

noted E(v), satis es the following two conditions:

(@) Consistency. 1(e)\ 1(e%) = ; for any two
distinct edgese and €°in E(v),

if v is a nonterminal node,

S
(b) Completeness e2E(v) | (e) = D(F(v)) 2

Figure 4 shavs an example of a PDD with a deci-
sion setf a;dg and over the two elds F; and F,, where
D(F1) = D(F2) = [1;100]. In the examplesof this pa-
per, we employ the decisionset fa;dg, where\a" rep-
reserts \accept” and\d" represets \discard".

[1;19]
[51; 100]

Figure 4. A packet decision diagram

A decision path in a PDD f is represened by
(vier  Vk&Vk+1) Where v is the root of f, w1
is a terminal node of f, and eadh g is a directed
edgefrom node v; to node v;+; in f. A decisionpath
(vie1  Vk&Vk+1) in aPDD de nes the following rule:

F125 " NFn2Sh b F(vk+1)
where

% I(g) if thereis a nodev; in the decision
path that is labelled with eld Fj,
Si =
5 D(F)

if no nodesin the decisionpath is
labelled with eld F;j.

For a PDD f, we use S; to represen the set of all
the rules de ned by all the decisionpaths of f . For any
padket p, there is one and only onerule in S; that p
matches becauseof the consistencyand completeness
properties of the PDD f ; therefore, f maps p to the
decisionof the only rule that p matchesin S;. We use
f (p) to denote the decisionto which a PDD f maps
a packet p. A PDD f and a sequenceof rules f ° are
equivalert, denoted f f0 i for any padket p, the
condition f (p) = f Yp) holds.

Givena PDD f, any padket classi er that consistsof
all the rulesin S; is equivalert to f . The order of the
rules in such a padet classi er is immaterial because
there are no overlapping rules in S; .

Given a sequenceof rules, in section 4 we will see
that an equivalent PDD is constructed after all the up-
ward redundant rules are removed by the upward re-
dundancy removal algorithm.

In the processof detecting and removing downward
redundant rules, the data structure that we maintain
is called a standard PDD. A standard PDD is a spe-
cial type of PDD where the following two additional
conditions hold:



1. ead node has at most one incoming edge(i.e., a
standard PDD is of a tree structure),

2. eadh decision path corntains d nonterminal nodes,
and the i-th node is labelled F; for ead i that
1 i d(i.e., eat decisionpath in a standard
PDD is of the form (vieivoe,  Vg€qVg+1 ) Where
F(vj)= Fj foreadhithat 1 i d).

An example of a standard PDD is in Figure 4.

In the processof chedking upward redundart rules,
the data structure that we maintain is called a partial
PDD. A partial PDD is a diagram that may not have
the completenessroperty of a standard PDD, but has
all the other properties of a standard PDD.

We use S; to denote the set of all the rules de ned
by all the decisiongaths in a partial PDD f . For any
packet p that p2 ,5 M(r), there is one and only
onerule in S¢ that p matches,and we usef (p) to de-
note the decision of the unique rule that p matchesin
f.

Given a partial PDD f and a sequenceof rules
bri;ro;  ;rgi that may be not comprehensie, we say

f is equivalent to try;ry;  ;rgi i the following two
conditions hold:
S Sy
1. o5 M(r)= o M(ri),

S
2. for any packet pthat p2 —,5 M (r), f(p) is the
sameasthe decisionof the rst rule that p matches
in the sequenceary;ry;  ;rii.

An example of a partial PDD is in Figure 8.

4. Removing Upward Redundancy

In this section, we discusshow to remove upward re-
dundant rules. By de nition, a rule is upward redun-
dant i its resolvingsetis empty. Therefore,in order to
remove all upward redundart rules from a padket clas-
sier, we needto calculate resolving set for ead rule
in the padket classi er. The resolving set of ead rule
is calculated by its e ectiv e rule set. An e ectiv e rule
set of arule r in a padket classier f is a set of non-
overlapping rules where the union of all the matching
setsof theserulesis exactly the resolvingsetof rule r in
f . More precisely an e ectiv erule setof arule r is de-
ned asfollows:

De nition 4 Let r be arule in a pacet classier f.
A setof rules frf;r2; ;r2gis an e ective rule set of
r i the following three conditions hold:

s
1L R(r;f)= ", M(r9,
2. M@\ M) = forl i< Kk,

3. r?and r have the samedecisionfor 1 i k. 2

For example, consider the packet classier in Fig-
ure 1. Then, fF; 2 [1;50]! acceptgis an e ectiv erule
set of rule rq, fF; 2 [51;,90]! discardg is an e ec-
tive rule setof rule ry, ; is an e ectiv e rule set of rule
rs, and fF; 2 [91;,100]! discardg is an e ectiv e rule
set of rule r4. Clearly, oncewe obtain an e ectiv e rule
setof arule r in a pacet classi er f, we know the re-
solving set of the rule r in f, and consequetly know
whether the rule r is upward redundart in f . Note that
by the de nition of an e ectiv e rule sets, if one e ec-
tive rule set of a rule r is empty, then any e ective
rule set of the rule r is empty. Theorem 5 straightfor-
wardly follows from the above discussion.

Theorem 5 A rule r is upward redundart in a padket
classieri an e ectiverule setofr is empty. 2

Basedon Theorem 5, the basic idea of our upward
redundancy removal algorithm is as follows: given a
pacet classier hry;ry;  ;rni, we calculate an e ec-
tive rule set for ead rule from ry to r,. If the e ec-
tive rule set calculated for a rule r; is empty, then r;
is upward redundant and is removed. Now the prob-
lem is: how to calculate an e ectiv e rule set for eah
rule in a padket classi er?

An e ectiv e rule set for ead rule in a packet clas-
sier is calculated with the help of partial PDDs.
Consider a padket classier that consists of n rules
hri;ra;  ;rpi. Our upward redundancy removal algo-
rithm rst builds a partial PDD, denoted f,, that is
equivalent to the sequencelrii, and calculates an ef-
fective rule set, denoted E4, of rule r;. (Note that E;
cannot be empty becauseM (r1) 6 ;; therefore,r, can-
not be upward redundart.) Then the algorithm trans-
forms the partial PDD f; to another partial PDD, de-
notedf ,, that is equivalent to the sequencdr 1;r»i, and
during the transformation processcalculatesan e ec-
tiverule set, denotedE, of rule r,. The sametransfor-
mation processcortinuesuntil we reac r,. When we
nish, an e ectiv e rule setis calculated for ead rule.

Here we usef; to denote the partial PDD that we
constructed from the rule sequencdr;r,;  ;rji, and
E; to denotethe e ectiv erule setthat we calculated for
rule r;. By the following example, we shaw the process
of transforming the partial PDD f; to the partial PDD
fi+1, and the calculation of E;., . Considerthe padket
classi er in Figure 5 with the decision set f a;dg and
over elds F; and F,, whereD(F1) = D(F2) = [1; 100].
Figure 6 showns the geometric represenation of this
padcet classi er, where ead rule is represerted by a
rectangle. From Figure 6, we can seethat rule r3 is up-
ward redundant becausers, whosearea is marked by
dashedlines, is totally overlaid by rulesr; andr,. Later
we will seethat the e ectiv e rule set calculated by our
upward redundancy removal algorithm for rule r3 isin-
deedan empty set.



ri: (F12[20,50])" (F, 2 [35;65]) !
ro: (F12[10,60])" (F2 2 [15;45]) !
rs: (F1 2 [30,40])" (F, 2 [25;55]) !
rq: (Fp2[1;100)" (F2 2 [1;100])!

[o N I e R )

Figure 5. A packet classi er of 4rules
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Figure 6. Geometric representation of the rules
in Figure 5

Figure 7 shows a partial PDD f; that is equivalert
to hr1i and an e ectiv e rule set E; of rule ry. In this
gure, we usev; to denote the node with label F1, e;
to denotethe edgewith label [20; 50], and v, to denote
the node with label F,.

E; = fF; 2 [20;50] " F, 2 [35;65] ! ag

Figure 7. Partial PDD f 1 and an e ective rule set
E, of rule ry in Figure 5

Now we shov how to append rule r, to f; in or-
der to get a partial PDD f, that is equivalent to
hr1;roi, and how to calculate an e ective rule set
E, of rule r,. We rst compare the set [10; 60] with
the set [20; 50] labelled on the outgoing edge of v;.
Since [10;60] [20;50] = [10;19][ [5160], r, is the

rst matching rule for all packets that satisfy F; 2
[10;19][ [51;60]" F» 2 [15;45], so we add one outgo-
ing edgee to vi, where e is labeled [10; 19][ [51; 60]
and e points to the path built from F, 2 [15;45]! d.
The rule de ned by the decision path corntaining e,
F1 2 [10,19] [5L 60" F, 2 [15;45]! d, shouldbe put
in E, becausefor all padkets that match this rule, r,
is their rst matching rule. Because[20;50] [10; 60],
r, is possibly the rst matching rule for a padket that
satises F; 2 [20;50]. So we further compare the set
[35; 65] labeled on the outgoing edgeof v, with the set
[15; 45]. Since[15;45] [35;65]= [15; 34], we add a new
edgee’ to v,, where €° is labeled [15; 34] and €° points
to a terminal node labeled d. Similarly to what we did
to the new edge added to node v;, we add the rule,
F1 2 [20;50]" F, 2 [15;34] ! d, de ned by the deci-
sion path cortaining the new edgee® into E,. The par-
tial PDD f, and an e ective rule set E, of rule r, is
shown in Figure 8, where E, consistsof the two rules
de ned by the two new edgese and €° that we add to
the partial PDD f, in Figure 7.

E, = fF; 2 [10;19][ [51;60]~ F, 2 [15;45] ! d
F1 2 [20;50] A F, 2 [15;34] ! dg

Figure 8. Partial PDD f, andane ective rule set
E, of rule r, in Figure 5

Let f be any padket classier that consists of n
rules: try;rp;  ;rpi. A partial PDD that is equiv-
alent to hrii is easy to construct. Assuming r; is
(F12S)M(F22S)r N (Fg2 Sy)! hdecisioni.
Then the partial PDD that consistsof only one path
(vie1v2€;  VgeyVa+1 ), Where F(vi) = Fj and I (e) =
Siforl i dandF(vg+1) = Hhdecisioni, is equiva-
lent to hr1i. We denotethis partial PDD by f 1, and call
(vie1vae,  VgeqVg+1 ) the path that is built from rule
(Fl 2 Sl) A (F2 2 Sg) A A (Fd 2 Sd) I hdecisioni.

Suppose that we have constructed a partial PDD
fi that is equivalent to the sequencelry;ry; ;rji,
and calculated an e ectiv e rule set for eah of these
i rules. Let v be the root of f;, and assumev has k
outgoing edgese;;e;; ;e. Let rule riz; be (Fy 2
S)N(Fp 2 Sp)» N (Fg 2 Sq) ! hdecisioni. Next
we considerhow to transform the partial PDD f; to a
partial PDD, denotedf.; , that is equivalent to the se-



quencehry;ryp;  ri;ri+1 i, and during the transforma-
tion process,how to calculate an e ectiv e rule set de-
noted Eij.q, for rule rij4; .

First, we examine whether we needto add another
outgoingedgeto v. If S; (I(e))[ 1(e)[ [ 1(e&)) 6
;, we needto add a new outgoing edgeex+; with la-
belS; (I(e))[ I(e)[ [ !1(e)) to v. This is because
any padcet, whoseF; eld satisesS; (I (e)[ 1(ex)]

[ 1(e)), does not match any of the rst i rules,
but matchesr;,; provided that the padket also satis-
es (F22 So)M(Fz2 S3) M(Fq 2 Sg). The newedge
e&+1 points to the root of the path that is built from
(F2 2 Sz) A (F3 2 S3) A A (Fd 2 Sd) I hdecisioni.
Theruler, (F12 S, (I(e))[ I(e2)[ [1(&))"(F22
S)N M(Fg 2 Sy)! hdecisioni, de ned by the deci-
sion path containing the new edgeex+; hasthe prop-
erty M(r)  R(ri+1;f). Therefore, we add rule r to
E;.

Second,we compare S; and | (g) for each j (1
j k) in the following three cases:

1. S\ I(g) = ;: In this case,we skip edgeeg; be-
causeany packet whosevalue of eld F; isin set
| () doesn't match rj,s .

2. S\ I(g) = I(g): In this case,for a padcket p
whosevalue of eld F, isin setl (g), the rst rule
that p matchesmay be oneof the rst i rules, and
may berule ri41 . Sowe append (F2 2 Sp) ™ (F3 2
S3) A N (Fg 2 Sq) ' hdecisioni to the sub-
graph rooted at the node that g points to in a
similar fashion.

3.S:1\ I(g)6; and S;\ 1 (g) 6 1(g): In this case,
we split edgee into two edgese’with label | (g)
S; and e”with label | (g)\ S;. Then we make two
copiesof the subgraphrooted at the node that ¢;
points to, and let e and e”°point to onecopy ead.
Thus we can deal with €° by the rst case,and e*
by the secondcase.

In the processof appendingrule ri.; to partial PDD
fi, eadh time when we add a new edgeto a node in fj,
the rule de ned by the decision path cortaining the
new edgeis addedto E;.; . After the partial PDD f; is
transformed to fi.y1, the rulesin E;;; satisfy the fol-
lowing three conditions: (1) the union of all the match-
ing sets of these rules is the resolving set of r;.; ac-
cording to the transformation process,(2) no overlap-
ping among these rules by the consistencyproperties
of a partial PDD, (3) all theserules have the samede-
cisionasrj;+; accordingto the transformation process.
Therefore, Eij+1 is an e ectiv e rule set of rule rj+1 .

By applying our upward redundancy removal algo-
rithm to the padket classi er in Figure 5, we get an ef-
fective rule setfor ead rule asshown in Figure 9. Note
that E3 = ;, which meansthat rule r3 is upward re-
dundant, thereforers is removed.

1:E, = fFy, 2 [20;50]" F; 2 [35;65] I ag;

2:E,=fFy 2 [10:19][ [5160]" F, 2 [1545] ! d
F1 2 [20;50]" F, 2 [15,34] I dg;

3:E3=3;

4:E4= f

F12 [L9][ [61100]* F, 2 [1;100] I d
F1 2 [20,29][ [4150]" F» 2 [1;14][ [66;100]! d
F. 2 [30;,40]" F, 2 [1;14][ [66;100] I d
F. 2 [10,19][ [5160]" F, 2 [1;14][ [46,100] d

Figure 9. E ective rule sets calculated for the
packet classi er in Figure 5

The pseudaode for removing upward redundarnt
rules is in Figure 10. In the algorithm, we use e:t to
denote the node that edgee points to.

Up ward Redundancy Remo val Algorithm

input  : A packet classi er f that consists of n rules
brara Srni

output : (1) Upward redundant rules in f are removed.
(2) An e ectiv erules setfor each rule is calculated.

1. Build apath from rule r1 and let v bethe root;

E1 = frig;
2.for i:= 2to ndo
1) Ei =3,
(2) Ecal (v; i; ri);
3) if E;j = ; then remover;;

Ecal (v; i; (Fj 2 §) " N(Fg 2 Sg)!
*F(v)= FjandE(v) = fer; ;exg*
Lifts  (I(el) [ I'(ex)) 6 ; then
(1) Add an outgoing edgeey+; with label
S ((e))[ [ I(e))tov;
(2) Build apath from
(Fj+1 2 Sj+1)" N (Fg 2 Sg)!
and let e+, point to its root;
(3) Add the rule de ned by the decision path
containing edgeex+; to Ej;

hdecision i )

hdecision i,

2.if j < dthen
for g:= 1to kdo
if 1(eg) Sj then
Ecal (eg:t; i; (Fj+1 2 Sj+1)* " (Fg 2 Sq)
I hdecisioni );

else if I (g)\ S;j 6 ; then

(1) 1(eg) = I(eg) Sj;

(2) Add one outgoing edgee with label
I(eg)\ Sjtov;

(3) Replicate the graph rooted at eg:t, and
let e points to the replicated graph;

(4) Ecal (ext; i; (Fj+1 2 Sj+1 )"

N(Fg 2 Sq) ! hdecisioni );

Figure 10. Upward Redundancy Removal Algo-
rithm




5. Removing Downward Redundancy

One particular advantage of detecting and remov-
ing upward redundart rules before detecting and re-
moving downward redundart rulesin a padet classi er
is that an e ectiv e rule set for ead rule is calculated
by the upward redundancy removal algorithm; there-
fore, we can usethe e ectiv e rule set of a rule to ched
whether the rule is downward redundart. The e ec-
tive rule setE; calculated for rule r; in a padket classi-
er f isimportant in cheking whether r; is downward
redundant becausethe resolving set of r; in f can be
easily obtained by the union of the matching set of ev-
ery rule in E;.

Our algorithm for removing downward redundart
rules is basedthe following theorem.

Theorem 6 Let f be any padket classier that con-
sists of n rules: hry;ry;  ;rpi. Let f; (2 i n)
be a standard PDD that is equivalent to the sequence
of rules hri;ris1; ;rni. The rule r; 1 with an ef-
fective rule set E; 1 is downward redundart in f i

for each rule r in E; ; and for eadh decision path

(vie1vo€e,  VgeqVg+1 ) in fj whererule r overlaps the
rule that is de ned by this decisionpath, the decision
of r is the sameasthe label of the terminal node vg+1 .

Pro of Sketch: Since the sequence of rules
bri;ris1; ;rni is comprehensie, there exists a stan-
dard PDD that is equivalert to this sequenceof rules.
By the redundancy theorem, rule r; ; is downward re-
dundant i for eadh rule r in E; ; and for any p that
p2 M(r), hri;ris1; ;rni(p) is the sameasthe deci-
sion of r. Therefore, Theorem 6 follows. 2
Now we considerhow to construct a standard PDD
fi,2 1 n,that isequivalent to the sequenceof rules
hri;ri+1; ;rpi. The standard PDD f, can be built
from rule ry, in the sameway that we build a path from
arule in the upward redundancy removal algorithm.
Suppose we have constructed a standard PDD
fi that is equivalent to the sequence of rules
hri;riz1; ;rni. First, we chedk whether rule
ri 1 is downward redundant by Theorem 6. If rule
ri 1 is downward redundart, then we remove r;, re-
name the standard PDD f; to be f; ;, and con-
tinue to chedk whether r; , is downward redundart.
If rule rj 1 is not downward redundant, then we ap-
pend rule r; ; to the standard PDD f; suc that
the resulting diagram is a standard PDD, de-
noted f; 1, that is equivalent to the sequence of
rules hry 1;ri; ;rni. This procedure of transform-
ing a standard PDD by appending a rule is similar to
the procedureof transforming a partial PDD in the up-
ward redundancy removal algorithm. The above pro-
cesscortinues until we reach ry; therefore, all down-
ward rules are removed. The pseudaode for detecting

and removing downward redundant rules is in Fig-
ure 11.

Applying our downward redundancy removal algo-
rithm to the padket classi er in Figure 5, assumingr
has beenremoved, rule r, is detected to be downward
redundant, thereforer is removed. The standard PDD
in Figure 4 is the resulting standard PDD by append-
ing rule r; to the standard PDD that is equivalent to
brai.

Down ward Redundancy Remo val Algorithm

input  : A packet classier hrq;rp ; 'ni where
each rule ri hasan e ectiv erule setE;.

output : Downward redundant rulesin f are removed.

1. Build apath from rule r and let v bethe root;
2.for i:=n 1to 1do
if IsDo wn wardRedundan
then remover;;
else App end (v; ri );

t(v; Ej) = true

IsDo wn wardRedundan
1.for j := 1to mdo
if Ha veSameDecision (v; rjo) = false then
return (false);
2.return (true );

t(v; E)FE=1rd  rlgv

HaveSameDecision (v; (Fi 2 S;)~ " (Fq 2 Sy)
I hdecisionii )
*F(v)= Fpand E(v) = fes;
1.for j := 1to kdo
if 1(g)\ Si 6 ; then
if i < dthen
if HaveSameDecision (g:t; (Fi+1 2 Sj+1)
A N (Fg 2 Sq) ! hdecisioni ) = false
then return (false);
else
if F(ej:t) 6 hdecisioni then return (false),
2.return ( true );

ek g/

App end (v; (Fj 2 §;)» N (Fg 2 Sq) ! hdecisioni )
*F(v)= FiandE(v) = fer; ;exg*
if i < dthen
for j:= 1to kdo
if 1(g) Sjthen
App end (g :t; (Fisz 2 Si+1 )" "N (Fg 2 Sq)

I hdecisioni );
else if 1(g)\ S;j 6 ; then
1) 1(e) = 1(g) Si;
(2) Add one outgoing edgee with label
I(g)\ Sjtov;
(3) Replicate the graph rooted at g; :t, and
let e points to the replicated graph;
(4) App end (eit; (Fi+1 2 Sj+1 )"
N(Fgq 2 Sq) ! hdecisionii );
else /*i = d*/
(1) for j := 1to kdo
(@ I(g):=1(g) Si;
(b) if 1 (g) = ; then removeedgee; and nodee; t;
(2) Add one outgoing edgee with label S; to v,
create aterminal node with label hdecision i,
and let e point this terminal node;

Figure 11. Downward Redundancy Removal Al-
gorithm




6. Exp erimen tal Results

In this section, we evaluate the e ciency of the up-
ward and downward redundancy removal algorithms.
In the absenceof publicly available padket classi ers,
we create synthetic padket classi ers that embody the
important characteristics of real-life padcet classiers
that have beendiscovered sofar in [4, 11].

We implemented the algorithms in this paper in
SUN Java JDK 1.4 [6]. The experiments were carried
out on one SunBlade 2000 machine running Solaris 9
with 1Ghz CPU and 1 GB memory. The averagepro-
cessingtime for removing all upward and downward
redundarnt rules from a padket classi er versusthe to-
tal number of rules in the padet classi er is shawn in
Figure 12. We can seethat our redundancy removal al-
gorithms are e cien t. For example, it takes lessthan
3 secondsto remove all the redundant rules from a
padket classi er that hasup to 3000rules, and it takes
lessthan 6 secondsto remove all the redundant rules
from a padket classi er that hasup to 6000rules.

)
© S
T

Redundancy Removal (sec)

L L L L L
1000 1500 2000 2500 3000 3500
Number of rul

Figure 12. Average processingtime for removing
all (b oth upward and downward) redundant rules
vs. Total number of rules in a packet classi er

7. Concluding Remarks

We make three major cortributions in this paper.
First, we proposeto remove all redundant rules from a
padket classi er beforea padket classi cation algorithm
starts building data structures from the rules. By this
preprocessingprocedure of removing redundarnt rules,
both spaceand time for a padet classi cation algo-
rithm are reduced. Second, we give a necessaryand
su cien t condition for identifying all redundart rules,
basedon which we categorizeredundant rules into up-
ward redundant rules and downward redundart rules.
Third, we presen two e cien t graph basedalgorithms
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for detecting and removing these two types of redun-
dant rules. The experimental results shavsthat in afew
secondsour algorithms can remove all redundart rules
from a padket classi er with thousandsof rules. We be-
lieve that our redundancy removal algorithms will be a
valuable preprocessingprocedure for padket classi ca-
tion algorithms.

The results in this paper can be extendedfor usein
many systemswhere a system can be represered by a
sequenceof rules. Examples of such systemsare rule-
basedsystemsin the area of arti cial intelligence and
accesscortrol in the area of databases.In these sys-
tems, we can extend the results in this paper to re-
move redundart rules and thereby make the systems
more e cien t.
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