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Su p e r vi so r : Mo h a m e d G. Goud a

A certi� ca te is a w a y to d i st r i bu t e p ub li c k e ys o f users i n a d is t r ib uted s yst em.

F or exampl e, i n the c u rr e n t In tern e t, c erti �ca te s a r e hea vi ly u sed i n SS L/TLS for

sec u ri ng e -c ommerce. I n t h is thesi s, w e desc r i b e t h e three p hase s of a certi� c ate ,

ho w a ce r ti� c ate i s i ssued , u sed, and rev ok ed/expi red. In parti c u l a r, w e pr o p ose a

new w a y of d is t r ib uti ng ce r t i � c at es, c al led c er ti�c at e disp ersa l . C e r t i � c at e d is p e r sa l

assi g n s c erti �ca te s t o users su c h that when a user u w an t s to securel y c omm un i c at e

wi th a n o th e r u se r v i n a syste m , us e r s u and v m a y � nd o u t the p ub li c k ey of

us e r v based o n the ce r t i � c at es s t ored in u o r v . In o ther w o r ds, u se r s u and v

ha v e n o n e ed to con t ac t an y ot h e r u se r i n t h e syste m . W e de�n e di sp ersal i n t w o
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en vir o n men t s, a c erti� ca te g r a p h a n d a certi� c ate c hain set and the co sts of d i sp e r sal.

In the e n vi ronm e n t of c erti �ca te c h a i n set, co mp uti ng an optim a l di sp ersal i s NP-

co mp l e te . Ho w ev er, w e i d e n ti fy sev e r a l cl a ss e s o f c h a i n set s and ce r t i �cat e graph s

for w hi c h o p t i mal di sp ersal c an b e co mp uted i n p o l ynomi a l -time. F o r ea c h c l ass

w e p re s e n t an algo r i t h m th a t co m pu t es a n opti ma l di sp ersal . W e a l so anal yz e the

vulner a bility of c erti� ca te syste m s. An y c erti �ca te syste m su �e r fr o m i mp e r sonat i on

at ta c ks w hen a pr iv ate k ey of a us e r i s r e v ea l e d t o an a d v ers a ry . W e d e � ne t h e met r ic

ca l l e d vu ln era b i li t y that me asu res the s c op e o f damag e w hen so m e pr iv ate k eys are

rev e aled , a n d sh o w h o w d i �e r e n t c erti �ca te syste m s ha v e di �e r e n t vu ln e r a b i li ti e s.

Th e s e resu lts c an b e used to desi g n a go o d c erti �ca te s yst em that sat i s� e s sys t em

requ ir e men ts o f d isp ers a l c ost and vu l nerabi l it y .
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Chap t er 1

In t r o duc tion

Th e c oncept of p ub l ic k e y c r yptog r a p h y (a l so kn o wn a s a s ymmet r i c k ey cryp t og -

raph y) w as �r st i n tro d uce d b y D i �e and H el l ma n i n [1 4]. Th e m a i n i d e a i s t h a t

t w o k e ys w o r k as a p a i r : o n e t h a t is kno wn t o t h e pu bl i c a n d the ot h e r that i s

onl y kno w n to o n e u ser. If a messag e i s encryp t ed w i t h o n e k ey , t h e n the e n c r ypted

messag e c an b e onl y dec r ypte d b y th e o ther k e y .

If a u se r u e n c r ypts a n o n c e wi th the pu bl i c k e y of a n o ther u ser v and t h en

rece i v es t h e sa m e nonce from u ser v , then us e r u ca n b e assur e d that us e r v o wn s

the co r resp o n di n g pri v ate k ey and authen tica te u se r v . If a u ser u send s a messag e

to a n o ther user v w i t h the h a sh of thi s me s sa ge e n c r ypte d w ith the pr i v a te k ey of u ,

and th e n u ser v compu t es the sa me hash of the rec eiv ed messag e a s the dec r ypted

hash w ith the p ub l ic k ey of user u , th e n u se r v c an b e assur e d th a t u ser u ge n e r a ted

thi s messa ge. Th is encryp te d h a s h o f a m e ss a ge i s c all ed di gital si gnat u re.

M an y di stri bu te d pr o to c ol s a n d secur it y p roto c ols , b o th i n r e s e arc h a n d p rac -

tice, uti li ze s auth e n ti c at i on and di gita l si gnat u re pr o vi ded b y p ub l ic k ey cryp t og -

raph y . F o r e xamp le, e- co m merce on t h e In te r net o p erate s o n Secur e S o c k e t La y er

(SS L) , and SS L a u t h e n ti c ate s w ebsi te s u si ng pu bl i c k e y cryp to graph y . In the di s-

tri bu t ed c ompu tin g l i t eratur e , s o me repl i ca te d sta te m a c h i ne pr o to c ol s [1 0] , use
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pu bl i c k e y cryp t og r a p h y , a s w ell a s some quorum p rot o c ols [29 ].

Prot o co l s that u se authen tica ti o n a n d di gital si gnat u res base d o n pu bl ic k ey

cryp t og r a p h y requ ir e a n un derl yi ng p ub l ic k e y in fr a stru c tu re ( P KI). PKI in clu des

the i ssu ance , di stri b ution, and r e v o ca ti o n of pu bl i c k e ys: ho w to i ssu e the p ub l ic

and p ri v at e k ey f o r u se r s, ho w to d is t r ib ute (a n d sto r e ) t h e p ub l ic k eys o f u se r s, an d

ho w to rev ok e t h e pu bl i c k eys w hen t h e co rr e s p o n di ng p ri v at e k e ys a r e rev ealed t o

adv e r sa r ies. In o n e of t h e si mp l e st fo r m o f P KI, e v e r y user sto r e s the pu bl i c k e ys of

all o ther us e r s. Th i s PK I do es n o t sca l e v e r y w ell wh e n th e n um b er o f u se r s g ro ws

to mi ll i o n s, a s i n th e In t ern et . Instea d , S SL rel i e s o n a han dfu l o f p ub li c k e ys t h a t

are w ell -kno w n t o e ac h us e r to i n t r o du c e mo r e pu bl i c k e ys. T hi s in tro duction i s

don e b y a di gitall y si g n e d s t at emen t, wh i c h i s call ed a \c erti �ca te" .

A c erti �ca te c an b e un dersto o d a s a n el e ct r o n i c id e n ti �ca ti o n . A tra v eler who

w a n ts to pass the sec u ri t y c h e c k at a n y ai rp ort i n the Stat es n e eds to pr o vid e a p hot o

i den ti� c ation a l ong wi th a b o ard in g pass. The n a m e o n the b oa r di ng p a s s n e eds t o

mat c h the n a m e o n the ph o to i den t i � c at i on, a n d t h e ph o to i n the i d e n ti �ca ti o n m ust

mat c h the tra v e l er. I n ot h e r w o r ds, t h e ph o to i d e n ti �ca ti o n sta te s t h e r e l at i onsh i p

b et w e en the n a m e and the fa ce of t h e tra v e l er.

In the co n text of PK I, a certi� c ate s t at es a rel a ti o n shi p b e t w ee n a user an d

i t s co r resp o n di n g pu bl i c k e y , and i t is si gned b y a pr i v a te k e y of a n o ther u se r . W e

ca l l t h e u se r wh o si g n e d t h e certi� ca te w ith i ts pr iv ate k e y the \ i ssu e r " and t h e u ser

wh o s e p ub li c k ey i s sta te d i n the ce r t i � c at e the \ su b j e ct " of t h i s ce rti �cat e. An y

us e r w ho kno w s th e pu bl i c k ey of the i ssu er c an v e r if y th e ce r t i �cat e t o ma k e s ure

that it i s in deed s igned b y the i ssu e r . When t h e c erti �ca te i s su c cessfu ll y v eri �ed,

than t h e u se r ma y use th e k ey wri tt en i n the certi� ca te as th e pu bl i c k e y o f the

su b jec t. I n o ther w ords , th e i ssuer i n tro du ce s the p ub l ic k ey of the su b j e ct to thi s

us e r .

In SSL , most w eb br o wsers ha v e pu bl i c k eys of C e r t i � c at e Au t h o r iti e s ( C A) .
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When a cli en t w a n ts to a u t h e n ti c ate a w ebsi te , th e n the w e b si t e p ro vi des a ce r t i � c at e

to t h e cli en t that i s s igned b y a w e l l -kno wn CA. Th e cli en t u se s the p ub l ic k ey of

the C A i n the w e b b ro w se r to v e r i fy th e ce r t i �cat e, and then u se s the pu bl i c k ey i n

the certi� ca te for the su bs e qu e n t a u t h e n ti c ation p rot o co l . I n o th e r w ord s, th e CA

i n t r o du c es the pu bl i c k e y of the w ebs ite t o t h e cl ien t. In the e xamp le o f a tra v e l er

at t h e a i rp ort, a go v ern men t ( or t h e a ge n c y t h a t i ssu es a sta te i den t i � c at i on) i s

a CA. A s e cur it y p e r so n nel c an tru st t h e go v e r nmen t a n d tru st th e p hot o i n the

i den ti� c ation t o b e t h e c orrect p hoto f o r t h e name. A cl ien t c an t r ust the CA an d

tru st that the p ub l ic k ey in t h e ce r t i �cat e is the c orrect p ub li c k e y for the w ebs ite.

Ce r ti� c ate s i n PK I help wi th sca l a b i li t y . O nce the g o v ernm e n t i ssues a p hot o

i den ti� c ation, a tr a v eler ma y u se the i den ti� ca tion for m a n y t r ip s. S im il arl y , o n c e

the C A i ssu e s a certi� ca te for a w ebsi te , a w e b site m a y u se the c erti �ca te f o r man y

cli en t s. In t h e exa m pl e of SS L, a han dfu l of pu bl i c k e ys are sto red i n eac h w eb

br o wser, a n d mi l l ions of c l i e n t s ca n auth e n ti c at e t h o u sand s of w e b si t es wi th v eri � a b le

ce r t i �cat es.

U sers ma y u se more than one ce r ti� c ate t o l ea r n pu bl i c k e ys o f ot h er u sers.

F or exa mp l e , i f a u se r u iss ues a ce r t i � c at e for anot h e r user v a n d u se r v i ssu e s a

ce r t i �cat e f o r a u ser w , t h en user u can learn the p ub l ic k ey of us e r w u si ng the

t w o ce r t i � c at es is sued b y u sers u and v . Prett y Go o d Pr iv ac y (PG P ) i s an e xamp le

system wh ere more than one ce r ti� c ate can b e u se d . Th e seri e s o f c erti �ca tes i s

ca l l e d a c erti �ca te cha i n .

In a di stri bu t ed sy st em, wh e n a u se r u w an ts t o �n d the pu bl i c k e y of u se r v ,

us e r u ma y nee d to use more than one ce r ti� c ate . If there i s a ce n tral rep o s itory of

ce r t i �cat es, user u ma y q uery the rep o si to r y for c erti �cat es. Ho w e v er, it i s hard t o

mai n t ain s uc h a r e p osi t ory for a large sca l e di stri b ute d s yst em. In p a r t i cul ar, i f t h a t

system o p erat es o n a n ad-h o c n e t w ork, th e rea c habi l it y of the certi� c ate rep ository

b ec omes n o n -t r ivi al. W e pr o p ose a n o v el w a y o f d is t r ib uti ng certi� c ate s so that the
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us e r s u a n d v ca n �n d a l l t h e n ec essary ce r t i � c at es w ithout co n tac ti ng a n y other

us e r . W e ca l l thi s d is t r ib uti o n mec hani sm c er ti�c at e d i s p er sal . C e r t i �cat e di sp er-

sal mi ni mi ze s the co m m u ni ca ti o n o v e r hea d i n � nd in g ce r t i �cat es. W e p ro v e t h a t

co mp uti ng a ce r t i �cat e d is p ers a l that mi ni mi ze s t h e a v erag e n u m b e r o f ce r t i �cat es

sto r e d in a user i s NP- C o mp l e te i n ge n e r a l . The c erti �ca te d is p e r sa l is opti mal i f

the a v e r a ge n um b er o f ce r t i �cat es s t ored in a u ser is mi ni m um . W e i d e n ti fy s e v e r a l

classes o f certi� c ate systems a n d p rese n t a l go r ith ms t h a t c omp ute opti mal ce r t i � c at e

di sp ersal s fo r s uc h s yst ems i n p olyn o m ial ti me.

A ce r t i � c at e syste m ma y su �e r f rom i mp ers o n a tion at tac ks. An i mp erson-

at i o n att ac k o c cur s w hen a n adv e r sary get s hol d o f the p ri v at e k e y o f a u ser u , an d

pr e tend s t o b e u ser u b y decryp t i ng messag es e n crypted wi th the p ubl i c k ey o f u ser

u . The a d v ers a ry ca n a l so i mp ersonate a n ot h e r u ser v u si ng the pr iv ate k e y o f u ser

u as f o l l o ws. Th e adv ersary m a y crea te a new p ub l ic and p ri v a te k e y p air , and i ssue

a ce r t i � c at e wi t h t h is n e w p ub l ic k ey as if th is p ub li c k e y b elonged t o user v . W h en

a us e r w is not a w a r e t h a t th e pri v at e k ey o f u se r u i s rev ea l ed to the adv e r sa r y ,

us e r w ma y u se the ce r t i �cat e is sued b y the a d v ers a ry and l e arn t h e w ro n g p ub l ic

k e y . When user w sends an y messag e to us e r v that i s encryp t ed wi th t h e wrong

pu bl i c k e y , th e a d v ers a r y ca n in terce p t the m e ss a ge and l ea rn its co n te n t.

In Ch a p t er 4, w e d e � ne a met r ic c al led \vul nerabi l i t y" of a c erti �ca te sys t em

wh i c h mea su re the p ote n ti a l d a m a ge from i mp e r so n a ti o n att ac ks. W e also id e n ti fy

wh a t p rop erti e s o f th e ce r t i � c at e system a� ect vu l nerabi l it y . The analys is of the

i n t eract i o n b et w e en t h e se p rop e r t i e s g i v e s gui d e l i nes on d e s igni n g a g o o d ce r t i � c at e

system.

A ce r t i �cat e h a s a l i fet i me i n a PK I. It is crea te d b y the i ssu er, i s used b y

us e r s w ho k no w the pub l ic k ey o f the i ssu er, and d i e s wh e n it is r e v o k e d o r expi r e s.

In th e next c h a p te r , w e d e � ne a c erti �cat e an d a ce r t i �cat e syst em more fo r ma l l y

i n t h e o r der of t h e se ev e n ts. In C hapte r 3. 1, w e d e � ne ce r t i � c at e d i sp e r sa l an d
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expl a i n ho w a d is p e r sa l ca n b e co m pu t ed f o r a n y ce r t i � c ate system, and ho w t o

co mp ute an op t i mal di sp ersal for so m e c l a s se s o f ce r t i � c at e sys t ems. In Ch a p t er 4 ,

w e con t i n u e b y analyzi ng p o ten t i al vu ln erabi l iti e s of ce r t i � c at e syste m s. F i n a l l y w e

di scus s r e l at ed w ork a n d co n c l ud e w ith fu t u re di rec ti o n s.
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Chap t er 2

Certi�cates and Certi�cat e

Sys t em s

W e co n si der a syste m wh ere u se r s w oul d l ik e to send messag es se cur e l y t o other

us e r s. A u se r who w o u ld li k e to send a sec u re me s sa ge i s ca l l e d a so ur c e a n d a u ser

wh o i s in tend e d to r e ceiv e su c h a m e ssage i s call ed a dest i n atio n .

In the In ternet, i t i s c ommon t h a t one so u rce ma y wi sh t o send messa ges t o

man y destin a ti o n s. F or exa m pl e , a sou rce Al ice m a y wi sh to se n d h e r c r e d it ca r d

n u m b er se cur e l y to sev eral destin a ti o n sh o p pi ng si te s , s a y Amaz on.co m, eB a y .c om,

and p ri ce l i ne.c om. Th e s e cur e co m m u ni ca ti o n b e t w ee n a sour c e and a desti nat i on

i s p rot ect ed b y encryp t i n g e ac h e xc h a n ge d messag e w ith a shared k ey onl y kno w n

to the sou rc e a n d d e sti nat i on.

In th is syste m, e ac h u ser u , w het h e r sour c e or d e sti nation, h a s a pri v at e

k e y r k

u

an d a pu bl i c k ey bk

u

. I n o r der fo r a s o u rce u to sh a r e a k e y sk wi t h a

desti nat i on v , u encryp ts k ey s k u si ng t h e p ub li c k ey bk

v

o f v a n d send t h e r e su l t ,

den o te d bk

v

f sk g , to v . On ly v can dec r ypt th is messag e a n d o b t ai n k ey sk sh ared

wi th u . T hi s sce n a r i o nece ss ita tes t h a t u kno w s t h e p ub l ic k ey bk

v

of v . In t h e ab o v e

exa mp l e , Ali ce needs to kno w th e pu bl i c k e ys of A m a zo n , eB a y , a n d pr iceli n e .
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If a user u kno w s th e pu bl i c k e y bk

v

of a n o th e r u se r v i n t h e n e t w ork, then u

ca n i ssu e a c erti �ca te, c al led a c erti �ca te fr o m u to v , t h at id e n t i �es t h e pu bl i c k ey

bk

v

o f v . Thi s ce r t i � c at e ca n b e used b y an y user that kn o ws the pu bl i c k ey of u t o

fu rther a cqu ir e the p ub l ic k ey o f v .

A ce r t i � c at e from u to v is of t h e fol lo w i ng form :

< u; v ; bk

v

> r k

u

Th i s ce r t i � c at e i s si g n e d u si ng the p ri v a te k e y r k

u

of u , and i t i ncl ud e s t h ree i t ems:

the i d e n ti t y o f the certi� ca te i ssu e r u , the i d e n ti t y o f the certi� ca te su b ject v , an d

the p ub l ic k ey of t h e ce r t i �cat e s ub je ct bk

v

. An y u ser t h a t kno w s the pu bl i c k ey

bk

u

o f u c an use bk

u

to obtain the pu bl i c k ey bk

v

o f v from the ce r t i � c at e fr o m u t o

v . Not e t h a t when a user o b ta i ns the pu bl i c k e y bk

v

of us e r v from the certi� c ate ,

the us e r not o n ly �n ds o u t w hat bk

v

is , b ut al so a cqui res a p ro o f that bk

v

i s in deed

the p ub l ic k ey o f u se r v .

A c erti �ca te has a li fetim e . Th e i ss uer i ssu e s t h is c erti �ca te, users use thi s

ce r t i �cat e to � nd the pu bl i c k ey of the su b jec t, a n d th e i ssu er ma y rev ok e thi s

ce r t i �cat e or t h e ce r t i �cat e m a y expi re. W e wi l l di scus s the � rst t w o ph a ses i n more

deta i l s b e l o w. ( T he r e v o ca ti o n step wi l l b e d i sc u ssed i n Sect i on 3 .6. )

2. 1 Ce rti �cat e Issuance

T o iss ue a certi� ca te < u; v ; bk

v

> r k

u

, t h e iss uer u m u st tak e the fo l l o wi n g thr e e

ste p s.

i. F i n d th e pub l ic k ey bk

v

of u se r v : In thi s st ep , u se r u n e eds to m a k e sur e t h a t

t h e k e y bk

v

i s the c orrect pu bl i c k e y of user v .

i i. Compu t e the hash ( messag e di ge s t ): In th is s t ep, u ser u asse m b les al l the

in formation t h at wi l l b e i nclu ded i n t h e ce r t i �cat e, in add i t i on t o the id e n ti t y

7



o f the is suer u , the id e n ti t y o f the sub jec t v , and t h e p ub li c k ey bk

v

o f u se r v .

F or e xamp le, t h e ce r t i � c at e ma y in clu de t h e expi ration d a te of t h i s certi� c ate ,

a n d the n a m e of th e hash fu nction that i s used to co mp ute th is h a sh .

i i i. Encryp t the c ompu te d h a sh wi t h th e pr iv a te k ey r k

u

: In th is ste p , user u

e n c r ypts t h e co mp uted hash wi th t h e pr iv a te k ey so t h at a n y user wh o kno ws

t h e pu bl i c k e y o f us e r u c an v eri fy t h a t no adv e r sa r y ta m p e r e d w ith thi s

c erti �ca te.

A m o n g t h ese thr e e s t eps the h a r dest s t ep i s t h e �r st one, to �n d the p ub l ic

k e y of a n o ther user in the sys t em. T w o d i �e r e n t t yp es of users ma y ta k e thi s

c h a l l e n g e.

i. Certi� ca te Authori t y: A Certi �ca te Au t h o r it y (CA) i n a syst em �n ds the

c orr e ct pu bl i c k ey of other users a n d iss ues ce r t i � c at es fo r them. I n s o me

c ases, a CA e v en g enerate s the pu bl i c and p ri v at e k ey fo r other us e r s an d

a ss igns pr iv ate k e y s t o them. Th e r e c an b e m ul ti pl e CAs i n th e s yst em, an d

e ac h u se r ma y ha v e m ul tip l e CAs i ssue c erti �ca tes f o r the sa m e pu bl i c k e y .

i i. An y us e r : An y u ser i n a syste m �n ds t h e c orr e ct pu bl i c k ey of ot h er u se r s

a n d i ssu e s ce r t i �cat es for t h e m . Mo st t i mes su c h �n di n g rel ies o n v eri �cat i on

o n a n o�i ne c han nel, for exa m pl e so c i al con t ac ts. A user ma y i ssu e as man y

c erti �ca tes as he o r sh e wi sh e s , so e v e r y u ser ma y ha v e d i�eren t n u m b e r of

c erti �ca tes i ssu ed for hi msel f or h e r se l f.

N ote that � nd in g th e co r rec t pu bl i c k e y of a u se r is m o r e than � nd in g the

pu bl i c k ey that m a tc hes a g i v e n pr iv ate k e y . More im p o r t an t l y , th e i den ti t y i n

the c erti �ca te iss ued for a c ertain pu bl i c k ey shoul d ma tc h t h e r e al o wn e r o f the

co r resp o n di ng pr i v a te k e y . F or exa m pl e, r e ce n tl y t h ere w as a certi� ca te i ssu e d for

Mo u n t ai n Ameri ca Credi t Uni on i n Ut ah b y Equi fax S e cur e I nc. , wh i c h i s a d i vi-

si o n o f th e w e l l -kno w n c r e d i t r e p ortin g b ur e au Equ i fa x, no w p a r t of the c ompan y
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Ge ot r ust. Ge ot r ust c u rr e n tl y hold s a r o u nd 2 5% o f the mark e t share in SS L c er-

ti� c ate is suance bu si ness. It t u rn e d out th a t the p ub l ic k e y i n t h is ce r t i �cat e d i d

not b elong to t h e c l a i med M ou n t ain Ameri ca cred it u ni o n , bu t t o an att ac k er who

co l l e ct ed c r e d i t c ard n u m b ers from Moun ta i n Ameri c a credi t un i o n ac co u n t hol ders.

(The det ai ls ca n b e found in [26 ].) Reiter a n d Stub bl ebi ne [ 34] note d that there

sh o u ld b e o � in e v e r i� ca ti o n i n ce r t i � c at e is suance.

2. 2 Ce rti �cat es to �nd pub li c k eys

Th e certi� ca te s i ssu ed b y d i�eren t users i n a n e t w ork ca n b e r e p resen t ed b y a d i-

rect ed graph , ca l l ed the c ert i�c at e gr aph of the net w o r k. Eac h n o d e i n th e ce r t i � c at e

gra p h repr e sen ts a user in the n e t w ork. Eac h di r e ct ed e d g e fr o m no d e u to n o de v

i n the certi� c ate g r a p h rep rese n ts a ce r t i � c at e from u to v in t h e n e t w ork.

Fi g u re 2 .1 : A ce r ti� c ate g r a p h of Al i c e a n d Bo b

F i g . 2 .1 sh o ws a ce r t i � c at e g r a p h for a net w o r k w ith t w o s o u rce s, Al i c e an d

Bo b , and s ix destin a ti o n s, Ama zo n , e Ba y , p ri c el i ne, Amex, V i sa, a n d D i sco v er.

Ac cordi n g to t h i s g rap h,

Ali ce i ssues three certi� c ate s

( Al ic e , A m a z on ) , ( Al ice , e B ay ), and ( Al i ce , pr ic el ine ) , a n d

B ob i ssu e s thr e e certi� ca te s

( B ob , Amex ) ,( B ob , V isa ), an d ( B ob , D iscov e r )

A mo r e e � c i en t w a y to s up p o rt s e cur e c omm un icat i on b et w ee n the sour c es
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and the d e s t i nations i s to i n tro du ce so m e in termedi ari e s b et w e en t h e sour c es an d

the d e sti nations. T he n u m b e r of i n tro d uce d i n te r medi a r i e s i s m u c h small er t h a n the

n u m b er o f sources and the n u m b e r of d e sti nat i ons. Eac h in termedi ary has i ts o w n

pu bl i c and p ri v at e k ey pair . T he so u rce s kn o w t h e p ub li c k eys of i n t erm e d iari es an d

the i n te r medi a r i e s i ssu e c erti �cat es o f the pu bl i c k eys o f the destin a ti o n s. F or e x a m-

pl e, t w o in termedi ari e s , n ame l y V eri Si g n and C e r t Pl u s, c an b e i n t r o du c ed b e t w een

the t w o so u rces and t h e si x destin a ti o n s in F i g. 2. 1. T he r e su l t i s t h e ce r t i � c at e

gra p h i n Fi g . 2 .2 .

Visa Discover

CertPlus

Amazon eBay priceline Amex

VeriSign

BobAlice Carol sources

intermediaries

destinations

Fi g u re 2.2 : A ce r t i � c at e g r a p h wi th i n t ermed iari es

A cco rd i ng to the ce r ti� c ate graph i n Fi g . 2.2 , Al i c e n e eds t o i ssu e onl y one

ce r t i �cat e t o V eri Si gn and Bob n e eds to i ssu e onl y one certi� ca te to C e r t Pl u s. Al i c e

ca n th e n use t h e t w o c erti �ca tes ( Al ic e , V e r iS i g n ) a n d ( V er iS ig n ; Amaz on ) t o

obta i n th e p ub li c k ey bk

Am az on

, a n d so ca n se cur e l y send messag es t o Amaz on.

Al so , Bo b c an u se t h e t w o ce r t i �cat es ( B ob; C er tP l us ) and ( C er tP l us ; V isa ) t o

obta i n the pu bl i c k ey bk

V isa

, a n d then ca n securel y se n d messag es t o V i sa.

F o r Al ice t o u se t h e c erti �ca te ( V er iS ig n; Amaz on ), Ali ce n ee d s to v eri fy

the certi� ca te �r st th ro u g h t h e fol lo w i ng fou r st ep s.

i. F i n d the pu bl i c k ey o f V eri Si g n : I n thi s exa m pl e , Ali ce al rea d y has a k ey t h a t

she b e l i e v es to b e t h e correct pu bl i c k e y of V eri Si gn, i n c erti �ca te ( Al ic e; V er i S ig n ) .

i i. Compu t e the hash (messag e di g est) : Al i c e c omp ute s th e h a sh o f al l the i nfor-

mat i o n in c l u ded i n ce r t i �cat e ( V er iS i g n; Amaz o n ).

i i i. D ec r ypt t h e i ncl ud e d h ash wi th t h e p ub li c k ey of V eri Si gn: Al i c e dec r ypts
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t h e in clu ded hash in ce r t i � c at e ( V e r i S ig n; A m a z on ) w i t h the pu bl i c k ey of

V eri Si gn i n c erti �ca te ( Al ic e; V er iS ig n ) .

iv. Compare the t w o h a s hes: Al i c e c omp a r e s th e t w o hash e s f ro m t h e se co n d an d

t h i rd steps. If t h e s e t w o h a sh e s matc h, thi s c erti �ca te ( V e r iS i g n; Amaz on ) i s

succe ssf ul l y v eri �ed.

A s fa r a s th e v e r i� ca tion is conce r ned, t h e iss uer co u ld encryp t the wh o l e c er-

ti� c ate wi t h i ts p ri v at e k e y . H o w ev er, th e pu bl i c k ey d e cryp t i on is co mp utat i o n a l l y

exp e n si v e, so i t is e asi e r t o c omp ute th e h a sh o f a ce r t i � c at e and dec r ypt jus t the

i ncl ud e d h a sh r a th e r than decrypti ng th e wh o l e ce r t i � c at e. Mo reo v e r , si n c e h a s h

fu nct i ons are o n e w a y , u se r s c an b e a ssu red that u si ng t h e h a sh in ste ad of t h e w hole

ce r t i �cat e do es not c omp romi se the v eri �ca ti o n .

A s di scuss e d ab o v e, t h e c erti �ca te i ssuance i s n o t co m pu t at i onall y e xp ensi v e ,

bu t � nd in g the co r rec t pu bl i c k ey of a sub jec t m a y b e d i �c u l t . Th e i n te rm e d i a r ies

i n F i g. 2. 2 r e d uce the n um b e r of c erti �ca tes that Al ice n e eds to i ssue. In st ead

Al ice n ee d s t o v eri fy certi� c ate s i ssu ed b y i n t erm e d iari es (c erti� ca te auth o ri ti e s) b y

co mp uti ng h a sh e s and d e cryp t i ng h a s hes. After v eri fyi ng the certi� c ate s, Al i c e can

l e arn t h e pu bl i c k e ys o f w ebsi te s a n d u se th e k e ys f o r c omm un i c at i n g sec u rel y wi th

the w ebs ites.

In g eneral , for u sers u and v i n a c erti �cat e graph G , i f u wi shes t o sen d

messag es sec u rely to v , th e n t h e r e m us t b e a \ c hain " fr o m u to v i n G . C e r t i � c at e

c h a i ns are d e�n e d as fo l l o ws :

A si mp l e path fr o m a s o u rce u t o a d e sti nat i on v i n a c erti �ca te g raph G i s

ca l l e d a c h ain from u to v i n G . u is t h e sour c e o f th e c h a i n a n d v i s the d estinat i o n

of t h e c hain . When sour c e u wi sh e s to comm un icat e se cu rely w ith dest i n a ti o n v ,

sour c e u nee d s to � nd a c hain from u to v .

1

O nce u � nd s a c hai n, it needs to v eri fy

1

T h e re a re cer t i � c ate s y ste m s w h e re u n e ed s to �n d m o re than a c hai n fro m u to v , bu t w e

as sum e th e m i n i m u m re q uirem en t of one c hain here. More com plic ated sy s tem s w ill b e d i scussed

in Chapter 4 .
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all th e c erti �ca te s i n t h e c hai n t o � nd the p ub l ic k e y o f d e sti nat i on v . Th e c hai n

fr o m u t o v t h rough v

0

� � � v

k

c onsi sts o f ce r t i � c at es ( u; v

0

), ( v

0

; v

1

), � � � , ( v

k � 1

; v

k

) ,

( v

k

; v ). T he v e r i �ca ti o n of e ac h ce r ti� c ate ( v

i

; v

i +1

), 0 � i � k i s d o n e as fo l l o ws:

i. F i n d t h e pu bl i c k e y o f v

i

: B y the ti me u se r u g ets to ce r t i �cat e ( v

i

; v

i +1

), u ser

u m u st h a v e v eri �ed all t h e ce r t i � c ate s i n the c h a i n f rom u to v

i

. F r o m the

c erti �ca te ( v

i � 1

; v

i

), us e r u ca n obtain th e pu bl i c k e y of v

i

.

i i. Compu t e t h e h a sh ( m e ss a ge di ge st): User u c ompu te s the hash of al l the

in formation i ncl ud e d i n certi� c ate ( v

i

; v

i +1

).

i i i. D ec r ypt th e in c l u ded hash wi t h bk

v

i

: Use r u dec r ypts the i n c l u ded hash in the

c erti �ca te w ith bk

v

i

fo u nd in t h e � rst s t ep.

iv. Compare the t w o h a sh es: U s e r u c ompares the t w o hashes fr o m th e sec on d

a n d thi rd s t eps. If they m a tc h, t h i s c erti �ca te i s succe ssf ul l y v e r i �ed.

W h e n certi� ca te ( v

i

; v

i +1

) i s succe ss ful l y v eri �ed, us e r u mo v es o n to ( v

i +1

; v

i +2

) .

On c e all th e certi� c ate s in the c h a i n a r e v e r i �ed s ucc essfu l ly , so u rce u c an o b t ai n

the p ub l ic k ey o f d e sti nat i on v fr o m the last c erti� ca te of t h e c h a i n.

F o r u se r s u a n d v i n a c erti �ca te g r a p h G , i f u wi shes t o securel y sen d

messag es t o v , t h e n t h e r e m u st b e a c hai n fr o m u to v i n G . On the o ther h a n d,

there ma y b e a c hain from u t o v ev en th o u g h u d o e s n o t need t o sec u rely sen d

messag es to v . F i g. 2 .3 sho w s the si x c hai ns t h a t are nee d ed to s up p o r t the secure

co mm u ni c ations b e t w een the t w o so u rces a n d t h e s ix d est i n a ti o n s i n Fi g . 2. 1. Not e

that th e r e i s a ce r t i �cat e ( V er i S ig n , Ame x ) i n t h e certi� c ate graph i n Fi g . 2. 2

that i s not needed t o sup p o r t sec u re comm un icat i o n b e t w ee n a n y so u rce and an y

desti nat i on i n Fi g . 2 .1. Si nce A l i c e d o e s n o t need to sec u rel y c omm un icat e wi th

Amex, the c erti �ca te c hai n ( Al i ce , V er iS i g n ),( V er iS ig n , Ame x ) i n th e ce r t i � c at e

gra p h i n Fi g . 2 .2 i s not i ncl ud e d i n Fi g . 2 .3.

12



Figur e 2. 3: C e r t i �cat e c hain s from Fig. 2.2

The certi� c ate s i n eac h c hain n e ed to b e \di sp ersed " b et w ee n the sour c e an d

desti nat i on o f t h e c h a i n suc h t h a t i f a so u rce u w is hes to sec u rel y send a messag e

to a desti nat i on v then u can obta i n t h e pu bl i c k e y o f v fr o m t h e se t of ce r t i �cat es

sto r e d i n u and v . ( Not e that to \ sto r e a ce r t i � c at e i n a user" do es n o t nece ss a ri l y

mea n that the us e r has a l o ca l cop y o f the ce r t i � c at e. Rather, i t means t h a t the

us e r o n ly n e eds to kno w w here t o �n d the c erti �ca te, i f a nee d for that ce r t i � c at e

ari se s , either i n i ts l o ca l st orage o r i n a remo te l o ca ti o n . )

F o r e xamp le, a s sume that e ac h s o u rce i n F i g. 2 .3 st ores i ts c erti �ca te t o

the c orresp ond in g i n te r medi a r y , a n d that eac h desti nat i on i n Fig. 2.3 sto r e s the

ce r t i �cat e from its c orr e s p o n di ng in termedi ary t o itself . Th u s,

Ali ce sto res the certi� c ate ( A l ice , V e r i S ig n ),

B ob sto res the certi� c ate ( B ob , C er tP l us ) ,

Ama zo n sto res the certi� c ate ( V er iS ig n , Amaz on ),

e Ba y sto res the certi� c ate ( V er iS ig n , eB ay ),

pr iceli n e sto res the certi� c ate ( V er iS ig n , pr i cel ine ) ,

Ame x sto res the certi� c ate ( C er tP l us , Amex ),

Visa sto res the certi� c ate ( C er tP l us , V isa ), and

D i sco v er sto res the certi� c ate ( C er tP l us , D is c ov e r )

In t h is case , if A l i c e wi sh e s to securel y se n d m e ssag es to p ri c el in e, then Al ice can

us e the t w o c erti �ca tes st ored i n Al i c e's compu t er and pri ce l i ne w e b si t e t o o b t ai n

the p ub li c k ey of p ri ce l i ne and sec u rel y send the messag es to pr iceli n e . C e r t i �cat es
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that a r e n o t p a r t of an y c hai n a r e not sto r e d b e ca u se they are not needed. T hi s

i s il l ustrate d b y the certi� ca te ( V er i S ig n , Amex ) , wh ic h a p p e ars i n Fig. 2.2 bu t i s

not s t ored i n Ame x .

N ote that t h e i n te r medi a r y , i n thi s ca s e V e r iS i g n , n e eds to c omm un i c at e

wi th Ali ce or pr iceli n e for t h e m to sec u rel y comm un ica te w ith ea c h o ther. In thi s

parti c u l a r e xampl e t h e r e i s onl y o n e in termedi ary , V eri Si gn, s o i t m a y not b e t o o

hard f o r Al ice to c on t act V eri Si gn. Ho w e v e r , o n e c an i ma gi ne that the c h a i n co u l d

b e arb i t r a r il y l o n g er than 2, an d i n a s uc h c ase , i t w oul d b e rat h er i ne�cien t i f the

sour c e of the c h a i n need to c on ta ct a l l the u se r s app ea r i ng i n th e c hain . C e r t i � c at e

di sp ersal , d e�ned in Ch a p t er 3.1 m o r e form a l l y , a s signs c erti �ca tes t o us e r s suc h

that sour c e a n d d e sti nation of a c h a i n coul d � nd a l l th e ce r t i � c at es i n the c hai n

wi thout c on t act i ng a n y ot h e r u ser.

2. 3 Ce rti �cat e Expi rat i on or Re v o cation

Certi �ca tes' li fetim e en ds w hen a certi� c ate i s e i ther expi r e d o r rev o k e d . If the

i ssu e r of a c erti �ca te had a sp e ci �c e xp i ra ti o n date i n m in d, then the e xp i rat i on

date b e co m e s part of t h e c erti �ca te. Other users ma y v eri fy t h a t the c erti� ca te has

not e x pi red u si ng thi s expi r a tion dat e. If th e cur ren t t i me i s afte r t h e e xp i rat i on

date , t h e n o ther u se r s ma y c h o o se not to u se the ce rti �cat e nor the p ub l ic k ey

i n t r o du c ed b y t h e c erti �ca te. T he i ssuer c an h a v e some c on trol o v er the u sa ge o f a

ce r t i �cat e i t i ssu e d b y co n troll i ng th e e xp i rat i o n d at e. T he l at er t h e expi rat i on dat e

i s, the l o n g er t h e ce r t i � c at e ma y b e u se d .

F o r a ce r t i � c at e syste m t o b e abl e t o c on trol u sa ge w i t h e xp i ra ti o n date s,

the users ' cl o c ks m u st b e syn c hr o n i z ed. Imagin e a ce r t i � c at e wh ose expi r a ti o n dat e

of Ju ne 30 , 20 06 . Ho w e v er, i f a user has set a w rong t i me to its s yst em cl o c k, t h en

thi s user ma y co n tin u e u si ng the c erti �ca te ev en aft er all o ther u se r s s t op us in g thi s

ce r t i �cat e. Th e r e f o r e , fo r a certi� ca te syste m to r e l y o n an e xp i rat i on, s o me fo r m
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of cl o c k sync h roni za ti o n i s requi r e d .

Ce r ti� c ate r e v o c ation i s n e cessa r y wh e n a c erti �ca te b eco mes i n v ali d b e fore

i t s expi ration d a te co m e s. There a r e t w o r e aso n s o f r e v o c ation:

i. Incorrect pu bl i c k e y of t h e su b jec t: T he iss uer i n t en t i onal ly or a cc i d e n ta l l y

si g n e d a c erti �ca te w ith an i nco r rec t pu bl i c k ey o f the sub jec t.

i i. Re v ea l e d pr iv ate k ey o f the i ssuer: The pr iv a te k e y of th e i ssuer w as r e v ea l ed

t o a n adv ersary a n d the c erti �ca te ma y h a v e b e en i ssu e d b y the a d v ersary , n o t

b y th e sp ec i �ed i ssu e r i n th e c erti �ca te.

Ce r ti� c ate rev o ca ti o n i n b o th c ases i s nec essary n o t o n ly for the i ssu er b ut

for o ther us e r s as w el l. Other us e r s w ho kn o w t h e pu bl i c k e y o f the i ssu e r m a y l ea r n

an i ncorrect p ub li c k ey of the su b jec t i n ei t h er ca se. I n the ca se of rev ealed pri v at e

k e y , the l eg i t i mate o wner o f t h e pr iv a te k ey ma y rev ok e the co r resp o n di n g p ub l ic

k e y alto get h e r in ste ad of rev okin g ea c h ce r t i �cat e sign e d b y the rev ealed p ri v a te k ey .

If t h e r e i s a C e r t i �cat e A u thori t y ( C A) i n the syst em, the Certi� c ate Au-

thori t y ma y pu bl i sh a Certi �ca te Re v o c ation Lis t (CRL ) . Th i s l is t co n tain s all the

ce r t i �cat es that n e ed t o b e r e v o k e d bu t ha v e n o t expi red. The l i st i s si gned b y the

CA's pr iv a te k e y so th a t th e us e r s i n th e syste m m a y v eri fy t h e i n te gri t y of th e l is t .

Th e del iv e r y of the l i st ma y b e p a r t of a p eri o di c u p dat e sen t b y CA to a l l the u se r s

i n the s yst em. F or exa mp l e , M i croso f t Win do w s up d a te s co n tain s t h e u p dat e o n the

k e ys us e d b y Microsoft to si g n th ir d part y d e vi ce dr iv er so f t w a r e . Th e l i st ma y also

b e pu bl i shed i n a w ell -kno w n lo ca ti o n , fo r exa mp l e t h e CA' s homepag e, so t h a t the

us e r s m a y d o wn l o ad the l i st b et w ee n p eri o d ic up d a te s.

If there i s no CA i n t h e sy st em, then a n y i ssu e r i n the system ma y p ub l is h

i t s o wn \rev o ca ti o n ce r t i � c at e" . Th is c erti �ca te i s si gned b y the pr i v a te k ey of

the i ssu e r , and co n tain s ei t h e r the p ub l ic k e y o f t h e i ssuer o r i nf o rm a ti o n on a

parti c u l a r certi� ca te . If th e p ub li c k ey o f the i ssuer i s i ncl ud e d , t h e n o ther u se r s
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ma y sto p u si ng the i n c l u ded pu bl i c k ey o f t h e i ssu e r , wh ic h e �ec ti v el y r e v o k e all

the c erti �ca tes si g n ed b y the matc hi ng p ri v a te k ey of the is suer. ( T he i ssu e r ma y

ge t a new pai r o f p ub l ic a n d pr i v a te k e y and p ub li sh c erti �ca te s i f i t wi sh e s . ) If

the rev o c at i on c erti �ca te i nclu des in format i on on a parti c u lar c erti �ca te, i t ma y

co n ta i n a c erti �cat e id e n ti �cat i o n n um b er i f i t exis t s, o r a n y u ni que in formation of

the certi� ca te to b e r e v o k e d .

Thi s rev o ca ti o n certi� c ate c an b e di sp ersed a s a reg u l a r ce r t i � c at e. If a

di sp ersal i s co m pu t ed p eri o d icall y b y a s p e ci� c user, then a n y iss uer w ho i ssues a

rev o c at i on ce r t i �cat e se n d the rev o cat i o n c erti �ca te to t h e sp ec i � c u se r . T hen the

us e r ca n sim pl y ignore th e c erti �ca te( s) t o b e rev ok ed ac co r di n g t o t h e rev o cat i on

ce r t i �cat e. I f the rev o ca ti o n c erti �cat e c on ta i ns a p ub l ic k e y of an i ssu e r , t h e n all

the certi� c ate s i ssu e d b y the co r resp o n di n g pr iv a te k ey wi l l not b e d i sp e r se d t o an y

us e r . If the rev o ca ti o n c erti �ca te i s for a parti c u lar ce r t i � c at e, t h e n t h e r e v o k ed

ce r t i �cat e wi l l not b e d isp ers e d t o an y user. If the d is p ers a l i s not c omp ute d b y

an y sp ec i � c u ser, t h e n r e v o c ation c erti �ca tes ca n b e d isp ers e d us in g t h e dyn a m ic

di sp ersal p roto c ol i n S e ct i on 3 .6, as a reg u l a r ce r t i � c ate .

D i sp ersal of certi� ca te c h a i ns and i ts c ost are d e � ned i n Ch a p te r 3.1 . I n

Sect i on 3 .2 , w e sh o w t h a t � nd i ng an o p t i mal di sp ersal of an y set of c h a i n s i s NP-

co mp l e te . T h us i t b eco mes o f in terest to c h a r a cte r ize th e sp ec i al ca ses of pr a ct i ca l

i n t erest w here the prob lem c an b e solv ed e �ci e n tl y , as w el l as e�e ctiv e h e u ri stic

algo r i t h ms t o sol v e ge n e r a l in sta n c es of pr o b lems. Su bs e qu e n tl y , w e id e n t i fy sp e -

cial classes of c h ain sets that a r e o f pr a ct i ca l i n te r e sts a n d devis e p ol ynomi a l -t i me

algo r i t h ms that c omp ute o p t i mal di sp ersal s for eac h cl a ss . F o r i nsta n c e, the e x a m-

pl e d i sp e r sa l a b o v e re
ec ts t h e c erti �ca te d is p ers a l i n S e cur e So c k e t La y er ( S SL ) .

Su c h c hai n set s a r e d e � ned as \short" c hain set s i n Sec ti o n 3 .5, and w e p rese n t an

algo r i t h m t h a t c omp ute s an o p tim a l d i sp e r sal of an y g i v e n sh ort c h a i n s e t.
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Chap t er 3

Certi�cate Dis p ers al

3. 1 Ce rti �cat e Di sp ersa l

In t h i s sec ti o n , w e in tro d uce de�n i t i ons and nota ti o n s to d e scri b e the o p t i mal di s-

p ersal and p ro v e four th e orems o f the pr o p erti e s o f a c erti �ca te d is p e r sa l .

A c erti�c a te gr ap h G i s a di rect ed graph i n wh i c h ea c h di rect ed edge, ca l l ed

a c ert i�c at e , i s a p a i r ( u , v ) , wh ere u and v a r e di sti nct no d e s in G . No te t h a t

ac co r di ng to t h i s d e � ni tion no ce r t i � c at e h a s the same no d e a s b o th its is suer an d

su b jec t.

A si mp le di rect ed p a th of certi� ca te s ( v

0

, v

1

) , ( v

1

, v

2

), � � � , ( v

k � 1

, v

k

) i n

a c erti �ca te g r a p h G , wh e r e th e n o des v

0

, v

1

, � � � , v

k

are a l l d isti nct, i s c all ed a

ce r t i �cat e ch ain from v

0

t o v

k

in G .

A disp ersa l D of a c erti �ca te g r a p h G a s sign s a s e t o f c erti �ca tes i n G to ea c h

no de i n G s uc h that t h e fo l l o wi n g c ond iti o n h o l ds . Th e c erti �ca te s i n e ac h c hai n

fr o m a no d e u t o a n o de v i n G are i n t h e set D : u [ D :v , wh e r e D : u a n d D : v are

the t w o se ts o f certi� c ate s assi g n e d b y d is p e r sa l D t o no d e s u a n d v , resp ec ti v el y .

Le t D b e a di sp ersal of a certi� c ate graph G . T he c ost o f di sp e r sal D , d e n o ted

cost:D , is the a v e r a ge n u m b er o f ce r t i � c at es a ssi gned b y d i sp e r sa l D to ea c h n o de
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i n G :

c os t:D =

1

n

(

X

v in G

j D : v j ) ;

wh e r e n i s t h e n u m b e r of no d e s i n G .

A di sp ersal D o f a ce r t i � c ate g r a p h G is op tima l i f a n d o n l y i f fo r an y other

di sp ersal D

0

of t h e same ce r t i � c at e g r a p h G , co s t:D � c os t:D

0

.

Fi g u re 3.1 : A star c erti �ca te graph

F o r e xamp l e , co n si der t h e s t ar ce r t i � c ate graph i n Fi g . 3. 1. Thi s g rap h

ca n b e di sp ersed as f o l l o ws. If v is t h e c en te r no d e , then D :v = fg . Otherw i se ,

D :v = f ( v ; c en te r n o de) ; (c en te r n o de ; v ) g . Th e cost of thi s certi� c ate d i sp e r sa l i s

2( n � 1 )

n

, w here n is the n um b e r o f n o des i n th is graph .

Theorem 1 (Upp er Bo und on Disp ers a b ilit y Cost) F or any c erti�c a te disp er-

sa l D of a c erti�c a te gr ap h G with n no d e s ,

cost:D � n � 1

P r o of: In S e ction 3. 4, w e p resen t a c erti �ca te d isp ers a l al g ori thm F

f ul l

t h at a s-

si g n s to ev e r y no d e v i n a ce r t i �cat e g r a p h G , t h e certi� ca te s in a outgo i ng sp a n ni ng

tree ro ot ed a t v . Let D

f ul l

b e the d i sp e r sa l of G compu t ed b y F

f ul l

. Bec ause ea c h

outg oi ng sp ann in g tree i n a certi� c ate gra p h G has at m o st n � 1 c erti �ca tes, where

n i s t h e n u m b er of no d e s i n G , for a n y n o de u i n G , j D

f ul l

:u j � n � 1.

c os t:D

f ull

=

1

n

(

X

v i n G

j D

f ul l

:v j ) �

1

n

n ( n � 1) = n � 1
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F o r an opti ma l di sp ersal D of G ,

cost : D � cost:D

f ul l

� n � 1

cost:D � n � 1

F o r st r o n g l y-c onn ec te d g r a p hs and di rec ted graph s, Z heng, Om u ra, Uc hi d a ,

and W a d a pr e s e n te d a l go r ith ms t h a t co mp ute opti mal d i sp e r sa l s i n [3 8]. T he s a me

authors a l so s ho w ed t h e tigh t u pp er b o u nd s i n these t w o cl a ss e s o f ce r t i � c at e g r a p hs.

F or a strongl y co n nec ted graph G , t h e up p e r b o u nd i s O ( d + e= n ) , where d i s the

di amet er of G , e i s the n um b e r o f edge s i n G , a n d n i s the n um b e r o f n o des in G .

F or a d i rec ted g r a p h G

0

, the up p e r b o u nd o n cost : G

0

i s O ( p � d

0

+ e

0

=n

0

), w here p

i s the n u m b e r of stron g l y co n nect ed c omp onen t s of G

0

, d

0

i s the m a xi m um di ame ter

of strongly c onn e cte d c omp onen t s o f G

0

, e

0

is t h e n um b e r o f e d g es i n G

0

, and n

0

i s

the n u m b e r of no d e s i n G

0

.

A di sp e r sal m a y b e de�n e d o n the set o f c hain s that a r e ac tu a l l y i n u se , wh ic h

i s a sub se t of all the c h a i ns in a c erti� ca te graph . A set o f c hain s i n a ce r t i � c at e

gra p h G is call ed a chain se t o f G . F o r a c hai n fr o m n o de v

0

to anot h e r no d e v

k

,

no de v

0

is c al l e d the so u r c e of th e c hain and no d e v

k

i s c all ed t h e d estinat ion of the

c h a i n.

A d isp ersal D o f a c hain set C S a ssi gns a s e t of ce r t i � c at es i n C S t o ea c h

sour c e no d e a n d ea c h d e sti nation n o d e i n C S su c h t h a t the fol lo w i ng c ond i t i on

hol ds. Th e c erti �ca tes i n e ac h c h a i n from a so u rce no d e u to a destin a ti o n n o de v

i n C S a r e i n t h e set D :u [ D :v , wh e r e D :u and D :v are the t w o se ts o f ce r t i �cat es

assi g n e d b y di sp ersal D t o n o des u a n d v , resp e ctiv ely . Th us , g i v e n a c h a i n i n C S ,

the sou rce no d e u and t h e desti nat i on no d e v of th e c hai n c an �n d all t h e ce r t i �cat es

i n the c hain in t h e set D :u [ D : v . W h e n t h e sour c e no d e u a n d the dest i n a ti o n n o de
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v need to sea r c h f o r a c hai n f rom u to v , t h e n they ca n si mp ly merg e D : u a n d D : v

to c ons t r uct a ce r t i � c at e g rap h G

u; v

, a n d sea r c h for a si mpl e p a th fr o m u t o v i n

G

u;v

. I f th e r e i s a sim pl e p a th fr o m u t o v i n G

u; v

, then thi s pat h i s a ce r t i � c at e

c h a i n fr o m u to v . O n the other han d, if there i s no p at h f rom u to v i n G

u;v

, t h en

no des u and v rec og n i z e t h a t t h e r e w a s n o ce r t i �cat e c hain in t h e giv e n C S .

D i sp ersal o f a c h a i n set i s u seful f o r ma n y t yp e s o f syste ms . W e d i sc u ss thr e e

exa mp l e t yp es o f systems here.

i. D epl o y e d syste m s: In a d epl o y ed syst em, a l l the c erti �ca tes a r e d i sp e r sed

a m o n g the n o des i n the system b efo r e th e n o des sta r t o n a p a r ticul ar mi s-

si o n . F o r e xamp le, c on sid e r mobi l e u ni ts parti c i p a ti ng in a mi li ta r y o p erat i on.

Ch a i ns t h a t ca n b e used for authen tica ti o n are c arefu ll y c h ose n a n d di sp ersed.

Ea c h un i t sto r e s the a ssi gned set of c erti �ca tes b y a di sp e r sal of c hose n c hai ns.

Th e u ni t s a r e d e p lo y ed i n mi ssi on and wh e n a u ni t n e ed s t o a u t h en t i ca te an-

o ther u ni t, t h e y d o n o t ha v e g u a r a n te e that an y o ther u ni t wi l l b e a v a i l a b l e .

Th a n ks to d i sp e r sa l , th e se t w o no d e s c an use the ce r t i �cat es stored i n e ac h un it

t o � nd a ce r t i � c at e c hain f ro m one to t h e o th e r . Ma n y mi li ta r y app l ica ti o n s

�t in t h is t yp e o f systems.

i i. Cl i e n t-Serv e r systems: In a cli en t -serv e r system, there a re o n ly a l im ited

n um b er of ce r t i � c ate auth o ri ti e s t h a t i ssu e c erti �ca te s . In suc h systems, it

is not nec essary to c ol lect al l t h e c erti �ca te s t o opti ma l l y d isp erse them.

F or e xamp l e , i n Sec u re So c k et La y er (SS L) s yst ems, V eri Si gn i s o n e o f the

few ce r t i � c at e auth o r iti e s. A se r v er, for exampl e Amaz on.c om, do es n o t

nee d to kn o w a l l th e c erti �ca tes i n the s yst em bu t onl y s t ores t h e c erti �-

c ate ( A m az on : com; V e r i S ig n ). Thi s i s an o p tim a l di sp ersal (more det ai ls are

in Sec ti o n 3.5 ) o f thi s SS L syste m .

i i i. Ev ol vin g syste m s: In a n ev o l vi ng system w here ce r t i � c at es ma y b e i ssu ed
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a n d r e v o k ed d ur in g t h e exec u t i on of the system, t h e syst em can start wi th

a n opti mal d isp ers a l of suc h syste m and gradu a l l y di v erge fr o m the d i sp e r sal.

Ev en when t h e s yst em d iv erge s f rom i t s d i sp e r sa l , i t i s s t i l l b en e � c i al to st art

wi t h a n opti mal d isp ers a l a s l o n g as th e c h a n g es in certi� ca te s are n o t a ma jor

p o r t i on of c erti �ca tes i n the syste m . Mo r e o v e r , the d ynami c d is p e r sa l p ro to co l

in [2 0] di sp erses n e w ly is sued certi� ca te s a n d r e v o c ation c erti �ca te s so t h a t

t h e system st abi l i z es bac k t o di sp e r sal.

The d e � ni ti o n s of the co s t o f a di sp ersal o f a c hai n se t and i ts opti ma l i t y are

de� ned si mi larl y to t h o s e i n a ce r t i � c at e g r a p h.

Le t D b e a di sp ersal of a c hai n se t C S . T he c ost of di sp ersal D , d e n o ted

cost:D , is t h e su m of the n um b er of c erti �ca tes in the se ts assi g n e d b y d isp ersal D

to e v ery so u rce or destin at i o n no d e i n C S .

c os t:D =

X

v is a s o ur c e or de s t in ati on no d e in C S

j D :v j

A d is p e r sa l D of a c h a i n s e t C S i s o ptima l i f and o n ly i f for an y o ther d is p e r sa l

D

0

o f the sa me c hai n set C S ,

cost:D � cost:D

0

In ot h e r w ord s, an o p t i mal d isp ers a l D of a c hain s e t C S m in i mi z es th e a v erag e

n u m b er o f certi� c ate s sto r e d in e ac h n o de.

Le t ( u; v ) b e a c erti �ca te t h a t app ea r s i n one o r more c hai ns i n a c h a i n se t

C S , and l et D b e a d i sp e r sa l o f C S . Th e lo c a tion set of c erti �ca te ( u; v ) assi g n ed

b y D , denote d D ( u; v ) , i s de�n e d a s a s e t o f all no d e s x su c h that ( u; v ) is i n the se t

of ce r t i � c at es D : x . It i s st r a i gh t forw ard to sho w that t h e c ost o f di sp ersal D equ a l s

P

( u;v ) 2 C S

j D ( u; v ) j .

The lo ca ti o n se t D ( u; v ) o f a ce r ti� c ate ( u; v ) a s signed b y a di sp ersal D of a
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c h a i n set C S i s op timal if and onl y i f for a n y o th e r d isp ers a l D

0

o f C S , j D ( u; v ) j �

j D

0

( u; v ) j .

Theorem 2 L et D b e a disp ers al of a ch ain s e t C S . If D is op tima l, th e n for every

c ert i � c ate ( u; v ) in C S th e lo c a tion set D ( u; v ) i s o ptim al.

P r o of: T he pr o o f i s b y con t r a d iction . Assu me that D i s o p t i mal , and there

exis t s anot h e r di sp ersal D

0

of C S wh e r e f o r some c erti �ca te ( u; v ) i n C S , j D ( u; v ) j >

j D

0

( u; v ) j .

N o w consi der the fo l l o wi n g a ss ignm e n t o f ce r t i � c at es t o e ac h n o de i n C S .

D

00

( x; y ) :=

8

>

<

>

:

D

0

( x; y ) i f ( x; y ) = ( u; v ) ;

D ( x; y ) i f ( x; y ) 6= ( u; v )

N ote that D

00

i s a di sp ersal o f C S . Th i s i s t r ue b e cause for an y c hai n fr o m a

no de i to a n ot h e r n o de j i n C S , al l the c erti �ca te s i n t h e c h a i n are in D

00

:i [ D

0 0

:j .

Cons id e r a c erti �ca te ( x ; y ) i n t h e c hai n fr o m i t o j i n C S , w here ( x; y ) 6= ( u; v ) .

D ( x; y ) c on ta i ns n o de i o r n o de j b y t h e d e � ni tion o f d i sp e r sa l , so D

00

( x; y ) co n tain s

no de i or n o de j . In o ther w ord s, a n y certi� ca te ( x; y ) i n a c h a i n f ro m no d e i t o

no de j in C S , w here ( x; y ) 6= ( u; v ), i s in D

0 0

:i [ D

00

:j . Si mi l a r l y , fo r ce r t i � c at e

( u; v ), i f ( u; v ) i s i n a c h a i n f rom i to j i n C S , D

0

( u; v ) c on t ai ns n o de i or n o de

j b y the de�n i t i on of d i sp e r sa l , so D

00

( u; v ) co n tain s n o de i or n o de j . I n other

w o r ds, if ce r t i � c at e ( u; v ) i s i n a c h a i n f rom n o de i to j in C S , then ( u; v ) i s i n

D

00

:i [ D

00

: j . Therefore, fo r an y giv e n c h ain fr o m a no d e i t o another n o de j i n C S ,

all t h e ce r t i � c at es i n t h e c h a i n are in D

00

:i [ D

00

:j . Th u s, D

0 0

i s a di sp ersal of C S .

The c ost of di sp ersal D

00

is co m pu t ed as f o l l o ws.

c os t:D

00

=

X

v 2 C S

j D

0 0

:v j =

�

X

( x;y ) 2 C S; ( x;y ) 6=( u ;v )

j D ( x; y ) j

�

+ j D

0

( u; v ) j
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By the a ss ump t i on j D

0

( u; v ) j < j D ( u; v ) j ,

cost:D

00

=

�

X

( x; y ) 2 C S; ( x; y ) 6=( u;v )

j D ( x; y ) j

�

+ j D

0

( u; v ) j

<

�

X

( x; y ) 2 C S; ( x; y ) 6=( u;v )

j D ( x; y ) j

�

+ j D ( u; v ) j = c os t:D

Th u s, the c ost of di sp ersal D

0 0

i s l ess t h a n t h e co st o f d is p ers a l D c on t r a d i c ti ng the

assum ption that D i s a n opti mal d is p ers a l .

Therefore, th e l o c at i on set D ( u; v ) assi g n ed b y an opti ma l di sp ersal D i s

optim a l fo r e v e r y certi� c ate ( u; v ) i n C S .

Theorem 3 L et D b e a disp ersa l o f a cha in set C S . If for ev ery c ert i �c ate ( u; v )

in C S t he lo c atio n s e t D ( u; v ) is o pt i m al , th e n D is an op tima l disp ersa l o f C S .

P r o of: Th e p ro of i s b y co n tr a d iction. Let D b e a di sp ersal fo r a c hain set C S

and fo r e v e r y c erti �ca te ( u; v ) i n C S t h e lo ca ti o n set D ( u; v ) i s o p timal . Al so , l e t

D

0

b e anot h e r d i sp e r sa l o f C S wh e r e co s t:D

0

< cost : D . By t h e d e � ni tion of t h e co st

of d i sp e r sa l ,

X

( u; v ) 2 C S

j D

0

( u; v ) j = c ost : D

0

< cost:D =

X

( u;v ) 2 C S

j D ( u; v ) j

Th u s, there m us t b e a t l ea st one certi� c ate ( u; v ) in C S su c h t h a t j D

0

( u; v ) j <

j D ( u; v ) j . Thi s co n tradi ct s the d e�n iti o n of a n o p t i mal l o ca ti o n s e t of ( u; v ) .

Therefore, if D ( u; v ) i s opti mal fo r ev ery c erti �ca te ( u ; v ) in a c h a i n set C S ,

then D i s an opti ma l di sp ersal of C S .
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3. 2 N P -Co m p lete ness Pro of

In thi s sect i on, w e sh o w that the c h a i n di sp ersal pr o b l e m is NP-Co m pl et e b y a

redu ct i on fr o m the v e r t ex c o v er pr o b l e m. F o r c on v en ience, these t w o pr o b l e ms are

descri b ed b e l o w.

� Th e V erte x Co v er ( V C) Pr o b lem: Giv e n a co n nec ted g r a p h G and a p ositi v e

in teg er k , w e a sk if t h e r e e xi sts a v erte x c o v e r o f si z e � k . An y in sta n c e of thi s

pr o b lem c an b e r e p resen t ed b y t h e pai r ( G ; k ). F or di rect ed gra p hs , the V C

pr o b lem c an b e de�n ed s im il arl y b y i g n o r in g t h e di r e ct i ons a s so c i at ed wi th

t h e arcs; the resul tin g p robl e m on d ir e cte d graph s remain s N P - co m pl e te.

� Th e Certi �ca te D i sp ersal (CD) P ro b l e m : G i v e n a c h a i n s e t C S and a p ositi v e

in teg er m , w e ask i f th e r e e xi sts a d isp ers a l D o f C S su c h t h a t cost:D � m .

An y i n st ance of t h i s p robl em c an b e r e p rese n ted b y t h e p a i r ( C S; m ).

Theorem 4 CD is NP- Co mp lete.

P r o of: Fir st , w e s ho w th a t CD i s in NP . Gi v en an in sta n c e ( C S; m ) o f C D ,

and a d i sp e r sa l D o f C S wi th cost:D � m , one ca n v eri fy in p ol ynomi a l -t i me t h a t

i nd e ed D i s a d is p ers a l o f C S a n d c os t:D � m . T o v eri fy that D i s a d is p e r sa l

of C S , one c h e c ks that a l l th e c erti �ca tes i n ea c h c h a i n fr o m a n o de u t o another

no de v i n C S are i n D :u [ D :v . On c e D i s v eri �ed a s d is p ers a l , c os t:D i s c omp uted

as the s um o f j D :u j for e ac h n o de u in C S and can b e c omp a r e d to m . Th e t i me

co mp l e xi t y o f t h i s v e r i� c ation ste p i s O ( p � n ), w here p is the n u m b er o f c hai ns i n

the c hain se t a n d n i s t h e l e n g th of t h e l o n g est c hain in C S .

Sec ond , w e sho w that V C r e d uce s to CD i n p olyn o m ial - ti me. Gi v en an

i nstance ( G; k ) of V C , w e c onstru ct an i nstance ( C S; m ) o f C D su c h that th e CD

i nstance has a y es ans w er i f and onl y i f the g i v en V C h a s a y es a n sw e r . The

co n st r uction i s a s fol lo w s:
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i. F or e ac h edge ( u; v ) i n G , C S h a s a c hain ( u; x ) ( x; y )( y ; v ) of l engt h 3 .

i i. Let n

+

b e the n um b e r o f n o des th a t h a v e o u tg oin g edge s i n G , a n d n

�

b e the

n um b er o f n o des t h a t ha v e i nco m in g edge s i n G . Set m = n

+

+ n

�

+ k .

(CD ( V C ) W e no w sh o w t h a t if the i ns t ance ( G; k ) o f V C h a s a y es

answ er, t h en the corresp ond in g in sta n c e ( C S; m ) of C D has a y es an sw e r . Le t X

b e a v ertex co v er of G , wh e r e j X j � k . F or ea c h n o de u in the co v e r X , assi gn

ce r t i �cat e ( x; y ) i n C S to D :u . F or e ac h no d e u in G , if there e xi sts ( u; x ) i n C S ,

then assi g n c erti �ca te ( u; x ) to D : u . F o r e ac h n o de v in G , i f there e xi sts ( y ; v ) i n

C S , then assi g n c erti �ca te ( y ; v ) to D : v . I n the fo l l o wi n g t w o ste p s, w e pro v e t h a t

D i s a di sp ersal of C S wh o se c ost i s a t most m .

i. D i s a di sp ersal o f C S : F o r an y c h a i n i n C S from a n o de u t o a n o de v , the

c hai n co n sis t s of t h ree certi� c ate s ( u; x ), ( x; y ), a n d ( y ; v ). Certi� ca te ( u; x )

is sto r e d i n D :u a n d c erti �ca te ( y ; v ) i s st ored i n D :v . F or c erti �ca te ( x; y ) ,

( x; y ) i s sto r e d i n e v e r y no d e i n the v e r t ex co v er o f G . By t h e de�n i t i on of

t h e v e r t ex co v e r , for e ac h e d g e ( u; v ) in G , the v erte x c o v er c on t ai ns no d e u

o r no d e v . C e r t i � c at e ( x; y ) i s assi g n e d to ev ery n o de i n the v e r t ex co v er of

G , so ( x; y ) is sto r e d i n D : u o r D :v . Th u s, e v e r y ce r t i � c at e i n t h e c h a i n from

u to v is stored in D :u [ D :v , a s requ ir e d b y the de�n iti o n o f d isp ers a l .

i i. c os t:D � m : F or e ac h no d e u in G th a t h a s an y outg oi ng edge s , t h ere i s

c erti �ca te ( u; x ) i n C S t h a t is assi g n ed o n l y t o no d e u b y D . S i mi larl y , for

e ac h n o de v in G t h a t has an y in co mi n g e d g es, there i s c erti �ca te ( y ; v ) in C S

t h a t is a s sign e d onl y to n o de v b y D . F o r ce r ti� c ate ( x; y ), ( x; y ) i s assi g n ed

t o a l l t h e n o des i n the v e r t ex c o v er, so ( x; y ) is assi gned to at m o st k no d e s.

In to ta l , c os t:D i s at most m = ( k + n

+

+ n

�

).

The ab o v e a r g u men t sho w s t h at D is a d i sp e r sa l of co n st r ucte d C S an d

cost:D � m . Th is p ro v e s that i f an i nsta n ce o f V C ( G; k ) h a s a y es a n sw e r , t h en
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the corresp ond in g i nstance of CD ( C S; m ) h as a y es a n sw e r .

(CD ) V C) W e n o w sh o w that i f th e co n st r ucte d in sta n c e ( C S; m ) of CD

has a y e s a n sw e r , t h e n the g i v e n i nstance ( G ; k ) o f V C has a y e s an sw e r . L e t D b e

a di sp ersal of C S , wh e r e c os t:D � m . F o r ev ery e d g e ( u; v ) i n G , there i s c hai n

( u; x )( x; y )( y ; v ) i n C S . F o r ce r t i � c at es ( u; x ) a n d ( y ; v ) , t h ey wi l l b e a ss igned t o

at l e ast one n o de, so j D ( u; x ) j � 1 and j D ( y ; v ) j � 1. Th e n u m b er o f su c h ( u; x )

ce r t i �cat es i s n

+

a n d th e n u m b er o f suc h ( y ; v ) c erti �ca tes i s n

�

. So ce r t i � c at e

( x; y ) i s assi g n e d t o a t most k n o des, wh e r e k i s m � n

+

� n

�

. I n ot h e r w o r ds,

j D ( x; y ) j � k .

N o w , for ea c h e d g e ( u; v ) i n G , there i s c hai n ( u; x )( x; y )( y ; v ) in C S , an d

( x; y ) i s s t ored i n D :u [ D :v . In o ther w ords , for e ac h edge ( u; v ) i n G , the lo cat i on

set o f D ( x; y ) co n tain s n o de u or n o de v . T herefore, t h e lo ca ti o n set o f D ( x; y ) i s a

v e r t ex c o v e r o f G . The si z e o f th e l o c ation set D ( x; y ) is at m o st k , so t h e si ze of

the v erte x co v er i s at m o st k , a n d the i n sta n c e ( G ; k ) of V C h a s a y e s ans w er.

In c oncl usi o n , the ab o v e p ro of sh o ws that CD i s i n NP and V C r e d uce s t o

CD in p o l ynomi a l -t i me. T herefore, CD is NP-Compl et e.

In t h e li gh t o f t h e a b o v e c omp lexi t y r e su l t , i t b e co m e s o f im p o r t ance t o

i den tify sp ecial cl a sses o f c hain se ts o f p rac ti c al i n te r e st for wh ic h t h e p robl e m can

b e sol v ed e�c i en t l y . T hi s di rec ti o n is p ur sued i n the f o l l o wi ng case s.

i. Sh or t chain s e t s : In Sec ti o n 3. 5, w e start b y i n v esti g at i ng the cl a ss o f c hai n

se ts, wh e r e ea c h c h a i n is of l engt h a t most 2 . Thi s cl a ss o f c h ain set s i s the

o n e cur ren t l y b e i ng used i n the Sec u re S o c k e t La y er (SS L) p rot o co l .

i i. Disc o nne cte d cha in sets : In Sec ti o n 3 .5, w e i n v est i ga te t h e c l ass of c h a i n s e ts

wh e r e f o r a gi v en certi� ca te , no n o de c an b e b oth the sour c e and t h e destin a -

t i on o f a n y c h a i n that c on ta i ns thi s certi� ca te . Th i s r e 
 e cts a sys t em where

t h e auth e n ti c at i on i s n e eded i n a n a symm e tri c ma n ner. F o r e xamp le, wh en

t h e r e are cli en t s a n d serv e r s i n the syste m , o n e can i mag i ne that cl ien ts w o u l d
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use certi� c ate s t o au t h e n ti c at e se r v ers, wh il e serv e r s w oul d us e passw o r ds t o

a u t h en t i ca te cli en t s . Su c h asymm e tri c sys t ems ca n b e repr e sen te d a s thi s c l ass

o f c h a i n sets.

i i i. Co ncise gr ap hs : I n S e ct i on 3.4 , w e i n v estiga te t h e c l a s s o f c hai n sets wh e r e the

c hai ns are deri v e d fr o m acyc l i c certi� c ate graph s. T hi s cl a ss re
ec ts systems

wh e r e th e n e ed fo r authen tica ti o n i s u ni -di rec ti o n a l . F or exampl e, an y h ierar-

c hi ca l syste m wh e r e a l o w er lev el u ser is authen ticat ed b y a hi gher l e v e l user,

bu t n o t t h e ot h er w a y a rou nd , w ou ld b e repr e s e n te d b y a n acyc l i c ce r t i � c at e

g r a p h.

F or a l l th e se t h ree classes of c hai n set s, w e p resen t p o l yn o mi al-ti me algo r i t h ms t h a t

co mp ute opti mal di sp ersal s o f c h a i n sets i n ea c h c l ass a n d pr o v e t h e i r opti ma l i t y .

A l so in Sec ti o n 3 .5, w e i den tif y t w o classes o f p a r a m e te r i z ed c h a i n sets t h a t

are de�n e d u si ng a n i n te ge r paramet er k . I n th e � rst cl a ss, ea c h c h a i n se t h a s a t

most k c hai ns wi t h 3 o r more c erti �ca tes. In th e s e co n d cl a s s, ea c h c h a i n set h a s a t

most k no d e s t h a t ma y a ct b o th as sou rce s and d e sti nat i ons. F or b oth cl a ss e s, w e

obta i n p o l yn o mi al-tim e a l g ori thm s that c omp ute o p t i mal di sp ersal s wh en k i s �xed.
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3. 3 H euri stic Disp e r s al Al go r ithm s

3.3.1 F ull T ree Algorithm for Certi�cate D i sp ersa l

Be fore w e i n tro du ce our � rst ce r t i � c at e d i sp e r sa l a l g ori thm, w e need to i n t r o du c e

the f o l l o wi ng de�n iti o n o f co mp a ct c hain s e ts.

Le t G b e a ce r t i � c at e graph and v b e a n o de i n G . A c o mp act cha in set for

v , d e n o te d S: v , is a s e t o f c h a i ns i n G th a t s a ti s�es t h e fol lo w in g thr e e c ond iti o n s.

i. If G h a s no c hai ns that sta r t s at v , then S:v i s e m pt y .

i i. If G has a c h a i n fr o m v to w , then S:v h a s e xac tl y one s horte st c hain f rom v

t o w .

i i i. If S:v has a c h a i n , then S:v als o has e v e r y n onempt y p re�x o f th is c h a i n .

a

b c

d

e f

Fi g u re 3.2 : T he di a m o n d c erti �ca te graph

A s an e xamp le, c ons id e r th e d iamo nd c erti �ca te graph i n F i g. 3. 2. In thi s

gra p h, th e r e are no c erti �ca te c h ain s t h at sta r t at no d e e o r f , and t h e co m pac t

c h a i n set s f o r n o de e a n d f are b o th empt y:

S:e = f g ; S:f = f g

Th e co m pac t c hain se t fo r no d e d h a s t w o c hain s:

S:d = f < ( d ; e ) >; < ( d ; f ) > g
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Al so the compac t c hai n set for e ac h of t h e t w o n o des b a n d c h a s thr e e c hain s:

S:b = f < ( b; d ) > ; < ( b; d ); ( d; e ) > ; < ( b; d ); ( d; f ) > g

S:c = f < ( c; d ) > ; < ( c ; d ) ; ( d ; e ) >; < ( c ; d ); ( d; f ) > g

Th e co m pac t c hain se t fo r no d e a h as � v e c hai ns:

S:a = f < ( a; b ) >; < ( a; c ) >; < ( a; c ) ; ( c ; d ) >;

< ( a; c ); ( c; d ) ; ( d ; e ) >; < ( a; c ) ; ( c ; d ) ; ( d ; f ) > g

Th e f o l l o wi ng t w o co mm e n ts are i n o rd er. F i r st , e ac h compac t c h a i n set S : v for

a no d e v de�n es a maxi ma l , shorte s t -path, o u t go i n g tr e e ro ote d at no d e v in the

ce r t i �cat e g r a p h. Sec ond , it i s p o s sib l e to h a v e t w o o r mo r e d i st i n c t co mp a ct c hai n

set s fo r a n o de. F o r e xampl e, a sec ond c omp a ct c hain set f o r no d e a i n th e ce r t i � c at e

gra p h i n Fi g u re 4 i s as f o l l o ws:

f < ( a; b ) > ; < ( a; c ) > ; < ( a; b ) ; ( b; d ) >;

< ( a; b ); ( b; d ); ( d; e ) > ; < ( a; b ); ( b; d ) ; ( d; f ) > g

Usi ng the ab o v e de� ni t i on of a co m pac t c h a i n set , w e a r e no w rea d y to p resen t o u r

�r st ce r ti� c ate di sp ersal algori t h m, ca l l e d th e ful l tr e e a lgor ithm and d e n o ted F

f ul l

.

Th i s algo r i t h m assi g n s to e v e r y n o de v all the certi� c ate s in a co mp a ct c h a i n se t

S:v for v . In other w o r ds,

F

f ul l

: ( G; v ) = the set of all c erti �ca te s that e xi st i n a c omp a ct c h a i n se t S: v

for v .

Lem m a 1 F

f ul l

is a c erti�c ate disp ersa l a lgor ithm .

P r o of: W e sh o w that F

f ul l

satis� es t h e t w o co n di ti o n s o f a ce r ti� c ate d is p e r sa l
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algo r i t h m, co n nec ti vit y a n d c omp lete n e ss. Fi rst, i f there i s a c h a i n from u to v i n

G , th e n a t least one o f th e sh o r t est c hain s fr o m u to v i s in S:u b y co n di ti o n i i i n

the de�n iti o n o f c ompact c h a i n s e t. Seco n d, a n y ce r ti� c ate ( u , v ) in G i s i n S:u

si nce i t i s the shorte st c hai n fr o m u t o v . B y the de�n iti o n o f F

f u l l

, t h e ce r t i � c at e

( u , v ) i s i n F

f ul l

: ( G; u ) . T herefore, F

f ul l

sa ti s�es t w o pr o p erti e s o f co n nect i vi t y an d

co mp l e te n ess.

N ext, w e sho w th a t th e di sp ersal al g ori thm F

f ull

i s far from b e i n g e � c i en t .

Fir st, w e sh o w i n Lemma 5 that the c ost of app lyi n g F

f ull

to an y st r o n g l y co n nec ted

ce r t i �cat e graph m e et s the u pp er b o u nd on di sp ersabi l i t y co s t . Seco n d, w e sh o w i n

Lemma 6 that the co s t o f app lyi n g F

f ul l

t o an y h o u rgl a ss c erti �ca te graph i s wi t h i n

a f a ct or of fo u r fr o m the up p e r b o u nd on d is p e r sa b il i t y co st. A c erti �ca te graph i n

Fig. 3 .3 is an exampl e hour g l a s s c erti �ca te g r a p h. Th is g r a p h h a s n no d e s and n � 1

ce r t i �cat es, wh e r e n i s o dd , a r ra n ge d in a n hou rg l ass sh a p e wi th one c en te r no d e ,

( n � 1) = 2 i np ut no d e s, a n d ( n � 1 ) = 2 o u tpu t no d es.

Fi g u re 3 .3 : An hour g l ass c erti �ca te graph

Lem m a 2 F or a ny s tr o ngly c onn e cte d c erti�c ate g r a ph G wit h n no des,

c: ( F

f ull

; G ) = n � 1

P r o of: T he c erti �ca te d is p e r sa l a l go r ithm F

f ul l

a s si g n s, t o e v e r y no d e v i n a

ce r t i �cat e g r a p h G , t h e ce r ti� c ate s i n a maxi mal outgo i ng tree r o o te d a t v . If G i s
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strongl y conn e ct ed , then an y maxim a l o u t goin g tree i s i n f a ct a spann i ng t r e e wi th

( n � 1 ) c erti �ca te s , wh ere n i s the n u m b e r of n o des i n G . Th e r e f o r e , for an y n o de

v i n G ,

j F

f ul l

: ( G ; v ) j = n � 1

c: ( F

f ul l

; G ) =

1

n

(

X

v i n G

j F

f ul l

: ( G ; v ) j ) = n � 1

Lem m a 3 F or a ny h our glass c ert i�c at e gr a ph G w ith n no des (se e Fig. 3 . 3 ),

c: ( F

f u l l

; G ) =

n

2

+ 2 n � 3

4 n

�

n

4

P r o of: R e ca l l that a n y hour g l a s s ce r t i � c at e graph G has one cen t er no d e ,

n � 1

2

i np ut no d e s, a n d

n � 1

2

o u t p ut no d e s .

j F

f ul l

: ( G ; cen t er) j =

n � 1

2

F or e v ery in pu t n o de v ,

j F

f ul l

: ( G ; v ) j =

n � 1

2

+ 1 =

n + 1

2

F or e v ery o u t p ut no d e v ,

j F

f u l l

: ( G ; v ) j = 0

Th u s,

c: ( F

f ull

; G ) =

1

n

(

n � 1

2

+ (

n � 1

2

) (

n + 1

2

))

=

n

2

+ 2 n � 3

4 n

�

n

4
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3.3.2 Ha lf T ree Algorithm for Certi�cate Dis p ersa l

Be fore w e i n t r o du c e our sec ond h e u ri stic d i sp e r sa l al g ori thm, w e n e ed t o i n t r o du c e

the f o l l o wi ng de�n iti o n o f co n si st en t co m pac t c hai n se ts.

Le t S:u and S:v b e t w o co mp a ct c h a i n set s fo r n o des u a n d v , r e s p e ct i v e l y , i n

a c erti �ca te g r a p h G . S:u and S:v are c o nsistent i f and onl y i f for ev ery t w o n o des

x a n d y i n G , i f S:u h a s a sub c h ain t h a t st arts a t x a n d end s a t y an d S:v also has

a su b c hai n that sta r t s at x a n d end s at y then these t w o sub c h a i n s are id en t i ca l .

A c ol l e ct i on o f co mp a ct c h a i n set s f S:v j v i s a n o de i n G g i s c ons i s tent i f an d

onl y if an y t w o c omp a ct c h a i n sets i n th e c ol lect i on a r e co n si st en t.

W e are no w rea d y t o pr e sen t our sec ond c erti �ca te d i sp e r sa l algori t h m, ca l l ed

the h al f tr e e a lgorith m a n d d e n o te d F

h a l f

. Th is al g ori thm ta k es a s i np ut a consi ste n t

co l l e ct i on of c omp a ct c h a i n sets f S:v j v i s a no d e i n a c erti �ca te graph G g an d

co mp utes a set o f ce r t i �cat es F

hal f

: ( G; v ) for ev ery no d e v i n G . Al g ori t h m F

hal f

i s

de� ned i n Algo r i t h m 1 .

Lem m a 4 F

hal f

is a c e r ti�c a te d i s p er sal al g o rith m.

P r o of: F i r st , i f t h e r e i s a c h ain b et w e en n o des u a n d v , then at least o n e of the

sh o r t est c h a i n s fr o m u to v i s st ored i n S:u . Al l the ce r t i � c ate s in th e c hai n from

u to v wi l l b e sto r e d i n u and v b y the d e � ni t i on o f F

h a l f

. Sec ond , an y ce r t i � c at e

( u , v ) in G wi ll b e sto r e d i n S:u si nce it wi l l b e th e sh o r t est c h a i n f rom u to v . By

the de�n i t i o n o f F

h a l f

, t h e ce r t i � c at e ( u , v ) is s t ored ei t h e r in u o r i n v . Th ere f o r e ,

F

ha lf

sat i s� e s t w o p rop e r t i es o f ce r t i �cat e di sp e r sal algo r i t h m.

N ext, w e s ho w i n Th e orem 5 th a t i n the i mp orta n t ca s e o f strongly co n nec ted

ce r t i �cat e graph s, F

h a l f

is n o t l ess e � c i en t t h a n F

f ul l

, and i n some i ns t ance s , F

hal f

i s

i n f a ct m o r e e�cien t t h a n F

f ul l

. T hen i n Theo r e m 6 , w e sho w t h at i n th e i mp orta n t
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ca se o f tree c erti �ca te graph s, F

h a l f

i s not l ess e � c i en t than F

f ul l

, a n d i n s o me

i nstance s, F

hal f

i s in f a ct more e�cien t than F

f ul l

. In L e mm a 5 , w e s ho w that i n

the c ase of t h e h o u rglass ce r t i �cat e g r a p hs F

ha lf

a c hi e v es m u c h l e s s di sp e r sal co st

than wh a t F

f ul l

a c hi e v es.

Theorem 5 F or a ny str ongly c o nne cte d c ert i�c at e gr a ph G ,

c: ( F

h a l f

; G ) � c : ( F

f ul l

; G )

F o r som e str o ng l y c onne cte d c erti�c a te gr ap h G ,

c: ( F

h a l f

; G ) < c : ( F

f ul l

; G )

P r o of: Le t G b e a n y st r o n g l y conn e ct ed c erti �ca te g r a p h, a n d v b e an y no d e i n

G . T he certi� c ate s i n the se t F

h a l f

: ( G ; v ) de�n e a graph G

0

, wh i c h i s a su bgra p h of

the o r igi nal graph G . In G

0

, there c an b e at m o st o n e p at h from an y no d e to n o de

v , an d at m o st one path fr o m no d e v to a n y ot h er n o de. Graph G

0

satis� es e xact l y

one of t h e fol lo wi ng t w o c ond i t i o n s.

i. G

0

has no cyc l e.

i i. G

0

has a c ycl e , bu t i t h a s at most n � 1 no d e s .

In t h e � rst ca s e , the n u m b e r of certi� ca te s i n G

0

is at most n � 1 , si n c e there

i s n o c ycl e i n G

0

. I n th e se co n d c ase, the n u m b e r o f ce r t i �cat es i n G

0

i s a l so a t m o st

n � 1, wh i c h i s the n um b er of c erti �ca tes if a l l t h e n � 1 no d es partici pat e i n the

cyc l e. Th e r e f o re, j F

hal f

: ( G; v ) j � n � 1.

c: ( F

ha lf

; G ) =

1

n

X

v i n G

j F

hal f

: ( G; v ) j �

n ( n � 1)

n

= n � 1

33



Be ca u se G i s strongl y co n nect ed, c : ( F

f ul l

; G ) = n � 1 b y L e mm a 2 . Th e r e fore,

c: ( F

h a l f

; G ) � c : ( F

f ul l

; G )

Th i s compl et es o u r pr o o f of t h e � rst part of t h e theo r e m .

u v w

F i gur e 3 .4: Th e t w o- r i ng ce r ti� c ate g r a p h

T o p ro v e the seco n d part of t h e t h e orem, consi der the t w o- r i ng ce r t i � c at e

gra p h G

00

i n Fi g . 3.4 . Th is graph i s str o n g l y co n nect ed a n d has th ree no d e s. Th en

b y Lemma 2,

c : ( F

f ul l

; G

00

) = n � 1 = 2

By app l yin g F

hal f

to G

00

, w e g et

F

hal f

: ( G

00

; u ) = f ( u; v ) ; ( v ; u ) g

F

h a l f

: ( G

00

; v ) = f g

F

ha lf

: ( G

00

; w ) = f ( v ; w ) ; ( w ; v ) g

Th e r e f o r e ,

c : ( F

h a l f

; G

00

) =

1

3

( 2 + 0 + 2) =

4

3

< c: ( F

f ul l

; G

00

)

Theorem 6 F or every tr e e c er ti�c at e gr a ph T ,

c: ( F

hal f

; T ) � c : ( F

f ul l

; T )
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F o r any c o mpl e t e tr e e c e r ti�c a te gr ap h G ,

c: ( F

h a l f

; G ) < c : ( F

f ul l

; G )

P r o of: F o r an y n o de u i n G , t h e co mp a ct c h a i n set S: u o f u constru c ts a m a x-

i mal sh o r t est- p a th outgo i ng t r e e T

u

. Si n c e w e ma y rep ea te d l y store s a me in co m-

i ng edge s in n o des i n F

h a l f

, c: ( F

hal f

; G ) �

P

u 2 G

c: ( F

hal f

; T

u

), wh i le c: ( F

f ul l

; G ) =

P

u 2 G

c: ( F

f ull

; T

u

). If w e c an p ro v e c: ( F

hal f

; T

u

) � c: ( F

f ul l

; T

u

) for a n y tree T

u

, t h en

c : ( F

h a l f

; G ) �

X

u 2 G

c: ( F

hal f

; T

u

)

�

X

u 2 G

c: ( F

f ul l

; T

u

) = c: ( F

f ull

; G )

c: ( F

h a l f

; G ) � c : ( F

f ul l

; G )

W e ca n p ro v e c: ( F

hal f

; T

u

) � c: ( F

f ul l

; T

u

) fo r an y t r e e T

u

b y i nd uct i on. W h en

the n um b er of certi� c ate s is 2 i n t h e maxim a l tree , th e r e are 2 p o ss ib l e trees. If

the tree lo oks l i k e Fi g u re 8 (a) , then c : ( F

h a l f

; T

u

) = c: ( F

f ull

; T

u

) = 2. If t h e t r e e

l o o ks l i k e Figu re 8(b), t h e n c : ( F

h a l f

; T

u

) = 3 , wh e r e as c: ( F

f ull

; T

u

) = 2. Th e r e fore

c: ( F

ha lf

; T

u

) � c: ( F

f u l l

; T

u

) hold s fo r a n y maxim a l t r e e T

u

wi th 2 ce r ti� c ate s.

u

(a)

u

(b)

Fi g u re 3 .5 : M axi mal tree s wi th 2 edge s

Le t's a ss ume t h a t c: ( F

ha lf

; T

u

) � c: ( F

f ul l

; T

u

) hol ds for trees wi t h up t o n

ce r t i �cat es. W h e n n + 1

th

c erti �ca te ( v , v

0

) is add e d a t a no d e v , then i t w i ll

i ncrea s e the c h a i n length fr o m t h e ro ot n o de u of the t r e e to v (Th is new ce r t i � c at e
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has t o co m e wi t h a n e w su b ject no d e v

0

, ot h e r wi se i t wi l l br e ak the tree p ro p ert y) .

F or a c hain f rom u t o a l ea f no d e v

0

in the gi v en ma xi mal tree T

u

, w e sh o w t h a t

P

w 2 u � >v

j F

h a l f

( T

u

; w ) j �

P

w 2 u � >v

j F

f ul l

( T

u

; w ) j for a n y no d e w o n t h e p a th from

u t o v

0

. Th e n u m b er of certi� ca te s sto r e d in th e no d e s that are n o t o n th e path

fr o m u t o v

0

wi l l n o t b e a �ec ted b y t h is n e w certi� c ate .

v'
v

u

ul-1

Le t l b e t h e c hai n l engt h fr o m u to v . B y t h e de�n i t i o n of F

f ul l

al g ori thm,

the in c r e m e n t o f c: ( F

f ul l

; T

u

) i s l + 1 b ec ause t h e n o des fr o m u to v wi ll sto r e the

new ce r t i � c at e ( v , v

0

) l o ca l l y .

F o r F

hal f

, if a n o de w i s far from v

0

b y ev en l e n g th of c hain , for e xamp le u

l � 1

,

the no d e w h a s to s t ore o n e more o u t goin g ce r t i � c at es, a s the c hai n l e n g th f ro m w

to th e l ea f no d e v

0

i n c r e ase s . If l = 2 k , th e n the n u m b er o f suc h n o des are k . Also

c: ( F

ha lf

; T

u

) is i ncrea sed b y F

ha lf

: ( T

u

; v

0

), wh i c h is k + 1 . Therefore, t h e in cre m e n t

of c : ( F

h a l f

; T

u

) i s a l so l + 1 , w hi c h i s equal to that of c: ( F

f u l l

; T

u

). If l = 2 k + 1 ,

then th e n o des wh i c h st ores one more o u tg oin g c erti �ca te a re k , and F

h a l f

: ( T

u

; v

0

)

i s k + 1. But i n thi s ca se, t h e ce r t i � c at e from k th n o de t o k + 1 th n o de o n the c hai n

i s not g oin g to b e stored as i nco mi n g ce r t i � c at e i n an y no d es a n y l onge r . Th ere f o r e ,

k + 1 no d e s c an r e d uce t h eir F

h a l f

: ( T

u

; v

0

) b y 1. In t ota l , t h e in c r e m e n t wi l l b e k i n

l = 2 k + 1 case .

Si nce the i ncreme n t of c : ( F

hal f

; T ) i s l + 1 o r ( l � 1) = 2 w hen that of c: ( F

f ull

; T )

i s �xed a s l + 1 w hen n + 1 th certi� ca te i s add e d , c: ( F

ha lf

; T ) � c: ( F

f ul l

; T ) hold s

for a n y tree T wi th n + 1 n um b e r of ce r t i �cat es.

B y i nd uct i on, it i s sho w n that c: ( F

ha lf

; G ) � c: ( F

f ul l

; G ) fo r a n y maxim a l

tree T

u

f o r an y n o de u i n G . T herefore, c: ( F

hal f

; G ) � c : ( F

f ul l

; G ) for a n y t r e e

ce r t i �cat e g rap h G . Thi s co mp l e te s our p ro of o f the �r st p a r t o f the l e mm a .

T o pr o v e the se cond p a r t o f the lemma, l e t h b e b l og

d

n c , w hi c h i s t h e hei g h t
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of th e tree , where d i s t h e d e gree of th e tree , d � 2.

c : ( F

f ul l

; G ) =

X

v i n G

the n um b er o f ce r t i � c at es t h a t a p p e ar

i n S:v

=

X

1 � i � h

i � d

i

c: ( F

hal f

; G ) =

X

v i n G

t h e n um b er o f certi� c ate s that app ea r

i n S:v

=

X

1 � i �b

h

2

c

i � d

i

+

X

b

h

2

c +1 � i � h

d

i

� ( h � i )

+

X

b

h

2

c + 1 � i � h

d

i

� ( h � i + 1)

=

X

1 � i �b

h

2

c

i � d

i

+

X

b

h

2

c +1 � i � h

d

i

� (2 h � 2 i + 1)

Si n c e

X

b

h

2

c +1 � i � h

d

i

� ( 2 h � 2 i + 1 ) <

X

b

h

2

c +1 � i � h

i � d

i

hol ds wh en d � 2 an d h � 1,

c: ( F

h a l f

; G ) < c : ( F

f ul l

; G )

Lem m a 5 F or any ho u r gla ss c ert i � c ate gr ap h G wit h n no des a nd e c ert i�c at e s (se e
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Figur e 3) wh er e n is o d d,

c : ( F

h a l f

; G ) =

e

n

< c : ( F

f ul l

; G )

P r o of: Rec al l t h a t an h o u rgl a ss c erti �ca te g r a p h G wi th n n o des has one ce n ter

no de,

n � 1

2

i np ut n o des, and

n � 1

2

outp ut no d es. A p pl yi ng F

hal f

t o thi s ce r t i � c at e

gra p h, w e ge t

fo r e v e r y i n pu t n o de u , F

hal f

: ( G; u ) = f ( u; c ) g

fo r t h e ce n te r no d e c , F

hal f

: ( G; c ) = f g

fo r e v e r y outp ut n o de w , F

hal f

: ( G; w ) = f ( c; w ) g

Th e r e f o r e ,

c : ( F

h a l f

; G ) =

n � 1

n

=

e

n

<

n

4

� c : ( F

f ull

; G )
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ALGORIT HM 1 : h a l f tree algo r i t h m

INPUT: a ce r t i �cat e g rap h G

OUTP U T : the half tree d i sp e r sa l D o f G

ST EPS :

1: for ev e r y n o n e m pt y S:v i n the c onsi ste n t c ol lect i on

of compac t c hai n set s do

2: let c d enot e t h e l o n g est c h ain < ( v

0

; v

1

) ; � � � ;

( v

k � 1

; v

k

) > i n S:v : not e t h a t v

0

= v ;

3: let x := b

k

2

c ;

4: �nd th e l a r g est y , 0 � y � k , s uc h that al l

ce r t i �cat es in t h e p re�x < ( v

0

; v

1

); � � � ;

( v

y � 1

; v

y

) > are a l ready i n F

h a l f

( G; v );

5: if x � y

6: then

store t h e ce r t i �cat es in e v e r y p re�x of

the s ub c h a i n < ( v

y

; v

y +1

); � � � ; ( v

k � 1

; v

k

) >

i n F

h a l f

: ( G; w ) w here w is the no d e at

wh i c h the p re�x end s;

7: else

7a : store t h e ce r t i �cat es in t h e p re�x

< ( v

y

; v

y + 1

); � � � ; ( v

x � 1

; v

x

) > i n F

hal f

( G; v ) ;

7b: store t h e ce r t i �cat es in e v e r y p re�x of

the s ub c h a i n < ( v

x

; v

x +1

); � � � ; ( v

k � 1

; v

k

) >

i n F

h a l f

: ( G; w ) w here w is the no d e at

wh i c h the p re�x end s;

endif ;

8: rem o v e c h a i n c from S: v ;

9: enddo ;
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3. 4 Optim al Al g ori thm s for Ce rti �cate G ra p hs

3.4.1 O pt i ma l Disp ersal of Re
e xiv e Gra phs

In thi s se ction w e i den t i fy a c l ass of c erti �ca te gra p hs ca l l e d r e 
 e xi v e g r a p hs, an d

giv e an a l go r ith m th a t c ompu te s an o p t i mal d i sp e r sa l o f these graph s.

A c erti �ca te g r a p h G i s ca l l e d r e 
 exiv e i f and onl y i f the fol lo wi ng t w o c on-

di ti o n s hold .

i. Sh or t Cy c l e s : Ev e r y s imp l e d ir e cte d cycle in G is of l e n g th 2.

i i. R e
exivity : If there is a certi� c ate fr o m a n o de u to a no d e v i n G , t h e n G

a l so h a s a c erti �ca te fr o m v t o u .

b d e

g

a f

c

Fi g u re 3.6 : An exampl e of a r e 
 e xi v e c erti �ca te graph

F i g . 3.6 s ho ws a n exa mp l e of a re
exi v e graph t h a t h a s 7 n o des and 1 2

ce r t i �cat es. N ote t h a t t h e r e a r e t w o o p p o s ite d ir e ction c erti �ca tes b et w ee n the t w o

no des a and d , and t h e r e are n o ce r t i � c at es b e t w een t h e t w o n o des a a n d b .

A n i c e fea tur e of re
exi v e g r a p hs is th a t t h e r e i s a c erti �ca te c hai n fr o m an y

no de to a n y o ther no d e in the graph . Th us a n y n o d e can get t h e pu bl i c k ey of an y

ot h e r n o de in t h e graph and can sec u rely send m e ss a ge s to i t .

Le t G b e a re
exi v e g r a p h. An undir e cte d version o f G i s obta i ned from

G b y r e p l a ci ng eac h p a i r of o p p o s ite di rec ti o n c erti �ca tes b e t w ee n t w o n o des b y

an un di rec ted e d g e. F o r exampl e, an un di rec ted v ersi on o f the r e 
 e xi v e g r a p h i n

Fig. 3.6 i s sho w n i n F i g. 3. 7.

N ext w e descri b e a n algo r i t h m for o p t i mal d isp ers a l of an y r e 
 e xi v e g rap h

G . No te that thi s a l go r ith m o p erat es o n an u nd ir e cte d v ersi o n G

0

of G .

40



b d e

g
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Figur e 3. 7: An u nd ir e cte d v ersi o n o f the re
exiv e ce r t i � c ate g r a p h i n Fig. 3.6

ALGORIT HM 2 : opti mal d isp ers a l o f a r e 
 e xi v e ce r t i �cat e g rap h

INPUT: a re
exi v e c erti �ca te graph G

OUTP U T : an o p tim a l di sp ersal D of G

ST EPS :

1: c onstruct a n u nd i rec te d v ersi on G

0

o f G .

2: for ea c h no d e u in G

0

, D : u := f g

3: for ea c h un di rect ed edge f u; v g i n G

0

do

4: co m pute the se t R :u that co n tain s u and e v e r y n o d e x

wh e r e there is a s im pl e p a th b e t w e en x a n d u in G

0

and thi s path do es not co n tain th e e d ge f u; v g

5: co m pute the se t R :v that co n ta i n s v a n d ev ery no d e x

wh e r e there is a s im pl e p a th b e t w e en x a n d v i n G

0

and thi s path do es not co n tain th e e d ge f u; v g

6: if j R :u j � j R :v j

7: then for e v ery no d e x in R :u , D :x := D :x [ f ( u; v ) ; ( v ; u ) g

8: else fo r ev e r y n o de x i n R: v , D : x := D :x [ f ( u; v ) ; ( v ; u ) g

A l go r ithm 2 ca n b e app l ied to t h e r e 
 e xi v e certi� c ate graph in F i g. 3 .6 as

fol lo w s. Fi rst, t h e un di rec ted v e r si o n o f the c erti �ca te g r a p h is c onstr uct ed a s s ho w n

i n Fig. 3.7 . F o r th e e d g e f a; d g , t h e t w o sets R: a and R: d a r e co mp uted a s fol lo ws:

R :a = f a g ; R: d = f b; c; d; e ; f ; g g

Si n c e j R: a j = 1 < 6 = j R :d j , the t w o c erti �ca tes ( a , d ) a n d ( d ; a ) are stored i n

D :a . Si mi l a rl y , t h e t w o c erti �ca te s ( b , d ) a n d ( d , b ) a r e sto r e d i n D :b a n d the t w o

ce r t i �cat es ( c , d ) an d ( d , c ) are sto red i n D :c .
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F o r th e e d g e f e; f g , the t w o set s R :e a n d R :f are compu te d as fo l l o ws :

R :e = f a; b; c; d ; e ; g g ; R :f = f f g

Si n c e j R :e j = 6 > 1 = j R: f j , the t w o certi� ca te s ( e , f ) a n d ( f , e ) are st ored i n D :f .

Si mi l arl y , t h e t w o certi� c ate s ( e , g ) a n d ( g ; e ) are st ored i n D :g .

F o r th e e d g e f d; e g , the t w o set s R :d a n d R :e are compu t ed as fo l l o ws:

R :d = f a; b; c; d g ; R: e = f e; f ; g g

Si n c e j R :d j = 4 > 3 = j R :e j , the t w o ce r t i � c at es ( d , e ) and ( e; d ) are sto r e d i n D :e ,

D :f , and D : g .

The resul tin g ce r t i � c at e di sp ersal of t h e graph i s a s fol l o ws:

D :a = f ( a; d ) ; ( d ; a ) g ;

D :b = f ( b; d ) ; ( d ; b ) g ;

D :c = f ( c ; d ) ; ( d; c ) g ;

D :d = fg ;

D :e = f ( d ; e ) ; ( e; d ) g ;

D :f = f ( d ; e ) ; ( e; d ) ; ( e; f ) ; ( f ; e ) g ;

D :g = f ( d ; e ) ; ( e; d ) ; ( e; g ) ; ( g ; e ) g

Th e c ost o f t h is di sp ersal is ( 2 + 2 + 2 + 0 + 2 + 4 + 4) = 7 = 16 = 7 � 2 : 3 ce r t i �cat es

p er no d e .

Theorem 7 Given a r e
exive c erti�c a te gr a ph G , th e disp ersa l D of G c o mpute d

by A lgor i t hm 2 is opt imal .

P r o of: W e di vi de the pr o o f in to t w o p a r t s . Fi rst, w e sho w t h a t Al g ori thm 2
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co mp utes a di sp ersal. Seco n d, w e sho w th a t D i s o p tim a l .

Pr o of of F irst Pa rt: B y the d e�n iti o n o f d isp ers a l in Sec ti o n 3 .1 , if al l the

ce r t i �cat es i n ea c h c h a i n from a no d e u to a no d e v i n G are in set D : u [ D :v , t h en

D i s a di sp ersal of G .

Co n si der a p a i r of no d e s v

0

and v

k

, w here th e r e i s a c erti �ca te c h a i n ( v

0

, v

1

) ,

( v

1

, v

2

), � � � , ( v

k � 1

, v

k

) from v

0

to v

k

i n G . F o r ea c h certi� c ate ( v

i

; v

i +1

) i n thi s

c h a i n, the t w o s e ts R :v

i

a n d R :v

i +1

a r e co mp uted b y Al g ori thm 2 fo r t h e u nd i rec ted

edge f v

i

; v

i +1

g . S i nce t h e r e i s a c h ain fr o m v

0

to v

i

in G , t h ere i s a si mpl e path

b et w e en v

0

and v

i

i n G

0

. Th us , R :v

i

c on t ai ns v

0

. S i mi larl y , si nce t h e r e i s a si mp le

di r e ct ed c hai n fr o m v

i +1

to v

k

i n G , th e r e i s a si mpl e path b et w e en v

i +1

and v

k

i n G

0

. Th u s, R :v

i +1

co n tain s v

k

. By steps in li n e 6 -8 i n Algori t h m 2 , ( v

i

; v

i +1

) i s

sto r e d either in all n o des i n R: v

i

or i n a l l n o des i n R: v

i +1

. B ec aus e R: v

i

co n tain s

v

0

a n d R :v

i + 1

co n t ain s v

k

, c erti �ca te ( v

i

; v

i +1

) i s s t ored ei t h er i n D :v

0

or in D :v

k

.

Th u s, ev e r y ce r t i � c at e ( v

i

; v

i +1

) in th e c hai n, is stored in D :v

0

[ D :v

k

. Th ere f o r e ,

the c hain from v

0

t o v

k

is stored i n t h e set D :v

0

[ D :v

k

. D i s a di sp ersal of G .

F o r ev e ry p a i r of certi� ca te s ( u; v ) and ( v ; u ) in G , a n un di rec ted e d g e f u; v g

i s c onstr uct ed i n G

0

. Th e t w o c erti �ca tes ( u; v ) a n d ( v ; u ) a r e sto r e d e i ther i n all

no des i n R :u o r i n all no d e s i n R :v , where R :u and R: v a r e t h e t w o sets co m pu t ed b y

Al g ori t h m 1 for the u nd i rec te d e d g e f u; v g . By t h e d e � ni tion of R: u and R: v , R :u

co n ta i n s u and R :v co n ta i n s v . Th u s, b y st ep ii i i n Algo r i t h m 2, the t w o ce r t i �cat es

( u; v ) a n d ( v ; u ) a re eith e r s t ored i n D : u or i n D :v . T herefore, for ev ery ce r t i � c at e

i n G , t h e r e i s a no d e x i n G s uc h th a t th is ce r t i � c at e i s i n D : x . Th e co m pl e teness

co n di tion h o l ds.

Pr o of o f Se c ond Pa rt:

Le t D

0

b e an y ot h e r di sp ersal o f a re
exi v e ce r t i �cat e gra p h G an d l et ( u; v )

b e a n y d i rec te d ce r t i �cat e i n G . T he c erti �ca te ( u; v ) i s on ev ery d i rec ted c h a i n from

a no d e i n R :u t o a n o de i n R: v , w here R :u a n d R: v are t h e t w o sets c omp ute d b y
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Al g ori t h m 2 fo r t h e u nd i rec ted edge f u; v g . T herefo r e , D

0

n e eds to a ssi gn ce r t i � c at e

( u; v ) t o e v e r y no d e i n R :u o r t o e v e r y no d e i n R :v . In ei t h e r c ase, D

0

yiel ds a

di sp ersal c ost that i s no less than the d i sp e r sal co st o f D co m pu t ed b y Algo r i t h m 2 .

The c omp lexi t y o f Al g ori thm 2 i s O ( e n ) , w here e i s t h e n u m b er of e d g es i n

the un di r e ct ed v ersi on of the i np ut r e 
 e xi v e graph and n i s t h e n u m b e r o f no d e s i n

the r e 
 exiv e graph . Si n c e e = n � 1, the c omp lexi t y o f thi s a l go r ith m i s O ( n

2

) .

N ote t h a t t h e sta r certi� c ate g r a p h i n F i g. 3. 1 in S e ction 3. 1 is re
exi v e

and so Al g ori thm 2 c an b e us e d t o c omp ute an opti mal d i sp e r sa l of t h i s g r a p h.

Usi ng Al g ori thm 2 , w e obtain the f o l l o wi ng ce r t i � c ate di sp e r sal for thi s g r a p h:

D :v = fg i f v i s t h e ce n ter no d e

D :v = f ( v , c en te r n o de), (c en te r n o de, v ) g ot h e r wi se

The co s t o f t h i s ce r t i �cat e d is p ers a l = ( 0 + 2( n � 1)) =n . F rom T heo r e m 7 ,

w e c oncl ud e that t h i s c ost i s the small est p o ssi b le co st of ce r t i � c at e d isp ers a l for the

sta r certi� c ate gra p h.

3.4.2 O pt i ma l Disp ersal of Bia sed Graph s

In t h i s sec ti o n , w e p rese n t an al g ori thm th a t c omp ute s a n o p tim a l di sp ersal for

anot h e r cl a ss of c erti �ca te graph s, c all ed bi ased g r a p hs. As d i sc u ssed b elo w , the

class of bi ase d gra p hs is f o r a l l pr a ct i ca l pu rp oses m utuall y exc l u si v e from the c l ass

of r e 
 exiv e graph s d i sc u ssed i n the p revi o u s se ct i on.

A c erti �ca te g r a p h G i s ca l l e d bi a se d i f and onl y i f i t sat i s� e s t h e fo l l o wi ng

t w o co n di ti o n s.

i. A cyclicity : G h a s no di rect ed cyc l es.

i i. Nonr e d unda nc y : G has at most o n e c erti �ca te c h a i n fr o m a n y no d e t o an y
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o ther n o de.

F rom the d e � ni tions o f re
exi v e and bi ase d graph s, it fol lo ws that e v ery

re
exi v e g r a p h t h a t has o n e o r m o r e c erti �ca tes i s n o t b i a sed and ev ery bi ased

gra p h t h at has one or m o r e c erti �ca te s i s n o t r e 
 e xi v e . B i ase d ce r t i � c at e graph s

repr e s e n t man y useful ce r t i � c at e syste m s. F or e x a mp l e , a hi erarc h ica l ce r t i � c at e

system w o u l d t yp i c all y ge n e r a te a tree- sh a p ed c erti �ca te g rap h. An y d i rec ted tree -

sh a p ed ce r t i �cat e graph is a b i a sed ce r t i � c at e g r a p h.

N ote that a re
exiv e g raph sup p orts se cur e t w o-w a y comm un ica ti o n b e t w een

ev ery t w o n o des i n the gra p h, wh erea s a b i a sed g r a p h s up p o r t s se cur e o n e -w a y

co mm u ni c ation b et w e en some t w o no d e s i n the g r a p h. F o r exa m pl e, c onsi d e r the

bi ased gra p h i n F i g. 3.8 . T hi s g r a p h s upp orts sec u re o n e- w a y co m m u ni ca ti o n from

no de a t o no d e b a n d from no d e a t o n o de c , b ut i t d o es n o t sup p o r t an y secure

co mm u ni c ation b et w e en the t w o no d e s b and c .

b d e

g

a f

c

Fi g u re 3.8 : A b iased c erti �ca te graph

N ext, w e pr e s e n t a n a l g ori thm w hi c h co m pu t es o p t i mal di sp ersals f o r the

class o f b i a sed graph s.

A s an e xamp le, l et us co n si der t h e app li ca ti o n of t h e ste p s i n l i nes 5 {7 i n

Al g ori t h m 3 o n t h e certi� c ate ( a; d ) in t h e bi a sed g raph i n Fi g . 3 .8. In th is case ,

the t w o se ts R :a a n d R :d are compu t ed as fo l l o ws:

R: a = f a g ; R :d = f d ; b; c g

Th u s, j R :a j = 1 < 3 = j R :d j and s o c erti �ca te ( a; d ) is add e d o n ly to D :a .
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ALGORIT HM 3 : opti mal algo r i t h m o f a b i a sed ce r t i � c at e g r a p h

INPUT: a bi ase d c erti �ca te graph G

OUTP U T : an o p tim a l di sp ersal D of G

ST EPS :

1: for ea c h no d e u in G , D :u := fg

2: for ea c h c erti �ca te ( u; v ) in G do

3: co m pute the se t R :u that co n tain s u and e v e r y n o d e x

wh e r e there is a c h ain f rom x to u i n G

4: co m pute the se t R :v that co n ta i n s v a n d ev ery no d e x

wh e r e there is a c h ain f rom v to x in G

5: if j R :u j � j R :v j

6: then for e v ery no d e x in R :u , D :x := D :x [ f ( u; v ) g

7: else fo r ev e r y n o de x i n R: v , D : x := D :x [ f ( u; v ) g

A s a seco n d e xamp le, consi der the a p pl i c at i on o f the st eps i n l i nes 5{7 i n

Al g ori t h m 3 on the ce r t i � c at e ( e; g ) i n t h e bi a s e d g r a p h i n Fig. 3 .8. In thi s ca se, the

t w o sets R :e a n d R :g are compu t ed as fo l l o ws:

R :e = f f ; e g ; R: g = f g g

Th u s, j R :e j = 2 > 1 = j R :g j a n d so ce r ti� c ate ( e; g ) i s add e d onl y to D :g .

Theorem 8 Given a bia se d c e r ti�c a te gr a ph G , the d isp e r sal D of G c om pute d by

A lgo rith m 3 is o ptima l.

P r o of: Th e p ro of i s si mi l a r to that of Th e orem 7 .

3.4.3 O pt i ma l Disp ersal of Con c i se Gra phs

In thi s s e ct i on, w e pr e sen t a n al g ori thm t h a t compu t es o p t i mal di sp ersal for c hai n

set s \ d e r iv a b le" from a c l ass of ce r t i � c at e graph s c al l e d c onci se c erti �ca te g r a p hs.

A c erti �ca te graph G i s ca l l e d c oncise i f and onl y i f i t sat i s� e s th e fol lo w i ng t w o
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co n di tions.

i. Sh or t Cy c l e s : Ev e r y s imp l e d ir e cte d cycle in G is of l e n g th 2.

i i. Non-r e dund ancy : G h a s a t most one c h a i n from an y n o de to a n y o ther no d e .

Conci se ce r t i �cat e graph s r e p resen t man y u se f ul certi� c ate syste ms . F o r exa mp l e ,

a h i e r a r c hi c al c erti �ca te sys t em w o u ld t ypi ca l l y g enerat e a tree -sh a p ed ce r t i � c at e

gra p h. An y tree- sh a p ed ce r t i � c ate g r a p h i s a c onci se ce r t i � c at e g r a p h.

F i g . 3. 9(a ) sho ws an exa mp l e of a concise ce r t i � c at e g r a p h. Not e that i n a

co n c i se g r a p h there c an b e t w o opp osite di rec ti o n c erti �ca tes b e t w ee n t w o adj a ce n t

no des. W e refer to an y suc h p a i r o f ce r t i �cat es as twins , a n d w e r e f e r t o ea c h one

of t h o s e ce r t i � c at es a s t h e twin c erti�c a te of t h e other. In th e co n c i se g r a p h i n Fi g .

3. 9( a), the t w o c erti �ca tes ( b; c ) a n d ( c ; b ) are t wi ns.

a

d

b c

( a )

f ( a; b ), ( b; c ), ( c ; b ), ( b; d ),

( a; b )( b; c ),

( a; b )( b; d ) ,

( c; b ) ( b; d ) g

(b )

F i gure 3 .9: An Exampl e of Conci se Certi �ca te Graph a n d D eri v abl e C hain Set

A c h a i n set i s deriva b l e f ro m some certi� c ate g r a p h G i f and onl y i f the c hai n

set c onsi sts of all th e certi� c ate c hain s i n G . F or exa m pl e, the c h a i n s e t i n Fi g . 3.9 (b)

i s deri v a b l e fr o m the c erti� ca te graph i n Fi g . 3 .9 (a) .

A l go r ithm 4 co m pu t es a n opti ma l di sp ersal o f a co n c i se certi� c ate g r a p h.

Cons id e r c erti �ca te ( b; c ) i n t h e e xamp le co n c i se c erti �ca te g r a p h i n F i g. 3 .9 (a) .

Al g ori t h m 4 co m putes t h e set of no d e s fr o m wh i c h there i s a c h a i n to b , d e n o ted

R :b , as f a; b g . Al so , Al go r ithm 4 co mp utes the s e t of no d e s t o w hi c h there i s a c hai n
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ALGORIT HM 4 : opti mal d isp ers a l o f co n c i se certi� ca te gra p hs

INPUT: a co n c i se certi� c ate g r a p h G

OUTP U T : a d i sp e r sa l D o f the c hai n set C S d e r iv abl e from G

ST EPS :

1: for ea c h no d e u in G , D :u := fg

2: for ea c h c erti �ca te ( u; v ) in G do

3: co m pute the se t R :u that co n tain s u and e v e r y n o d e x from whi c h t h e r e i s

a c h a i n to u i n G and thi s c h a i n d o e s n o t con t ai n t h e t w in c erti �ca te ( v ; u )

4: co m pute the se t R :v that co n ta i n s v a n d ev ery no d e x to wh ic h t h e r e i s

a c h a i n f rom v i n G and thi s c h a i n d o e s not con t ain t h e t w in c erti �ca te ( v ; u )

5: if j R :u j � j R :v j

6: then for e v ery no d e x in R :u , add ( u; v ) t o D : x

7: else fo r ev e r y n o de y i n R: v , a d d ( u; v ) to D :y

fr o m c , d e n o ted R :c a s f c g . j R :b j > j R: c j , so ( b; c ) i s sto r e d in c . A f t er co n si deri ng

all t h e ce r t i �cat es in th e g r a p h, t h e exa mp l e c on c i se ce r t i � c at e g r a p h i s opti ma l l y

di sp ersed b y Al g ori t h m 4 as fo l l o ws:

f D :a = f ( a ; b ) g , D :b = f ( c ; b ) g ,

D :c = f ( b; c ) g , D :d = f ( b; d ) g g

Theorem 9 Given a c oncise c erti�c ate gr ap h G , th e d isp ersa l D of t he cha in set

C S der i va ble fr om G c o mpute d b y A l g o rith m 4 is o ptim al.

P r o of: W e di vi de the pr o o f in to t w o p a r t s . Fi rst, w e sho w t h a t Al g ori thm 4

co mp utes a di sp ersal D . Sec ond , w e sho w that D i s o p tim a l .

Pr o of o f F irst P a rt:

W e sh o w t h a t t h e ce r t i � c at e sub set s D :x , co m pu t ed b y Algori t h m 4 for e v ery

no de x i n G , sat i sfy the c ond iti o n o f d isp ers a l i n S ec ti o n 2.
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Co n si der a pai r o f no d e s v

0

a n d v

k

, w here t h e r e i s a c hai n ( v

0

, v

1

), ( v

1

, v

2

) ,

� � � , ( v

k � 1

, v

k

) from v

0

to v

k

in G . B y the d e � ni ti o n of t h e d e r iv ab le c hain se t, the

c h a i n from v

0

to v

k

i s in C S . F or eac h c erti �ca te ( v

i

; v

i +1

) i n thi s c h a i n , the t w o

set s R :v

i

and R :v

i +1

are c omp uted b y Algo r i t h m 4. S i nce t h e r e is a c h a i n from v

0

to v

i

in G , R :v

i

c on ta i ns v

0

. Si mi l a r ly , si nce there i s a si mp le di rect ed c h a i n from

v

i +1

t o v

k

i n G , R :v

i +1

c on t ai ns v

k

. B y l i ne 5- 7 i n Al g ori thm 4 , ( v

i

; v

i +1

) i s stored

either i n al l no d e s i n R:v

i

o r i n a l l no d e s i n R :v

i +1

. Bec ause R: v

i

c on t ai ns v

0

an d

R :v

i +1

con t ai ns v

k

, c erti �ca te ( v

i

; v

i +1

) i s sto r e d e i ther i n D :v

0

or i n D :v

k

. T h us,

ev ery ce r t i � c at e ( v

i

; v

i +1

) i n th e c h a i n f rom v

0

to v

k

is st ored i n D :v

0

[ D :v

k

. Hence ,

D i s a di sp ersal of t h e c h a i n set C S deri v a b l e fr o m G .

Pr o of of S e c on d P a rt: T he pro of i s b y con t r a d iction . Let D

0

b e another

di sp ersal of C S wh e r e c os t: D

0

< cost : D . Then t h e r e m u st b e suc h a ce r t i � c at e

( u; v ) that j D

0

( u; v ) j < j D ( u ; v ) j . B y t h e de�n iti o n of d i sp e r sa l , ( u; v ) n e eds to b e

sto r e d i n D

0

:x [ D

0

:y for ev e r y c hai n fr o m x t o y that con t ai ns ( u; v ). By the de�n i t i on

of d e r i v a b le c hai n se t, certi� c ate ( u; v ) i s u sed in ev e r y d ir e cte d c h a i n fr o m an y n o de

x i n R :u to an y no d e y i n R: v , where R :u a n d R: v a r e the t w o s e ts co mp uted b y

Al g ori t h m 4 fo r ce r t i � c at e ( u; v ). In o ther w o r ds, j D

0

( u; v ) j � m i n ( j R :u j ; j R :v j ) .

Si n c e j D ( u; v ) j = m i n ( j R :u j ; j R :v j ) , j D

0

( u; v ) j � j D ( u; v ) j . Th i s c on tradi c ts the

assum ption of j D

0

( u; v ) j < j D ( u; v ) j .

Therefore, D co mp uted b y A l go r ith m 4 is opti mal.

The c omp lexi t y o f Al g ori thm 4 i s O ( en ), w here e i s t h e n u m b e r of ce r t i �cat es

i n th e i np ut co n cise ce r t i � c at e graph a n d n i s the n um b er of n o des i n th e co n cise

ce r t i �cat e g rap h.
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3. 5 Optim al Al g ori thm s for Chain Set s

3.5.1 O pt i ma l Disp ersal of S hort Chai n Se t s

In t h e p reviou s se ction, w e pr o v ed that compu t i n g an opti ma l d isp ers a l o f an y

c h a i n se t, w hi c h i nclu des c hain s w hose len g th is 3 o r more, i s NP-c omp lete . I n

thi s se ction, w e sh o w t h a t t h e r e i s a p o l yn o mi al-tim e algo r i t h m t h a t c ompu te s an

optim a l d i sp e r sa l o f a n y c hai n se t w hose c h a i ns are a l l of length a t most 2. T hi s

class o f c h a i n s e ts is cur ren t l y i n use in t h e In ternet i n S e cur e S o c k et La y er ( S SL ) .

A c hai n set C S is sho rt i f a n d o n l y i f t h e l e n g th of the longe s t c hai n in C S

i s at most 2. F or e xamp le, consi der the star c erti �ca te graph i n Fig. 3. 10( a) . I n

thi s certi� c ate g rap h, assum e th a t ea c h sate l l ite no d e, b , c , or d , wi sh e s to s e cur e l y

co mm u ni c ate w i t h e v ery ot h e r sat el li te no d e . Fi g . 3.1 0( b ) sho w s the resul ti ng short

c h a i n set .

a

d

b c

(a)

f ( b; a ) ( a; c ), ( d ; a )( a; b ) ,

( c; a )( a; b ), ( c ; a ) ( a; d ),

( b; a ) ( a; d ), ( d ; a )( a; c ) g

(b )

Figur e 3. 10 : An Exa m pl e of Sh o r t Ch a i n S e t

A l go r ithm 5 c omp ute s a n opti ma l di sp e r sal o f a s hort c h a i n se t. C o n si der

the certi� ca te ( b; a ) in t h e exa m pl e sh o r t c h a i n set i n Fi g . 3 .10 . Ch a i ns that h a v e

( b; a ) are ( b; a )( a; c ) a n d ( b ; a )( a; d ) . So b i s th e source of e v e r y c hain t h a t has ( b; a ) .

Th e r e f o r e , Algo r i t h m 5 assi g n s ( b; a ) to D :b . Afte r co n sid eri ng all th e certi� ca te s i n

the s hort c h ain s e t, the o p t i mal d i sp e r sa l c omp ute d b y Al go ri thm 5 a s foll o w s:
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ALGORIT HM 5 : opti mal d isp ers a l o f sh o r t c h a i n set s

INPUT: a sh o r t c h a i n set C S

OUTP U T : a d i sp e r sa l D o f C S

ST EPS :

1: for ea c h no d e u in C S , D :u := fg

2: for ea c h c erti �ca te ( u; v ) in C S do

3: if t h ere i s a n o de x su c h that

the s o u rce o r dest i n a ti o n of e v ery c hai n t h a t has ( u; v ) i s x

4: then add ( u; v ) to D : x

5: else a d d ( u; v ) to b o th D :u a n d D :v

f D :a = f g , D :b = f ( a; b ) ; ( b; a ) g ,

D :c = f ( a; c ) ; ( c ; a ) g , D :d = f ( a; d ) ; ( d; a ) gg

Theorem 10 Given a sh or t ch ain s e t C S , th e disp ers al D of C S c om pute d by

A lgo rith m 5 is o ptima l.

P r o of: Th e pr o o f co n si st s of t w o p a r ts. Fi rst, w e sh o w that Algo r i t h m 5

co mp utes a di sp ersal D . Sec ond , w e sho w that D i s o p tim a l .

Pr o of o f F irst P a rt :

B y th e d e � ni ti o n o f di sp ersal i n S e ction 2 , if a l l the ce r t i �cat es i n e ac h c hai n

fr o m a sour c e n o de u to a destin a ti o n n o de v in C S a re in set D :u [ D :v , then D

i s a di sp ersal o f C S . In o th e r w o r ds, i f a ce r t i �cat e ( u; v ) is sto red i n the sour c e or

desti nat i on no d e s of e v e r y c hain t h a t c on t ai ns ( u; v ), then D i s a di sp ersal .

B y Algo r i t h m 5 , e v e r y certi� c ate ( u; v ) i s st ored eith e r i n D :x o f some n o de

x , o r b oth D : u a n d D :v . S in c e t h e maxim u m l engt h of a c hain i n C S i s 2, e v ery

c h a i n t h a t con t ai ns ( u; v ) starts at u or end s at v . He n c e i f ( u; v ) i s st ored i n b oth

D :u a n d D :v t h e n c erti �ca te ( u; v ) i s sto r e d in t h e sour c e o r destin a ti o n no d e of
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ev ery c h ain that con t ai ns ( u; v ). If ( u; v ) i s s t ored i n no d e x , then b y Algori t h m 5 x

i s eith e r t h e so u rce no d e or th e d e s t i n a tion no d e of ev e r y c hai n that c on ta i ns ( u; v ) .

Th e r e f o r e , ( u; v ) is st ored in the sour c e o r the destin at i o n n o de o f e v ery c h a i n t h a t

co n ta i n s ( u; v ).

Pr o of o f Se c ond Pa rt :

The pro of i s b y c on tradi c ti o n . Let D b e t h e di sp ersal of a short c hain se t C S

co mp uted b y A l go r ith m 5 a n d D

0

b e a n o ther di sp ersal o f C S . Assum e t h a t cost:D

0

<

cost:D . Th e r e m u st b e at l e ast one certi� c ate ( u; v ) suc h th a t j D

0

( u; v ) j < j D ( u; v ) j .

Le t ( u; v ) b e suc h a ce r t i � c at e, j D

0

( u; v ) j < j D ( u; v ) j . By Al g ori thm 5 ,

j D ( u; v ) j i s ei t h e r 1 (i f there exis t s s o me no de x t h a t i s the sour c e o r desti nat i on

no de of ev e r y c h a i n that has ( u; v )) or 2 ( otherwi se). T herefore, j D

0

( u; v ) j = 1 an d

j D ( u; v ) j = 2 , and there e xi sts no n o de x i n C S that i s t h e sour c e or desti nat i on

no de of ev ery c hai n that h a s ( u; v ). By t h e d e � ni tion of di sp ersal , t h e n o de w i n

D

0

( u; v ) sh o u l d b e the s o u rce o r a destin a ti o n o f ev ery c h a i n that co n ta i n s ( u; v ) i n

C S . Th is c on tradi c ts t h a t there exi st s no n o de x in C S su c h t h a t x is the sour c e or

desti nat i on no d e of e v e r y c hain t h a t has ( u; v ).

Therefore, c os t:D � cost:D

0

for an y d i sp e r sa l D

0

of C S . Algo r i t h m 5 co m-

pu te s an o p t i mal d i sp e r sal o f a short c hain se t C S .

The ti me c omp lexi t y of Al g ori t h m 5 i s O ( ep ), w here e is t h e n um b er of

ce r t i �cat es i n th e i n pu t sh o r t c hai n set a n d p is t h e n um b e r o f c hai ns i n t h e c hai n

set .

3.5.2 O pt i ma l Disp ersal of Dis c on nected Ch ain Sets

In thi s sect i o n , w e i den t i fy a s p ecial class of c hain set s a n d pr e sen t a n algo r i t h m

that co m pu t es an optim a l di sp ersal fo r t h i s c l ass o f c hai n set s in p o l ynomi al-tim e .

A c h a i n s e t C S i s disc o nne cte d i f a n d o n ly i f f o r e v e r y c erti �cat e ( u; v ) i n C S ,

the set o f so u rce no d e s o f the c h a i ns that c on t ai n ( u; v ) and the set o f desti nat i on
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no des o f th e c h a i n s t h a t co n ta i n ( u; v ) are d i sjoin t. T hi s r e 
 e cts a system wh e r e the

authen t i ca ti o n i s p e r formed i n a n a sym me tri c m a n ner. F or exa mp l e , when there are

cli en t s a n d serv e r s i n th e system, one c an im a gin e t h a t cli en t s w oul d use ce r t i �cat es

to a u t h e n ti c ate se r v ers, w hi l e se r v ers w o u l d u se p a ssw ord s to a u t h en t i ca te c l i e n ts.

Su c h a sym met r ic systems ca n b e repr e sen te d a s di sco n nec ted c h a i n se ts. Fig. 3 .1 1

sh o ws a n e xamp le o f a d i sc onn e cte d c hain se t.

f ( d; a ),

( a; b )( b; c ),

( a; c )( c; d ),

( a; b )( b; c )( c; d )( d ; e ) g

Fi g u re 3 .1 1: An Examp l e o f Di sc onn e cte d C hai n Set

( d; a ) h a s th e s e t o f so u rce no d e s f d g and the set of d e s t i n a tion no d e s f e g ,

wh i c h are d i sjoin t. ( a; b ) h as t h e set of sour c e no d e s f a g and th e set of desti nat i on

no des f c; e g , w hi c h are di sj o i n t. Ev e r y c erti �ca te i n t h i s c hai n set has di sjoi n t s e ts

of s o u rce a n d d e sti nat i on no d es.

ALGORIT HM 6 : opti mal d isp ers a l o f d isconn e ct ed c h a i n sets

INPUT: a di sco n nect ed c h a i n set C S

OUTP U T : a d i sp e r sa l D o f C S

ST EPS :

1: for ea c h no d e u in G , D :u := fg

2: for ea c h c erti �ca te ( u; v ) in G do

3: G

0

= ( V

0

; E

0

) wh e r e V

0

= fg and E

0

= fg

4: for eac h c hai n fr o m n o de x to n o de y that co n tain s ( u; v ) do

5: add n o des x and y t o V

0

6: add ( x; y ) to E

0

7: co m pute a m in i ma l v ertex co v e r of t h e b ip a r t i te graph G

0

8: add ( u; v ) to e ac h n o de in t h e v e rtex co v e r

A l go r ithm 6 c omp ute s an o p tim a l di sp ersal of a di sco n nect ed c h a i n set. Con-

si der certi� c ate ( a; b ) i n the e xamp l e d isconn e ct ed c hain set i n Fi g . 3. 11 . A l go -
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ri thm 6 co n st r ucts a b ip a r tite graph G

0

for ce r t i � c ate ( a; b ), w here G

0

= ( V

0

; E

0

) ,

V

0

= f a; c; e g , a n d E

0

= f ( a; c ) ; ( a ; e ) g . Th e v ertex c o v er of m in i m u m si ze o f G

0

i s f a g .

Th u s, ( a; b ) i s sto r e d i n D :a . After c onsi d e r in g a l l ce r t i � c at es in the c hain set, the

exa mp l e di sco n nect ed c h a i n set i s o p tim a l l y d i sp e r se d b y Al g ori thm 6 as foll o ws :

f D :a = f ( a; b ) ; ( b; c ) ; ( c; d ) g , D :b = fg , D :c = fg ,

D : d = f ( a; c ) ; ( d; a ) g , D :e = f ( d; e ) g g

Theorem 11 Given a disc o nne cte d cha in set C S , th e d isp ersa l D of C S c o mpute d

by A lgor i t hm 6 is opt imal .

P r o of: The p ro of co n si st s o f t w o parts. F i rs t , w e sh o w that Algo r i t h m 6 pr o -

du ce s a d i sp e r sa l . S e cond , w e sh o w that the r e s ul t i n g di sp ersal i s optim a l .

Pr o of o f F irst P a rt:

Le t D :u b e t h e set of c erti �ca te s assi g n ed t o a no d e u i n C S b y Algo r i t h m 6 .

Cons id e r a n y c erti� ca te ( u; v ) i n a c h a i n from a so u rce n o de x to a d e sti nation n o de

y in C S . B y A l go r ith m 6, si nce t h e r e i s a c h a i n fr o m x t o y t h at g o es th ro u gh

( u; v ), th e r e i s an edge ( x; y ) i n G

0

fo r ( u; v ). By th e de�n i t i on o f v e r t ex c o v er, for

edge ( x; y ) i n G

0

, n o de x or no d e y i s i n t h e v e r t ex co v e r . Therefore, fo r the c hai n

fr o m x to y , ( u; v ) i s sto r e d in D :x or D :y . T hi s i s tru e f o r al l the c erti� ca te s i n the

c h a i n fr o m x to y , for a n y c h a i n i n C S . He n c e, D sa ti s�es t h e d is p e r sa l c ond i t i on

i n Sect i on 2 , so D i s a di sp ersal of C S .

Pr o of o f Se c ond Pa rt:

B y Th e orem 3, i f w e c an � nd a d isp ers a l D wh e r e D ( u; v ) of ev e r y ce r t i � c at e

( u; v ) i n C S i s opti ma l , t h en D i s a n opti ma l di sp ersal o f C S . S o w e o n l y n e ed t o

pr o v e that a d i sp e r sa l c omp uted b y A l go r ith m 6 pr o du c es a n o p t i mal l o ca ti o n se t

of ea c h ce r ti� c ate in C S . Th e pr o o f i s b y c on t r a d i c ti o n . Assu me there i s another

di sp ersal D

0

o f C S , wh e r e cost:D

0

< c os t:D . T here m ust b e at least one ce r t i � c at e
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( u; v ) w here j D

0

( u; v ) j < j D ( u; v ) j . F o r ev ery c h a i n f rom a no d e x to a n o de y

that co n ta i n s ( u; v ), D

0

( u; v ) sh o u l d c on ta i n x o r y . Th e r e f o r e , D

0

( u; v ) i s a v e r t ex

co v er o f the bi parti t e graph G

0

constru c ted fo r ( u; v ), where j D

0

( u; v ) j < j D ( u; v ) j .

Th i s co n tradi ct s t h a t D ( u; v ) i s t h e v erte x c o v e r of mi n im u m si ze o f G

0

b y li n e 7

i n A l go r ith m 6. Th e r e f o r e , D ( u; v ) i s an o p t i mal l o c at i on se t of ( u; v ) f o r e v ery

ce r t i �cat e ( u; v ) i n C S . B y Th e orem 3 , D is opti mal.

F o r ea c h ce r t i �cat e ( u; v ), t h e g r a p h G

0

c ons t r uct ed fo r ( u; v ) i s a bi parti t e

gra p h. It i s b eca u se the set of so u rce n o des of t h e c h a i ns that co n tain ( u; v ) an d

the set of the d e sti nation n o des of the c h a i n s t h at co n tain ( u; v ) a r e d i sjoin t b y the

de� ni t i on of di sco n nect ed c h a i n se t. Fi nd in g a v ertex c o v e r in a b i partite g r a p h i s

a w e l l kn o wn pr o b l e m i n graph theory , wh ic h ta k es O ( n

0

e

0

) s t eps wh e r e n

0

i s the

n u m b er on no d e s i n G

0

and e

0

i s th e n u m b er of e d g es in G

0

. In the w ors t ca se n

0

= n

and e

0

= p , w here n i s t h e n um b er o f no d e s i n C S , and p i s th e n um b er of c hai ns i n

C S . T herefo r e , th e t i me co m pl exit y of Al g ori thm 6 i s O ( e � np ) = O ( en p ) , w here e

i s t h e n u m b er of certi� c ate s i n C S .

3.5.3 O pt i ma l Disp ersal of k - long Chain Se t s

In Sec ti o n 3. 2, w e sh o w e d that c ompu tin g an o p t i mal di sp ersal o f a n y c h a i n set ,

wh i c h i nclu des c hai ns o f l engt h 3 o r more, is NP-c omp lete . I f al l the c hain s in a

c h a i n set a r e o f l engt h at most 2, i.e. if the c h ain set i s short, t h en w e c an use

Al g ori t h m 5 i n Sect i on 3 .5 .1 to co m pu t e an opti ma l di sp ersal of t h e sh o r t c hai n set .

In thi s sec ti o n , w e c onsi d e r a mo r e g eneral c l ass of c h a i n se ts w here there a r e a � xed

n u m b er k , k � 1 , of c h a i n s of l ength great er t h a n 2. C o n si derat i on o f su c h c hai n

set s is mo ti v a ted, for in sta n c e, b y the foll o w in g exampl e. Con sid e r a hi e r a r c hi ca l

net w ork m a d e o f a n um b er of autonomo u s s yst ems. Certi� ca te c hai ns wi t h i n an y

si ngl e a u t onomous s yst em a re exp e cte d to b e sh o r t, w herea s c erti �ca te c hai ns t h a t

sp a n m u l t i p le a u to n o mous syst ems are exp e ct ed to b e l o n g . The c h a i n s e t o f t h e se
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auto n o m o u s systems c on t ai n mo s t l y short intr a -c hai ns, b ut m a y co n tain a � xed

n u m b er of l o n g inter -c h a i ns. Ou r main resu lt h e re i s a p o l ynomi a l -time algo r i t h m

that co mp utes an opti ma l di sp ersal f o r su c h c h a i n set f o r � xe d k .

In t h i s sec ti o n , w e p resen t Algo r i t h m 7 th a t co m pu t es an o p timal d is p e r sa l

of a c h a i n se t w here there are k c h a i ns o f l e n g th g r e at er t h a n 2 for so me consta n t

k . W e c al l suc h sets k - l ong c h a i n set s. R o u g h ly sp e aki ng, our ge n e r a l strate gy i s

to c ons id e r al l p ossi bl e w a ys o f assi g n i ng ce r t i � c at es t h a t a p p e ar i n lon g c hai ns t o

the rel e v an t so u rce and desti nat i on n o des, a n d then h a n dl i ng the remain i ng short

c h a i ns wi th th e ai d o f A l go r ith m 5. T o dev e l op some i ni ti a l i n tui t i on, � rst w e sh o w

ho w to co m pu t e a n o p tim a l di sp ersal o f an exampl e 1 -l o n g c h a i n se t i n Fi g . 3. 12 (b ) ,

and then w e sh o w h o w t o g enerali ze for k-long c hai n set s.

a

b c

d

(a)

f ( a; b ) ( b; c ),

( b; c )( c ; a ),

( c; a )( a; b ),

( c; a )( a; b )( b; d ) g

(b )

Fi g u re 3.1 2: An Examp le o f 1- Long Ch a i n S e t

Le t C S b e the 1- l ong c h a i n set in Fi g . 3. 12( b ) , wh i c h is a c hai n s e t of the

ce r t i �cat e g r a p h i n Fig. 3 .1 2(a ). T here is one l o n g c h a i n ( c; a )( a; b )( b; d ) a n d thr e e

ot h e r s hort c h a i n s. T here are t h ree t yp es o f ce r t i �cat es in t h i s c hain s e t.

i. Certi� ca te s u se d o n ly i n l o n g c h a i ns : fo r exampl e, ( b; d ).

A c erti �ca te of thi s t yp e ca n b e d is p ers e d e i ther to the sour c e o r t o the desti-

nat i on of ea c h l o n g c h a i n t h a t co n ta i n s t h i s c erti �ca te. F o r e xampl e, ce r t i � c at e

( b; d ) i n C S i s u se d o n l y i n th e l o n g c h a i n and nee d s t o b e d is p ers e d e i ther t o

c o r to d . T hi s certi� c ate is not u se d i n a n y o ther c hai ns, so it d o es n o t c h a n g e
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t h e co st o f d is p e r sa l wh e ther i t i s di sp ersed to c or d .

i i. Certi� ca te s u se d o n ly i n sh o r t c h a i ns : f o r exa m pl e, ( b; c ).

F or ce r t i � c at es of th e s e co n d t yp e , w e c an use Al g ori thm 5 in S e ct i on 3.5 .1 t o

di sp erse suc h c erti �ca tes. F or e xamp l e , ce r ti� c ate ( b; c ) i s d is p ers e d t o no d e a

b y Al go r ithm 5.

i i i. Certi� ca te s u se d in b o th l o n g a n d sh o r t c h a i ns : fo r exampl e, ( a; b ), ( c; a ).

D i sp ersi n g a c erti �ca te o f t h e th ir d t yp e n e eds t o c ons id e r ev ery p ossi bl e a s-

si g n me n t o f t h i s ce r ti� c ate a mong s o u rce s a n d destin a ti o n s of long c h ain s. F or

e xamp le, ce r t i � c at e ( a; b ) i s u se d i n thr e e c hain s, ( a; b )( b; c ) , ( c; a ) ( a; b ) an d

( c; a ) ( a; b )( b; d ). If w e c ho ose to di sp erse ( a; b ) to t h e sour c e c o f l o n g c hai n,

t h e n w e do not nee d to d i sp e r se ( a; b ) t o a n y o ther n o de i n C S , si n c e c hap-

p e n s t o b e s o u rce o r d e s t i nation of al l the s hort c h a i n s that co n tain ( a; b ) .

B y con t r a st, i f w e c h o o se to d isp ers e ( a; b ) to the desti nat i on d o f long c hai n,

t h e n w e n e ed t o d is p ers e ( a; b ) t o ot h e r n o des than d si nce d is nei t h er sour c e

nor dest i n a ti o n of t w o sh ort c h a i ns ( a; b )( b; c ) a n d ( c; a ) ( a; b ). In o ther w o r ds,

D ( a; b ) c ou ld b e e i ther f c g or f a; b; d g , dep end in g o n wh e ther ( a; b ) i s assi g n ed

t o t h e s o u rce or the dest i n a ti o n o f the l o n g c h a i n. T hi s sh o ws that for ea c h

c erti �ca te of t h e thi rd t yp e that i s u sed i n b o th l o n g a n d sh o r t c h a i ns , i n ea c h

a ss ignm e n t of thi s ce r t i � c at e i n so u rce s a n d d e s t i nations o f long c h a i n s, w e

nee d t o c hec k whi c h s hort c h ain s st i l l n e ed s d i sp e r sa l o f thi s ce r t i �cat e.

A f t er consi deri n g al l t h ree t yp e s o f certi� ca te s in C S , the resu lti ng optim a l

di sp ersal of C S i n Fi g . 3 .1 2(b) b eco mes a s fol lo w s:

f D :a = f ( b; c ) g , D : b = f ( c; a ) g ,

D :c = f ( c; a ) ; ( a; b ) g , D : d = f ( b; d ) g g

57



T o ext en d thi s s o l uti o n for 1-long c h a i n se t to k - l o n g c hai n set, w e n ee d t o

de� ne a te r mi nal set o f a c hai n s e t. A termina l set o f a c hai n se t C S i s a s ub se t

of no d e s i n C S that consi sts o f the so u rce or destin a ti o n o f ea c h c hai n i n C S . F or

exa mp l e , the four n o des a; b; c; c are the sour c es of al l fo u r c hai ns i n the c h a i n se t

i n Fig. 3.1 2( b ) , so f a; b; c g i s a termi nal s e t of thi s c hai n se t. Al g ori thm 7 co m pu t es

an o p t i mal d i sp e r sa l o f k -l o n g c hai n set s u si ng thi s te r mi nal set.

ALGORIT HM 7 : opti mal d isp ers a l o f k -long c hain se ts

INPUT: a k - l ong c hain se t C S

OUTP U T : a d i sp e r sa l D o f C S

ST EPS :

1: for ea c h no d e u in C S , D :u := fg

2: for ea c h c erti �ca te ( u; v ) in C S do

3: co m pute the c hain se t LS o f all l o n g c hai ns that co n ta i n ( u; v ) in C S

4: for eac h p o s sib l e te r mi nal set X of LS

5: for eac h no d e w i n C S ,

6: if w 2 X t hen D

X

: w : = f ( u; v ) g else D

X

: w : = fg

7: co m pute the c hain se t S of a l l t h e c h a i ns that co n t ain ( u; v )

and thei r so u rces and destin a ti o n s a r e not i n X

8: run Al go r ithm 5 o n S and add t h e resu lti ng l o ca ti o n s e t o f ( u; v ) to D

X

9: �nd D

X

wi t h th e mi ni mal co s t

10 : for eac h no d e u i n C S , a d d D

X

:u t o D :u

Co n si der ( c; a ) i n the exa mp l e c h a i n se t i n Fi g . 3.1 2( b ) . Th e set o f a l l long

c h a i ns that c on ta i n ( c ; a ) , denot ed LS in Al g ori thm 7, is f ( c; a ) ( a; b )( b; d ) g . F or a

te r mi nal set f c g , ( c; a ) i s di sp ersed to n o de c and t h e set of remai ni ng short c hai ns,

den o te d S in Al g ori thm 7 , b ec omes f ( b; c )( c ; a ) g . Th e r e i s no de b that i s the sour c e

of ev ery c h a i n i n S , so ( c; a ) i s d i sp e r se d to n o de b . T he resu lti ng di sp ersal o f ( c; a ) ,

f b; c g , i s an o p t i mal l o ca ti o n set of ( c; a ). Aft er co n sid eri ng ev ery ce r t i �cat e, the

di sp ersal o f t h e e xampl e c hai n set i n Fi g . 3 .12 (b) co m pu t ed b y Al go ri thm 7 b ec omes

the s a me wi t h t h e di sp ersal ab o v e , a n d thi s di sp ersal i s o p tim a l . T heo r e m 12 sho ws
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that Al g ori t h m 7 co m pu t es a n opti mal d isp ersal of a giv en k - l ong c h ain s e ts.

Theorem 12 Given a k -lon g chain set C S , the disp ersa l D o f th e cha in set C S

c o mpute d b y A l g o rith m 7 i s o ptim al.

P r o of: W e d i vid e t h e p ro of i n to t w o parts. F i rs t , w e sho w t h a t Al g ori thm 7

co mp utes a di sp ersal D . Sec ond , w e sho w that D i s o p tim a l .

Pr o of o f F irst P a rt:

W e sh o w t h a t t h e ce r t i � c at e sub set s D :u , co m pu t ed b y Algori t h m 7 for e v ery

no de u i n C S , sat i sfy the cond iti o n of di sp ersal i n S e ction 2.

Co n si der a ce rti �cat e ( u; v ). A l go r ith m 7 compu t es t h e c h a i n set LS o f for

all t h e l o n g c h a i n s that co n tain ( u; v ). Al g ori thm 7 s t ores ( u; v ) i n e v e r y n o de i n

a te r mi nal set of LS . By t h e de�n i t i on o f a termi n a l se t, ( u; v ) is sto r e d in e i ther

sour c e or destin a ti o n of e ac h l o n g c hain i n LS . F or a l l the r e m a i ni n g short c hain s

that co n ta i n ( u; v ) in C S , b y l i ne 7 -9 i n Al g ori t h m 7 (sa m e as l i ne 3 -5 i n Al g ori thm 5) ,

( u; v ) is sto r e d e i ther in D :w fo r some no d e w or in D :u and D :v . (Th e r e st of p ro of

i s same wi th th e op t i mali t y pr o o f o f A l go r ith m 5. ) F or ea c h r e m a i ni n g s hort c hai n,

the c h a i n t h a t co n tain s ( u; v ) sta r t s a t u o r e n ds a t v . He n ce i f ( u; v ) i s st ored i n

b ot h D : u and D :v then ce r t i � c at e ( u; v ) i s sto r e d i n t h e sour c e o r d est i n a ti o n n o de

of e v ery remai ni ng c h a i n th a t c on ta i ns ( u; v ) . If ( u; v ) i s sto red in no d e w , t h en

b y Al g ori thm 7, t h en w is e i ther the source no d e or th e d e sti nation n o de of e v ery

remai ni ng c hai n. Th e r e f o re, ( u; v ) i s sto r e d in t h e s o u rce or the destin a ti o n no d e of

ev ery c h a i n th a t c on ta i ns ( u; v ). T hi s i s true for an y c erti �ca te ( u; v ) i n C S . Hence ,

D i s a di sp ersal of t h e c h a i n set C S .

Pr o of o f Se c ond Pa rt:

The pr o o f is b y c on t r a d i c ti o n . Let D b e the di sp ersal of a k - l ong c hai n

set C S c ompu te d b y Al g ori thm 7 a n d D

0

b e a n o ther di sp ersal o f C S . A s sume

that c os t:D

0

< cost:D . There m u st b e a t l e ast one ce r t i � c at e ( u; v ) su c h t h a t

j D

0

( u; v ) j < j D ( u; v ) j .
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There a r e three ca s e s of ( u; v ):

i. ( u; v ) i s a c erti �ca te u sed o n l y i n l o n g c h a i n s.

i i. ( u; v ) i s a c erti �ca te u sed o n l y i n sh o r t c h a i n s.

i i i. ( u; v ) i s a c erti �ca te u sed i n b o th l o n g and sh o r t c h a i n s.

F o r ca s e i ) , Al g ori thm 7 co n si ders ev ery p o ss ib l e t erm in a l set X o f the long

c h a i ns that co n tain ( u; v ). Th erefo r e , the r e su l t i n g j D ( u; v ) j = mi n

X

j D

X

( u; v ) j .

By t h e de�n iti o n o f t h e t erm in a l set, D

0

( u; v ) h a s to b e a te r mi nal s e t of t h e long

c h a i ns th a t c on t ai n ( u; v ). In ot h e r w ord s, j D

0

( u ; v ) j � mi n

X

j D

X

( u; v ) j = j D ( u; v ) j .

Th e r e f o r e , j D ( u; v ) j � j D

0

( u; v ) j

F o r ca s e ii ), A l go r ith m 7 compu t es a n opti ma l di sp ersal of th e short c hain s

co n ta i n in g ( u; v ) . T he pro of i s same as t h e optim a l i t y p ro of o f Al g ori thm 5 for short

c h a i n set s . Th e r e f o r e , j D ( u; v ) j � j D

0

( u; v ) j .

F o r case i ii ), � nd a t erm in a l set X of t h e l o n g c h a i n s th a t con t ai n ( u; v ) , suc h

that X � D

0

( u; v ). S i nce Al g ori thm 7 consi ders ev ery p ossi bl e termi nal se t o f the

l o n g c hain s that c on t ai n ( u; v ), i t a l so c omp ute s D

X

( u; v ) fo r t h e fo u nd te r mi nal se t

X , where X � D

X

( u; v ) . F o r t h e rema i n in g sh o r t c hain s i n S , si n c e the so u rce s an d

desti nat i ons of th e s hort c h a i ns in S are n o t i n X , so D

0

( u; v ) n X sh o u l d con t ai n

sour c e or d e s t i nation o f e ac h c hai n in S . Al so, Al g ori thm 5 c omp ute s a n optim a l

l o c ation se t of ( u; v ) i n S . Therefore, j D

X

( u; v ) n X j � j D

0

( u; v ) n X j . Si nce X �

D

0

( u; v ) and X � D

X

( u; v ), j D

X

( u; v ) j � j D

0

( u; v ) j . j D ( u; v ) j = mi n

X

j D

X

( u; v ) j ,

so j D ( u; v ) j � j D

0

( u; v ) j .

In a l l t h ree ca ses, j D ( u; v ) j � j D

0

( u; v ) j , wh ic h c on t r a d i c ts t h e assum pti o n of

j D ( u; v ) j > j D

0

( u; v ) j . T herefore, d isp ers a l D c omp uted b y Algori t h m 7 i s opti mal.

The tim e co mp l e xi t y of thi s a l go r ithm is O ( 2

k

� ep ), w here k i s the n um b er

of l ong c h a i n s i n C S , e i s t h e n u m b er of certi� c ate s i n C S , an d p is the n u m b e r of
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c h a i ns i n C S . Th is c omp lexi t y i s c omp ute d as fol l o ws: t h e n um b er o f t erm in a l s e ts

for k long c hai ns i s O (2

k

) , a n d for ea c h t erm in al set , the n um b e r o f sh ort c hain s t o

co n si der i s O ( p ) . W e rep e at t h is p ro cedu re f o r e ce r t i �cat es. Si n c e k i s a c onstan t ,

the ti me compl exit y b ec omes O ( ep ).

3.5.4 O pt i ma l Disp ersal of k - Connected Chain Se t s

In Sect i o n 3. 5.2 , w e p rese n ted Al g ori thm 6 th a t co mp utes a n opti ma l d is p e r sa l

of a d isconn e ct ed c hain se t. In t h is s e ct i on, w e i n v estigat e mo r e general cl a ss of

c h a i n sets w here t h e r e are at m o st k n o des in t h e i n te r se ction of t h e sour c e se t

and t h e d est i n a ti o n se t of ea c h c erti �ca te in a c hai n set. W e ca l l suc h c h a i n s e ts

k -c onn e cte d c hai n se ts. Th is c l ass of c hai n se ts mo del s a cl ien t- serv er s yst em t h a t

us e s t w o di �e r e n t auth e n ti c at i on me th o ds. As di scuss e d i n Sec ti o n 3. 5.2 , i n s o me

cli en t -serv e r syste ms , c l i en t s authen ti c at e serv e r s via c erti �ca tes, wh erea s serv e r s

authen t i ca te c l i e n ts vi a other means, e .g. passw ord s. Ho w e v er, t h e r e m a y b e a few

m utual a u then t i ca ti o n s vi a c erti �ca tes b et w e en s e r v ers. T hese c erti �ca tes us e d b y

serv e r s ma y ha v e n o n -e mp t y i n t ers e ct i on of t h e sour c e a n d d e sti nat i on set s . S uc h

cli en t -serv e r s yst ems ca n b e repr e sen te d as k -co n nect ed c h a i n set s .

F i g . 3.1 3( b ) sh o ws a n exa m pl e o f 1- conn e ct ed c h a i n set , w hi c h i s a c hai n

set of t h e ce r t i �cat e g r a p h i n F i g. 3. 13( a) . F or c erti �ca te ( a; b ), t h e sour c es o f the

c h a i ns t h at con t ai n ( a; b ) are f a; c g a n d t h e destin a ti o n s of s uc h c h a i ns a r e f b; c ; d g .

Th e in tersec ti o n o f t w o sets i s f c g . S im il arl y , the ca r di nal it y o f t h e i n te r se ction se t

i s a t most 1 f o r e v e r y c erti �ca te in thi s c h a i n s e t, so the c h a i n s e t i n Fi g . 3 .13 (b) i s

1- co n nect ed.

A ss ume that ( a; b ) i s st ored i n D :c in some di sp ersal D o f t h i s c hai n s e t. The

remai ni ng c h ain to b e d is p e r se d i s ( a; b )( b; c ) ( c ; d ) . C e r t i � c at e ( a; b ) c an b e stored

either i n D : a o r i n D :d , eith e r of wh i c h ma k es n o di �e r e n c e i n the d is p e r sa l co s t .

Or , a ss ume that ( a; b ) i s not sto red i n D

0

: c i n some di sp ersal D

0

of t h i s c h a i n set .
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b

cd

a

(a)

f ( a; b ) ( b; c ),

( a; b ) ( b; c )( c ; d ) ,

( b; c ) ( c ; d ) ( d; a ),

( c; d )( d ; a ) ( a; b ) g

(b )

F i gur e 3 .13 : A n Exa m pl e of 1 -Conn e ct ed C hain Set

Certi �ca te ( a; b ) n e eds to b e st ored i n D

0

:a a n d D

0

:b . W e ca n rep ea t thi s pr o c ess

for e ac h certi� c ate to �n d the d i sp e r sa l a s fol lo ws:

f D :a = f ( a; b ) ; ( b; c ) g , D :b = f ( c ; d ) ; ( d; a ) g ,

D :c = f ( a; b ) g , D :d = f ( c; d ) g g

Thi s i s a l so an optim a l di sp ersal of t h is 1-c onn e cte d c h a i n s e t.

T o e xte n d thi s so l u t i on fo r 1-c onn e cte d c h a i n set to k -c onn e cte d c h a i n set, w e

need to de�n e a n interse c t i o n set o f a c erti �ca te. An i n te r se ction se t of a ce r t i � c at e

( u; v ) i n a c hai n set C S i s a s e t o f n o des t h a t a p p ea r b ot h in t h e set o f sour c es

and the se t o f d e s t i nations of t h e c h a i n s th a t con t ai n ( u; v ) . F o r c erti �ca te ( a; b )

i n Fig. 3.1 3( b ), the so u rces of the c hain s t h a t c on ta i n ( a; b ) a r e f a ; c g and the

desti nat i ons of su c h c hain s are f b; c ; d g . The i n t ers e ct i on of t w o se ts i s f c g , so

f c g i s the i n te r se ction se t of ( a; b ) . Al g ori thm 8 c ompu te s a n o p tim a l d is p e r sa l of

k -c onn e ct ed c h a i n s e ts usi ng t h i s i n te r sec ti o n set.

The p ro of o f the o p t i mal it y o f t h i s a l go r ith m i s strai g h tfo r w a r d. Si n c e thi s

algo r i t h m c ons id e r s e v e r y p o ss ib le su bset of the i n te r sec ti o n s e t, i t i s guaran t eed

to � nd th e optim a l l o c at i on set of e ac h certi� ca te . By Theorem 3 , t h e d is p e r sa l

co mp uted b y t h is al g ori t h m i s op t i mal.

The t i me c omp lexi t y o f thi s algori t h m i s O ( 2

k

� e n p ), w here k i s the ti g h t
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ALGORIT HM 8 : opti mal d isp ers a l o f k -c onn e cte d c h a i n s e ts

INPUT: a k - conn e ct ed c h a i n set C S

OUTP U T : a d i sp e r sa l D o f C S

ST EPS :

1: for ea c h no d e u in C S , D :u := fg

2: for ea c h c erti �ca te ( u; v ) in C S do

3: co m pute the in tersec ti o n s e t I S of ( u; v )

4: for eac h su bset X of I S

5: for eac h no d e w i n C S , if w 2 X then D

X

:w := f ( u; v ) g else D

X

:w := f g

6: co m pute the c hain se t S of a l l t h e c h a i ns that co n t ain ( u; v )

and thei r so u rces and destin a ti o n s a r e not i n X

7: for eac h c hai n fr o m y to z i n S

8: if y 2 I S n X t h e n add ( u; v ) t o D

X

:z and r e mo v e th e c hai n fr o m S

9: if z 2 I S n X then a d d ( u; v ) to D

X

:y and r e mo v e th e c hai n fr o m S

10 : run Al go r ithm 6 o n S and add t h e resu lti ng l o ca ti o n s e t o f ( u; v ) to D

X

11 : �nd D

X

wi t h th e mi ni mal co s t

12 : for eac h no d e u i n C S , a d d D

X

:u t o D :u

up p er b oun d of the n u m b er of n o des i n in tersec ti o n set s o f a l l t h e c erti �ca te s i n

C S , n i s the n um b er of no d es i n C S , e i s the n u m b er of ce r t i � c ate s i n C S , and p

i s the n u m b er o f c hai ns in C S . Si n c e there are a t m o st k n o des i n t h e i n t ersect i on

set o f e ac h c erti �ca te, t h e r e a r e a t most 2

k

su bsets of the i n te r se ction set . F or ea c h

su bset, w e ru n Al g ori thm 6, whose c omp lexi t y i s O ( e n p ). Th e r e f o r e , the t ot al t i me

co mp l e xi t y b e co m e s O (2

k

en p ) . S in c e k is a co n st an t, t h e tim e c omp lexi t y b ec omes

O ( e n p ).
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3. 6 Dyna m i c Di sp ersal

In the pr e vi o u s se ctions , w e di sc u ssed the co n ce p t o f ce r ti� c ate di sp ersal . A l go -

ri thm s in Sec ti o n s 3 .4 sho w ho w to c ompu te a c erti �ca te d i sp e r sa l for a \ sta ti c "

ce r t i �cat e g r a p h, i .e . t h e to p ol o gy o f the c erti �ca te graph d o es n o t c hange o v er

tim e . Ho w e v e r , in man y c erti �ca te syste m s, certi� ca te g r a p hs do c hange du e t o

i ssu in g new c erti �ca tes, a d di ng new u sers, r e v o ki n g o l d c erti �cat es, a n d remo vi ng

old users. T o mai n t ai n the certi� c ate d isp ers a l o f a d ynami c certi� c ate gra p h, the

c h a n g es in t h e gra p h n e ed to b e p ropag at ed to the a p prop ri a te u se r s.

BACK/FORE

Certificate issuing/revocation

Dynamic Dispersal

CERT

Fi g u re 3.1 4: In pu t s and O utpu t of D yn a m ic D i sp ersal Pr o to c ol

F i g . 3. 14 s ho ws th e i np uts and outp ut o f our dyn a mi c di sp ersal p rot o col.

Th e dyn a m ic d is p e r sa l p rot o col ru nn in g a t ea c h u se r h a s t w o in pu t s FOR E and BA CK .

FO RE i n user u is t h e se t of the ce r t i � c at es that ha v e b e en iss ued b y user u , an d

BA CK i n us e r u i s the s e t of u se r s that ha v e i ssued c erti �ca tes for u . No te t h a t the

t w o i npu ts FOR E and BAC K i n a l l users de�n e t h e certi� ca te graph of the system. W e

assum e t h a t F ORE and BA CK a r e ma i n ta i n e d b y a n outsi de proto c ol that i ssues new

ce r t i �cat es an d rev ok es ol d o n e s. W e al so a s sume t h a t F ORE and BA CK a r e a l w a ys

c o rr e ct a n d so t h ey a r e a l w a ys c onsist ent . F o r exa mp l e , i f at a n y t i me a ce r t i � c at e

( u; v ) i s i n FOR E .u o f u se r u , then u is i n BA CK .v o f u se r v a t t h e same ti me.

The d ynami c d is p e rs a l p roto c ol main t ain s a v a r iabl e C ERT .u at e ac h u se r u .
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A t sta b il i za tion, the v a l u e of CERT . u i s a o u tg oin g sp anni n g tree r o o te d a t user u .

Th u s, b y L e mm a 1, v alu e s o f CERT s a t sta b i li za ti o n co n st i tute a ce r t i � c ate d is p e r sa l

of th e syste m .

The dyn a m ic di sp ersal p rot o co l i n user u i s sho w n i n Proto c ol 1 b el o w.

Pr o to c ol 1 c onsi sts o f thr e e a ct i ons.

In the �rs t ac ti o n , w hen the t i mer of user u e xp i res, u ser u uses i t s i np ut

FO RE .u to u p dat e t h e v ari abl e CE RT .u and se n ds a c op y o f CE RT .u to ea c h user v i n

BA CK .u. T hen u u p dat es its t i mer t o e xp ir e aft er lti me t i me un its, and the cycle

rep ea ts. F o r co n v eni e n ce , w e refer to CE RT .u messag es t h a t user u has sen t i n thi s

ac ti o n as a roun d o f go ssi p . If user u do es n ot c hange i ts C ERT .u and d o es n o t

observ e an y c h a n g e i n i t s in pu t s FORE . u and BACK . u , then th e ti me p eri o d b e t w een

t w o c onsecuti v e roun ds of go ss ip b y u i s lt ime ti me un its. The v al ue lti me i s

exp e ct ed to b e i n the range of d a ys o r mo n ths .

In the se cond act i o n , user u rece i v e s a c erti �ca te tree sen t b y a us e r v (where

u i s in BAC K .v) . In thi s ca se, u u p date s i ts CER T .u us in g i ts i np ut FORE . u , an d

then m e r g es i t s CERT . u wi th the r e ce i v e d c erti �ca te t r e e. I f the up d a te o r me r g e

op e r a tions c h a n g e CER T .u t h e n u r e d uce s the v a l u e o f i ts ti mer t o a t m o st stim e

tim e un its. Not e that the v alu e sti me is i n the r a n g e of m in u te s o r hour s so i t i s

m uc h l ess t h a n th e v a l u e lti me . In other w ord s, an y c hange i n t h e v ari a b le CERT .u

ca u se s u to i ni t i at e its next r o u nd of g ossi p afte r n o more t h a n s time ti me u ni ts.

In t h e t h ir d a ct i on, wh e n u se r u observ es that its i n pu t s BAC K .u or FORE .u

has c hange d , then u ser u s e ts i ts tim e r t o b e at m o st st ime t i me u ni ts. T hi s c h a n g e

ca u se s u to i ni t i at e its next r o u nd of g ossi p afte r n o more t h a n s time ti me u ni ts.

3.6.1 Iss uing cer ti�ca t es

When a u se r u i ssu e s a ce r t i � c at e ( u; v ) , there a r e t w o ev en ts th a t n ee d to o cc u r.

(N ote th a t these t w o e v e n ts o ccur o u t si d e t h e d ynami c di sp ersal pr o to co l .) Th e � rst
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PR OT OC OL 1 dyn a m ic di sp ersal

us er u

co nst st ime , lt ime // stim e i s a shor t t ime peri od

// ltim e i s a long ti me p erio d

// ltim e i s gr eate r t han stim e

in put BA CK : {x | x has iss ued a ce rti fica te ( x,u )}

FO RE : {( u,x) | u ha s is sued a cert ific ate (u, x)}

va r CE RT : a cert ific ate tre e ro ote d at u

tr ee : a cert ific ate tre e

ti mer : 0. .lti me

v : an y us er o the r th an u

be gin

t imer =0 -> upda te(C ERT , FO RE);

for each us er v in BAC K, s end CER T to v;

time r:=l tim e

[] r cv t ree fro m v -> upda te(C ERT , FO RE);

merg e(CE RT, tre e);

if C ERT has cha nged , t imer :=mi n(t imer , st ime )

[] B ACK or FORE has ch ange d -> ti mer: =min (ti mer, stim e)

en d

ev en t i s to a d d ( u; v ) t o F ORE . u , a n d the sec on d ev e n t i s t o add u t o B ACK .v. Th e se

ev en t s c au se users u and v to exec u t e the th ir d a ct i on i n the p rot o co l and to redu c e

their ti mers t o b e at most sti me t i me u ni ts. In s time ti me un i t s, th e t i mers i n

b ot h users u a n d v wi l l e xp ir e a n d then u sers u and v wi ll exe cu t e the �r st act i on

and u p dat e th e i r CER T s a n d se n d a co p y o f the u p dat ed CE R T to e ac h u se r i n thei r

BA CK s.
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3.6.2 Rev oki ng Certi�cates

When a u ser u w a n ts t o rev ok e a ce r t i � c ate ( u; v ) i t has iss ued b efo r e , t w o ev e n ts

need t o o ccur i n users u and v . ( Note t h a t th e se t w o ev e n ts o c cur outsi de the

dy nami c d i sp e r sa l p roto c ol.) T he �r st e v en t is t o r e mo v e ( u; v ) from F ORE . u , an d

the s e co n d ev en t i s t o remo v e u f rom B ACK . v.

W h e n user u observ e s t h e c h a n g e i n FO RE .u , u e xecute s t h e thi rd a ction an d

set its ti mer to b e a t most st ime . W h e n the tim e r e xp i res, u wi l l up d a te CERT .u

and se n d i t to u se r s i n B ACK . u . When user x in BAC K .u r e ce i v e s t h e n ewl y up d a ted

CE RT .u f ro m user u , x wi l l merg e i t w ith i ts o wn CER T .x. D u ri ng thi s merge , the

rev o k e d ce r t i � c ate ( u; v ) a n d a n y path usi n g t h a t certi� ca te wi l l b e r e mo v ed from

CE RT .x.

3.6.3 u pda te Pro cedure

Pr o c edu re u pda te(C ERT, FOR E) i s d e � ned as fo l l o ws.

PR OC EDUR E 1 u p dat e(CER T, F ORE)

IN PUT: a c ert ific ate tre e CE RT r oot ed a t u and

a s et of c erti fic ates FOR E i ssue d by u

OU TPUT : a cer tifi cate tr ee C ERT roo ted at u

va r tm p: a ce rtif icat e t ree root ed at u

be gin

ad d al l t he v alid ce rtif icat es in F ORE to tmp;

wh ile the re i s a val id c erti fic ate (x,y ) i n CE RT w her e

x ! = u ,

x i s i n tm p, a nd

y i s n ot i n tm p

do add (x ,y) to t mp;

CE RT:= tmp ;

en d

67



It i s co n v eni e n t t o expl ain th is pr o c ed ure b y an e xamp le. Consi der us e r a

wh e r e FO RE .a i n user a c on t ai ns one ce r t i � c at e ( a; b ) and CE RT .a co n tain s t w o c er-

ti� c ate s ( a; b ) ; ( b; c ) a s s ho w n i n F i g. 3.1 5( a). When user a i ssu es a new ce r t i � c at e

( a; c ) , FOR E .a c hange s in to f ( a; b ) ; ( a; c ) g . Th i s c h a n g e ca u ses us e r a to e xec u te i ts

thi rd a ction a n d then afte r st ime ti me un its to e xec u te i ts �r st a ct i on. In t h e � rst

ac ti o n , pr o c edu re upda te(C ERT . a, FORE . a) i s exe cuted. Fir st , a l l th e ce r t i �cat es i n

FO RE .a are add e d to a certi� c ate t r e e t mp a n d t m p b e co m e s f ( a; b ) ; ( a; c ) g . Certi �-

ca te ( b; c ) c an not b e a d ded to t mp b eca u se us e r c i s a l rea d y i n tmp. I n t h e l a st s t ep,

tmp is c opi ed to CERT . a, a n d CERT . a b ec omes f ( a; b ) ; ( a; c ) g as sh o wn i n Fi g . 3. 15 (b ) .

c

a

b c

a

b

a

c

a

b
��������

b

(a) (b)

FORE.a CERT.a FORE.a CERT.a

Fi g u re 3.1 5: up date of CER T .a du e to c h a n g e in F ORE . a

3.6.4 m erg e Pr o c e dure

Pr o c edu re m erg e(CE RT,t ree ) i s d e � ned a s f o l l o ws.

It i s co n v eni e n t t o expl ain th is pr o c ed ure b y an e xamp le. Consi der us e r a

wh e r e FOR E .a co n tain s t w o ce r t i � c at e ( a; b ) ; ( a; c ) and CE RT .a c on ta i ns t h ree c erti �-

ca te s ( a; b ) ; ( a; c ) ; ( b; d ) as sh o wn i n F i g . 3 .1 6(a ). W h en u ser b r e v ok es ce r t i � c at e

( b; d ), FO RE .b c h a n g es i n t o f ( b; c ) g . T hi s c h a n g e c auses us e r b to exec u t e i t s thi r d

ac ti o n a n d aft er s time t i me un i t s to exec u t e i t s � rst a ction. In th e � rst a ction, u ser

b up d a tes its CE RT .b to b e f ( b; c ) g . User a stil l do es not kn o w ab o u t thi s r e v o c at i on,

so CER T .a r e mai ns th e same a s sho w n i n F i g. 3.1 6( a). Afte r sti me ti me un its, u ser b

send s a co p y of i t s C ERT .b to user a . W h e n user a rece i v e s the c erti �ca te t r e e f ( b; c ) g ,

us e r a exec u t es i ts s e co n d a ction, a n d pr o c edu re m erge (CE RT.a ,tre e) is exe cuted

wi th CER T .a a n d the r e ceiv ed t r e e f ( b; c ) g . P ro ce d ur e mer ge(C ERT. a,t ree) � rst
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PR OC EDUR E 2 merge( C ER T , tree )

IN PUT: a c ert ific ate tre e CE RT r oot ed a t u and

a c ert ific ate tre e `` tree '' root ed a t t , wh ere

t ! = u

OU TPUT : a cer tifi cate tr ee C ERT

be gin

if CER T h as a cer tif icat e (u ,t) ->

re mov e fr om C ERT the sub tre e ro oted at t, if a ny;

re mov e fr om t ree eve ry s ubt ree root ed at a nod e, othe r th an t,

th at occu rs i n C ERT;

wh ile tre e ha s a val id c ert ific ate (x, y) w here

x i s in CE RT a nd

y i s no t i n CE RT

do ad d y and cer tifi cate (x ,y) to C ERT ;

[] CER T h as n o ce rti fica te ( u,t ) ->

sk ip

fi

en d

c h e c ks i f there is ce r t i � c at e ( a ; b ) i n C ERT . a. There i s certi� ca te ( a; b ), so the sub t r e e

ro ote d at u ser b , ( b; d ) i n CE RT .a i s remo v e d f rom CERT . a. T hen, ce r t i � c ate ( b; c ) i s

co n si dered, bu t i s n o t add e d t o CER T .a b ec ause c is a l rea d y i n CE RT .a . In r e su l t ,

CE RT .a b ec omes f ( a; b ) ; ( a; c ) g as sho w n i n F i g. 3. 16( b ) .

d

c

a

b

d

cb cb c

a

b

(a)

CERT.b

(b)

CERT.b CERT.aCERT.a

F i gur e 3. 16 : mer ge o f CE RT .a d ue t o c hange i n CER T .b
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3.6.5 S t a biliza t io n of Dyna mic Dis p ersa l

Th e dyn a mi c di sp ersal a l g ori thm in Sect i on 3. 6 i s based on a messag e passi n g mo d el.

In [21 ], i t i s sho w n to b e h a rd t o design stabi l izi ng p rot o cols i n the trad iti o n a l

messag e p assi ng m o del wh e r e there a re c hann els b et w e en u se r s. In th is p a p er, w e

us e a n o n -c on v en tional mo d e l of co m m u ni ca ti o n . A sta te c onsi sts of th e v al ues of

tim e r a n d C ERT o f al l t h e u sers i n t h e s yst em. As men t i oned i n a b o v e , w e a s sume

that F ORE a n d B ACK of eac h u se r remain co r rec t a n d c onsi ste n t i n e v e r y sta te . In one

sta te trans iti o n , o n ly one user ca n e xec u te i t s � rst a ction. F u rtherm o r e , i n the s a me

transi tion, e ac h user v i n BA CK .u rec eiv es t h e s a me co p y of thi s messag e a n d exec u t es

i t s seco n d a ction. In ot h e r w ord s, w e ha v e n o messa ges i n trans it, so there i s no

need for c h a n nel s i n the sta te d e scri p t i on. T here a r e t w o rea sons th a t w e adopted

thi s m o del. F i rs t , t h is mo d e l al lo w s the p ro ofs to b e e asi e r to f o l l o w. S e cond , thi s

mo d e l i s se n si bl e, gi v en t h a t the ti me i t t ak es f o r t h e tim e r i n eac h u ser to expi re i s

v e r y l a r g e co mp a r e d to t h e tim e eac h st ate tran siti o n ta k e s . sti me is i n th e r a n g e

of m in u te s and h o u rs, and ea c h sta te transi tion ta k es onl y mi l li sec ond s, so w e can

assum e that no t w o tim e r s expi r e a t t h e same ti me.

F o r t h e p ro ofs of co n v e r g ence a n d closu re, w e d e � ne a c om puta tion t o b e a

sequence o f sta tes of th e syste m wh e r e a l o n g wi th t h is co mp utat i on F ORE and BAC K

of all th e u sers rema i n un c han g ed. I n the f o l l o wi ng theo r e m s, w e sh o w t h a t the

dy nami c di sp e r sal pr o to c ol ev en tuall y s t abi l i z es i n to a leg i ti ma te sta te, w here the

v alu e s of CER T s o f al l u sers c on st i tute a c erti �ca te d is p e r sa l o f the c erti �ca te g rap h

of the syste m . F ol l o wi ng the pr o o f t ec hn i que i n [4] , w e sho w the c on v e rgence an d

the cl o su re o f thi s pr o to co l t o p ro v e i ts s t abi l i z at i on.

Theorem 13 (Co nve r genc e) E a ch c om puta tion o f th e d yna mic d isp ersa l p r oto c o l

ha s a st ate w her e th e value o f e a c h CER T .u in the p r oto c o l is an outgoing sp anning

tr e e r o ot e d at u in t he c e r ti�c a te gr ap h of the pr ot o c ol (a s d e�ne d by the two inp uts

FO RE a nd BA CK o f a l l user s in the pr ot o c ol).
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Pr o of sk e tc h T o p ro v e t h a t CERT . u ev e n tual ly b e co m e s a n outgo i ng s pann in g t r e e

ro ote d at n o de u of th e c erti �ca te graph G , w e � rst p ro v e that CE RT .u ev en t u a l l y

b ec omes a t r e e r o o ted a t u , a n d then pr o v e t h a t e v e r y no d e t h at i s r e ac h a b le from

u in G i s r e ac h a b le in CERT . u .

There a r e t w o p ro cedu res, up dat e(CE RT. u,FO RE.u ) a n d me rge( CER T.u, tree ) ,

that ca n c hange C ERT .u . Th e p ro ce d ur e u pdat e(CE RT. u,FO RE.u ) c ons t r uct s a t r e e

b y sta r t i n g fr o m the c erti �ca tes in FOR E .u. Al l the c erti �ca tes in FOR E .u are i s-

su e d b y us e r u , so the r e s ul t i n g t r e e from upda te( CERT .u,F ORE .u) i s ro o ted a t

u . S im il arl y , the p ro ce d ur e m erg e(CE RT.u ,tr ee) a d ds c erti �ca te s i n th e r e ceiv ed

tr ee to C ERT .u , a ce r t i � c at e tree r o o ted at u . Therefore, t h e r e s ul t i n g tree from

me rge( CERT .u, tree ) i s a l so r o o te d at u . Ba s e d on t h e se o b se r v a ti o n s, a fter a s t at e

transi tion i n thi s c omp uta ti o n , CE RT .u i n u se r u b ec omes a t r e e ro ot ed at u .

N o w w e pro v e t h a t C ERT .u i s a n outg oi ng spann i ng tre e, i .e . an y no d e t h a t

i s r e ac h a b le from no d e u i n G i s a l so C ERT . u . Assum e that t h ere i s a path from

u t o a n o th e r n o d e v in G , ( u; u

1

) ( u

1

; u

2

) � � � ( u

k

; v ). N o d e u

k

h as t h e ce r t i � c at e

( u

k

; v ) i n i ts F ORE , so the ce r t i � c at e ( u

k

; v ) i s i n its C ERT . No d e u

k

send s i ts CER T

p eri o di ca l l y to n o de u

k � 1

, so no d e u

k � 1

wi l l ha v e a p at h fr o m itself to n o de v i n i ts

CE RT . Rep ea te d l y , ea c h no d e o n the p a th wi l l send i ts C ERT to t h e pr e vi ous no d e i n

the p a th and n o de u wi l l ha v e a p a th fr o m i t s e l f t o n o de v i n its CERT . Th ere f o r e ,

ev ery no d e v t h a t is r e ac habl e f rom n o de u i n G is als o rea c habl e i n CE RT .u. �

N ote that o u r d ynami c di sp ersal pr o to c ol i s di �eren t f rom sta b i li zin g span-

ni n g t r e e algori t h ms. T he sp a n ni n g tree algo r i t h ms i n [1 5, 3 , 11] bu il d a si ngle

sp a n ni ng t r e e for t h e w hole syste m th a t c o v e r s e v e r y pro c ess i n t h e s yst em, an d

bu i ld one tree ro ote d at a sp e ci a l p ro cess (us uall y refe r red a s a leader). Eac h pr o -

ce ss in these algo r i t h ms stores the p a ren t no d e i den t i � e r , th e d i st an c e fr o m t h e ro ot ,

and p ossi bl y the ro ot i den ti� er. On t h e ot h er hand , our d ynami c d i sp e r sa l p ro to co l

sto r e s an outg oi ng spann i ng tree in e ac h u se r , w hi c h d o e s n o t nece ssari l y c o v er e v ery
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us e r i n the system. Al so, i n o u r d ynami c di sp e r sal p roto c ol, there i s n o l ea d e r , an d

ea c h u ser u m a i n ta i ns an outg oi ng sp a n ni n g tree ro ot ed at u .

Theorem 14 (Clo sur e) Exe cuting a ny step o f the d ynam ic d isp e r sal pr oto c o l sta rt-

ing fr om a sta te, w her e the va lue of e a c h var iable CE RT .u in th e p r oto c o l is a n out-

going sp anning tr e e r o ote d a t u , le a ve s th e val u es of al l CE RT va riables uncha nge d.

Pr o of s k etc h In a c omp uta ti o n , t h e in pu ts BA CK and F ORE rema i n un c h a n g ed.

Th e r e f o r e , onl y t w o t yp es o f steps ca n b e e xec u te d : tim e pr o p a gat i o n a n d the � rst

ac ti o n . Ti me p ropag at i on c ann o t c hange the v al ue of CERT . When t h e tim e pr o p a -

ga tion c auses th e ti mer i n user u to e xp i re, the �r st a ction in the dyn a m ic d is p e r sa l

pr o to co l wi l l b e e xec u te d . When t h e ti mer expi res, user u up d a te s its C ERT .u wi th

FO RE .u, bu t C ERT .u remain s the sa m e si n c e FOR E .u r e mai ns u nc hange d . No w u ser

u send s a co p y o f its CERT . u to e ac h user v in BA CK .u. User v rec ei v es a tree an d

merge it w i t h i t s o wn CE RT .v. Si nce CER T .u i s t h e sa m e , mer ge(C ERT, tre e) w il l n o t

c h a n g e CE RT .v. T herefo r e , w hen t h e c erti �ca te g r a p h o f t h e syste m do es n o t c hange ,

CE RT .u i n e ac h user u , an o u t go i n g sp a n ni n g tree ro ot ed at u , remain s un c h a n g ed.

�

3.6.6 Ti me Com plex it y

In t h i s sec ti o n , w e c omp ute th e ti me th a t ta k e s to br in g th e sys t em to stabi l izat i on

i n te r ms o f the timer l time . Not e t h a t e ac h stat e t r a n si t i on i s t r igg ered b y a ti mer

expi rat i on in a u ser, so an y u se r w il l exe cu t e the � rst act i on of dyn a mi c d is p e r sa l

algo r i t h m at l ea st once in lt ime ti me un i t s. Al so , the tim e that t ak e s f o r a s t at e

transi tion i s v ery smal l c ompared t o lti me . Th e r e f o r e , in lt ime ti me un its, w e can

assum e that a l l users h a v e exec u t ed the �r st ac ti o n at l ea st o n c e.

Theorem 15 In e ach c o mp u t atio n o f t he d yna mic d isp e r sal p r o to c ol , t he p r oto c o l
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r e ach e s a le g itim ate stat e in at mo st T time units , wh er e

T = ltim e � (2 p � 1)

, w her e p is th e length o f th e lo nge s t p a th in t he c e r ti�c at e gr aph .

Pr o of sk etc h A l eg i tim a te s t at e of the dyn a m ic di sp ersal pr o to co l i s o n e where

the v al ue of CER T .u o f ev ery us e r u i n t h e system i s an o u t go i n g span ni ng tree r o o ted

at u .

Co n si der a ce r t i �cat e ( x; y ) that i s n o t in the c erti �ca te graph, but in s o me

CE RT .u o f user u i n t h e b eg i nn i ng o f the co m pu t at i on. Thi s c erti �ca te di sapp ea r s

fr o m CERT o f a n y user i n the syste m i n lt ime � p . Afte r t h e �r st ltim e tim e u ni ts

i n the compu t ation, u se r x u p date s CE RT .x wi t h FORE . x and r e m o v e t h e ce r t i � c at e

( x; y ) fr o m C ERT . x, if t h e r e w as ( x; y ) i n CE RT .x. Afte r t h e seco n d lt ime t i me un its,

an y user i n BAC K .x rec ei v es CER T .x a n d r e m o v es the ce r t i �cat e ( x; y ) fr o m its CE RT ,

i f there w as ( x; y ) i n i t s C ERT . In o ther w ord s, a n y u se r t h a t had ( x; y ) i n t h e sec on d

l e v e l o f the tree i n CER T remo v es ( x; y ) f rom i ts C ERT . Th e c ycl e rep e ats, a n d a fter

( ltim e � p ), an y user that had ( x; y ) i n i t s CE RT remo v e s ( x; y ) fr o m i t s C ERT .

Co n si der a ce r t i � c at e ( v ; w ) th a t i s i n e v ery p o ssi b le rea c h t r e e r o o ted a t

some user u in the c erti �ca te g r a p h, bu t not in CER T .u i n t h e b e gin ni n g of the

co mp utat i on. Afte r the �r st lti me ti me un i t s in the co m pu t at i on, u ser v u p dat es

CE RT .v w i t h F ORE .v a n d a d d the ce r t i � c at e ( v ; w ) to CE RT .v i f i t w a s n o t i n CE RT .v

alr e ady . F or t h e next ( ltim e � ( p � 1 )) tim e un its, a u se r i n BACK . v ma y ha v e no d e w

i n i ts CERT t h rough a in co rr e ct c erti �ca te and not a d d ( v ; w ) to i ts CERT . Ho w ev er,

an y in c orr e ct c erti �ca te w il l b e r e m o v ed f ro m CER T o f an y u se r in ( l tim e � p )

tim e un its a s sh o wn ab o v e. Therefore, aft er ( ltim e � ( p + 1) ) t i me u ni ts s in c e

the b e gin ni n g of t h e compu t ation, a n y u se r in BACK . v add s ( v ; w ) t o i t s C ERT , i f

i t w a s n o t there a l rea d y . I n o ther w o r ds, an y u se r that sh o u l d ha v e ( v ; w ) i n the
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sec ond l e v e l of the tree i n CERT a d ds ( v ; w ) t o i t s CERT . The cyc l e rep e at s , and a fter

( ltim e � (2 p � 1) ) t i me un its, a n y us e r that sh oul d h a v e ( v ; w ) i n i ts C ERT add s

( v ; w ) t o its CER T .

A s sho w n a b o v e , i n ( lt ime � ( 2 p � 1) ) ti me un i t s, an y ce r t i �cat e that is not i n

the c erti �ca te graph d i sa p p e ars f rom CERT of ev ery us e r , a n d a n y ce r ti� c ate that i s i n

ev ery p ossi b le r e ac h t r e e of u ser u a p p e ars in C ERT .u . Th e r e f o re, i n ( ltim e � (2 p � 1)) ,

CE RT .u b ec omes an outg oi ng s pann in g tree ro ote d at u .

�

W e b el iev e that t h e u pp er b oun d on th e co n v erg en c e span desc r ib ed in Th e -

orem 1 5 i s qui te l o ose. It is a n in terest i n g p robl em t o co mp ute a ti g h t up p er b oun d

of th e c on v e r g ence sp a n .

3.6.7 Di sp ersa l in Clien t/Serv er Systems

Th i s d ynami c d i sp e r sa l pr o to co l is u se f ul in a n y d ynami c c erti �cat e syst ems. Con-

si der a c l i e n t/se r v er syste m , where th e r e a r e m u c h few er serv e r s than c l i e n ts in the

system. W e c an ru n t h e d ynami c di sp ersal pr o to co l among the se r v ers a n d l e t an y

serv e r iss ue a c erti �ca te fo r a cli en t . Eac h serv er wi l l h a v e a n o u t go i n g sp a n ni ng

tree i n its C ERT , so ea c h serv er wi ll b e a b l e to �n d a c erti �ca te c hai n fr o m itsel f t o

an y cl ien t that h a s a certi� ca te i ssu e d b y an a u then t i ca te d se r v er.

F o r e xamp le, man y co �ee sh o p s o�e r free In t ern e t co n nec ti o n for thei r cus-

to mers . T o p rev en t f ree -ri ders that are n ot c u sto m e r s, c o�ee shop s m a y r e qu i re the

custo m e r s t o reg i ster. F or co n v eni e n c e, a c u sto mer n ee d s t o reg i ster o n l y o n c e a t

an y co�e e shop (the c o�e e shop i ssu e s a ce r t i �cat e for t h e cu st omer), and th e cus-

to mer c an u se t h e free c onn e ction a t a l l co �ee shops t h a t are parti c i patin g in thi s

mem b e r shi p wi thout l o ggin g in or g et ti ng te m p o r a r y authori z ation e ac h tim e he or

sh e g o es t o a co�e e sh o p , s in c e a n y c o�e e shop has a c erti �ca te c h a i n fr o m i t sel f

to t h e c u sto mer. Th e a u t h en t i ca tion us in g t h e ce rti �cat e c h a i n do e s not requi re
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an y i n t erac ti o n w ith t h e c u sto mer, so once t h e c u sto m e r reg i ste r s to g et a c erti �-

ca te f ro m o n e co �ee s hop, the custo m e r d o es not n e ed to kn o w h o w h e or sh e ge ts

authen t i ca ted a n d authori z ed for the In t ern e t c onn ec ti o n .

A l so, thi s cl ien t/ serv e r syste m c an h e l p t w o cli en t s auth e n ti c at e e ac h o ther.

A cli en t c 1 h a s is sued a certi� c ate fo r a serv er s 1 and s 1 i ssu e d a c erti �ca te for

c 1 . A cli en t c 2 has i ssued a certi� c ate for a serv e r s 2 a n d s 2 i ssued a ce r ti� c ate for

c 2 . When c l i e n t c 1 w a n ts to se cu rely c omm un icat e wi th c l i e n t c 2 , cl ien t c 1 can ask

serv e r s 1 for a ce r t i �cat e c h a i n from s 1 to s 2 a n d u se the c hai n and the ce r t i �cat es

( c 1 ; s 1 ) a n d ( s 2 ; c 2 ) t o �n d t h e p ub li c k ey of c l i e n t c 2.

A h i e r a r c hi ca l ce r t i �cat e authori ties u se d i n Lotus Not es [32 ] i s a sp e ci a l ca se

of suc h c l i e n t/ s e r v er syste m . In a syste m w ith a h i e r a r c hi ca l c erti �ca te authori ti e s,

the c erti �ca te g r a p h b et w ee n c erti �cat e a u thori t i es co n st i tutes a st ar graph , where

the r o o t c erti �ca te authori t y has iss ued a ce r t i �cat e fo r ea c h non-ro ot ce r t i � c at e

authori t y an d eac h non-ro ot ce r t i �cat e authori t y has i ssu e d a certi� c ate fo r the r o o t

ce r t i �cat e a u t h o r i t y . I n su c h a s yst em, w hen a c l i e n t c 1 wh o h a s i ssu e d a ce r t i � c at e

for a ce r t i � c at e a u t h o r i t y ca 1 w an t s to sec u rel y comm un ica te w ith another c l i e n t c 2

wh o h a s i ssu e d a ce r t i � c at e for a certi� c ate authori t y ca 2 , c 1 c an co n tac t c a 1 fo r c er-

ti� c ate s ( ca 1 ; r oot )( r oot; c a 2) . In Lo tu s N ote s, ca 1 als o �n ds th e ce r t i � c at e ( ca 2 ; c 2 )

fr o m c a 2 so that c 1 can u se the p ub li c k e y of c 2 safely wi t h o u t co mm u ni c atin g wi th

c 2 .
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Chap t er 4

V ulnerabi lit y A naly si s

Th e certi� c ate s i ssu ed b y d i�eren t u sers i n a system c an b e repr e s e n te d b y a d i rec ted

gra p h, ca l l e d the c ert i � c ate gr a ph o f t h e syste m. Eac h no d e u i n th e certi� c ate g rap h

repr e s e n ts a user u w i t h t h e c orresp ond in g pu bl i c k e y b:u and pr iv a te k ey r :u i n the

system. If a u ser h a s more than one p ub l ic k e y , t h en the u ser w il l b e rep rese n ted

b y s e v e r a l n o des i n the graph , o n e no d e f o r ea c h p ub li c and pr i v a te k ey p a i r. Ea c h

di r e ct ed edge fr o m n o de u to n o de v i n the certi� c ate gra p h r e p rese n ts a ce r t i � c at e

h u; v ; b:v i r :u . A ce r t i � c at e c hain from a no d e u to a n o de v is a si mp l e path from

no de u t o no d e v i n a ce r t i � c at e g r a p h. F or no d e s u a n d v i n a ce r t i � c at e g r a p h G ,

i f u wi sh e s t o sec u rely se n d m e ss a ge s to v , then u s e eks a pat h from u to v i n G .

(There a r e syste ms wh ere u se eks a se t o f paths from u to v , w hi c h wi l l b e d is c u ssed

i n Sect i on 4 .7. )

In a ce r t i �cat e g r a p h, t w o t yp es of d a mag e ca n o c cu r wh en the pr i v a te k ey r :u

of a n o de u i s rev ealed to a n a d v ersary: exp li cit and im pl i c i t. Th e exp li cit d a mag e

i s t h a t t h e adv e r sa r y ca n im p e r so n a te n o de u to ot h e r n o des un ti l i t i s kno w n t o

ot h e r no d es that th e p ri v at e k e y r :u o f u i s r e v e al e d to the adv e r sa r y . T he i mp li cit

damag e i s t h a t t h e a d v ersary c an i mp ersonat e n o des o ther t h a n u t o other no d e s i n

the syste m b y si gni ng fo r g ed certi� c ate s w ith the rev ealed p ri v at e k ey r :u o f n o de
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u .

A s a n exa mp l e , co n si der th e certi� c ate graph i n F i g . 4.1 . If no d e a wi shes

to se n d a s e cur e me ss a ge t o n o de g in thi s c erti �ca te g r a p h, th e n n o de a n e eds t o

�n d a c erti �ca te c hain from n o de a to n o de g . In t h e certi� c ate graph i n F i g. 4.1 ,

there i s one certi� c ate c h a i n fr o m n o de a to no d e g , ( a; d ) ; ( d; e ) ; ( e ; g ).

b d e

g

a f

c

Figur e 4. 1: An exa m pl e of a ce r t i �cat e g rap h

A ss ume t h a t th e pr iv ate k ey r :d o f n o de d is rev e aled to a n adv ersary . The

adv e r sa r y c an en c r ypt a n d d ec r ypt messa ges usi n g r :d to im p e r so n a te no d e d to an y

ot h e r no d e i n th e graph . Th i s im p e r so n a ti o n o f no d e d i s e xp li ci t d a mage . A s sume

that n o de a do es not kn o w that r :d i s rev e aled. T he a d v ersary ca n c r e ate a new

pu bl i c and p ri v at e k ey p air , b: g

0

and r :g

0

, a n d si g n a fo r g ed ce r t i �cat e h d; g ;b: g

0

i r : d

wi th the rev ea l ed pr iv a te k e y r : d o f n o de d . No de g

0

i n Fi g . 4 .1 denot es t h e i m-

p ersonat ed user g w ith t h e pu bl i c a n d pri v at e k e y pai r b:g

0

and r : g

0

c r e ate d b y the

adv e r sa r y , and the dott ed e d g e ( d ; g

0

) d e n o te s t h e forg ed c erti �ca te h d ; g ; b:g

0

i r :d .

Th e ce r t i �cat e c hain ( a; d ) ; ( d; g

0

) pr e sen ts to n o de a the p ub li c k ey b:g

0

c r e at ed b y

the adv ersary a s i f i t b e l onge d t o u ser g . T hi s i mp e r so n at i o n o f n o de g i s i mp li cit

damag e.

The e xp li cit a n d im pl i c i t d a m a ge t h a t c an b e br o u g h t in to a ce r t i � c at e g rap h

wh e n t h e p ri v a te k e y of a no d e u i s r e v ea l e d t o an adv e r sary is ca l l e d t h e vulner a bility

of no d e u . F or exa m pl e , if th e p ri v a te k ey r :d of no d e d i n Fig. 4. 1 i s rev ea l ed to an

adv e r sa r y , t h en the adv e r sary ca n i mp ersonat e n o de d to a l l ot h e r no d es i n t h e g rap h

wi thout forgi ng a n y c erti �ca te s . I n add i t i on to im p e r so n a ti ng no d e d , th e adv ersary

ca n i mp e r so n a te no d e s a , b , c t o no d es e , f , g b y si g n i ng forge d c erti �ca tes ( d ; a

0

) ,
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( d ; b

0

) , and ( d; c

0

) w i t h t h e r e v ea l e d pr i v a te k e y r :d of n o de d . A l so, t h e adv ersary

ca n i mp ers o n a te n o des e , f , g to n o des a , b , c b y forgin g certi� c ate s ( d ; e

0

), ( e

0

; f

0

) ,

and ( e

0

; g

0

).

W e ha v e id en t i �ed a met r ic to quan tif y the damag e fr o m thi s t yp e of a tt ac ks.

W e ca l l thi s me tr ic \ vulner ability " o f ce r t i �cat e graph s. As di scussed i n det ai l i n

thi s c hapte r , a metri c o f the vu ln e r a b i li t y o f c erti �ca te graph s i s u seful in answ eri ng

sev eral quest i ons. Fi rst, h o w to d e termi ne wh i c h ce r t i � c at e g r a p hs a re l e ss vul ner-

abl e and wh ic h ones a r e m o r e vu ln e r a b l e . S ec ond , h o w to d e termi n e wh i c h cri te r ia

for ac ce p tin g p ub l ic k eys fr o m c erti �ca te c hain s a r e b ett er. T hi rd , h o w to bal-

ance b e t w ee n the r e si l i e n c e ag ai nst i mp ersonation a tta c ks a n d st orag e cost . There

ha v e b e en in tui ti v e a n sw ers to th e se qu e sti o n s, su c h a s short c erti �ca te c hai ns an d

man y i nd e p end e n t ce r ti� c ate c h a i n s are pr e ferabl e than l ong a n d d ep en den t on e s.

Th e vu ln era b i li t y metri c qu a n ti �es ho w e�e ctiv ely these i n tui tiv e answ ers w ork t o

redu ce vul n e r a b il i t y .

In t h e foll o w in g sec ti o n s, w e form a l l y d e � ne the vu l nerabi l i t y metri c s of n o des

and o f ce r t i �cat e graph s, a n d p resen t t h e orems t h a t s ho w vul n e r a b il i t i es of s e v e r a l

ce r t i �cat e g rap hs wi th di �eren t requi r e men ts. Al so , w e p rese n t t h ree algo r i t h ms t o

co mp ute t h e vu l nerabi l it y o f an arb i t r a r y c erti �ca te graph . Usi ng t h e s e algori t h ms,

w e i n v e sti g at e t h e e�e ct of g r a p h to p ology , certi� c ate d isp ersal , and ac cepta n c e

cri t eri a on the vu l nerabi l it y o f ce r t i �cat e graph s. Then w e di scuss t h e vul n e r a b il i t y

wh e n ma n y p ri v a te k e ys are r e v ea l e d t o an adv e r sa r y . W e p rese n t a br ief su mmary

of r e l at ed w ork a n d end w ith co n c l u di ng rema r ks.

4. 1 V u lnerabi li t y o f Certi� ca te Graph s

Let G b e a c erti �ca te g r a p h a n d d b e a no d e in G . W e assu me t h a t ea c h n o de i n G

sto r e s th e ce r t i � c at es i t i ssu e s , a n d ea c h no d e ac cepts a l l pu bl i c k e ys in a ce r t i � c at e

c h a i n as l o n g as e ac h ce r t i � c at e i n the c hain i s v eri �ed. ( W e wi l l d i sc u ss i n S e ction 4. 6
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ab o u t th e case when e ac h no d e requi res m o re than o n e c hai n to a cc ep t th e p ub l ic

k e y . ) Ass ume t h a t the pr iv ate k e y r : d of no d e d i s rev ea l ed to an adv e r sary . The

adv e r sa r y c an u se t h e rev ea l ed p ri v a te k ey to encryp t a n d d e cryp t a n y m e ssag es as

i f the a d v e r sa r y w e r e n o de d , a n d so i t c an i mp ers o n a te n o de d to al l other n o des

fr o m w hi c h there a r e certi� c ate c h a i ns to d . Al so , the a d v ers a r y can us e r : d t o

i mp ersonat e a no d e d s t , ot h er t h a n d , to a n ot h e r n o de s r c , als o o ther than d i n G ,

b y p e r fo r mi ng t h e fol lo w in g thr e e st eps .

i. Th e a d v ersary crea te s a p ri v at e k e y r : dst

0

a n d i t s co r resp o n di n g pu bl i c k ey

b: ds t

0

. La ter, the a d v ersary w il l pr e tend t h a t these k eys a r e the pu bl i c an d

pr iv ate k eys o f n o de d s t .

i i. Th e adv e r sa r y us e s the rev e aled pri v at e k e y r : d of no d e d to iss ue a forged

c erti �ca te h d; dst; b:d s t

0

i r : d . Thi s forge d certi� c ate i s denot ed ( d ; dst

0

).

i i i. Th e adv e r sa r y p ro vi d e s n o de sr c wi th the c erti �ca te c h a i n th a t c onsi sts o f a

c hai n of correct c erti� ca te s from s r c to d a n d t h e fo r g ed c erti �ca te ( d; d s t

0

) .

F rom thi s c h a i n , no d e sr c ca n wron g l y dedu ce that th e p ub li c k ey b:d s t

0

c r e -

a ted b y t h e a d v e r sa r y i s the p ub l ic k ey o f n o de dst . An y messag e sen t b y

t h e adv ersary that i s e n crypted wi th the mat c h i ng p ri v at e k ey r :dst

0

wi l l b e

a u t h en t i ca te d b y n o de sr c a s i f i t w e r e sen t b y no d e dst .

No te that t h i s sce n a r i o o f t h e a d v ersary w o u ld w ork o n ly if G has a certi� c ate c hai n

fr o m sr c t o d th a t d o e s not co n ta i n an y ce r t i �cat e i ssu e d b y d s t an d G h a s no

ce r t i �cat e ( s r c; dst ) .

The n e xt theo r e m sta te s a n e cessa r y and su� c i en t co n di ti o n for an adv ersary

to i mp ersonat e no d e dst to anot h e r no d e sr c i n a c erti �ca te graph wh e r e the pri v at e

k e y r :d of some n o de d i s r e v ea l e d t o a n adv e r sary .

Theorem 16 L et G b e a c erti�c a te gr aph a nd s r c a nd dst b e a ny tw o distinct no des

in G . L et d b e a no de in G wh ose p rivate key r :d i s r eve a le d to a n a dversa ry. The
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ad versa ry c a n imp erso nate no d e d s t to no de sr c i f a nd o nly if sr c 6= d , G h as a

c ert i � c ate cha i n fr om sr c to d t ha t d o e s no t c ont ain any c ert i � c ates issue d by no de

dst , a nd one of the f o l low ing tw o c on dition s h old s.

i. d s t = d , or

ii. G h as no c ert i � c ate ( sr c ; dst )

P r o of:

Pr o of for if If dst = d , then t h e adv e r sa r y ca n u se the r e v ea l e d pri v at e

k e y r : d of no d e d t o encryp t and dec r ypt a n y m e ssage as if it w e r e n o de d an d

i mp ersonat e n o de dst to no d e sr c . If d s t 6= d , t h e n G has n o c erti� ca te ( s r c; dst ) , so

sr c do es n o t kn o w the co r rec t p ub li c k e y of dst . No w t h e a d v ersary can si gn a forged

ce r t i �cat e ( d ; dst

0

) wi t h the rev ea l ed p ri v at e k ey r : d of d . There i s a c erti �ca te c hai n

fr o m sr c t o d that do es n o t con t ai n an y ce r ti� c ate s is sued b y dst , so the adv ersary

ca n a d d the forg ed certi� ca te ( d; dst

0

) t o the c orrect ce r t i � c ate c h a i n f rom sr c to d

and pr e sen t the ce r t i �cat e c h a i n from s r c to d s t

0

t o n o de sr c . If n o de sr c do es n o t

kn o w t h at the pr iv ate k e y of no d e d i s rev ea l ed to the a d v ers a r y , then s r c wi l l n o t

notice t h a t the c erti �ca te ( d; dst

0

) i s fo r g ed and a cce p t the p ubl i c k ey in ( d; d s t

0

) as

the v a l i d pu bl i c k e y o f dst .

Pr o of for on ly i f In o rd er to p ro v e the onl y i f part, w e pr o v e t h e c on t r a -

p ositi o n . I f a n y o f th e fol lo wi ng t h ree c ond iti o n s h o l ds , t h e n the a d v ers a r y c ann o t

i mp ersonat e d s t t o s r c :

i. sr c = d

i i. G has n o c erti �ca te c hai n from s r c to d t h at do es n o t co n tain an y ce r t i � c at e

is sued b y d s t .

i i i. d s t 6= d and G has certi� ca te ( sr c ; d s t ).

80



F i rst, a s sume sr c = d . In thi s case , sr c wi l l n o t acc ept an y fo r g ed c erti �-

ca te in c l u di ng a new p ub l ic k e y creat ed b y t h e a d v ersary , si nce sr c s t ores all the

ce r t i �cat es it i ssued.

Sec ond , a ssu me that G h a s n o c erti �ca te c h a i n f ro m s r c to d t h a t d o es n o t

co n ta i n an y c erti �ca te i ssu e d b y dst . If G has n o ce r t i � c ate c hai n fr o m s r c to d

that do es not co n ta i n an y certi� ca te i ssued b y d s t , t h e r e a r e t w o p ossi bl e ca ses t o

co n si der. In th e � rst c ase , G has no c erti �ca te c hain from sr c to d . In t h e sec on d

ca se, G h a s at l e ast o n e ce r t i �cat e c hai n from sr c to d , bu t ev e ry su c h c hain from

sr c t o d co n ta i n s a c erti �ca te i ssued b y dst . In the � rst ca se, t h e a d v ersary c ann o t

crea te a c erti �ca te c hai n f rom s r c to ds t

0

, b ec ause G h a s no c erti �cat e c h a i n from s r c

to d t o wh i c h t h e a d v ers a ry c an a d d a fo r g ed c erti �ca te ( d ; dst

0

). So the adv ersary

ca n not i mp ersonate dst t o sr c . In the sec ond c ase, sr c w il l v e ri fy th e p ub li c k ey

of n o de d s t in t h e p ro ce ss of v a l i dat i n g t h e ce r ti� c ate c hai n fr o m sr c to d , and w i ll

notice that th e i den t i t y of dst i s rep ea te d t wi c e in t h e ce r t i � c at e c hai n a n d rejec t

the p ub l ic k ey o f dst

0

. In b o th ca ses, t h e a d v e r sa r y ca n not i mp ersonate dst to sr c .

Thi r d, a s sume d 6= dst and G has ce r t i � c ate ( sr c ; dst ). If s r c h a s i ssu ed the

ce r t i �cat e ( s r c; dst ) , t h e n s r c a l ready kno w s t h e co r rec t pu bl i c k ey o f dst , so i t w i ll

not ac cept an y ot h e r p ub l ic k ey crea te d b y the adv e r sa r y as a v a l i d pu bl i c k ey of

dst . He n c e, the a d v ers a ry ca n not i mp ersonate dst to sr c . Th i s c ompl et es t h e p ro of

for the onl y i f p art.

Le t G b e a certi� c ate graph and d b e a n o de i n G . Ass ume that t h e pri v at e

k e y r : d of n o de d i s r e v ea l e d to an adv ersary . Th e vulner ability of no de d , d e n o ted

V ( d ), i s th e n u m b er o f n o de p a i rs ( s r c; dst ) w here t h e a d v ersary can i mp ersonat e

no de d s t to n o de s r c di vi ded b y t h e n um b e r of no d e pair s ( sr c ; dst ) wh e r e s r c 6= d s t

and s r c 6= d i n G . M ore fo r mall y ,

V ( d ) =

j I M P ( d ) j

( n � 1)

2

;
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wh e r e I M P ( d ) = f ( sr c ; dst ) j the a d v ers a ry ca n im p e r so n a te dst to s r c u si ng r :d g

and n i s the n u m b e r of no d e s i n G .

The fol lo w i ng t h eo rem gi v es ti g h t up p er and l o w er b o u nd s o n the vu ln e r a -

bi l i t y o f a n o de in a c erti �ca te graph .

Theorem 17 F o r a no de d in any c erti�c ate g r a ph G , we ha v e

1 � V ( d ) �

jf s r c j G h as a c ert i � c ate chain fr om s r c to d g j

( n � 1 )

2

P r o of: The m o st n u m b e r o f no d e pai rs ( s r c; dst ) where the adv ersary ca n i m-

p ersonat e dst to s r c is t h e to tal n u m b e r of n o de pai rs ( sr c ; d s t ) where sr c 6= dst an d

sr c 6= d , wh ic h is ( n � 1)

2

. Th erefo r e , the u pp er b o u nd of V ( d ) i s 1. Al so , si n c e the

adv e r sa r y kno w s r :d , the a d v ers a r y c an al w a y s im p e r so n a te no d e d to ev ery n o de

that has a ce r t i � c at e c hain fr o m i t s e l f to d . (Th is i s the scop e o f e xp l ici t dama ge. )

Th e r e f o r e , the n um b e r of no d e pai rs ( s r c; d ) w here G h a s a ce r t i � c at e c hai n from

sr c to d d i vid ed b y ( n � 1)

2

i s t h e l o w e r b oun d.

The foll o wi n g l e m ma s sh o w that the b o u nd s sho w n i n the a b o v e theo r e m are

tigh t.

Lem m a 6 Th er e exists no de d in som e c ert i�c ate gr a ph G , w her e

V ( d ) = 1

P r o of: Consi der the ce r t i �cat e g r a p h i n Fi g . 4 .2. W h e n t h e p ri v a te k ey o f the

ce n te r n o de is r e v e al e d to an a d v ers a r y , t h e adv e r sa r y can im p e r so n a te an y n o de

dst to a n y other n o de sr c , w here sr c i s n o t the ce n ter n o de. T here a r e 8 n o des

that ca n b e sr c , a n d for ea c h s r c no d e amo n g them, t h e r e are 8 o ther n o des t h a t

ca n b e im p e r so n a ted to sr c . Th e r e f o re, the n u m b er of n o de p a i rs ( s r c; d s t ) where
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the a d v ersary ca n i mp ers o n a te dst to s r c is 8 � 8 = 64 , an d n = 9 . Th e r e f o r e , the

vu ln e r a b i li t y o f th e c en te r n o de is 1.

F i gur e 4 .2: Th e (8 ; 1 )-sta r ce r t i � c ate g r a p h

Lem m a 7 Th er e exists no de d in som e c ert i�c ate gr a ph G , w her e

V ( d ) =

jf s r c j G ha s a c er ti�c at e cha in fr om sr c to d gj

( n � 1)

2

P r o of: In th e ce rti �cat e g raph in F i g. 4. 3, e v e r y n o de has is sued ce r t i � c at es t o

all o th e r n o des i n the g r a p h. If the pr i v a te k e y of no d e c i s rev ea l ed to an adv e r sa r y ,

the adv e r sa r y ca n i mp ers o n a te o n l y n o de c to no d es a a n d b , si n c e n o de a a l rea d y

kn o ws the co r rec t pu bl i c k ey o f no d e b in the c erti �ca te ( a; b ) a n d n o de b kn o ws the

co r rec t p ub l ic k ey o f n o de a i n the c erti �ca te ( b; a ). S o the vul nerabi l i t y o f n o de c

i s

2

2

2

=

1

2

, w hi c h mee ts t h e l o w e r b oun d. In f a ct , the vu l nerabi l it y of an y n o d e in a

fu ll y co n nec te d c erti �ca te graph m e et s the l o w er b oun d.

F i gur e 4 .3: An exa m pl e of ful l y conn e ct ed ce r t i � c at e g r a p h

Le t G b e a c erti �ca te graph , then the vu ln era b i li t y o f graph G , d e n o ted

V ( G ), i s de�n e d as foll o w s:

V ( G ) = m a x

d 2 G

V ( d )
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4. 2 V u lnerabi li t y o f S p eci a l Cert i �c a te Graphs

In t h is se ct i on, w e g i v e thr e e t h eo r e ms th a t sho w t h e vu ln erabi l it y of thr e e sp e ci a l

classes of c erti �cat e g r a p hs: n -l o o p s, ( m; k ) -sta r s, a n d ( d; h ) -tree s . In man y c erti �-

ca te syste m s, f o r exa mp l e PGP , c erti �ca te gra p hs are n o t p l a n ned i n a d v a n c e an d

ce r t ai nl y not design e d . Rather, t h e y are dev e l op ed in a n a d -ho c mann e r dep e n di ng

on wh ic h users decid e to i ssue c erti �ca tes f o r wh i c h ot h e r u sers. Ho w ev er, i f w e do

ha v e t h e lu xur y o f pl a n ni n g and desi g n i ng c erti �ca te g raph s, t h en w e c an c h o o s e the

b est among these sp e ci a l classes ac co r di ng to th e sys t em r e qu ir e m e n ts. n -l o o p c er-

ti� c ate g r a p hs a r e us e fu l wh en t h e c erti �ca te graph n e eds to b e st r o n g l y-co n nec ted

bu t the n u m b er o f ce r t i � c at es nee d s to b e mi ni mi ze d . ( m; k ) -sta r ce r t i � c at e graph s

are u seful wh e n a tru ste d c erti �ca te auth o ri t y (ce n te r no d e ) i s a v a i l a b l e . ( d ; h )-t r e e

ce r t i �cat e g rap hs a r e u se f ul i n h i e r a r c hi ca l syste ms.

The fo l l o wi n g three th e orems c omp ute the vul nerab il i t i es o f thr e e sp e ci a l

classes of c erti �ca te graph s. Th e t h e orems sh o w t h a t n -lo op c erti �cat e graph s are

l e ss vul n e r a b le than ( m ; 2) -sta r ce r t i �cat e graph s for n � 4 . O n the ot h er h a n d,

(2 ; h )-t r e e ce r t i � c at e graph s a r e less vu l nerabl e t h a n n -l o o p ce r t i � c at e graph s for

n > 10 . Th e c omp a ri son resul ts a r e di scussed in more deta i l i n the end of thi s

sec ti o n .

A n n -lo op ce r t i �cat e graph is a ce r t i � c ate g r a p h t h at has n no d e s arranged

i n a u ni di r e ct i onal r in g . F i g. 4. 4 sho w s t h e 8 -l o op c erti �ca te graph .

Figur e 4. 4: T he 8-lo op ce r t i � c at e g r a p h

Theorem 18 The vu l ner a bi l ity o f a n n - l o o p c erti�c ate g r a ph is 1 �

n � 2

2( n � 1)

.
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F i gur e 4 .5: Th e (4 ; 2 )-sta r ce r t i � c ate g r a p h

P r o of: Lab e l e ac h n o de 0 � � � n � 1. Assu me t h a t t h e p ri v a te k e y of no d e j i s

rev e aled to an a d v ersary . Th e adv e r sa r y can i mp e r so n a te n o de k to n o de i if k = j ,

or if @ ( i; k ) a n d t h e r e i s a pat h f rom n o d e i to no d e j that do es not co n ta i n n o de k .

Th e r e f o r e , to no d e j � 1, t h e a d v ers a ry c an i mp e r so n at e n o des j; j +

n

1 ; � � � ; j +

n

( n �

2) . T o n o de j � 2 , t h e a d v ersary ca n i mp ersonat e n o des j ; j +

n

1 ; � � � ; j +

n

( n � 3) .

Afte r co n si deri ng ea c h n o de, th e n um b e r of ( sr c ; dst ) p a i r s i n whi c h the adv ersary

ca n i mp ersonate no de dst to n o de sr c is

n ( n � 1)

2

. Th e vu l nerabi l it y of no d e j i s

n ( n � 1)

2( n � 1 )( n � 1 )

=1 �

n � 2

2( n � 1)

. T hi s h o l d s for an y n o de j i n thi s graph , so t h e vul n e r a b il i t y

of an n - l o op c erti �ca te graph is 1 �

n � 2

2 ( n � 1)

.

A n ( m; k ) -sta r ce r t i � c ate g r a p h is a ce r t i � c at e g r a p h t h a t c onsi sts o f m un i-

di r e ct i onal ri ngs that sh a re one ce n ter n o de and e ac h ri ng h a s k un shared no d e s.

Fig. 4.5 sh o ws t h e (4 ; 2) -sta r certi� c ate g r a p h.

Theorem 19 The vu l ner a bi l ity o f a n ( m; k ) -sta r c erti�c a te gr ap h is 1 �

k � 1

2 m k

.

P r o of: T he vul nerabi l i t y o f a graph i s th e maxi m u m vul n e r a b il i t y o f ev e r y n o de

i n th e graph . In a n ( m ; k )- s t ar certi� c ate graph , the ce n ter n o de h a s th e h i g h e st

vu ln e r a b i li t y . N o w l e t u s co m pu t e the vu ln e r a b i li t y of th e cen t er n o d e . Lab e l the k

no des i n a sate l l i t e r i ng fr o m 1 � � � k a n d the ce n ter no d e a s n o de 0. There is an e d g e

fr o m no d e i to no d e i +

k +1

1 , where 0 � i � k . W h e n the p ri v at e k e y o f the ce n ter

no de i s rev e aled to an a d v ersary , the adv e r sary ca n i mp ersonat e to no d e 1 a n y n o de

i n the graph e xce p t fo r the no d e s 2 � � � k in the sa m e sate l l ite ri ng. T o no d e 2 , the

adv e r sa r y ca n i mp e r so n a te an y no d e in the graph exc ept for t h e no d e s 3 � � � k i n the

same sate l l ite r in g . As a resu lt, the a d v ersary c an i mp ersonate

P

k

i =1

( mk � ( k � i ) )
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pai rs for e ac h sate l l i t e r i ng. So t h e vu ln e r a b i li t y of t h e ce n te r no d e i s

V ( c ent e r ) =

1

( mk )

2

( m

k

X

i =1

( mk � ( k � i )) )

=

1

( mk )

2

�

mk ( mk � k ) +

mk ( k + 1)

2

�

=

1

mk

�

( mk � k ) +

k + 1

2

�

=

2 mk � 2 k + k + 1

2 m k

=

2 mk � k + 1

2 mk

= 1 �

k � 1

2 mk

Th e r e f o r e , t h e vu ln e r a b i li t y of an ( m; k )-sta r ce r t i � c at e g r a p h i s 1 �

k � 1

2 m k

.

A ( d; h )-t r e e certi� ca te g r a p h is a co m pl e te tree c erti �ca te graph wi th deg r e e

d and hei g h t h , w here there i s a n edge f rom ea c h p a r e n t n o de to e ac h o f i t s c h il d ren

no des and an e d g e from eac h c hi l d no d e to its paren t no d e. Fi g . 4.6 i s an e xamp le

of a ( d; h )-t r e e c erti �ca te graph , wh e r e d = 3 a n d h = 2.

Theorem 20 The vu l ne r a b il i t y o f a ( d ; h ) - t r e e c erti�c a te gr ap h is 1 �

d

h + 1

+ h d

h +1

( d � 1 )( n � 1 )

2

�

d

( d � 1)( n � 1 )

�

d

2

( d � 1) ( n � 1)

2

, a pp r oxima tely 1 �

h

d

h

.

P r o of: Th e vul n e r a b il i t y o f a g r a p h is the maxi m um o f vul n e r a b il i t y o f a l l n o des

i n the g r a p h. In a ( d ; h )-t r e e c erti �ca te g r a p h, t h e r o o t no d e h a s th e h ighest vul ner-

abi l it y . Th e vu ln e r a b i li t y of t h e r o o t no d e ca n b e co mp uted a s f o l l o ws. Consi d e r a

no de i i n l e v e l h . W h e n the pri v at e k ey of the r o o t no d e is rev ealed to a n adv e r sa r y ,

the adv e r sa r y c an i mp e r so n a te a n y no d e t o n o de i e xcept the ( h � 1 ) no des on the

ce r t i �cat e c h a i n fr o m no d e i t o the r o o t n o de. On the ot h er h a n d, for a n o de j i n

l e v e l h � 1 , th e adv e r sa r y c an i mp ersonate an y no d e to n o de j exc ept i t s d c h il d ren

no des and th e ( h � 2) no des on the ce r t i � c at e c hain f rom n o de j to the ro o t no d e .

So, th e adv e r sa r y c an i mp ersonate ( n � 1 � ( h � 2 + d )) no d e s to n o de j . Si mi l arl y ,
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for a n o de i n l ev el l , wh e r e l < h , the a d v ersary ca n i mp ersonate ( n � 1 � ( l � 1 + d ) )

no des to the no d e . As a resul t, the vul nerabi l i t y of the r o o t no d e i s :

V ( r oot ) =

1

( n � 1 )

2

�

h � 1

X

i =1

d

i

( n � 1 � ( i � 1 + d )) + d

h

( n � 1 � ( h � 1 ))

�

=

1

( n � 1 )

2

�

( n � d )

h � 1

X

i =1

d

i

�

h � 1

X

i =1

id

i

+ ( n � h ) d

h

�

=

1

( n � 1 )

2

�

n

h

X

i =1

d

i

�

h � 1

X

i =1

d

i +1

�

h

X

i =1

id

i

�

=

1

( n � 1 )

2

�

n ( n � 1 ) �

d

2

( d

h � 1

� 1)

d � 1

�

h d

h +1

� n + 1

d � 1

�

=

n

n � 1

�

d

h +1

� d

2

+ hd

h +1

� n + 1

( d � 1 )( n � 1 )

2

= 1 �

1

n � 1

�

d

h +1

� d

2

+ h d

h +1

� n + 1

( d � 1) ( n � 1)

2

= 1 �

d

h +1

+ h d

h + 1

( d � 1)( n � 1)

2

�

1

n � 1

�

d

2

( d � 1) ( n � 1)

2

�

1

( d � 1)( n � 1 )

= 1 �

d

h +1

+ h d

h + 1

( d � 1)( n � 1)

2

�

d � 1 + 1

( d � 1)( n � 1 )

�

d

2

( d � 1 )( n � 1)

2

= 1 �

d

h +1

+ h d

h + 1

( d � 1)( n � 1)

2

�

d

( d � 1)( n � 1 )

�

d

2

( d � 1 )( n � 1)

2

' f si n c e n is l a r g e g 1 �

d

h +1

+ h d

h +1

( d � 1) ( n � 1)

2

' f si n c e n =

d

h +1

� 1

d � 1

' d

h

g 1 �

d

h +1

( 1 + h )

( d � 1 )( d

h

)

2

' f si n c e

h + 1

d � 1

'

h

d

g 1 �

hd

h +1

d ( d

h

)

2

= 1 �

h

d

h

Th e r e f o r e , the vul n e r a b il i t y of a ( d ; h )-t r e e ce r t i � c at e graph i s a p pr o xi ma tely 1 �

h

d

h

.

F i g . 4 .7 sh o ws t h e vu ln e r a b i li ties o f thr e e sp ecial ce r t i � c at e graph s, n - l o ops,
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Fi g u re 4 .6 : Th e (3 ; 2 )-t r e e c erti� ca te graph

( m; 2)- stars, an d (2 ; h ) -tree s a s fu nct i ons o f the n u m b er o f no d e s i n e ac h g r a p h.

F r o m thi s gra p h, it is cl e ar that n - l o ops a r e l ess vul nerabl e t h a n ( m; 2 )-sta r s an d

(2 ; h )-t r e es. T hi s metri c of vu l nerabi l it y c an b e u se d t o sh o w w hi c h c erti �ca te g rap h

i s less vul n e r a b le.
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Figur e 4. 7: C o mp a r i so n of three s p ecial graph s

4. 3 V u lnerabi li t y o f A rbi tra ry C erti� cat e Graph s

In t h e pr e vi o u s sect i o n w e c omp ute d the vul nerabi l i t y of three sp e ci a l cl a sses of

ce r t i �cat e g r a p hs. W e n o w p rese n t Algo r i t h m 9 that co m pu t es t h e vu ln erabi l it y of

an a r bi trary c erti �ca te graph .

B y Th e orem 16 , i f G h a s a pat h from n o de sr c to no d e d that d o e s n o t

co n ta i n no d e dst , t h e n t h e a d v ersary ca n i mp e r sonat e dst to s r c wh e n t h e pri v at e

k e y of n o de d i s rev e aled t o i t ( and G has n o certi� c ate ( sr c; dst )). As me n ti o n ed
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i n Sect i o n 4 .1 , w e a ss ume th a t eac h no d e o n l y stores th e c erti �ca tes i t i ssu e d an d

ac ce p t s a l l t h e pu bl i c k e ys in the pr e sen te d ce rti �cat e c hai n as l o n g a s ea c h ce r t i � c at e

i n the c h a i n is v eri �ed. T o � nd e v ery n o de sr c that has a p at h t o no d e d th a t do es

not con t ain no d e dst , Al g ori thm 9 r e mo v es no d e d s t a n d i t s i ncomi ng and outgo i ng

edge s f rom G a n d see s wh ic h no d es a r e s t i l l c onn e cte d t o d . Cons id e r the e xamp le

ce r t i �cat e graph G in Fi g . 4. 1. I n Fi g . 4.8 (a ), n o de a and i ts i nco m in g a n d outgo i ng

edge s a r e remo v ed from G . T here a r e pat h s f rom n o des b; c ; e; f ; g to no d e d i n

Fig. 4. 8( a). Th e r e fore, i f the p ri v at e k e y of n o de d i s r e v ea l e d to a n adv e r sa r y ,

then t h e a d v ersary c an im p e r so n a te no d e a to no d e s b; c; e ; f ; g . On the ot h e r h a n d,

wi thout no d e e and i ts i n c omi ng a n d o u t go i n g e d ge s, there are no p a ths fr o m n o des

f ; g t o n o de d as sho w n i n Fig. 4 .8 (b ) . Th e r e fore, wh e n th e pr i v a te k e y of d i s

rev e aled to an a d v ers a ry , t h e adv e r sa r y ca n not i mp ersonate no d e e t o no d e s f ; g .

(a) without node a

b d

g

a f

c
(b) without node e

c

b d e

g

f

Fi g u re 4.8 : C o m pu t i ng vul nerabi l i t y o f the exampl e graph

F o r a giv en ce r t i � c at e g r a p h G , Al g ori thm 9 c omp ute s a transi tiv e cl o s ure

C

dst

w ithout usi n g an y i n c omi ng an d o u t goin g edge s of no d e dst for ea c h n o de d s t

i n G ( l i nes 3 -4 ). C

d s t

c on ta i ns a n e d g e ( sr c ; d ) i f and onl y if there i s a path from s r c

to d t h a t d o es n o t co n tain dst a n d G has n o c erti �ca te ( sr c; d s t ) (li n e 5 ). In other

w o r ds, i f t h ere i s an e d ge ( s r c; d ) i n C

dst

, then a n adv ersary c an im p e r so n a te dst t o

sr c w hen t h e p ri v at e k ey of no d e d i s rev e aled to the a d v ersary .
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ALGORIT HM 9 : V ul n e r a b il i t y o f a certi� ca te gra p h

INPUT: a ce r t i �cat e g rap h G wi th n no d es

OUTP U T : vu ln era b i li t y of G

ST EPS :

1: for dst = 0 t o n � 1

2: C

dst

:= G

3: rem o v e all t h e i ncomi ng and o u t go i n g e d g es o f

no de dst fr o m C

dst

4: C

dst

:= tra n si tiv e closu re of C

d s t

5: if G h a s a n e d g e ( s r c; dst ) for a n y n o de s r c ,

then rem o v e ( sr c ; d s t ) f rom C

ds t

6: endfor

7: C := t r a n si t i v e closu re of G

8: for d = 0 to n � 1

9: V ( d ) :=

P

dst 2 G

( the in -deg r e e o f n o de d in C

d s t

)

+ the i n - d e gree of no d e d i n C

10 : e n dfor

11 : ret urn m a x

d 2 G

V ( d )

( n � 1)

2

T o c omp ute the vu l nerabi l it y of a no d e d i n G , Al g ori t h m 9 � nd s al l the n o de

pai rs ( sr c ; dst ) i n G suc h t h a t G has a p a th f rom sr c to d that d o e s not co n tain d s t

and has no ce r t i �cat e ( s r c; d s t ) . F or ea c h no de d s t i n G , t h e i n - d e gree o f n o de d i n

the transi ti v e cl o su re C

dst

i s t h e n um b er o f no d e pai rs ( s r c; d s t ) i n G t h a t sa ti s�es

the co n di ti o n . So t h e su m of t h e i n-degree o f n o de d in the t r a n si t i v e c l osur e C

dst

for

ea c h n o de dst in G sh o ws t h e sc op e o f the i mpl i c i t d a mage o f t h e rev ea l ed pri v at e

k e y o f n o de d .

In t h e e xamp le ce r t i � c ate graph G i n F i g. 4 .1, w hen t h e pr iv a te k ey of d

i s r e v e al e d to a n adv e r sa r y , t h e a d v ersary c an im p e r so n a te no d e d to an y other

us e r i n G . T o compu t e t h i s exp li cit damag e of the r e v ea l e d pr iv ate k ey o f n o de d ,

Al g ori t h m 9 also co mp utes a t r a n si t i v e cl o su re C o f G (li n e 7). C c on ta i ns a n e d g e

( sr c; d ) i f a n d onl y i f t h e r e is a pat h fr o m sr c t o d i n G . In ot h er w ord s, if t h ere i s an
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edge ( sr c ; d ) i n C , t h e n t h e adv e r sa r y c an i mp ersonat e d to s r c usi n g the r e v ea l ed

pr i v a te k ey o f n o de d . Th e r e f o re, th e i n-d e gree of n o de d i n t h e tran siti v e closur e C

of G sho w s t h e sco p e o f the exp li cit damag e of the r e v e al e d pri v at e k ey o f n o de d .

U si n g t h e se transi ti v e closu res, A l go r ithm 9 c omp ute s t h e vul n e r a b il i t y of

ea c h no d e d in a gi v en ce r t i � c at e g r a p h G , an d then retur ns the maxim u m a s the

vu ln e r a b i li t y o f th e c erti �ca te graph .

In t h i s al g ori t h m, t h e most exp e n si v e s t ep i s l i ne 4. The cost o f co m pu t i ng

a transi tiv e closu re of a c erti �ca te g r a p h wi th n no d e s i s O ( n

3

), and w e n e ed t o

co mp ute ( n + 1 ) t r a n si t i v e c l osur e s. Th e r e fore, the compl exit y of t h i s al g ori thm i s

O ( n

4

) .

4. 4 E �ect o f T op ol og y o n V u ln e rabi li t y

Th e vul nerabi l i t y of a c erti �ca te g r a p h i s a�ec te d b y the to p ol o gy of the g r a p h. F or

exa mp l e , t h e (4 ; 2 )-st ar ce r t i � c at e g r a p h i n Fig. 4 .5 h a s vu ln e r a b i li t y

15

16

, wh e r e as

the (8 ; 1) -sta r ce r ti� c ate g r a p h has vu l nerabi l i t y 1. Th e r e fore, these t w o ce r t i � c at e

gra p hs , despi te h a vi ng t h e same n um b er of no d e s and the sa me co n nec ti vi t y , h a v e

di �eren t vu ln era b i li ti e s.

In F i g. 4 .9, w e sh o w t h e e �ect o f t op olog y o n vu ln erabi li t y o f sta r ce r t i � c at e

gra p hs . T heo r e m 19 gi v es t h e vu l nerabi l it y of ( m; k )- s t ar ce r t i � c at e g r a p hs. Ho w-

ev er, if w e k e ep t h e same n um b er of n o des i n the sta r ce r t i �cat e g r a p h b ut c h a n g e

the v alu e o f k , n o t ev ery sate l l ite ri n g ca n h a v e exa ct l y k n o des. W e pu t k no d e s i n

as man y r i ngs as p ossi bl e, and l ea v e the r e m a i n in g no d e s i n t h e l a st r i ng. W e ran

Al g ori t h m 9 on the sta r ce r t i �cat e graph s wi th 10 0 no des wh e r e k , the maxim u m

n u m b er o f no d e s in ea c h sat el l ite ri ng, c hanges fr o m 1 to 9 9. Fi g . 4. 9 sh o ws t h a t

the vu l nerabi l it y d e crease s as k i ncrea s e s.

In Fi g . 4. 10 , w e sh o w the e�e ct of top o l o gi e s on vul nerabi l i t y o f t r e e ce r t i � c at e

gra p hs . T heo r e m 2 0 giv es the vu ln e r a b i li t y o f ( d; h )-t r e e ce r t i � c at e graph s. Ho w ev er,
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F i gure 4 .9: V u l nerabi l it y of Sta r C e r t i � c at e G r a p hs

i f w e k ee p the s a me n u m b e r of n o des in the c erti �ca te g r a p h bu t c h a n g e the v a l ue

of d , the r e s ul t i n g t r e e ma y n o t b e c omp lete . In those tree s, w e pac k the lea f n o des

to the l e f t . W e ran A l go r ithm 9 on th e tree certi� c ate graph s wi th 10 0 no d e s where

d , the d e gree o f tree , c hanges fr o m 2 to 9 9. Fi g . 4.1 0 sh o ws t h at t h e vul n e r a b il i t y

i ncrea s e s a s d in crea ses.
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4. 5 E �ect o f Di sp e rsal o n V u ln e rabi l it y

In a ce r t i � c at e gra p h w here c erti �ca te c hai ns are used to � nd a p ub l ic k e y , n o des

ma y sto r e a fe w c erti �ca te s i n t h e i r l o ca l st orage to exp e d ite th e sea r c h for a p ub l ic

k e y [2 2, 2 3, 3 8] . In p articul ar, c er ti�c at e dis p ers al D o f a c erti �ca te g r a p h G i n

Ch a p te r 3 .6 a ssi gns a set of certi� c ate s D : u to e ac h no d e u so that if G h a s a

ce r t i �cat e c hai n from n o de u to n o de v , th e n D : u [ D :v co n ta i n s a l l th e ce r t i �cat es

i n the c erti �ca te c hai n. If ce r t i � c at e di sp ersal is a p pl i e d , t h e n wh e n a n o de u wi shes

to sec u rel y c omm un i c at e wi th a no d e v , then n o de u wi ll l o o k f o r a p ub li c k ey o f n o de

v i n D :u � rst b efore i t send s out a qu ery to n o de v f o r more ce r t i � c at es. Th ere f o r e ,

i f n o de u a l ready h a s a c erti �ca te that has n o de v as th e sub jec t of the certi� c ate ,

the a d v ersary ca n not i mp ersonate n o de v to n o de u b y i ssu i ng fo r g ed ce r t i � c ate s.

In ot h e r w o r ds, t h e vul nerabi l i t y of a ce r t i � c at e graph i s n o t onl y d e termi n e d b y the

to p ology o f t h e certi� c ate graph , b ut a l so a�e ct ed b y t h e di sp e r sal of the ce r t i � c at e

gra p h.

A s men t i o n ed i n Sec ti o n 4. 3, wh e n no d isp ers a l i s d e p lo y ed, i f the p ri v a te k ey

of n o de d i s r e v e al e d to an a d v ersary , then the adv ersary c an i mp e r so n a te n o des d ,

e , f , g t o n o des a , b , c , and i mp e r sonat e n o des a , b , c , d to n o des e , f , g . Ho w ev er,

wh e n w e assi g n a l l t h e ce r ti� c ate s i n an outgo i ng spann i ng t r e e ro ot ed at n o de x

to the set D : x , i f t h e p ri v a te k e y of n o de d i s rev ea l ed to a n adv ersary , th e n the

adv e r sa r y c an i mp ers o n a te onl y n o de d t o all ot h e r no d es, so t h ere c an b e no i mp li cit

damag e to the gra p h. Th e orem 16 i s mo d i �ed here to t ak e the e�e ct of d is p e r sa l

i n t o c onsi d e r a ti o n .

Theorem 21 L et G b e a c erti�c a te gr aph a nd s r c a nd dst b e a ny tw o distinct no des

in G . L et D b e any d isp e r sal o f G an d d b e a no d e in G w ho se priva te key r :d is

r ev e a le d to a n a dversa ry. Th e ad versar y c a n im p er sona te no d e dst to no de sr c if

an d only if sr c 6= d , G ha s a c er ti�c at e cha in fr om sr c to d tha t do es no t c ont ain

an y c er ti�c at e issue d by no de d s t , a nd o ne of the fol lo wing t wo c o nditio ns hol ds.
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i. d s t = d , or

ii. D :sr c 63 ( k ; dst ) ; k 2 G

P r o of:

Pr o of for if If dst = d , then t h e adv e r sa r y ca n u se the r e v ea l e d pri v at e

k e y r : d of no d e d t o encryp t and dec r ypt a n y m e ssage as if it w e r e n o de d an d

i mp ersonat e no de d s t to n o de sr c . If dst 6= d , then D : s r c has n o certi� c ate ( k ; dst ) ,

for a n y n o de k in G , so sr c d o e s n o t kn o w the co r rec t pu bl i c k ey o f dst . No w the

adv e r sa r y can si g n a fo r g ed ce r t i � c at e ( d; d s t

0

) wi th t h e r e v e al e d pri v at e k ey r :d of

d . Th e r e is a c erti �ca te c h a i n from s r c to d that do es n o t co n tain an y ce r t i �cat es

i ssu e d b y d s t , so the adv e r sa r y ca n add th e fo r g ed ce r t i �cat e ( d; dst

0

) to the co r rec t

ce r t i �cat e c h ain fr o m s r c to d and pr e s e n t th e c erti �ca te c h a i n from sr c t o dst

0

t o

no de s r c . If n o de sr c do es not kn o w that the pr iv ate k ey o f n o de d i s rev e aled to the

adv e r sa r y , t h e n s r c w il l not not i ce that t h e ce r t i � c at e ( d; ds t

0

) is forge d and a cc ept

the p ub l ic k ey in ( d; ds t

0

) a s the v a l i d pu bl i c k e y of ds t .

Pr o of for on ly i f In o rd er to p ro v e the onl y i f part, w e pr o v e t h e c on t r a -

p ositi o n . I f a n y o f th e fol lo wi ng t h ree c ond iti o n s h o l ds , t h e n the a d v ers a r y c ann o t

i mp ersonat e d s t t o s r c :

i. sr c = d

i i. G has n o c erti �ca te c hai n from s r c to d t h at do es n o t co n tain an y ce r t i � c at e

is sued b y d s t .

i i i. d s t 6= d and D : s r c has certi� c ate ( k ; dst ), f o r some n o de k i n G .

F i rst, a s sume sr c = d . In thi s case , sr c wi l l n o t acc ept an y fo r g ed c erti �-

ca te in c l u di ng a new p ub l ic k e y creat ed b y t h e a d v ersary , si nce sr c s t ores all the

ce r t i �cat es it i ssued.

Sec ond , a ssu me that G h a s n o c erti �ca te c h a i n f ro m s r c to d t h a t d o es n o t

co n ta i n an y c erti �ca te i ssu e d b y dst . If G has n o ce r t i � c ate c hai n fr o m s r c to d
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that do es not co n ta i n an y certi� ca te i ssued b y d s t , t h e r e a r e t w o p ossi bl e ca ses t o

co n si der. In th e � rst c ase , G has no c erti �ca te c hain from sr c to d . In t h e sec on d

ca se, G h a s at l e ast o n e ce r t i �cat e c hai n from sr c to d , bu t ev e ry su c h c hain from

sr c t o d co n ta i n s a c erti �ca te i ssued b y dst . In the � rst ca se, t h e a d v ersary c ann o t

crea te a c erti �ca te c hai n f rom s r c to ds t

0

, b ec ause G h a s no c erti �cat e c h a i n from s r c

to d t o wh i c h t h e a d v ers a ry c an a d d a fo r g ed c erti �ca te ( d ; dst

0

). So the adv ersary

ca n not i mp ersonate dst t o sr c . In the sec ond c ase, sr c w il l v e ri fy th e p ub li c k ey

of n o de d s t in t h e p ro ce ss of v a l i dat i n g t h e ce r ti� c ate c hai n fr o m sr c to d , and w i ll

notice that th e i den t i t y of dst i s rep ea te d t wi c e in t h e ce r t i � c at e c hai n a n d rejec t

the p ub l ic k ey o f dst

0

. In b o th ca ses, t h e a d v e r sa r y ca n not i mp ersonate dst to sr c .

Thi r d, a ssu me d 6= ds t a n d D :sr c h a s c erti �ca te ( k ; d s t ) for some no d e k i n

G . B ased o n c erti �ca te ( k ; dst ), s r c a l rea d y kno w s the c orr e ct p ub li c k ey of d s t , so

i t wi ll n o t ac ce p t a n y other p ub li c k e y crea ted b y th e adv ersary as a v a l i d p ub l ic

k e y of ds t . Hence , t h e a d v ersary c ann o t i mp ersonate dst to s r c . T hi s compl et es the

pr o o f f o r the o n ly i f part.

A l go r ithm 10 sho w n b el o w is mo d i� e d fr o m Al g ori t h m 9 to i ncl ud e t h e e �ec t

of d i sp e r sa l i n t h e ev a l u a ti o n of vul nerab il i t y . If no d e sr c h a s a certi� c ate ( x ; dst )

du e to di sp ersal for a n y user x , then no adv e r sa r y ca n i mp ers o n a te dst t o x wi th

the rev ea l ed p ri v a te k ey o f an y us e r y . Sp ec i � c al ly , afte r l in e 4 i n Al g ori thm 9, the

fol lo w in g l i ne i s add e d : i f an y D : s r c has an edge ( x; dst ) , th e n r e m o v e al l the e d g es

( sr c; y ) fr o m C

dst

.

The g r a p h i n Fig. 4.1 1 s ho ws h o w m uc h vul nerabi l i t y i s r e d uce d b y the

optim a l c erti �ca te d is p e r sa l o f tree ce r t i � c at e g r a p hs. I n t h e ca se o f \No D i sp ersal " ,

ea c h n o de kn o ws on ly t h e pu bl i c k eys i n the ce r t i �cat es i t i ssu e d . In the ca se of

\W i th Dis p e r sa l " , ea c h no d e st ores ce r t i � c at es assi g n e d b y an opti mal d i sp e r sa l of

the certi� c ate g r a p h a n d kn o ws t h e p ub li c k e ys i n the s t ored ce rti �cat es. Th e co st

of c erti �ca te di sp ersal i s d e � ned as the a v e rage n u m b er of ce r t i � c at es stored i n ea c h
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ALGORIT HM 1 0 : V ul nerabi l i t y w i t h certi� c ate di sp ersal

INPUT: a ce r t i �cat e g rap h G wi th n no d es and a di sp ersal D of G

OUTP U T : vu ln era b i li t y of G

ST EPS :

1: for dst = 0 t o n � 1

2: C

dst

:= G

3: rem o v e all t h e i ncomi ng and o u t go i n g e d g es

of n o de d s t from C

dst

4: C

dst

:= tra n si tiv e closu re of C

d s t

5: if a n y D :sr c h a s an e d g e ( x; dst ),

then rem o v e all t h e edge s ( sr c ; y ) from C

d s t

6: endfor

7: C := t r a n si t i v e closu re of G

8: for d = 0 to n � 1

9: V ( d ) :=

P

dst 2 G

( the in -deg r e e o f n o de d in C

d s t

)

+ the n u m b e r of e d g es ( sr c; d ) in C

for a n y n o de s r c in G

10 : e n dfor

11 : ret urn m a x

d 2 G

V ( d )

( n � 1)

2

no de. An opti ma l di sp e r sal o f a ce r t i � c at e graph i s a di sp ersal wh o s e c ost i s l ess

than o r e qu a l t o th e co st o f an y ot h er di sp ersal of t h e same ce r t i � c at e g r a p h. The

tree certi� c ate graph s h a v e 1 00 no d e s an d the degree c h a n ge s f rom 2 t o 9 9. The

resu lt wi t h o u t d i sp e r sa l i s th e same as Fi g . 4 .10 .

N ote t h a t the co s t o f t h e o p t i mal d is p ers a l of tree ce r t i �cat e graph s d e crea s e s,

as sh o wn i n Fi g . 4 .1 2, w herea s the vu l nerabi l it y i ncrea s e s, a s the d e gree of th e t r e e

i ncrea s e s. Th e x-axis of the g r a p h i n Fi g . 4 .12 i s sa m e as F i g. 4.1 1, a n d the y-a xi s

sh o ws t h e o p t i mal di sp ersal co st. There i s a c l e ar t r a d e -o� b et w e en t h e vul n e r a b il i t y

and the o p t i mal d i sp e r sa l c ost of tree c erti �ca te graph s.

The t r a d e -o� b et w e en the di sp ersal co s t a n d the vul nerabi l i t y in general i s

fai rl y s t r a i g h tforw ard , si nce a h i g h e r d i sp e r sa l c ost m e ans that n o des kno w more

co r rec t p ub li c k e ys, c orr e sp ond i ng to mo r e no d e s t h a t th e a d v ersary wi ll n o t b e

96



 0.9

 0.91

 0.92

 0.93

 0.94

 0.95

 0.96

 0.97

 0.98

 0.99

 1

 0  10  20  30  40  50  60  70  80  90  100

vu
ln

er
ab

ili
ty

degree of tree certificate graphs

no dispersal
with dispersal

Figur e 4. 11 : V u ln era b i li t y of T r e es wi th Op t i mal Di sp e r sa l
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F i gur e 4 .12 : Opti mal Disp ers a l Co s t o f T r e e G r a p hs

abl e to i mp ersonat e. Ho w ev er, th e t r a d e -o� b et w ee n th e di sp ersal co s t of th e o p ti-

mal di sp ersal an d the vul n e r a b il i t y sh o wn here su g ge sts that t h e c erti �ca te g rap h

to p ology a n d the c erti �ca te di sp ersal al g ori thm m u st b e ca refu l ly c h o s e n t o rea c h

the ri gh t balance b e t w een the p erform a n c e o v e r hea d (i.e. t h e s ize o f lo cal st orag e

for di sp ersed certi� c ate s) a n d the resi li ence ag ai nst a tta c ks (i . e. t h e vu l nerabi l it y) .

A graph w ith l ittle vul nerabi l i t y ma y b e resour c e-in tensi v e t o ac co m mo date hi gher

di sp ersal c ost, wh ic h i s sui ta b l e for h igh assu rance n e t w orks. O n the o ther h a n d,

a g r a p h w ith li mi te d sto r a ge ma y p refer a c erti �ca te g r a p h top o l o gy w ith small

di sp ersal cost and su �er a hi gher e xp osu re to i mp ersonation at ta c k s.
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4. 6 E �ect o f A cceptance Criteria on V ul nerabi li t y

T o red uce t h e i mp li cit dama ge of a rev ea l ed pr iv ate k ey o f a n o de, man y rese arc h e r s

pr o p osed to us e some ac ce p ta n c e c r iteri a to v eri fy the v a l i di t y of t h e pu bl i c k e y of

the destin a ti o n no d e of the c erti �ca te c hain [5 , 2 4, 2 7, 30 , 33 , 3 4, 3 6, 40] . S o m e of

the r e su l t s a r e descri b e d i n Ch a p t er 5 . Mo st of t h e se c ri te r i a c an b e mo del e d as

a fu nction that t ak e s a set o f ce r t i � c at e c hain s a s a n in pu t a n d outpu t s a y e s/no

answ er. A n o de u , wh o w a n ts t o � nd the pu bl i c k ey of a n o ther no d e v , w il l � nd a

set o f c erti �ca te c h a i ns from u t o v . No de u c an gi v e thi s se t as an in pu t t o the

ac ce p t an c e cri te r ia fun c ti o n , and i f the outpu t answ er i s y es, then t h e p ub li c k ey of

no de v i n the ce rti �cat e c hai n wi l l b e ac ce p t ed b y n o de u a s v al i d. Th e orem 16 i s

mo d i �ed here t o tak e th e a cce p t ance cri te r ia in to co n si deration.

Theorem 22 L et G b e a c erti�c a te gr aph a nd s r c a nd dst b e a ny tw o distinct no des

in G . L et d b e a no de in G wh ose p rivate key r :d i s r eve a le d to a n a dversa ry. The

ad versa ry c an imp ers ona te no d e d s t to no de sr c if and o nly if s r c 6= d and one of

th e fol lo wing two c o ndit i o ns ho lds.

i. d = dst and G ha s a set of c e r ti�c at e cha i n s fr om s r c to ds t tha t sa tis�es the

a c c ept anc e c r iteria of G , or

ii. @ ( sr c ; dst ) a nd th e s e t of c erti�c a te cha i n s wh e r e e ach c h ain in th e set c ons i s ts

o f a c or r e ct c erti�c a te cha in fr om s r c t o d , th at do es no t c o nta i n any c erti�c ate

issue d by no de dst , and a fo r ge d c er ti�c at e ( d ; dst

0

) , satis� e s th e a c c epta nc e

crit e r ia of G .

A sim pl e a cc ep t ance c r iteri a i s t o l im it the l engt h o f c erti �ca te c h a i ns t h a t

ca n b e u se d . F o r exa mp l e , a n o de mi gh t se t t h e v a l u e o f t h i s l i mi t to b e 6 an d

ac ce p t on ly c h a i n s t h a t co n si st of 6 o r fe w er certi� c ate s. In fact , thi s ac cepta n c e

cri t eri a i s i mpl emen t ed i n t h e cur ren t PGP syste m as th e paramet er CER T DEP TH .
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Al g ori t h m 11 sh o wn b e l o w c omp ute s vu l nerabi l i t y o f c erti �ca te graph s i n the ca se

wh e r e thi s a cce p t ance cri te r i a i s u sed. T o e xp l a i n Al g ori thm 11 , w e n ee d to d e � ne

the conce p t of k -closu re.

A k -c l osur e of a g r a p h G is a di rec ted g r a p h that h a s the same n u m b er of

no des i n G , and th is graph h a s an e d g e ( s r c; dst ) if and onl y i f th e r e i s a d i rec ted

path o f l e n g th at mo s t k fr o m sr c to d s t i n G . Not e th a t 1- cl o s ure of G i s G i tse l f,

and 0 -c l osur e of G is a g r a p h w ith t h e same no d e s in G b ut do es n o t c on ta i n an y

edge s.

A l go r ithm 1 1 ta k es a c erti �ca te g r a p h G and the l im it k (= CE RT DEP TH ) on

c h a i n length as i np ut and c omp ute ( k -1 )-c l osur e s f o r e ac h no d e dst , so t h a t the

adv e r sa r y can a d d a fo r g ed ce r t i � c at e t o t h e exi st i n g c h a i n and th e resu lti ng c hai n

wi l l satis fy th e l im it k on c h a i n l e n g th .

ALGORIT HM 1 1 : V ul nerabi l i t y w i t h l i mi t k o n c hain length

INPUT: a ce r t i �cat e g rap h G wi th n no d es and

a l i mi t k (= CER T DEPT H ) on c h a i n l e n g th

OUTP U T : vu ln era b i li t y of G

ST EPS :

1: for dst = 0 t o n � 1

2: C

dst

:= G

3: rem o v e all t h e i ncomi ng and o u t go i n g e d g es o f

no de dst fr o m C

dst

4: C

dst

:= ( k � 1) -closu re of C

dst

5: if G h a s a n e d g e ( s r c; dst ) ,

then rem o v e ( sr c ; d s t ) f rom C

ds t

6: endfor

7: C := k - cl o su re o f G

8: for d = 0 to n � 1

9: V ( d ) :=

P

dst 2 G

( the in -deg r e e o f n o de d in C

d s t

)

+ the i n - d e gree of no d e d i n C

10 : e n dfor

11 : ret urn m a x

d 2 G

V ( d )

( n � 1)

2
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The g r a p hs i n Fi g s. 4. 13 -4. 14 sh o w h o w vu ln e r a b i li t y c h a n g es a s w e a p pl y

di �eren t CERT D EPTH as t h e l im it on c h ain l e n g th. As C ERT DE PTH i ncrea ses, a n o de

ca n ac ce p t l o n g er c hain s, a n d t h e vul n e r a b il i t y i n c r e ase s . In F i g. 4 .13 , ea c h star

ce r t i �cat e g r a p h h a s 10 0 no d es a n d 10 sat el l ite ri ngs, a n d the maxim u m n um b er

of n o des in a sa tell i te ri ng i s 1 0. W e c hange d the v a l ue o f CE RT DEP TH from 1 t o

11 , sin ce t h e l o n g est c h a i n that the adv ersary wi ll use from t h e o r i g i nal ce r t i � c at e

gra p h i s 10. (Th e l o n g est c h a i n fr o m a no d e i n a sat el li te ri n g t o the c en t er no d e i s

10 .) Aft er 1 0, th e vul nerabi l i t y i s same as that i n Fig. 4.9 . F or c omp a r is o n , w e sh o w

the vul n e r a b il i t y of the g r a p h wi t h o u t a p pl yi ng CERT D EPTH sho w n as a dott ed l i ne

here.

In F i g. 4. 14 , ea c h t r e e certi� c ate g r a p h has 1 00 no d e s and the d e gree i s

2. S i nce the ro ot n o de has t h e m a xi m um vu l nerabi l it y , the l o n g est c hain t h a t an

adv e r sa r y wi l l u se from the ori g i n a l ce r t i � c at e graph is from the l e af n o de to the

ro ot no d e , wh ic h has l e n g th 6. He n ce , w e c h a n g ed the v alu e of CE RT DEP TH fr o m 1

to 7. After 6, the vu ln e r a b i li t y i s th e s a me as Fig. 4 .10 , s ho w n as a dot ted l i ne h e r e .
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F i gure 4 .13 : E �e ct of li mi t on c h a i n l engt h on vu ln era b i li t y

A s an o ther exa m pl e of ac cepta n c e c r i t eri a, w e c an u se \ p a th i n dep e n dence "

pr o p osed i n [3 3]. T hi s a cc eptance c ri te r i a r e qu i res k i nd ep e n den t pat h s f ro m sr c t o

dst fo r no d e sr c t o b e a b l e t o u se t h e pu bl i c k ey o f dst i n the c erti �ca te gra p h. T o

10 0



 0

 0.2

 0.4

 0.6

 0.8

 1

 0  1  2  3  4  5  6  7

vu
ln

er
ab

ili
ty

CERT_DEPTH

with CERT_DEPTH
without CERT_DEPTH

F i gure 4 .14 : E �e ct of li mi t on c h a i n l engt h on vu ln era b i li t y

�n d i nd e p end e n t p at h s, the authors pr o p ose t o u se the mi n - cut size of a ce r t i � c at e

gra p h f ro m sr c to dst . S in c e sr c onl y uses the pu bl i c k e y of d s t if t h e mi n - cut si z e

of a ce r t i �cat e graph from sr c to dst i s a t l ea st k , th e adv ersary n ee d s to kno w a t

l e ast k pr i v a te k e ys.

In the cur ren t I n t ern e t, SS L/ T LS [ 13 ] i s one of the most commonl y u se d pr o -

to c ol s base d o n c erti �ca tes. I n SS L/TLS , m o st o f th e w ebsi te s that h a v e ce r t i �cat es

si g n ed b y a CA, su c h as V e r iS i g n , d o not h a v e al t ern a te ce rti �cat es s igned b y other

CA. In o th e r w o r ds, th e r e i s on ly on e c h a i n from on e n o de to another. F o r thi s t yp e

of certi� ca te graphs , p a th i nd e p end e n ce c ann ot b e u se d .

The o ther co m mo n l y u sed pr o to co l based o n c erti �ca tes i s PGP [4 0] . PGP

ce r t i �cat e g r a p hs h a v e t h e p rop e r t i es o f sm a l l w orl d [37 ]. The c erti �ca te graph i n

Fig. 4 .15 i s an e xamp le of smal l w orl d g r a p hs. Fi g . 4. 16 sho w s ho w vu ln e r a b i l-

i t y c hange s as k c h a n g es for t h i s e xampl e c erti �ca te graph . As k i n c r e ase s , the

vu ln e r a b i li t y decrea ses.

In b o th exa m pl e s of a cc eptance cri t eri a, the graph s i n F i g. 4. 13 and Fi g . 4 .1 6

sh o w t h a t a stri ct er ac ce p ta n c e c r iteri a redu ce s the vul nerabi l i t y o f ce r t i � c at e g r a p hs.

Ho w e v e r , i t als o i ncrea ses t h e n u m b er of v a l i d pu bl i c k e ys that ca n not sat i sf y the

stri ct er ac ce p t ance cri te r i a . F or e xamp le, i n Fi g . 4 .13 , t h e "a vg u sa b l e k eys" is the
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a v e r a ge n u m b er o f p ub l ic k eys a no d e ca n use. T hi s in c r e ases a s the d epth l im it

i ncrea s e s. F or th e c erti �ca te g r a p h i n F i g . 4 .1 5, the a v e r a ge n um b er of pu bl i c k eys

a n o de c an us e dec r e ases from 5 to

14

6

� 2 : 7 a s k in c r e ases from 2 t o 3 .

A l so, ac co r di n g to the a n a l ysi s in [8 ], th e d eg r e es of n o des i n a se l f-orga n ized

ce r t i �cat e g rap h fo l l o w Zi p f 's d i st r i bu t i on. In o ther w o r ds, most n o des i n a se l f-

org an ize d c erti �ca te systems ha v e a v ery small n um b er o f outg oi ng edges. In the

Fig. 9 i n [8 ], ab o u t h a l f o f the n o des i n the large s t st r o n g l y c onn e cte d co m p o n e n t

of the 20 01 PGP graph h a v e f e w er th a n thr e e outg oi ng edge s , a n d a b out 30% of

the n o des ha v e onl y o n e outg oi ng ed g e. Th erefo r e , w hen the p a th i nd ep e n dence i s

app li ed as t h e ac cepta n c e c r i t eri a , a l a r g e k ma y c aus e man y pu bl i c k e ys to b eco me

un usabl e b y ot h e r no d es. In t h e previ o u s exa m pl e o f t h e 2 00 1 PGP graph , k � 3

wi l l ca u se hal f of t h e no d es n o t to b e abl e to use an y p ub l ic k eys i n ce r t i � c at e c hain s

of l engt h a t lea s t 2 .

Cl e arl y , th e r e i s a trade-o � b et w ee n the vu ln e r a b i li t y o f a certi� c ate g rap h

and t h e usabi l it y o f t h e pu bl i c k e ys i n the ce r t i � c at e graph . Hence , ac cepta n c e

cri t eri a needs t o b e c hosen a n d co n �gu re d v e r y ca r e fu l ly . T hi s metri c o f vul n e r a b il i t y

ca n help syste m a d mi ni strat ors b a l ance the resi l ience a ga i n st i mp ersonation att ac ks

and the usabi l i t y of the p ub l ic k eys in c erti �ca te graph s.

4. 7 V u lnerabi li t y o f M an y R ev e al e d K eys

As sho w n i n the p revi o u s se ction, wh e n a n ac cepta n c e c r i t eri a r e qu ir e s m o re t h an

one c erti �ca te c hai n f rom a no d e sr c to a n o de dst fo r no d e sr c to a cce p t t h e p ub l ic

k e y i n the c erti �ca te c h a i n as the p ub l ic k ey o f dst , t h e vu ln erabi li t y of a ce r t i � c at e

gra p h c an c han g e d e p end in g o n h o w ma n y pr iv ate k eys are r e v e al e d to a n adv e r sa r y .

Th e orem 2 2 is mo d i �ed here t o t ak e t h e ca se where ma n y p ri v a te k e ys are r e v ea l ed

to a n a d v ersary i n t o t h e co n si derat i on.

Theorem 23 L et G b e a c erti�c a te gr aph a nd s r c a nd dst b e a ny tw o distinct no des
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in G . L et D b e a s e t of no d es in G w her e the p rivat e k ey r :d o f e ach no de d in D

is r eve a le d t o an ad versa ry. Th e a dversa ry c a n i m p e r son ate no de dst to no d e s r c

if a nd o nly if sr c 6= d fo r any no d e d in D a nd o ne o f th e fo l low ing t wo c o nditio ns

ho ld s.

i. d = d s t for som e no d e d in D a nd G ha s a set o f c e r ti�c at e ch ains fr om s r c

to d s t tha t satis� e s th e a c c epta nc e c r iteria of G .

ii. Th er e is no c erti�c a te ( sr c ; dst ) a nd th e set of c er ti�c at e ch ains, in wh ich

e a ch cha in c onsist s of a c o rr e ct c erti�c a te ch ain fr om sr c t o som e no d e d in D

th at do es no t c o nta i n any c erti�c a te issue d by no de d s t a nd a fo r ge d c erti�c ate

( d; d s t

0

) , sa tis�es the ac c ep tan c e criteria o f G .

The vul nerabi l i t y o f the s e t D i s d e � ned a s f o l l o ws:

V ( D ) =

j I M P ( D ) j

( n � j D j ) � ( n � 1)

;

wh e r e I M P ( D ) = f ( sr c ; dst ) j t h e a d v ersary can i mp ersonate dst t o s r c us in g pri v at e

k e ys o f no d es i n D g and n i s the n u m b e r of n o des in G . Let G b e a ce r t i � c at e

gra p h a n d t h ere c an b e a t m o st x pr iv a te k eys r e v ea l e d to a n adv ersary , t h e n the

vu ln e r a b i li t y of graph G w i t h x rev e aled k eys, denot ed V ( G; x ), i s d e � ned a s f o l l o ws:

V ( G; x ) = ma x

D � G; j D j� x

V ( D )

No te th a t t h i s de�n iti o n g eneral izes t h e d e � ni tion of V ( G ), w hi c h i s equal to V ( G; 1) .

a b

c

de

f

Fi g u re 4.1 5: An exa mp l e of a se l f-orga n ized c erti �ca te graph
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F o r the e xampl e certi� c ate g r a p h i n F i g. 4 .15 , assu me that the ac cepta n c e

cri t eri a of path i ndep end e n c e wi t h k = 2 i s app l ied . Als o , assum e that the pri v at e

k e ys of n o des b and d a r e r e v e al e d to an adv ersary . T here i s no ce r t i � c at e ( a; c ) , an d

there a r e ce r ti� c ate s ( a; b ) and ( a; d ) , so th e adv e r sary ca n im p e r so n a te no d e c t o

no de a . Al so, t h e r e i s n o ce r t i � c at e ( f ; c ) , and there a r e ce r t i � c at e c h a i ns ( f ; a ) ( a; b )

and ( f ; e ) ( e; d ) that d o not co n tain c , so t h e adv e r sa r y can i mp e r so n a te n o de c t o

no de f . T here a r e 16 no d e p a i rs ( s r c; dst ) su c h t h a t the a d v ersary can i mp ersonat e

dst t o s r c us in g t h e pr iv a te k eys of n o des b a n d d , so t h e vul n e rab il i t y of f b; d g i s

16

20

. Thi s is a l so the maxim u m vu ln erabi l it y o f t h e e xamp le ce r t i � c at e graph wh en

x = 2 , so V ( G; 2 ) =

1 6

2 0

.

F i g . 4 .16 sh o ws ho w th e vul n e r a b il i t y o f the c erti �ca te graph i n Fi g . 4 .1 5

c h a n g es as t h e n um b er of rev ea l ed pri v at e k eys c h a n g es. W e a p pl i e d the ac cepta n c e

cri t eri a of pat h in dep e n den c e w i t h the paramet er k f ro m 1 t o 3, and c h a n ge d the

n u m b er o f rev ealed pr iv ate k eys x from 1 t o 6. As t h e n um b er of rev ea l ed pri v at e

k e ys in c r e ases, t h e vul nerabi l i t y i ncrease s. As l ong as the n u m b er o f rev ea l ed pri v at e

k e ys i s less than k , the vu l nerabi l i t y i s l im ited to e xp l ici t d a mag e.
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Fi g u re 4.1 6: V u l nerabi l it y of man y r e v e al e d k eys
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Chap t er 5

Related W o rk

Sev e r a l pap e r s ha v e i n v esti g at ed the use o f certi� c ate s for co n �d e n ti a l i t y , authen ti-

ca ti o n , and a u thori z ation. W e sum ma r i z e the resu lts of these pap e r s i n t h e fo l l o wi ng

paragra p hs .

A r c hi te ctures for i ssu in g, sto ri n g , d i sc o v ery , a n d v al id a ti ng c erti �ca tes i n

net w orks a r e p rese n ted i n [ 35, 7 , 3 1, 18, 6 , 1 2, 16, 1 9, 28] . In a l a r g e sc al e net w ork

su c h as to da y's I n t ern e t, one c ann o t exp e ct t o h a v e a c en t r a l authori t y to i ssue, sto r e ,

and v ali d a te a l l the certi� c ate s. A d is t r ib uted syst em, w here ea c h u ser p a r t i ci pat es

i n i ssui n g , st ori n g , a n d v ali datin g ce r t i � c at es i s d esir a b l e i n suc h a n e t w ork.

In [3 9] a n d [25 ], di stri b ute d a r c hi te ctures for i ssu i ng c erti �ca te s , particu larl y

i n mobi l e n e t w orks, a r e pr e s e n te d .

In [39 ], Z hou a n d Haa s presen t a n a r c hi te ctur e f o r i ssui n g ce r ti� c ate s in an

ad-ho c n e t w ork. Acc ord in g t o thi s arc h i t ect u re, the n e t w ork h a s k serv e r s. Ea c h

serv e r h a s a di �e r e n t share o f some p ri v at e k ey r k . T o ge n era te a c erti �ca te, ea c h

serv e r u se s i ts o w n share o f r k t o s ign the certi� c ate . I f n o more th a n t serv e r s h a v e

su �e r e d fr o m B yzan t i ne f a i l ur e s, wh e r e k � 3 t + 1, then t h e resul tin g c erti �cat e i s

co r rec tl y si gned usi n g t h e pr i v a te k ey r k , t h a n ks t o thr e s hold cryp to graph y . The

resu lti ng ce r t i �cat e ca n b e v e r i �ed u si ng the c orr e sp ond i ng pu bl i c k ey wh ic h i s
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kn o wn to ev ery no d e i n the a d - h o c n e t w ork.

In [2 5], Kong, P erf o s, L uo, Lu and Zh a n g p resen t ed another d istr ib uted

arc h itec tur e for i ssu i ng certi� ca te s. I nste ad of empl o yi ng k se r v ers i n t h e ad-ho c

net w ork, n o sp e ci a l n o des suc h as serv e r s are i n the net w ork and ev ery no d e i n

the net w o r k i s p ro vi ded w ith a di �e r e n t share o f th e pr i v a te k e y r k . F or a n o de

u t o i ssue a ce r t i � c at e, t h e n o de u forw ard s t h e ce r t i � c at e to i t s n e i gh b o r s an d

ea c h of t h em s ign the certi� c ate usi n g i t s sh a r e o f r k . If no d e u has at l ea st t + 1

co r rec t nei g h b ors (i.e. they ha v e n o t su�ered f rom a n y f a i l ures), then t h e r e su l t i ng

ce r t i �cat e is co r rec tl y s igned u sin g the pr iv ate k ey r k .

In [2 8] , L i, Wi nsb orough, and Mi t c hell pr e sen te d a ro l e-base d tru st m a n a ge -

men t l a n guag e RT

0

a n d su g ge sted t h e u se of s t r o n g l y t yp e d di stri bu t ed ce r t i � c at e

sto r a ge t o sol v e the pr o b l e m o f c erti �ca te c hai n d i sc o v ery i n di stri bu te d sto r a ge .

Ho w e v e r , t h e y do not di scus s h o w to e � c i en t l y a ssi gn c erti �ca tes a mong t h e di s-

tri bu t ed sto r a ges. B y co n trast, our w ork fo c u ses on mi n im izi ng storag e o v e r head

i n ce r t i � c at e d isp ers a l a m o n g the users whi l e th e y h a v e e n ough ce r t i � c at es so t h a t

there i s n o nee d fo r certi� ca te c h a i n d is c o v e r y .

In [ 2], A j ma n i , Cl a r k e, Mo h , and Ri c hman pr e sen te d a di stri b ute d ce r t i � c at e

sto r a ge usi ng p ee r - to- p ee r di stri b ute d hash t abl e. Thi s w ork assu mes dedi ca ted

serv e r s host a SDSI c erti� ca te d i rec to r y a n d fo cus e s on fast lo ok-up s e r vice an d

l o ad balanci ng amo n g t h e se r v ers. By con t r a st, o u r w ork a ssi gns c erti �ca te s t o

us e r s suc h t h a t there i s n o n e ed for l o o k-u p a n d there a r e n o d e d icat ed ce r t i � c at e

sto r a ge serv ers. Ou r w o r k a l so fo c u ses o n e �ci e n t us e of st orag es i n all u se r s i n

net w ork.

P erh a p s th e c l ose s t w o r k to the ce r t i � c ate di sp ersal i s [ 22 ] wh e r e t h e authors,

Hub a u x, Butt y� an, a n d Capku n, i n v estiga ted ho w to di sp erse certi� ca te s i n a c erti �-

ca te graph among th e net w ork no d e s u nd e r t w o c ond i t i ons. F i rs t , e ac h n o de st ores

the same n u m b er o f c erti �ca tes. S e co n d, w ith hi gh probab il i t y , if t w o no d e s mee t
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then they ha v e enough ce r t i �cat es for e ac h of them t o o b t ai n the p ub l ic k ey o f the

ot h e r . By co n trast , our w o rk is base d o n t w o di �eren t co n di ti o n s. Fi rst, di �e r e n t

no des ma y sto r e d i �e r e n t n um b er of c erti �ca tes, b ut the a v erag e n um b er of c erti �-

ca te s sto r e d i n no d e s i s mi ni mi ze d . S e co n d, it i s g u a r a n tee d (i.e. wi th prob a b il i t y

1) t h a t i f t w o no d e s mee t th e n they h a v e en o u g h ce r t i �cat es f o r ea c h of th e m t o

obta i n the pu bl i c k ey o f the other ( i f there exi sts a c hai n b e t w ee n t h e m i n the c hai n

set ).

La ter, the same auth o r s h a v e sho w ed i n [9 ] t h a t a lo w er b oun d o n th e n um b er

of ce r t i � c at es t o b e sto r e d i n a no d e is

p

n � 1 wh e r e n is t h e n um b er o f no d e s i n

the system. Ou r w o r k here sh o ws that �n di ng an o p t i mal di sp ersal of a giv en

c h a i n set i s NP- compl et e, a n d pr e sen ts th ree p o l yn o mi al-ti me algo r i t h ms wh ic h

co mp ute opti ma l di sp ersal of c hai n se ts i n t h ree classes o f pr a ctical i n t erests an d

t w o exte n si o n s of these algo r i t h ms for mo r e ge n e r a l c l asses of c hai n set s.

Zhen g , O m u ra, Uc hi d a , and W a d a p rese n ted a l go r ithm s t h a t c ompu te o p ti-

mal di sp ersal s for strongl y- conn e ct ed g r a p hs a n d d i rec te d graph s i n [38 ]. Th e s a me

authors a l so s ho w ed t h e tigh t u pp er b o u nd s i n these t w o cl a ss e s o f ce r t i � c at e g r a p hs.

A p ub li c k ey in frastru c tur e b a sed on ce r ti� c ate s i s sca l a b l e and e�ci e n t i n

i ssu in g and v a l i dat i n g ce r t i � c at es bu t c ann o t t ol e r a te Byza n ti ne fa i l ur e s. In par-

ticul ar, if o n e n o de su�ers fr o m B yza n ti ne fa i l ur e , then thi s no de c an su c ce s sful l y

i mp ersonat e a n y ot h e r no d e that i s r e ac habl e from t h i s no d e i n the c erti �ca te g rap h

of the net w o r k. Thi s vu l nerabi l it y t o Byz an t i n e f a i l ur e s i s n o t u ni que to our c erti �-

ca te w ork. In Sect i on 4, w e h a v e i den ti� e d a m e tri c t o e v al uat e the damag e from

thi s t yp e of a tt ac ks.

The met r i c of vul nerabi l i t y c an b e us e d in a n y ce r t i � c at e syste m . F or e x a m-

pl e, X. 50 9 [1] , S SL / TL S [13 ], PGP [40 ], a n d SDSI/S PKI [17 , 35 ]. I n a n y of t h e se

ce r t i �cat e syste m s, wh e n a p ri v at e k ey of some n o de i s rev e al e d t o a n adv e r sa r y ,

the adv e r sa r y m a y su c cessfu ll y imp ers o n a te no d e s to o ther no d e s i n t h e syste m . I n
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ot h e r w ord s, the c erti �ca te sys t ems ma y b e vu ln era b l e to i mp e r sonat i on a tta c ks.

M an y r e sea r c hers pr o p osed me c hani sms t o ev a l u a te ce rti �cat e c h a i n s to mi t -

i g at e thi s vu ln e r a b i li t y . T arah and H u i t ema [ 36 ] i n v esti g at ed u si ng t h e p a th l ength

as ac cepta n c e c r iteri a . In [3 3] , Re i te r an d Stub bl ebi ne in v est i ga te d ho w to i ncrea se

assur a n c e o n a u t h e n ti c ation wi th m ul ti pl e i nd e p en den t ce r t i � c at e c hai ns. Th e y i n-

tro d uce t w o t yp es o f i nd e p end e n t c hai ns, di sjoi n t paths ( n o edge i s sh ared b y an y t w o

c h a i ns ) a n d k - co n nect i v e p a th s (k ce r t i � c at es nee d to b e c omp ro m is e d to di sco n nec t

all t h e se p at h s) . Th i s p a p er sho w s th a t there are n o p o l yn o m ial - ti me a l go r ith ms

for lo ca ti ng maxi m um se ts of pat h s w ith t h ese pr o p erties a n d p resen t s a p pr o xi ma -

tion al g ori t h ms. Be th , B orc h e r di ng, a n d K lei n [5 ] and Maur e r [30 ] pr o p osed an

ac ce p t an c e c r iteri a b a s e d o n prob a b il i t i es. In PGP [ 40] , u sers ca n li mi t t h e l ength

of acc epta b l e ce r t i � c at e c hai ns a n d als o requi re c ertain n u m b e r of c erti �cat e c hain s

to a cc ept the p ub l ic k e y o f desti nat i on n o de. Levi e n and Ai k en [ 27] pr e sen te d an

analyti c al mo d e l of d i �e r e n t t yp es of att ac ks and co m pared th e r e s il i e n ce of acc ep-

ta n c e cri te r ia i n [3 0] and [33 ] b a sed on t h is mo d e l . Th e sa m e a u t h o r s al so sugge sted

anot h e r ac cepta n c e c r iteri a based o n the ma x 
o w al g ori thm. In [34 ], Reiter an d

Stu bb lebi n e s ugg este d a n u m b e r o f g u id i ng pr in c i p les for th e d e s ign of ac cepta n c e

cri t eri a.
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Chap t er 6

Conclusi on

A ce r t i �cat e system i s a us e fu l pu bl i c k ey i nfr a stru ct u re for d is t r ib uted sys t ems.

A c erti �ca te c an b e sto r e d an ywhere i n the system and c an b e used b y a n y u ser

wh o k no ws t h e pu bl ic k e y of the i ssu e r o f t h e c erti �ca te . W e ha v e pr o p ose d a new

w a y of d is t r ib uti ng ce r t i �cat es that mi ni mi ze s th e comm un ica ti o n o v e r hea d on the

thi rd p a r t y , call ed a c erti �ca te di sp ersal . Certi� ca te di sp ersal assi g n s certi� c ate s t o

us e r s in t h e sy st em su c h that the t w o u sers that w an t to securel y c omm un i c at e wi th

ea c h other do n o t nee d to co n tac t an y t h ir d part y for ce r t i �cat es. W e s ho w ed t h a t

co mp uti ng a n o p t i mal di sp ersal i s NP-Compl et e wh e n t h e d i sp e r sa l co st i s de�n ed

as a n a v erag e n u m b er of ce r t i �cat es sto r e d i n ea c h user, gi v en a c erti �ca te c hai n

set . W e a l so p rese n ted sev eral c l asses o f c erti �ca te g r a p hs a n d c h a i n set s f o r wh ic h

optim a l d isp ers a l s ca n b e c ompu te d i n p olyn o m ial - ti me. Algo r i t h ms for t h e se classes

are a l so sho w n and pr o v en t o c omp ute o p t i mal di sp ersals . F or a dyn a m ic ce r t i � c at e

system, w e al so d e vi sed a sta b i li zi ng d is p e r sa l pr o to c ol .

W e ha v e d e � ned a m e tri c ca l l e d vul nerabi l i t y th a t m e asur e s the p o te n ti a l

sco p e o f d a mage that an a d v e rs a r y w ith r e v ea l e d pr iv ate k e ys co u ld i ncur to the

system. W e sh o w t h a t the vul n e r a b il i t y of a c erti �ca te g r a p h i s a�ec te d b y the

gra p h to p ol o gy , di sp ersal , and a cc eptance cri t eri a. On e ca n u se the vul n e r a b il i t y
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mea s ure as a desi g n c r iteri a of certi� c ate sys t ems, giv en the system requi r e men ts on

di sp ersal cost and vu l nerabi l it y .

A s fu t u re w ork, w e w oul d l i k e to b ui l d a n app l ica ti o n th a t u til i z es t h e di s-

p ersal and vu ln e r a b i li t y . F or e xampl e, a l a r g e- s c ale di stri bu t ed system w here a

rel a ti v el y s ma l l n um b er o f au t onomous systems a r e co o p eratin g co u l d b ene�t from

di sp ersal a n d vul nerabi l i t y . Be t w ee n the c o ord i nat ors o f autonomo u s sys t ems, one

ca n exp e ct that t h e c erti �ca te system w oul d not c h a n g e r a p id l y . W e c an co mp ute an

optim a l di sp ersal b et w e en co o r di nato rs p eri o di ca l l y , or ru n the d ynami c d is p e r sa l

pr o to co l . A t the sa me tim e , t h e vu l nerabi l it y m e tri c coul d b e a gui del in e i n w hether

to i ss ue c ertain ce r t i � c at es or not , o r e v en i n decid i ng the pr i c e of i ssu a n c e for t h o se

ce r t i �cat es.
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Eu nji n Ju ng w a s b o r n in S e oul , Ko r e a on No v em b e r 2 6, 197 6, the d a u g h ter of

Byun g ku n Ch u ng an d Hy eso o k Ko o. S he a tt end ed Seo u l S c i ence Hi g h S c h o o l from

19 92 to 19 94 . Sh e w a s a Cl ass V aledi ct ori an wh e n she rec ei v ed the deg r e e o f B ac h-

elor o f Sci e n c e f ro m S e oul Nat i onal Uni v ers it y i n F e b ru a r y 19 99 . Sh e e n te r e d the

Gradu a te d Sc h o o l o f T he Un iv ersi t y o f T exa s at Au st i n i n Au g u st 19 99 and r e -

ce i v ed the d eg ree of M aste r of S cience i n Comp ute r S c i ence s i n Ma y 20 02 . S he

rece i v ed Ou t stand in g T e ac hi n g Ass istan t Exc el len c e Aw a r d f rom the De p a r t m e n t of

Comp ute r Scien c es in D ece m b e r 2 00 5 a n d Wil l i a m S . L ivi n g sto n Ou t stand in g Grad-

uate Stu den t Emp l o y ee Aw a r d a s T ea c h i ng Assi stan t from Th e Uni v e r sit y of T e xas

at Au st i n in M a y 2 00 6. He r resea r c h i n te r e sts are se cur i t y , a n d fau lt-t ol e r a n c e i n

co mp uter n e t w o rks and di stri b ute d sys t ems, a n d D i g i ta l Righ ts Ma n a geme n t. S he

has pu bl i sh e d ni ne refe r e ed j o u rn a l a n d co n fe r e n ce pap ers o n t opi cs in sec u ri t y i n

net w orks a n d d is t r ib uted syste m s.

P e r ma n en t Add ress: 25 01 Lak e Austi n B l vd . Apt C20 2

Au st i n , TX 78 70 3

U.S.A.
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