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Research interests I am interested in modeling real-world situations and developing provably correct
algorithms for addressing practical problems. In this regard, I have been working closely with theory and
systems researchers to develop algorithms and abstractions for various problems in distributed systems. I
started working in distributed algorithms as an undergraduate student in the theory group at IIT-Madras,
and have then been working in the systems group at UT-Austin. My research focuses on developing tech-
niques to improve the resilience and availability of distributed register implementations [2, 3, 4], and to
improve the throughput of replicated state machines [5].

Distributed registers Registers are used to abstract the guarantees provided by storage systems, by
specifying the set of values that the system is allowed to return under different scenarios. Different register
implementations offer different trade-offs between consistency and performance for any given set of operating
conditions. Depending on the desired consistency requirements and workload, applications can use different
register implementations.

It is well-known that under conditions involving a network partition, good consistency and high availabil-
ity may not be attained simultaneously [20]. Early approaches have opted for better consistency, by being
unavailable during network partitions; while more recent approaches, seek to provide only a probabilistic
guarantee that clients read the latest value, and choose high availability at the cost of possibly returning
arbitrarily old values. Neither of these approaches are applicable to systems that cannot tolerate arbitrarily
old values, but still desire high availability. For such systems, we have introduced the notion of k-atomic
semantics which ensures that the register always returns one of the k latest written values. I have designed
protocols to implement k-atomic registers and shown that, when writes are infrequent, these protocols can
be used to achieve a higher availability than existing non-probabilistic approaches [2, 3].

For systems requiring stronger freshness guarantees, I have also designed protocols for implementing
an atomic register in a bounded wait-free manner, allowing clients to complete their operations in a finite
number of steps regardless of the progress made by other clients. The best known protocol to provide such
guarantees could only tolerate up to n/4 Byzantine faults [10]. I have designed a protocol that improves
upon these results to tolerate up to n/3 Byzantine faults, which is optimal [4].

In order to apply my skills to practical systems, I have also been actively seeking research internships at
various industrial laboratories. These internship opportunities have helped me better understand production
systems and to identify useful notions for describing them. During one such internship at HP-Labs, we ob-
served that existing notions of consistency semantics, which only focus on the worst case guarantees provided
by the system, are insufficient to articulate the guarantees provided by these systems effectively. Large scale
storage systems that are used to support online businesses in production are required to be highly avail-
able and may consequently provide weak consistency guarantees during certain conditions; however, under
normal operating conditions they do provide a much stronger guarantee which is not captured by existing
notions [7, 15, 18]. For example, the Dynamo [18] system, which supports the shopping-cart application on
amazon.com, returns the latest written value for read operations as long as the there are only a few failures.
However, if there are more than a certain number of failures, the system goes through a hinted hand-off
mechanism to store values on a different set of replicas; when this happens, the system may also return older
values. The guarantees provided by these systems cannot be compared by studying the worst case alone, and
I have worked with researchers at HP-Labs to formalise the concept of consistability for comparing systems
that provide consistency and performance guarantees which vary under different operating conditions [7].
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Replicated state machines Replicated state machines (RSM) provide an abstraction of a single reliable
node that is capable of performing any deterministic operation. RSM protocols implement this abstraction
over a set of unreliable machines by using Byzantine fault-tolerance techniques that coordinate replicas
to agree on performing all the operations in the same order. Ensuring that the performance overhead
is acceptable in practice requires that these implementations use message authentication codes (MACs)
instead of digital signatures [1, 12, 16, 21]. While digital signatures provide stronger properties, they are are
2-3 orders of magnitude slower to compute and verify than MACs.

Recently however, it has been shown that these MAC-based implementations are vulnerable to certain
advanced attacks that can render their performance unusable in the event of failures. To address this
problem, researchers have reverted back to using digital signatures, but doing so decreases the throughput
that can be achieved [14]. I have instead been looking at techniques which can use MACs to provide the
same properties as digital signatures. I have shown that if fewer than n/3 processes are faulty, one can use
the concept of matrix-signatures, which uses a matrix of n× n MACs, to provide all the properties required
of digital signatures [5]. This construction has been used in building the RSM protocol for the UpRight
system, to ensure that it handles such attacks and provides good performance [13].

Prior work I have also worked on designing and implementing a replicated state machine protocol for
cooperative services. Unlike systems that are centrally managed, machines participating in a cooperative
service may have different goals and objectives. It may, thus, be inappropriate for systems to assume that
all non-faulty processes will follow the protocol correctly. We model cooperative distributed systems as
consisting of three kinds of processes (BAR model): Byzantine processes that may behave unpredictably
altruistic processes that will always follow the protocol, and finally, rational processes that will follow the
protocol unless they gain by deviating from it. Using this model, we have designed a RSM protocol for
cooperative systems and used it to build a prototype peer-to-peer storage system [6].

During my undergraduate program, I have also designed protocols for implementing the distributed
consensus primitive under the synchronous model. It is well-known that if processes can only communicate
over point-to-point channels, distributed consensus protocols can tolerate up to n/3 Byzantine faults [22].
However, in the presence of a broadcast channel up to n/2 Byzantine faults can be tolerated [9]. I have
studied the possibility of using multicast channels, to a subset of processes, for tolerating more than n/3
faults. Using the non-threshold model, which provides more detailed information on the set of processes
that can fail simultaneously, I have characterised the conditions when consensus is possible and designed
algorithms for achieving it [8].

Social networks to mitigate sybil attacks Currently, I am studying the problem of using social net-
works to mitigate the sybil attack in distributed systems. Sybil attacks allow the adversary to control a large
fraction of processes in a distributed system by having many sybil identities join the system [19]. While cen-
tralized admission control and resource limiting have been considered as an effective means to prevent sybil
attacks, these techniques may also discourage honest users from joining the system. Recently, researchers
have proposed the idea of using social networks to bound the number of sybil identities accepted into the
system. The number of sybil identities accepted can be bounded only if the number of links between honest
nodes in the system to those that are by the adversary is small [24, 23, 17].

It is, however, unclear if such an assumption can hold in practice. Studies have shown that it is rel-
atively easy to create online friendships with strangers and to impersonate others in various online social
networks [11]. I am working with social networking researchers from the University of Rome to characterise
the conditions under which an adversary may succeed in creating many edges to the honest nodes and the
conditions under which it cannot.
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