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Abstract actively and repeatedly index Internet content by follow-

ing hyperlinks from one resource to another. The web’s
Today, exponential growth in network content makes itcurrent search infrastructure is limited by its centralized
difficult to build and maintain a complete document in- design and by the pull-based nature of HTTP.

dex to support efficient search. Centralized search ser- The current move toward peer-to-peer systems for file
vices must actively and repeatedly probe the network fogistribution [18, 14, 15] affords us the opportunity to
new or changed content. The scope and rapid evolutioimprove search substantially. Where web searching is
of the Internet means that even the best pull-based searelentralized, peer-to-peer searching can be entirely dis-
services will always be incomplete and inaccurate. tributed, and, thus, more scalable and reliable. Where
Recently, however, there has been tremendous interegteb searching depends on crawlers to discover new or
in a new, peer-to-peer model of publishing and distribut-updated content, a peer-to-peer search system can take
ing network content. Here, nodes spread across the Iradvantage of insert operations to build a current index of
ternet cooperatively store and distribute network contenall networked content.
based on explicit requests from content publishers. Care- Recent research peer-to-peer systems, such as

ful state maintenance enables the location of any datghord [18], CAN [14], and Pastry [15], perform map-
item, given its name, 0 (lgn) steps. To date, how- pings from keys to locations in an entirely distributed
ever, there has been no support for search in this nehanner. Just as importantly, location of a particular piece
paradigm. We believe that there is an opportunity to buildsf content given its full name scales with system size,
a search system over a peer-to-peer content distributiopaquiringO(1g n) per-node storage ar@d(lg n) routing
mechanism that is complete, current, and efficient. Thussteps‘ However, retrieving content requires knowledge
we present the design, analysis, and evaluation of a fullyf the exact name of the object; these systems provide no
decentralized inverted index for use as a search engingaarch capability. The principal contribution of this work
for peer-to-peer content location systems. Our results injs the design and evaluation of a fully distributed search

dicate that our proposed infrastructure incurs acceptabl_gystem that effects a qualitative shift in the accuracy and
and configurable network overhead on a per-search basiggpmpleteness of an index of network content.

and scales with network size. While it is demonstrably possible to build a high-

performance centralized search service, we believe that

. the search infrastructure for distributed peer-to-peer con-

1 Introduction tent storage should also be distributed. By leveraging the

same redundant, distributed infrastructure that supports

Search is a fundamental part of any complete system fopeer-to-peer content storage and retrieval, we are able to
distributing files and resources. Opaque keys suffice aachieve much of the same increased availability, scala-
bookmarks and links, but locating unknown files by de-bility, and load balancing. One natural way to build a
scription — e.g., based on keywords or resource metasistributed search system is to use an inverted index with
data — requires search. In current peer-to-peer systemgeywords evenly distributed among available servers.
an end user cannot retrieve content unless he knows itSxisting peer-to-peer lookup mechanisms [18, 14, 15] in
uniqgue name. In contrast, web search services alloveffect provide a scalable distributed hash table that al-
users to search by content. However, these services mulsiws individual keys to be mapped to nodes across the
p— - ed in oart by the National Sci . network. When a node wishes to publish content, it first
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all keywords associated with the file as well. While there peers 000
is some overhead associated with explicitly updating an
inverted index, we believe this cost is typically offset by hash’ ‘
avoiding the overhead associated with repeated spider- ‘ange
ing of web content. Once keywords are distributed to
the proper nodes, a primary challenge to the scalabil-
ity of such a distributed search infrastructure is minimiz- inverted
ing the bandwidth required to perform multiple-keyword index
searches.
This paper describes the design of a distributed in-
verted index, with particular emphasis on three tech-
niques to minimize the ban_dWIdth use_d durlng_multlple- Figure 1:Distributing an inverted index across a peer-to-peer
keyword searches: Bloom filters, caching, and incremenganwork.
tal results. Bloom filters are a compact representation of
membership in a set, eliminating the need to send en-
tire document match lists among servers. Caching rePastry [15]. Each system, however, has its own set of
duces the frequency with which servers must transfer théradeoffs and interesting design decisions; we do not be-
Bloom filters. Incremental results allow search operadieve that such intricacies are likely to affect our high-
tions to halt after finding a fixed number of results, leav-level results and conclusions. We assume the presence
ing the cost of searching proportional to the number ofof a large number of computers, on the order of thou-
documents returned rather than to the total number ofands to millions, spread across the network willing to
documents in the system. take on the task of indexing Internet content. The system
The rest of this paper is organized as follows. In Sec-as a whole must maintain an inverted index, a structure
tion 2, we present the details of our assumed systerthat maps each potential keyword to the set of documents
model. Section 3 then describes our architecture supporthat contain that word. We assume the presence of a hash
ing search in a fully decentralized, peer-to-peer systenfunction [10] that maps each keyword to a random num-
and presents analytical results supporting the benefits dfer within some range. The same hash function maps
our three proposed techniques. Section 4 discusses tle&ach computer (e.g., based on its IP address) participat-
simulation environment we used to explore more fullying in the distributed search system to another number
the structure and benefits of our search architecture, andithin the same range.
Section 5 presents the results of our experiments. We dis- As depicted in Figure 1, each computer is then respon-
cuss related work in Section 6 and conclude in Section 7sible for all keywords that map to the range between its
address and the address of the next computer in the hash
range (which can be thought of as a logical ring). Pre-
2 Architecture and System Model vious work [18, 15] shows how an arbitrary machine in
the system can locate the remote computer responsible
Our design is based on the traditional search engine sefor a given keyword (based on its hash)(xilg ») rout-
vice model [3]. A client searches for documents con-ing hops using onlyO(lg n) routing state at each node,
taining one or more keywords. The system sends backheren is the number of system-wide peers. The de-
the unique names for a set number of documents cortails of these routing protocols are beyond the scope of
taining all of the requested keywords, as well as the ti-this paper. Roughly, each node maintains enough state to
tle for each document and a few words of context forroute a request at least “halfway” closer to its final desti-
each keyword match. If documents are ordered accordration in the hash space.
ing to some relevance metric [3] (for instance, documents Note that publishing documents in the above infras-
that are linked to more frequently might be considered taructure is an explicit act. A user hashes the document
have higher “relevance”), we can return the best matcheontents to an address using the hash function and then
ing documents. However, our system can work withoutroutes a publish request to the node responsible for that
any relevance ranking. region of the address space. Subsequent requests for the
To build a peer-to-peer distributed search infrastrucssame document then similarly route their requests to the
ture, we assume the a system model based on recent woappropriate node assuming that they know the unique key
on peer-to-peer lookup services [18, 14, 15, 21]. Whilefor the file. However, if the key is unknown, it becomes
our general approach is general to any of these techimpossible to locate files in these systems. This approach
niques, for simplicity, the following discussion assumesmay be appropriate for archival filesystems, for example,
an architecture closely related to that of Chord [18] orwhich may impose a hierarchical directory structure over
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for multi-keyword searches. If the overhead incurred by
Words per search frdquencies —— performing a join across multiple peers (hosting individ-
ual keywords) were rare, it would not make sense to op-
timize aggressively for this case. To investigate the pop-
ularity of multi-keyword searches, we worked with the
administrators of the IRCache proxy cache system [19],
20000 - 1 a ten cache system operating across the United States,
to obtain a trace of search requests to fifteen popular
search services over a ten-day period in January, 2002.
The IRCache has thousands of clients (both end users
and second-level caches) and currently receives approx-
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5000 1 imately 1.8 million total requests on a typical weekday.
Figure 2 plots the number of keywords searched for in

% 2 ¥ s e 20 12 p each of 99,405 search requests made during the period.
ords per seareh Interestingly, only 28.5% of search requests were for a

single keyword. Further, 67.1% of all searches were
Figure 2: Number of keywords per search operation in the for between 2-5 keywords, with the largest search in the
IRCache for a ten day period in January 2002. trace being for 302 words. We conclude that this data

confirms our intuition that multi-keyword searches are

indeed the common case and that any distributed search
the hash space. However, no keyword-based search iafrastructure must reduce the potential overhead associ-
provided. ated with join operations spread across the wide area.

Thus, we propose a model where the explicit step of
publishing a document to the storage infrastructure i . .
supplemented with the further explicit act of updatingsz'l Discussion
a distributed inverted index for all the keywords asso-This model raises a number of interesting points. First,
ciated with the document. Such keywords may includethis approach introduces the extra overhead of requiring
a small set of carefully chosen words by the user at onghe client to notify the search service of updates to the
extreme or may include the entire list of words containedinverted index (up to one peer per keyword must be con-
within text documents at another extreme. This processacted) whenever publishing or modifying a document.
involves performing a hash for each target keyword andHowever, we believe that inserts are rare compared to
then contacting the appropriate peers (based on the peefearches. Further, the client may contact peers in paral-
to-peer host lookup/routing infrastructure) to update thele| and in the background. Finally, we believe the added
index. Performing a search for one or more keywordscost of insert is likely to be offset by savings realized by
then involves performing a hash on the keywords, coneliminating the need to repeatedly spider web content, in
tacting the appropriate peers responsible for individuahddition to the expected improvements in the complete-
keywords, and finally performing a join operation over ness and accuracy of the index.
the individual sets of document names returned by each Next, we must consider the value of distributing search
peer. The primary contribution of this work is to demon- ysing a peer-to-peer infrastructure relative to the tradi-
strate that such multi-keyword searches can be carrielonal centralized approach. While a centralized search
out across the Internet efﬁCiently —that is, with low net- infrastructure is ||ke|y to be somewhat Simp|er, we be-
work overhead and end-client latency and in a mannefieve that there are significant performance, scalability,
that scales with system size. and availability benefits available from a fully distributed

Once we show that the basic infrastructure scales (i.epeer-to-peer approach. Traditional centralized search
demonstrate that the state per node and the communicaervices such as Google attempt to improve performance
tion required per request scale sub-linearly with systemmand availability through small-scale wide-area replica-
size), one key challenge to deploying our system is mintion using DNS techniques for individual client redirec-
imizing the wide-area bandwidth consumed by multi- tion. However, a distributed denial of service attack [17]
keyword conjunctive searches; such improvements willagainst the site’s DNS server or an inopportune network
both make the infrastructure easier to deploy and and imfailure can potentially leave the entire service unavail-
prove the performance of individual queries. In the gen-able. Similar attacks against or failures at one of the
eral casep wide-area peers must be contacted foran replicated sites could cause an outage or performance
keyword search. One interesting question is whether odegradation for a significant portion of the client popu-
not it is important to design a system that performs welllation. Massive replication in a peer-to-peer system im-



plies that any outage or denial of service attack will only
affect a small portion of either the client population or
the keyword space.

One technique omitted from the implementation and
evaluation discussed in Section 3 is mapping individual

servers 4 serversg
client keywords to more than one peer. Here, each key-
word is mapped to a total of the nearest peers_in the (1) req:é\ AAQB
ID space. The random nature of the hash function prob-
abilistically ensures that these peers are spread across -

=

the network. Simple locality-based optimizations to the
routing infrastructure, as outlined in [15], enable for-

warding of requests to the peer topologically closest to
the requesting client, often with minimal overhead rel- Figure 3: Network architecture and a simple approach to
ative to native IP routing. In this manner, outages in“AND” queries. Each server stores a list of document IDs cor-
the middle of the network will not render the service un- responding to one keyword.

available, and many requests can be satisfied close to the

client rather than at some central location, reducing the ..
probability that network congestion is encountered alongd ~ Efficient  Support  for Peer-to-

the way. Peer Search

Another interesting consideration is the need to pro- th . i di d th hitect
vide context for search results. That is, current searcl%n € previous section, we discusse € architecture

services return a ranked list of documents that match thémd potential benefits of a fully distributed peer-to-peer
user's search criteria. Eurther. for each document. th earch infrastructure. The primary contribution of this

service also typically provides excerpts from the doc—Wf)rk IS 10 demqns_trc_ate the feasibility of this approach
ument highlighting the target keywords and some sur-}'\”th respect to |nd|y|dual end user requests. Co_nduct-
rounding text to better enable the user to select the ad-ng a search for a single keyword consists of looking up

propriate document from the returned set. Our systenlijhe keywct)rd's n:gpplnq[r:nttflle mde()j( tEJH:'ev.eal T‘" of the
can also support this functionality, though it would re- 20cUMents containing that k€yword. ThiS INVOIVES con-

quire each update to the inverted index to include texltaCting a single remote server, an operation with network

surrounding the use of the keyword in the document.cf)StS comparable to accessing a traditional search ser-

This approach increases the overhead associated with ifice (thoug_h in Section 2 we argue that massive rgphca—
dex update, but can aid in the process of multi-keyworo“on could improve the performance and availability of

search queries in the case where target keywords appe%l'rmh rect1uets‘tls lrelaﬂ:/(ta to_ ad_cggtralllz?d atpproicg b 31 bring-
close to one another in the document. Ing content “closer” to individual clients). oolean

“AND” search consists of looking up the sets for each

Finally, we consider the issue of validating the con-keyword and returning the intersection. As with tradi-
tents of inverted indices. A malicious publisher may at-tional search engines, we return a small subset of the
tempt to insert entries into the inverted index for key- Matching documents. This operation requires contact-
words that do not accurately reflect the contents of a docing multiple peers across the wide area, and the requisite
ument. There are several ways to address such a potentidpin” operation across the sets returned by each peer can
attack. First, if the search service performs ranking base@ecome prohibitively expensive, both in terms of con-
on the number of incident hypertext links [3], it is likely Sumed network bandwidth and the latency incurred from
that documents with inaccurate keywords will be unpop-transmitting this data across the wide area.
ular (people will not link to documents that misrepresent  Consider the example in Figure 3, which shows a sim-
their content). Hence, most users would not see the pag@le network with servers, andsg. Servers, contains
as part of their search query. Next, a manual feedbackhe set of documentd for a given keywordk4, and
system might allow end users to identify search resultserversg contains the set of documenis for another
that did not match their expectations, perhaps further rekeywordkg. |A| and|B| are the number of documents
ducing the popularity of the document. Finally, each peercontainingk 4 andkg, respectively.A N B is the set of
could periodically and probabilistically choose a set ofall documents containing bo#ty andk .
documents to retrieve to verify the keyword mapping. The primary challenge in performing efficient key-
Users inserting inaccurate keywords might be restrictedvord searches in a distributed inverted index is limit-
in some way from making future insertions. ing the amount of bandwidth used for multiple-keyword

client



searches. The naive approach, shown in Figure 3, con-
sists of the first serves,, sending its entire set of match-
ing document IDsA, to the second servesg, so that
sp can calculated N B and send the results to the client.
This is wasteful because the intersectidm) B, is likely
to be far smaller tham, resulting in most of the infor-
mation in A getting discarded aig. Furthermore, the
size of A (i.e., the number of occurrences of the key-
word k 4) scales roughly with the number of documents
in the system. Thus, the cost of naive search opera-
tions grows linearly with the number of documents in
the system. We propose three techniques to limit wasted
bandwidth, to ensure scalability, and to reduce end-client
latency: Bloom filters, caches, and incremental results. .
We discuss each of these approaches in turn and prese'ﬁf‘é?‘xlr\leDﬁ:Bloo_m f”t‘iﬁ help reguce the ba”(:Wit‘:]th 'I;elq“"erf‘f‘l?”t
: : : . ueries. e gra 0X represents the bloom fiter
analytlcal resuilts shov_wng the pOt.e.ntlal benefits of e.ac (A) of thqe setd. Note tge f);lse posFi)tive inthe sBtN F(A)
technique under a variety of conditions before explormg[hat serves ; sends back to server
these tradeoffs in more detail through simulation in Sec- s '
tion 5.

results by calculatingl N (B N F(A)), which is equiva-
lenttoAN B.

False positives iB N F'(A) do not affect the correct-
A Bloom filter [2, 7, 12] is a hash-based data structureness of the final intersection but do waste bandwidth.

that efficiently represents membership in a set. By send] ey are eliminated in the final step, when intersects

ing a Bloom filter based oAl instead of sending. itself, B N £(4) against4. .

we reduce the amount of communication requirecsfor 1t iS @lso possible to senft N F'(A) directly froms

to determine4 N B. The membership test returns false 0 the client rather than first sending it4q and remov-
positives with a low probability and never returns falseNg the false positives. Doing so eliminates the smaller
negatives. Thus, the intersection calculatedsiywill transfer and its associated latency at the expense of cor-
contain all of the true intersection, as well as a few hitsréctness. Given reasonable values|féf, | B|, the size

that contain onlyks and notk,. The number of false ©Of each documentrecord, and the cache hit rate (see Sec-

positives falls exponentially as the size of the Bloom fil- tion 3.2), the false-positive rate may be as higlla%

3.1 Bloomfilters

ter increases. or as low a9).00003. This means thaB N F(A) will
Given optimal choice of hash functions, the probabil-have from0.00003| B| to 0.05| B| extra elements that do
ity of a false positive is not containk,4. For example, if 5% of the elements
of B actually containk 4, then returning the rough in-
pry = .6185™/™ (1) tersectionB N F(A) to the client results in between

P ’ 0.00003| B| 0.06% and —0:051B] 50%

. . . (0.05+0.00003)[B] — - (0.05+0.05)[B] )
wherem is the number of bits in the Bloom filter and  of the results being incorrect and not actually contain-

is the number of elements in the set [7]. Thus, to main-ing k 4, where each expression represents the ratio of the
tain a fixed probability of false positives, the size of the number of false positives to the total number of elements
Bloom filter must be proportional to the number of ele-in B N F(A). The decision to use this optimization is
ments represented. made at run time, when the parameters are known and
Our method for using Bloom filters to determine re- py, can be predicted. Servei may choose am value
mote set intersections is shown in Figure 4 and proceedslightly larger than optimal to redugey, and improve
as follows. A and B are the document sets to intersect, the likelihood thatsg can returnB N F(A) directly to
each containing a large number of document IDs for thethe client.
keywordsk4 and kg, respectively. The client wishes  The total number of bits sent during the exchange
to retrieve the intersectiod N B. Servers, sends a shown in Figure 4 isn + ps,|B|j + |A N Blj, where
Bloom filter F(A) of set A to serversg. Serversg j is the number of bits in each document record. The fi-
tests each member of s& for membership inF'(A).  nalterm,|AN B|j, is the size of the intersection itself. It
Serversp sends the matching elemenisn F'(A), back  can be ignored in our optimization, because it represents
to servers4, along with some textual context for each the resulting intersection, which must be sent regardless
match. Serves, removes the false positives frosg’s  of our choice of algorithm.
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Figure 6: Using Bloom filters for more than two key-

_ words
Figure 5:Expected excess bits sent as a functiomof

The total number of excess bits sent (i.e., excluding 1o Keyvord euencies
the intersection itself) is

1200

m + pyp|Blj.
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Substituting forps, from Equation 1 yields the total
number of excess bits as

800

Times requested

m + .6185™/ 41| B|;. 2)
Taking the first derivative with respect to and solving
for zero yields an optimal Bloom filter size of

200
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Figure 5 shows the minimum number of excess bits Figure 7: Distribution of word popularity.

sent for three sets of values fQd|, |B|, andj. The
optimal m for any given|A|, |B|, andj is unique and ] o ) )
directly determines the minimum number of excess bitENcoded its transmission using a Bloom filter must pro-
sent. For example, wher| and|B| are10, 000 and; is ggss the mtersectlon.onc.e more to remoye any fal'se pos-
40, m is 61, 525, and the minimum number of excess bits itives introduced by its filter. Thus, the intersection is
sent is82, 335, representing.86 : 1 compression when S€Nt to each server except a second time. As above,
compared to the cost of sending 00, 000 bits (10, 000 the expected number of excess bits is minimized when
documents, each with40-bit ID) of either A or B. Al <IBl <[C] <... < |Z].

As also shown in Figure 5, performance is not sym-
metric whe.nA and B differ in size. Withj constantat 32 (Caches
40, the minimum number of excess bits fet| = 2,000
and|B| = 10,000 is 23,166, lower than the minimum  Caching can eliminate the need for to sendA or F'(A4)
number for|A| = 10,000 and|B| = 2,000, which is  ifserversp already hasl or F'(A) stored locally. We de-
48,837. 23,166 bits represent8.45 : 1 compression rive more benefit from caching Bloom filters than from
when compared with th&0, 000 bits needed to send all caching entire document match lists, because the smaller
of A. The server with the smaller set should always ini-size of the Bloom representation means that a cache of
tiate the transfer. fixed size can store data for more keywords. The bene-

Our Bloom filter intersection technigue can be ex-fit of caching depends on the presence of locality in the
panded to arbitrary numbers of keywords, as shown ifist of words searched for by a user population at any
Figure 6. Serves, sendsF'(A) to serversg, which  given time. To quantify this intuition, we use the same
sendsF'(B N F(A)) to s¢, and so on. The final server, ten-day IRCache trace described in Section 2 to deter-
sz, sends its intersection back to. Each server that mine word search popularity in Figure 7. There were



a total of 251,768 words searched for across the 99,405 “® ‘ ‘ ‘ ‘ ‘ i rate20%
searches, 45,344 of them unique. Keyword popularity st e
roughly followed a Zipf distribution, with the most com- e
mon keyword searched fdr 365 times. The dominance
of popular keywords suggests that even a small cache of _ 2o |
either the Bloom filter or the actual document list dn
is likely to produce high hit rates.

When serveg g already has the Bloom filtef'(A4) in 150000 ¢
its cache, a search operation for the keywaokdsand 100000 |-
kp may skip the first step, in which serveg sends its
Bloom filter to sg. On average, a Bloom filter will be

300000

200000 [ R

excess bits sent

50000
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cache hit rate. m (ot n fer)
The excess bits formula in Equation (2) can be adapted
to consider cache hit rate, as follows: Figure 8:Improving cache hit rates reduces the amount of data

sent and increases the size of the optimal Bloom filter.
(1 —r)m + .6185™/111|B|;. (4)

Setting the derivative of this with respect #o to zero

yields the optimain as
in fact, critical for scalability: the number of results for

any given query is roughly proportional to the number of
documents in the network. Thus, the bandwidth cost of
returning all results to the client will grow linearly with
Figure 8 shows the effect of cache hit rates on the exthe size of the network. Bloom filters and caches can
cess bits curves, assuming| and|B| are both10,000  yjeld a substantial constant-factor improvement, but nei-
and; is 40. Each curve still has a unique minimum. For ther technique eliminates the linear growth in cost. Trun-
example, when the hit rate, is 0.5, the minimum ex-  cating the results is the only way to achieve constant cost
cess number of bits sentds, 381, representing.27 : 1 independent of the number of documents in the network.
compression when compared with sendigr B. Im-
provements in the cache hit rate always reduce the min- When a client searches for a fixed number of results,
imum expected number of excess bits and increase theerverss , andsz communicate incrementally until that
optimalm. The reduction in the expected number of ex- number is reached. Serves sends its Bloom filter in
cess bits sent is nearly linear with improvements in thechunks and serverz sends a block of results (true inter-
hit rate. The optimain increases because as we becomesections and false positives) for each chunk until server
less likely to send the Bloom filter, we can increase itss 4, has enough results to return to the client. Because a
size slightly to reduce the false-positive rate. Even withsingle Bloom filter cannot be divided and still retain any
these increases in, we can store hundreds of cache en-meaning, we divide the set into chunks and send a full
tries per megabyte of available local storage. We expedBloom filter of each chunk. The chunk size can be set
such caching to yield high hit rates given even moderatexdaptively based on how many elementsioére likely
locality in the request stream. to be needed to produce the desired number of results.
Cache consistency is handled with a simple time-to-This protocol is shown in Figure 9. Note tha and
live field. Updates only occur at a keyword's primary lo- sz overlap their communication:;, sendsF'(4,) assg
cation, and slightly stale match list information is accept-sendsB N F(4,).
able, especially given the current state of Internet search
services, where some degree of staleness is unavoidable.When we stream data, caches store several fractional
Thus, more complex consistency protocols should not b&loom filters for each keyword rather than storing the en-

4]
m = |Allo 1—-1r)2.081 -1 . (5)

necessary. tire Bloom filter for each keyword. This allows servers
to retain or discard partial entries in the cache. A server
3.3 Incremental results may get a partial cache hit for a given keyword if it needs

several chunks but already has some of them stored lo-
Clients rarely need all of the results of a keyword searchcally. Storing only a fraction of each keyword’s Bloom
By using streaming transfers and returning only thefilter also reduces the amount of space in the cache that
desired number of results, we can greatly reduce theach keyword consumes, which increases the expected
amount of information that needs to be sent. This is it rate.



correlated keywords will be rare. In our IRCache

o) @ search trace, most of the queries with small numbers
Flds) E of results had uncommon (often misspelled) keywords.
S . Uncommon keywords—i.e., those With' few matghing
gggj:; QOcumentS—are easy to h_andle, as discussed in Sec-
SeIVersa Severss tion 3.1. The system considers the least common key-
AnB word first, bounding the maximum size of any intersec-
requ‘é& tion set sent for the remainder of the query.

|
—

client

4 Simulation Infrastructure

The simple analysis described above in Section 3 pro-
Figure 9: Serverss4 andsp send their data one chunk at a Vides some insight into the potential benefits of our
time until the desired intersection size is reached. three approaches toward efficiently supporting peer-to-
peer search. However, the actual benefits and tradeoffs
. ) depend heavily upon target system characteristics and ac-
3.4 Discussion cess patterns. To test the validity of our approach under

Two of the techniques described here, Bloom filters andf 'ange Of realistic circumstances, we developed a simu-

caching, yield constant-factor improvements in terms ofation infrastructure implementing our three techniques.

the number of bytes sent and the end-to-end query 1aln this section, we discuss the details of this simulation

tency. Bloom filters compress document ID sets by abouflrastructure before presenting the results of our evalu-
one order of magnitude, in exchange for either addedlon In Section 5.
latency or a configurable probability of false positives.
Caching exploits temporal locality in the query workload 4 1 Goals
to reduce the probability that document ID sets need to
be sent. However, even together, these techniques leaf@ur goal in writing the simulator was to test the sys-
both bytes sent and end-to-end query time roughly protem with a realistic workload and to test the effects of
portional to the number of documents in the system.  parameters and features that did not lend themselves to
The third technique, incremental results, reduces thé&ractable analysis. In particular, we tested the effects
number of bytes sent and the end-to-end query latency tef the number of hosts in the network, the use of vir-
a constant in most cases. As long as the user wants onfygal hosts, the Bloom filter threshold, Bloom filter sizes,
a constant number of results, only a constant amount otaching techniques, and the use of incremental results.
work will be done, regardless of how many possible re-We also tested the system’s sensitivity to varying net-
sults exist in the system. Incremental results yield nowork characteristics.
improvement in some unusual cases, however. If the One key concernin a peer-to-peer system is the inher-
user searches for several keywords that are individuallgnt heterogeneity of such systems. Randomly distribut-
popular but mostly uncorrelated in the document spaceing functionality (e.g., keywords) across the system runs
there may be a small but nonzero number of valid rethe risk of assigning a popular keyword to a relatively
sults! If the number of results is nonzero but smaller under-provisioned machine in terms of memory, CPU,
than the number that the client requests, the system must network capacity. Further, no hash function will uni-
consider the entire search space, rendering incrementédrmly distribute functionality across a hash range. Thus,
results useless. In cases such as this, the entire seariiglividual machines may be assigned disproportionate
space must be considered, and incremental results wilumbers of keywords (recall that keywords are assigned
increase, rather than decrease, the number of bytes seiot the host whose ID is closest to it in the hash range).
and the end-to-end query latency. However, cachingyirtual hosts [6] are one technique to address this poten-
may alleviate the problem if the words used are populatial limitation. Using this approach, a node participates
in search queries, and Bloom filters still yield approxi- in a peer-to-peer system as several logical hosts, propor-
mately a ten-to-one compression factor. tional to its request processing capacity. A node that
We expect that searches containing popular but unparticipates as several virtual hosts is assigned propor-
n - . , i t|on_a_ll_y more load, addres_smg het_erogeneous n0(_je ca-
One example of a difficult search is “OpenBSD birthday pony,” apijities. Thus, a node with ten times the capacity of
suggested by David Maaiés at New York University. On the web, . . .
these three keywords match one million, six million, and one million SOM€ baseline measure would be assigned ten virtual IDs
documents, respectively. Only seven documents contain all three.  (Which means that it is mapped to ten different IDs in the




hash range). An optional system-wide scaling factor forkeywords. The search trace is the IRCache log file de-
each node’s number of virtual hosts further reduces thecribed in Section 2. Note that the results presented in
probability that any single node is assigned a disproporthis paper are restricted to these particular traces. How-
tionately large portion of the hash range. This effect isever, we do not expect the benefits of our techniques to
quantified in Section 5, but consider the following exam-differ significantly for other workloads.
ple. With 100 hosts of equal power, itis likely thatone or  Hosts in the network are generated at random based
more hosts will be assigned significantly more than 1%on configurable distributions for upload speed, down-
of the hash range. However, with a scaling factor of 100Joad speed, CPU speed, and local storage capacity. We
it is much less likely that any host will be assigned muchuse three distributions for network speeds: one with all
more than 1% of the range because an “unlucky” hastimnodems, one with all backbone links, and one based on
(large portion of the hash region) for one virtual host isthe measurements of the Gnutella network performed by
likely to be cancelled out by a “lucky” hash (small por- Saroiu et al [16]. This last heterogeneous set contains a
tion of the hash region) for another virtual host on themixture of modems, broadband connections (cable/DSL)
same physical node. and high-speed LAN connections. Our CPU speed distri-
The Bloom filter threshold refers to the document setbution is roughly a bell curve, with a mean of 750 MIPS,
size below which a host transmits a full list rather thanand our local storage distribution is a heavy-tailed piece-
a Bloom-compressed set. For small documents, the towise function ranging from 1 MB to 100 MB. We exper-
tal bandwidth consumed for transmission to a remoteémented with a broad range of host characteristics and
host (for set intersection) may be so small that it maypresent the results for this representative subset in this
not be worth the CPU time required to compress the setpaper. To generate random latencies, we place hosts at
Eliminating the Bloom step further eliminates the needrandom in &, 500-mile square grid and assume that net-
to return to the transmitting host to eliminate false posi-work packets travel an averageldf, 000 miles per sec-
tives from the join. Typically, we find that the extra CPU ond.
overhead and network overhead of returning the resultis The time required to send a network message is the
worth the substantial saving in network bandwidth real-propagation time, as determined by the distance between
ized by using Bloom filters. In Section 5, we quantify the hosts involved, plus the transmission time, as de-
this effect for a variety of Bloom thresholds. termined by the minimum of the sender’s upload speed
Bloom filter sizes affect the number of false positivesand the recipient's download speed, and the size of the
transmitted during the search process. |If the client igpacket. The total network time for a search is the sum
willing to accept some probability of false positives (a of the latency and transmission time for all packets sent
returned document containing only a subset of the reamong server nodes processing the query. We ignore the
quested keywords), sufficiently large Bloom filters cantime spent by the client sending the initial query and re-
meet the client’s accepted false-positive rate and elimiceiving the results because these times are constant.
nate the need to revisit nodes to remove false positives, Document IDs are assumed to be 128 bits. The time
as described in Section 3.1. That is, small Bloom filtersrequired to look up words in a local index or perform
result in significant compression of a keyword-set size afntersections or Bloom filter operations is based on the
the cost of either generating more false pOSitiVGS in thQ:PU speed and the following assumptions for opera-
result returned to the client or requiring the transmissiomon costs: 1,500 simple operations per hit to look up
of the intersection back to the originating host for falsewords in an index;00 simple operations per element to
positive elimination. intersect two result sets, ar@, 000 simple operations
per document ID inserted into a Bloom filter or checked
against a Bloom filter received from another host. We
believe that in general, these assumptions place an upper
The simulator runs as a single-threaded Java applicatiotpound on the CPU cost of these operations. Even with
We implement the inverted index, word-to-host mapping,these assumptions, we find that network time typically
and host measurement (in this case, random generatiogpminates CPU time for our target scenarios.
in separate classes so that much of the simulator could be We determine the number of virtual hosts to assign
reused in a fullimplementation of our protocol. Our sim- each simulated node based on its network and CPU
ulations use a real document set and search trace. Thspeeds when compared to a baseline host. The baseline
document set totals 1.85 GB of HTML data, compris- host has &7.5 MIPS CPU an®0 Kbit/s network links.
ing 1.17 million unique words in 05,593 documents, These speeds were chosen as those required to compute
retrieved by crawling to a recursion depth of five from and transmib, 000 Bloom operations per second. Each
100 seed URLs [4]. The searches performed are readode is compared to the baseline host in three categories:
from a list 0f95, 409 searches containintp, 344 unique  upload speed, download speed, and CPU speed. The

4.2 Design



nodes’s minimum margin over the baseline host in these

three categories is rounded down and taken to be its num- % o vinomt v~

ber of virtual hosts.
To perform each query, the simulator looks up each

keyword in the inverted index, obtaining up é results

for each, wheré\/ is the incremental result size. Each

host intersects its set with the data from the previous hosg s |

14000

and forwards it to the subsequent host, as described irf oo | — . r—
Section 3.1. Each node forwards its current intersected g e

set as either a Bloom filter or a full set, depending on **[ /= _&"

whether or not the set is larger than the Bloom thresh- om0} E

old. After each peer performs its part of the join, any
node that sent a Bloom filter in the first pass is poten- /

tially revisited to remove false positives. If the number 1 10 00 1000 10000

of resulting documents is at least as large as the the de- umberefhoss

sired number, the search is over. Otherwisé,is in-

creased adaptively to twice what appears to be needed fagure 10:The number of bytes sent increases very little be-
produce the desired number of results, and the search yond networks of 100 hosts. Enabling virtual hosts reduces the
rerun. number of bytes sent by about 18%. Scaling the number of

At each step, a host checks its cache to see if it has daﬁértual hosts reduces the number of bytes sent by an additional
for the subsequent host’s document list in its local cache.18%'
If so, it performs the subsequent host's portion of the join
locally and skips that host in the sending sequence.  addressing the subset of hosts that have significantly less
computation power and network bandwidth than is re-
4.3 Validation ?uired to support a high-performance search infrastruc-
ure.
We validated our simulator in two ways. First, we cal- Finally, although we implemented incremental results,
culated the behavior and performance of short, artificiawe do not present results for this technique here because
traces by hand and confirmed that the simulator returnur target document set is not large enough to return large
the same results. Second, we varied the Bloom filter sizéfumbers of hits for most queries. For our workload, this
m, in the simulator and compared the results to the anoptimization reduces network utilization by at most 30%
alytical results presented in Section 3.1. The analyticain the best case. However, we believe this technique will
results shown in Figure 8 closely resemble the simulatedpe increasingly valuable as the document space increases
results shown in Figure 13. in size.

2000 |-

5 Experimental Results 5.1 Scalability and Virtual Hosts

A key goal of our work is to demonstrate that a peer-
The goal of this section is to understand the performancéo-peer search infrastructure scales with the number of
effects of our proposed techniques on a peer-to-pegparticipating hosts. Unless otherwise specified, the re-
search infrastructure. Ideally, we wish to demonstratesults presented in this section all assume the heteroge-
that our proposed peer-to-peer search system scales witteous distribution [16] of per-peer network connectivity
system size (total resource consumption per search grovand the default distribution of CPU power described in
sub-linearly with the number of participating hosts) andSection 4. Caching and Bloom filters are both initially
that techniques such as Bloom filters and caching imturned off. As shown in Figure 10, increasing the num-
prove the performance of individual requests. Primar-ber of hosts in the simulation has little effect on the total
ily, we focus on the metric of bytes sent per requestnumber of bytes sent. With very small networks, several
Techniques such as caching and the use of Bloom filterkeywords from a query may be located on a single host,
largely serve to reduce this metric. Reducing bytes peresulting in entirely local handling of parts of the query.
request has the added benefit of reducing total time spemiowever, beyond 100 hosts, this probability becomes in-
in the network and hence end-to-end client perceived lasignificant, and each-keyword query must contaet
tency. We also study the effects of the distribution ofhosts, independent of the size of the system.
network and CPU characteristics on overall system per- In addition to demonstrating the scalability of the sys-
formance. One challenge with peer-to-peer systems item, Figures 10 and 11 also quantify the benefits of the
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Figure 11.Virtual hosts cut the amount of time spent transmit- Figure 12:Increasing the Bloom filter threshold — i.e., using

ting by up to 60%. Scaling the number of virtual hosts yields aBloom filters less often — significantly reduces the amount of

small additional improvement. data sent by eliminating the need to revisit nodes to eliminate
false positives in certain cases.

use of virtual hosts in the system. Recall that when vir-

tual hosts are turned on, each node is assigned a number o .

of hosts based on its capacity relative to the predefineéﬂVork ut|I_|zat|on. In particular, we facus on how large the
baseline described in Section 4. The virtual host scalind?|°°™ filter should be and for what minimum data set

factor further multiplies this number of hosts by some >/2€ it should be invoked. Using Bloom filters for every
constant value to ensure that each physical host is adransfer results in substantial unnecessary data transmis-

signed a uniform portion of the overall hash range as disSions. Any time a Bloom filter is used, the host using it

cussed in Section 4. Overall, virtual hosts have a smalfluSt [ater revisit the same query to eliminate any false
effect on the number of total bytes sent per query. This ipositives. Thus, Bloom filters should only be used when

because enabling virtual hosts concentrates data most Ie time saved wil O#twe'g?zthﬁ time spent sl,indlng the
on powerful hosts, increasing the probability that parts ean-up message. Figure 12 shows the total bytes trans-

of a query can be handled entirely locally. Virtual host mitted per query as a function of the Bloom filter thresh-

scaling results in better expected load balancing, whicf?ld’ assuming the default value of 6 bits per Bloom entry.

very slightly decreases the amount of data that must paVe find that the qptlmal Bloom filter threshold fqr our
sent on average. trace was approximately 300. Any set below this size

Although virtual hosts have little effect on how much should be sent in its entirety as the savings from using

data must be sent, they can significantly decrease thgloom filters do not outweigh the network (not to men-

amount of time spent sending the data, as shown in Figt-'on latency) overhead of revisiting the host to eliminate

ure 11. By assigning more load to more capable hostg,alse positives.

the virtual hosts technique can cut network times by Next, we consider the effects of varying the number
nearly 60%. Using virtual host scaling further decrease®f bits per entry in the Bloom filter and of caching on
expected network times by reducing the probability thattotal network traffic. Figure 13 plots the total number of
a bottleneck host will be assigned a disproportionatdytes transmitted as a function of the Bloom filter size.
amount of load by mistake. Thus, while total bytes sentThe two sets of curves represent the case when we en-
decreases only slightly as a result of better load balancable and disable caching. Within each set, we set a max-
ing, total network time decreases significantly becausémum rate of allowable false positives in the set of docu-
more capable hosts (with faster network connections) bements returned to the user for a particular query, at 0%,
come responsible for a larger fraction of requests. 1%, and 10%. When the client allows 1% or 10% false
positives, false-positive removal steps may sometimes be
eliminated; increasing the Bloom filter size enhances this
effect. Figure 14 shows that allowing false positives has
Having established the scalability of our general ap-significantly more effect on varying total network time
proach, we now turn our attention to the additional benethan it does on bytes transferred as it eliminates a num-
fits available from the use of Bloom filters to reduce net-ber of required message transmissions.

5.2 Bloom Filters and Caching
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Figure 15:Isolating the effects of caching, virtual hosts, and
different network characteristics for optimal Bloom threshold

Figure 13:Bytes per query as a function of the Bloom filter - | -
(300) and Bloom filter sizes (18/24 for caching on or off).

size
R tribute to end-to-end latency: CPU processing time, net-
Y e oo atom Tove e posiives work transmission time (bytes transferred divided by the
14000 bl Nogaenn, slauitiidze sives < | speed of the slower network connection speed of the two
12000 | LR CEEhng: Slow 0% e hosives 5~ communicating peers), and latency (determined by the

distance between communicating peers). Recall from
Section 4 that we do not measure the time associated with
either the client request or the final response as the size of
these messages is independent of our optimization tech-
niques.

Figure 15 shows three bar charts that break down total
end-to-end search time under the three network condi-
tions described in Section 4. WAN, Heterogeneous, and

‘ ‘ ‘ ‘ ‘ Modem. For each network setting there are four individ-
Y emwesewsenm . ual bars, representing the effects of virtual hosts on or
off and of caching on or off. Each bar is further broken
down into network transmission time, CPU processing
time, and network latency. In the case of an all-modem
network, end-to-end query time is dominated by network
transmission time. The use of virtual hosts has no effect

The effects of caching shown in Figure 13 are sim-on query times because the network set is homogeneous.
ilar to those derived analytically in Figure 8. Caching Caching does reduce the network transmission portion
decreases the total amount of data sent and increaseg roughly 30%. All queries still manage to complete
the optimal Bloom filter size: in this case, from 18 bits in 1 second or less because, as shown in Figure 13 the
per entry to 24 bits per entry. For optimal Bloom filter use of all our optimizations reduces the total bytes trans-
sizes of 18 and 24 bits per entry in the no-caching anderred per query to less than000 bytes for our target
caching cases respectively, our caching technique introworkload; a 56k modem can transfer 6 KB/sec in the
duces more than a 50% reduction in the total number obest case. However, our results are limited by the fact

10000

8000

6000 -

Total network time (s)

4000

2000

Figure 14:Network time (latency plus transmission time) per
query as a function of the Bloom filter size

bytes transmitted per query. that our simulator does not model network contention.
In general, we expect the per-query average to be worse
5.3 Putting It All Together than our reported results if any individual node’s network

connection becomes saturated. This limitation is signif-
We now present the end-to-end average query times coneantly mitigated under different network conditions as
sidering all of our optimizations under a variety of as- individual nodes are more likely to have additional band-
sumed network conditions. We break down this end-to-width available and the use of virtual hosts will spread
end time into the three principal components that conthe load to avoid underprovisioned hosts.
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In the homogeneous WAN case, network time is negli-presented here are not needed. Distributing the index
gible in all cases given the very high transmission speedver a wide area provides greater availability than the
The use of caching reduces latency and CPU time byentralized approach. Because our system can take ad-
48% and 30%, respectively, by avoiding the need to calvantage of the explicit insert operations in peer-to-peer
culate and transmit Bloom filters in the case of a cachesystems, we also provide more up-to-date results than
hit. Enabling virtual hosts reduces the CPU time by con-any crawler-based approach can.
centrating requests on the subset of WAN nodes with The general problem of remotely intersecting two sets
more CPU processing power. Recall that although thef document IDs is equivalent to the database problem of
network is homogeneous in this case we still have hetperforming a remote natural join. We are using two ideas
erogeneity in CPU processing power as described in Sedrom the database literature. Sending only the data nec-
tion 4. essary for the intersection (i.e., join) comes from work on

Finally, the use of virtual hosts and caching togethersemijoin reductions [1]. Using a Bloom filter to summa-
has the most pronounced effect on the heterogeneouize the set of document IDs comes from work on Bloom
network, together reducing average per-query respongeins [11, 12].
times by 59%. In particular, the use of virtual hosts re-
duces the network transmission portion of average quer .
response times by 48% by concentrating keywords on th? Conclusions

subset of nodes with more network bandwidth. Caching]_his aper presents the desian and evaluation of a peer-
uniformly reduces all aspects of the average query time paper p 9 P

in particular reducing the latency components by 47% infﬁ'pfphr S‘?amh mfr_zstructurie;._ In this Eontei;t we make
each case by eliminating the need for a significant por-t € foflowing contri u-tlons. Irst, we show that our ar-
tion of network communication. chlt(_acture is scala'ble, globgl ngtwork ;tate and message

traffic grows sub-linearly with increasing network size.

Next, relative to a centralized search infrastructure, our

approach can maintain high performance and availability
6 Related Work in the face of individual failures and performance fluctu-

. i . ations through replication. Finally, through explicit doc-

Worlf related to ours can be divided into four categories: ment publishing, our distributed keyword index deliv-
the f|rst.generat|(_)n ,Of peer-to-peer systems; the second;q improved completeness and accuracy relative to tra-
generation, consisting of research peer-to-peer systemgiiqnal spidering techniques.

web search engines; and database semijoin reductions. 5ne imnortant consideration in our architecture is
We dealt with researc_h peer-to-peer systems in Section Jreducing the overhead of multi-keyword conjunctive
The othgrs, we desgnbe here. . searches. We describe and evaluate a number of cooper-
The first generation of peer-to-peer systems consistging techniques—Bloom filters, virtual hosts, caching,
of Napster [13], Gnutella [8], and Freenet [5, 9]. Nap- ang incremental results—that, taken together, reduce

ster and Gnutella both use searches as their core '00%‘oth consumed network resources and end-to-end per-

tion determination technique. Napster performs searchesgjyed client search latency by an order of magnitude for
centrally on well-known servers that store the metadata, target workload.

location, and keywords for each document. Gnutella

broadcasts search queries to all nodes and allows each

node to perform the search in an impIementation-ACkn0W|edgmentS

specific manner. Yang and Garcia-Molina suggest tech-

niques to reduce the number of nodes contacted in &Ve are grateful to Duane Wessels of the IRCache project

Gnutella search while preserving the implementation{supported by NSF grants NCR-9616602 and NCR-

specific search semantics and a satisfactory number of r&521745) for access to their trace data files. We would

sponses [20]. Freenet provides no search mechanism amdso like to thank Lipyeow Lim for access to the 1.85

depends instead on well-known names and well-knowrGB HTML data set we used for our document trace. Fi-

directories of names. nally, Rebecca Braynard provided helpful comments on
Web search engines such as Google [3] operate in &€ presentation of this paper.

centralized manner. A farm of servers retrieves all reach-

able content on the web and builds an mvgrted_ |n_dex. A”References
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