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2.1 Designspace/trade-offs

4 questions:
1. WhatAFS optimizationamprove performance?
2. How importantis the optimization?
3. Whatis the costof theoptimization?

4. Which optimizationsaregoodtrade-ofs?

Clientscachedataatlocal disk

1. How importantis the optimization?
— + Biggercache betterhitrate morerequestdocal,lower senerload
— - Modernfastnetworks: Localdisklateny  sener memorylatery
— + Moderndisks: high bandwidth

2. Whatis the costof theoptimization?



— Harderto deplo to disklessclients?
— Needto recorer consisteng stateafterreboot(is this hard?)

3. Goodtrade-of?
Whole le caching

1. How importantis the optimization?
— Simpli es design
— Arguably:goodto cachen clusterghow usefulis it to cachehalfa le?)
— Reducesiumberof requestdo sener
— “Prefetch”entire le when rst block read(moreBW, optimizelateng)

2. Whatis the costof the optimization?

— Firstreadof large,uncachedle is slow!

— Cannotaccessles largerthanlocal disk (signi cant for desktopworkstation?Sign cant for
heterogeneoudevices/perasive computing?)

— Cannotrun a distributed databasémoregenerally:reliesheavily on strongassumptiorabout
workload— “OusterhoufoundthatmostUnix les openedandreadin theirentirety”)

3. Goodtrade-of?
— Latersystemaventto 64KB asunit of caching

Open/closeonsisteng (v. BSD semantics)

1. How importantis the optimization?

— Performancereducesener callbackstateandnumberof messagegl callbackper le instead
of perblock)

2. Whatis the costof the optimization?

— Seeabove discussiorof whole le caching;mary pointsapplyhere

— non-transparamcof location— 2 processesn samemachineseeupdatesmmediately;2 pro-
cesseondifferentmachineseeupdatesat open/closéboundaries

— Whatshouldtwo userson samemachinesee?
3. Goodtrade-of?
— Cansimulatethesesemanticsvith explicit locking, but whatif youwantsomeothersemantics?

Callbackg(v. contactseneronopen)

1. How importantis the optimization?
— Veryimportant,paperargues
— Notestrangéntuition: give sener moreresponsibility(deliver callbacks)mprovesscalability!
(viz www)
Polling systemsalmostalwayssettlefor weakconsisteng (e.g.,30-second$or NFS; get-
if-modi ed-sincein HTTP) becausegoll-each-times expensve (senerload,lateny)

Betterperformancelower load, bettersemantics- what's notto love?
2. Whatis the costof the optimization?
— More comple — needto keepsener andclient statesynchronizedmoreon this below)
3. Goodtrade-of?

Medium-grained/olumes(e.g. peruser)



1. How importantis the optimization?

— Split usersacrosamachinesnoreeasily
2. Whatis the costof theoptimization?
3. Goodtrade-of?

Sener optimizations:

— New iopen()interface(to avoid repeatedhameresolution)
— New RPCimplementation
— Processtructure

1. How importantis the optimization?

— Argued-veryimportantat sener
— Includedoptimizationsat clienttoo

2. Whatis the costof theoptimization?
— Much harderto deplgy system(moreon this belaw)
3. Goodtrade-of?

2.2 A bit of queuingtheory

Paperdoesagoodijob of presentingesults:x-axis= load,y-axis= respons¢ime. Theseexamplesevealsome
generabrinciplesof which you shouldbe avare.

Question:.whenshouldyou buy afastercomputer?

Oneapproach buy whenit will payfor itself in improvedresponse¢ime

Queuingtheoryallows you to predicthow responsdime will changeasa functionof hypotheticakchnges
in # usersspeedf CPU,speedof disk, etc

Might think you shouldnt buy afasterX whenX hassparecapacity(utilization of X j 100%),but for most
systemsresponséime goesto in nity asutilization goesto 100%

How doesresponsgime vary with # users?

GRAPH

Worstcase:all userssubmitjobs at sametime. Thusresponseime getslinearly worseasaddextra users,
linearly betterascomputemyetsfaster

Bestcase:eachusersubmitsjob after previous onecompletes As increasetusersno impacton response
time (until systemcompletelyutilized)

Whatif we assumauserssubmitjobsrandomlyandthey take randomamountsof time. Possibleto shav
mathematically: D

ne print - exponentialdistribution

Lessons

Experimentablesign

— Don't comparesystemsresponsgime undersameoadanddeclareoneis bettterthanthe other
— Make sureyou aretestingsystemin theloadregimeyouintend

Systemdesign

— Be carefulaboutindulgingin clever scheduling

It mayonly matterwhenloadis heary
May bebetterto increasesystemcapacityby 10% andeliminatequeues



2.3 “Distrib uted” = “scalable” myth (aka “Centralized” =“not scalable” myth)

You will oftenhearpeoplestatethattheir motivationfor designinga distributed systemwasto improve
scalability

— Sometimeghisis shorthandor a soundagument.Often,hawever, it is confusedhinking
— “This systemneedsto handleX requestdor second. We must distribute it or we will have a
centralizedbottleneck.

— Example:“peerto peer le systemsaremorescalablebecauseéhey don't have a centralizedoottle-
neck”

— Truth: Given X CPUsandY disks,| canbuild a le systemwith muchhighermax throughputif
you let me putthe CPUsin the sameroomthanif you make medistribute themacrosdocations.

— NFSv. AFS: AFS architecturallymore scalable;NFS still tenableb/c building big fastsenersis
simplerthanbuilding AFS (?)

— Examplein AFS paper— easierto addnew disksto existing sener thanto move a users partition
to adifferentsener.

Aspectsof scalability(or: dont forgetbruteforce)

— Tight coordinatiorhelpsmaximizethroughput(requests/seconadf a sener
If all you careaboutis maximizingthe numberof requestpersecondyour sener canhandle,
centralizeit.
If requestslependon otherrequestseasierto build fastsenerif communicatioris fast
X-processoBEMP  x-processoclusterin aroom  x-processosetof machinespreadacross
the country
Counteragumentl: client-serer network costs

If request+response internalcoordinatiorbandwidthto processequestmaybegoodto
move partof sener nearclients

Counteralgument2: Senersareexpensve
Hardwarecompanieshage morefor multi-processomachines
clusterof machinesn aroom canbe cheapestway to getscalabilityfor serviceghat
don't needtoo muchcoordination
— Availability andlatengy
Possibleto improve lateng or availability by handlingrequestsocally (requirescarefulpro-
tocol/systendesign)

In practicechallengingto designhighly-available distributed protocols(Lamports de nition
of distributedsystem)

Bruteforceapproachcarefullyengineeregystemin awell-protectedoomworks prettywell
in mary cases.

— Shift coststo administratie units/usergand/oruseidle resources)

Evenif systemusesmoretotal resources;anbecheapethanamoreef cient systemhatuses
dedicatedsenerresources

AFS example:useclientdisksandprocessindo avoid botheringseners

Is total systemprocessingeduced™aybenot.

P2Pexample:usesparecapacityof clientsratherthandedicatesenerresources
— Dangerof distribution: security

Oftenlimits how aggressiely a systemcanbedistributedbeyonda machineroom
— Disasterecovery — geographidistribution canbeessential



3 Admin

4 Consistency

Considemupdatesn NFSor AFS (recall: cacheles atclients)

SupposeéA andB bothreadobjectX, thenA updatesX to X'. Whatwill B read?

4.1 Sequentialordering constraints

Cachecoherence whatshouldhappen™Vhatif oneCpuchangesle andbeforeit's done,anothetCPU
readsle?

strict coherence ary readon a dataitem x returnsa value correspondingo the mostrecentwrite on x
[Tannenbaur]

Seemsimple,

— Butin adistributessystem
Caching
Write buffer
Multi-threading
Out of ordermessagegeerto-peer
Delayedmessages

This is actually Tannenbauns de ntion of “strict consisteng”; | disagreewith the way he organizesthings. He saysthat “strict
consisteng” is “impossibleto implementin adistributedsystem”andthatsequentiatonsisteng “is aslightly wealer modelthanstrict
consisteng” Both statementare,in my view, misleading.

Strictcoherenceanbeimplementedn adistributedsystenmby having alock managehandoutreadandwrite tokensto clientcaches
andhaving it ensurehatwhena cacheholdsa write tokenon anobject,no othercachesold areador write tokenon thatobject(e.g.,
via invalidations.)

Sequentiatonsisteng is a wealer conditionthanstrict coherencén somesensestrict coherenceelieson a global notion of time
while sequentiatonsisteng allows the nal “sequentialorder” to differ from the “real-time order” of requests.For example Amol
Nayaterecentlybuilt a systenmthatenforcessequentiatonsisteng andenforcesa separatenaximumstaleness.

But in anothersense sequentiakonsisteng is stronger than strict coherence.In particular sequentiakonsisteng alsorequires
thatall operationscompletein programorderevenif they areto differentmemorylocations. Thussequentiatonsisteng constrains
operationon differentobjectswhile strict coherencenly constrainoperationon the sameobject.

Tannenbauns'de nition of “strict consisteng” appearso differ by assuminghatall operationsreinstantaneouandnon-blocking;
I think his assertionsnaybe true undertheseassumptionsut | nd theseassumptionstrange.



Disconnecteaperation

— butin distributedsystenreadsandwritestake time: actualreadcouldoccuranytime betweerwhen
systemcall is started andwhensystemcall returns
if read nishes beforewrite starts thengetold copy
if readstartsafterwrite nishes, thengetnew copy
if readsandwritesoverlap,get???(eitherold or new)
if writesoverlap,get???(eitherold or new)

A
<--- read A --->
Cemmee read Aor B --—--- >
oo write B - >
Commmmmmees read Aor Bor C---->
R write  C ------ >
<o memeeee- read B or C --->

< read B or

Commmmmmmeennes R T I | | S R I I

in above diagramnon-deterministi@sto which write - C or B - endsup winning

oncel readB, all laterreadamustreturnB or C

4.2 NFS: weakcacheconsistency

Whatif multiple clientsaresharingsameles? Easyif they arebothreading- eachgetsa copy of the le
Whatif onewriting? How do updateappen?
At writer - NFShashybrid delayedwrite/write throughpolicy

write throughwithin 30 second®r immediatelywhen le closed

T=30: X
still OK?
X on
disk

How doesotherclient nd outaboutchangg(it hascachedcopy, sodoesnt seeary reasorto talk to the
sener)

In NFS,clientpolls sener periodically to checkif le haschanged.
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Poll senerif datahasnt beenchecledin last3-30secondgexacttimeoutis tunableparameter)

Thus,when le is changedn oneclient, sener is noti ed, but otherclientsuseold versionof le until
timeout. They thenchecksener, andgetnew version.

4.3 AFS

More preciseconsisteng model

1. callbacks

senerrecordswho hascopy of le
send’callback” on eachupdate

2. write-throughon close

If le changesseneris updatedon close)
Senerthenimmediatelytells thosewith old copy

3. sessiorsemantics updatessisible only on close

In UNIX (singlemachine)updatessisibleimmediatelyto otherprogramsvho have le open
In AFS, if onsamemachineseeupdatesasthey happen

In AFS on differentmachine everyonewho has le openseesold version;arnyonewho opensle
againwill seenew version

In AFS:
onopenandcachemiss- get le from sener; setup callback

onwrite close:sendcopy to sener;tells all clientswith copiesto fetchnew versionon next open
Challengeimproved caching+ consisteng increasesailure handlingcompleity:

Whatif senercrashes?oseall callbackstate

Reconstructallbackinformationfrom clients- go askeveryone’who haswhich les cached?”

— Client statemeansve mustmalke clientandsener consistent
— Client statemeanswve canmale clientandsener consistent



4.4 Leases
SupposeA is cachingX, but connectiorbetweerS andA fails andB writes X
Whathappens?
Option1: delaywrite completionuntil ackscomeback arbitrarydelay pooravailability

Option2: leaseon A's callback

— WhenA readsX, it getsalease- a callbackof limited duration
E.g.,“if X updatedn next 10 secondsSwill notify A"
Leaseautomaticallyexpiresin 10 seconds
OndisconnectionB's write cancompletewhenleaseexpires
whatshouldhapperon A's readduringdisconnection
Optiona: block (reduceavailability for disconnectethodesratherthanwhole system)
Optionb: returnpossiblystalevalue— relaxconsisteng
WhataboutA's writes?Next time: Coda
—  Leasesombinecallbackswith polling
— Variation:volumelease

Problemwith shortleaseshighreneaval overhead
Problemwith long leasespooravailability
Solution: volumeleases

To readmusthold leaseon both objectandvolume

Shortvolumeleasege.g.,5 seconds)renaval overheadamortizedacrosgnary objectsin
volume

Longobjectleases
Note: invalidationsstill sentonly for individual objects(no needfor “volumeinvalidate”)
4.5 consistency. coherencev. staleness

Coherenceestrictsorder of readsandwritesto onelocation

— Canyoutell memorysystemis playingtricks on you by looking at onelocation?

— Example
P1: P2:
for(ii = 0; i < 100; ii++){ while(1){
write(A, ii); printf(""%d
} read(A));

}

— Whereis incoherence?
1233349109111213...
— Why mightasystemexhibit incoherence?

Stalenesboundshe maximum(real-time)delaybetweenwritesandreadso onelocation.

— Canyoutell memorysystemis playingtricks on you by looking at clock?
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— Example(think stockprices)

P1: P2:
while(1){ while(1){
sleep(1000ms); sleep(1000ms)
write(A, At %t price is  %d\n"); printf(C"%s",
} read(A));
}

— Whereis stalenesgassumingealtime OS)

At 1:00:00priceis 10.50
At 1:00:01priceis 10.55
At 1:00:02priceis 10.65
At 1:00:02priceis 10.65
At 1:00:02priceis 10.65
At 1:00:05priceis 13.18

— Why mightasystemexhibit incoherence?

Consistencyestrictsorderof readsandwritesacrosslocations

— Canyoutell memorysystemis playingtricks on you by looking at multiple locations?

— Examplel
P1: P2:
for(ii = 0; i < 100; ii++){ while(1){
write(A, ii); printf(""(%d, %d),
write(B, ii); read(A), read(B));
} }

Whereis inconsisteng?:

(0,0),(0,1),(1,2),(4,3),(4,8),(8, 9), (9,9),(9,10),(9,10),(10,10),(11,10),(11,11),(12,12),...

Is therealsoincoherence?

Example2 (aclassic)

P1: P2:
write(A, 0); write(B, 0);
write(A, 1); write(B, 1);
if(read(B) == 0){ if(read(A) == 0){
printf(C"P1." ); printf(""P2.") ;
} }
— Which outputsarelegal understrict coherence®ndersequentiatonsisteng?
“PL
“p2r

wn



“P1.P2:
“P2.P1"

— Why mighta systemexhibit inconsisteng?
— Notice

In rst example,orderbetweenwritesmustbe maintained..dirly obviousnotionof causality
In secondexample,orderbetweenwritesandreadsmustbe maintained(Lessobvious?)
Consisteng involvesorderingbothwritesandreads.

4.6 Consistencyand coherencesemantics

De nitions (from Tannenbaunbistributed Systemss

— strict coherence ary readon a dataitem x returnsa valuecorrespondingo the mostrecentwrite
2
onx

— deltacoherence the maximumreal-timedelaybetweenvhena write completesandwhena sub-
sequenteadbagins suchthatthereadmustreturna valueat leastasnew asthatwrite. (Note: this
oneis notfrom Tannenbaum)

Strictcoherences deltacoherencevith delta= 0

— seqguentiatonsisteng — Theresultof any executionis thesameasif the(readandwrite) operations
by all processeenthedatastorewereexecutedn somesequentiabrderandtheoperation®f each
individual processappeain the sequencén the orderspeci ed by its program

— linearizable-sequentiatonsisteng + strictcoherencek.qg.,If
thenoperationop1(x)shouldprecedep?2(y)in this sequence.

— Linearizabléas a strongerconditionthansequentiatonsisteng
Limitationsof strongconsisteng

— Sequentiatonsisteng hasfundamentaperformanceost: fastreadsor fastwritesbut not both

(where isreadtime, isthewritetime,and istheminimal paclettransfertime
betweemodes.)Lipton andSandbay]

— Sequentiatonsisteng hasafundamentaCAP dillemma(Brewer): A systemcannothave sequen-
tial Consisteng andmaintain100%Availability in the presencef Partitions.

—  developwealer models

— causalconsistency writesthatarepotentiallycausallyrelatedmustbe seenby all processem the
sameorder Concurreniritesmaybe seenn adifferentorderon differentmachines.

Esentially—if  readsawrite beforeissuingawrite ,thenary processhatsees cannot

subsequentlgeetheold valueof

Hard to seewhy this is usefulif you assumea centralizedconsisteng sener. Think abouta

world wheremachinesansendwritesto oneanotherlf  readsabunchof writesfrom and

thencreatessomewritesof its own. Then synchronizesvith , mustsend 'swritesto
beforesendingts own.

— FIFO consistencyakaPRAMconsistency— writesdoneby a singleprocessareseenby all other
processes the orderin which they wereissued but writesfrom differentprocessesay be seen
in differentordersby differentprocesses

— Is FIFO strongeror wealer thancausal?

2Seediscussiorabore
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4.7 Keyideas

key ideal: pick time whenoperatiorn‘completes”

— useblockingto enforcecoherent/consistentrder
— generalizatior-weakconsistengyreleaseconsistencylazyreleaseconsistency-locksde ne range
of time whenreadsandwritescancomplete
key idea2: for strictcoherencenale surethatonly onecopy of dataduringa write

— Needacentrallocation(“*lock manager”)
— Orabroadcasimedium(e.g.,snooping)

key idea3: for sequentiatonsisteng no out-of-ordemreadsor writes

— cannotservicecachereadsuntil areadmissor write completes
— in single-threade@droceswith blockingreadsandwrites, strict coherence: sequentiatonsisteng
OSfolk tendto usetermsinterchangablybadidea).
Claim: AFS providessequentiatonsisteng (andstrict coherencelindertwo caveats

1. Ignoringthe caseof multiple processesharinga le onsamemachine

2. All readsandwrites during an open/closesessioribegin” whenthe openbeginsand“end” when
thecloseends

3. Why: seneris acentralpointthatserializesall concurrenteadsandwrites;

5 Administration and scalability

5.1 Volumes+ Mount points

Volume

5.2

Administrative unit

Locationindependert canmove from onemachineto another

Copy-on-write semanticgpossible(cheapcheckpointsimpli es backup- very nice)
Globalslowly-replicatedmappingof volumeto sener

— v. NFSmounttable— needgo be manuallyreplicatedpoermachinga pain)

Security

Scale notall machinedrustoneanother
Mostcontemporaryle systemgNFS, Sprite)designedo shareles acrossa“workgroup”

— Trust(mostly)clients— assumehatall incomingrequestsomefrom atrustedkernel

Userlogsin  kernelcheckspassword andassociates/ID with processes

Useraccessese viasystencall  kernelattachedJID to requestd$o sener

SenertrustsUID in reques{afterall, password waschecled)

NFS:smallhelp— don't allow remoterequest$rom “root” UID
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| canstill actasary userotherthanroot
ProblemgBadarnyhow; especiallybadfor scalablesystem)

— Assumesnachineis trusted- doesnt work for laptopswin95/98,dormroommachines
— Assumenetwork is secure- doesnt work for wireless,dormroommachines

AFS improvements

5.3 Portability

Minimize kernelmods— mostof AFSis in userlevel daemons

— Simplify building system- put mostAFS codeinto userspace

Structure:upcallthreadst userlevel handler+ useexisting le systenfor persistenstorage
Additional advantageimprove scalabilityby avoiding limited kernelresources

— Changes:

iopen,etc. interface— avoid pathparsingon requests
Rationale:pathparsinga big overhead

— Result:Portabilitya big problem(IMHO)
Needto patchkernel 6 monthdelayto new revision of kernel
— lessons

Measurebeforeoptimizing(yes)
Still, no suchthing assmallkernelchange
Perhap®pensource/linuxworld x esthis

Perhapsion-irvasive waysto getsimilarbene ts(e.g.,keepold kernelinterfacebut addcache
of path-¢inumbers.run moreslovly onunmodi ed kernel,but still run...)

6 Conclusions

Don't forgetbruteforce asaway to improve scalability

Thereis agood“secondsystemeffect” — mary of the bestsystembuilding projectshave happenedvhen
researherbuild 2 versionsof the system]earninglessondrom the rst.

Goal: supportlOK clients— did they make it?

— Increasedumberof clientspersener by 2-4x atsigni cant costto compatibility— notdecisve

— Improved security— this seemanoreimportant(in “niche” market — college dorm rooms;not as
decisve within closednetwork of acompary)
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