
AFSanddistributed�le systems

CS380L:MikeDahlin

November5, 2003

Planto throw oneaway. Youwill anyway.

FredBrooks.MythicalManMonth.

1 Preliminaries

1.1 Review

1.2 Outline
� Scalableperformance

– Designspace

– A bit of queuingtheory

– Myth: centralizationv. scalability

� Consistency

� Admin/security

1.3 Preview

2 Scalableperformance

2.1 Designspace/trade-offs

4 questions:

1. WhatAFSoptimizationsimprove performance?

2. How importantis theoptimization?

3. Whatis thecostof theoptimization?

4. Whichoptimizationsaregoodtrade-offs?

� Clientscachedataat localdisk

1. How importantis theoptimization?

– + Biggercache� betterhit rate � morerequestslocal, lower server load
– - Modernfastnetworks: Localdisk latency � server memorylateny
– + Moderndisks:high bandwidth

2. Whatis thecostof theoptimization?
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– Harderto deploy to disklessclients?
– Needto recover consistency stateafterreboot(is thishard?)

3. Goodtrade-off?

� Whole�le caching

1. How importantis theoptimization?

– Simpli�es design
– Arguably:goodto cachein clusters(how usefulis it to cachehalf a �le?)
– Reducesnumberof requeststo server
– “Prefetch”entire�le when�rst block read(moreBW, optimizelatency)

2. Whatis thecostof theoptimization?

– First readof large,uncached�le is slow!
– Cannotaccess�les larger thanlocal disk (signi�cant for desktopworkstation?Sign�cant for

heterogeneousdevices/pervasive computing?)
– Cannotrun a distributeddatabase(moregenerally:reliesheavily on strongassumptionabout

workload– “OusterhoutfoundthatmostUnix �les openedandreadin theirentirety”)

3. Goodtrade-off?

– Latersystemswentto 64KB asunit of caching

� Open/closeconsistency (v. BSD semantics)

1. How importantis theoptimization?

– Performance:reducesservercallbackstateandnumberof messages(1 callbackper�le instead
of perblock)

2. Whatis thecostof theoptimization?

– Seeabove discussionof whole�le caching;many pointsapplyhere
– non-transparancy of location– 2 processeson samemachineseeupdatesimmediately;2 pro-

cesseson differentmachinesseeupdatesatopen/closeboundaries
– Whatshouldtwo usersonsamemachinesee?

3. Goodtrade-off?

– Cansimulatethesesemanticswith explicit locking,but whatif youwantsomeothersemantics?

� Callbacks(v. contactserver on open)

1. How importantis theoptimization?

– Very important,paperargues
– Notestrangeintuition: giveservermoreresponsibility(delivercallbacks)improvesscalability!

(viz www)
� Pollingsystemsalmostalwayssettlefor weakconsistency (e.g.,30-secondsfor NFS;get-

if-modi�ed-sincein HTTP)becausepoll-each-timeis expensive (server load,latency)
� Betterperformance,lower load,bettersemantics– what's not to love?

2. Whatis thecostof theoptimization?

– Morecomplex – needto keepserver andclient statesynchronized(moreon thisbelow)

3. Goodtrade-off?

� Medium-grainedvolumes(e.g.per-user)
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1. How importantis theoptimization?

– Split usersacrossmachinesmoreeasily

2. Whatis thecostof theoptimization?

3. Goodtrade-off?

� Server optimizations:

– New iopen()interface(to avoid repeatednameresolution)

– New RPCimplementation

– Processstructure

1. How importantis theoptimization?

– Argued– very importantat server
– Includedoptimizationsatclient too

2. Whatis thecostof theoptimization?

– Muchharderto deploy system(moreon this below)

3. Goodtrade-off?

2.2 A bit of queuing theory

Paperdoesagoodjob of presentingresults:x-axis= load,y-axis= responsetime. Theseexamplesrevealsome
generalprinciplesof whichyoushouldbeaware.

Question:whenshouldyoubuy a fastercomputer?
Oneapproach- buy whenit will payfor itself in improvedresponsetime
Queuingtheoryallows you to predicthow responsetime will changeasa functionof hypotheticalchnges

in # users,speedof CPU,speedof disk,etc
Might think youshouldn't buy a fasterX whenX hassparecapacity(utilizationof X ¡ 100%),but for most

systems,responsetime goesto in�nity asutilizationgoesto 100%
How doesresponsetime varywith # users?
GRAPH
Worstcase:all userssubmitjobsat sametime. Thusresponsetime getslinearly worseasaddextra users,

linearlybetterascomputergetsfaster
Bestcase:eachusersubmitsjob afterpreviousonecompletes.As increase#users,no impacton response

time(until systemcompletelyutilized)
What if we assumeuserssubmitjobsrandomlyandthey take randomamountsof time. Possibleto show

mathematically:���������
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Lessons

� Experimentaldesign

– Don't comparesystems'responsetimeundersameloadanddeclareoneis bettterthantheother

– Make sureyouaretestingsystemin theloadregimeyou intend

� Systemdesign

– Be carefulaboutindulgingin clever scheduling
� It mayonly matterwhenloadis heavy
� May bebetterto increasesystemcapacityby 10%andeliminatequeues

3



2.3 “Distrib uted” = “scalable” myth (aka “Centralized” = “not scalable” myth)
� You will oftenhearpeoplestatethat their motivationfor designinga distributedsystemwasto improve

scalability.

– Sometimesthis is shorthandfor asoundargument.Often,however, it is confusedthinking

– “This systemneedsto handleX requestsfor second. We must distribute it or we will have a
centralizedbottleneck.

– Example:“peerto peer�le systemsaremorescalablebecausethey don't have acentralizedbottle-
neck”

– Truth: GivenX CPUsandY disks,I canbuild a �le systemwith muchhighermax throughputif
you let meput theCPUsin thesameroomthanif you makemedistributethemacrosslocations.

– NFSv. AFS: AFS architecturallymorescalable;NFSstill tenableb/c building big fastserversis
simplerthanbuilding AFS(?)

– Examplein AFS paper– easierto addnew disksto existing server thanto move a user's partition
to adifferentserver.

� Aspectsof scalability(or: don't forgetbruteforce)

– Tight coordinationhelpsmaximizethroughput(requests/second)of aserver
� If all you careaboutis maximizingthenumberof requestspersecondyour server canhandle,

centralizeit.
� If requestsdependon otherrequests,easierto build fastserver if communicationis fast
� x-processorSMP � x-processorclusterin aroom � x-processorsetof machinesspreadacross

thecountry
� Counter-argument1: client-server network costs

� If request+response� internalcoordinationbandwidthto processrequest,maybegoodto
movepartof server nearclients

� Counter-argument2: Serversareexpensive
� Hardwarecompanieschargemorefor multi-processormachines
�

� clusterof machinesin a roomcanbecheapestway to getscalabilityfor servicesthat
don't needtoomuchcoordination

– Availability andlatency
� Possibleto improve latency or availability by handlingrequestslocally (requirescarefulpro-

tocol/systemdesign)
� In practicechallengingto designhighly-availabledistributedprotocols(Lamport's de�nition

of distributedsystem)
� Bruteforceapproach:carefullyengineeredsystemin awell-protectedroomworksprettywell

in many cases.

– Shift coststo administrative units/users(and/oruseidle resources)
� Evenif systemusesmoretotal resources,canbecheaperthanamoreef�cient systemthatuses

dedicatedserver resources
� AFS example:useclientdisksandprocessingto avoid botheringservers
� Is total systemprocessingreduced?Maybenot.
� P2Pexample:usesparecapacityof clientsratherthandedicateserver resources

– Dangerof distribution: security
� Oftenlimits how aggressively a systemcanbedistributedbeyondamachineroom

– Disasterrecovery – geographicdistribution canbeessential
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3 Admin

4 Consistency
� Considerupdatesin NFSor AFS (recall: cache�les atclients)

� SupposeA andB bothreadobjectX, thenA updatesX to X'. Whatwill B read?

4.1 Sequentialordering constraints
� Cachecoherence- whatshouldhappen?Whatif oneCpuchanges�le andbeforeit' sdone,anotherCPU

reads�le?

� strict coherence- any readon a dataitem x returnsa valuecorrespondingto themostrecentwrite on x
[Tannenbaum1]

� Seemssimple,

– But in adistributessystem
� Caching
� Write buffer
� Multi-threading
� Outof ordermessages,peer-to-peer
� Delayedmessages

1This is actuallyTannenbaum's de�ntion of “strict consistency”; I disagreewith theway heorganizesthings. He saysthat “strict
consistency” is “impossibleto implementin adistributedsystem”andthatsequentialconsistency “is aslightly weakermodelthanstrict
consistency.” Bothstatementsare,in my view, misleading.

Strictcoherencecanbeimplementedin adistributedsystemby having alock managerhandoutreadandwrite tokensto clientcaches
andhaving it ensurethatwhena cacheholdsa write tokenon anobject,no othercacheshold a reador write tokenon thatobject(e.g.,
via invalidations.)

Sequentialconsistency is a weaker conditionthanstrict coherencein somesense:strict coherencerelieson a globalnotionof time
while sequentialconsistency allows the �nal “sequentialorder” to differ from the “real-time order” of requests.For exampleAmol
Nayaterecentlybuilt a systemthatenforcessequentialconsistency andenforcesa separatemaximumstaleness.

But in anothersense,sequentialconsistency is stronger thanstrict coherence.In particular, sequentialconsistency also requires
thatall operationscompletein programordereven if they areto differentmemorylocations.Thussequentialconsistency constrains
operationsondifferentobjectswhile strict coherenceonly constrainsoperationson thesameobject.

Tannenbaum'sde�nition of “strict consistency” appearsto differ by assumingthatall operationsareinstantaneousandnon-blocking;
I think his assertionsmaybetrueundertheseassumptions,but I �nd theseassumptionsstrange.
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� Disconnectedoperation
� ...

– but in distributedsystemreadsandwritestake time: actualreadcouldoccuranytimebetweenwhen
systemcall is started,andwhensystemcall returns

� if read�nishes beforewrite starts,thengetold copy
� if readstartsafterwrite �nishes, thengetnew copy
� if readsandwritesoverlap,get???(eitherold or new)
� if writesoverlap,get???(eitherold or new)

A
<--- read A ---->

<----- read A or B ----->
<---------- write B --------->

<---------- read A or B or C ---->
<----------- write C ------>

<- -------- read B or C --->
< read B or C >

<-------------- -- -- -- --- -- -- -- -- --- -- TIME -------------- -- -- -- --- -- -- -- -- --- -- -- -- -- --- -- >

� in above diagram,non-deterministicasto whichwrite - C or B - endsup winning

� onceI readB, all laterreadsmustreturnB or C

4.2 NFS: weak cacheconsistency

Whatif multipleclientsaresharingsame�les? Easyif they arebothreading- eachgetsacopy of the�le
Whatif onewriting? How do updateshappen?
At writer - NFShashybriddelayedwrite/write throughpolicy

� write throughwithin 30 secondsor immediatelywhen�le closed

� How doesotherclient �nd out aboutchange(it hascachedcopy, sodoesn't seeany reasonto talk to the
server)

� In NFS,clientpollsserver periodically, to checkif �le haschanged.
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� Poll server if datahasn't beencheckedin last3-30seconds(exacttimeoutis tunableparameter)

� Thus,when�le is changedon oneclient, server is noti�ed, but otherclientsuseold versionof �le until
timeout.They thencheckserver, andgetnew version.

4.3 AFS

Morepreciseconsistency model

1. callbacks

� server recordswhohascopy of �le
� send”callback” on eachupdate

2. write-throughon close

� If �le changes,server is updated(onclose)
� Server thenimmediatelytells thosewith old copy

3. sessionsemantics- updatesvisible only on close

� In UNIX (singlemachine)updatesvisible immediatelyto otherprogramswhohave �le open
� In AFS, if on samemachineseeupdatesasthey happen
� In AFS on differentmachine,everyonewho has�le openseesold version;anyonewho opens�le

againwill seenew version

In AFS:
� on openandcachemiss- get�le from server; setup callback

� on write close:sendcopy to server; tellsall clientswith copiesto fetchnew versionon next open
� Challenge:improvedcaching+ consistency increasesfailurehandlingcomplexity:

� Whatif server crashes?Loseall callbackstate

� Reconstructcallbackinformationfrom clients- go askeveryone”who haswhich �les cached?”

– Clientstatemeanswemustmake clientandserver consistent
– Clientstatemeanswecanmake clientandserver consistent
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4.4 Leases
� SupposeA is cachingX, but connectionbetweenSandA fails andB writesX

� Whathappens?

� Option1: delaywrite completionuntil ackscomeback � arbitrarydelay, pooravailability

� Option2: leaseon A'scallback

– WhenA readsX, it getsa lease– acallbackof limited duration
� E.g.,“if X updatedin next 10 seconds,Swill notify A”
� Leaseautomaticallyexpiresin 10 seconds
� Ondisconnection,B'swrite cancompletewhenleaseexpires
� whatshouldhappenon A's readduringdisconnection

� Optiona: block (reduceavailability for disconnectednodesratherthanwholesystem)
� Optionb: returnpossiblystalevalue– relaxconsistency

� WhataboutA'swrites?Next time: Coda

– � Leasescombinecallbackswith polling

– Variation:volumelease
� Problemwith shortleases:high renewal overhead
� Problemwith long leases:pooravailability
� Solution:volumeleases

� To readmusthold leaseonbothobjectandvolume
� Shortvolumeleases(e.g.,5 seconds);renewal overheadamortizedacrossmany objectsin

volume
� Longobjectleases
� Note: invalidationsstill sentonly for individual objects(noneedfor “volumeinvalidate”)

4.5 consistencyv. coherencev. staleness
� Coherencerestrictsorder of readsandwritesto onelocation

– Canyou tell memorysystemis playingtrickson youby lookingatonelocation?

– Example

P1: P2:
for(ii = 0; ii < 100; ii++){ while(1){

write(A, ii); printf(``%d ``,
} read(A));

}

– Whereis incoherence?
� 1 2 3 3 3 4 9 109 11 12 13 ...

– Why mightasystemexhibit incoherence?

� Stalenessboundsthemaximum(real-time)delaybetweenwritesandreadsto onelocation.

– Canyou tell memorysystemis playingtrickson youby lookingatclock?
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– Example(think stockprices)

P1: P2:
while(1){ while(1){

sleep(1000ms); sleep(1000ms);
write(A, ``At %t price is %d\n''); printf(``%s``,

} read(A));
}

– Whereis staleness(assumingrealtimeOS)
� At 1:00:00priceis 10.50
� At 1:00:01priceis 10.55
� At 1:00:02priceis 10.65
� At 1:00:02priceis 10.65
� At 1:00:02priceis 10.65
� At 1:00:05priceis 13.18
� ...

– Why mightasystemexhibit incoherence?

� Consistencyrestrictsorderof readsandwritesacrosslocations

– Canyou tell memorysystemis playingtrickson youby lookingatmultiple locations?

– Example1

P1: P2:
for(ii = 0; ii < 100; ii++){ while(1){

write(A, ii); printf(``(%d, %d), ``,
write(B, ii); read(A), read(B));

} }

– Whereis inconsistency?:
� (0,0),(0,1),(1,2),(4,3),(4,8),(8, 9), (9,9),(9,10),(9,10),(10,10),(11,10),(11,11),(12,12),...

– Is therealsoincoherence?

– Example2 (a classic)

P1: P2:
write(A, 0); write(B, 0);
... ...
write(A, 1); write(B, 1);
if(read(B) == 0){ if(read(A) == 0){

printf(``P1.'' ); printf(``P2.'') ;
} }

– Whichoutputsarelegalunderstrict coherence?Undersequentialconsistency?
� “P1.”
� “P2.”
� “”
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� “P1.P2.”
� “P2.P1.”

– Why mightasystemexhibit inconsistency?

– Notice
� In �rst example,orderbetweenwritesmustbemaintained...fairly obviousnotionof causality
� In secondexample,orderbetweenwritesandreadsmustbemaintained.(Lessobvious?)
�

� Consistency involvesorderingbothwritesandreads.

4.6 Consistencyand coherencesemantics
� De�nitions (from TannenbaumDistributedSystems)

– strict coherence- any readon a dataitem x returnsa valuecorrespondingto themostrecentwrite
on x2

– deltacoherence- themaximumreal-timedelaybetweenwhena write completesandwhena sub-
sequentreadbeginssuchthatthereadmustreturna valueat leastasnew asthatwrite. (Note: this
oneis not from Tannenbaum)

� Strict coherence= deltacoherencewith delta= 0

– sequentialconsistency – Theresultof any executionis thesameasif the(readandwrite) operations
by all processesonthedatastorewereexecutedin somesequentialorderandtheoperationsof each
individual processappearin thesequencein theorderspeci�edby its program

– linearizable–sequentialconsistency + strictcoherence.E.g.,If
�

� ������
�� � �

*��
 ����
	��

�

����� � 

� � �

*����
����	

thenoperationop1(x)shouldprecedeop2(y)in thissequence.

– Linearizableis astrongerconditionthansequentialconsistency

� Limitationsof strongconsistency

– Sequentialconsistency hasfundamentalperformancecost:fastreadsor fastwritesbut notboth
�

������� 
 (where� is readtime, � is thewrite time,and 
 is theminimal packet transfertime
betweennodes.)[Lipton andSandberg]

– Sequentialconsistency hasa fundamentalCAPdillemma(Brewer): A systemcannothavesequen-
tial Consistency andmaintain100%Availability in thepresenceof Partitions.

– � developweaker models

– causalconsistency– writesthatarepotentiallycausallyrelatedmustbeseenby all processesin the
sameorder. Concurrentwritesmaybeseenin adifferentorderondifferentmachines.

� Esentially– if �

 readsawrite � beforeissuingawrite � , thenany processthatsees� cannot
subsequentlyseetheold valueof �

� Hard to seewhy this is usefulif you assumea centralizedconsistency server. Think abouta
world wheremachinescansendwritesto oneanother. If � readsabunchof writesfrom � and
thencreatessomewritesof its own. Then � synchronizeswith � , � mustsend� 's writesto

� beforesendingits own.

– FIFO consistency(akaPRAMconsistency) – writesdoneby a singleprocessareseenby all other
processesin theorderin which they wereissued,but writesfrom differentprocessesmaybeseen
in differentordersby differentprocesses

– Is FIFOstrongeror weaker thancausal?

2Seediscussionabove
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4.7 Key ideas

� key idea1: pick time whenoperation“completes”

– useblockingto enforcecoherent/consistentorder

– generalization–weakconsistency, releaseconsistency, lazyreleaseconsistency– locksde�ne range
of timewhenreadsandwritescancomplete

� key idea2: for strict coherencemakesurethatonly onecopy of dataduringawrite

– Needacentrallocation(“lock manager”)

– Or abroadcastmedium(e.g.,snooping)

� key idea3: for sequentialconsistency noout-of-orderreadsor writes

– cannotservicecachereadsuntil a readmissor write completes

– in single-threadedprocesswith blockingreadsandwrites,strictcoherence= sequentialconsistency
� OSfolk tendto usetermsinterchangably(badidea).

� Claim: AFSprovidessequentialconsistency (andstrict coherence)undertwo caveats

1. Ignoringthecaseof multipleprocessessharinga �le onsamemachine

2. All readsandwritesduringanopen/closesession“begin” whentheopenbeginsand“end” when
thecloseends

3. Why: server is acentralpoint thatserializesall concurrentreadsandwrites;

5 Administration and scalability

5.1 Volumes+ Mount points

Volume

� Administrative unit

� Locationindependent– canmove from onemachineto another

� Copy-on-writesemanticspossible(cheapcheckpoint;simpli�es backup– verynice)

� Globalslowly-replicatedmappingof volumeto server

– v. NFSmounttable– needsto bemanuallyreplicatedpermachine(a pain)

5.2 Security
� Scale� notall machinestrustoneanother

� Mostcontemporary�le systems(NFS,Sprite)designedto share�les acrossa “workgroup”

– Trust(mostly)clients– assumethatall incomingrequestscomefrom a trustedkernel

– Userlogsin � kernelcheckspassword andassociatesUID with processes

– Useraccesses�le via systemcall � kernelattachesUID to requeststo server

– Server trustsUID in request(afterall, password waschecked)

– NFS:smallhelp– don't allow remoterequestsfrom “root” UID
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� I canstill actasany userotherthanroot

� Problems(Badanyhow; especiallybadfor scalablesystem)

– Assumesmachineis trusted– doesn't work for laptops,win95/98,dormroommachines

– Assumenetwork is secure– doesn't work for wireless,dormroommachines

� AFS improvements

5.3 Portability
� Minimize kernelmods– mostof AFS is in user-level daemons

– Simplify building system– putmostAFS codeinto userspace
� Structure:upcallthreads+ user-level handler+ useexisting �le systemfor persistentstorage
� Additionaladvantage:improve scalabilityby avoiding limited kernelresources

– Changes:
� iopen,etc. interface– avoid pathparsingon requests
� Rationale:pathparsingabig overhead

– Result:Portabilityabig problem(IMHO)
� Needto patchkernel � 6 monthdelayto new revisionof kernel

– lessons
� Measurebeforeoptimizing(yes)
� Still, no suchthingassmallkernelchange
� Perhapsopensource/linuxworld �x esthis
� Perhapsnon-invasive waysto getsimilarbene�ts(e.g.,keepold kernelinterfacebut addcache

of path-¿inumbers...runmoreslowly on unmodi�ed kernel,but still run...)

6 Conclusions
� Don't forgetbruteforceasaway to improve scalability.

� Thereis agood“secondsystemeffect” – many of thebestsystembuilding projectshavehappenedwhen
researhersbuild 2 versionsof thesystem,learninglessonsfrom the�rst.

� Goal: support10K clients– did they make it?

– Increasednumberof clientsperserver by 2-4x atsigni�cant costto compatibility– notdecisive

– Improved security– this seemsmoreimportant(in “niche” market – college dorm rooms;not as
decisive within closednetwork of acompany)
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