
Bayou

CS380L:MikeDahlin

November12,2003

Wherever yougo,thereyouare.

1 Preliminaries

1.1 Review

1.2 Outline
� Systemmodel

� 3 key ideas

– Updatepropagation

– Con�ict detectionandresolution

– Consistency for clients

� Otherquestions

1.3 Preview

Security

2 Systemmodeland goals
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� Many machines

� Eachstorescopy of DB

� Write-any, read-any model

– � consistency is big issue

– Alternatives
� Centralserver
� Centralserver + caching+ lock manager
� Quorum(notice– centralserver is specialcaseof quorum)

3 UpdatePropagation

3.1 Vector clock

Basicbuilding block in distributedsystems– want to capturecausality– did eventA happencausallybefore
eventB?

� E.g.,whenmachineM generatedeventB, hadit seeneventA?

Solution:Eachmachinemaintainsavectorclock
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3.2 log
� Storeall localandremoteupdatesin log

� Invariant:Sortedby
 ���)*),+
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Goal: If everyonehasthesamelog, thenthey agreeon all objects'values.

3.3 Basicprotocol

write(data){ // Write data at server S
w.data = data;
w.acceptStamp = V_S[S]
w.serverID = S;
V_S[S]++;
writeLog.append (S );

}

send_anti_entro py (S , R){ // Server S updates receiving server R
get V_R[] from R
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w = first write in S.writeLog

while(w){

if(V_R[w.server ID ] < w.acceptStamp) {
send w to R

}
w = S.writeLog.next( );

}
}

recv_anti_entro py (R , S){ // Server R receives update for S
send V_R[] to S

w = recv();
while(w != eof){

R.writeLog.inse rt Sor te d( w) ; // Sorted by (acceptTime, serverID)
V_R[w.serverID] = w.acceptStamp;

Q1: V_R[R] = max(V_R[R], w.acceptStamp+ 1) ;

w = recv();
}

}

� pre�x property – if log containswrite (serverID, acceptStamp),it also containsall writes (serverID,
acceptStamp')whereacceptStamp'� acceptStamp

� Question1: How is causalorder in log maintained?

– Needto make sureall subsequentwriteslandafterall dataread

– � acceptStampof all subsequentwrites must be larger than acceptStampof any writes I have
received

� Question2: Whenarewrites“stable”?

– Notice that writes canbe re-ordered.This cancause“con�icts.” E.g., you canhave a write that
takes$100out of your checkingaccountthat is legal until anearlierwrite arrivesthat takesyour
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checkingaccountdown to $10.

– We will talk moreaboutcon�icts later, but for now, think of Coda– whathappensif two different
nodesupdatethesamedatum?

– A stablewrite is onethatcannotbereordered(e.g.,all previouswritesarestabletoo.)

– A pre�x of thelog is stable.

– Whatpre�x is stable?

– Answer1: all writeswith w.acceptStamp� min���

 "��� ������'

– Whatis wrongwith answer1?

– Answer2: “Commit sequencenumber”
� Onenodeactsas“primary” – it is allowedto assigncommitsequencenumberto writes
� Whenit receivesawrite, it assignsw.csn= CSN++;
� Everyonesortslog by (CSN,acceptStamp,serverID)

New protocol(with CSN)

write(data){ // Write data at server S
// As above

}

send_anti_entro py (S , R){ // Server S updates receiving server R
get V_R[] and CSN_R from R

w = first committed write w/ CSN larger than CSN_R // *
if(w == NULL){ // *

w = first tentative write; // *
} // *

while(w){
if(w.CSN > CSN_R && w.acceptStamp <= V_R[w.serverID]) {/ / **

// R has write but does not know it is committed // **
assert(w.CSN != NULL); // **
SendCommitNotif ica ti on(R , w.acceptStamp, w.serverID, w.CSN); // **

} // **
else if(w.acceptStam p > V_R[w.serverID] ){

send w to R
}
w = S.writeLog.next( );

}
}

recv_anti_entro py (R , S){ // Server R receives update for S
send V_R[] and CSN to S // *
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w = recv();
while(w != eof){

if(w.CSN != NULL){ // Recv committed write // **
// If this is a write I already know about that has been committed // **
// Q: What should this ``if'' be? // **
// A: (V_R[w.serverI D] >= w.acceptStamp) // **
if( WHAT){ // A commit of a write I already saw // **

wold = r.writeLog.remo ve (w. se rv er Id , w.acceptStamp) ; // **
w.data = wold.data; // **

} // **

R.writeLog.inse rtS or te d( w) ; // **
// Q: What else do I have to do? // **
V_R[w.serverID] = max(w.acceptSta mp, V_R[s.serverID]) ; // **
V_R[R] = max(V_R[R], w.acceptStamp+ 1) ; // **
CSN = max(CSN, w.CSN);

}
else{ // Recv tentative write

R.writeLog.inse rtS or te d( w) ;

// Q: What else do I have to do?
V_R[w.serverID] = w.acceptStamp;
V_R[R] = max(V_R[R], w.acceptStamp+ 1) ;

}
w = recv();

}
}

� Question3: Whatif I wantto readthedatabase?

– Couldscanthroughthelog...

– Keepcheckpointon disk– correspondsto committedwrites

– Keepin-memorystate– correspondsto committed+ tentative writes

– Allow read(key) andreadCommitted(key)

� Also note:insertSortedjustgoteasier

– Roll backto earliestwrite youwill accept

– Roll forwardasnew writesarrive

– Goodnews: Everythingis sequentialtraversalthroughlog (O(N))

– Betternews: simplerto build (thanon-diskreliablepriority queue).
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� Datastructures

– memTupleStore: In-memorytuplestore

– checkpoint: On-diskcheckpointtuplestore;all committedwrites

– committedLog: On-diskcommittedwrite log

– tentativeLog: On-disktentative write log

– For simplicity: slightlydifferent thanpaper
� roll backby revertingto checkpoint(ratherthanundolog)
� memoryTupleStore= shadow copy of on-diskcheckpoint(containsonly recentwrites) � read:

read(id)
r = memTupleStore. re ad( id );
if(r == null){

r = checkpoint.rea d(i d) ;
}
return r;

� DA: Log merge costsO(ageof oldestuncommittedwrite) insteadof O(ageof oldestwrite
received)

recv_anti_entro py (R , S){ // Server R receives update from S
send V_R[] and CSN to S
w = recv();
while(w != eof){ // *** Don't want to

recvd.append(w) ; // *** roll back for each
w = recv(); // *** individual write!

}
R.oldTentativeL og = R.tentativeLog; // *
R.tentativeLog = new Log(); // *
R.memTupleStore = newTS(); // *
while(recvd.has More ()) {

w = recvd.next();
if(w.CSN != NULL){ // Recv committed write
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if(V_R[w.server ID] >= w.acceptStamp){ // Already seen it
wold = R.tentativeLog. re move( w. se rv erI d, w.acceptStamp) ;
w.data = wold.data;

}
R.committedLog. append( w) ; // **
R.checkpoint.up dat e( w) ; // **
V_R[w.serverID] = max(w.acceptSta mp, V_R[s.serverID]) ;
V_R[R] = max(V_R[R], w.acceptStamp+ 1) ;
CSN = max(CSN, w.CSN);

}
else{ // Integrate tentative write

while(R.oldTent ati ve Log. head( ) BEFOREw){ // ***
o = R.oldTentative Log. re moveHead( ) // ***
R.tentativeLog.a ppend( o) ; // ***
R.memTupleStore. update (o ); // ***

}
R.tentativeLog. append( w) ; // ****
R.memTupleStore .up date (w ); // ****
V_R[w.serverID] = w.acceptStamp;
V_R[R] = max(V_R[R], w.acceptStamp+ 1) ;

}
while(R.oldTent at ive Log. head() != NULL){ // ***

o = R.oldTentativeLo g. re moveHead( ) // ***
R.tentativeLog. append( o) ; // ***
R.memTupleStore .up date (o ); // ***

}
}

}

� Implementationissues(exercisefor reader...)

– As notedabove: Usingundolog mightbemoreef�cient. How to changecodeto handle?

– Transactionalupdateof multiplediskstructures(e.g.,“tenativeLog.remove()” etc.)

– Defensive programming:what if sendersendsunexpectedstuff (or stuff is just delayed/reordered
in network? (Moregenerally:whatif anodeis brokenandsendscorruptedstuff?)

� Question4: Log truncation

– Any nodecantruncateastablepre�x from its log atany time
� Typically: limit log size

– Whatarethenew issues?
� How do youdetectthatsomeoneyouaretalking to hastruncatedhis log too far?
� Whatdo youdo then?

– How shouldit work?

� Question5: Add/remove servers

– Whatarethenew issues?

– How shouldit work?
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4 Admin

5 Con�ict detectionand resolution

5.1 Problem
� Recallfrom Coda– write/writecon�ict

� Sameissuein Bayou

� 2 questions:(1) how do youdetectcon�icts? (2) how do you resolve them?

� 2 answers:(1) genericrules,(2) Bayouextensionsandgeneralizations

5.2 Generic rules

5.2.1 Genericwrite/write con�ict detection

Note: this is notwhatBayoudoes

� Question:How wouldyoudetectwrite/writecon�ict asyou replaylog?

– Hint: I think youmaywantto addsomeadditionalinformationto eachwrite

– Onesolution:

1. Includein eachwrite theversionnumberjustoverwritten(e.g.,“previousserverID”, “previous
acceptOrder)

2. IncludeserverID andacceptOrderin tuplestoreandcheckpoint
3. Whenapplyingwrite to checkpointor tuplestore,comparethewrite's “previousversionnum-

ber” to thetuplestore's versionnumber. If they mismatch,youhave a write-writecon�ict.

5.2.2 Genericwrite/write con�ict resolution

� Whatcanyoudo if youdetectsuchacon�ict?

– Lastwrite wins?

– Omit thatwrite? (Whatif otherwritesto otherlocationsdependon thisone?)

– Omit all subsequentwrites from that server? (Whencanyou startacceptingagain?Perhapsyou
canacceptwritesthatarecausallyafterthecon�ict? Non-trivial. May omit lotsof writes...)

– Omit transaction:
� Associatea transactionIDwith eachwrite
� If any write in a transactionis in con�ict, omit all writesfrom thattransaction
� Notice:

� Transactioncannot“commit” (becomedurable)until stable
� Subsequenttransactionsmayfail (samewrite-writecon�ict)
� Whataboutwrite/readcon�icts?

� Oracle:14 “rules” thatcanbespedi�edfor eachwrite

– Lastwrite wins

– Omit con�icting writes(log error)

– Preferredserver wins
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– Preferreduserwins

– Largervaluewins

� Bayou:Application-specifcdetectionandresolution

5.2.3 Genericwaysto reducenumber of con�icts

� Synchronizeoften

– Gray“The dangersof replicationandasolution”
�
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� intuition:
� Suppose2 nodeseachrandomlywrite k of N locations
� Onmy �rst write k/N chancethatmy write con�icts with oneof yours
� Onmy secondwrite, k/N chancethatmy write con�icts
� ...
� Expectednumberof collisionsacrossall writes �

�

��
��

� Causalordertricks

– Example:
supposenodesA andB eachcommittwo writesduringa periodof disconnection

A B
1A 1B
2A 2B

Therearesix legalCAUSAL serializations(causal:1apreceeds2aand1bpreceeds2b)

1a1b 2a2b
1a1b 2b2a
1a2a1b2b
1b1a2b2a
1b1a2a2b
1b2b 1a2a

– If we assumethat both nodesstartedwith the sameacceptOrdervalues,andthat they increment
their logical clocksby oneat eachwrite, andthesearetheonly writes,andif we assumea¡b,then
we get

1a1b 2a2b

– But the othersareall possibleby runningclocksat different ratesat differentnodes(andwe are
allowedto run logical clocksatarbitrarilydifferentratesbetweenconnections.)

– Oneinterestingoption: relateacceptOrderlogical clock to timeOfDayclock

– � �nal ordercorresponds(mostly)to actualtimeof daywhenwritescommitted

– Oneparticularly interestingvariationis a CLUSTERlogical clock (a la VahdatSOSP2001)”se-
rialization orderwherewrites acceptedby the samepartition during a particularinterval cluster
together”
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1a2a1b2b

– Yu andVahdat[sosp2001]show thatthis ”CLUSTER” order”dominates”CAUSAL andALL

– (de�nition: 'SerializationorderSdominatesserializationorderS' if, for agivenworkloadandfault-
load,thedominatingalgorithmusingS cancommita write W whenever thedominatingalgorithm
usingS' cancommitthewrite.'

– Question:how wouldyou implementthis?
� Oneanswer:breaklogical clock into “interval” and“acceptNumber”
� On synchronization,setinterval to max(B.interval+1, A.interval+1) andset“acceptNumber”

to 0
� Onwrite, acceptNumber++
� Sortby (interval, serverID, acceptNumber)

5.3 Bayou: Customdetectionand resolution
� Issues:

– How to detectcon�icts – sometimeswrite/write is OK; sometimeswrite/readis notOK

– How to resolve con�icts – abortthisone(andall thatdepend)v. �x thisone

� Basics

– Transactionalupdates– each“write” cancontainmultipleupdates

– Application-speci�cdetectionandresolutionprocedures
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� This allows onewrite to replaceanotherin thelog

� Detectswrite/read,write/write,etc.con�icts (onarbitrarysubsetsof database)

� Still getconvergence(aslongasdetectionandresolutionproceduresaredeterministic)

� Note: even moregeneralrulespossibleandsometimesdesirable(e.g., “apply all creditsduring a day
beforeapplyingany debitsfor theday”)

6 Consistencyfor clients
� Scenario

– Supposeyouwantto accessdatabasebut don't wantto keepa replica

– Contactoneserver, startprocessing

– Thatserver fails
7=����� .
��7:7

��� switchto adifferentone

– Whatif thenew oneis inconsistentwith theold one?

� How couldyou tell?

– Option1:
���	��
 �����
� ������������� (��

– too restrictive?

– Option2: Talk to any server

– Option3: Talk to any server thathasat leastall of thewritesI read

– Option4: Talk to any server thathasat leastall writesI wrote

– ...

� Bayou:4 “session”constraints

– Read-your-writes– “any writesmadewithin asessionarevisible to readswithin thesession.”
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� if readR follows write W in a sessionandR is performedat server S at time t, thenW is
includedin DB(S,t)

– Monotonicreads– if a processreadsthevalueof a dataitem x, any successive readoperationon x
by thatprocesswill returnthatsamevalueor amorerecentvalu

– WritesFollow Reads– “ensuresthat traditionalWrite/Readdependenciesarepreserved in theor-
deringof Writesat all servers...inevery copy of thedatabase,Writesmadeduring thesessionare
orderedafterany writeswhoseeffectswereseenby previousreadsin thesession”

� if readR1 preceedswrite W2 in a session,andR1 is performedat server S1at time t1, then
for any server S2, if W2 is in DB(S2) thenany W1 in RelevantWrites(S1,t1, R1) is alsoin
DB(S2)andWriteOrder(W1, W2)

� Note: this affectsusersoutsideof thesession

– MonotonicWrites– “writes mustfollow previouswriteswithin thesession”
� if write W1 preceedswrite W2 in a session,thenfor any server S2,if W2 in DB(S2)thenW1

is alsoin DB(S2)andWriteOrder(W1,W2)

� Providing theseguarantees

– Sessionmanagerkeeps
� read-set– setof WIDs for thewritesthatarerelevantto sessionreads
� write-set– setof WIDs for thosewritesperformedin thesession

– Whatto check
Guarantee sessionstate Sessionstate

updatedon checkedon
ReadYourWrites Write Read
MonotonicReads Read Read

WritesFollow Reads Read Write
MonotonicWrites Write Write

– Givenread-set,write-set,and
��� �
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�

�
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, whatcheckdo youdoon readsandwrites?

– Step1: compressread-setandwrite-setto versionvectors
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= latestacceptNumberof any WID by server k in read-set
�
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= latestacceptNumberof any WID by server k in write-set

– Step2: Whatoperationsoneachevent?
� Readyourwrites(ona read)server � 's

�
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mustdominate�
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� Monotonicreads(ona read)server � 's
�
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mustdominate
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�
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� Writesfollow reads(onawrite) server � 's
�
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mustdominate
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� Monotonicwrites(onawrite) server � 's
�
��� �

mustdominate
��� �	���%�
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7 Other questions
� Why is clientconsistency differentfrom server-server consistency

– vis Coda:primaryreplicasv. secondaryreplicas

– readsfollow writes,etcv. causal,etc.

� Compareto p2psystems(evenweaker consistency – why?)
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