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Abstract ports and only transmits new information if it differs by

. ) ) . some numeric threshold (e.gk, 10%) from the cached
This paper introduces a new consistency mehttwork report, and (3Yemporal batching32, 36, 42, 51] com-

Imprecision(NI), to address a central challenge in large- hines multiple updates that arrive near one another in
scale monitoring systems: safeguarding accuracy despiigne into a single message. Each of these techniques can
node and network failures. To implement NI, an over-requce monitoring overheads by an order of magnitude
lay that monitors a set of attributes also monitors its owng, more [30,31,42,53].

state so that queries return not only attribute values but ag important as these techniques are for scalability,
also information about the stability of the overlay—thethey interact badly witmode and networkailures: a

number of nodes whose recent updates may be missingonitoring system that uses any of these techniques risks
and the number of nodes whose inputs may be dOUbl?eporting highly inaccurate results.

counted due to overlay reconfigurations. When NI indi-
cates that the network is stable, query results are guaran- e In a hierarchical monitoring system, the impact

teed to reflect the true state of the systdBut when the
network is unstable, NI puts applications on notice that
query results should not be trusted, allowing them to take
corrective action such as filtering out inconsistent rassult
To scalably implement NI's introspection, our prototype
introduces a key optimization, dual-tree prefix aggrega-
tion, which exploits overlay symmetry to reduce over-
heads by more than an order of magnitude. Evaluation
of three monitoring applications demonstrates that NI
flags inaccurate results while incurring low overheads,
and monitoring applications that use NI to select good
information can improve their accuracy by up to an or-
der of magnitude.

1 Introduction

Scalable system monitoring is a fundamental abstrac-
tion for large-scale networked systems. It enables opera-
tors and end-users to characterize system behavior, from

of failures is made worse by themplification ef-
fect [41]: if a non-leaf node fails, then the entire
subtree rooted at that node can be affected. For ex-
ample, failure of a level-3 node in a degree-8 aggre-
gation tree can interrupt updates from 5%2)(leaf
node sensors.

When a monitoring system uses arithmetic filter-
ing, if a subtree or node is silent over an interval,
the system must distinguish two cases: (a) the sub-
tree or node has sent no updates because the inputs
have not significantly changed from the cached val-
ues or (b) the inputs have significantly changed but
the subtree or node is unable to transmit its report.

Under temporal batching there are windows of time
in which a short disruption can block a large batch
of updates.

identifying normal conditions to detecting unexpected orThese effects can be significant. For example, in an 18-
undesirable events—attacks, configuration mistakes, sdrour interval for a PlanetLab monitoring application, we
curity vulnerabilities, CPU overload, or memory leaks— observed that more than half of all reports differed from
before serious harm is done. Therefore, it is a criticalthe ground truth at the inputs by more than 30%. These
part of infrastructures ranging from network monitor- best effort results are clearly unacceptdiolemany ap-

ing [10,23,30,32,54], financial applications [3], resaurc plications.

scheduling [27, 53], efficient multicast [51], sensor net-

To address these challenges, we introdNetwork

works [25, 27, 53], storage systems [50], and bandwidtimprecision(NI), a new consistency metric suitable for

provisioning [15], that potentially track thousands or-mil large-scale monitoring systems with unreliable nodes or
lions of dynamic attributes (e.g., per-flow or per-objectnetworks. Intuitively, NI represents a “stability flag”
state) spanning thousands of nodes. indicating whether the underlying network is stable or
Three techniques ammportantfor scalability in mon-  not. More specifically, with each query result, NI pro-
itoring systems: (1hierarchical aggregation27,30,51, vides (1) the number of nodes whose recent updates may
53] allows a node to access detailed views of nearby innot be reflected in the current answer, (2) the number of
formation and summary views of global information, (2) nodes whose inputs may be double counted due to over-
arithmetic filtering[30, 31, 36, 42, 56] caches recent re- lay reconfiguration, and (3) the total number of nodes



in the system. A query result with no unreachable or 37 < Vinual Nodes (Intemal Aggregation Points) | 5
double counted nodesgmiaranteedo reflect reality, but f
an answer with many of either indicates a low system 184 15700 L2

confidence in that query result—the network is unstable, f\ T\

hence the result should not be trusted. 700 ney 700 12703

We argue that NI's introspection on overlay state is 3 4\4. zix A\l. AX
the right abstraction for enonitoring systento provide 000 100 010 110 001 101 011 111
to monitoring applications On one hand, traditional Physical Nodes (Leaf Sensors)

data consistency algorithms [56] must block reads Oigure 1: The aggregation tree for key 000 in an eight

updates during partitions to enforce limits on inconsis-p, ;e system. Also shown are the aggregate values for a
tency [19]. However, in distributed monitoring, (1) up- simple SUM() aggregation function.
dates reflect external events that are not under the sys-

tem’s control so cannot be blocked and (2) reads de-

pend on inputs at many nodes, so blocking reads whegontributing to a query result, (2) differentiating betwee
any sensor is unreachable would inflict unacceptable uneorrect and erroneous results based on their NI, or (3)
availability. On the other hand, “reasoning under uncer-correcting distorted results by applying redundancy tech-
tainty” techniques [48] that try to automatically quan- niques and then using NI to automatically select the best
tify the impact of disruptions on individual attributes are results.By using NI metrics to filter out inconsistent re-
expensive because they require per-attribute computaults and automatically select the best of four redundant
tions. Further, these techniques require domain knowlaggregation results, we observe a reduction in the worst-
edge thereby limiting flexibility for multi-attribute mon- case inaccuracy by up to an order of magnitude.

itoring systems [42, 51, 53], or use statistical models This paper makes five contributions. First, we present
which are likely to be ineffective for detecting unusual Network Imprecision, a new consistency metric that
events like network anomalies [26]. Even for applica- characterizes the impact of network instability on query
tions where such application-specific or statistical techresults. Second, we demonstrate how different applica-
niques are appropriate, NI provides a useful signal tellingions can leverage NI to detect distorted results and take
applications when these techniques should be invoked. corrective action. Third, we provide a scalable imple-

NI allows us to construct PRISM (PRecision Inte- mentation of NI for DHT overlays via dual-tree prefix
grated Scalable Monitoring), a new monitoring systemaggregation. Fourth, our evaluation demonstrates that NI
that maximizes scalability via arithmetic filtering, tem- is vital for enabling scalable aggregation: a system that
poral batching, and hierarchy. A key challenge in PRISMignores NI can often silently report arbitrarily incorrect
is implementing NI efficiently. First, because a given results. Finally, we demonstrate how a distributed moni-
failure has different effects on different aggregatioesre toring system can both maximize scalability by combin-
embedded in PRISM’s scalable DHT, the NI reporteding hierarchy, arithmetic filtering, and temporal batching
with an attribute must be specific to that attribute’s tree.and also safeguard accuracy by incorporating NI.
Second, detecting missing updates due to failures, de- N
lays, and reconfigurations requires frequent active prob2 ~ Scalability vs. correctness
ing of paths within a tree. To provide a topology-awareAs discussed in Section 1, large-scale monitoring sys-
implementation of NI that scales to tens of thousandsems face two key challenges to safegimgdesult ac-
of nodes and millions of attributes, PRISM introduces acuracy. First, node failures, network disruptions, and
noveldual-tree prefix aggregatioconstruct that exploits  topology reconfigurations imperil accuracy of monitor-
symmetry in its DHT-based aggregation topology to re-ing results. Second, common scalability techniques—
duce the per-node overhead of trackingtheistinct NI hierarchical aggregation [5, 44,47, 53], arithmetic filter
values relevant te aggregation trees in annode DHT  ing [30, 31, 36, 38,42,51,56], and temporal batching [14,
from O(n) to O(logn) messages per time unit. For a 32,36, 56]—make the problem worse. In particular, al-
10K-node system, dual tree prefix aggregation reducethough each technique significantly enhances scalability,
the per node cost of tracking NI from a prohibitive 1000 each also increases the risk that disruptions will cause the
messages per second to about 7 messages per secondsystem to report incorrect results.

Our NI design separates mechanism from policy and For concreteness, waescribe PRISM’s implementa-
allows applications to use any desired technique to quartion of these techniquesthough the challenges in safe-
tify and minimize the impact of disruptions on system re-guarding accuracy are applicalbdéeany monitoring sys-
ports. For example, in PRISM, monitoring applicationstem that operates under node and network failuk¥e.
use NI to safeguard accuracy by (1) inferring an approxi-compute a SUM aggregate for all the examples in this
mate confidence interval for the number of sensor inputsection.
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Figure 2: Dynamically-constructed aggregation hierar-_. . e -
chies raise two challenges for guaranteeing the accurac gure 3_' Amhmet'? fll_terlng makes it difficult to de-

of reported results: thé&ilure amplification effecand rmine ifa subtree_s silence is because the subtree has
double countingaused by reconfiguration. nothing to report or is unreachable.

. . . o range{Vinin, Vimaz } that contains the true aggregate value
Hierarchical aggregation. Many monitoring systems y,/ia v <y <V
Rl ] mwn = — max-

use hi_erarchical aggregation [47,51] or DHT?based hi- Allowing such arithmetic imprecision enables arith-
erarchical aggregation [5, 39, 44, 53] that defines a Urethetic filtering: a subtree need not transmit an update

spanning all nodes in the system. As Figure 1 iIIustratesunless the update drives taggregatealue outside the

in PRISM, each physical node is a leaf and each SUb'range it last reported to its parent; a parent caches last

tree represents a logical group of nodes; logical group$enorted ranges of its children as soft state. Numerous

can correspond to administrative domains (e.g., deparlyy stoms have found that allowing small amounts of arith-
ment or university) or groups of nodes within a domain

! ) metic imprecision can greatly reduce overheads [30, 31,
(e.g., a 28 IPv4 subnet with14 hosts in the CS depart- 36,42,51,56]

ment) [22,53]. An internal non-leaf node, which we call
avirtual node is emulatgday a physical leaf node of the tering raises a challenge for correctness: if a subtree is
subtree rooted at the virtual node. silent, it is difficult for the system to distinguish between
PRISM leverages DHTSs [44, 46, 49] to construct a for-yyo cases. Either the subtree has sent no updates be-
est of aggregation trees and maps different attributes tgayse the inputs have not significantly changed from the
different trees for scalability. DHT systems assign a longcached values or the inputs have significantly changed

(e.g., 160 bits), random ID to each node and define gt the subtree is unable to transmit its report.
routing algorithm to send a request for IXo a node

root; such that the union of paths from all nodes forms
a treeDHTtreg rooted at the nodmot;. By aggregating

Unfortunately, as Figure 3 illustrates, arithmetic fil-

Temporal Imprecision (TI). Temporal imprecision bou-

nds the delay from when an event occurs until it is re-

an attribute with IDi = hash(attribute) along the aggrega- ported. In PRlSM’ each attribute has a Tl guarantee, and
to meet this bound the system must ensure that updates

tion tree corresponding tDHTtreg, different attributes ) .
are load balanced across different trees. This apprOt,icrﬁropagate from the leaves to the root in the allotted time.
As Figure 4 illustrates, Tl allows PRISM to use tem-

can provide aggregation that scales to large numbers of .
nodes and attributes [5, 44, 47, 53]. poral batching: a set of updates at a leaf sensor are con-

Unfortunately, as Figure 2 illustrates, hierarchical a _densed into a periodic report or a set of updates that ar-
Y, 9 ’ 9 rive at an internal node over a time interval are combined

gregation imperils correctness in two ways. First, afa'l'before being sent further up the tree. Note that arith-

ure of a single node or network path can preventupdates " .. . "~ . .
. . metic filtering and temporal batching are complemen-
from a large collection of leaves from reaching the root

amplifying the effect of the failure [41]. Second, node tary: a bat_ched update, need_ only be sentif the combined
. . : .~ update drive a subtree’s attribute value out of the range
and network failures can trigger DHT reconfigurations

. reviously reported up the tree.
that move a subtree from one attachment point to anotheP, yrep P

causing the subtree’s inputs to be double counted by the of course, an attribute's TI guarantee can only be en-
. . . : Sured if there is good pathfrom eachleaf to the root.
aggregation function for some period of time.

A good path is a path whose processing and propagation
Arithmetic Imprecision (Al). Arithmetic imprecision times fall within some pre-specified delay budget. Un-
deterministically bounds the difference between the refortunately, failuresoverload, or network congestiean
ported aggregate value and the true value. In PRISMc¢ause a path to no longer be good and prevent the system
each aggregation function reports a bounded numericdtom meeting its Tl guarantees. Furthermore, when a



earizability [24] are not appropriate for large-scale moni
toring systems. To enforce limits on inconsistency, tradi-
tional consistency algorithms must block reads or writes
during partitions [19]. However, in large-scale monitor-
ing systems (1) updates cannot be blocked because they
reflect external events that are not under the system'’s
control and (2) reads depend on inputs at many nodes,
g so blocking reads when any sensor is unreachable will
(B periotc Uit G Iti table availabilit

p result in unacceptable availability.

We therefore cast NI as a monitoring system’s intro-
spection on its own stability. Rather than attempéitn
force limits on the inconsistency adata items a mon-
itoring overlay uses introspection on its current state to
produce an NI value th@xposeshe extent to whiclsys-

) ) tem disruptionsnay affect results.
Figure 4: Temporal batching allows leaf sensors to con- |, its simplest form, NI could be provided as a simple

dense a series of updates into a periodic report and akyapjjity flag. If the system is stable (all nodes are up,

lows internal nodes to combine updates from differenty neqwork paths are available, and all updates are prop-

subtrees before transmitting them further. agating within the delays specified by the system’s tem-
poral imprecision guarantees), then an application knows

system batches a large group of updates together, a shaHat it can trust the monitoring system’s outputs. Con-

network or node failure can cause a large error. For exversely, if the monitoring system detects that any of these

ample, suppose a system is enforcing TI=60s for an ateonditions is violated, it could simply flag its outputs as

tribute, and suppose that an aggregation node near thgispect, warning applications that some sensors’ updates

root has collected 59 seconds worth of updates from itsnay not be reflected in the current outputs.

descendents but then loses its connection to the root for a Since large systems may seldom be completely sta-

few seconds. That short disruption can cause the systemle and in order to allow different applications sufficient

to violate its Tl guarantees for a large number of updatesflexibility to handle system disruptions, instead of an all-

] o or-nothing stability flag, our implementation of the NI
3 NI Abstraction and Application abstraction quantifies the scope of system disruptions. In

To cope with the sources of error just described, we inParticular, we provide three metricsVa;, Nreachabie
troduce a new consistency metric, Network Imprecisiona“deup-

(NI), that addresses the needs of large-scale monitoring N,
systems in environments where networks or nodes can

1 estimates the number of nodes in the system.

fail. e N.cachable IS @ lower bound on the number of nodes

This section defines NI and argues that it is the right whoserecentinput values are guaranteed to be re-
abstraction for anonitoring systento provide tomoni- flected in the query result. Recency is defined by
toring applications The discussions in this section as- the Tl guarantees the system provides for the at-

sume that NI is provided by an oracle. Section 4 de-  tribute. For example, if the Tl is 60 seconds, then
scribes how to compute the NI metrics accurately and ~ Naii — Nycachabie 1S the number of inputs whose
efficiently. values may be stale by more than 60 seconds.

3.1 NI metrics e Ngup provides an upper bound on the number of
nodes whose input contribution to an aggregate may
be repeated. Repeated inputs can occur when a topol-
ogy reconfiguration causes a leaf node or a subtree
to switch to a new parent while its old parent re-
tains the node’s or subtree’s input as soft state until

a timeout.

The definition of NI is driven by four fundamental prop-
erties of large-scale monitoring systems. First, updates
reflect real-world events that are outside of the system’s
control. Second, updates can occur at large numbers of
sensor nodes. Third, systems may support monitoring
of large numbers of attributes. Fourth, different applica-
tions are affected by and may react to missing updates ifhese three metrics characterize the consistency of a query
different ways. result. If Nyeachapie = Naui @nd Ny, = 0, then query

The first two properties suggest that traditional dataresults areguaranteedto meet the Al and Tl bounds
consistency algorithms that enforce guarantees like tausspecified by the system. W,.qchapie 1S ClOSE tON,y;
consistency [33] or sequential consistency [34] or lin-and N, is low, the results reflect most inputs and are
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Figure 5: The evolution oN,cachabie, Nau, aNdNg,, during failures and reconfigurations. The values in thearent
of each circle illustrate an example SUM aggregate. Theocatthars show the virtual nodes corresponding to a given
physical leaf node.

likely to be useful for many applications. Conversely, in Figure 5(a). For simplicity, we compute a SUM ag-
query answers with high values 6f,;; — Ncachabie OF gregate under an Al filtering budget of zero (i.e., update
Naqup suggest that the network is unstable and the resultpropagation is suppressed if the value of an attribute has
should not be trusted. not changed), and we assume a TI guaranteéElpf,,;;

Mechanism vs. policy. This formulation of NI explic- = 30 seconds (i.e., the system promises a maximum stal-
ity separates the mechanism for network introspectioreness of 30 seconds). Finally, to avoid spurious garbage
of a monitoring system from application-specific policy collection/reconstruction of per-attribute state, thdem
for detecting and minimizing the effects of failures, de- lying DHT reconfigures its topology if a path is down for
lays, or reconfigurations on query results. Although it is@ long timeout (e.g., a few minutes), and internal nodes
appealing to imagine a system that not only reports how &ache inputs from their children as soft state for slightly
disruption affects the overlay but also how the disruptionlonger than that amount of time.
affects each monitored attribute, we believe that NI pro- Initially, (a) the system is stable; the root reports the
vides the right division of labor between the monitoring correct aggregate value of 25 Wit = Nreachabie =
system and monitoring applications for three reasons. 5 andNa., = O indicatingthat all nodes’ recent inputs
First, the impact of omitted or duplicated updates isare reflected in the aggregate result with no duplication.
highly application-dependent, depending on the aggrega- Then, (b) the input value changes from 7 to 6 at a leaf
tion function (e.g., some aggregation functions are insenfode, but before sending that update, the node gets dis-
sitive to duplicates [12]), the variability of the sensor in connected from its parent. Because of soft state caching,
puts (e.g., when inputs change slowly, using a cached ughe failed node’s old input s still reflected in the SUM ag-
date for longer than desired may have a modest impactgregate, but recent changes at that sensor are not; the root
the nature of the application (e.g., an application that atfeports 25 but the correct answer is 24. As (b) shows, NI
tempts to detect unusual events like network anomalie§€xposes this inconsistency to the application by chang-
may reap little value from using statistical techniques foring Nycachable t0 4 within T';;,;; = 30 seconds of the
estimating the state of unreachable sensors), and appllisruption, indicating that the reported result is based on
cation requirements (e.g., some applications may valugtale information from at most one node.
availability over correctness and live with best effort an- Next, we show how NI exposes the failure amplifi-
swers while others may prefer not to act when the accucation effect. In (c), a single node failure disconnects
racy of information is suspect). the entire subtree rooted at that node. NI reveals this
Second, even if it were possible to always estimate thénajor disruption by reducing’;.cqchasie to 2 since only
impact of disruptions on applications, hard-wiring the two leavesretain a good path to the root. The root still
system to do such per-attribute work would impose sig-reports 25 but the correct answer (i.e., what an oracle
nificant overheads compared to monitoring the status ofvould compute using the live sensors’ values as inputs)
the overlay. is 18. Since only 2 of 5 nodes are reachable, this report
Third, as we discuss in Section 3.3, there are a broatb suspect. The application can either discard it or take
range of techniques that applications can use to cope withorrective actions such as those discussed in Section 3.3.
disruptions, and our definition of NI allows each applica- NI also exposes the effects of overlay reconfiguration.

tion to select the most appropriate technique. After a timeout, (d) the affectddavesswitch to new par-

ents; NI exposes this change by increasMgachapie tO
3.2 Example 4. But since the nodes’ old values may still be cached,
Here, we illustrate how NI's three metrics characterize N4, increases to 2 indicating that two nodes’ inputs are
system state using a simple example. double counted in the root's answer of 34.

Consider the aggregation tree across 5 physical nodes Finally, NI reveals when the system has restabilized.



In (e), the system again reaches a stable state—the sdcts a specific attribute by computi®g,, or Vs¢qi. for
state expiresiNg,, falls to zero,N,;; becomes equal to that attribute.Vy,,, is the aggregate function applied to
N.cachabie 0f 4, and the root reports the correct aggregateall inputs that indicate that they may also be counted in

value of 18. another subtree; for example in Figure 5(#),,, is 9
. from the two nodes on the left that have taken new par-
3.3 Using NI ents before they are certain that their old parent’s soft

As noted above, NI explicitly separates the problem ofstate has been reclaimed. Similaf¥,.,. is the aggre-
characterizing the state of the monitoring system fromgate function applied across cached values from unreach-
the problem of assessing how disruptions affect appli@ble children; in Figure 5(c¥s:ac is 16, indicating that
cations. The NI abstraction is nonetheless powerful—itl6/25 of the sum value comes from nodes that are cur-
supports a broad range of techniques for coping with netrently unreachable.

work and node disruptions. We first describe four stan- Since per-attributé/;,,, and V.. provide more in-
dard techniques we have implemented: (1) flag inconformation than the NI metrics, which merely characterize
sistent answers, (2) choose the best of several answeitbie state of the topology without reference to the aggre-
(3) on-demand reaggregation when inconsistency is highgation functions or their values, it is natural to ask: Why
and (4) probing to determine the numerical contributionnot always providé/;,,, andVq;. and dispense with the

of duplicate or stale inputs. We then briefly sketch otherNI metrics entirely? As we will show in Section 4, the
ways applications can use NI. NI metrics can be computed efficiently. Conversely, the
attribute-specifid/g,,,, and Vs, metrics must be com-

Filtering or flagging inconsistent answers. PRISM’s : s ) .
first standard technique is to manage the trade-off pePuted and actively maintained on a per-attribute basis,
making them too expensive for monitoring a large num-

tween consistency and availability [19] by sacrificing ava- ; ) )
ilability: applications report an exception rather than re ber of attributes. Given the range of techniques that can

turning an answer when the fraction of unreachable of12ke use of the much cheaper NI metrics, PRISM pro-

duplicate inputs exceeds a threshold. Alternatively, apYides NI as a general mechanism but allows applications

plications can maximize availability by always returning that require (an_d are W|I_I|ng to pay for) the more detailed
an answer based on the best available information butdur @1dVstare information to do so.

flagging that answer’s quality as high, medium, or low Other techniques. For other monitoring applications, it
depending on the number of unreachable or duplicatedhay be useful to apply other domain-specific or applica-
inputs. tion-specific techniques. Examples include

Redundant aggregation. PRISM can aggregate an at-

tribute usingk different keys so that one of the keys is ® Duplicate-insensitive aggregationSome applica-
likely to find a route around the disruption. Since each  tions can be designed with duplicate-insensitive ag-
key is aggregated using a different tree, each has a dif- gregation functions where nodes can transmit copies
ferent NI associated with it, and the application chooses ~ ©f aggregate values along different paths to guard
the result associated with the key that has the best NI. In ~ againstfailures without affecting the final result. E.g.,

Section 6, we show that using a small value:qk = 4) MAXis inherently duplicate-insensitive [36], and
reduces the worst-case inaccuracy by nearly a factor of ~ duplicate-insensitive approximations of some other
five. functions exist [12, 37,41].

On-demand reaggregation. Given a signal that cur-
rent results may be affected by significant disruptions,
PRISM allows applications to trigger a full on-demand
reaggregation to gather current reports (without Al cach-
ing or Tl buffering) from all available inputs. In partic-
ular, if an application receives an answer with unaccept-
ably high fraction of unreachable or duplicated inputs, it
issues a probe to force all nodes in the aggregationtree to
discard their cached data for the attribute and to recom-
pute the result using the current value at all reachable leaf

e Increasing reported TI.Short bursts of reduced
N eachable Mean that an aggregated value may not
reflect some recent updates. Rather than report a re-
sult with low TI staleness but a high NI, the system
can report a result with a low NI but an explicitly
increased Tl staleness bound.

Statistical Data Analysis.Some applications can
combine application-level redundancy and statisti-
cal inference to estimate missing values, as well

Inputs. as estimating the process parameters for the model
Determine Vi, Of Viiare. WhenNgy,, of Noji— Nycachable generating those values. E.g., Bayesian infer-
is high, an application knows that many inputs may be ence [48] has been used in a one-level tree to es-
double counted or stale. An application can gain addi- timate missing sensor inputs and model parameters

tional information about how the network disruption af- in an environmental sensor network.



These examples are illustrative but not comprehensivestaleness bound; we will discuss what happens for at-
Armed with information about the likely quality of a given tributes with Tl bounds larger thahI,,;,, momentarily.
answer, applications can take a wide range of approaches Nodes computéV,.cqchabie IN tWO Steps:

to protect themselves from disruptions. ) )
1. Basic aggregation PRISM creates a SUM aggre-

4 Computing NI metrics gate and each leaf inserts local value of 1. The root

. . . . of the tree then gets a count of all nodes.
The three NI metrics are simple, and implementing them

initially seems straightforwardV e, Nyeachabie, aNdNgyup, 2. Aggressive pruning Nycachabie Must immediately
are each conceptually aggregates of counts across nodes, change if the connection to a subtree is no longer
which appear to be easy to compute using PRISM’s stan-  a good path. Therefore, each internal node periodi-
dard aggregation features. However, this simple picture  cally probes each of its children. If a chitds not

is complicated by two requirements on our solution: responsive, the node removes the subtigeontri-
bution from theN,.cqchabie @ggregate and immedi-
1. Correctness despite reconfiguratiof®RISM must ately sends the new value up towards the root of the

cope with reconfiguration of dynamically constructed  N,...cnabic @ggregation tree.

aggregation trees while still guaranteeing the invari-

ants that (a) query results reflect current (to the lim-  To ensure thaV,.cqchanie is @ lower bound on the num-
its of each attribute’s Tl bounds) inputs fratleast ~ ber of nodes whose inputs meet their TI bounds, PRISM
N, eachabe NOdes and (b) query results reflattnost ~ Processes these probes using the same datairpéitie

Ny, duplicate inputs due to topology reconfigura- treeas the standard aggregation processing: a child sends
tions. a probe reply only after sending all queued aggregate up-

dates and the parent processes the reply only after pro-
2. Scalability. PRISM must scale to large numbers of cessing all previougggregataipdates. As a result, if
nodes despite (a) the need for active probing to meareliable, FIFO network channels are used, then our al-
sure liveness between each parent-child pair and (byorithm introduces no false negatives: if probes are pro-
the need to compute distinct NI values for each ofcessed within their timeouts, then so are adigregate
the distinct aggregation trees in the underlying DHT updates. Note that our prototype uses FreePastry [46],
forest. Naive implementations of NI would incur which sends updates via unreliable channels, and our
excessive monitoring overhead as we show in Secexperiments in Section 6 do detect a small number of
tion 4.3. false negatives where a responsive node is counted as
reachable even though some recent updates were lost by
In the rest of this section, we first provide a simple al-the network. We also expect few false positives: since
gorithm for computingV,;; and N;.c.crabie fOr a single,  probes and updates travel the same path, something that
static tree. Then, in Section 4.2, we explain how PRISMdelays processing of probes will likely also affect at least
computesVy,,, to account for dynamically changing ag- some other attributes.

gregation topologies. Later, in Section 4.3 we describesypporting temporal batching. If an attribute’s TI bou-
how to scale the approach to a large number of distinchq is relaxed ' I > T1,nin, PRISM uses the extra
trees constructed by PRISM’s DHT framework. time T 1oy — T1min to batch updates and reduce load.
. . To implement temporal batching, PRISM defines a nar-

4.1 Single tree, static topology row window of time during which a node must propa-
This section considers calculating,; and N,cachavie  gate updates to its parer(@ssume clocks with bounded
for a single, static-topology aggregation tree. drift but not synchronizedyletails appear in an extended

Ny is simply a count of all nodes in the system, which technical report [31]. However, an attribute’s subtreé tha
serves as a baseline for evaluatiNig.qchabie aNANgyp. was unreachable over the 1d3t,;,, could have been un-
N,y is easily computed using PRISM’s aggregation ab-lucky and missed its window even though it is currently
straction. Each leaf node inserts 1 to thig; aggregate, reachable.
which has SUM as its aggregation function. To avoid having to calculate a multitude &%..qchabie

Nyeachable TOr @ subtree is a count of the number of values for different TI bounds, PRISM modifies its tem-
leaves that have good pathto the root of the subtree, poral batching protocol to ensure that each attribute’s
where a good path is a path whose processing and nepromised Tl bound is met for all nodes counted as reach-
work propagation times currently fall within the system’s able. In particular, when a node receives updates from
smallest supported Tl boudr,,,;,,. The differencéeV,; a child marked unreachable, it knows those updates may
— Nyeachable thus represents the number of nodes whosée late and may have missed their propagation window.
inputs may fail to meet the system’s tightest supportedt therefore marks such updates as NODELAY. When
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4.2 Dynamic topology Figure 6: The failure of a physical node has different

Each virtual node in PRISM caches state from its chil-effects on different aggregations depending on which

dren so that when a new input from one child arrives,irtual nodes are mapped to the failed physical node.
it can use local information to compute new values to 1€ numbers next to virtual nodes show the value of

pass up. This information is soft state—a parent dis-Vreachatie fOr €ach subtree after the failure of physical
cards it if a child is unreachable for a long tirsémilar node 001, which acts as a leaf for one tree but as a level-2
to IGMP [28]. subtree root for another.

As a result, when a subtree chooses a new parent, that )
subtree’s inputs may still be stored by a former parent.3  Scaling to large systems
and thus may be counted multiple times in the aggregat€jing NI is a challenge. To scale attribute monitor-
as shown in Figure 5(d)Na., exposes this inaccuracy jnq g a large number of nodes and attributes, PRISM
by bounding the number of leaves whose inputs might b&,q gty cts a forest of trees using an underlying DHT and
included multiple times in the aggregate query result. o ses different aggregation trees for different atteis
The basic aggregation function fdf,.;, is simple: if  [5 39, 44, 53]. As Figure 6 illustrates, a failure affects
a subtree root spanniideavesswitches to a new parent, (jferent trees differently. The figure showso aggre-
that subtree root inserts the vallimto the Nq., aggre-  gation trees corresponding to keys 000 and 111 for a
gate, which has SUM as its aggregation function. Laterg.node system. In this system, the failure of the physical
when sufficient time has elapsed to ensure that the nodeggde with key 001 removes only a leaf node from the tree
old parent has removed its soft state, the node updates it 1 put disconnects a 2-level subtree from the tree 000.
input for theNa..,, aggregate to 0. Therefore, quantifying the effect of failures requires cal
Our Ng.;, implementation must deal with two issues. culating the NI metrics for each of thedistinct trees in
ann-node system. Making matters worse, as Section 4.1
1. First, for correctness, we ensure tfat,, bounds explained, maintaining the NI metrics requires frequent
the number of nodes whose inputs are double countégtive probing along each edge in each tree.
despite failures and network delays. We ensure this As a result of these factors, the straightforward algo-
invariant by constructing a hierarchy of leases on arithm for maintaining NI metrics separately for each tree
node’s right to cache its descendent’s soft state sucks not tenable: the DHT forest af degreed aggregation
that the leases granted by a node to its parents angees withn physical nodes and each tree havf{{gl/%l

always shorter than the leases the node holds fro”édges(l > 1), hasO(n?) edges that must be monitored;

any child whose inputs are reflected in the aggre-s,ch monitoring would requir®(n) messages per node

gates maintained by the node. per probe interval. To put this overhead in perspective,
consider aa=1024-node system witl=16-ary trees (i.e.,

2. Second, for good performance, we minimize the SCOR®HT with 4-bit correction per hop) and a probe interval
of disruptions when a tree reconfigures useagly ~ ; = 10s. The straightforward algorithm then has each
expiration a node at level of the tree discards the node Sending rough|y 100 probes per second. As the
state of an unresponsive subtreeafLevels - i)  system grows, the situation deteriorates rapidly—a 16K-
* teariy before its lease expires. Early expiration node system requires each node to send roughly 1600
thereby minimizes the scope of a reconfigurationprobes per second.
by ensuring that the parent of a failed subtree dis- oy solution, described below, reduces active monitor-
connects that subtree before any higher ancestor iﬁ]g work to@(dbﬂ) probes per node per secorihe
forced to disconnect a larger subtree. 1024-node system in the example would require each

node to send about 5 probes per second; the 16K-node
We provide further details on these aspects of the implesystem would require each node to send about 7 probes
mentation in an extended technical report [31]. per second.



vice, (2) a distributed monitoring service for Internet-
scale systems, and (3) a distribution detection service for
monitoring distributed-denial-of-service (DDoS) attack
at the source-side in large-scale systems.

00001000 000 1100 0010 1010 0110 1110 0001 1001 0101 1101 0011 1011 011 Distributed Heavy Hitter detection (DHH). Our first
application is identifying heavy hitters in a distributed
Figure 7: Plaxton tree topology is an approximate but-system—for example, the 10 IPs that account tfue
terfly network. Virtual node 00* in a 16-node network mostincoming traffic in the last 10 minutes [15,30]. The
uses the dual tree prefix aggregation abstraction to agey challenge for this distributed query is scalability for
gregate values from a tree below it (solid bold lines) andaggregating per-flow statistics for tens of thousands to
distribute the results up a tree above it (dotted bold lines)millions of concurrent flows in real-time. For example, a
subset of the Abilene [1] traces used in our experiments
Dual tree prefix aggregation. To make it practical to include 260 thousand flows that send ab&uitmillion
maintain the NI values, we take advantage of the underupdates in an hour.
lying structure of our Plaxton-tree-based DHT [44] to  To scalably compute the global heavy hitters list, we
reuse common sub-calculations across different aggrezhain two aggregations where the results from the first
gation trees using a novelual tree prefix aggregation feed into the second. First, PRISM calculates the to-
abstraction. tal incoming traffic for each destination address from alll
As Figure 7 illustrates, this DHT construction forms nodes in the system using SUM as the aggregation func-
an approximate butterfly network. For a degretee, tion and hash(HH-Stepl, destIP) as the key. For exam-
the virtual node at levelhas an id that matches the keys ple, tuple (H = hash(HH-Step1, 128.82.121.7), 700 KB)
that it routes ini x log d bits. It is the root of exactly one at the root of the aggregation tr&g indicates that a total
tree, and its children are approximatelyirtual nodes  of 700 KB of data was received for 128.82.121.7 across
that match keys irfi — 1) * log d bits. It hasd parents, all vantage points during the last time window. In the sec-
each of which matches different subsets of key&ii  ond step, we feed these aggregated total bandwidths for
1) * log d bits. But notice that for each of these parents,each destination IP into a SELECT-TOP-10 aggregation
this tree aggregates inputs frahe same subtrees. function with key hash(HH-Step2, TOP-10) to identify
Whereas the standard aggregation abstraction computeg TOP-10 heavy hitters among all flows.
a function across a set of subtrees and propagates it to PRISM is the first monitoring system that we are aware
one parent, alual tree prefix aggregationomputes an  of to combine a scalable DHT-based hierarchy, arithmetic
aggregation function across a set of subtrees and propéittering, and temporal batching, and this combination
gates it toall parents As Figure 7 illustrates, each node dramatically enhances PRISM'’s ability to support this
in a dual tree prefix aggregation is the root of two treesitype of demanding application. To evaluate this appli-
anaggregation treoelow that computes an aggregation cation, we use multiple netflow traces obtained from the
function acrossiodes in a subtregnd adistribution tree  Abilene [1] backbone network where each router logged
above that propagates the result of this computation tger-flow data every 5 minutes, and we replay this trace by
a collection of enclosing aggregates that depend on thisplitting it across 400 nodes mapped to 100 Emulab [52]
subtree for input. machines. Each node runs PRISM, and DHH application
For example in Figure 7, consider the level 2 virtual tracks the top 100 flows in terms of bytes received over a
node 00* mapped to node 0000. This nod¥s.qcratie 30 second moving window shifted every 10 seconds.
count of 4 represents the total number of leaves included Figure 8(a) shows the precision-performance results as
in that virtual node’s subtree. This node aggregates thishe Al budget is varied from 0% (i.e., suppress an up-
single N.eachable COUNt from its descendants and propa-date if no value changes) to 20% of the maximum flow’s
gates this value to both of its level-3 parents, 0000 andylobal traffic volume and as Tl is varied from 10 seconds
0010. For simplicity, the figure shows a binary tree; byto 5 minutes. We observe that Al of 10% reduces load
default PRISM corrects 4 bits per hop, so each subtree iBy an order of magnitude compared to Al of O for a fixed
common to 16 parents. Tl of 10 seconds, by (a) culling updates for large num-
.. bers of “mice” flows whose total bandwidth is less than
5 Case-study applications this value and (b) filtering small changes in the remain-
We have developed a prototype of the PRISM monitor-ing elephant flows. Similarly, TI of 5 minutes reduces
ing system on top of FreePastry [46]. To guide the sysdoad by about 80% compared to Tl of 10 seconds. For
tem development and to drive the performance evaluabHH application, Al filtering is more effective than TI
tion, we have also built three case-study applications usbatching for reducing load because of the large fraction
ing PRISM: (1) a distributed heavy hitter detection ser-of mice flows in the Abilene trace.
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Figure 8: Load vs. Al and Tl for (a) DHH, (b) PrMon, and (c) DDd8tection. Al and TI significantly reduce the
monitoring load for the three applications; y-axis is on @ $oale.

PrMon. The second case-study application is PrMon,vides highly time-responsive and accurate monitoring with
a distributed monitoring service that is representative ofTl of 10 seconds and Al of 1%.

monitoring Internet-scale systems such as PlanetLab [43}) 5 | qatectionat the source The final monitoring ap-

and Gr.id systems that provide platforms_ for develloping, lication is DDoS detection to keep track of which nodes
deploying, and hosting global-scale services. Formstantgre receiving a large number of traffic (bytes, packets)

to manage a wide array of user services running on th‘ferom PlanetLab. This application is important to pre-

P_IanetLab testbed, SYSte”." adm|n|strat9rs negd a gIOb%nt PlanetLab from being used maliciously or inadver-
view of the system to identify problematic services (e'g"tently to launch DDoS traffic (which has, indeed, oc-

any slice consuming more than, say, 1OGB_Of MEMONYerred in the past [2]). For input, we collect a trace
across all nodes on Wh'Ch I IS running.) Slml_larly, USEISyt traffic statistics—number of packets sent, number of
require system state_lnformatlon toiqueryforllghtly—lead ytes sent, network protocol, source and destination IP
ed nodes for deploying new experiments or to track an ddresses, and source and destination ports—every 15

limit the global resource consumption of their running seconds for four hours using Netfilter’s connection track-
experiments. ing interfacd proc/ net/i p_conntrack forall slices

To provide such information in a scalable way and infrom 120 PlanetLab nodes. Each node’s traffic statis-
real-time, PRISM computes the per-slice aggregates fotics are fed into PRISM to compute the aggregate traffic
each resource attribute (e.g., CPU, MEM, etc.) along dif-sent to each destination IP across all nodes. Each des-
ferent aggregation trees. This aggregate usage of eadination’s aggregate value is fed, in turn, to a SELECT-
slice across all PlanetLab nodes for a given resource aiFOP-100 aggregation function to compute a top-100 list
tribute (e.g., CPU) is then inputto a per-resource SELECTf destination IP addresses that receive the highest aggre-
TOP-100 aggregate (e.g., SELECT-TOP-100, CPU) tayate traffic (bytes, packets) at two time granularities: (1)
compute the list of top-100 slices in terms of consump-a 1 minute sliding window shifted every 15 seconds and
tion of the resource. (2) a 15 minute sliding window shifted every minute.

Figure 8(c) shows running the application on 120 PRI-
SM nodes mapped to 30 department machines. The Al
hudget is varied from 0% to 20% of the maximum flow’s

We evaluate PrMon using a CoTop [11] trace from 200
PlanetLab [43] nodes at 1-second intervals for 1 hour

The CoTop data provide the per-slice resource usage (e'%lbbal traffic volume (bytes, packets) at both the 1 minute

CPU, MEM, etc) for all slices running on a node. Using , . . . .
. and 15 minutes time windows, and Tl is varied from 15
these logs as sensor input, we run PrMon on 200 servers .
. . seconds to 5 minutes. We observe that Al of 1% reduces
mapped to 50 Emulab machines. Figure 8(b) shows th

o o
combined effect of Al and Tl in reducing PrMon’s load Toad by 30x compared to Al of 0% by filtering most flows

S : that sendittle traffic. Overall, Al and Tl reduce load by
for monitoring global resource usage per slice. We ob-

serve Al of 1% reduces load 80x compared to Al of up to100x and 8x, respectivelfpr this application.
0 for fixed Tl of 10 seconds. Likewise, compared to . .
Tl of 10 secondsnd Al of Q Tl of 5 minutes reduces 6 Experimental Evaluation

overhead per node by 20x. A key benefit of PRISM’s As illustrated above, our initial experience with PRISM
tunable precision is the ability to support new, highly- is encouraging: PRISM'’s load-balanced DHT-based hi-
responsive monitoring applications: for approximately erarchical aggregation, arithmetic filtering, and tempo-
the same bandwidth cost as retrieving node state evemal batching provide excellent scalability and enable de-
5 minutes (T1 = 5 minutes, no Al filtering), PRISM pro- manding new monitoring applications. However, as dis-
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Figure 9: NI metrics under system churn: (a) single nodeifaiat 70 seconds for 108 Emulab nodes, (b) periodic
failures for 108 Emulab nodes, and (c) 85 PlanetLab noddsmnaitsynthetic failures.

c_ussed in Section 2, this scala_bilit_y_ comes ata pric_e: _the 175 Fp Unreachabie) —— | ° FN (Unreachable) ——
risk that query results depart significantly from reality in igg FP (Duplicate) —=— 1, PN (Duplicate) —=—
the presence of failures. § 100 3
This section therefore focuses on a simple question:g s 2
can NI safeguard accuracy in monitoring systems that® zg 1
use hierarchy, arithmetic filtering, or temporal batching o D L, l
for scalability? We first investigate PRISM’s ability to e+ 2 3 4 0 1 2 3 4
. . . Time (hours) Time (hours)
use NI to qualify the consistency guarantees promised @) (b)

by Al and TI, then explore the consistency/availability
trade-offs that NI exposes, and finally quantify the over-Figure 10: Validation of NI metrics: NI has (a) few false
head in computing the NI metrics. Overall, our evalua-positives and (b) almost zero false negatives.

tion shows that NI enables PRISM to be an effective sub-

strate for accurate scalable monitoring: the NI metricsjronments to stress test the systeRigure 9(c) shows
characterize system state and reduce measurement inas NI reflects network state for a 85-node PrMon ex-
curacy while incurring low communication overheads. periment on PlanetLab for an 18-hour jurodes were
6.1 E ina di fi randomly picked from 248 Internet2 nodésr some of

) Xposing disruption the following experiments we focus on NI's effectiveness
In this section, we illustrate how PRISM uses NI to ex- during periods of instability by running experiments on
pose overlay disruptions that could significantly affectPlanetLab nodes. Because these nodes show heavy load,
monitoring applications. unexpected delays, and relatively frequent reboots (espe-

We first illustrate how NI metrics reflect network state cially prior to deadlines!), we expect these nodes to ex-
in two controlled experiments in which we run 108 PRISMibit more NI than a typical environment, which makes
nodes on Emulab. In Figure 9(a) we kill a single nodethem a convenient stress test of our system.
70 seconds into the run, which disconnects 24 additional Our implementation of NI is conservative: we are will-
nodes from the aggregation tree being examined. Withinng to accept some false positives (when NI reports that
seconds, this failure caus@g....nqnie t0 fall to 83, in-  inputs are stale or duplicated when they are not, as dis-
dicating that any result calculated in this interval might cussed in Section 4.1), but we want to minimize false
only include the most recent values from 83 nodes. Pasaegatives (when NI fails to warn an application of du-
try detects this failure quickly in this case and reconfig-plicate or stale inputs). Figure 10 shows the results for
ures, causing the disconnected nodes to rejoin the tree at 96node Emulab setup under a network path failure
a new location. These nodes contribute 24\ig,, un-  model [13]; we use failure probability, MTTF, and MTTR
til they are certain that their former parent is no longerof 0.1, 3.2 hours, and 10 minutes. We contrive an “ap-
caching their inputs as soft state. The glitch g, pend” aggregation in each of the 96 distinct trees: each
occurs because the disconnected children rejoin the systode periodically feeds a (node, timestamp) tuple and in-
tem slightly more quickly than their prior ancestor de- ternal nodes append the children inputs together. At each
tects their departure. Figure 9(b) traces the evolution ofoot, we compare the aggregate value against NI to de-
the NI metrics as we Kill one of the 108 original nodes tect any false positive (FP) or false negative (FN) reports
every 10 minutes over a 4 hour run, and similar behav{or (1) N4, count duplicates and (2) dips iN,.cachabie
iors are evidentwe use higher churn than typical en- count nodes whose reported values are not within Tl of
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Figure 11: (a) and (b) show the CDFs of result accuracy witwens filtered for different NI thresholds ahd- 1 for
PrMon on (a) Planetlab and (b) Emulab. (c) Shows the avéitlabf results on Planetlab by showing the CDF of NI
values fork duplicate keys.

their current values. Filtering. One technique is to trade availability for ac-
Figure 10 indicates that NI accurately characterizesuracy by filtering results during periods of instability.
how churn affects aggregation. Across 300 minutes andhe lines (NI< 2%, z =5, 10, 50, 75, and 90) of Fig-
96 trees, we observe fewer than 100 false positive reure 11(a) and (b) show how rejecting results with high
ports, most of them small in magnitude. The high FPNI improves accuracy. For example, for the high-churn
near 60 minutes is due to a root failure triggering a largePlanetLab environment, when Nt 5%, 80% answers
reconfiguration and was validated using logs. We ob-have less than 20% deviation from the true value. For
serve zero false negative reports for unreachability andhe Emulab experiment, 95% answers have less than 20%
three false negative reports for duplication; the largestleviation using Nk 5% filtering.
error was underreporting the number of duplicate nodes Filtering answers during periods of high churn exposes
by three. Overall, we observe a FP rate less than 0.3% fundamental consistency versus availability trade&f.[1

and a FN rate less than 0.01%. Applications must decide whether it is better to silently
) ) . . give a potentially inaccurate answer or explicitly indeat
6.2 Coping with disruption when it cannot provide a good answer. For example, the

We now examine how applications use NI to improve/ = 1 linein Figure 11(c) shows the CDF of the fraction
their accuracy by compensating for churn. Our basic apof time for which Nl is at or below a specified value for
proach is to compare results of NI-oblivious aggregationthe PlanetLab run. For half of the reports, NB0% and
and aggregation with NI-based compensation with an orfor 20% of the reports, Ni- 80% reflecting high system
acle that has access to the inputs at all leaves; we simulat@stability. Note that the PlanetLab environment is in-
the oracle via off-line processing of input logs. We run tended to illustrate PRISM’s behavior during intervals of
a 1 hour trace-based PrMon experiment on 94 PlanetLaBigh churn. Since accuracy is maximized when answers
nodes or 108 Emulab nodes for a collection of attributegeflect complete and current information, systems with
calculated using a SUM aggregate with Al = 0 and TI fewer disruptions (e.g., Emulab) are expected to show
= 60 seconds. For Emulab, we use the synthetic failurdiigher result accuracy compared to PlanetLab and we ob-
model described for Fig 10. Note that to keep the dis-Serve this behavior for Emulab where the curves in Fig-

cussion simple, we condense NI to a single parametete 11(c) shift up and to the left (graph omitted due to
NI = (Naufzv,‘mh,able) + (Ndup) for all the subsequent SPace constraintplease see the technical report [31]
Nan

all

experiments. Redundant aggregation Redundant aggregation allows

The NI-obliviousline of Figure 11(a) and (b) shows applications to trade increased overheads for better-avail
for PrMon nodes that ignore NI, the CDF of the dif- ability and accuracy. Rather than aggregating an attribute
ference between query results and the true value of thap a single tree, information can be aggregated dfs-
aggregation computed by an off-line oracle from tracestinct trees. Ask increases, the fraction of time during
For PlanetLab, 50% of the reports differ from the truth which NI is low increases. Because the vast majority of
by more than 30% in this challenging environment. Fornodes in a 16-ary tree are near the leaves, sampling sev-
the more stable Emulab environment, a few results dif-eral trees rapidly increases the probability that at least
fer from reality by more than 40%. Next, we discuss one tree avoids encountering many near-root failures. We
how applications can achieve better accuracy using techprovide an analytic model formalizing this intuition in a
nigues discussed in Section 3.3. technical report [31].
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Figure 12: CDF of result accuracy for redundant aggregatjph trees and filtering for PlanetLab and Emulab runs
for the PrMon application.

In Figure 12(a) we explore the effectiveness of a sim-prefix aggregation-s more efficient. Figure 14 shows
ple redundant aggregation approach in which PrMon agboth the average and the maximum message cost across
gregates each attributetimes and then chooses the re- all nodes in a 1000-node experimalgetup as abovier
sult with the lowest NI. This approach maximizes availa-both per-tree NI aggregation and dual-tree prefix aggre-
bility—as long as any of the root nodes for an attributegation as we increase the number of trees along which
are available, PrMon always returns a result—and it alsdNI value is computed. Note that per-tree NI aggregation
can achieve high accuracy. Due to space constraints, weosts increase as we increase the number of trees while
focus on the PlanetLab run and show the CDF of resultglual-tree prefix aggregation has a constant cost. We ob-
with respect to the deviation from an oracle as we Vary serve that the break-even point for the average load is 44
from 1 to 4. We observe that this approach can reduce thizees while the break-even point for the maximum load
deviation to at most 22% thereby reducing the worst-casés only 8 trees.
inaccuracy by nearly 5x.

Applications can combine the redundant aggregatio/  Related Work

and filtering _techniques to get excellent availability andpr|sMm is a monitoring architecture that is to our knowl-
accuracy. Figure 12(b) and (c) show the results for the,qge the first to maximize scalability by integrating three
PlanetLab and Emulab environments. As Figure 11(Ckechniques that have been used in isolation in prior sys-
shows, redundant aggregation increases availability byems: DHT-based hierarchy for load balancing and in-
increasing the fraction of time Nl is below the filter threshy,atwork filtering [5, 44, 47,53], arithmetic filtering [6, 21
pld, and as Figures 12(b) and (c) show, the co_mbinatiorgO’ 31,36, 38, 42, 51, 56], and temporal batching [14, 36,
improves accuracy by up to an order of magnitude ovegg) As discussed in Section 2, each of these techniques
best effort results. improvesscalability, but each also increases the risk that
e queries will report incorrect results during network and
6.3 NI scalability node failures. We believe the NI abstraction and the im-
Finally, we quantify the monitoring overhead of track- plementation techniques discussed in this paper will be
ing NI via (1) each aggregation tree separately and (2widely applicable.
dual-tree prefix aggregation. Figure 13 shows the aver- The idea of flagging results when the state of a dis-
age per-node message cost for NI monitoring as we varytibuted system is disrupted by node or network failures
the network size from 16 to 1024 nodempped to 256 has been used in tackling other distributed systems prob-
Lonestar [35] machinesWe observe that the overhead lems. For example, our idea of NI is analogous to that of
using independent aggregation trees scales linearly witfail-aware services [16Ind failure detectors [9] for fault-
the network size whereas it scales logarithmically usingolerant distributed systems. Freedman et al. propose
dual-tree prefix aggregation. link-attestation groups [18] that use an application spe-
Note that the above experiment constructsrallis-  cific notion of reliability and correctness to map pairs of
tinct trees in the DHT forest ofi nodes assuming that nodeswhich consider each other reliable. Their system,
the number of attributes is at least on the order of thedesigned for groups on the scale of tens of nodes, mon-
number of nodes.. However, for systems that aggre- itors the nodes and system and exposes such attestation
gate fewer attributes (or if only few attributes care aboutgraph to the applications. Bawa et al. [4] survey previous
NI), it is important to know which of the two techniques work on measuring the validity of query results in faulty
for tracking N—(1) per-tree aggregation or (2) dual-tree networks. Their “single-site validity” semantic is equiv-
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Figure 13: NI monitoring overhead for dual-tree pre- Figure 14:Break-even point folI tracking overhead

fix aggregation and for computing NI per aggregation  as the number of trees (attributes) varies for (a) per-
tree. The overhead scales linearly with the network tree aggregation vs. (b) dual-tree prefix aggregation
size for per-tree aggregation whereas it scales loga- ina 1000-node system. The break-even points for the
rithmically using dual-tree prefix aggregation. average and maximum load are 44 trees and 8 trees.

alent to PRISM'SN,.cqchapie Metric. Completeness [20] tion seeks to reduce the effects of network disruption,
defined as the percentage of network hosts whose daRRISM’s NI metric seeks to quantify the network dis-
contributed to the final query result, is similar to the ratio ruptions that do occur. In particular, although MDI ag-
Of Nycachabie @Nd Ny Relative Error [12,57] between gregation can, in principle, reduce network-induced in-
the reported and the “true” result at any instant can onlyaccuracy to any desired target if losses are independent
be computed by an oracle with a perfect view of the dy-and sufficient redundant transmissions are made [41], the
namic network. systems studied in the literature are still subject to non-

Several aggregation systems have worked to addreZ€ro network-induced inaccuracy due to efforts to bal-

the failure amplification effect. To mask failures, TAG [36"C€ transmission overhead with loss rates, insufficient
dundancy in a topology to meet desired path redun-

proposes (1) reusing previously cached values and (Zr)e X _
dividing the aggregate value into fractions equal to thedancy, (_)rcorrelated network losses across multlple links.
number of parents and then sending each fraction to 4 '€S€ iSsués may be more severe in our environment
distinct parent. This approach reduces the variance bf!an in wireless sensor networks targeted by MDI ap-

not the expected error of the aggregate value at the rooProaches because the dominant loss model may differ
SAAR uses multiple interior-node-disjoint trees to re- (€-9- link congestion and DHT reconfigurations in our

duce the impact of node failures [3%h San Fermin [8], environmentversus distance-sensitive loss probabdity f

each node creates its own binomial tree by swappinéhe wireless sensors) and because the transmission cost

data with other nodes. Seaweed [40] uses a supernodiBOdel differs (for some wireless networks, transmission
approach in which data on each internal node is repli-to multiple destinations can be accomplished with a sin-

cated. However, both these systems process one-sh@ie Proadcast.

queries but not continuous queries on high-volume dy- e vipj| aggregation techniques are also complemen-
namic data, which is the focus of PRISM. Gossip-based,y in that PRISM's infrastructure provides NI informa-

protocols [7, 45, 51] are highly robust but incur more g, 1hat is common across attributes while the MDI ap-

overheadthan trees [53]. NI can also complement gOSSIBroach modifies the computation of individual attributes.

protocols, which we leave as future workither studies  ag gection 3.3 discussed, NI provides a basis for inte-

have proposed multi-path routing methods [12,20,29,37ya4ing a broad range of techniques for coping with net-
41] for fault-tolerant aggregation.

work error, and MDI aggregation may be a useful tech-

Recent proposals[4,12,37,41,55] have combined mulnique in cases when (a) an aggregation function can be
tipath routing with order- and duplicate-insensitive datarecast to be order- and duplicate-insensitive and (b) the
structures to tolerate faults in sensor network aggregasystem is willing to pay the extra network cost to trans-
tion. The key idea is to use probabilistic counting [17] mit each attribute’s updates. To realize this promise, ad-
to approximately count the number of distinct elementsditional work is required to extend MDI approaches for
in a multi-set. PRISM takes a complementary approachbounding the approximation error while still minimizing
whereas multipath duplicate-insensitive (MDI) aggrega-network load via Al and Tl filtering.



Conclusions

If a man will begin with certainties, he shall
end in doubts; but if he will be content to begin
with doubts, he shall end in certainties.

—Sir Francis Bacon

ric for characterizing network state that quantifies the
consistency of query results in a dynamic, large-scale, ¢
monitoring system. Without NI guarantees, large scale

network monitoring systems may provide misleading re-,
ports because query result outputs by such systems m
be arbitrarily wrong.
monitoring framework qualitatively improves its output
by exposing cases when approximation bounds on quer
results can not be trusted.
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