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Abstract

This paperarguesfor a simplechang to ByzantineFault Tolerant statemadine replicationlibraries. Tradi-
tional statemadiine replication basedByzantinefault tolerant (BFT) techniquesprovide high availability and
securitybut fail to provide high throughput. This limitation stemsfrom the fundamentabssumptiorof geneal-
ized statemadine replicationtechniquesthat all replicasexecuterequestsequentiallyin the sametotal order
to ensue consistencyacrossreplicas. We proposea high throughputByzantinefault tolerant architectue that
usesapplication-spect informationto identifyandconcurently executeindependentequestsOur architectue
thusprovidesa generl way to exploit applicationparallelismin order to provide high throughputwithoutcom-
promisingcorrectness.Althoughthis appmoad is extremelysimple it yieldsdramatic practical bene ts. When
sufcient applicationconcurencyandhardware resoucesexist, CBASE our systenprototype providesorders of
magnitudeimprovementsn throughputover BASE ,a traditional BFT architectue. CBASE-FSa Byzantinefault
tolerant le systenthatusesCBASE achievestwicethethroughputof BASE-FSor thelOZonemicro-bentimarks
evenin a con guration with modestvailablehardware parallelism.

1 Intr oduction

With the growing prevalenceof large-scaledistributed servicesand access-aywhere Internetservices thereis
increasingneedto build systemsghat provide high availability to ensureuninterruptedservice high reliability to
ensurecorrectnesshigh con dentiality againstmaliciousattacks[1] to stealdata,and high throughput[23] to
keeppacewith high systemload.

Recentwork on Byzantinefault tolerant(BFT) statemachinesystemdasdemonstratethatgeneralizedstate
machinereplicationcan be usedto improve availability andreliability [20, 8, 19 aswell con dentiality [24].
Furthermorethis work suggestshatthe approacthasimportantpracticalpropertiesn thatit addslow overhead
[8, 20, 24], canrecorer proactiely from faults[9], can make useof existing off-the-shelfimplementationgo
improve availability andto reducereplicationcost[20], andcanminimize replicationof the application-speci ¢
partsof the system[24].

However, currentBFT statemachinesystemscanfail to provide high throughput. They usegeneralizedstate
machinereplicationtechniqueghatrequireall non-faulty replicasto executeall requestsequentiallyin the same
order completingexecutionof eachrequesbeforebeginningexecutionof the next one. This sequentiaéxecution
of requestganseverelylimit thethroughpuof systemslesignedo achiere highthroughputvia concurreng [23].
Unfortunately this concurreng-dependet approachHies at the core of mary (if not most) large-scalenetwork
servicessuchas le systemswebseners,mail seners,anddatabased-urthermoretechnologytrendsgenerally
male it easierfor hardware architecturego scalethroughputby increasingthe numberof hardware resources

(e.g.,processorshardware threads or disks) ratherthanincreasingthe speedof individual hardware elements.



AlthoughcurrentBFT systemdike PBFT[8] andBASE [20] implementoptimizationssuchasrequesbatchingin
orderto amortizetheirreplicationoverheadslueto agreemenprotocolmessageandcryptographicomputations,
existing systemsstill imposethis fundamentalimitation on application-lgel concurreng.

In this paper we arguefor a simpleadditionto the existing BFT statemachinereplicationarchitectureshat
allows throughputof the systemto scalewith applicationparallelismand available hardware resources. Our
architectureseparateagreemenfrom execution[24] andinsertsageneraparallelizermodulebetweerthem.The
parallelizemusesapplication-suppligrulesto identify andissueconcurrentequestshatcanbeexecutedn parallel
without compromisingthe correctnessf the replicatedservice. Hence,the throughputof the replicatedsystem
scaleswith the parallelismexposedby the applicationandwith available hardware resourcesMore broadly in
our architectureaeplicasexecuterequestsaccordingto a partial orderthatallows for concurreng asopposedo
thetotal orderenforcedby traditionalBFT architectures.

We demonstratéhe bene ts of our architecturéby building andevaluatinga prototypelibrary for constructing
Byzantinefault-tolerantreplicatedservicescalled CBASE (ConcurrentBASE). CBASE extendsthe BASE sys-
tem[20] which useghetraditionalBFT statemachinereplicationarchitectureWe usea setof micro-benchmarks
to stresstest our systemand nd that when sufcient applicationconcurreng and hardware resourcesexist,
CBASE provides ordersof magnitudeimprovementsin throughputover the traditional BFT architecture. We
also nd thatfor applicationsor hardwarecon gurationsthatcannottake advantageof concurreng, CBASE adds
little overheadcomparedo the optimizedBASE system.As a casestudy we implementCBASE-FS,areplicated
Byzantinefaulttolerant le systemto quantifythe bene tsfor arealapplication.CBASE-FSachieestwice the
throughputof BASE-FSfor the I0OZone micro-benchmarksvenin a con guration with modestavailable hard-
wareparallelism.Whenwe arti cially simulatemorehardwareresourcesCBASE's maximumwrite throughput
scaledy over anorderof magnitudecomparedo thetraditionalBFT architecture.

Themaincontrikution of this studyis a casefor changingthe standardarchitecturdor Byzantinefault tolerant
statemachinereplicationto includea parallelizermodulethatcanexposepotentiallyconcurrentequestso enable
parallelexecution.Basedon this study we concludethatthis ideais appealingor two reasonsFirst, it is simple.
It requiresonly a smallchangeo the existing standarBFT replicationarchitecture Secondjt canprovide large
practicalbene ts. In particular this simple changecanimprove the throughputof someservicesby ordersof
magnitudemakingit practicalto useBFT statemachinereplicationfor moderncommerciakerviceghatrely on
concurreng for highthroughput.

Themainlimitation of thisapproachs thatsafelyexecutingmultiple requests$n parallelffundamentallyrequires
application-speci cknowledgeof interrequestdependenciesBut, we do not believe this limitation undermines

our agument. In particular our prototypeparallelizerimplementsa set of default rules that assumehat all
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requestdependon all otherrequests. Applicationsthat requireor are satis ed with sequentiakexecutioncan
simply leave thesedefault rulesin place. But, applicationsthat desireincreasedhroughputcan override these
rulesto exposetheir concurreng to the replicationlibrary. Furthermoredesignerof suchapplicationscantake
aniterative approach,rst developingsimplerulesthatexposesomeapplicationconcurreng andlaterdeveloping
moresophisticatedulesthatexposemoreconcurreng if requiredfor performance.

Therestof this paperproceedssfollows. Section®2 and3 outline our systemmodelandreview the standard
architecturdor existing Byzantinefault tolerantstatemachinereplicationsystems ThenSection4 describeour
proposedarchitectureand Section5 describeour prototypereplicationlibrary, CBASE. Section6 discussesur

experimentalevaluation,Section? discusseselatedwork, andSection8 summarize®ur conclusions.

2 SystemModel
Our systemmodelcomprisesa setof standardassumption$or Byzantinefault tolerantstatemachinereplication.
For brevity, we list themhere. A morecompletediscussiorof theseassumptionss availableelsavhere[24]. We
assumeanasynchronoudistributedsystenwherenodesmay operateat arbitrarily differentspeedandwherethe
network mayfail to deliver messagesielaythem,corruptthem,duplicatethem,or deliver themout of order The
systems safeunderthisasynchronoumodel,andit is live underaboundedair links[24] systenmodelthatdoes
include a weak synchroy assumptiorthat boundsworst-casedelivery time of a messagehatis sentin nitely
often.

We assumea Byzantinefault modelwherefaulty nodescanbehae arbitrarily They cancrash,osedata,alter
data,andsendincorrectprotocolmessagesWe assumea strongadwersarywho cancoordinatefaulty nodesin
arbitrarily badwaysto disruptthe service. We assumehe adwersaryto be computationallylimited andthat it

cannotsulvert cryptographidechniquesWe assumehatat most f nodescanfail outof n replicas.

3 Background: BFT systems
BFT statemachinereplicationbasedsystemsprovide high availability andreliability [8, 20] andhigh security
[24] but fail to provide high throughput.Thereis alarge body of research[15, 17, 19, 8, 20, 24] on replication
techniqueso implementighly-availablesystemghattoleratefailures.Insteadf usingsinglesenertoimplement
a service,thesetechniquegeplicatethe sener and usea distributed algorithmto coordinatethe replicas. The
replicatedsystenprovidestheabstractiorof a singleserviceto theclientsandcontinuego provide correctservice
evenwhensomeof thereplicasfail.

Figurelillustratesatypical BFT statemachinereplicationarchitecture Clientsissuerequestgo thereplicated
service.Conceptuallyreplicasconsistof two stagesanagreemenstageandan executionstage.In reality, these

two stagesnay betightly integratedin a singlemaching[8, 20] or implementedn differentmachineg24]. The
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agreemenstagerunsa distributed agreemenprotocolto agreeon the orderof client requestsandthe execution
stageexecutesall of therequestsn the sameorder

Eachexecutionnodemaintainsa statemachinethatimplementshe desiredservice. A statemachineconsists
of a setof statevariablesthatencodethe machines stateanda setof commandshattransformits state.A state

machingtakesoneor moreof the following actionsto executeacommand:

1. Readasubsebf thestatevariablescalledtheread-seR.
2. Modify asubsebdf the statevariablescalledthewrite-setW.
3. ProducesomeoutputO to theenvironment.

A commandis non-deterministidf its write-setvaluesor outputare not uniquely determinedby its input and
read-set/alues;otherwiseit is a deterministiccommand.A statemachineis calleda deterministicstatemachine
if all commandsredeterministic.The safetyproperty(correctnessondition)of a systenmthatusesstatemachine
replicationtechniquerequiresthatall the non-faulty replicasstartingfrom the samestateshouldreachthe same

nal stateafterexecutingthe samesetof requestérom clients. The following requirement$21] ensuresafetyof

areplicatedsystem:
1. Deterministic statemachine: Every non-faulty replicastatemachines deterministic.
2. Agreement: Every non-faulty statemachinereplicarecevesevery request.

3. Order: Everynon-faulty statemachinereplicaprocessetherequestst recevesin the samerelative order
By ensuringthe abore conditionsall non-faulty replicasstartfrom the samestate executeall the requestsn the
sameorder endupin thesamenal state.andproducethe sameoutputsequence.

Although the statemachinereplicationtechniquecan provide high availability and reliability, it canfail to
provide high throughput.The fundamentatiravbackof the generalizedtatemachineapproactis thatthe Order

requirementdoesnot allow replicasto executerequestsconcurrently In particular unlessstrongassumptions
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are madeaboutstatemachines internalimplementationexecutionnodemust nish executingrequest before
executingrequest + 1. Otherwise concurreng within a statemachinecouldintroducenon-determinisninto the
systemwhich cancausdifferentreplicas'stateto diverge andcausesafetyto beviolated. For example,if replicas
implementingNFS wereto executemultiple write requestdo the samele concurrentlydifferentreplicascould
executethewrite requestsn differentordersandendup having differentversionsof thesamele. Unfortunately
executingrequestsequentiallycansererely limit the throughputof a system.Moreover, the throughputof such
systemsdoesnot scalewith resourcesas replicasexecuteone requestat a time and hencefail to exploit the

additionalresources.

4 High Throughput BFT StateMachine Replication

Figure2 illustratesour high throughputstatemachinereplicationarchitecturewherewe maintainthe separation
betweenthe agreemenand executionstagesand introducea parallelizer betweenthem. The parallelizertakes
a totally orderedset of requestsfrom the agreemenstageand usesapplication-supjd rulesto rst identify
independentequestandthenissuethemconcurrentlyto theexecutionstage A threadpoolin theexecutionstage

canthenexecutetherequestsn parallelto improve systemthroughput.

4.1 RelaxedOrder and Parallelizer
The key idea of high throughputstatemachinereplicationis to relax Schneides Order requirementon state
machinereplication(de ned abore) to allow concurrenexecutionof independentequestsvithoutcompromising
safety

We saythattwo requestaredependentf the write-setof onehasat leastone statevariablein commonwith
theread-sebr write-setof the other More formally, we de ne dependencasfollows: Request;, with read-set
Ri andwrite-setW; andrequestr;j, with read-seis R; andwrite-setWj, aredependentequestsf ary of the

following conditionsis true (1) Wi\ W; 6 f, (2) Wi\ R; 6 f,or(3) R\ W; 6 f. Wealsode ne dependence



betransitve: if rj andr; aredependenandr; andry aredependenthenr; andry aredependentTwo requests;
andr; aresaidto beconcurentif they arenotdependent.
Giventhis notion of dependenceye re ne Schneides Order requiremenfor replicatedstatemachinesafety

into a RelaxedOrder requirement:

3a RelaxedOrder: Every non-faulty statemachinereplicaprocessesiry pair of dependentequestst receves

sequentiallyandin the samerelative order

Noticethatunderthe Relaxed Orderrequirementconcurrentequestsanbe processeth parallel. Thus,with the
Relaxed Orderrequirementall non-faulty replicasexecuterequestsn the samepartial order asopposedo the
traditionalarchitecturevhereall correctreplicasexecuterequestsn the sametotal order.

In the new architecturethe parallelizerusesapplication-speci cinformationto take advantageof the Relaved
Orderrequirement.The parallelizertransformsa totally orderedscheduleof requestprovided by the agreement
protocolinto a partially orderedschedulébasedon applicationsemantics.

A soundparallelizer ensureshe following partial order property for ary two requests; andr; suchthatr;
andr; aredependenandr; precedes; in thetotal orderestablishedy the agreemenstage,thenr; completes
executionbeforer ; beginsexecution.For faulttolerancewe alsoassumehatthe parallelizerhasalocal decision
property:eachreplicas parallelizerdoesdependencanalysidocally anddoesnot exchangemessagewith other
replicas.Hence givena correctagreemenprotocol,faulty replicascannotaffect the partialorderenforcedat the
correctreplicas.

Notice thattherearetwo propertiesthat are not requiredof a parallelizer First, we do not requireprecision
a soundparallelizermay enforceadditionalorderingconstraintson requestdeyondthoserequiredby the partial
order property This non-requiremenis importantbecausét allows us to simplify the designof parallelizers
for comple applicationsby building conservativeparallelizersthat can introducefalse dependenciebetween
requestsFor example,in Section5.3we describea simpleNFSimplementatiorthatusesa conserative analysis
toidentify some but notall, concurrentequestsSecondwe donotrequireequality differentcorrectparallelizers
may enforcedifferentpartialordersaslong asall correctparallelizers'partial ordersareconsistenwith the order
requiredby the partialorderproperty Onecould,for example,implementmultiple versionsof the parallelizerfor
anapplicationto preventary oneimplementatiorfrom beinga singlepoint of failure[22].

Thepropertieof existing BFT statemachinereplicationsystemsandof asoundparallelizewith localdecisions

ensurehecorrectnessf our architecture.

Safety: The nal statereachedby our architecturefor a given setof requestds equivalentto the nal state

reachedoy executingthoserequestsn a linearizable[11] order More precisely for a giveninitial application



state(or abstracstate[20]) S, if a systemcomprisinga correctagreemenstage(8, 9, 20, 24], soundparallelizey
andcorrectexecutionstage[24] reachesnal stateSiing afterthe agreemenstagerecevesa setof inputsl and
establishea total orderl acrosgheseinputs,andafterall requestsn | have completedexecution,thenthis nal
stateSsina IS equivalentto the nal statereachedoy startingthe statemachinein the equivalentinitial stateand
seriallyexecutingrequests in orderl.

Proof sketch: Theagreemenprotocol(e.g.,atomicmulticast)[8] usedby the systemguaranteetotal orderingof
all requestsFromthe propertiesof the parallelizer all non-faulty replicasexecutethe dependentequestsn the
sameorderandsatisfythe Relaxed Orderproperty Relaxed Orderensuresafetybecaus€l) Dependentequests
executein the sameorder at all replicasandfollow the order providedby the agreemenstage. This constraints
by de nition enforcedby a soundparallelizer And (2) Independentequestan be commutedsafely Because
independentequestsnodify disjoint setsof statevariables,the resultof executingindependentequestsn ary

orderplaceghesystemn thesamenal state.

Liveness If asystemcomprisedf theagreemenandexecutionstagess live, thenthe systemcomprisedf the
agreementexecution,and parallelizeris alsolive if the parallelizeris soundandalsoimplementsthe following
fairnessproperty: eventually the oldestpendingrequestthat hasbeenissuedby the agreemenprotocolto the
parallelizerbut thathasnot yet completedexecutionmustbe the next requesgivento the executionthreadpool.
This propertycan be dischaged by a soundparallelizerbecauseahe oldestpendingrequestineednot have ary
predecessonsnderthe partialorderproperty And this propertyis sufcient whencombinedwith ourassumption

thattheagreemenandexecutionstagesarelive.

4.2 Advantagesand Limitations
This statemachinereplicationarchitecturehastwo potentialadvantages.First, it cansupporthigh-throughput
applications.If theworkloadcontainsindependentequest@andthe systemhasenoughhardwareresourcesthen
independentequestzanbe executedconcurrentiyby the executionstageto improve the throughputof a system.
Secondit is simpleand e xible. In particular to achievze high throughput,we did not changeary of the other
componentn the systemlike clientbehaior, theagreemenprotocol,or the application.Thesecomponentgan
thereforebechangedo suittherequirementsf thereplicatedsystem.For example,onecanchangeheagreement
protocolandclientsidebehaior to build asystemnthateithertoleratesByzantinefailuresor fail-stopfailureswhile
achieving high throughputwithout modifying the parallelizer

The main limitation of a systemusing this architectureis that the rules usedby the parallelizerto identify
dependentequestsequireknowvledgeof theinnerworkingsof eachapplication.ln mary ways,this knowledgeis

similarto thatrequiredo build theabstractionayerusedn BASEto maskdifferencesn differentimplementations



of thesameunderlyingapplication20]. However, it mayin generabedif cult to know whatinternalstateagiven
requestaffectsor to determinewith certaintywhetherary given pair of request@aredependent.

Fortunately it is not necessaryo completelyunderstandhe inner workingsof an applicationin orderto de-
ne a parallelizerfor it. In particular it is always permissibleto de ne conservativeulesthatincludeall true
dependenciebut alsoincludesomefalsedependenciesSystemdesignersnay chooseto follow anincremental
approactby rst de ning asetof simplebut conserative rulesto identify “obvious” concurrentequestandthen

progressiely re ne therulesif moreparallelismis neededo meetperformanceyoals.

5 CBASE Prototype

Thegoalof our prototypeis to demonstrate generalway to extendstatemachinereplicationsystemsn orderto
allow concurrenexecutionof requestdor applicationghatcanidentify dependencieamongrequests.

Our prototype,CBASE (ConcurrenBASE) systemextendsthe BASE [20] systemto usethe high throughput
statemachinereplicationarchitecturedescribedn the previous section.BASE (BFT with AbstractSpeci cation
EncapsulationiiseshePBFT (PracticaByzantineFault Toleranceplgorithm[8] to provide Byzantinefaulttoler
antservicesThePBFTagreemenprotocolis well suitedfor practicalsystemssit doesnotassumeynchrosy for
safetyandalsoin thatit introducesnodestdelaywhile providing high reliability andavailability. BASE extends
PBFT by usingabstractiorto improve robustnesandreducecost.

CBASE modi es BASE to cleanlyseparateéhe agreemenandexecutionstage$ andintroducesa parallelizer
betweenthesestagesasshavn in Figure2. CBASE's singlethreadedagreementnoduleusesBASE's 3-phase
atomicmulticastprotocolto establisha total orderon requestsThe parallelizerthusrecevesa seriesof requests
fromtheagreemenmodule andit usesanapplication-speci csetof rulesto identify dependencieamongequests
and therebyestablisha partial order acrossthem. A pool of worker threadseachdrawvs a requestout of the
parallelizer executest ontheapplicationstatemachine andinformsthe parallelizerof requestompletion.

Internally the parallelizerusesa dependengc graphto maintaina partial order acrossall pendingrequests;
verticesrepresentequestsand directededgesrepresentiependenciesThe dependenc graphforms a DAG as
therecanbe not be circular dependenciebecausealependentequestsare orderedin the orderthey areinserted
andtheindependentequest@renot ordered.The parallelizethasanapplication-indepncernt schedulethatuses
the DAG to schedulégherequestaccordingo the partialorder Theworker threadsn the executionstagereceve
independentequestqverticeswith no incoming edges)from the parallelizey executethem concurrently and
remove arequesfrom the DAG whenits executioncompletes.

Thedefaultbehaior of theparallelizeris to treatall therequestasdependentin which caseat behaeslike the

existing BASE systemwheretherequestsare executedsequentially This default behaior canbe usedwhenthe

INote,hawever, thatourimplementatiordoesnotallow theagreemenandexecutionmodulesto run on differentsetsof machineg24].
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nite statemachineds treatedasablackbox or wheredependencieacrosgequestsannoteasilybeinferred. The
rulesin the parallelizercanbeincrementallyre ned by takinga conserative approachwherethe request&nowvn
to touch different statescan be treatedas independentind all the otherrequestscan be treatedas dependent.
Similarly, for backwardscompatibility with existing statemachinesjf a statemachineis not threadsafewe can

justhave singleworker threador implementa mutualexclusionlock aroundthe statemachine.

5.1 Parallelizer interface

The parallelizerappeardo the agreementind executionthreadsas a variation of a producer/consumegueue.
When a consumerthreadasksfor a request,the parallelizersearchedor a requestthat is independenbf all
incompleteprecedingequestandreturnsoneif found; otherwiseit blocksthe consumethreaduntil a request

becomesndependentTheinterfaceusedby the agreemenandexecutionstagess asfollows:

Parallelizerinsert(): Calledby the agreemenstageto enqueue requestvhenthe requesis committedin the
agreemenstage. It insertsa nodein the dependengc graph, doesdependencanalysisof this requestwith
precedingoutstandingequestsandcreatesncomingedgedo this nodefrom the requestghatthis requests

dependenobn. Thenew requests putin ablocked stateif it hasincomingedges.

Parallelizemext_request():Calledby the executionstageto returnareadyrequestA requesis readyif it does
nothave ary incomingedgesn thedependengcgraph.If norequesis ready this call blocksuntil it canreturn

areadyrequest.

Parallelizeremove_request()Calledby the executionstageafterthe executionof arequesis completedanda
reply is sentto theclient. The parallelizerremovesthe nodecorrespondingo this requestandall the outgoing

edgedrom thisnode.As aresult,someof the blocked requestsnaytransitionto the readystate.

Parallelizersync(): This interfacesupportsreplicacheckpointgequiredby the BASE system[20]. This func-
tion is calledby the agreemenstagewith the sequenceaumberof the next checkpoint. The scheduleiin the
parallelizerblocksall requestshatareenqueuedbeyondthis sequenc&umberevenif they arenot dependent
on otherrequestauntil the agreemenstagecompletesa checkpoint. The agreemenstageupdatesthe next

checkpointsequenceumberby calling this functionassoonasthe checkpointis complete.

5.2 DependenceéAnalysis

The parallelizers goalis to determineif a new requestis dependenbn ary pendingrequestusingapplication-
speci c rules. Theparallelizerdesignmustbalancehreecon icting goals:(1) Generality-theparallelizershould
provide aninterfacethatallows a broadrangeof applicationsto encoderulesfor detectingdependencieamong
their requests(2) Simplicity — the interfacefor specifyingtheserulesshouldbe simpleto reducethe effort and

likelihoodof errorin dependengrule speci cation;and(3) Flexibility — theinterfaceshouldallow speci cation
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of simpleconserative dependencrulesandprogressie re nementto moreprecisedependencrulesthatexpose
moreconcurreng. Noticethatour designis acompromiseamongthesedesigngoalsandthatotheralgorithmsfor
identifying dependencieamongrequestsouldbe exploredin futurework.

In the CBASE prototype,con ict detectionbetweena pair of requestdependsn the functioneachinvokes
andon the argumentseachrequespasseso its function. An applicationthathasF distinctfunctionentry points

providesthe parallelizemwith four things:
1. A requesparserthattakesanapplicationrequestandproducesa functionI|D andanamgumentobject.

2. An opeimator concurency matrix OCM that identi es pairsof functionsthat are consideredo be in con ict
independenbf the agumentsto the functions. OCM is an FxF matrix, where OCM[i; j] is trueif a request
invoking functioni anda requesinvoking function j arealwaysconsideredo be dependentThis dependenc
may be becausahesefunctionsalways accesscommonstatewith one of them updatingthat state, or this
dependencmaybebecaus¢hesegfunctionssometimesiccessommonstateanda conserative designassumes

they alwaysdo for simplicity or becausenorecarefulanalysisof algumentds impracticalfor theapplication.

3. An argumentanalysisfunction AAF that takes two agumentobjectsand returnstrue if an analysisof the
amgumentsndicatesthat functionsthatarenot agged by the OCM may accessommonstatewhensupplied
with thesearguments. More precisely AAF(az;a) mustreturntrue if thereexists ary pair of functions f,
f, suchthat OCM[ fq; fo] = falsebut f1(a;) and fy(ap) accesommonstateandeithermodi es thatcommon

state.

4. An opemtor+argumentconcurencymatrix OACM thatidenti es pairsof functionsthatareconsideredo bein

con ict only whenananalysisof theargumentdndicateshatthey mayaccessommonstate.

Whenanew request ; callingfunction f; with agumentsa; arrives,theparallelizercompares to eachpending
request; callingfunction f; with alumentsg; asfollows. First,it checkgor agument-independédependencies:
if OCM[fi; f;] is true, the requestsare dependent.If not, thenit checksto seeif the agumentsindicatethat
theremay be additionalrisk of dependenciesf AAF(a;;a;) is true, thenit alsochecksfor agument-dependent
dependencieandidenti es adependencbetweerr; andr; if OACM(f;; f;] is true. Finally, if OCM[f;; f;] is false
andeitherAAF(a;; a;) is falseor OACMI f;; f;] is false thenno dependencbetweerr; andr; exists.

This structurefacilitatesa 2-level analysisin which the operatorconcurreng matrix OCM de nes broadrules
where no agumentanalysisis attemptedor neededand in which the operator+agumentconcurreng matrix
OACM de nes morepreciserulesthatareinvoked after ananalysisof the amgumentsindicatesthattwo callsthat
sometimesreindependeninaybein con ict dueto theiraguments.The next subsectiordescribeour NFS le
systemprototypewherewe usethe OACM to encodeulesfor functionsif the statethey affectis easilyidenti ed

from le handlesn theiragumentsandwherewe usethe OCM to handleotherfunctions.
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5.3 Example Sewice: NFS

We have implementedCBASE-FS,a Byzantinefault tolerantNFS [4] usingCBASE asshavn in Figure3. Our
implementatiorbuilds on BASE-FS[20], which usesxistingimplementationef NFSto implementeachinstance
of the replicatedstatemachine. In particular a clientin CBASE-FSmountsthereplicated le systemexported
by thereplicasasalocal NFS le system[18]. Unmodi ed applicationsaccesghe le systemusingstandardle
systemcalls. The local kernelsendsNFS callsto the local userlevel NFS sener, which actsasa wrapperfor
CBASE-FSby calling the invoke procedureof the BASE replicationlibrary to relay the requesto the replicas.
This procedureeturnswhenthewrappereceves f + 1 matchingrepliesfrom differentreplicas.

Theagreemenstagein CBASE takespartin theatomicmulticastprotocolto establishatotal orderon requests
andthen sendseachorderedrequestto the parallelizer The parallelizerupdatesthe dependenc graphusing
NFS's concurreng matrix asde ned in section5.3.1whenaer arequesis enqueuedTheworker threadsn the
executionstagedequeuendependentequestaindexecutethe requestaisingthe conformancevrapperinterface
asde ned by the BASE systemfor NFS.

CBASE-FSusesBASE's [20] abstractionlayer (conformancewrapper)to resole non-determinisnmin NFS
suchas le handleassignmenbr timestampgeneration.Additionally, CBASE introducesa new sourceof non-
determinismdueto concurrenexecutionof NFS createoperationdo different les. The existing BASE confor
mancewrapperat differentreplicascould returndifferent le handlesbasedon the order of executionof these
requestsWe x this problemby having arule in the concurreng matrix to treatthe requestswith create/delete
operationsasalwaysdependent.

Rodriguesetal. [20] provide additionaldetailsof the BASE library andBASE-FSByzantinefault tolerantNFS

sener onwhichwe build.

2We speculate¢hatadditionalconcurreng could be exposedby including constraintbasecdbn arequest total-ordersequencaumber
to theconformancevrappers le handlegeneratiorogic andthe parallelizers dependengclogic.
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5.3.1 ConcurrencyMatrix for NFS

For NFS, we keepthe classi cationsimple by just looking at the le handlesandthushave conserative rules
for someof the operations. Our argumentanalysisfunction (AAF) de nes two argumentsas relatedif they
includea common le handle. We presenthe key rulesthatareusedin de ning NFS's agument-indeperaht
operatorconcurreng matrix (OCM) and agument-dependerdperator+agumentconcurreng matrix (OACM)

below. Referto [14] for thecompletede nitions of theconcurreng matrices.

getattrandnull requestsarereadonly requestandhenceareindependentor bothrelatedandunrelatedargu-

ments.

Readdo different les areindependentvhereageadsto the same les aredependentReadsmodify the last-

accessed-timattribute of a le, sowe do notconcurrentlyexecutereadrequestdo thesamele.
Writesto different les areindependenandwritesto thesamele aredependent.

All createand remove operationsto the same le or different les are dependentas they introducenon-

determinismif executedconcurrentlyasdiscusse@bore.

Create/Rename/Rewmoperationarealwaystreatedasdependendbn Read/WriteoperationsRead/Writeop-
erationscarry the le handleof the le whereascreate/rename/reme requestscarry the le handleof the
directoryin which le is presentandthe lename of the le to be deleted. As we just look at the le han-
dle to decideif two agumentsarerelatedor not, we cannotexecutethe requestsvith create/rename/reme

concurrentlywith read/writerequests.

We give up somepotentialconcurreng acrosgequestsvith theseconserative rules.Looking atother elds in
therequestapartfrom le handleandkeepingadditionalstateaboutle handlesouldallow for moresophisticated
andaccurateclassi cation. Thereis atradeof betweeron onehandthesimplicity of the designandthetime spent
to classifyrequestversuson the otherhandtheamountof concurreng realizedby the parallelizer This trade-of
shouldbeexploredin moredetailin the future.

5.4 Additional Optimizations
TheBASE andthe PBFT systemsave implementedptimizationd8, 9, 20] to improve throughpubf thesystem.
CBASE alsoimplementghefollowing throughputptimizationsfrom BASE:

ReducedCommunication: This optimizationavoids having all thereplicassendrepliesto theclient. Instead,
theclientdesignatesa replicato sendthe resultandall the otherreplicasjust sendthe digestof theresult. The
digestsallow the client to checkthe correctnessf the resultwhile signi cantly reducingnetwork bandwidth
consumptionfor large replies. If the client doesnot receve a correctresultfrom the designatedeplica, it

retransmitgherequestsusual requestinghatall replicassendthefull reply.
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Requestbatching: The primaryreducesagreemenprotocoloverheadoy assigninga singlesequenceumber
to an orderedbatchof requestandby startingsingleinstanceof the agreemenprotocolfor the batch. When

thesystemis heaily loaded this batchingreducegrotocoloverheadatlittle costto lateng.

Read-onlyoptimization: A clientmulticastsaread-onlyrequestlirectlyto all replicasandthereplicasexecute
it immediatelyafter checkingthatit is properlyauthenticatedhatthe client hasaccessandthatthe requesis
in factread-only Thelastcheckis doneby servicespeci ¢ upcallthatis similarin spirit to our moregeneral

dependengccheckin the parallelizer

However, CBASE doesnot executerequestgentatiely asin BASE andPBFT systemsecausét is shovn in
[7] thatthis optimizationhaslittle impacton throughputwhenusedalongwith requestatchingandthatit adds

compleity to thecodeto keepuncommittedstatein the system.

6 Evaluation

A high throughputBFT systemshouldachieze two goals: (1) it shouldprovide high throughputby exploiting
applicationparallelismandadditionalresources(2) it musthave low overheadvhenthereis no parallelismin the
applicationor whenthereareno additionalresource$o executerequestgoncurrently CBASE shouldoutperform
BASE whenthereis scopefor concurreniexecutionof requestandshouldperformaswell asBASE whenthere
is no scopefor concurrenixecution. This sectionevaluateSCBASE andcomparests performancevith BASE.
We alsoevaluatethe performanceof replicatedthe NFS system(CBASE-FS)thatusesCBASE andcompareits
performanceavith BASE-FSandNFSthatis notreplicated.

All experimentsrun with 4 replicasandthe systemtoleratesone Byzantinefault. Replicasrun on single pro-
cessomachineswith 933MHZ PIII processoandconnectedy a 100 Mbit ethernetiub All the machinedhave
256MB of memoryexceptfor onethathas512MB of memory The experimentgun on anisolatednetwork. We
useb5 client machinego load the systemandthe client processesvere evenly distributed acrossthe machines.
Client machinesare connectedo the network throughthe sameethernethub asthe replicas. Two of the client
machinesiave 933MHZ PIII processowith 512MB of memoryandthe otherthreemachineshave 450MHZ PlI|

processowith 128KB of memory All machinesun RedhatLinux 7.2.

6.1 Micro-Benchmark

The micro-benchmarlcompareghe performanceof BASE and CBASE executinga simple, statelesservice-
clientssendOKB requestso whichthesenersrepiesOKB results.We shav thatfor ourmicrobenchmarkCBASE
imposedittle additionallateng or overheaccomparedo BASE andthatCBASE'sthroughputscaledinearly with

applicationparallelismandavailablehardwareresources.
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6.1.1 Overhead
Figure4 compareghe overheadof BASE and CBASE by runningthe baselinebenchmarkcon gured with in -
nite applicationconcurreng (no sharedstateacrossrequestsand minimal hardware demandper request(each
applicationrequesiat the sener simply returnsimmediately). BASE is CPU-limited—asmallnumberof clients
saturatehe CPU, but BASE allows throughputo reacha peakof about15,000requestperseconddy employing
agreement-stagieatching[9], yielding a CPU overheadof lessthan 100 us per request. CBASE runswith 16
executionthreadsand BASE runswith 1 thread. All pointsin the graphareaveragesof 3 runswith varianceof
lessthan15%. The CBASE parallelizerreatsall request@sindependenthut limited hardwareresourcesimit the
bene tsgainedby concurreng —requestsun on a uniprocessoandreturnimmediately Figure4 shaws thatthe
linesrepresentingeBASE andBASE closelyfollow eachotherillustratingthat CBASE introducedittle overhead

whenthereis no scopefor concurrenexecutionof requests.

6.1.2 Scalability of throughput with application parallelism and resources

The throughputof a servicedependsoth on the parallelismpresentin the applicationand on the hardware re-
sourcege.g., processorsgisks, bandwidth)available to the system. In this setof experimentswe evaluatethe

scalabilityof throughputwith varyingapplicationparallelismandhardwareresources.
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First, we evaluatethe ability throughputto scalewith resources.We simulateaccesse$o a varying array
of paralleldisks by runningthe benchmarkwith the modi cation that the codeto processeachrequestsleeps
for 20mshbeforereturninga reply. The CBASE parallelizerassumesn nite parallelismin the applicationand
considersll requestso beindependentWe simulatevarying“disk” resource®y con guring CBASE to runwith
varying numbersof executionthreads.We notethat BASE still runswith a singlethreadsinceit never attempts
to issuemorethanonerequesto the executionstageat a time. Figure5(a) shawvs thatthe throughputof BASE
saturatesit 50 ops/seqasexpectedwith 20msservicetime for eachoperation)which matcheghe throughputof
CBASE runningwith 1 thread. The throughputof CBASE increasesvith the numberof clientsbut eventually
saturatesdecausdancreasingthe numberof clientsimproves concurreng only if throughputis limited by the
available hardwareresourcesAs the numberof “disks” (threads)ncreasesthe throughputof CBASE increases
nearlylinearly—128“disks” reachathroughputof 4700requests/second.

Next, we evaluatethe scalabilityof throughputwith parallelismin theapplication.We runthe sameexperiment
asabove exceptthatwe x thenumberof resourcesn this experimentandvary parallelismin theapplication.We
emulatelO0resourcedy xing thenumberof CBASE executionthreadgo 100. We de ne the parallelismfactor
asthe numberof requestshatwe allow to be executedconcurrentlyandsimulatevaryingapplicationparallelism
by varying this parameter Thus, the parallelizerassignseachincoming requestgo one of parallelism factor
bucketsandcreatesiependencieamongall requestso thesamebucket, allowing only a x ednumberof requests
to beindependenat ary point of time. Figure5(b) shavs thatthe throughputof BASE saturatest 50 ops/sec
andthat CBASE matchesthis performancenvhenthe applicationparallelism factor is 1. CBASE's maximum
throughpuincreaseslmostiinearly with increasingparallelismfactorupto 100. Thethroughpuiof CBASE does
notimprove beyonda parallelismfactor of 100becausét is limited by the 100 simulatechardwareresources.

Notice thatin both of theseexperimentswhenapplicationparallelismand hardware resourcesre available,
CBASE'sthroughputcanexceedBASE's by ordersof magnitude.

6.2 NFSMicr o-Benchmarks
In this subsectionwe evaluatethe performanceof CBASE-FS,a replicatedNFS that usesCBASE. We also

comparehe performancef CBASE-FSwith BASE-FSandunreplicatedNFS.

6.2.1 Local disk

In this benchmarkeachclientwrites4KB of datato adifferent le in adirectoryexportedby the le system.We
vary the numberof concurrentclientsandmeasurahe responsdimesthroughputof the system.As describedn
Sectiond, requestgo different les aretreatedasindependentequestdy the CBASE parallelizer CBASE-FS
runswith 16 threadsand unreplicated\NFS runswith 16 daemonprocesseslin all le systeminstancesNFS

senerswrite asynchronouslyo thedisk.
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Overhead Figure 6(a) plots the responsdime versusthe throughputof CBASE-FS,BASE-FS,and unrepli-
catedNFS.CBASE-FSandBASE-FScloselyfollow eachotherandtheirthroughpusaturategaround2.5MB/sec,
whereaghe throughputof NFS saturatearound4MB/sec. In this experiment,becausesenersrun on a unipro-
cessorsystemandwrite asynchronouslyo the local disk thereis little or no scopefor the concurrentexecution
of requestdbecausehethreadgsarelyblock asthey write in the le buffer cachein memory Hencewe shav that
whenthereis no scopefor concurreng CBASE-FSperformsaswell asBASE-FSandaddslittle or no overhead.
Themaximumthroughputof BASE andCBASE is within afactorof 2 comparedo unreplicatedNFS;the differ-

encestemsfrom the extra overheadf processingrotocolmessagesdditionalcryptographiccomputationsand

extrakernelcrossingsFor similarreasonsNFSalsoyieldslesslateny thanBASE andCBASE.

Bene ts of Pipelining In this experimentwe evaluatethe performancevhenthereis scopefor concurrenex-

ecutionof requests.We simulatethis scenarioby making BASE and CBASE seners sleepingfor 20 ms after
writing to a le andbeforesendinga reply to the client. Figure6(b) shavs the responsdime plottedagainstthe
throughputof BASE, CBASE and NFS. The throughputof BASE saturatesat about90 KB/secsinceit cannot
executemorethan 1 requestat a time. However, CBASE achieresits maximumthroughputof about2MB/sec
whenthereis sufcient loadon the systemto run enoughconcurrentequestso achieve thisthroughputwhichis

almost20 timesmorethanthat of thethroughputof BASE. We did not modify the NFS implementatiorto sleep
for 20 mssoits performanceemainghe same.This experimentshavs that CBASE-FSdoesordersof magnitude

betterthanBASE-FSwhenthereis scopefor concurrenexecutionof requests.

6.2.2 lozonemicro-benchmark

lozone[2] providesvariousmicrobenchmarkso testthe performanceof commercial le systems.We run the
write andrandommix micro-benchmarkso testCBASE-FSandcompardts performanceavith BASE-FS.Rather

thanintroducearti cial delaysasabove, we introducethe opportunityfor hardwareparallelismby con guring our
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systemsothateach le sener accessedataon a remotedisk thatit mountsvia NFS from a separatenachine.
EachlO requesimaythusaccesshelocal CPU,network, remoteCPU,andremotedisk, which affordsthe system
an opportunityto bene t from pipelining® We usethe remotedisk setupto evaluatethe performancen these
experiments We run the lozonemicro-benchmarks clustermode,whereclientsareequallydivided among5b

clientmachinesandeachclientaccessea different le.
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The write microbenchmarkneasureshe performanceof writing 256KB of datato a new le. We con gure
thetestto have eachclient write to a different le to provide parallelismacrosgshe requestgo the le systems.
We vary the numberof clientsto vary theload on the system.As shavn in Figure7(a), the throughputof BASE
saturatest about160 KB/secwhereas CBASE saturatest about320 KB/secresultingin 100% improvement
in performance CBASE-FScould not achie’e morethana 2x improvementin performancelespitehaving more
availableapplication-lgel parallelismbecauséhe systemis limited by the remotedisk bandwidth.Unreplicated
NFSachieresa maximumthroughputof 500KB/secvhenthe NFS sener is runningon the remotedisk machine.
All pointsin thegrapharethe averageof threerunswith a maximumvarianceof about20%.

The randommix microbenchmarkneasureshe performancef writing andreading les of size256KB with
accessebeingmadeto randomlocationswithin each le. We con guredthetestto have clientswrite to different

les to provide parallelismacrossrequestsand we vary the numberof clientsto vary the load on the system.
BASE'sthroughputsaturatesitaboutlMB/secand CBASE's at about2MB/sec.File cachingat clientsimproves
thethroughputof both systemsomparedo the previous experiment.All the pointsin the graphareaveragef

threerunswith amaximumvarianceof 16%. Overall, CBASE-FSsmaximumthroughpuis 100%betterthanthat

of BASE-FS.

30ur lab currentlydoesnot have a sufcient numberof multi-disk machineso examineparallelismin thatcase.We hopeto measure
our systemin suchanervironmentfor the nal versionof this paper
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6.3 Macro-benchmarks
We evaluatethe performanceof CBASE-FSandBASE-FSwith two le systemmacro-benchmarkgindrew [12]

andPostmari3].

For the Andrew-100benchmark—whiclsequentiallyuns100copiesof the Andrev benchmarkprovideslittle
concurreny, andis largely client-CPU-limited—CB SE-FSandBASE-FShave essentiallydenticalperformance
with BASE outperformingCBASE by 4%. We omit this graphfor brevity.
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Fig. 8: Postmarkbenchmark
PostMark[3] is a benchmarko measureperformanceof the Internetsoftware classof applicationssuchas

email, net news, e-commerceetc. It initially createsa pool of les andthen performsa speci ed numberof

transactionsonsistingof creatingor deletinga le andreadingor appending le. Weset le sizesto bebetween
1KB and 100KB. We run the benchmarkwith 100 les for 500transactionsln our read-mostlyexperiment,we

setthereadbiasat9 sothattransactionsredominatedoy readsover appendsln ourwrite-mostlyexperimentwe

setthereadbiasat 1 sothattransactiongre dominatedoy writes comparedo reads.CBASE-FSandBASE-FS
replicaswrite to theremotedisk to evaluatethe bene tsof concurrenexecutionwhenrunwith multiple postmark
clients.

Figure8(a)shavs theperformancef BASE-FSandCBASE-FSwhenthe experiments runwith onepostmark
client. The performanceof CBASE-FSand BASE-FSare nearlyidentical. Figure 8(b) shavs the performance
of BASE-FSand CBASE-FSwhenthe experimentis run with 2 and4 postmarkclients andwhereeachclient
operateon a differentsetof les. CBASE-FSis 20-25%fasterthanBASE-FSwhenrun with multiple clients.
CBASE-FScould not realiseasmuchimprovementin performanceasin microbenchmarkbecauset is limited
by the singleavailablehardwaredisk.

7 RelatedWork
Thereis a large body of researchon replicationtechniquedo implementhighly-available systemghat tolerate

failures. To the bestof our knowledge,thisis the rst studythattriesto improve throughputof a Byzantinefault
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tolerantsystemby using applicationsemantic4o executerequestsconcurrently without compromisingon the
safetyof the system.

Systemghattoleratebenignfaults [15, 17, 5, 13] assumeahatcomponentdail by stoppingor omitting some
steps.Unfortunately suchassumptionarelesstenabldn large-scaldalistributedsystembecausenaliciousattacks,
softwareerrors,andoperatomistalescancauseaulty nodesto behae arbitrarily,

Byzantinefault tolerantsystemsprovide highly-available and reliable servicesby tolerating such arbitrary
Byzantindailures[16]. Byzantinefaulttolerantstatemachinereplicationhasbeenextensvely studiedin theoreti-
calsettingd6, 19, 10]. Recentwork by CastroandLiskov [8, 9] hasshavn thatBFT systemsanbeimplemented
in realsystemsawith low overheadandlateny. Rodriguesetal. have shavn how to abstraceway implementation
differencesacrosdifferentreplicasto allow BFT systemdo be implementedvith differentoff-the-shelfimple-
mentationf servicedike NFSanddatabaseR0]. Yin etal. [24] cleanlyseparat@agreementrom executionin
BFT statemachinereplicationto reducereplicationcostsandimprove the con dentiality propertiesof the archi-
tecture.We build on all of this work by exploiting the basicprotocol[8], the read-onlyoptimization[8], the use
of MACsratherthansignaturegor authenticatiorj8], batchingfor throughpuf9], checkpointsandrecovery [9],
abstractiorof applicationnondeterminisnsuchasNFS's le handlegeneratiorj20], andseparatiorof agreement
from execution[24]. However, whereasxisting approacheprovide usefuloptimizationsfor improving system
throughputsuchasrequestbatching,read-onlyoptimisations,and tentatve execution, the throughputof all of
thesesystemss fundamentallylimited by their strategy of serializingall requests$o thereplicatedapplication.We
provide a generalstratgy for exploiting application-lgel andhardware-level parallelismthat canbe appliedto
ary of thesesystems.

Schneidef21] introducesheideaof usingapplicationsemanticgo reordercommutatie requestsn the state
machinereplicationtechnique. Reorderingrequestsanimprove averageresponsdime of systembut will not
improve throughputof a system. We generalizethis ideato useapplicationsemanticdo identify independent

requestandconcurrentlyexecutetheserequest$o improve throughputof a system.

8 Conclusion

This paperproposesa simple changeto existing BFT statemachinereplication architecturedo improve the
throughputof a replicatedsystemby separatingagreemenfrom executionand by introducingan application-
speci c parallelizebetweerthesewo stagesWe have build asystenprototypecalledCBASE useghistechnique
anddemonstratéhatit providesordersof magnitudémprovementin performancever existing systemsgrovided

thereis enoughparallelismin the applicationandtherearesufcient hardwareresources.
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