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Abstract
This paperarguesfor a simplechange to ByzantineFault Tolerant statemachine replication libraries. Tradi-
tional statemachine replicationbasedByzantinefault tolerant (BFT) techniquesprovide high availability and
securitybut fail to provide high throughput.This limitation stemsfrom the fundamentalassumptionof general-
izedstatemachine replicationtechniquesthat all replicasexecuterequestssequentiallyin the sametotal order
to ensure consistencyacrossreplicas. We proposea high throughputByzantinefault tolerant architecture that
usesapplication-speci�c informationto identifyandconcurrentlyexecuteindependentrequests.Our architecture
thusprovidesa general way to exploit applicationparallelismin order to provide high throughputwithoutcom-
promisingcorrectness.Althoughthis approach is extremelysimple, it yieldsdramaticpractical bene�ts. When
suf�cient applicationconcurrencyandhardware resourcesexist,CBASE,our systemprototype, providesordersof
magnitudeimprovementsin throughputover BASE,a traditional BFT architecture. CBASE-FS,a Byzantinefault
tolerant �le systemthatusesCBASE,achievestwicethethroughputof BASE-FSfor theIOZonemicro-benchmarks
evenin a con�guration with modestavailablehardware parallelism.

1 Intr oduction

With the growing prevalenceof large-scaledistributed servicesandaccess-anywhereInternetservices,thereis

increasingneedto build systemsthatprovide high availability to ensureuninterruptedservice,high reliability to

ensurecorrectness,high con�dentiality againstmaliciousattacks[1] to stealdata,andhigh throughput[23] to

keeppacewith highsystemload.

Recentwork on Byzantinefault tolerant(BFT) statemachinesystemshasdemonstratedthatgeneralizedstate

machinereplicationcanbe usedto improve availability and reliability [20, 8, 19] aswell con�dentiality [24].

Furthermore,this work suggeststhattheapproachhasimportantpracticalpropertiesin that it addslow overhead

[8, 20, 24], can recover proactively from faults [9], canmake useof existing off-the-shelfimplementationsto

improve availability andto reducereplicationcost[20], andcanminimizereplicationof theapplication-speci�c

partsof thesystem[24].

However, currentBFT statemachinesystemscanfail to provide high throughput.They usegeneralizedstate

machinereplicationtechniquesthatrequireall non-faulty replicasto executeall requestssequentiallyin thesame

order, completingexecutionof eachrequestbeforebeginningexecutionof thenext one.Thissequentialexecution

of requestscanseverelylimit thethroughputof systemsdesignedto achievehighthroughputvia concurrency [23].

Unfortunately, this concurrency-dependent approachlies at the coreof many (if not most) large-scalenetwork

servicessuchas�le systems,webservers,mail servers,anddatabases.Furthermore,technologytrendsgenerally

make it easierfor hardware architecturesto scalethroughputby increasingthe numberof hardware resources

(e.g.,processors,hardware threads,or disks)ratherthanincreasingthe speedof individual hardwareelements.
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AlthoughcurrentBFT systemslikePBFT[8] andBASE[20] implementoptimizationssuchasrequestbatchingin

orderto amortizetheirreplicationoverheadsdueto agreementprotocolmessagesandcryptographiccomputations,

existingsystemsstill imposethis fundamentallimitation onapplication-level concurrency.

In this paper, we arguefor a simpleadditionto the existing BFT statemachinereplicationarchitecturesthat

allows throughputof the systemto scalewith applicationparallelismand available hardware resources.Our

architectureseparatesagreementfrom execution[24] andinsertsageneralparallelizermodulebetweenthem.The

parallelizerusesapplication-supplied rulesto identifyandissueconcurrentrequeststhatcanbeexecutedin parallel

without compromisingthe correctnessof the replicatedservice.Hence,the throughputof the replicatedsystem

scaleswith the parallelismexposedby the applicationandwith availablehardwareresources.More broadly, in

our architecturereplicasexecuterequestsaccordingto a partial orderthatallows for concurrency asopposedto

thetotal orderenforcedby traditionalBFT architectures.

We demonstratethebene�tsof our architectureby building andevaluatinga prototypelibrary for constructing

Byzantinefault-tolerantreplicatedservicescalledCBASE (ConcurrentBASE). CBASE extendsthe BASE sys-

tem[20] whichusesthetraditionalBFT statemachinereplicationarchitecture.Weuseasetof micro-benchmarks

to stresstest our systemand �nd that when suf�cient applicationconcurrency and hardware resourcesexist,

CBASE provides ordersof magnitudeimprovementsin throughputover the traditional BFT architecture. We

also�nd thatfor applicationsor hardwarecon�gurationsthatcannot takeadvantageof concurrency, CBASEadds

little overheadcomparedto theoptimizedBASEsystem.As acasestudy, we implementCBASE-FS,a replicated

Byzantinefault tolerant�le system,to quantifythebene�ts for a realapplication.CBASE-FSachievestwice the

throughputof BASE-FSfor the IOZonemicro-benchmarkseven in a con�guration with modestavailablehard-

wareparallelism.Whenwe arti�cially simulatemorehardwareresources,CBASE's maximumwrite throughput

scalesby over anorderof magnitudecomparedto thetraditionalBFT architecture.

Themaincontribution of this studyis a casefor changingthestandardarchitecturefor Byzantinefault tolerant

statemachinereplicationto includeaparallelizermodulethatcanexposepotentiallyconcurrentrequeststo enable

parallelexecution.Basedon this study, we concludethatthis ideais appealingfor two reasons.First, it is simple.

It requiresonly a smallchangeto theexisting standardBFT replicationarchitecture.Second,it canprovide large

practicalbene�ts. In particular, this simplechangecan improve the throughputof someservicesby ordersof

magnitude,makingit practicalto useBFT statemachinereplicationfor moderncommercialservicesthatrely on

concurrency for high throughput.

Themainlimitationof thisapproachis thatsafelyexecutingmultiplerequestsin parallelfundamentallyrequires

application-speci�cknowledgeof inter-requestdependencies.But, we do not believe this limitation undermines

our argument. In particular, our prototypeparallelizerimplementsa set of default rules that assumethat all
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requestsdependon all other requests.Applicationsthat requireor are satis�ed with sequentialexecutioncan

simply leave thesedefault rules in place. But, applicationsthat desireincreasedthroughputcanoverridethese

rulesto exposetheir concurrency to thereplicationlibrary. Furthermore,designersof suchapplicationscantake

aniterative approach,�rst developingsimplerulesthatexposesomeapplicationconcurrency andlaterdeveloping

moresophisticatedrulesthatexposemoreconcurrency if requiredfor performance.

Therestof this paperproceedsasfollows. Sections2 and3 outlineour systemmodelandreview thestandard

architecturefor existing Byzantinefault tolerantstatemachinereplicationsystems.ThenSection4 describesour

proposedarchitectureandSection5 describesour prototypereplicationlibrary, CBASE.Section6 discussesour

experimentalevaluation,Section7 discussesrelatedwork, andSection8 summarizesourconclusions.

2 SystemModel

Our systemmodelcomprisesa setof standardassumptionsfor Byzantinefault tolerantstatemachinereplication.

For brevity, we list themhere.A morecompletediscussionof theseassumptionsis availableelsewhere[24]. We

assumeanasynchronousdistributedsystemwherenodesmayoperateatarbitrarilydifferentspeedsandwherethe

network mayfail to deliver messages,delaythem,corruptthem,duplicatethem,or deliver themoutof order. The

systemis safeunderthisasynchronousmodel,andit is liveunderaboundedfair links[24] systemmodelthatdoes

includea weaksynchrony assumptionthat boundsworst-casedelivery time of a messagethat is sentin�nitely

often.

We assumea Byzantinefault modelwherefaulty nodescanbehave arbitrarily. They cancrash,losedata,alter

data,andsendincorrectprotocolmessages.We assumea strongadversarywho cancoordinatefaulty nodesin

arbitrarily badways to disrupt the service. We assumethe adversaryto be computationallylimited andthat it

cannotsubvert cryptographictechniques.Weassumethatatmost f nodescanfail outof n replicas.

3 Background: BFT systems

BFT statemachinereplicationbasedsystemsprovide high availability andreliability [8, 20] andhigh security

[24] but fail to provide high throughput.Thereis a largebodyof research[15, 17, 19, 8, 20, 24] on replication

techniquesto implementhighly-availablesystemsthattoleratefailures.Insteadof usingsingleserver to implement

a service,thesetechniquesreplicatethe server andusea distributed algorithmto coordinatethe replicas. The

replicatedsystemprovidestheabstractionof asingleserviceto theclientsandcontinuesto providecorrectservice

evenwhensomeof thereplicasfail.

Figure1 illustratesa typicalBFT statemachinereplicationarchitecture.Clientsissuerequeststo thereplicated

service.Conceptually, replicasconsistof two stages,anagreementstageandanexecutionstage.In reality, these

two stagesmaybetightly integratedin a singlemachine[8, 20] or implementedon differentmachines[24]. The
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Fig. 1: TraditionalBFT Architecture

agreementstagerunsa distributedagreementprotocolto agreeon theorderof client requestsandtheexecution

stageexecutesall of therequestsin thesameorder.

Eachexecutionnodemaintainsa statemachinethat implementsthedesiredservice.A statemachineconsists

of a setof statevariablesthatencodethemachine's stateanda setof commandsthat transformits state.A state

machinetakesoneor moreof thefollowing actionsto executeacommand:

1. Readasubsetof thestatevariables,calledtheread-setR.

2. Modify asubsetof thestatevariables,calledthewrite-setW.

3. ProducesomeoutputO to theenvironment.

A commandis non-deterministicif its write-setvaluesor outputarenot uniquelydeterminedby its input and

read-setvalues;otherwiseit is a deterministiccommand.A statemachineis calleda deterministicstatemachine

if all commandsaredeterministic.Thesafetyproperty(correctnesscondition)of asystemthatusesstatemachine

replicationtechniquerequiresthatall thenon-faulty replicasstartingfrom thesamestateshouldreachthesame

�nal stateafterexecutingthesamesetof requestsfrom clients.Thefollowing requirements[21] ensuresafetyof

a replicatedsystem:

1. Deterministic statemachine: Everynon-faulty replicastatemachineis deterministic.

2. Agreement:Everynon-faulty statemachinereplicareceivesevery request.

3. Order: Everynon-faulty statemachinereplicaprocessestherequestsit receivesin thesamerelative order.

By ensuringtheabove conditions,all non-faulty replicasstartfrom thesamestate,executeall therequestsin the

sameorder, endup in thesame�nal state,andproducethesameoutputsequence.

Although the statemachinereplicationtechniquecan provide high availability and reliability, it can fail to

provide high throughput.Thefundamentaldrawbackof thegeneralizedstatemachineapproachis that theOrder

requirementdoesnot allow replicasto executerequestsconcurrently. In particular, unlessstrongassumptions
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Fig. 2: High throughputBFT statemachinereplicationarchitecture

aremadeaboutstatemachine's internal implementation,executionnodemust �nish executingrequesti before

executingrequesti + 1. Otherwise,concurrency within astatemachinecouldintroducenon-determinisminto the

system,whichcancausedifferentreplicas'stateto divergeandcausesafetyto beviolated.For example,if replicas

implementingNFSwereto executemultiple write requeststo thesame�le concurrently, differentreplicascould

executethewrite requestsin differentordersandendup having differentversionsof thesame�le. Unfortunately,

executingrequestssequentiallycanseverely limit thethroughputof a system.Moreover, thethroughputof such

systemsdoesnot scalewith resourcesas replicasexecuteone requestat a time and hencefail to exploit the

additionalresources.

4 High Thr oughput BFT StateMachine Replication

Figure2 illustratesour high throughputstatemachinereplicationarchitecture,wherewe maintaintheseparation

betweenthe agreementandexecutionstagesandintroducea parallelizer betweenthem. The parallelizertakes

a totally orderedset of requestsfrom the agreementstageand usesapplication-supplied rules to �rst identify

independentrequestsandthenissuethemconcurrentlyto theexecutionstage.A threadpool in theexecutionstage

canthenexecutetherequestsin parallelto improve systemthroughput.

4.1 RelaxedOrder and Parallelizer

The key idea of high throughputstatemachinereplicationis to relax Schneider's Order requirementon state

machinereplication(de�nedabove) to allow concurrentexecutionof independentrequestswithoutcompromising

safety.

We saythat two requestsaredependentif thewrite-setof onehasat leastonestatevariablein commonwith

theread-setor write-setof theother. More formally, we de�ne dependenceasfollows: Requestr i , with read-set

Ri andwrite-setWi andrequestr j , with read-setis R j andwrite-setW j , aredependentrequestsif any of the

following conditionsis true(1) Wi \ W j 6= f , (2) Wi \ R j 6= f , or (3) Ri \ W j 6= f . We alsode�ne dependenceto
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betransitive: if r i andr j aredependentandr j andrk aredependent,thenr i andrk aredependent.Two requestsr i

andr j aresaidto beconcurrent if they arenotdependent.

Giventhis notionof dependence,we re�ne Schneider's Order requirementfor replicatedstatemachinesafety

into aRelaxedOrder requirement:

3a RelaxedOrder: Every non-faulty statemachinereplicaprocessesany pair of dependentrequestsit receives

sequentiallyandin thesamerelative order.

NoticethatundertheRelaxedOrderrequirement,concurrentrequestscanbeprocessedin parallel.Thus,with the

Relaxed Orderrequirement,all non-faulty replicasexecuterequestsin the samepartial order asopposedto the

traditionalarchitecturewhereall correctreplicasexecuterequestsin thesametotal order.

In thenew architecture,theparallelizerusesapplication-speci�cinformationto take advantageof theRelaxed

Orderrequirement.Theparallelizertransformsa totally orderedscheduleof requestsprovidedby theagreement

protocolinto apartiallyorderedschedulebasedon applicationsemantics.

A soundparallelizer ensuresthe following partial order property: for any two requestsr i andr j suchthat r i

andr j aredependentandr i precedesr j in the total orderestablishedby the agreementstage,thenr i completes

executionbeforer j beginsexecution.For fault tolerance,wealsoassumethattheparallelizerhasa local decision

property:eachreplica's parallelizerdoesdependenceanalysislocally anddoesnotexchangemessageswith other

replicas.Hence,givena correctagreementprotocol,faulty replicascannotaffect thepartialorderenforcedat the

correctreplicas.

Notice that therearetwo propertiesthatarenot requiredof a parallelizer. First, we do not requireprecision:

a soundparallelizermayenforceadditionalorderingconstraintson requestsbeyondthoserequiredby thepartial

orderproperty. This non-requirementis importantbecauseit allows us to simplify the designof parallelizers

for complex applicationsby building conservativeparallelizersthat can introducefalsedependenciesbetween

requests.For example,in Section5.3we describea simpleNFSimplementationthatusesa conservative analysis

to identify some,but notall, concurrentrequests.Second,wedonotrequireequality: differentcorrectparallelizers

mayenforcedifferentpartialordersaslong asall correctparallelizers'partialordersareconsistentwith theorder

requiredby thepartialorderproperty. Onecould,for example,implementmultipleversionsof theparallelizerfor

anapplicationto preventany oneimplementationfrom beingasinglepointof failure[22].

Thepropertiesof existingBFT statemachinereplicationsystemsandof asoundparallelizerwith localdecisions

ensurethecorrectnessof ourarchitecture.

Safety: The �nal statereachedby our architecturefor a given setof requestsis equivalent to the �nal state

reachedby executingthoserequestsin a linearizable[11] order. More precisely, for a given initial application
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state(or abstractstate[20]) S0, if asystemcomprisingacorrectagreementstage[8, 9, 20, 24], soundparallelizer,

andcorrectexecutionstage[24] reaches�nal stateSf inal after theagreementstagereceivesa setof inputsI and

establishesa total orderI acrosstheseinputs,andafterall requestsin I have completedexecution,thenthis �nal

stateSf inal is equivalentto the �nal statereachedby startingthestatemachinein theequivalent initial stateand

seriallyexecutingrequestsI in orderI.

Proof sketch: Theagreementprotocol(e.g.,atomicmulticast)[8] usedby thesystemguaranteestotalorderingof

all requests.Fromthepropertiesof theparallelizer, all non-faulty replicasexecutethedependentrequestsin the

sameorderandsatisfytheRelaxedOrderproperty. RelaxedOrderensuressafetybecause(1) Dependentrequests

executein thesameorder at all replicasandfollow theorder providedby theagreementstage. This constraintis

by de�nition enforcedby a soundparallelizer. And (2) Independentrequestscanbe commutedsafely. Because

independentrequestsmodify disjoint setsof statevariables,the resultof executingindependentrequestsin any

orderplacesthesystemin thesame�nal state.

Li veness If a systemcomprisedof theagreementandexecutionstagesis live, thenthesystemcomprisedof the

agreement,execution,andparallelizeris alsolive if theparallelizeris soundandalsoimplementsthe following

fairnessproperty: eventually the oldestpendingrequestthat hasbeenissuedby the agreementprotocol to the

parallelizerbut thathasnot yet completedexecutionmustbethenext requestgivento theexecutionthreadpool.

This propertycanbe discharged by a soundparallelizerbecausethe oldestpendingrequestneednot have any

predecessorsunderthepartialorderproperty. And thispropertyis suf�cient whencombinedwith ourassumption

thattheagreementandexecutionstagesarelive.

4.2 Advantagesand Limitations

This statemachinereplicationarchitecturehastwo potentialadvantages.First, it cansupporthigh-throughput

applications.If theworkloadcontainsindependentrequestsandthesystemhasenoughhardwareresources,then

independentrequestscanbeexecutedconcurrentlyby theexecutionstageto improve thethroughputof a system.

Second,it is simpleand�e xible. In particular, to achieve high throughput,we did not changeany of the other

componentsin thesystemlike client behavior, theagreementprotocol,or theapplication.Thesecomponentscan

thereforebechangedto suit therequirementsof thereplicatedsystem.For example,onecanchangetheagreement

protocolandclientsidebehavior to build asystemthateithertoleratesByzantinefailuresor fail-stopfailureswhile

achieving high throughputwithoutmodifying theparallelizer.

The main limitation of a systemusing this architectureis that the rulesusedby the parallelizerto identify

dependentrequestsrequireknowledgeof theinnerworkingsof eachapplication.In many ways,thisknowledgeis

similarto thatrequiredtobuild theabstractionlayerusedin BASEtomaskdifferencesin differentimplementations
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of thesameunderlyingapplication[20]. However, it mayin generalbedif�cult to know whatinternalstateagiven

requestaffectsor to determinewith certaintywhetherany givenpairof requestsaredependent.

Fortunately, it is not necessaryto completelyunderstandthe inner workingsof an applicationin orderto de-

�ne a parallelizerfor it. In particular, it is alwayspermissibleto de�ne conservativerulesthat includeall true

dependenciesbut alsoincludesomefalsedependencies.Systemdesignersmaychooseto follow an incremental

approachby �rst de�ning asetof simplebut conservative rulesto identify “obvious” concurrentrequestsandthen

progressively re�ne therulesif moreparallelismis neededto meetperformancegoals.

5 CBASE Prototype
Thegoalof our prototypeis to demonstratea generalway to extendstatemachinereplicationsystemsin orderto

allow concurrentexecutionof requestsfor applicationsthatcanidentify dependenciesamongrequests.

Our prototype,CBASE (ConcurrentBASE) systemextendstheBASE [20] systemto usethehigh throughput

statemachinereplicationarchitecturedescribedin theprevioussection.BASE (BFT with AbstractSpeci�cation

Encapsulation)usesthePBFT(PracticalByzantineFaultTolerance)algorithm[8] to provideByzantinefault toler-

antservices.ThePBFTagreementprotocolis well suitedfor practicalsystemsasit doesnotassumesynchrony for

safetyandalsoin that it introducesmodestdelaywhile providing high reliability andavailability. BASE extends

PBFTby usingabstractionto improve robustnessandreducecost.

CBASE modi�es BASE to cleanlyseparatetheagreementandexecutionstages1 andintroducesa parallelizer

betweenthesestagesasshown in Figure2. CBASE's singlethreadedagreementmoduleusesBASE's 3-phase

atomicmulticastprotocolto establisha total orderon requests.Theparallelizerthusreceivesa seriesof requests

fromtheagreementmodule,andit usesanapplication-speci�csetof rulesto identifydependenciesamongrequests

and therebyestablisha partial order acrossthem. A pool of worker threadseachdraws a requestout of the

parallelizer, executesit on theapplicationstatemachine,andinformstheparallelizerof requestcompletion.

Internally, the parallelizerusesa dependency graphto maintaina partial order acrossall pendingrequests;

verticesrepresentrequestsanddirectededgesrepresentdependencies.The dependency graphforms a DAG as

therecanbe not be circular dependenciesbecausedependentrequestsareorderedin the orderthey areinserted

andtheindependentrequestsarenotordered.Theparallelizerhasanapplication-independent schedulerthatuses

theDAG to scheduletherequestsaccordingto thepartialorder. Theworker threadsin theexecutionstagereceive

independentrequests(verticeswith no incoming edges)from the parallelizer, executethem concurrently, and

removea requestfrom theDAG whenits executioncompletes.

Thedefaultbehavior of theparallelizeris to treatall therequestsasdependent,in whichcaseit behaveslike the

existing BASE systemwheretherequestsareexecutedsequentially. This default behavior canbeusedwhenthe

1Note,however, thatour implementationdoesnotallow theagreementandexecutionmodulesto runondifferentsetsof machines[24].
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�nite statemachineis treatedasablackboxor wheredependenciesacrossrequestscannoteasilybeinferred.The

rulesin theparallelizercanbeincrementallyre�ned by takingaconservative approachwheretherequestsknown

to touch different statescan be treatedas independentand all the other requestscan be treatedas dependent.

Similarly, for backwardscompatibilitywith existing statemachines,if a statemachineis not threadsafewe can

justhave singleworker threador implementamutualexclusionlock aroundthestatemachine.

5.1 Parallelizer interface

The parallelizerappearsto the agreementandexecutionthreadsas a variationof a producer/consumerqueue.

When a consumerthreadasksfor a request,the parallelizersearchesfor a requestthat is independentof all

incompleteprecedingrequestsandreturnsoneif found; otherwiseit blocksthe consumerthreaduntil a request

becomesindependent.Theinterfaceusedby theagreementandexecutionstagesis asfollows:

� Parallelizer.insert(): Calledby theagreementstageto enqueuea requestwhentherequestis committedin the

agreementstage. It insertsa nodein the dependency graph,doesdependenceanalysisof this requestwith

precedingoutstandingrequests,andcreatesincomingedgesto this nodefrom the requeststhat this requestis

dependenton. Thenew requestis put in ablockedstateif it hasincomingedges.

� Parallelizer.next request():Calledby theexecutionstageto returna readyrequest.A requestis readyif it does

nothave any incomingedgesin thedependency graph.If no requestis ready, thiscall blocksuntil it canreturn

a readyrequest.

� Parallelizer.remove request():Calledby theexecutionstageaftertheexecutionof a requestis completedanda

reply is sentto theclient. Theparallelizerremovesthenodecorrespondingto this requestandall theoutgoing

edgesfrom thisnode.As a result,someof theblockedrequestsmaytransitionto thereadystate.

� Parallelizer.sync(): This interfacesupportsreplicacheckpointsrequiredby theBASE system[20]. This func-

tion is calledby the agreementstagewith the sequencenumberof thenext checkpoint.The schedulerin the

parallelizerblocksall requeststhatareenqueuedbeyondthis sequencenumbereven if they arenot dependent

on other requestsuntil the agreementstagecompletesa checkpoint. The agreementstageupdatesthe next

checkpointsequencenumberby calling this functionassoonasthecheckpointis complete.

5.2 DependenceAnalysis

The parallelizer's goal is to determineif a new requestis dependenton any pendingrequestusingapplication-

speci�c rules.Theparallelizerdesignmustbalancethreecon�icting goals:(1) Generality– theparallelizershould

provide an interfacethatallows a broadrangeof applicationsto encoderulesfor detectingdependenciesamong

their requests;(2) Simplicity – the interfacefor specifyingtheserulesshouldbesimpleto reducetheeffort and

likelihoodof error in dependency-rule speci�cation;and(3) Flexibility – theinterfaceshouldallow speci�cation
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of simpleconservative dependency rulesandprogressive re�nementto moreprecisedependency rulesthatexpose

moreconcurrency. Noticethatourdesignis acompromiseamongthesedesigngoalsandthatotheralgorithmsfor

identifyingdependenciesamongrequestscouldbeexploredin futurework.

In the CBASE prototype,con�ict detectionbetweena pair of requestsdependson the functioneachinvokes

andon theargumentseachrequestpassesto its function. An applicationthathasF distinctfunctionentrypoints

providestheparallelizerwith four things:

1. A requestparserthattakesanapplicationrequestandproducesa functionID andanargumentobject.

2. An operator concurrencymatrix OCM that identi�es pairsof functionsthat areconsideredto be in con�ict

independentof the argumentsto the functions. OCM is an FxF matrix, whereOCM[i; j] is true if a request

invoking functioni anda requestinvoking function j arealwaysconsideredto bedependent.This dependency

may be becausethesefunctionsalways accesscommonstatewith one of them updatingthat state,or this

dependency maybebecausethesefunctionssometimesaccesscommonstateandaconservative designassumes

they alwaysdo for simplicity or becausemorecarefulanalysisof argumentsis impracticalfor theapplication.

3. An argumentanalysisfunction AAF that takes two argumentobjectsand returnstrue if an analysisof the

argumentsindicatesthat functionsthatarenot �agged by theOCM may accesscommonstatewhensupplied

with thesearguments.More precisely, AAF(a1;a2) must return true if thereexists any pair of functions f1,

f2 suchthatOCM[ f1; f2] = falsebut f1(a1) and f2(a2) accesscommonstateandeithermodi�es thatcommon

state.

4. An operator+argumentconcurrencymatrixOACM thatidenti�es pairsof functionsthatareconsideredto bein

con�ict only whenananalysisof theargumentsindicatesthatthey mayaccesscommonstate.

Whenanew requestr j callingfunction f j with argumentsa j arrives,theparallelizercomparesit to eachpending

requestr i callingfunction fi with argumentsai asfollows. First,it checksfor argument-independent dependencies:

if OCM[ fi; f j ] is true, the requestsare dependent.If not, then it checksto seeif the argumentsindicatethat

theremaybeadditionalrisk of dependencies:if AAF(ai ;a j ) is true, thenit alsochecksfor argument-dependent

dependenciesandidenti�es adependency betweenr i andr j if OACM[ fi; f j ] is true.Finally, if OCM[ fi; f j ] is false

andeitherAAF(ai ;a j ) is falseor OACM[ fi; f j ] is false,thenno dependency betweenr i andr j exists.

This structurefacilitatesa 2-level analysisin which theoperatorconcurrency matrix OCM de�nesbroadrules

whereno argumentanalysisis attemptedor neededand in which the operator+argumentconcurrency matrix

OACM de�nesmorepreciserulesthatareinvoked afterananalysisof theargumentsindicatesthat two calls that

sometimesareindependentmaybein con�ict dueto their arguments.Thenext subsectiondescribesourNFS�le

systemprototypewherewe usetheOACM to encoderulesfor functionsif thestatethey affect is easilyidenti�ed

from �le handlesin theirargumentsandwhereweusetheOCM to handleotherfunctions.
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Fig. 3: CBASE-FS:High throughputByzantinefault tolerantNFS

5.3 ExampleService: NFS

We have implementedCBASE-FS,a Byzantinefault tolerantNFS[4] usingCBASE asshown in Figure3. Our

implementationbuildsonBASE-FS[20], whichusesexistingimplementationsof NFSto implementeachinstance

of the replicatedstatemachine.In particular, a client in CBASE-FSmountsthe replicated�le systemexported

by thereplicasasa localNFS�le system[18]. Unmodi�ed applicationsaccessthe�le systemusingstandard�le

systemcalls. The local kernelsendsNFS calls to the local user-level NFS server, which actsasa wrapperfor

CBASE-FSby calling the invoke procedureof the BASE replicationlibrary to relay the requestto the replicas.

Thisprocedurereturnswhenthewrapperreceives f + 1 matchingrepliesfrom differentreplicas.

Theagreementstagein CBASEtakespartin theatomicmulticastprotocolto establisha totalorderon requests

and then sendseachorderedrequestto the parallelizer. The parallelizerupdatesthe dependency graphusing

NFS's concurrency matrix asde�ned in section5.3.1whenever a requestis enqueued.Theworker threadsin the

executionstagedequeueindependentrequestsandexecutetherequestsusingtheconformancewrapperinterface

asde�ned by theBASEsystemfor NFS.

CBASE-FSusesBASE's [20] abstractionlayer (conformancewrapper)to resolve non-determinismin NFS

suchas�le handleassignmentor timestampgeneration.Additionally, CBASE introducesa new sourceof non-

determinismdueto concurrentexecutionof NFScreateoperationsto different�les. Theexisting BASE confor-

mancewrapperat different replicascould returndifferent �le handlesbasedon the orderof executionof these

requests.We �x this problemby having a rule in theconcurrency matrix to treatthe requestswith create/delete

operationsasalwaysdependent.2

Rodriguesetal. [20] provideadditionaldetailsof theBASElibrary andBASE-FSByzantinefault tolerantNFS

server on whichwebuild.
2Wespeculatethatadditionalconcurrency couldbeexposedby includingconstraintsbasedon arequest's total-ordersequencenumber

to theconformancewrapper's �le handlegenerationlogic andtheparallelizer's dependency logic.
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5.3.1 ConcurrencyMatrix for NFS

For NFS,we keepthe classi�cationsimpleby just looking at the �le handles,andthushave conservative rules

for someof the operations. Our argumentanalysisfunction (AAF) de�nes two argumentsas relatedif they

includea common�le handle. We presentthe key rulesthat areusedin de�ning NFS's argument-independent

operatorconcurrency matrix (OCM) andargument-dependentoperator+argumentconcurrency matrix (OACM)

below. Referto [14] for thecompletede�nitions of theconcurrency matrices.

� getattrandnull requestsarereadonly requestsandhenceareindependentfor bothrelatedandunrelatedargu-

ments.

� Readsto different�les areindependentwhereasreadsto thesame�les aredependent.Readsmodify the last-

accessed-timeattributeof a �le, sowedo notconcurrentlyexecutereadrequeststo thesame�le.

� Writesto different�les areindependentandwritesto thesame�le aredependent.

� All createand remove operationsto the same�le or different �les are dependentas they introducenon-

determinismif executedconcurrentlyasdiscussedabove.

� Create/Rename/Remove operationsarealwaystreatedasdependenton Read/Writeoperations.Read/Writeop-

erationscarry the �le handleof the �le whereascreate/rename/remove requestscarry the �le handleof the

directory in which �le is presentandthe �lename of the �le to be deleted. As we just look at the �le han-

dle to decideif two argumentsarerelatedor not, we cannotexecutethe requestswith create/rename/remove

concurrentlywith read/writerequests.

Wegiveupsomepotentialconcurrency acrossrequestswith theseconservative rules.Lookingatother�elds in

therequestapartfrom �le handleandkeepingadditionalstateabout�le handlescouldallow for moresophisticated

andaccurateclassi�cation.Thereis atradeoff betweenononehandthesimplicity of thedesignandthetimespent

to classifyrequestsversuson theotherhandtheamountof concurrency realizedby theparallelizer. This trade-off

shouldbeexploredin moredetailin thefuture.

5.4 Additional Optimizations
TheBASEandthePBFTsystemshave implementedoptimizations[8, 9,20] to improve throughputof thesystem.

CBASEalsoimplementsthefollowing throughputoptimizationsfrom BASE:

� ReducedCommunication: This optimizationavoidshaving all thereplicassendrepliesto theclient. Instead,

theclient designatesa replicato sendtheresultandall theotherreplicasjust sendthedigestof theresult.The

digestsallow theclient to checkthe correctnessof the resultwhile signi�cantly reducingnetwork bandwidth

consumptionfor large replies. If the client doesnot receive a correctresult from the designatedreplica, it

retransmitstherequestasusual,requestingthatall replicassendthefull reply.

12



� Requestbatching: Theprimaryreducesagreementprotocoloverheadby assigninga singlesequencenumber

to anorderedbatchof requestsandby startingsingleinstanceof theagreementprotocolfor thebatch. When

thesystemis heavily loaded,thisbatchingreducesprotocoloverheadat little costto latency.

� Read-onlyoptimization: A clientmulticastsaread-onlyrequestdirectlyto all replicas,andthereplicasexecute

it immediatelyaftercheckingthat it is properlyauthenticated,thattheclient hasaccess,andthattherequestis

in fact read-only. Thelastcheckis doneby servicespeci�c upcall that is similar in spirit to our moregeneral

dependency checkin theparallelizer.

However, CBASE doesnot executerequeststentatively asin BASE andPBFTsystemsbecauseit is shown in

[7] that this optimizationhaslittle impacton throughputwhenusedalongwith requestbatchingandthat it adds

complexity to thecodeto keepuncommittedstatein thesystem.

6 Evaluation

A high throughputBFT systemshouldachieve two goals: (1) it shouldprovide high throughputby exploiting

applicationparallelismandadditionalresources,(2) it musthave low overheadwhenthereis noparallelismin the

applicationor whentherearenoadditionalresourcesto executerequestsconcurrently. CBASEshouldoutperform

BASE whenthereis scopefor concurrentexecutionof requestsandshouldperformaswell asBASE whenthere

is no scopefor concurrentexecution.This sectionevaluatesCBASE andcomparesits performancewith BASE.

We alsoevaluatetheperformanceof replicatedtheNFSsystem(CBASE-FS)thatusesCBASE andcompareits

performancewith BASE-FSandNFSthatis not replicated.

All experimentsrun with 4 replicasandthesystemtoleratesoneByzantinefault. Replicasrun on singlepro-

cessormachineswith 933MHZ PIII processorandconnectedby a 100Mbit ethernethub. All themachineshave

256MB of memoryexceptfor onethathas512MB of memory. Theexperimentsrun on anisolatednetwork. We

use5 client machinesto load the systemandthe client processeswereevenly distributed acrossthe machines.

Client machinesareconnectedto the network throughthe sameethernethub asthe replicas. Two of the client

machineshave933MHZ PIII processorwith 512MBof memoryandtheotherthreemachineshave450MHZ PIII

processorwith 128KBof memory. All machinesrunRedhatLinux 7.2.

6.1 Micr o-Benchmark

The micro-benchmarkcomparesthe performanceof BASE andCBASE executinga simple,statelessservice-

clientssends0KB requeststo whichtheserversrepies0KB results.Weshow thatfor ourmicrobenchmarkCBASE

imposeslittle additionallatency or overheadcomparedto BASEandthatCBASE'sthroughputscaleslinearlywith

applicationparallelismandavailablehardwareresources.
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6.1.1 Overhead

Figure4 comparestheoverheadof BASE andCBASE by runningthebaselinebenchmarkcon�gured with in�-

nite applicationconcurrency (no sharedstateacrossrequests)andminimal hardwaredemandper request(each

applicationrequestat theserver simply returnsimmediately).BASE is CPU-limited—asmallnumberof clients

saturatetheCPU,but BASEallows throughputto reachapeakof about15,000requestspersecondby employing

agreement-stagebatching[9], yielding a CPU overheadof lessthan100 µs per request.CBASE runswith 16

executionthreadsandBASE runswith 1 thread.All pointsin thegraphareaveragesof 3 runswith varianceof

lessthan15%.TheCBASEparallelizertreatsall requestsasindependent,but limited hardwareresourceslimit the

bene�tsgainedby concurrency —requestsrunon auniprocessorandreturnimmediately. Figure4 shows thatthe

linesrepresentingCBASEandBASEcloselyfollow eachotherillustratingthatCBASEintroduceslittle overhead

whenthereis no scopefor concurrentexecutionof requests.

6.1.2 Scalability of thr oughput with application parallelism and resources

The throughputof a servicedependsboth on the parallelismpresentin the applicationandon the hardwarere-

sources(e.g.,processors,disks,bandwidth)availableto the system.In this setof experiments,we evaluatethe

scalabilityof throughputwith varyingapplicationparallelismandhardwareresources.
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First, we evaluatethe ability throughputto scalewith resources.We simulateaccessesto a varying array

of paralleldisksby running the benchmarkwith the modi�cation that the codeto processeachrequestsleeps

for 20msbeforereturninga reply. The CBASE parallelizerassumesin�nite parallelismin the applicationand

considersall requeststo beindependent.Wesimulatevarying“disk” resourcesby con�guring CBASEto runwith

varyingnumbersof executionthreads.We notethatBASE still runswith a singlethreadsinceit never attempts

to issuemorethanonerequestto theexecutionstageat a time. Figure5(a)shows that the throughputof BASE

saturatesat 50 ops/sec(asexpectedwith 20msservicetime for eachoperation)which matchesthethroughputof

CBASE runningwith 1 thread. The throughputof CBASE increaseswith the numberof clientsbut eventually

saturatesbecauseincreasingthe numberof clients improves concurrency only if throughputis limited by the

availablehardwareresources.As thenumberof “disks” (threads)increases,thethroughputof CBASE increases

nearlylinearly—128“disks” reacha throughputof 4700requests/second.

Next, weevaluatethescalabilityof throughputwith parallelismin theapplication.Werunthesameexperiment

asaboveexceptthatwe �x thenumberof resourcesin thisexperimentandvaryparallelismin theapplication.We

emulate100resourcesby �xing thenumberof CBASEexecutionthreadsto 100.Wede�ne theparallelismfactor

asthenumberof requeststhatwe allow to beexecutedconcurrently, andsimulatevaryingapplicationparallelism

by varying this parameter. Thus, the parallelizerassignseachincoming requeststo one of parallelism factor

bucketsandcreatesdependenciesamongall requeststo thesamebucket,allowing only a �x ednumberof requests

to be independentat any point of time. Figure5(b) shows that the throughputof BASE saturatesat 50 ops/sec

and that CBASE matchesthis performancewhen the applicationparallelism factor is 1. CBASE's maximum

throughputincreasesalmostlinearlywith increasingparallelismfactorupto 100.Thethroughputof CBASEdoes

not improve beyondaparallelismfactorof 100becauseit is limited by the100simulatedhardwareresources.

Notice that in both of theseexperiments,whenapplicationparallelismandhardwareresourcesareavailable,

CBASE's throughputcanexceedBASE'sby ordersof magnitude.

6.2 NFSMicr o-Benchmarks
In this subsection,we evaluatethe performanceof CBASE-FS,a replicatedNFS that usesCBASE. We also

comparetheperformanceof CBASE-FSwith BASE-FSandunreplicatedNFS.

6.2.1 Local disk

In thisbenchmark,eachclientwrites4KB of datato a different�le in adirectoryexportedby the�le system.We

vary thenumberof concurrentclientsandmeasuretheresponsetimesthroughputof thesystem.As describedin

Section4, requeststo different�les aretreatedasindependentrequestsby theCBASE parallelizer. CBASE-FS

runswith 16 threadsandunreplicatedNFS runswith 16 daemonprocesses.In all �le systeminstances,NFS

serverswrite asynchronouslyto thedisk.
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executionin

B
F

T
statem

achinereplicationto
reducereplicationcostsand

im
prove

the
con�dentiality

propertiesofthe
archi-

tecture.W
e

build
on

allofthis
w

ork
by

exploiting
the

basicprotocol[8],
the

read-onlyoptim
ization[8],

the
use

ofM
A

C
s

ratherthan
signaturesfor

authentication[8],batchingfor
throughput[9],checkpointsand

recovery
[9],

abstractionofapplicationnondeterm
inismsuchasN

F
S

's
�le

handlegeneration[20],andseparationofagreem
ent

from
execution

[24].
H

ow
ever,w

hereasexisting
approachesprovide

usefuloptim
izationsfor

im
proving

system

throughputsuch
as

requestbatching,read-onlyoptim
isations,and

tentative
execution,the

throughputof
allof

thesesystem
sis

fundam
entallylim

ited
by

theirstrategy
ofserializingallrequeststo

the
replicatedapplication.W

e

provide
a

generalstrategy
for

exploiting
application-leveland

hardware-levelparallelism
thatcan

be
applied

to

any
ofthesesystem

s.

S
chneider[21]

introducesthe
idea

ofusing
applicationsem

anticsto
reordercom

m
utative

requestsin
the

state

m
achinereplication

technique.R
eorderingrequestscan

im
prove

averageresponsetim
e

of
system

butw
ill

not

im
prove

throughputof
a

system
.W

e
generalizethis

idea
to

use
applicationsem

anticsto
identify

independent

requestsand
concurrentlyexecutetheserequeststo

im
prove

throughputofa
system

.

8
C

onclusion

T
his

paperproposesa
sim

ple
changeto

existing
B

F
T

state
m

achinereplication
architecturesto

im
prove

the

throughputof
a

replicatedsystem
by

separatingagreem
entfrom

execution
and

by
introducing

an
application-

speci�c
parallelizerbetw

eenthesetw
o

stages.W
e

have
build

a
system

prototypecalledC
B

A
S

E
usesthis

technique

anddem
onstratethatitprovidesordersofm

agnitudeim
provem

entin
perform

anceoverexisting
system

sprovided

thereis
enoughparallelism

in
the

applicationand
thereare

suf�cient
hardware

resources.
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