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Abstract

Recentresearchhasshown thatserver-drivenprotocolsfor achieving cacheconsistency in wide-area
network servicescanperformsignificantlybetterthantraditionalconsistency protocolsbasedon HTTP
clientpolling. In thispaper, westudyhow to engineerserver-drivenconsistency solutionsfor largescale
dynamicwebservices.Theworkloadusedin thisstudycomesfrom IBM’ sOlympicswebserver, oneof
themostpopularwebserversontheInternet.Ourstudyfocusesonscalabilityandcachabilityof dynamic
content. To assessscalability, we measureboth the amountof statethat a server needsto maintain
to ensureconsistency, and the burstsof load that a server sustainsto sendout invalidationmessages
whenever a popularobjectis modified. We find that it is possibleto limit the sizeof theserver’s state
without significantperformancecosts,andthatburstsof loadcanbesmoothedout with minimal impact
on the consistency guarantees.To improve performance,we systematicallyinvestigateseveral design
issuesfor which prior researchhassuggestedwidely different solutions,including how long servers
shouldbesendinginvalidationsto idle clients. Finally, we quantify theperformanceimpactof caching
dynamicdatawith server-drivenconsistency protocolsandfind that it canimprove cacheperformance
by morethan10%. We have implementeda prototypeof a server-drivenconsistency protocolbasedon
our findingson top of thepopularSquidcache.
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1 Intr oduction
Cachingis critical for improving webperformance.A key problemwith cachingis maintainingcache
consistency: whendatachange,cachesmustbe updatedin a timely fashionto preventstaledatefrom
beingread.Therearetwo basictechniquesfor maintainingcacheconsistency. Clientsmaypoll servers
to determineif objectsstoredin cachesareup to date. Alternatively, serversmay notify cacheswhen
changeshaveoccurred.We referto thelatterapproachasserver-driven consistency.

Recentresearchhasshown thatserver-drivenconsistency protocolscanperformsignificantlybetter
than traditional client-polling protocolsfor wide areanetwork (WAN) services[17, 25, 26, 12, 16].
A rangeof server-drivenconsistency protocolshave beenproposedandevaluatedin both unicastand
multicastenvironmentsusingclient web traces[25], syntheticworkloads[26], singleweb pages[12],
andproxyworkloads[16],

Server-drivenconsistency appearsparticularlyattractive for large-scaleworkloadscontainingsignif-
icantquantitiesof dynamicallygeneratedandfrequentlychangingdata.Therearetwo reasonsfor this.
First, in theseworkloads,datachangesoftenoccurat unpredictabletimes. Therefore,client-polling is
likely to result in obsoletedata,unlesspolling is donequite frequently—inwhich casethe overhead
becomesprohibitive. Second,the ability to cachedynamicallygenerateddatais critical for improving
serverperformance.Requestsfor dynamicdatacanrequireordersof magnitudemoretimethanrequests
for staticdata[14] andcanconsumemostof theCPUcyclesat a website,evenif they only make up a
smallpercentageof thetotal requests.

This paperprovidesthefirst studyof server-drivenconsistency for websitesservinglargeamounts
of dynamicallygenerateddata. Our study is basedon the workloadgeneratedby IBM’ s web site for
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the Olympic Games,which in 1998served56.8million requestson the peakday, 32% of which were
to dynamicallygenerateddata[1]. We examineseveralcritical issuesconcerningthedeployability and
performanceof server-drivenconsistency in this challengingenvironment.

Thefirst issuewe addressis scalability. Previousefforts to improve thescalabilityof server-driven
consistency haveprimarily focusedonusingmulticastandhierarchiesto floodinvalidaitonmessages[26,
12, 16]. While theseapproachesareeffective, relying on themwould posea barrier to deployment.
Our primary focusis on engineeringtechniquesto improve scalabilitythatareindependentof network
layer. Thesetechniquesmake it feasibleto deploy server-driven consistency for a serviceas large as
the Olympicsweb serviceon today’s infrastructure,andalsowill improve scalability in the future as
multicastandhierarchiesbecomewidespread.In server-drivenconsistency, scalabilitycanbelimited by
a numberof factors:

� As thenumberof clientsincreases,theamountof memoryneededto keeptrackof thecontentof
clients’ cachesmaybecomelarge.

� Serversmayexperienceburstsof loadwheneverthey needto sendinvalidationmessagesto alarge
numberof clientsasa resultof awrite.

We show that the maximumamountof statekept by the server to enforceconsistency canbe limited
without incurring a significantperformancecost. Furthermore,we show that althoughserver-driven
consistency canincreasepeakserverloadsignificantly, it is possibleto smoothoutthisburstinesswithout
significantlyincreasingthetimeduringwhichclientsmayaccessstaledatafrom their caches.

Thesecondissuewe addressis assessingtheperformanceimplicationsof thedifferentdesigndeci-
sionsmadeby previousstudiesin server-drivenconsistency.

Differentstudieshave madewidely differentdecisionsin termsof the lengthof time duringwhich
clientsandserversshouldstaysynchronized, i.e. thelengthof timeduringwhich serversarerequiredto
notify clientswhenever thedatain theclients’ cachebecomesstale.

Somestudiesarguethatserversshouldstopnotifying idle clientsto reducenetwork,client,andserver
load [25], while otherssuggestthatclientsshouldstaysynchronizedwith serversfor daysat a time to
reducelatency andamortizethe costof joining a multicastchannelwhenmulticast-basedsystemsare
used[16, 12]. Using a framework that is applicablein both unicastandmulticastenvironments,we
quantify thetrade-off betweenthe low network, server andclient overheadof shortsynchronizationon
onehand,andthelow readlatency of longsynchronizationon theotherhand.

We find that for theIBM workload,thereis little performancecostin guaranteeingthatclientswill
benotifiedof any staledatawithin a few hundredseconds.We alsofind that thereis little benefitto hit
ratein keepingserversandclientssynchronizedfor morethata few thousandseconds.

Previous studieshave also proposedsignificantly different re-synchronization protocols to be run
by clientsandserverswhenever they becomede-synchronized,eitherby choiceor becauseof a ma-
chine crashor a temporarynetwork partition. Proposalsinclude invalidating all objectsin clients’
caches[17, 12], replaying“delayedinvalidations”upon re-synchronization[25], bulk revalidationof
cachecontents[3], andcombinationsof thesetechniques.This studysystematicallycomparestheseal-
ternativesin thecontext of large-scaleservices.We find that for de-synchronizatoinsthat last lessthan
onethousandseconds,delayedinvalidationsresultin significantperformanceadvantages.

Thefinal issuethatwe addressis quantifyingtheperformanceimplicationsof cachingdynamically
generateddata. While the high frequency and unpredictabilityof updatesmakes this datavirutally
uncachablewith traditionalclient-pollingconsistency, we speculatethatserver-drivenconsistency may
allow clientsto cachedynamicallygenerateddataeffectively. Througha simulationstudywhich uses
both server side accesstracesandupdatelogs, we demonstratethat server-driven consistency allows
clientsto cachedynamiccontentwith nearlythe sameeffectivenessasstaticcontentfor the Olympics
workload.

We have implementedthelessonslearnedfrom thesimulationsin aprototypethatrunson top of the
popularSquidcachearchitecture[20]. Our implementationaddressesthe consistency requirementsof
large scaledynamicsitesby extendingbasicserver-drivenconsistency to provide consistentupdateof
multiple relatedobjectsandguaranteefastre-synchronizationandatomicupdates.Preliminaryevalua-
tion of theprototypeshows thatit only introducesamodestoverhead.
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The rest of the paperis organizedas follows. Section2 reviews previous work on WAN consis-
tency which this study is built on. Section3 evaluatesvariousscalabilityandperformanceissuesof
server-driven consistency for large scaledynamicservices. Section4 presentsan implementationof
server-drivenconsistency basedon thelessonsthatwe learnedfrom our simulationstudy. Section5 and
section6 discussrelatedwork andsummarizethecontributionsof this study.

2 Backgr ound
The guaranteesprovidedby a consistency protocolcanbe characterizedusingtwo parameters:worst-
casestalenessandaveragestaleness.We use

�������
consistency to boundworst-casestaleness.

�������
consistency ensuresthat thedatareturnedby a readis never staleby morethan

�
unitsof time. Specif-

ically, supposethemostrecentupdateto anobject 	 happenedat time 
 . To satisfy
�������

consistency,
any readafter 
�� �

mustreturnthenew versionof object 	 . Averagestalenessis insteadexpressedin
termsof two parameters:thefractionof readsthatreturnstaledata,andtheaveragenumberof seconds
for which thereturneddatahasbeenobsolete.For example,a live newssitemaywantto guaranteethat
it will not supplyits clientswith any contentthathasbeenobsoletefor morethanfive minutesandalso
to delivermostof thelatestupdateswithin a few seconds.

Consistency algorithmsusetwo mechanismsto meettheseguarantees.Worst-caseguaranteesare
providedusingsomevariationof leases[10], which placeanupperboundon how long a client canop-
erateon cacheddatawithout communicatingwith theserver. Somesystemsdecoupleaveragestaleness
from theleases’worst-caseguaranteesby alsoproviding callbacks [13, 19] which allow serversto send
invalidationmessagesto clientswhendataaremodified.

For example,HTTP’s traditionalclient polling associatesa time to live (TTL) or anexpirationtime
with eachcachedobject[18]. ThisTTL correspondsto a per-objectleaseandplacesanupperboundon
the time thateachobjectmaybecachedbeforethe client revalidatesthecachedversion.To revalidate
anobjectwhoseexpiration time haspassed,a client sendsa Get-if-modified-since requestto
theserver, andtheserver replieswith “304 not modified” if thecachedversionis still valid or with “200
OK” andthenew versionif theobjecthaschanged.

TheHTTP polling protocolhasseveral limitations. First, becausethereis only oneparameter, TTL
in HTTP polling, which determinesbothworst-casestalenessandaveragestaleness,thereis no way to
decouplethem. Second,eachobjectis associatedwith an individual TTL. After a setof TTLs expire,
eachobjecthasto berevalidatedindividually with theserver to renew its TTL, therebyincreasingserver
loadandreadlatency. As a result,severalresearchershave proposedprotocolswith callbacksto invali-
datecachedobjects.In theseprotocols,leaserenewal overheadsareamortizedacrossmultipleobjectsat
a server by implementingvolume leases spanningmultiple objects.Volumeleasesareeitherexplicitly
renewed [25, 26, 16] or implicitly renewed via heartbeats[12]. Thesestudiesindicatethat callbacks
plusvolumeleasescanprovidestrongeraverageandworst-caseconsistency guaranteesthantraditional
HTTP clientpolling at a loweroverhead.

Although theseprotocolsarebasedon the samefundamentalconcepts,the implementationdetails
of theseprotocolsdiffer considerably. Yin et. al. [25] assumea unicastnetwork infrastructurewith an
optionalhierarchyof consistency servers[27] andspecifiesexplicit volumeleaserenewal messagesby
clients.Li et. al. [16] assumea per-server reliablemulticastchannelfor bothinvalidationandheartbeat
messages.Yu [12] assumesanunreliablemulticastchannelbut bundlesinvalidationmessageswith heart-
beatmessagesandthustiesaveragestalenessto thesystem’sworstcaseguarantees.Theimplicationsof
thesedesignchoicesareevaluatedin thenext section.

A key problemin cachingdynamicallygenerateddatais determininghow changesto underlyingdata
affect cachedobjects.For example,dynamicwebpagesareoftenconstructedfrom databases,andthe
correspondencebetweenthedatabasesandweb pagesis not straightforward. Dataupdatepropagation
(DUP) [6] usesobjectdependency graphsto maintainprecisecorrespondencesbetweencachedobjects
and underlyingdata. DUP therebyallows servers to identify the exact set of dynamicallygenerated
objectsto beinvalidatedin responseto anupdateof underlyingdata.Useof dataupdatepropagationat
theOlympic Gameswebsite resultedin server sidehit ratesof closeto 100%comparedto about80%
for anearlierversionthatdidn’t usedataupdatepropagation.
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3 Evaluation
This sectiondescribetheresultsof our trace-basedsimulation.

3.1 Methodology
We usesimulationto examinevariousscalabilityandperformanceissuesof server-drivenconsistency
for large-scaledynamicwebservices.

Workload The workload for our simulationstudy is taken from the IBM 1998 Olympic Games
site [1]. This site containsabout ���������� objects,andover 60% of themare dynamicallygenerated.
Thepeakrequestratesfor theOlympicssitewasabove 56.8million hits perday. Overall, 32%of the
requestsweremadeto dynamicallygeneratedpages. The Olympicsweb servicewashostedon four
geographicallydistributedwebclusters;eachof themservedaboutonefourth of all requests.Theweb
accesstraceusedin our studycontainsall requestsserved by oneof theseclusterson February19th,
1998. This tracecontainsabout9 million entries. Eachentry containsan IP address,a time stamp,a
URL, a returnstatus,andthesizeof theHTTP reply. In addition,our workloadincludesa modification
log for morethan99%of theCGI-generateddynamicobjects.This log contains����������� entries.

Our workloadhasseveral limitations. First, a client may have a local cachethat filters the client’s
reads. Only readsthat cannot be satisfiedby the local cachearesentto andrecordedby the server.
Hence,we may underestimatecachehit ratesandstalehit rates. Second,sincethe tracecoversonly
onedayof activity, we canonly projectthelong-termbehavior of server-drivenconsistency. Third, our
modificationlog only containsthewrite recordsof thedatadynamicallygeneratedby CGI scripts.Write
recordsof staticdataanddynamicdatageneratedby SSI scriptsarenot available. We infer writes to
thesetypesof objectsby observingchangesof objectsizesin our trace.This analysisgenerates����������
entries.Thismethodmay, however, underestimatethenumberof writes.

Simulator To study the impactof differentdesigndecisionson the performanceof server-driven
consistency, webuilt asimulatorwhich readsawebaccesslog andamodificationlog, andoutputslocal
hit rates,server load,andnetwork bandwidthconsumption.Given our limited resources,to make our
studyfeasiblewe make a simplifying assumption:we simulateonecachefor all requestssentfrom one
IP address,while in reality theIP addresscouldbeaproxymaskingawholenetwork of clientsor ahost
runningseveralbrowsers.Furthermore,weonly trackthenumberof messagesandtotalnumberof bytes
in all messagesandwe do not simulatenetwork queuingandround-tripdelays.

3.2 Consistenc y for large-scale dynamic workloads
Previousstudieshave examinedthe performancecharacteristicsof server-drivenconsistency for client
cacheworkloads[25], syntheticworkloads[27], singlewebpages[12], andproxy workloads [16]. In
this subsection,we examineits performancecharacteristicsfor large-scaledynamicserver workloads.
Our goalsare(i) to understandthe interactionof server drivenconsistency with this importantclassof
workloads,and(ii) to provide a baselinefor themoredetailedevaluationsthatwe provide later in this
paper.

Our performanceevaluationstressesreadlatency. Techniquesfor speedingup HTTP transactionsat
theserverendhavebeenpresentedelsewhere[5, 7, 14, 6]. To put thereadlatency resultsin perspective,
we alsoexaminethenetwork costsof differentprotocolsin termsof messagestransmitted.

Readlatency is primarily determinedby thefractionof readsthata client cannot beservedlocally
eitherbecauseit hasto contacttheserver to fetchanobjector becauseit mustvalidatea cachedobject.
Readlatency for non-localhits may be ordersof magnitudehigher thanthat for local hits, especially
whenthenetwork is congestedor theserver is busy.

Thereare two conditionsunderwhich a cachesystemhasto contactthe server to satisfya read.
First, the requestedobjectis not cached.We call this a cache miss. Cachemisseshappeneitherwhen
the objecthasnot beenrequestedbefore,or whenthe cachedcopy of the object is obsolete.Second,
evenif therequestedobjectis cachedlocally, theconsistency protocolmayneedto contacttheserver to
determinewhetherthecachedcopy is valid. We call thisa consistency miss.

As describedin Section2, the volumeleasealgorithmhastwo advantagesover traditionalclient-
polling algorithms. First, it reducesthe costof providing a given worst casestalenessby amortizing
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leaserenewals acrossmultiple objectsin a volume. In particular, undera standardTTL algorithm, if
a client referencesa setof objectswhoseleaseshave expired,eachreferencemustgo to the server to
validateanobject. In contrast,undera volumeleasesalgorithm,thefirst objectreferencewill triggera
volumeleaserenewal messageto theserver, which will suffice to re-validateall of the cachedobjects.
Second,volumeleasesprovidethefreedomto separateaveragecasestalenessfrom worstcasestaleness
by allowing serversto notify clientswhenobjectschange.
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Figure 1: Local hit ratesvs. worst casestalenessboundfor volume leaseand TTL. Note that in the
commoncase,volumeleasecachesareinvalidatedwithin a few secondof anupdateindependentof worst
casestalenessbounds.

Figures1 through 4 illustratetheimpactof differentconsistency algorithmsfor theIBM Olympics
workload.In thesefigures,the � axisrepresentstheworst-casestalenessboundfor thevolumeleaseal-
gorithm;thisboundcorrespondsto thevolumeleaselengthfor volumeleasealgorithms,andtheTTL for
TTL algorithms.The � axesin thesefiguresshow thefractionof localhits,network traffic, stalerate,and
averagestaleness.Consideringtheimpactof amortizingleaserenewal overheadsacrossvolumes,wesee
thatvolumeleasesprovide largeradvantagesfor systemsthatprovide strongerconsistency guarantees.
In particular, for shortworst-casestalenessbound,volumeleasealgorithmsachieve significantlylower
hit rates,andincur lower serveroverheadcomparedto TTL algorithms.As indicatedin Figure1 and2,
volumeleasescanprovide worst-casestalenessboundsof 100secondsfor aboutthe samehit-rateand
network messagecostthat traditionalpolling hasfor 10,000-secondworst-casestalenessbounds.And,
asFigure4 indicates,this comparisonactuallyunderstatestheadvantagesof volumeleasesbecausefor
traditionalpolling algorithmsthe numberof stalereadsandtheir averagestalenessincreaserapidly as
the worst caseboundincreases.In contrast,aswe detail in Section2, in the commoncaseof no net-
work failures,volumeleaseschemescannotify clientsof updateswithin a few secondsof the update
regardlessof theworst-casestalenessguarantees.

In Figures6 and 8 we examinetwo key subsetsof the requestsin theworkloads.We examinethe
responsetimeandaveragestalenessfor thedynamicallygeneratedpagesin theworkloadandfor thenon-
imageobjectsfetchedin the workload. Figure5 shows that the non-imageobjectsaccountfor 67.6%
of all objectsand requeststo non-imageobjectsaccountfor 29.3%of all requests,and the dynamic
objectsaccountfor 60.8%of all objectsandrequeststo dynamicobjectsaccountfor 12%of all requests.
Excludingrequeststo imageobjects,thefractionof requeststo dynamicdataraisesto 40.9%.

The dynamicandothernon-imagedataareof interestfor two reasons.First, few currentsystems
allow dynamicallygeneratedcontentto be cached. Our systemprovidesa framework for doing so,
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Figure 2: Numberof messagesvs. stalenessboundfor VolumeLeaseandTTL. Notethat in thecommon
case,volume leasecachesare invalidatedwithin a few secondof an updateindependentof worst case
stalenessbounds.
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Figure 3: Staleratevs. stalenessboundfor TTL.

and no studiesto datehave examinedthe impact of server-driven consistency on the cachabilityof
dynamicdata.Severalstudieshave suggestedthatuncachabledatasignificantlylimits achievablecache
performance[23, 24], so reducinguncachabledatais a key problem. Second,the cachebehavior of
thesesubsetsof datamaydisproportionatelyaffectend-userresponsetime. This is becausedynamically
generatedpagesandnon-imageobjectsmayform thebottleneckin responsetime sincethey mustoften
be fetchedbeforethe imagesandstaticelementsmaybe rendered.In otherwords,the overall hit rate
datashown in Figure1 maynotdirectlybearonend-userresponsetime if ahighhit rateto staticimages
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Object REQUEST
Number Percent Number Percent

no-image 18857 67.6 2553543 29.3
dynamic 16960 60.8 1044712 12.0
othernon-image 1897 6.8 1508831 17.3
image 9027 32.4 6165803 70.7
total 27884 100 8719346 100

Figure 5: Classifyingobjectsandrequestsaccordingto URL types.

masksapoorhit rateto theHTML pages.
In currentsystems,threefactorslimit the cachabilityof dynamicallygenerateddata: (1) the need

to determinewhich objectsmust be invalidatedor updatedwhen underlying data (e.g. databases)
change[6], (2) theneedfor anefficientcacheconsistency protocol,and(3) theinherentlimits to caching
thatarisewhendatachangerapidly. As detailedin Section2, oursystemprovidesanefficientmethodfor
identifyingwebpagesthatmustbeinvalidatedwhenunderlyingdatachange.And, asFigures6 through
Figures8 indicate,volumeleasestrategiescansignificantlyincreasethehit ratefor bothdynamicpages
andfor the“bottleneck”non-imagepages.

Finally, the figuresquantify the third limitation. Although onemight worry that dynamicobjects
changeso quickly that cachingthem would be ineffective, the hit rate differenceis relatively small.
For long leases,hit ratesfor dynamicobjectsareslightly lower thanfor all objects. As many as25%
of readsto dynamically-generateddatacanbe returnedlocally, which increasesthe local hit rate for
non-imagedataby 10%. Sincethe local hit rateof non-imagedatamaydeterminetheactualresponse
time experiencedby users,cachingdynamicdatawith server driven consistency can improve cache
performanceby asmuchas10%.Furtherperformanceimprovementscanbemadeby prefetchingup-to-
dateversionsof dynamically-geenratedobjectsafterthecachedversionshavebeenupdated.

NoticethatFigure6 shows thatdynamicpagesandnon-imagepagesaresignificantlymoresensitive
to shortvolumeleaselengthsthanaveragepages.Thissensitivity supportsthehypothesisthatthesepages
represent“bottlenecks”to displayingotherimages;dynamicpagesandnon-imagepagesareparticularly
likely to causeamissdueto volumeleaserenewal becausethey areoftenthefirst elementsfetchedwhen
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Figure 6: Local hit ratesvs. stalenessboundfor TTL. Notethatin thecommoncase,volumeleasecaches
areinvalidatedwithin a few secondof anupdateindependentof worstcasestalenessbounds.
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Figure 7: Staleratevs. stalenessboundfor TTL.

a burstof associatedobjectsarefetchedin a group. In thenext subsection,we examinetechniquesfor
reducingthehit rateimpactof shortworst-caseguarantees.

3.3 Prefetching lease renewals
Theaboveexperimentsassumethatwhena volumeleaseexpires,thenext requestmustgo to theserver
to renew it. A potentialoptimizationis to prefetchor pushvolumeleaserenewalsto clientsbeforetheir
leasesexpire. For example,a client whosevolumeleaseis aboutto expire might piggybacka volume
leaserenewal requeston its next messageto the server [25], or it might sendan additionalvolume
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Figure 8: Averagestalenessvs. stalenessboundfor TTL.

leaserenewal prefetchrequestevenif no requestsfor theserver arepending.Alternately, serversmight
periodicallypushvolumeleaserenewalsto clientsvia unicastor multicastheartbeat[12].

Regardlessof whetherrenewalsareprefetchedor pushedandwhetherthey areunicastor multicast,
thesamefundamentaltrade-offs apply. More aggressive prefetchingkeepsclientsandserverssynchro-
nizedfor longerperiodsof time, increasescachehit rates,but increasesnetwork costs,server load,and
client load.

Previousstudieshave assumedextremepositionsregardingprefetchingvolumeleaserenewals. Yin
et. al [27] assumedthat volumeleaserenewals arepiggybackedon eachdemandrequest,but that no
additionalprefetchingis done;soonafteraclient becomesidle with respectto a server, its volumelease
expires,andtheclienthasto renew thevolumeleasein thenext requestto theserver’sdata.Conversely,
Li et. al [16] suggestthat to amortizethe cost of joining multicasthierarchies,clients shouldstay
connectedto themulticastheartbeatandinvalidationchannelfrom a server for hoursor daysatonce.

In Figure9 andFigure10, we examinethe relationshipbetweenpushingor prefetchingrenewals,
readlatency, andnetwork overhead.In interpretingthesegraphs,considerthatin orderto improveread
latency by a givenamount,onecouldincreasethevolumeleaselengthby a factorof ! . Alternatively,
one could get the sameimprovementin readlatency by prefetchingthe lease ! times as it expires.
We would expect that mostserviceswould choosethe worst casestalenessguaranteethey desireand
thenaddvolumeleaseprefetchingif the improvementin readlatency justifiesthe increasein network
overhead.

As illustratedin Figure9, volumeleasepull or pushcanachieve higher local hit ratesthanbasic
volumeleasesfor thesamefreshnessbound. In a push-K algorithm,if a client is idle whena demand-
fetchedvolumeleaseexpires,theclientprefetchesor theserverpushesto theclientupto !�"$# successive
volumeleaserenewals. Thus,if eachvolumerenewal is for length % , the volumeleaseremainsvalid
for !'&(% unitsof timeafteraclientbecomesidle. If a client’saccessesto theserver resumeduringthat
period,they arenot delayedby theneedfor aninitial volumeleaserenewal request.

Both push-2 and push-10 shift the basicvolume leasecurve upward for short volume leasesand
largervaluesof ! increasetheseshifts. Also notethat thebenefitsarelargerfor thedynamicelements
in theworkload,suggestingthatprefetchingmayimproveaccessto thebottleneckelementsof apage.

However, pulling or pushingextra volumeleaserenewalsdoesincreaseclient load,server load,and
network overhead. This overheadincreaseslinearly with the numberof renewals prefetchedafter a
client’s accessesto a volumecease.For a given numberof renewals, this overheadis lower for long
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volumeleasesthanfor shortones.
Systemsmayusemulticastor consistency hierarchiesto reducetheoverheadof prefetchingor push-

ing renewals. Notethatalthoughthesearchitecturesmayeffectively eliminatethevolumerenewal load
ontheserverandmaysignificantlyreducevolumeleaserenewal overheadin serverareasof thenetwork,
they do not affect thevolumerenewal overheadat clients.Althoughclient renewal overheadshouldnot
generallybeanissue,widespreadaggressivevolumeleaseprefetchingor pushingcouldimposesignifi-
cantclientoverheadsin somecases.For example,in thetracesof theSquidregionalproxiestakenduring
July2000,thesebusycachesaccesstensof thousandsof differentserversperday[2].

In general,we concludethat althoughprevious studieshave examinedextremeassumptionsfor
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prefetching[12, 16], it appearsthat for this workload, modestamountsof prefetchingare desirable
for minimizing responsetime whenshortvolumeleasesareused,andlittle prefetchingis neededat all
for long volumeleases.This is becauseaftera few hundredsecondsof a client not accessinga service,
maintainingvalid volumeleasesat thatclienthaslittle impacton latency.

3.4 Scalability
WorkloadsliketheOlympicsworkloadpresentsseveralpotentialchallengestoscalability. First,callback-
basedsystemstypically storestatethat is proportionalto thetotal numberof objectscachedby clients.
In theworstcase,thisstatecouldgrow to beproportionalto thetotalnumberof clientstimesthenumber
of objects. Second,whena setof popularobjectsis modified,serversin callbackbasedsystemssend
callbacksto the clientscachingthoseobjects. In the worst case,sucha burst of load couldenqueuea
numberof messagesequalto thenumberof clientsusingtheservicetimesthenumberof objectssimul-
taneouslymodified. For bothmemoryconsumptionandburstsof load, if uncontrolled,this worstcase
behavior couldpreventdeploymentfor largewebservicessuchastheIBM Olympicstrace.

A wide rangeof techniquesfor reducingmemorycapacitydemandsor burstsof load arepossible.
Somehave beenevaluatedin isolation,while othershave not beenexplored. Therehasbeenno direct
comparisonof thesetechniquesto oneanother.

� Hierarchy or precise multicast. Using a hierarchyof consistency serversto flood invalidation
messagesto caches[27] canreduceburstsof loadattheserver. Precise multicast, whichdistributes
invalidationsto clientsvia multicastandensuresthatclientsreceive invalidationsonly for objects
they arecaching,canaccomplishthesamething. Precisemulticastcanbeimplementedby having
separatemulticastchannelsper objector by filtering multicastdistribution [12] on a per-object
basis[26]. Note thatalthougha hierarchyor precisemulticastreducestheamountof stateat the
centralserver, the total amountof callbackstateandthus the global systemcost is not directly
reducedby ahierarchy.

� Imprecise multicast invalidates. Imprecisemulticastinvalidation[16] combinestwo ideas. It
usesa multicasthierarchyto flood invalidationmessagesand imprecise invalidations to reduce
state. Imprecisionof invalidationsstemsfrom the useof a singleunfilteredmulticastchannelto
transmitinvalidationsfor all objectsin a volume. Theadvantageof impreciseinvalidationsis re-
ducedstate;stateat the server andmulticasthierarchyis proportionalto the numberof clients
subscribedto thevolumeratherthanto thenumberof objectscachedacrossall clients.Thedisad-
vantageof impreciseinvalidationsis increasedinvalidationmessageloadat theclientsandin the
network neartheclients.

� Delayed invalidation messages. Ratherthansendinginvalidationmessagesimmediately, systems
maydelaywheninvalidationmessagesaresentto reduceburstsof load.Therearetwo variations.
Delayed invalidations [25] enqueueinvalidationmessagesto clientswhosevolume leaseshave
expiredandsendtheenqueuedmessagesin a groupwhena client renews its volumelease.Back-
ground invalidation placesinvalidationmessagesin a separatesendqueuefrom repliesto client
requestsandsendsinvalidationsonly whensparecapacityis available.Notethatbackgroundinval-
idationsmayincreasetheaveragestalenessof dataobservedby clientswhile delayedinvalidations
haveno impactonaveragestalenessof datareads.At thesametime,while bothtechniquesreduce
burstsof load,backgroundinvalidationsalsohavetheability to imposea hardupperboundon the
maximumloadfrom invalidations.

� Forget idle clients. Two techniquesallow clients to drop callbackson objectscachedby idle
clients and therebyreduceserver memoryrequirements.First, by issuingshort object leases,
serverscandiscardcallbackstatewhena client’s leaseon anobjectexpires.Tewari et al examine
techniquesfor optimizing the leaselengthsof individual objects[8]. Second,serverscanmark
clientswhosevolumeleaseshave expiredsomeamountof time in thepastas“unreachable,” and
dropall callbackstatefor unreachableclients[25]. Whentheclient renews its volumelease,the
client andserver mustexecutea reconnectionprotocolto synchronizeserver callbackstatewith
client cachecontents. The next subsectiondiscussesreconnectionprotocols. The fundamental
trade-offs for bothapproachesarethesame:shorterleasesreducememoryconsumptionbut also
increaseconsistency missesandsynchronizationoverhead.Either algorithmcanenforcea hard
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limit on memorycapacityconsumedby adaptively shorteningleasesas spaceconsumptionin-
creases[8].

In evaluatingthis rangeof options,two factorsmustbeconsidered.First, giventhepotentialworst
casememoryandloadbehavior of callbackconsistency, asystemshouldenforceahardworst-caselimit
on stateconsumptionand burstsof load regardlessof the workload. Second,systemsshouldselect
techniquesthatminimizedamageto hit ratesandoverheadsfor typical loads.

3.4.1 Server callbac k state
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Figure 11: Callbackstateincreaseswith elapsedtime.

Figure11showsthenumberof objectleasesstoredasafunctionof elapsedtime in thetrace.For the
time periodcoveredin our trace,server memoryconsumptionincreaseslinearly. Althoughfor a longer
trace,higherhit ratesmight reducetherateof growth, for theZipf workloaddistributionscommonon
the web [4, 23, 24], hit ratesimprove only slowly with increasingtracelength,anda nearlyconstant
fraction of requestswill be compulsorycachemisses.Nearly linear growth in statethereforemay be
expectedevenover long time scalesfor many systems.

Although the nearlinear growth in stateillustratesthe needto boundworst caseconsumption,the
rateof increasefor this workloadis modest. After 24 hours,fewer than5 million leasesexist in one
of thefour Olympicsserver clustersevenwith infinite objectleases.Our prototypeconsumes62 bytes
perobjectlease,sothis workloadconsumes1240million bytesperdayunderthebaselinealgorithmfor
thewholesystem.This correspondsto 1.2%of thememorycapacityof the143-processorsystemthat
actuallyservedthis workloadin a productionenvironment.In otherwords,this busyserver couldkeep
completecallbackinformationfor 10 daysandincreaseits memoryrequirementsby lessthan1.2%.

Theseresultssuggestthateitherof the“forgetidle clients” approachescanlimit maximummemory
statewithout significantlyhurtinghit ratesor increasingleaserenewal overheads,andthatperformance
will be relatively insensitive to thedetailedparametersof thesealgorithms.Becausesystemscankeep
several daysof callbackstateat little cost,further evaluationof thesedetailedparameterswill require
longertracesthanwe haveavailableto us.

3.4.2 Bur sts of load
Figure12 shows the cumulative distribution of server load, approximatedby the numberof messages
sentandreceived by a server with no hierarchy. As we canseefrom this graph,volumeleaseswith
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callbacksreduceaverageserver load comparedto TTL. However, the peakserver load increasesby a
factorof 100for volumeleasewithout delayedinvalidations.

Thisfigureshows thatdelayedinvalidationscanreducepeakloadby a factorof 76 for shortvolume
leaseperiodsand15 for long volumeleaseperiods;but even with delayedinvalidations,peakload is
increasedby a factorof 6 for 900secondvolumeleases.This increaseis smallerfor shortvolumeleases
andlargerfor long volumeleasessincedelayedinvalidations’advantagestemsfrom delayingmessages
to clientswhosevolumeleaseshaveexpired.

Furtherimprovementscanbegainedby alsousingbackgroundinvalidations.In Figure13 we limit
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theserver messagerateto 200messagespersecond,which is approximatelytheaverageloadof TTL,
andsendinvalidationmessagesassoonaspossiblebut only usingthesparecapacity. Well over 99.9%
of invalidationmessagesaretransmittedduringthesamesecondthey arecreated,andno messagesare
delayedmorethan11 seconds.Thusbackwardinvalidationallows theserver to placea hardboundon
loadburstinesswithout significantlyhurtingaveragestaleness.

Figure3 showedtheaveragestalenessfor thetraditionalTTL polling protocol.Thedatain Figure13
allow us to understandthe averagestalenessthat canbe deliveredby invalidationwith volumeleases.
Clientsmayobserve staledataif they readobjectsbetweenwhenthe objectsareupdatedat the server
andwhentheupdatesappearat theclient. Therearetwo primarycasesto consider. First, thenetwork
connectionbetweentheclient andserver fails. In thatcase,theclient maynot seetheinvalidationmes-
sage,anddatastalenesswill bedeterminedby theworst-casestalenessboundfrom leases.Fortunately,
failuresarerelatively uncommon,andthiscasewill have little effectonaveragestaleness.Second,mes-
sagepropagationtimewill leaveawindow whenclientscanobservestaledatain thecommoncase.The
datain Figure13suggestthatthiswindow will likely beatmostafew secondspluswhateverpropagation
delaysareintroducedby thenetwork.

We concludethat delayinginvalidationmessagesmakesunicastinvalidationfeasiblewith respect
to server load. This is encouragingbecauseit simplifiesdeployment: systemsdo not needto rely on
hierarchiesor multicastto limit server load. In the long run, hierarchiesor multicastarestill attractive
strategiesfor furtherreducinglatency andaverageload[27, 12].

3.5 Resync hronization
In server-drivenconsistency, server callbackstatemustbe synchronizedwith client cachecontentsto
boundstalenessfor clientreads.Thissynchronizationcanbelostdueto failures– suchasservercrashes,
client crashes,andnetwork partitions– or dueto deliberateprotocolactions– suchasdelayinginvalida-
tions to reduceloador droppingcallbacksto reducestate.Resynchronizationprotocolsthusdetermine
theperformanceof systemswhenaclient connectsto a serveraftera failureor afteraperiodof idleness
long enoughto triggera disconnection.

Therearetwo primaryoptionsto re-synchronizeserversandclients.First,clientscanmarkall cached
objectsaspotentiallystaleandrevalidatethemwith theserver asthoseobjectsarereferenced.We call
this mechanismrestart.Theadvantageof restartis simplicity. However, revalidatingall objectsasthey
arereferencedcanincreasereadlatency for someperiodof time afterrecovery. Thesecondmechanism
is to revalidateall cachedobjectsimmediatelyafter recovery, which we call revalidation. Revalidation
improvesreadperformance,but it maybemorecomplex to implement.It canalsocauselargeburstsof
messagesat thetime of revalidation.

Someprevious studieshave assumedthat restartis sufficient [17], while othershave assumedthat
revalidationis justified[27]. Thegoalof this setof experimentsis to determinehow muchperformance
revalidationgainsover restartandto comparedifferentoptionsfor implementingrevalidation.

Thebenefitof revalidationis affectedby thedurationof disconnection.Whena disconnectiondu-
ration is short(e.g.,dueto a transientnetwork or client failure), the numberof cachedobjectswhich
are invalidatedduring disconnectionsis small. Moreover, due to readlocality, the chanceof reading
thesecachedobjectafter recovery is high. Hence,the benefitof revalidationmaybe moresignificant.
Conversely, whenadisconnectiondurationis long (e.g.,dueto aprotocolactionthatdisconnectsanidle
client), theremaybelessbenefitto revalidation.

Figures14 through17 showshit ratesduringthesecondsaftera failurethatarrivesata randomtime
causingdesynchronizationbetweenthe server callbackstateandclient cachecontents. The different
figuresshow differentfailurelengths.Thesedatasuggestthatrevalidationyieldssignificantbenefitsfor
shortdisconnections,andthatthesebenefitsfall asdisconnectionperiodslengthen.

Thereare two mechanismsfor revalidation: bulk revalidationand delayedinvalidations. In bulk
revalidation,after recovery, the client sendsobjectversionnumbers(which canbe implementedeither
with last modificationtime or Entity Tagsin HTTP) of all its cachedobjectsto the server. The server
comparestheversionnumbersof thesecachedobjectswith theupdatedversionnumbers,grantsobject
leasesto all thesevalid objectsandshipsthe leasesback to the clients in onemessages.In delayed
invalidations,if a network partition makesa client unreachablefrom the server, the server buffers the
invalidationsthatshouldbesentto theclient. Whentheserver receivesa volumeleaserequestmessage
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Figure 14: Hit ratesafterrecovery for adisconnectionof 1 seconds
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Figure 15: Hit rateafterrecovery for adisconnectionof 10 seconds.

from theclient, theserver piggybacksthebufferedinvalidationsto thevolumeleasegrantmessagesto
theclient. Theclient appliesthesebufferedinvalidationsandresynchronizeswith theserver.

Theoverheadof bothbulk revalidationanddelayedinvalidationprimarily dependson thenumberof
cachedobjectsandthenumberof objectsinvalidatedduringthedisconnection.In thecaseof bulk reval-
idation,server loadandnetwork bandwidthareprimarily determinedby thenumberof cachedobjects;
in delayedinvalidation, they are insteaddeterminedby the numberof invalidatedobjects. While the
numberof cachedobjectsdoesnot dependon thedurationof adisconnection,thenumberof invalidated
objectsincreasesduringlong disconnections.Figure18 shows thatthenumberof cachedobjectsis two
ordersof magnitudelessthanthe numberof invalidatedobjectsfor disconnectionsshorterthan1000
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Figure 17: Hit ratesafterrecovery for adisconnectionof 1000seconds.

second,makingdelayedinvalidationthepreferredmechanismin thiscase.

4 Prototype
Wehaveimplementedserver-drivenconsistency basedonvolumeleaseswith Squidcacheversion2.2.5.
Theconsistency moduleincludesa server partwhich sendsinvalidationmessagesin responseto writes
andissuesvolumeandobjectleases,andaclientpartwhichmanagesconsistency informationon locally
cachedobjectsto satisfyreads.Serversmaintainaper-objectversionnumberaswell asaper-volumeand
per-objectsharelist. Theselists containthesetof clientsthatmayhold valid leaseson thevolumesand
objects,respectively, alongwith theexpirationtime of eachlease.Clientsmaintaina volumeexpiration
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time aswell asper-objectversionnumbersandexpirationtimes.Objectsandvolumesareidentifiedby
URLs,andobjectversionnumbersareimplementedby HTTP Etagor modificationtimes[9].

On a client requestfor data,a callback-enabledclient includesa VLease-Request field in the
headerof its request.This field indicatesa network port at the client thatmay beusedto deliver call-
backs.A callback-enabledserverincludesvolumeleaseandobjectleasesasVolume-Lease-For and
Object-Lease-For headersof repliesto client requests.Invalidation andInvalidation-
Ack headersareusedto sendinvalidationmessagesto clientsandto acknowledgereceiving invalidations
by clients.

The mechanismsprovided by the protocol supporteither client-pull or server-pushvolume lease
renewal. At present,we implementthesimplepolicy of client-pull volumeleaserenewal. Volumelease
requestsandrepliescanusethe samechannelsusedto transferdata,or be exchangedalongdedicated
channels.

Hierar chy We constructthe systemto supporta hierarchyin which eachlevel grantsleasesto the
level below andrequestsleasesfrom the level above [27]. The top level cacheis a reverseproxy that
interceptsall requeststo theorigin server andcachesall replies,includingdynamicallygenerateddata.
The top level cacheis configuredto hold infinite objectandvolumeleaseson all objectsandto pass
shorterleasesto its children.Invalidationsaresentto thetop level cacheusingthestandardinvalidation
interfaceusedfor communicationbetweenparentandchild caches.Theseinvalidationscanbegenerated
by systemssuchasthetriggermonitorusedattheIBM OlympicGameswebsite[6]. Thetriggermonitor
maintainscorrespondencesbetweenunderlyingdata(e.g.databases)affectingwebpagecontentandthe
webpagesthemselves.In responseto changesto underlyingdata,thetriggermonitordetermineswhich
cachedpagesareaffectedandpropagatesinvalidationor updatemessagesto theappropriatecaches.

The hierarchyprovides threebenefits. First, it simplifies our prototypeby allowing us to usea
singleimplementationfor servers,proxies,andclients. Second,hierarchiescanconsiderablyimprove
the scalabilityof leasesystemsby forming a distribution treefor invalidationsandby servingrenewal
requestsfrom lower-level caches[27]. Third, reverse-proxycachingof dynamicallygenerateddataatthe
server canachievenearly100%hit ratesandcandramaticallyreduceserver load[5]. By implementing
our systemasa hierarchy, we make it easyto gaintheseadvantages.Further, if a multi-level hierarchy
is used(suchastheSquidregionalproxies[20] or acachemesh[22]), wespeculatethatnodeshigherin
thehierarchywill achievehit ratesbetweentheper-clientcachehit ratesandtheat-servercachehit rates
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illustratedin Section3.

Reliab le deliver y of invalidations In orderto maintainan upperboundson worst-casestal-
eness,volumeleasesystemsmustmaintainthe following invariant: a client maynot receive a volume
leaserenewal unlessall its cachedobjectsthatweremodifiedbeforethetransmissionof thevolumere-
newal have beeninvalidated.If this invariantis violated,anobjectmaybemodifiedat time 
,+ andthe
client may thenreceive a volumeleaserenewal valid until time 
.-0/1
 + �2
.3 . If a network partition
thenoccurs,theclient couldaccessstalecacheddatalongerthan 
.3 secondsafterit wasmodified.

The systemmust reliably deliver invalidationsto clients. It doesso in two ways. First, it usesa
delayedinvalidationbuffer to maintainreliableinvalidationdeliveryacrossdifferenttransport-level con-
nections.Second,it maintainsepoch numbers andanunreachable list to allow serversto re-synchronize
afterserversdiscardor loseclient state.

WeuseTCPasourtransportlayerfor transmittinginvalidations,but, unfortunately, thisdoesnotpro-
videthereliability guaranteeswerequire.In particular, althoughTCPprovidesreliabledeliverywithin a
connection,it cannotprovideguaranteesacrossconnections:if aninvalidationis sentononeconnection
anda volumerenewal on another, thevolumerenewal maybereceivedandtheinvalidationmaybelost
if the first connectionbreaks. Unfortunately, a pair of HTTP nodeswill usemultiple connectionsto
communicatein at leastthreecircumstances.First, HTTP 1.1 allows a client to openasmany astwo
simultaneouspersistentconnectionsto agivenserver[18]. Second,HTTP1.1allowsaserveror client to
closea persistentconnectionafterany message;many modernimplementationscloseconnectionsafter
shortperiodsof idlenessto save server resources.Third, a network, client, or server failuremaycause
a connectionto closeanda new oneto beopened.In additionto thesefundamentallimitationsof TCP,
most implementationsof persistentconnectionHTTP aredesignedasperformanceoptimizations,and
they do not provide APIs thatmake it easyfor applicationsto determinewhich messagesweresenton
which channels.

We thereforeimplementreliableinvalidationdelivery that is independentof transport-layerguaran-
tees.Clientssendexplicit acknowledgmentsto invalidationmessages,andserversmaintainslists of un-
acknowledgedinvalidationmessagesto eachclient. Whenaserver transmitsavolumeleaserenewal to a
client, it piggy-backsthelist of theclient’sunacknowledgedinvalidationsusingaGroup-Object-Version
headerfield. Clientsreceiving sucha messagemustprocessall invalidationsin it beforeprocessingthe
volumeleaserenewal.

Threeaspectsof thisprotocolareworth noting.
First, the invalidationdelivery requirementin volume leaseis weaker thanstrict reliable in-order

delivery, andthesystemcantake advantageof that. In particular, a systemneedonly retransmitinvali-
dationswhenit transmitsa volumeleaserenewal. At oneextreme,the systemcanmarkall packetsas
volumeleaserenewalsto keeptheclient’s volumeleasefreshbut at thecostof 9potentiallyretransmit-
ting moreinvalidationsthannecessary. At theotherextreme,thesystemcanonly sendperiodicheartbeat
messagesandhandleall retransmissionat theendof eachvolumeleaseinterval [12].

Second,thequeueof unacknowledgedinvalidationsprovidesthebasisfor animportantperformance
optimization: delayedinvalidation[25]. Serverscansignificantly reducetheir averageandpeakload
by not transmittinginvalidationmessagesto idle clientswhosevolumeleaseshave expired. Instead,
serversplacetheseinvalidationmessagesinto theidle clients’ unacknowledgedinvalidationbuffer (also
called the delayedinvalidation buffer) and do not transmit thesemessagesacrossthe network. If a
client becomesactive again,it first asksthe server to renew its volumelease,andthe server transmits
theseinvalidationswith thevolumeleaserenewal message.Theunacknowledgedinvalidationlist thus
providesasimple,fastreconnectionprotocol.

Third, the mechanismfor transmittingmultiple invalidationsin a singlemessageis alsousefulfor
atomicallyinvalidatinga collectionof relatedobjects.Our protocolfor cachingdynamicdatasupports
documentsthat areconstructedof multiple fragments,andatomicinvalidationof multiple objectsis a
key building block [6].

The systemalso implementsa protocol for re-synchronizingclient or server statewhen a server
discardscallbackstateabouta client. This occursafter a server crashor whena server deliberately
discardsstatefor idle clients. The systemincludesepoch numbers [25] in messagesto detectlossof
synchronizationdueto crashes.Theserversmaintainlists of clientswhosestatehasbeendiscardedto
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detectwhensuchclientsreconnect.If a reply to a client requestincludesanunexpectedepochnumber
or a headerindicatingthattheclient is on theunreachablelist, theclient invalidatesall objectleasesfor
thevolumeandrenews themon demand.A subjectof futurework is to implementa bulk revalidation
protocol.

Evaluation We evaluateour implementationwith a standardbenchmarkof web cachingindustry:
thefirst semi-annualwebcachingback-off workload.Our testbedincludesfour computers.Two of them
arerunningtheworkload.Theconsistency serverandtheconsistency client,whicharetheSquidproxies
augmentedwith server-drivenconsistency, arerunningon two othermachines.Theconsistency server
is placedin front of theworkloadserver, whichdeliversdatarequestedby clientsafterretrieving it from
theworkloadserver. Theconsistency serveralsoissuesleases,andsendsinvalidationmessages.

Our initial evaluationshows thatour implementationof server-drivenconsistency, comparedto the
standardSquidcache,increasesthe load of the consistency server by lessthan3% andincreasesread
latency by lessthan5% while sustaininga throughputof 70 requestspersecond.In thefuture,we plan
to implementanarchitecturethatdecouplestheconsistency modulefrom theotherpartsof webor proxy
server that deliver data,andto quantify the computingresources(CPU, memory)neededto maintain
server-drivenconsistency for theOlympicsworkload.

5 Related Work
Therehavebeenseveralstudiesoncacheconsistency in wide-areanetworks.GwertzmanandSeltzer[11]
simulatevariousclient-pollingandcallback-basedconsistency protocolsandconcludethatadaptiveTTL
canprovide goodperformancefor applicationsin which it is acceptableto returnabout4% stalereads.
Liu andCao[17] find that,althoughit is possibleto implementserver-drivenconsistency with anover-
headcomparablewith thatof client-drivenconsistency, scalabilityis anissue.In particular, they point to
(i) theburstsof server loadcausedby invalidationssentin responseto writesto popularobjects,and(ii)
thegrowth of thestatethattheservermaintainsto trackthestatusof its clients’ caches.

To addresstheseconcerns,severalrecentstudieshave exploredhow to improvescalabilityby using
multicast. Yu et. al [12] proposea scalablecacheconsistency architecturethat integratesthe ideas
of invalidation,volumeleaseandunreliablemulticast. They usesyntheticworkloadsof singlepages
andfocustheir evaluationon network performanceof server-drivenconsistency. Li andCheriton[16]
proposeto usereliablemulticastto deliverinvalidationsandupdatesfor frequentlymodifiedobjects.The
workloadsin their studyincludeclient traces,proxy tracesandsynthetictraces.What is uniqueto our
studyis to examineserver-drivenconsistency from theperspectiveof largescaledynamicwebservices,
andto addressthechallengeof scalabilitythroughtechniquesthatcanbedeployedin bothmulticastand
unicastenvironments.

Otherstudiesexaminespecificdesignoptimizationsfor consistency protocols.Duvvuri. et. al. [8]
examineadaptingobjectleasesto reduceserver stateandmessages.Thesetechniquescanalsobeem-
ployedin our protocolto improve scalability. KrishnamurthyandWills [15] examinewaysto improve
polling-basedconsistency by piggybackingoptional invalidationmessageson other traffic betweena
client andserver. While their studydoesn’t provide the worst casestalenessboundsrequiredby our
workload, several techniquesusedin their study can also be exploited to improve performanceand
scalabilityof server-drivenconsistency. For example,our protocolallowsserversto senddelayedinval-
idationsto clientsby piggybackingthemon top of othertraffic betweenserversandclients.In thesame
paper, they alsoproposeto grouprelatedobjectsinto volumesandto sendtheinvalidationsonall objects
containedin volumesinsteadof just invalidationson theobjectsthata client caches.This ideaobviates
theneedfor theserver to trackthecallbackstaterelatedto eachclient,resultingin aschemethatmaybe
usedin someextremecasesby server-drivenconsistency protocolsto limit serverstate.

Finally, we observe thatcacheconsistency protocolshave long beenstudiedfor distributedfile sys-
tems[21]. Both thenotionof invalidationandthatof leasesfor fault tolerancehave beenexaminedin
this context [10], aswell asmethodsfor fastre-synchronizationof callbackstate[3].

6 Conc lusions
Although server-driven consistency can provide significant performanceadvantagesover traditional
client-polling systems,the feasibility of deploying sucha systemdependson the scalabilityandper-
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formanceof theseserver-drivenconsistency algorithmsover a wide rangeof applications.Large-scale
servicesdeliveringbothstaticanddynamically-generateddataarean importantclassof applicationsto
be consideredbecauseobjectsserved by suchapplicationschangeunpredictablyand frequently, and
becausethe scaleof sucha servicepresentsmany challenges.In this study, we find that server-driven
consistency canmeetthescalability, performance,andconsistency requirementsof theseservices.First,
we find thatwe canput a limit on callbackstategrowth with little performancepenaltyandthatwe can
smoothout server burstinessintroducedby invalidationswithout significantly increasingaveragestal-
eness.Second,we find that how long serversandclientsarekept synchronizedcangreatly influence
performanceandoverhead.However, for this workloadthereis little performancebenefitof keeping
serversand clients synchronizedlonger than 1000secondsafter a read. Third, we find that delayed
invalidationis themostefficient fault recovery protocolfor themostcommonfailuresin today’s Inter-
net.Overall,server-drivenconsistency offersexcellentperformancefor bothstaticdataanddynamically
generateddatain largescaleservices.
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