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Abstract

Recentesearcthasshavn thatsener-drivenprotocolsfor achiering cacheconsisteng in wide-area
network servicecanperformsignificantlybetterthantraditionalconsisteng protocolsbasedon HTTP
clientpolling. In this paperwe studyhow to engineesener-drivenconsisteng solutionsfor largescale
dynamicwebservices Theworkloadusedin this studycomesrom IBM’ s Olympicswebsener, oneof
themostpopularwebsenersonthelnternet.Our studyfocusenscalabilityandcachabilityof dynamic
content. To assesscalability we measureboth the amountof statethat a sener needsto maintain
to ensureconsisteng, andthe burstsof load that a sener sustainsto sendout invalidation messages
whenever a popularobjectis modified. We find thatit is possibleto limit the size of the sener’s state
without significantperformanceosts,andthatburstsof load canbe smoothedut with minimalimpact
on the consisteng guarantees.To improve performancewe systematicallyinvestigateseveral design
issuesfor which prior researchhas suggestedvidely differentsolutions,including how long seners
shouldbe sendinginvalidationsto idle clients. Finally, we quantify the performancempactof caching
dynamicdatawith sener-drivenconsisteng protocolsandfind thatit canimprove cacheperformance
by morethan10%. We have implemented prototypeof a sener-drivenconsisteng protocolbasedon
ourfindingsontop of the popularSquidcache.
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1 Introduction

Cachingis critical for improving web performance A key problemwith cachingis maintainingcache
consisteng: whendatachange cachesmustbe updatedn a timely fashionto prevent staledatefrom
beingread. Therearetwo basictechniquegor maintainingcacheconsisteng. Clientsmay poll seners
to determineif objectsstoredin cachesareup to date. Alternatively, senersmay notify cachesvhen
changesave occurred.We referto thelatterapproachasserver-driven consistency.

Recentresearcthasshowvn that sener-drivenconsisteng protocolscanperformsignificantlybetter
than traditional client-polling protocolsfor wide areanetwork (WAN) services[17, 25, 26, 12, 16)].
A rangeof sener-driven consisteng protocolshave beenproposedand evaluatedin both unicastand
multicastervironmentsusing client web traces[25], syntheticworkloads[26], singleweb pageg12],
andproxy workloads[16],

Sener-drivenconsisteng appearparticularlyattractive for large-scalevorkloadscontainingsignif-
icantquantitiesof dynamicallygeneratedndfrequentlychangingdata. Therearetwo reasongor this.
First, in theseworkloads,datachangeoften occurat unpredictabldimes. Therefore client-pollingis
likely to resultin obsoletedata,unlesspolling is donequite frequently—inwhich casethe overhead
becomegrohibitive. Secondthe ability to cachedynamicallygeneratedlatais critical for improving
sener performanceRequest$or dynamicdatacanrequireordersof magnitudemoretime thanrequests
for staticdata[14] andcanconsumenostof the CPU cyclesat a website, evenif they only make up a
smallpercentagef thetotal requests.

This paperprovidesthe first studyof sener-drivenconsisteng for web sitesservinglarge amounts
of dynamicallygeneratedlata. Our studyis basedon the workload generatedy IBM’ s web site for



the Olympic Gameswhichin 1998sened 56.8 million requestn the peakday, 32% of which were
to dynamicallygeneratedlata[1]. We examineseveral critical issuesconcerningthe deployability and
performancef sener-drivenconsisteng in this challengingervironment.

Thefirst issuewe addresss scalability Previous efforts to improve the scalability of sener-driven
consistenyg have primarily focusednusingmulticastandhierarchiedo floodinvalidaitonmessageg6,
12, 16]. While theseapproachesre effective, relying on themwould posea barrierto deployment.
Our primaryfocusis on engineeringechniquedo improve scalabilitythatareindependentf network
layer Thesetechniquesnake it feasibleto deploy sener-driven consisteng for a serviceaslarge as
the Olympicsweb serviceon today’s infrastructure,and alsowill improve scalabilityin the future as
multicastandhierarchiedbecomewidespreadln sener-drivenconsisteng, scalabilitycanbelimited by
anumberof factors:

¢ Asthe numberof clientsincreasesthe amountof memoryneededo keeptrack of the contentof
clients’ cachesnaybecomdarge.

e Senersmayexperienceburstsof loadwhenererthey needto sendinvalidationmessaget alarge
numberof clientsasaresultof awrite.

We shaw that the maximumamountof statekept by the sener to enforceconsisteng canbe limited
without incurring a significantperformancecost. Furthermore we showv that althoughsener-driven
consisteng canincreasgeaksenerloadsignificantly it is possibleo smoothoutthis burstinessvithout
significantlyincreasinghetime duringwhich clientsmay accesstaledatafrom their caches.

The secondssuewe addresss assessinghe performancemplicationsof the differentdesigndeci-
sionsmadeby previousstudiesn sener-drivenconsisteng.

Differentstudieshave madewidely differentdecisionsn termsof the lengthof time during which
clientsandsenersshouldstaysynchronized, i.e. thelengthof time duringwhich senersarerequiredto
notify clientswheneverthe datain theclients’ cachebecomestale.

Somestudiesarguethatsenersshouldstopnotifying idle clientsto reducenetwork, client,andsener
load [25], while otherssuggesthat clientsshouldstaysynchronizedvith senersfor daysat a time to
reducelateng andamortizethe costof joining a multicastchannelwhen multicast-basedystemsare
used[16, 12]. Using a framawork that is applicablein both unicastand multicastenvironments,we
quantify thetrade-of betweenrthe low network, sener andclient overheadof shortsynchronizatioron
onehand,andthe low readlateng of long synchronizatioron the otherhand.

We find thatfor theIBM workload,thereis little performancecostin guaranteeinghat clientswill
be notified of ary staledatawithin afew hundredsecondsWe alsofind thatthereis little benefitto hit
ratein keepingsenersandclientssynchronizedor morethata few thousandseconds.

Previous studieshave also proposedsignificantly differentre-synchronization protocols to be run
by clientsand senerswheneer they becomede-synchronizedeither by choiceor becauseof a ma-
chine crashor a temporarynetwork partition. Proposalsinclude invalidating all objectsin clients’
cacheq17, 12], replaying“delayedinvalidations” uponre-synchronizatiorj25], bulk revalidation of
cachecontentq3], andcombination®f thesetechniquesThis studysystematicall)comparegheseal-
ternatvesin the context of large-scaleservices.We find thatfor de-synchronizatointhatlastlessthan
onethousandsecondsdelayednvalidationsresultin significantperformanceadvantages.

Thefinal issuethatwe addresss quantifyingthe performancemplicationsof cachingdynamically
generateddata. While the high frequeng and unpredictabilityof updatesmakes this datavirutally
uncachablavith traditionalclient-polling consisteng, we speculatéhat sener-drivenconsisteng may
allow clientsto cachedynamicallygeneratedlataeffectively. Througha simulationstudywhich uses
both sener side accesdracesand updatelogs, we demonstratehat sener-driven consisteng allows
clientsto cachedynamiccontentwith nearlythe sameeffectivenessas staticcontentfor the Olympics
workload.

We have implementedhelessondearnedirom the simulationsin a prototypethatrunsontop of the
popularSquidcachearchitecturg20]. Our implementatioraddresseghe consisteng requirement®f
large scaledynamicsitesby extendingbasicsener-drivenconsisteng to provide consistenupdateof
multiple relatedobjectsandguarantedastre-synchronizatiomndatomicupdates. Preliminaryevalua-
tion of the prototypeshaws thatit only introducesa modestoverhead.



The restof the paperis organizedas follows. Section2 reviews previous work on WAN consis-
teng/ which this studyis built on. Section3 evaluatesvariousscalability and performancassuesof
sener-driven consisteng for large scaledynamicservices. Section4 presentsan implementationof
sener-drivenconsisteng basedn thelessonghatwe learnedirom our simulationstudy Section5 and
section6 discusgelatedwork andsummarizethe contributionsof this study

2 Background

The guaranteeprovided by a consisteng protocolcanbe characterizedisingtwo parametersworst-
casestalenessind averagestaleness.We use A(t) consisteng to boundworst-casestaleness.A(t)
consisteng ensureghatthe datareturnedby a readis never staleby morethant units of time. Specif-
ically, supposehe mostrecentupdateto anobjectO happenedittime 7. To satisfy A(t) consisteny,
ary readafterT' 4+ ¢t mustreturnthe new versionof objectO. Averagestalenesss insteadexpressedn
termsof two parametersthe fraction of readsthatreturnstaledata,andthe averagenumberof seconds
for which thereturneddatahasbeenobsolete For example,alive news site maywantto guarante¢hat
it will not supplyits clientswith any contentthathasbeenobsoletefor morethanfive minutesandalso
to deliver mostof thelatestupdatesithin afew seconds.

Consisteng algorithmsusetwo mechanism$o meettheseguaranteesWorst-caseguaranteegre
provided usingsomevariationof leaseq10], which placeanupperboundon how long a client canop-
erateon cacheddatawithout communicatingvith the sener. Somesystemsiecoupleaveragestaleness
from theleasesworst-caseguaranteeby alsoproviding callbacks[13, 19] which allow senersto send
invalidationmessageto clientswhendataaremodified.

For example,HTTP’s traditionalclient polling associatea time to live (TTL) or anexpirationtime
with eachcachedobject[18]. ThisTTL corresponds$o a perobjectleaseandplacesanupperboundon
thetime thateachobjectmay be cachedbeforethe client revalidatesthe cachedversion. To revalidate
an objectwhoseexpirationtime haspasseda clientsendsa Get - i f - nodi f i ed- si nce requesto
thesener, andthesenerreplieswith “304 not modified” if the cachedversionis still valid or with “200
OK” andthe new versionif the objecthaschanged.

The HTTP polling protocolhassererallimitations. First, becausehereis only oneparameterTTL
in HTTP polling, which determine$oth worst-casestalenesandaveragestalenessthereis no way to
decouplethem. Second eachobjectis associatedvith anindividual TTL. After a setof TTLs expire,
eachobjecthasto berevalidatedindividually with thesenerto renawv its TTL, therebyincreasingsener
load andreadlateng. As aresult,severalresearcherbave proposedorotocolswith callbacksto invali-
datecachedbijects.In theseprotocols|easerenaval overheadsreamortizedacrosamultiple objectsat
a sener by implementingvolume leases spanningmultiple objects. Volumeleasesareeitherexplicitly
renaved [25, 26, 16] or implicitly renaved via heartbeat$12]. Thesestudiesindicatethat callbacks
plusvolumeleasesanprovide strongeraverageandworst-caseonsisteng guaranteethantraditional
HTTP client polling atalower overhead.

Although theseprotocolsare basedon the samefundamentatonceptsthe implementatiordetails
of theseprotocolsdiffer considerably Yin et. al. [25] assumea unicastnetwork infrastructurewith an
optionalhierarchyof consisteng seners[27] andspecifiesexplicit volumeleaserenaval messageby
clients.Li et. al. [16] assume persener reliablemulticastchannelfor bothinvalidationandheartbeat
messagesyru [12] assumeanunreliablemulticastchannebut bundlesinvalidationmessagewith heart-
beatmessageandthustiesaveragestalenes$o the systems worstcaseguaranteesTheimplicationsof
thesedesignchoicesareevaluatedn the next section.

A key problemin cachingdynamicallygeneratedlatais determininghow changeso underlyingdata
affect cachedobjects. For example,dynamicweb pagesare often constructedrom databasesndthe
correspondencketweenthe databaseandweb pagess not straightforvard. Dataupdatepropagation
(DUP) [6] usesobjectdependeng graphsto maintainprecisecorrespondenceasetweencachedobjects
and underlyingdata. DUP therebyallows senersto identify the exact setof dynamicallygenerated
objectsto beinvalidatedin responseo anupdateof underlyingdata.Useof dataupdatepropagatiorat
the Olympic Gamesweb site resultedin sener sidehit ratesof closeto 100%comparedo about80%
for anearlierversionthatdidn’t usedataupdatepropagation.



3 Evaluation
This sectiondescribetheresultsof our trace-basedimulation.

3.1 Methodology
We usesimulationto examinevariousscalability and performancdassuesof sener-driven consisteng
for large-scaledlynamicwebservices.

Workload The workload for our simulationstudy is taken from the IBM 1998 Olympic Games
site [1]. This site containsabout60, 000 objects,and over 60% of them are dynamicallygenerated.
The peakrequestratesfor the Olympicssite wasabove 56.8 million hits perday. Overall, 32% of the
requestsavere madeto dynamicallygenerategpages. The Olympics web servicewas hostedon four
geographicallydistributedweb clusters;eachof themsened aboutonefourth of all requestsTheweb
accesdraceusedin our study containsall requestssened by one of theseclusterson February19th,
1998. This tracecontainsabout9 million entries. Eachentry containsan IP addressa time stamp,a
URL, areturnstatusandthesizeof the HTTP reply. In addition,our workloadincludesa modification
log for morethan99% of the CGl-generatedlynamicobjects.Thislog contains20, 549 entries.

Our workloadhassereral limitations. First, a client may have a local cachethatfilters the client’s
reads. Only readsthat can not be satisfiedby the local cacheare sentto andrecordedby the sener.
Hence,we may underestimateachehit ratesand stalehit rates. Second sincethe tracecoversonly
oneday of activity, we canonly projectthelong-termbehaior of sener-drivenconsisteng. Third, our
modificationlog only containghewrite recordof thedatadynamicallygeneratedby CGl scripts.Write
recordsof staticdataand dynamicdatageneratedy SSI scriptsarenot available. We infer writes to
thesetypesof objectsby observingchange®f objectsizesin ourtrace. This analysisgenerated5, 565
entries.This methodmay, however, underestimatéhe numberof writes.

Simulator To studythe impactof differentdesigndecisionson the performanceof sener-driven
consisteng, we built asimulatorwhich readsawebacces$og anda modificationlog, andoutputslocal
hit rates,sener load, and network bandwidthconsumption.Given our limited resourcesto make our
studyfeasiblewe make a simplifying assumptionwe simulateonecachefor all requestsentfrom one
IP addresswhile in reality the IP addressould bea proxy maskinga whole network of clientsor a host
runningsereralbrowsers.Furthermorewe only trackthe numberof messageandtotal numberof bytes
in all messageandwe do not simulatenetwork queuingandround-tripdelays.

3.2 Consistenc y for large-scale dynamic workloads

Previous studieshave examinedthe performancecharacteristic®f senerdrivenconsisteng for client
cacheworkloads[25], syntheticworkloads[27], singleweb paged12], andproxy workloads [16]. In

this subsectionwe examineits performancecharacteristicfor large-scaledynamicsener workloads.
Our goalsare(i) to understandhe interactionof sener driven consisteng with this importantclassof

workloads,and(ii) to provide a baselinefor the moredetailedevaluationsthat we provide laterin this
paper

Our performancevaluationstresseseadlateng. Techniquegor speedingup HTTP transactionst
thesenerendhave beenpresentelsavhere[5, 7, 14, 6]. To putthereadlateng resultsin perspectie,
we alsoexaminethe network costsof differentprotocolsin termsof messagegansmitted.

Readlateng is primarily determinedy the fraction of readsthata client cannot be senedlocally
eitherbecausét hasto contactthe senerto fetchanobjector becausét mustvalidatea cachedobject.
Readlateng for non-localhits may be ordersof magnitudehigherthanthat for local hits, especially
whenthe network is congestear the seneris busy.

Thereare two conditionsunderwhich a cachesystemhasto contactthe sener to satisfya read.
First, the requesteabjectis not cached.We call this a cache miss. Cachemisseshappereitherwhen
the objecthasnot beenrequestedefore,or whenthe cachedcopy of the objectis obsolete.Second,
evenif therequesteabjectis cachedocally, the consisteng protocolmayneedto contactthe senerto
determinenvhetherthe cachedcopy is valid. We call this a consistency miss.

As describedn Section2, the volume leasealgorithm hastwo advantagesover traditional client-
polling algorithms. First, it reduceghe costof providing a given worst casestalenesdy amortizing
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leaserenavals acrossmultiple objectsin a volume. In particular undera standardT TL algorithm, if
a client references setof objectswhoseleaseshave expired, eachreferencemustgo to the senerto
validatean object. In contrastunderavolumeleasesalgorithm,thefirst objectreferencewill triggera
volumeleaserenaval messagéeo the sener, which will suffice to re-validateall of the cachedobjects.
Secondyolumeleasegrovide thefreedomto separateveragecasestalenesrom worstcasestaleness
by allowing senersto notify clientswhenobjectschange.
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Figure 1: Local hit ratesvs. worst casestalenesdoundfor volume leaseand TTL. Note thatin the
commoncase yvolumeleasecachesareinvalidatedwithin a few secondof an updateindependenbf worst
casestalenesdounds.

Figuresl through 4 illustratetheimpactof differentconsisteng algorithmsfor the IBM Olympics
workload. In thesefigures,the z axisrepresentshe worst-casestalenes®oundfor thevolumeleaseal-
gorithm;thisboundcorrespondso thevolumeleasdengthfor volumeleasealgorithms andthe TTL for
TTL algorithms.They axesin thesefiguresshow thefractionof local hits, network traffic, stalerate,and
averagestalenessConsideringheimpactof amortizingleaserenaval overheadscross/olumeswe see
thatvolumeleaserovide largeradvantagedor systemghat provide strongerconsisteng guarantees.
In particulay for shortworst-casestalenes®ound,volumeleasealgorithmsachiese significantlylower
hit rates,andincur lower sener overheaccomparedo TTL algorithms.As indicatedin Figurel and2,
volumeleasesanprovide worst-casestalenesdoundsof 100 seconddor aboutthe samehit-rateand
network messageostthattraditionalpolling hasfor 10,000-secon@vorst-casestalenesbounds.And,
asFigure4 indicates this comparisoractuallyunderstatethe advantage®f volumeleasesecausdor
traditional polling algorithmsthe numberof stalereadsandtheir averagestalenessncreaserapidly as
the worst caseboundincreases.In contrast,aswe detail in Section2, in the commoncaseof no net-
work failures,volume leaseschemesannotify clientsof updateswithin a few secondof the update
regardlesof theworst-casestalenesguarantees.

In Figures6 and 8 we examinetwo key subset®f the requestsn the workloads. We examinethe
responséime andaveragestalenesfor thedynamicallygenerategagesn theworkloadandfor thenon-
imageobjectsfetchedin the workload. Figure5 shaws thatthe non-imageobjectsaccountfor 67.6%
of all objectsandrequestso non-imageobjectsaccountfor 29.3% of all requestsand the dynamic
objectsaccounfor 60.8%0f all objectsandrequestso dynamicobjectsaccountor 12%of all requests.
Excludingrequestto imageobjects thefraction of requestso dynamicdataraisesto 40.9%.

The dynamicand other non-imagedataare of interestfor two reasons.First, few currentsystems
allow dynamically generatectontentto be cached. Our systemprovides a frameawork for doing so,
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Figure 2: Numberof messagess. stalenes®oundfor VolumeLeaseandTTL. Notethatin thecommon
case,volume leasecachesare invalidatedwithin a few secondof an updateindependentf worst case
stalenesbvounds.
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Figure 3: Staleratevs. stalenes®oundfor TTL.

and no studiesto date have examinedthe impact of sener-driven consisteng on the cachability of
dynamicdata.Several studieshave suggestedhatuncachablalatasignificantlylimits achiezablecache
performancg23, 24], soreducinguncachablelatais a key problem. Secondthe cachebehaior of
thesesubset®f datamaydisproportionatelhaffectend-useresponsdime. Thisis becaus@ynamically
generateghagesandnon-imageobjectsmay form the bottleneckin responseime sincethey mustoften
be fetchedbeforethe imagesandstaticelementanay be rendered.In otherwords,the overall hit rate
datashavn in Figure1l maynotdirectly bearon end-userespons¢imeif ahigh hit rateto staticimages
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Figure 4: Averagestalenesss. stalenesdoundfor TTL.

Object REQUEST
Number| Percent| Number | Percent
no-image 18857 67.6 | 2553543| 29.3
dynamic 16960 60.8 | 1044712 12.0
othernon-image| 1897 6.8 1508831 17.3
image 9027 32.4 | 6165803 70.7
total 27884 100 8719346, 100

Figure 5: Classifyingobjectsandrequestsaccordingto URL types.

masksa poorhit rateto theHTML pages.

In currentsystemsthreefactorslimit the cachabilityof dynamicallygeneratediata: (1) the need
to determinewhich objectsmust be invalidated or updatedwhen underlying data (e.g. databases)
changg6], (2) theneedfor anefficientcacheconsisteng protocol,and(3) theinherentimits to caching
thatarisewhendatachangeapidly. As detailedin Section2, our systenprovidesanefficientmethodfor
identifying web pageghatmustbeinvalidatedwhenunderlyingdatachange And, asFigures6 through
Figures8 indicate volumeleasestratgiescansignificantlyincreasahehit ratefor bothdynamicpages
andfor the “bottleneck”non-imagepages.

Finally, the figuresquantify the third limitation. Although one might worry that dynamicobjects
changeso quickly that cachingthem would be ineffective, the hit rate differenceis relatively small.
For long leaseshit ratesfor dynamicobjectsare slightly lower thanfor all objects. As mary as25%
of readsto dynamically-generatedatacan be returnedlocally, which increaseghe local hit rate for
non-imagedataby 10%. Sincethe local hit rate of non-imagedatamay determinethe actualresponse
time experiencedby users,cachingdynamicdatawith sener driven consisteng canimprove cache
performancdy asmuchas10%. Furtherperformancémprovementsanbe madeby prefetchingup-to-
dateversionsof dynamically-geenratedbjectsafterthe cachedversionshave beenupdated.

NoticethatFigure6 shavs thatdynamicpagesandnon-imagepagesaresignificantlymoresensitve
to shortvolumeleasdengthghanaveraggpages Thissensitvity supportghehypothesishatthesepages
representbottlenecksto displayingotherimagesdynamicpagesandnon-imagepagesareparticularly
likely to causea missdueto volumeleaserenaval because¢hey areoftenthefirst elementgetchedwhen
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Figure 6: Localhit ratesvs. stalenes®oundfor TTL. Notethatin the commoncaseyvolumeleasecaches
areinvalidatedwithin afew secondf anupdateindependentf worstcasestalenesgounds.
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Figure 7: Staleratevs. stalenes®oundfor TTL.

a burstof associateabjectsarefetchedin a group. In the next subsectionye examinetechniquedor
reducingthe hit rateimpactof shortworst-caseyuarantees.

3.3 Prefetching lease renewals

The abore experimentsassumehatwhena volumeleaseexpires,the next requesimustgo to the sener
torenav it. A potentialoptimizationis to prefetchor pushvolumeleaserenavalsto clientsbeforetheir
leasesexpire. For example,a client whosevolumeleaseis aboutto expire might piggybacka volume
leaserenaval requeston its next messagdo the sener [25], or it might sendan additionalvolume
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Figure 8: Averagestalenesss. stalenesdoundfor TTL.

leaserenaval prefetchrequesevenif no requestdor the sener are pending.Alternately senersmight
periodicallypushvolumeleaserenavalsto clientsvia unicastor multicastheartbeaf12].

Regardlesof whetherrenavals areprefetchedr pushedandwhetherthey areunicastor multicast,
the samefundamentatrade-ofs apply. More aggressie prefetchingkeepsclientsandsenerssynchro-
nizedfor longerperiodsof time, increasesachehit rates,but increasesietwork costs,senerload,and
clientload.

Previous studieshave assumedxtremepositionsregardingprefetchingvolumeleaserenavals. Yin
et. al [27] assumedhat volumeleaserenavals are piggybacled on eachdemandrequestbut that no
additionalprefetchingis done;soonaftera clientbecomesdle with respecto a sener, its volumelease
expires,andthe clienthasto renav thevolumeleasein the next requesto the sener’s data.Corversely
Li et. al [16] suggestthat to amortizethe cost of joining multicasthierarchies,clients should stay
connectedo the multicastheartbeaandinvalidationchannefrom a sener for hoursor daysatonce.

In Figure 9 andFigure 10, we examinethe relationshipbetweenpushingor prefetchingrenevals,
readlateng, andnetwork overhead.n interpretingthesegraphsconsiderthatin orderto improveread
lateng by a givenamount,onecouldincreasehe volumeleaselengthby afactorof K . Alternatively,
one could get the sameimprovementin readlateng by prefetchingthe leaseK timesasit expires.
We would expectthat mostserviceswould choosethe worst casestalenesguaranteghey desireand
thenaddvolumeleaseprefetchingif theimprovementin readlateng justifiesthe increasan network
overhead.

As illustratedin Figure 9, volumeleasepull or pushcanachieve higherlocal hit ratesthanbasic
volumeleasedor the samefreshnesdound. In a push-K algorithm,if a clientis idle whena demand-
fetchedvolumeleaseexpires,theclientprefetchesr thesenerpushego theclientupto K —1 successie
volume leaserenavals. Thus,if eachvolumereneaval is for lengthV, the volumeleaseremainsvalid
for K - V unitsof time afteraclientbecomesdle. If aclient'saccesset thesenerresumeduringthat
period,they arenot delayedby the needfor aninitial volumeleaserenaval request.

Both push-2 and push-10 shift the basicvolume leasecurve upward for shortvolume leasesand
largervaluesof K increaseheseshifts. Also notethatthe benefitsarelargerfor the dynamicelements
in theworkload,suggestindhat prefetchingmayimprove accesgo the bottleneckelementof apage.

However, pulling or pushingextra volumeleaserenavalsdoesincreaseclientload, sener load,and
network overhead. This overheadincreasedinearly with the numberof renavals prefetchedafter a
client’s accesse$o a volume cease.For a given numberof renavals, this overheads lower for long
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volumeleaseghanfor shortones.

Systemsnayusemulticastor consisteng hierarchieso reducethe overheadf prefetchingor push-
ing renavals. Note thatalthoughthesearchitecturesnay effectively eliminatethe volumereneval load
onthesenerandmaysignificantlyreducevolumeleaserenaval overheadn senerareasof thenetwork,
they do not affectthe volumerenaval overheadht clients. Although client reneval overheadshouldnot
generallybeanissue widespreadggressie volumeleaseprefetchingor pushingcouldimposesignifi-
cantclientoverheadsn somecasesFor example,in thetracesof the Squidregionalproxiestakenduring
July 2000,thesebusy cachesaccesdensof thousand®sf differentsenersperday|[2].

In general,we concludethat althoughprevious studieshave examinedextreme assumptiongor
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prefetching[12, 16], it appearghat for this workload, modestamountsof prefetchingare desirable
for minimizing responséime whenshortvolumeleasesareused,andlittle prefetchingis neededt all
for long volumeleasesThisis becauseftera few hundredsecondof a client not accessing service,
maintainingvalid volumeleasesatthatclient haslittle impacton latengy.

3.4 Scalability
Workloaddik etheOlympicsworkloadpresentseveralpotentialchallengeso scalability First, callback-
basedsystemdypically storestatethatis proportionalto the total numberof objectscachedby clients.
In theworstcasethis statecouldgrow to be proportionalto thetotal numberof clientstimesthenumber
of objects. Secondwhena setof popularobjectsis modified,senersin callbackbasedsystemssend
callbacksto the clientscachingthoseobjects. In the worst case,sucha burst of load could enqueuea
numberof messagesqualto the numberof clientsusingthe servicetimesthe numberof objectssimul-
taneouslymodified. For bothmemoryconsumptiorandburstsof load, if uncontrolled this worstcase
behavior could preventdeploymentfor largewebservicesuchasthe IBM Olympicstrace.

A wide rangeof techniquedor reducingmemorycapacitydemandsor burstsof load are possible.
Somehave beenevaluatedin isolation,while othershave not beenexplored. Therehasbeenno direct
comparisorof thesetechniquedo oneanother

e Hierarchy or precise multicast. Using a hierarchyof consisteng senersto flood invalidation
messagew cacheg$27] canreduceburstsof loadatthesener. Precise multicast, which distributes
invalidationsto clientsvia multicastandensureghatclientsreceve invalidationsonly for objects
they arecaching,canaccomplistthe samething. Precisemulticastcanbeimplementedy having
separatemulticastchannelsper objector by filtering multicastdistribution [12] on a perobject
basis[26]. Notethatalthougha hierarchyor precisemulticastreduceghe amountof stateat the
centralsener, the total amountof callbackstateandthusthe global systemcostis not directly
reducedby ahierarchy

e Imprecise multicast invalidates. Imprecisemulticastinvalidation[16] combinestwo ideas. It
usesa multicasthierarchyto flood invalidation messageandimprecise invalidations to reduce
state. Imprecisionof invalidationsstemsfrom the useof a single unfilteredmulticastchannelto
transmitinvalidationsfor all objectsin a volume. The advantageof impreciseinvalidationsis re-
ducedstate; stateat the serer and multicasthierarchyis proportionalto the numberof clients
subscribedo thevolumeratherthanto the numberof objectscachedacrossall clients. The disad-
vantageof impreciseinvalidationsis increasednvalidationmessagdoad at the clientsandin the
network neartheclients.

e Delayed invalidation messages. Ratherthansendingnvalidationmessagesnmediately systems
may delaywheninvalidationmessagearesentto reduceburstsof load. Therearetwo variations.
Delayed invalidations [25] enqueuenvalidation messageso clientswhosevolume leaseshave
expiredandsendthe enqueuednessagem a groupwhena clientrenavs its volumelease.Back-
ground invalidation placesinvalidationmessage a separatesendqueuefrom repliesto client
requestaindsendsnvalidationsonly whensparecapacityis available. Notethatbackgroundnval-
idationsmayincreasdhe averagestalenessf dataobsenedby clientswhile delayednvalidations
have noimpacton averagestalenessf datareads At thesametime, while bothtechniqueseduce
burstsof load,backgroundnvalidationsalsohave the ability to imposea hardupperboundonthe
maximumloadfrom invalidations.

o Forget idle clients. Two techniquesallow clientsto drop callbackson objectscachedby idle
clients and therebyreducesener memory requirements. First, by issuing short object leases,
senerscandiscardcallbackstatewhena client’'s leaseon anobjectexpires. Tewari et al examine
techniquedor optimizing the leaselengthsof individual objects[8]. Second senerscanmark
clientswhosevolumeleaseshave expired someamountof time in the pastas“unreachablé,and
dropall callbackstatefor unreachablelients[25]. Whenthe client renavs its volumelease the
client and sener mustexecutea reconnectiorprotocolto synchronizesener callbackstatewith
client cachecontents. The next subsectiordiscusseseconnectiorprotocols. The fundamental
trade-ofs for bothapproachesrethe same:shorterleasegeducememoryconsumptiorbut also
increaseconsisteng missesand synchronizatioroverhead. Either algorithm canenforcea hard
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limit on memory capacityconsumedoy adaptively shorteningleasesas spaceconsumptionin-
crease$g].

In evaluatingthis rangeof options,two factorsmustbe considered First, giventhe potentialworst
casememoryandloadbehaior of callbackconsisteng, a systemshouldenforcea hardworst-casdimit
on stateconsumptionand burstsof load regardlessof the workload. Second,systemsshould select
techniqueghatminimize damageo hit ratesandoverheaddor typical loads.

3.4.1 Server callbac k state
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Figure 11: Callbackstateincreasesvith elapsedime.

Figurellshavsthenumberof objectleasestoredasafunctionof elapsedimein thetrace.For the
time periodcoveredin our trace,sener memoryconsumptiorincreasesinearly. Althoughfor alonger
trace,higherhit ratesmight reducethe rate of growth, for the Zipf workloaddistributionscommonon
theweb [4, 23, 24], hit ratesimprove only slowly with increasingtracelength,anda nearly constant
fraction of requestawill be compulsorycachemisses.Nearly linear growth in statethereforemay be
expectedevenoverlong time scaledor mary systems.

Although the nearlinear growth in stateillustratesthe needto boundworst caseconsumptionthe
rate of increasefor this workloadis modest. After 24 hours,fewer than5 million leasesxist in one
of the four Olympicssener clustersevenwith infinite objectleases.Our prototypeconsume$2 bytes
perobjectlease sothis workloadconsumed 240million bytesperdayunderthe baselinealgorithmfor
thewhole system.This corresponds$o 1.2% of the memorycapacityof the 143-processosystemthat
actuallysenedthis workloadin a productionervironment. In otherwords, this busy sener could keep
completecallbackinformationfor 10 daysandincreasats memoryrequirement$y lessthan1.2%.

Theseresultssuggesthateitherof the“for getidle clients” approachesanlimit maximummemory
statewithout significantlyhurting hit ratesor increasingeaserenaval overheadsandthat performance
will berelatively insensitve to the detailedparametersf thesealgorithms. Becausesystemsankeep
several daysof callbackstateat little cost, further evaluationof thesedetailedparametersvill require
longertracesthanwe have availableto us.

3.4.2 Bursts of load

Figure 12 shaws the cumulative distribution of sener load, approximatedy the numberof messages
sentandreceved by a sener with no hierarchy As we canseefrom this graph,volume leaseswith
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callbacksreduceaveragesener load comparedo TTL. However, the peaksener load increasesy a
factorof 100for volumeleasewithout delayednvalidations.

Thisfigure shavs thatdelayednvalidationscanreducepeakloadby afactorof 76 for shortvolume
leaseperiodsand 15 for long volumeleaseperiods;but evenwith delayedinvalidations,peakload is
increasedy afactorof 6 for 900second/olumeleasesThis increasas smallerfor shortvolumeleases
andlargerfor long volumeleasessincedelayednvalidations’advantagestemsfrom delayingmessages
to clientswhosevolumeleaseave expired.

Furtherimprovementscanbe gainedby alsousingbackgroundnvalidations.In Figure 13 we limit
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the sener messageateto 200 messageper secondwhich is approximatelythe averageload of TTL,
andsendinvalidationmessageassoonaspossiblebut only usingthe sparecapacity Well over 99.9%
of invalidationmessagearetransmittedduringthe samesecondhey arecreatedandno messageare
delayedmorethan11 seconds.Thusbackward invalidationallows the sener to placea hardboundon
load burstinesswvithout significantlyhurting averagestaleness.

Figure3 shovedthe averagestalenessor thetraditional TTL polling protocol. Thedatain Figure13
allow usto understandhe averagestalenesshat canbe deliveredby invalidationwith volumeleases.
Clientsmay obsenre staledataif they readobjectsbetweenwhenthe objectsare updatedat the sener
andwhenthe updatesappearat the client. Therearetwo primary caseso consider First, the network
connectiorbetweerthe clientandsenerfails. In thatcase the client may not seethe invalidationmes-
sageanddatastalenessvill be determinedy theworst-casestalenes®oundfrom leases Fortunately
failuresarerelatively uncommonandthis casewill havelittle effecton averagestalenessSecondmes-
sagepropagationtime will leave awindow whenclientscanobsene staledatain thecommoncase.The
datain Figurel3suggesthatthiswindow will likely beatmostafew secondpluswhateverpropagation
delaysareintroducedby the network.

We concludethat delayinginvalidation messagesnakes unicastinvalidation feasiblewith respect
to sener load. This is encouragingecauseét simplifies deployment: systemsdo not needto rely on
hierarchiesor multicastto limit senerload. In thelong run, hierarchiesor multicastarestill attractve
stratgyiesfor furtherreducinglateng andaverageload[27, 12].

3.5 Resync hronization

In senerdriven consisteng, sener callbackstatemustbe synchronizedwith client cachecontentsto
boundstalenes$or clientreads.Thissynchronizatiortanbelostdueto failures— suchassenercrashes,
clientcrashesandnetwork partitions— or dueto deliberateprotocolactions— suchasdelayinginvalida-
tionsto reduceload or droppingcallbacksto reducestate. Resynchronizatioprotocolsthusdetermine
the performancef systemavhena clientconnectgo a senerafterafailure or afteraperiodof idleness
long enoughto triggera disconnection.

Therearetwo primaryoptionsto re-synchronizeenersandclients. First, clientscanmarkall cached
objectsaspotentiallystaleandrevalidatethemwith the sener asthoseobjectsarereferenced We call
this mechanisnrestart. The advantageof restartis simplicity. However, revalidatingall objectsasthey
arereferencedtanincreaseeadlateng for someperiodof time afterrecovery. The secondmechanism
is to revalidateall cachedobjectsimmediatelyafterrecovery, which we call revalidation. Revalidation
improvesreadperformancebut it maybe morecomplex to implement.It canalsocausdarge burstsof
messageat thetime of revalidation.

Someprevious studieshave assumedhat restartis sufficient [17], while othershave assumedhat
revalidationis justified[27]. Thegoal of this setof experimentds to determinehow muchperformance
revalidationgainsoverrestartandto comparedifferentoptionsfor implementingrevalidation.

The benefitof revalidationis affectedby the durationof disconnection Whena disconnectiordu-
ration is short(e.g.,dueto a transientnetwork or client failure), the numberof cachedobjectswhich
are invalidatedduring disconnectionss small. Moreover, dueto readlocality, the chanceof reading
thesecachedobjectafterrecovery is high. Hence,the benefitof revalidationmay be more significant.
Corverselywhenadisconnectiordurationis long (e.g.,dueto a protocolactionthatdisconnectsinidle
client), theremaybelessbenefitto revalidation.

Figuresl4throughl7 shaws hit ratesduringthe secondsaftera failurethatarrivesatarandomtime
causingdesynchronizatiometweenthe sener callbackstateand client cachecontents. The different
figuresshaw differentfailure lengths.Thesedatasuggesthatrevalidationyields significantbenefitsfor
shortdisconnectionsandthatthesebenefitsfall asdisconnectiorperiodslengthen.

Therearetwo mechanismdor revalidation: bulk revalidation and delayedinvalidations. In bulk
revalidation, after recovery, the client sendsobjectversionnumbergwhich canbe implementeceither
with lastmodificationtime or Entity Tagsin HTTP) of all its cachedobjectsto the sener. The sener
compareghe versionnumbersof thesecachedobjectswith the updatedversionnumbersgrantsobject
leasedo all thesevalid objectsand shipsthe leasesbackto the clientsin one messagesin delayed
invalidations,if a network partition makesa client unreachablérom the sener, the sener buffersthe
invalidationsthatshouldbe sentto the client. Whenthe senerrecevesavolumeleaserequesimessage
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Figure 15: Hit rateafterrecovery for adisconnectiorof 10 seconds.

from the client, the sener piggybacksthe bufferedinvalidationsto the volumeleasegrantmessageto
theclient. Theclient appliesthesebufferedinvalidationsandresynchronizewith the sener.
Theoverheadf bothbulk revalidationanddelayednvalidationprimarily depend®n the numberof
cachedbjectsandthe numberof objectsinvalidatedduringthe disconnectionin the caseof bulk reval-
idation, sener load andnetwork bandwidthare primarily determinedoy the numberof cachedobjects;
in delayedinvalidation, they areinsteaddeterminedby the numberof invalidatedobjects. While the
numberof cachedbjectsdoesnot dependbn thedurationof a disconnectionthe numberof invalidated
objectsincreasesluringlong disconnectionsFigure 18 shows thatthe numberof cachedbjectsis two
ordersof magnitudelessthanthe numberof invalidatedobjectsfor disconnectionshorterthan 1000
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secondmakingdelayednvalidationthe preferredmechanisnin this case.

4 Prototype

We have implementedsener-drivenconsisteng basedn volumeleasesith Squidcacheversion2.2.5.
The consisteng moduleincludesa sener partwhich senddnvalidationmessages responseo writes
andissuessolumeandobjectleasesanda client partwhich managesonsisteng informationonlocally
cachedbjectsto satisfyreads.Senersmaintainaperobjectversionnumberaswell asapervolumeand
perobjectshardist. Thesdists containthe setof clientsthatmayhold valid leaseson the volumesand
objects respectrely, alongwith the expirationtime of eachlease.Clientsmaintaina volumeexpiration
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time aswell asperobjectversionnumbersandexpirationtimes. Objectsandvolumesareidentifiedby
URLSs, andobjectversionnumbersareimplementecdy HTTP Etagor modificationtimes[9].

On a client requestfor data,a callback-enabledlient includesa VLease- Request field in the
headerof its request.This field indicatesa network port at the client that may be usedto deliver call-
backs.A callback-enabledenerincludesvolumeleaseandobjectleasesisVol une- Lease- For and
bj ect - Lease- For header®f repliesto clientrequestsl nval i dati on andl nval i dati on-
Ack headerareusedo sendnvalidationmessagew clientsandto acknavledgereceving invalidations
by clients.

The mechanismgrovided by the protocol supporteither client-pull or sener-pushvolume lease
renaval. At presentwe implementthe simplepolicy of client-pull volumeleaserenaval. Volumelease
requestandrepliescanusethe samechannelausedto transferdata,or be exchangedalongdedicated
channels.

Hierarchy We constructthe systemto supporta hierarchyin which eachlevel grantsleaseso the
level belov andrequestdeasedrom the level above [27]. Thetop level cacheis a reverseproxy that
interceptsall requestgo the origin sener andcachesll replies,including dynamicallygeneratediata.
The top level cacheis configuredto hold infinite objectand volumeleaseson all objectsandto pass
shorterdeasedo its children. Invalidationsaresentto the top level cacheusingthe standardnvalidation
interfaceusedfor communicatiorbetweerparentandchild cachesThesenvalidationscanbegenerated
by systemsuchasthetriggermonitorusedatthe|IBM Olympic Gameswvebsite[6]. Thetriggermonitor
maintainscorrespondencdsetweerunderlyingdata(e.g. databasesffectingweb pagecontentandthe
webpageghemseles.In responsdo changeso underlyingdata,thetrigger monitor determinesvhich
cachedhagesareaffectedandpropagatesvalidationor updatemessageto theappropriatecaches.
The hierarchyprovides three benefits. First, it simplifies our prototypeby allowing us to usea
singleimplementatiorfor seners, proxies,andclients. Second hierarchiescanconsiderablyimprove
the scalability of leasesystemdyy forming a distribution treefor invalidationsandby servingrenaval
requestérom lower-level cacheg27]. Third, reverse-proxycachingof dynamicallygeneratediataatthe
sener canachiere nearly100%hit ratesandcandramaticallyreducesenerload[5]. By implementing
our systemasa hierarchy we malke it easyto gaintheseadvantagesFurther if a multi-level hierarchy
is used(suchasthe Squidregionalproxies[20] or acachemesh[22]), we speculatéhatnodeshigherin
thehierarchywill achieve hit ratesbetweerthe perclient cachehit ratesandthe at-sener cachehit rates
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illustratedin Section3.

Reliable deliver y of invalidations In orderto maintainan upperboundson worst-casestal-
enessyolumeleasesystemanustmaintainthe following invariant: a client may not recevve a volume
leaserenaval unlessall its cachedbbjectsthat weremodifiedbeforethe transmissiorof the volumere-
newal have beeninvalidated.If this invariantis violated,an objectmay be modifiedat time 77 andthe
client may thenreceve a volumeleaserenaval valid until time T> > Ty + T,,. If anetwork partition
thenoccurstheclient couldaccesstalecacheddatalongerthanT, secondsfterit wasmodified.

The systemmustreliably deliver invalidationsto clients. It doessoin two ways. First, it usesa
delayednvalidationbuffer to maintainreliableinvalidationdelivery acrosdifferenttransport-leel con-
nections.Secondijt maintainsepoch numbersandanunreachable list to allow senersto re-synchronize
aftersenersdiscardor loseclient state.

We useTCPasourtransportayerfor transmittinginvalidations but, unfortunatelythis doesnotpro-
vide thereliability guaranteese require.In particular althoughTCP providesreliabledelivery within a
connectionijt cannot provide guaranteeacrossonnectionsif aninvalidationis sentononeconnection
anda volumerenaval on anotherthevolumerenaval mayberecevedandtheinvalidationmaybe lost
if the first connectionbreaks. Unfortunately a pair of HTTP nodeswill usemultiple connectiongo
communicatén at leastthreecircumstancesFirst, HTTP 1.1 allows a client to openas mary astwo
simultaneougersistentonnectiongo agivensener[18]. SecondHTTP 1.1allowsaseneror clientto
closea persistentonnectiorafterany messagermary modernimplementationgloseconnectionsfter
shortperiodsof idlenesso sare senerresourcesThird, a network, client, or sener failure may cause
a connectiorto closeanda new oneto be opened.In additionto thesefundamentalimitations of TCR,
mostimplementation®of persistentonnectionHTTP are designedas performanceoptimizations,and
they do not provide APIs thatmale it easyfor applicationsto determinewhich messagewere senton
which channels.

We thereforeimplementreliableinvalidationdelivery thatis independenbf transport-layeguaran-
tees.Clientssendexplicit acknavledgmentgo invalidationmessagesndsenersmaintaindists of un-
acknavledgedinvalidationmessageto eachclient. Whenasenertransmitsavolumeleaserenaval to a
client, it piggy-backghelist of theclient's unacknevledgednvalidationsusinga Group-Object-\érsion
headeffield. Clientsreceving sucha messagenustprocessll invalidationsin it beforeprocessindghe
volumeleaserenaval.

Threeaspect®f this protocolareworth noting.

First, the invalidation delivery requirementn volume leaseis wealer than strict reliablein-order
delivery, andthe systemcantake advantageof that. In particular a systemneedonly retransmitinvali-
dationswhenit transmitsa volumeleaserenaval. At oneextreme,the systemcanmarkall pacletsas
volumeleaserenavalsto keepthe client’s volumeleasefreshbut at the costof 9potentiallyretransmit-
ting moreinvalidationghannecessaryAt theotherextreme thesystencanonly sendperiodicheartbeat
messageandhandleall retransmissiomttheendof eachvolumeleasenterval [12].

Secondthequeueof unacknavledgednvalidationsprovidesthebasisfor animportantperformance
optimization: delayedinvalidation[25]. Senerscansignificantly reducetheir averageand peakload
by not transmittinginvalidation messageso idle clientswhosevolume leaseshave expired. Instead,
senersplacethesenvalidationmessagesto theidle clients’ unacknaevledgedinvalidationbuffer (also
called the delayedinvalidation buffer) and do not transmitthesemessagesicrossthe network. If a
client becomesactive again, it first asksthe sener to renav its volumelease,andthe sener transmits
theseinvalidationswith the volumeleaserenaval messageThe unacknaevledgedinvalidationlist thus
providesa simple,fastreconnectiorprotocol.

Third, the mechanisnfor transmittingmultiple invalidationsin a single messagés alsousefulfor
atomicallyinvalidatinga collectionof relatedobjects.Our protocolfor cachingdynamicdatasupports
documentghat are constructedf multiple fragmentsandatomicinvalidationof multiple objectsis a
key building block[6].

The systemalsoimplementsa protocol for re-synchronizingclient or sener statewhen a sener
discardscallbackstateabouta client. This occursafter a sener crashor whena sener deliberately
discardsstatefor idle clients. The systemincludesepoch numbers [25] in messageto detectloss of
synchronizatiordueto crashes.The senersmaintainlists of clientswhosestatehasbeendiscardedo
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detectwhensuchclientsreconnectIf areply to a client requesincludesan unexpectedepochnumber
or aheadeiindicatingthattheclientis onthe unreachabldist, theclientinvalidatesall objectleasedor

thevolumeandrenavs themon demand.A subjectof future work is to implementa bulk revalidation
protocol.

Evaluation  We evaluateour implementationwith a standardoenchmarkof web cachingindustry:
thefirst semi-annualvebcachingback-of workload. Ourtestbedncludesfour computersTwo of them
arerunningtheworkload. Theconsisteng senerandthe consisteng client, which arethe Squidproxies
augmentedvith sener-drivenconsistenyg, arerunningon two othermachines.The consisteng sener
is placedin front of theworkloadsener, which deliversdatarequestedby clientsafterretrieving it from
theworkloadsener. Theconsisteng sener alsoissuedeasesandsendsnvalidationmessages.

Our initial evaluationshavs that our implementatiorof sener-driven consisteng, comparedo the
standardSquid cache,increaseghe load of the consisteng sener by lessthan 3% andincreasesead
lateng by lessthan5% while sustaininga throughputof 70 requestpersecond.In thefuture,we plan
toimplementanarchitecturghatdecouplesheconsisteng modulefrom the otherpartsof webor proxy
sener that deliver data,andto quantify the computingresourcegCPU, memory)neededo maintain
sener-drivenconsisteng for the Olympicsworkload.

5 Related Work

Therehavebeenseveralstudiesoncacheconsisteng in wide-areanetworks. GwertzmarandSeltzef11]
simulatevariousclient-pollingandcallback-basedonsisteng protocolsandconcludethatadaptve TTL
canprovide goodperformancdor applicationdgn which it is acceptabléo returnabout4% stalereads.
Liu andCao[17] find that,althoughit is possibleto implementsener-drivenconsisteng with anover-
headcomparablavith thatof client-drivenconsisteny, scalabilityis anissue.In particular they pointto
(i) theburstsof sener load causeddy invalidationssentin responséo writesto popularobjects.and(ii)
thegrowth of the statethatthe sener maintainsto trackthe statusof its clients’ caches.

To addresgheseconcernssereralrecentstudieshave exploredhow to improve scalabilityby using
multicast. Yu et. al [12] proposea scalablecacheconsisteng architecturethat integratesthe ideas
of invalidation, volumeleaseand unreliablemulticast. They usesyntheticworkloadsof single pages
andfocustheir evaluationon network performanceof sener-driven consisteng. Li andCheriton[16]
proposdo usereliablemulticastto deliverinvalidationsandupdatesor frequentlymodifiedobjects.The
workloadsin their studyincludeclient traces proxy tracesandsynthetictraces.Whatis uniqueto our
studyis to examinesener-drivenconsisteng from the perspeciie of large scaledynamicwebservices,
andto addresshe challengeof scalabilitythroughtechniqueshatcanbe deployedin bothmulticastand
unicastervironments.

Otherstudiesexaminespecificdesignoptimizationsfor consisteng protocols. Duvvuri. et. al. [8]
examineadaptingobjectleasego reducesener stateand messagesThesetechniquesanalsobe em-
ployedin our protocolto improve scalability KrishnamurthyandWills [15] examinewaysto improve
polling-basedconsisteng by piggybackingoptional invalidation messagesn other traffic betweena
client andsener. While their study doesnt provide the worst casestalenesdoundsrequiredby our
workload, several techniquesusedin their study can also be exploited to improve performanceand
scalabilityof senerdrivenconsisteng. For example,our protocolallows senersto senddelayednval-
idationsto clientsby piggybackingthemon top of othertraffic betweersenersandclients.In thesame
paperthey alsoproposeo grouprelatedobjectsinto volumesandto sendtheinvalidationson all objects
containedn volumesinsteadof justinvalidationson the objectsthata client cachesThis ideaobviates
theneedfor thesenerto trackthecallbackstaterelatedto eachclient, resultingin aschemehatmaybe
usedin someextremecasedy sener-drivenconsisteng protocolsto limit sener state.

Finally, we obsene thatcacheconsisteng protocolshave long beenstudiedfor distributedfile sys-
tems[21]. Both the notion of invalidationandthat of leasedor fault tolerancehave beenexaminedin
this contet [10], aswell asmethoddor fastre-synchronizatiowf callbackstate[3].

6 Conclusions

Although sener-driven consisteng can provide significant performanceadvantagesover traditional
client-polling systemsthe feasibility of deploying sucha systemdependson the scalability and per
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formanceof thesesener-driven consisteng algorithmsover a wide rangeof applications.Large-scale
servicedelivering both staticand dynamically-generatedataareanimportantclassof applicationgo
be consideredbecausenbjectssened by suchapplicationschangeunpredictablyand frequently and
becauséhe scaleof sucha servicepresentsnary challenges.In this study we find that senerdriven
consisteng canmeetthe scalability performanceandconsisteng requirement®f theseservices First,
we find thatwe canputalimit on callbackstategrowth with little performancepenaltyandthatwe can
smoothout sener burstinessntroducedby invalidationswithout significantly increasingaveragestal-
eness.Secondwe find that how long senersandclients are kept synchronizectan greatly influence
performanceand overhead. However, for this workloadthereis little performancebenefitof keeping
seners and clients synchronizedongerthan 1000 secondsafter a read. Third, we find that delayed
invalidationis the mostefficient fault recovery protocolfor the mostcommonfailuresin today’s Inter-
net. Overall, sener-drivenconsisteng offersexcellentperformancdor bothstaticdataanddynamically
generatedlatain largescaleservices.
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