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Abstract

This article introducesvolumeleasesas a mechanismfor providing server-driven cache consis-
tencyfor large-scale, geographicallydistributednetworks.Volumeleasesretain thegoodperfor-
mance, fault tolerance, and serverscalability of the semanticallyweaker client-drivenprotocols
thatarenowusedontheweb. Volumeleasesarea variationof objectleases,which wereoriginally
designedfor distributedfile systems.However, whereastraditional object leasesamortizeover-
headsover long leaseperiods,volumeleasesexploit spatiallocality to amortizeoverheadsacross
multipleobjectsin a volume. Thisapproach allowssystemsto maintaingoodwrite performance
evenin the presenceof failures. Using trace-drivensimulation,we compare threevolumelease
algorithmsagainstfour existingcacheconsistencyalgorithmsandshowthat our new algorithms
provide strong consistencywhile maintainingscalability and fault-tolerance. For a trace-based
workloadof webaccesses,wefindthatvolumescanreducemessagetraffic at serversby40%com-
pared to a standard leasealgorithm,and that volumescanconsiderably reducethepeakload at
servers whenpopularobjectsaremodified.

1 Intr oduction

To fulfill thepromiseof anenvironmentin whichessentiallyall humanknowledgeis availablefrom
a setof serversdistributedacrosswide areanetworks, the datainfrastructuremustevolve from
protocolsoptimizedfor one application—browsers—toprotocolsthat supporta rangeof more
demandingapplications. In the future, we expect data-intensive applicationsto extend beyond
human-drivenbrowsersto includeprogram-drivenagents,robots,distributeddatabases,anddata
minersthatwill placenew demandsonthedata-distributioninfrastructure.Thesenew applications
will requireaggressive cachingfor acceptableperformance,and they will not be as tolerantof
cacheinconsistenciesas a browser. Unfortunately, currentcacheconsistency protocolsdo not
scaleto largesystemssuchasthewebbecauseof poorperformance,weakconsistency guarantees,
or poorfault tolerance.�
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Technologies.1999. This work was fundedin part by a NSF CISE grant (CDA-9624082),gifts from Novell and
SunMicrosystems,andDARPA/SPAWAR grantnumberN66001-98-8911.DahlinandAlvisi weresupportedby NSF
CAREERawards(CCR-9733842)and(CCR-9734185),respectively.
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Cacheconsistency canbeachievedthrougheitherclient-drivenprotocols,in whichclientssend
messagesto serversto determineif cachedobjectsarecurrent,or server-drivenprotocols,in which
serversnotify clientswhendatachange.In eithercase,thechallengeis to guaranteethata client
readalwaysreturnstheresultof thelatestcompletedwrite. Protocolsthatachieve this aresaidto
bestronglyconsistent.

Client-drivenprotocolsforcecachesto makeadifficult choice.They musteitherpoll theserver
on eachaccessto cacheddataor risk supplyingincorrectdata. The first option,polling on each
read,increasesboththeloadontheserverandthelatency of eachcacherequest;botheffectscanbe
significantin largescalesystemsbecauseserverssupportmany clientsandpolling latenciescanbe
high. Theotheroption,periodicpolling, relaxesconsistency semanticsandallowscachesto supply
incorrectdata.For example,webbrowsersaccountfor weakconsistency througha human-based
error-correctionprotocolin which usersmanuallypressa “reload” buttonwhenthey detectstale
data.Weakconsistency semanticsmaybemerelyannoying to ahuman,but they cancauseparallel
anddistributedprogramsto computeincorrectresults,andthey complicatetheuseof aggressive
cachingor replicationhierarchiesbecausereplicationis not transparentto theapplication.

Server-driven protocolsintroducethreechallengesof their own. First, strongconsistency is
difficult to maintainin thefaceof network or processfailuresbecausebeforemodifyinganobject,
a server using theseprotocolsmustcontactall clients that cachethat object. If therearemany
cachedcopies,it is likely that at leastoneclient will be unreachable,in which casethe server
cannotcompletethe write without violating its consistency guarantees.Second,a server may
requireasignificantamountof memoryto trackwhichclientscachewhichobjects.Third, sending
cacheinvalidationmessagesmay entail large burstsof server activity whenpopularobjectsare
modified.

In distributedfile systems,the problemsof server driven protocolswereaddressedby using
leases[8], which specifya lengthof time duringwhich serversnotify clientsof modificationsto
cacheddata.After a lease’s timeoutexpires,a client mustrenew the leaseby sendinga message
to theserver beforetheclient mayaccessthecachedobject. Leasesmaintainstrongconsistency
while allowing serversto make progressevenif failuresoccur. If a server cannotcontacta client,
theserver delayswritesuntil theunreachableclient’s leaseexpires,at which time it becomesthe
client’s responsibilityto contactthe server. Furthermore,leasesfree serversfrom notifying idle
clients beforemodifying an object; this reducesboth the size of the server stateand the load
sustainedby theserverwhenreadsandwritesarebursty.

Although leasesprovide significantbenefitsfor file systemworkloads,they may be lessef-
fective in a wide areanetwork (WAN). To amortizethe costof renewing a leaseacrossmultiple
reads,a leaseshouldbelongenoughthatin thecommoncasethecachecanbeaccessedwithouta
renewal request.Unfortunately, at leastfor browserworkloads,repeatedaccessesto anobjectare
oftenspreadover minutesor more. Whenleaselengthsareshorterthanthe time betweenreads,
leasesreduceto client polling. On the otherhand,longerleaselengthsreducethe threeoriginal
advantagesof leases.

In this article,we show how volumeleases[22] restorethebenefitsof leasesfor WAN work-
loads.Volumeleasescombineshortleaseson groupsof files (volumes)with long leaseson indi-
vidualfiles. Underthevolumeleasesalgorithm,aclientmayaccessacachedobjectif it holdsvalid
leaseson both theobjectandtheobject’s volume. This combinationprovidesthe fault-tolerance
of shortleasesbecausewhenclientsbecomeunreachable,a servermaymodify anobjectoncethe
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shortvolumeleaseexpires.At thesametime,thecostof maintainingtheleasesis modestbecause
volumeleasesamortizethecostof leaserenewal overa largenumberof objects.

We examinethreevariationsof volumeleases:volumeleases,volumeleaseswith delayedin-
validations,andbesteffort volumeleases.In the delayedinvalidationsalgorithm,serversdefer
sendingobjectinvalidationmessagesto clientswhosevolumeleaseshaveexpired.Thisoptimiza-
tion reducespeaksin server load,andit canreduceoverall loadby batchinginvalidationmessages
andeliminatingmessagesentirely in caseswhenclientsnever renew a volumelease. The third
variationis motivatedby theobservationthatsomeworkloadsdonot requirestrict consistency but
do prefer that clientsobserve freshdata. For example,whenan importantevent occurs,a news
servicewould like to invalidatestalecachedcopiesof their front pagequickly, but they maywant
to begin distributing thenew front pageimmediatelyratherthanwait until they have notifiedall
customersthat the old pageis invalid. The besteffort variationof volume leasesusesrelaxed
consistency to satisfysuchapplications.We find that this approachcanimprove performanceby
allowing serversto utilize longervolumeleasetimeouts.

This article evaluatesthe performanceof volume leasesusing trace-basedsimulation. We
comparethevolumealgorithmswith threetraditionalconsistency algorithms:clientpolling, server
invalidations,andserver invalidationswith leases.Our simulationsdemonstratethe benefitsof
volume leases. For example,volume leaseswith delayedinvalidationscan ensurethat clients
neverseestaledataandthatserversneverwait morethan100secondsto performawrite, all while
usingaboutthesamenumberof messagesasa standardinvalidationprotocolthatcanstall server
writes indefinitely. Comparedto a standardobject leasealgorithmthat alsoboundsserver write
delaysat 100seconds,this volumealgorithmreducesmessagetraffic by 40%.

The restof this article is organizedasfollows. Section2 describestraditionalalgorithmsfor
providing consistency to cacheddata,andSection3 describesour new volumeleasealgorithms.
Section4discussesourexperimentalmethodology, andSection5presentsourexperimentalresults.
After discussingrelatedwork in Section6, Section7 summarizesour conclusions.

2 Traditional consistencyalgorithms

Thissectionreviewsfour traditionalcacheconsistency algorithms.Thefirst two—Poll Each Read
andPoll—rely on client polling. The remainingalgorithms—Callback andLease—arebasedon
server invalidation.In describingeachalgorithmwereferto Table1, which summarizeskey char-
acteristicsof eachalgorithmdiscussedin this paper, includingour threenew algorithms.We also
referto Figure1, whichdefinesseveralparametersof thealgorithms.

In Table1, we summarizethe costof maintainingconsistency for an object � usingeachof
thealgorithms.Columnscorrespondto key figuresof merit: theexpectedstaletime indicateshow
longaclientexpectsto readstaledataafter � is modified,assumingrandomreads,randomupdates,
andfailures.Theworststaletime indicateshow long � canbecachedandstaleassumingthat(1) �
wasloadedimmediatelybeforeit wasmodifiedand(2) anetwork failurepreventedtheserverfrom
contactingtheclientcaching� . Thereadcostshowstheexpectedfractionof cachereadsrequiring
amessageto theserver. Thewrite costindicateshow many messagestheserverexpectsto sendto
notify clientsof awrite. Theacknowledgmentwait delayindicateshow longtheserverwill wait to
write if it cannotinvalidateacache.Theserverstatecolumnindicateshow many clientstheserver
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Reads Writes State
Expected Worst Read Write Acknowledge Server
staletime staletime cost cost wait delay state
(seconds) (seconds) (messages) (messages) (seconds) (bytes)

Poll EachRead 0 0 1 0 0 0
Poll(� ) �� � ���
	������ ��� ���

0 0 0
Callback(� ) 0 0 0 � ����� � � ��������� � �!� �
Lease(� ) 0 0 ��� � � � � � �
�"�#�
� � �
VolumeLeases(� , �%$ ) 0 0 &('�)"*,+ � ' �
-�. / ��� � � � ���
	�� � � �%$ � � �
�"�#�
� � �
Vol. DelayInval(� , �%$ , 0 ) 0 0 & '�)"* + � ' � - . / ��� � �1$ ���
	�� � � �%$ � � �
�"�#�
��2 �
Best Effort Volume
DelayInval(� , �%$ , 0 )

���
	��#�� � ��-� �436587
9 :<; �
�1$ �=� ���
	>��� � �%$ � & '�)"* + � ' � - . / ��� � �1$ 0 � �
�"�#�
��2 �

Table1: Summaryof algorithmperformance.

Variable Meaning?
timeoutfor anobject?<@
timeoutfor a volumeA
timeserversstorestatefor inactiveclientsB
frequency object C is readD
Numberof activeobjectspervolumeEGF%H�F
Numberof clientswith acopy of object CEIH
Numberof clientswith leaseon object CE @
Numberof clientswith leaseon volume JEIK
Numberof clientswhosevolumeleasesexpired
lessthan

A
secondsago.L#M<NPORQ=S1T bytesof serverstateto supportS clients

Figure1: Definitionof parametersin Table1

expectsto trackfor eachobject.

2.1 Poll eachread

Poll Each Readis thesimplestconsistency algorithm. Beforeaccessinga cachedobject,a client
asksthe object’s server if the object is valid. If so, the server respondsaffirmatively; if not, the
serversendsthecurrentversion.

This algorithmis equivalentto alwayshaving clientsreaddatafrom theserver with theopti-
mizationthat unchangeddatais not resent.Thus,clientsnever seestaledata,andwrites by the
server alwaysproceedimmediately. If a network failureoccurs,clientsunableto contacta server
havenoguaranteesaboutthevalidity of cachedobjects.To copewith network failures,clientstake
application-dependentactions,suchassignalinganerroror returningthecacheddataalongwith a
warningthatit maybestale.

Theprimarydisadvantageof this algorithmis poorreadperformance,asall readsaredelayed
by aroundtripmessagebetweentheclientandtheserver. In addition,thesemessagesmayimpose
significantloadon theservers[11].
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2.2 Poll

Poll is basedon Poll Each Read, but it assumesthat cachedobjectsremainvalid for at leasta
timeoutperiodof U secondsaftera client validatesthedata.Hence,when UWVYX Poll is equivalent
to Poll Each Read. Choosingthe appropriatevalueof U presentsa trade-off: On the onehand,
long timeoutsimprove performanceby reducingthenumberof readsthatwait for validation. In
particular, if aclientaccessesdataatarateof Z readspersecondandthetimeoutis longenoughto
spanseveralreads,thenonly

�[]\ � of theclient’s readswill requirenetwork messages(seeTable1).
On the other hand, long timeoutsincreasethe likelihood that cacheswill supply staledatato
applications.GwertzmanandSeltzer[10] show thatfor webbrowserworkloads,evenfor atimeout
of tendays,server loadis significantlyhigherthanundertheCallback algorithmdescribedbelow.
Thesamestudyfinds thatan adaptive timeoutschemeworksbetterthanstatictimeouts,but that
whenthealgorithm’s parametersaresetto make theadaptive timeoutalgorithmimposethesame
server loadasCallback, about4% of client readsreceivestaledata.

If serverscanpredictwith certaintywhenobjectswill bemodified,thenPoll is ideal. In this
case,serverscantell clientsto usecachedcopiesof objectsuntil thetimeof thenext modification.
For this study, wedonot assumethatservershavesuchinformationaboutthefuture.

2.3 Callback

In a Callback algorithm[11, 17], serverskeeptrack of which clientsarecachingwhich objects.
Beforemodifying an object,a server notifies the clientswith copiesof the objectanddoesnot
proceedwith themodificationuntil it hasreceivedanacknowledgmentfrom eachclient. As shown
in Table1, Callback’s readcostis low becausea client is guaranteedthata cachedobjectis valid
until told otherwise.However, thewrite costis highbecausewhenanobjectis modifiedtheserver
invalidatesthe cachedobjects,which may requireup to ^ ��_�� messages.Furthermore,if a client
hascrashedor if a network partitionseparatesa server from a client, thena write maybedelayed
indefinitely.

2.4 Lease

To addressthelimitationsof Callback, GrayandCheritonproposedLease[8]. To readanobject,a
clientfirst acquiresa leasefor it with anassociatedtimeout U . Theclientmaythenreadthecached
copy until theleaseexpires.Whenanobjectis modified,theobject’sserver invalidatesthecached
objectsof all clientswhoseleaseshave not expired. To readthe objectafter the leaseexpires,a
client first contactstheserver to renew thelease.

Leaseallows serversto make progresswhile maintainingstrongconsistency despitefailures.
If a client or network failurepreventsa server from invalidatinga client’s cache,theserver need
only wait until theleaseexpiresbeforeperformingthewrite. By contrast,Callback mayforcethe
write to wait indefinitely.

Leasesalsoimprovescalabilityof writes.Ratherthancontactingall clientsthathaveever read
anobject,a server needonly contactrecentlyactive clientsthathold leaseson thatobject.Leases
canthusreducethe amountof statethat theserver maintainsto track clients,aswell asthe cost
of sendinginvalidationmessages[14]. Serversmay alsochooseto invalidatecachesby simply
waiting for all outstandingleasesto expire ratherthanby sendingmessagesto a largenumberof
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clients; we do not explore this option in this study. Leasepresentsa tradeoff similar to the one
offeredby Poll. Long leasesreducethecostof readsby amortizingeachleaserenewal over Za`bU
reads.On theotherhand,shortleasesreducethedelayon writeswhenfailuresoccur.

As with polling, a client that is unableto contacta server to renew a leaseknows that it holds
potentiallystaledata. Theclient may thentake application-specificactions,suchassignalingan
error or returningthesuspectdataalongwith a warning. However, unlike Poll, Leasenever lets
clientsbelieve thatstaleobjectsarevalid.

3 Volume leases

Traditionalleasesprovide goodperformancewhenthecostof renewing leasesis amortizedover
many reads. Unfortunately, for many WAN workloads,readsof an object may be spreadover
secondsor minutes,requiringlong leasesin orderto amortizethecostof renewals[10]. To make
leasespracticalfor theseworkloads,our algorithmsusea combinationof objectleases, which are
associatedwith individual dataobjects,andvolumeleases, which areassociatedwith a collection
of relatedobjectson thesameserver. In our schemeaclient readsdatafrom its cacheonly if both
its objectandvolumeleasesfor thatdataarevalid, anda server canmodify dataassoonaseither
leasehasexpired.By makingobjectleaseslongandvolumeshort,weovercomethelimitationsof
traditionalleases:long objectleaseshave low overhead,while shortvolumeleasesallow servers
to modify datawithout long delays.Furthermore,if thereis spatiallocality within a volume,the
overheadof renewing shortleaseson volumesis amortizedacrossmany objects.This sectionfirst
describestheVolumeLeasesalgorithmandthenexaminesa variationcalledVolumeLeaseswith
DelayedInvalidations. At theendof thissection,weexamineBestEffort VolumeLeasesto support
applicationswheretimely updatesaredesired,but not required.

3.1 The basicalgorithm

Figures2, 3, and4 show thedatastructuresusedby theVolumeLeasesalgorithm,theserver side
of thealgorithm,andtheclient sideof thealgorithm,respectively. Thebasicalgorithmis simple:

c ReadingData. Clientsreadcacheddataonly if they holdvalid objectandvolumeleaseson
thecorrespondingobjects.Expiredleasesarerenewedby contactingtheappropriateservers.
Whengrantinga leasefor anobject � to aclient d , if � hasbeenmodifiedsincethelasttimed heldavalid leaseon � thentheserverpiggybacksthecurrentdataon theleaserenewal.

c Writing Data. Before modifying an object, a server sendsinvalidation messagesto all
clientsthathold valid leaseson theobject. Theserver delaysthewrite until it receivesac-
knowledgmentsfrom all clients,or until thevolumeor objectleasesexpire. After modifying
theobject,theserver incrementstheobject’sversionnumber.

3.1.1 Handling unreachableclients

Client crashesor network partitionscanmake someclientstemporarilyunreachable,which may
causeproblems.Considerthe caseof an unreachableclient whosevolumeleasehasexpiredbut
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that still holdsa valid leaseon an object. When the client becomesreachableandattemptsto
renew its volumelease,theservermustinvalidateany modifiedobjectsfor whichtheclientholdsa
valid objectlease.OuralgorithmthusmaintainsateachserveranUnreachablesetthatrecordsthe
clientsthathavenotacknowledged—withinsometimeoutperiod—oneof theserver’s invalidation
messages.

After receiving a readrequestor a leaserenewal requestfrom a client in its Unreachableset,a
server removestheclient from its Unreachableset,renews theclient’s volumelease,andnotifies
theclient to renew its leaseson any currentlycachedobjectsbelongingto thatvolume.Theclient
thenrespondsby sendinga list of objectsalongwith their versionnumbers,andtheserver replies
with a messagethat containsa vectorof object identifiers. This message(1) renews the leases
of any objectsnot modifiedwhile theclient wasunreachableand(2) invalidatesthe leasesof any
objectswhoseversionnumberchangedwhile theclient wasunreachable.

DataStructures
Volume A volumev hasthefollowing attributes

id = uniqueidentifier
objects = setof objectsin v
epoch = volumeepochnumber(incrementedonserver reboot)
expire = time by whichall currentleasesonv will have expired
at = setof e f�gh���i	j� � �ik8l6�
mi�8n of valid leasesonv
unreachable = setof clientswhosevolumeleaseshave expired

andwhomayhave missedobjectinvalidationmessages

Object An objecto hasthefollowing attributes
id = uniqueidentifier
data = theobject’s data
version = versionnumber
expire = time by whichall currentleasesono will have expired
at = setof e f�gh���i	j� � �ik8l6�
mi�8n of valid leasesono
volume = volume

Figure2: DataStructuresfor VolumeLeasealgorithm.

3.1.2 Handling server failur es

Whena server fails we assumethat thestateusedto maintaincacheconsistency is lost. In LAN
systems,serversoftenreconstructthisstateby polling theirclients[17]. Thisapproachis impracti-
cal in aWAN, soour protocolallowsaserver to incrementallyconstructavalid view of theobject
leasestate,while relyingonvolumeleaseexpirationto preventclientsfrom usingleasesthatwere
grantedby a failedserver. To recover from a crash,a server first invalidatesall volumeleasesby
waiting for themto expire. This invalidationcanbedonein two ways.A servercansaveonstable
storagethelatestexpirationtimeof any volumelease.Then,uponrecovery, it readsthis timestamp
anddelaysall writes until after this expiration time. Alternatively, the server cansave on stable
storagethedurationof the longestpossiblevolumelease.Upon recovery, theserver thendelays
any writesuntil this durationhaspassed.

Sinceobjectleaseinformationis lost whena server crashes,theserver effectively invalidates
all object leasesby treatingall clients as if they were in the Unreachableset. It doesthis by
maintainingavolumeepochnumberthatis incrementedwith eachreboot.Thus,all client requests

7



Server writes object _
for all e f�gh���i	j� � �!k8lo��m��8n�p�_rq s��

if �ik8l6�
mi�utvf4w6m�m��!	j�
xy�
���1z{f�gh�
�!	j�y|p}_rq ~"_8g�w6�}��q wo	Pm��is�f���sr�<g��xy_ f4_�	P��s#f4�>�(xy_ f4_�	P��s#f4�j�{f�g��
�i	P�
send�������G�,���"���yx,� � _rq �
0 �

to all clientsin x,_ f4_�	j��s�f4�xj�G� min(_rq ~"_8g�wo���#q �!k8l6�
m�� , _rq �!k8lo��m�� )
if xj���v� �4� xy�
���i_�w6�xj����� �4� xy�
���i_�w6�
while ( xj����f4w6m�m��i	P�
xy�
�}� ) and( xy_ f4_�	P��s#f4�1|��� ) do

receive( ����� �"���u�,���"���yx,� , _rq �
0 ) fr om f�pIxy_ f4_�	P��s#f4�xy_ f�_i	j��s�f��j��x,_ f4_�	j��s�f4�>�W� c �_rq ~"_8g�wo���#q w6	Pm��is�f��6s#�<g�����_rq ~"_8g�w6�}��q w6	jm��!s#f���sr�<g���� �!xy_ f�_i	j��s�f��=�_rq s���� �_rq ~"�im � �
_�	 ��_rq ~"�im � �
_�	 / �
write _

Server renewsclient lease
receive� [ �u���]¡ ���u��¢b� [ �]£ � ~"_8g �80 � ~"_8gh�¤l6_�f�� � _��%¥#�80 � f�g��
�i	P�=���im � �
_�	 �

fr om f
let ~ bethevolumesuchthat ~�q �
0 � ~"_8gh�"0
let _ betheobjectsuchthat _rq �
0 � _8�%¥��80
if ( f�p�~�q w6	jmi�is�f!��s#�<gh� ) or ( ~�q �¦lo_if!��tv~�_�g �¤l6_�f�� ) then~�q w6	jmi�is�f!��s#�<gh����~�q w6	jm��!s#f���sr�<g��¤�{f

recoverUnreachableClient( f , ~ ) // seebelow
if fG|p�~�q w6	jm��!s#f���sr�<g��~�q �!k8lo��m��,�§f4w6m�m��!	j�
xy�
��� / ~"_8g�w6�}�i���is � ��xy�
�}�!_�w6�~�q s�����~6q s��b�¨�#e�f�g��
�i	P� �ª© n¦� // deleteold leasesfor client~�q s�����~6q s��j���#e f!g��
�!	j� � ~�q �ik8l6�
m���n¦�_#q �ik8l6�
m��,��f4w6m�m��i	P�
xy�
�}� / _8�%¥#�>�is � ��x,���}�!_�w6�_#q s#�>��_rq s��b�¨�#e�f �¦© n=� // deleteold leasesfor client_#q s#�>��_rq s��j�}�#e f � _rq �!k8l6�
m��8n=�

if � _rq ~"�im � �
_�	¨tWf!g��
�!	j�=���im � �
_�	 �
then

send� [ �u�}�G¡ ���]��¢>� [ �]¢b« � ~�q �
0 � ~�q �!k8lo��m�� � ~�q �ªl6_�f�� � _rq �
0 � _rq ~"�im � �
_�	 � _#q �ik8l6�
m�� � _rq 0"s#��s �
elseif � _rq ~"�im � �
_�	 � f�gh���i	j�=���im � �
_�	 �

then
send� [ �u�}�G¡ ���]��¢>� [ �]¢b« � ~�q �
0 � ~�q �!k8lo��m�� � ~�q �ªl6_�f�� � _rq �
0 � _rq ~"�im � �
_�	 � _#q �ik8l6�
m�� �

recoverUnreachableClient(client f , volume ~ )
send�
¬®�¢¯x [ �]�}�]¡ ����� � ~6q ��0 �

to fx � ��� �<� xy�
���i_iwo�m��i	P�i° [ �if4~"0]�§±�����¢>�
while ( x � ��f4w6m�m��i	P�
xy�
�}� ) and( ²¯m��i	P�i° [ �if4~"0 ) do

receive� [ �u���]¡ ³�´]µ ���u��¢>�]¢ � ~"_8gh�80 � g��is � ��¢b�!� � fr om fmi�i°�	P�i° [ �if4~"0u�(x [ ��
if ( ²bmi�i	j�!° [ �if4~"0 ) then

return // client still unreachable
for all e _8�%¥��"0 � _8�%¥#�u�!m � �
_i	¯n�p g��is � ��¢b�!� do

let _ betheobjectsuchthat _rq �
0 � _8�%¥��"0
if � _rq ~"�im � �
_�	¨tW_8�%¥r���im � �
_�	 �

then�
	P~"srgh��� � �����
	j~"s#g �>� � �j���i_8�%¥��80r�_rq s�����_rq s��b�¶�#e f �¦© n¦� // deleteold leasesfor client
else_rq �!k8l6�
m��,��f4womim��i	P�
x,���}� / _��%¥#���!s � �!xy�
���i_�w6�m��!	j�!°���� � �b��m��!	j�!°���� � �6�·e�_rq ��0 � _rq ~"�im � �
_�	 � _rq �ik8l6�
m���n_rq s�����_rq s��b�¶�#e f �¦© n¦� // deleteold leasesfor client_rq s�����_rq s��j�}�#e�f � _rq �!k8lo��m��8n=�

send�������G�,���"���yx,� � �
	j~"s#g �>� � � � [ �u�}�G¡ � m��!	j�!°���� � � �xj� � f4womim��i	P�
x,���}� / � �4� xy�
���i_�w6�
while ( xj�}��f4womim��i	P�
x,���}� ) and( f�p}~6q w6	Pm��is�f��6s#�<g�� )

receive �
����� �"� �u�����"���yx,� �
fr om f~�q w6	jmi�is�f!��s#�<gh����~�q w6	jm��!s#f���sr�<g��,�¶�if!�

Figure3: TheVolumeLeasesProtocol(Server Side).
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Client readsobject _
if ²¯~"srg��
0����!s � �#� _rq ~"_8ghw6��� �¯¸ ²b~"s#gh��0#�>�is � ����_rq ��0 �

thenmi�i	j�!°��>�is � �#� _rq ~"_8g�w6�}� � _ �
read local copy of _

renewLease(volume ~ , object _ )�ªl6_�f��{��¹�º�»o��~�q �¦lo_if!� � � ���~"	jw6�¼��¹�º�»o� _rq ~"�im � �
_�	 � � ���
send� [ �u���]¡ ���u��¢b� [ �]£ � ~�q �
0 � �ªl6_�f�� � _rq �
0 � ~�	Pw6� �
// Note: if any recieve timesout,aborttheread.
if receive��¬®�¢Rx [ �]�}�]¡ ����� � ~6q ��0 �

fr om server thenmi�i	j�!°��,g g���~ �
// Note: if any recieve timesout,aborttheread.
receive� [ �u���]¡ ���u��¢b� [ �]¢b« � ~�q �
0 � ~6q �!k8l6�
m�� � ~�q �ªl6_�f�� � _rq ~"�im � �
_�	 � _rq �ik8l6�
m��#½ � _rq 0"s���s�¾ � fr om server

renewAll(volume ~ )g��is � ��¢b�!�b� �
for all objects_ for which �=� _rq ~"_8ghw6��� � ~ � z·��~"s#gh�
0��>�is � �#� o�=�g��is � ��¢b�!�b�¿gh�!s � �8¢¯�i�o�·e�_rq ��0 � _rq ~"�im � �
_�	Rn
send� [ �]�}�]¡ ³u´]µ ���u��¢b�G¢ � ~�q �
0 � g��is � ��¢b�!� � to server
// Note: if any recieve timesout,aborttheread.
receive �
�"���]�,���"���yx,� � �
	j~"s#g �>� � � � [ �u���]¡ � m��!	j�!°���� � � � fr om server
for all _8�%¥��80{p��
	P~"srgh��� � �

let _ betheobjectfor which _rq �
0 � _8�%¥��"0_rq �!k8l6�
m�� � � �
; delete_rq 0"s#��s ; _rq 0"s#��s��¿� ����

for all e _8�%¥#�80 � ~��!m � ��_�	 � �ik8l6�
mi�8n�p�m��i	P�i°��>� � �
let _ betheobjectfor which _rq �
0 � _8�%¥��"0
assert(_rq ~"�im � �
_�	 � ~��!m � ��_�	 )_rq �!k8l6�
m��,���ik8l6�
m��

send�
����� �"� �u����������x,� � ~�q �
0 �
to server

validLease(leaseg )
if g�q �ik8l6�
m���tvf4w6m�m��!	j�
xy�
���

returnTRUE
else

returnFALSE

Client receivesobject invalidation messagefor object _
receive���"� ������������x,� � _��%¥#�80 �

fr om server
let _ betheobjectfor which _rq ��0 � _8�%¥#�80_rq �ik8l6�
mi� � � �

; delete_#q 0�s���s ; _rq 0"s���s��¿������
send������� �"� �u�����"���yx,� � _rq �
0 �

to server

Figure4: TheVolumeLeasesProtocol(Client Side).
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to renew a volumemustalso indicatethe last epochnumberknown to the client. If the epoch
numberis current,thenvolumeleaserenewal proceedsnormally. If theepochnumberis old, then
theserver treatstheclientasif theclient werein thevolume’sUnreachableset.

It is also possibleto storethe cacheconsistency information on stablestorage[5, 9]. This
approachreducesrecoverytimeat thecostof increasedoverheadonnormalleaserenewals.Wedo
not investigatethis approachin this paper.

3.1.3 The costof volume leases

To analyzeVolumeLeases, we assumethat serversgrant leasesof length U ~ on volumesandof
length U on objects.Typically, thevolumeleaseis muchshorterthantheobjectleases,but whena
clientaccessesmultipleobjectsfrom thesamevolumein ashortamountof time, thevolumelease
is likely to bevalid for all of theseaccesses.As thereadcostcolumnof Table1 indicates,thecost
of a typical read,measuredin messagesper read,is

�& �8À�Á � [ � �%$ � Â �[u\ � . Thefirst termreflectsthe

factthatthevolumeleasemustberenewedevery U ~ secondsbut thattherenewal is amortizedover
all objectsin thevolume,assumingthatobject � is read Z _ timespersecond.Thesecondtermis
thestandardcostof renewing anobjectlease.As theack wait delaycolumnindicates,if a client
or network failurepreventsa server from contactinga client,a write to anobjectmustbedelayed
for Ã¼Ä!Å Æ�U6Ç#U ~>È , i.e., until eitherleaseexpires.As thewrite costandserverstatecolumnsindicate,
serverstrackall clientsthatholdvalid objectleasesandnotify themall whenobjectsaremodified.
Finally, asthestaletimecolumnsindicate,VolumeLeasesneversuppliesstaledatato clients.

3.1.4 Protocol verification

To verify thecorrectnessof theconsistency algorithm,we implementeda variationof thevolume
leasesalgorithmdescribedin Figures3 and4 usingtheTeapotsystem[4]. TheTeapotversionof
thealgorithmdiffers from theonedescribedin thefiguresin two ways. First, theTeapotversion
usesasimplifiedreconnectionprotocolfor Unreachableclients.Ratherthanrestoreaclient’ssetof
objectleases,theTeapotversionclearsall of theclient’sobjectleaseswhenanUnreachableclient
reconnects.Theseconddifferenceis that in theTeapotversionevery network requestincludesa
sequencenumberthat is repeatedin thecorrespondingreply. Thesesequencenumbersallow the
protocolto matchrepliesto requests.

Teapotallowsusto describetheconsistency statemachinesin a convenientsyntaxandthento
generateMurphi [7] codefor mechanicalverification.TheMurphi systemsearchestheprotocol’s
statespacefor deadlocksor caseswherethesystem’scorrecnessinvariantsareviolated.Although
Murphi’s exhaustive searchof the statespaceis an exponentialalgorithmthat only allows us to
verify smallmodelsof the system,in practicethis approachfinds many bugsthataredifficult to
locateby handandgivesusconfidencein thecorrectnessof our algorithm[3].

Murphi verifiesthat the following two invariantshold: (1) whenthe server writes an object,
no client hasboth a valid object leaseanda valid volume leasefor that objectand (2) whena
client readsan object, it hasthe currentversionof the object. The systemwe verified contains
onevolumewith two objectsin it, andit includesoneclientandoneserver thatcommunicateover
a network. Clientsandserverscancrashat any time, andthe network layer can losemessages
at any time but cannotdeliver messagesout of order;thenetwork layercanalsoreportmessages
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lost whenthey are,in fact,delivered. We have testedportionsof thestatespacefor somelarger
models,but largermodelsexhaustour testmachine’s1 GB of memorybeforetheentirestatespace
is examined.

3.2 Volume leaseswith delayed invalidations

The performanceof VolumeLeasescan be improved by recognizingthat oncea volume lease
expires,aclientcannotuseobjectleasesfrom thatvolumewithoutfirst contactingtheserver. Thus,
ratherthaninvalidatingobject leasesimmediatelyfor clientswhosevolumeleaseshave expired,
the server cansendinvalidationmessageswhen(and if) the client renews the volumelease. In
particular, the VolumeLeaseswith DelayedInvalidationsalgorithm modifiesVolumeLeasesas
follows. If theservermodifiesanobjectfor whichaclientholdsavalid objectleasebut anexpired
volume lease,the server movesthe client to a per-volume Inactiveset, and the server appends
any objectinvalidationsfor inactiveclientsto aper-inactive-clientPendingMessage list. Whenan
inactiveclient renews a volume,theserver sendsall pendingmessagesto thatclient andwaitsfor
the client’s acknowledgmentbeforerenewing the volume. After a client hasbeeninactive for É
seconds,theserver movestheclient from theInactive setto theUnreachablesetanddiscardsthe
client’sPendingMessagelist. Thus, É limits theamountof statestoredat theserver. Smallvalues
for É reduceserver statebut increasethecostof re-establishingvolumeleaseswhenunreachable
clientsbecomereconnected.

As Table1 indicates,whena write occurs,the server must contactthe ^ ~ clients that hold
valid volumeleasesratherthanthe ^ _ clientsthathold valid objectleases.Delayedinvalidations
provide threeadvantagesover VolumeLeases. First, server writes can proceedfasterbecause
many invalidationmessagesaredelayedor omitted. Second,the server canbatchseveral object
invalidationmessagesto aclient into a singlenetwork messagewhentheclient renews its volume
lease,therebyreducingnetwork overhead.Third, if a client doesnot renew a volumefor a long
periodof time, theservercanavoid sendingtheobjectinvalidationmessagesby moving theclient
to theUnreachablesetandusingthereconnectionprotocolif theclientever returns.

3.3 Best-effort volume leases

Someapplicationsdo not requirestrongconsistency but do want to deliver timely updatesto
clients. For example,whenan importantevent occurs,a news servicewould like to invalidate
stalecopiesof their front pagequickly ratherthanwait until all customersknow thattheold page
is invalid. Thus,it is interestingto considerbest-effort algorithms.A besteffort algorithmshould
alwaysallow writes to proceedimmediately, andit shouldnotify clientsof writeswhendoingso
doesnotdelaywrites.

Any of the volumealgorithmsmay be convertedto besteffort algorithmsby sendinginvali-
dationsin parallel with writes. Table1 summarizesthe characteristicsof the besteffort version
of theDelayedInvalidationsalgorithm.By sendinginvalidationsin parallelwith writes,thealgo-
rithm limits theexpectedstalereadtime to notifyÆi^ ~jÈ —thetime it takesfor theserver to sendthe
messages—withoutdelayingwrites.

Note that in the besteffort algorithms,volume leasesserve a different purposethan in the
original volumealgorithms:they limit the time duringwhich clientscanseestaledata.Whereas
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strongconsistency algorithmsgenerallysetthevolumeleasetime( U ~ ) to bethelongestperiodthey
arewilling to delaya write, this is no longera factor for besteffort algorithms. Instead,these
algorithmsset U ~ to thelongesttime they will allow disconnectedclientsto unknowingly seestale
data. Sinceonly the disconnectedclientsare affectedby long U ~ values,this may allow larger
valuesfor U ~ thanbefore. For example,a news serviceusingstrongconsistency might not want
to block disseminationof a news updatefor more thana few seconds,but it may be willing to
allow a few disconnectedclients to seethe old news for several minutes. Thus,sucha system
might use U ~ VËÊ¯XÍÌ¯Î¯do�>ÅGÉ,Ì understrongconsistency, but it might use U ~ VÏÊRXÐÃ¼ÄiÅGÑ�U�ÎbÌ undera
besteffort algorithm.As with theoriginalvolumealgorithms,combiningshortvolumeleaseswith
longobjectleasesallows leasesto beshortwhile amortizingrenewal costsovermany objects.

4 Methodology

To examinethealgorithms’performance,wesimulatedeachalgorithmdiscussedin Table1 under
aworkloadbasedon webtracedata.

4.1 Simulator

We simulatea setof serversthatmodify files andprovide files to clients,anda setof clientsthat
readfiles. Thesimulatoracceptstimestampedreadandmodify eventsfrom inputfilesandupdates
thecachestate.The simulatorrecordsthe sizeandnumberof messagessentby eachserver and
eachclient,aswell asthesizeof thecacheconsistency statemaintainedat eachserver.

We validatedthesimulatorin two ways. First, we obtainedGwertzmanandSeltzer’s simula-
tor [10] andoneof their traces,andcomparedour simulator’s resultsto theirsfor thealgorithms
that arecommonbetweenthe two studies.Second,we usedour simulatorto examineour algo-
rithms undersimplesyntheticworkloadsfor which we could analyticallycomputethe expected
results.In bothcases,our simulator’s resultsmatchtheexpectedresults.

Limitations of the simulator. Our simulatormakesseveral simplifying assumptions.First,
it doesnot simulateconcurrency—it completelyprocesseseachtraceeventbeforeprocessingthe
next one.This simplificationallows usto ignoredetailssuchasmutualexclusionon internaldata
structures,raceconditions,anddeadlocks.Althoughthis couldchangethemessagesthataresent
(if, for instance,afile is readataboutthesametimeit is written),wedonotbelievethatsimulating
thesedetailswouldsignificantlyaffectour performanceresults.

Second,we assumeinfinitely largecachesandwe do not simulateserver disk accesses.Both
of theseeffectsreducepotentiallysignificantsourcesof work thatarethesameacrossalgorithms.
Thus,our resultswill magnifythedifferencesamongthealgorithms.

Finally, we assumethat thesystemmaintainscacheconsistency on entirefiles ratherthanon
somefiner granularity. We choseto examinewhole-fileconsistency becausethis is currentlythe
mostcommonapproachfor WAN workloads[1]. Fine-grainedconsistency mayreducetheamount
of datatraffic, but it also increasesthe numberof control messagesrequiredby the consistency
algorithm. Thus, fine-grainedcacheconsistency would likely increasethe relative differences
amongthealgorithms.
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4.2 Workload

We usea workloadbasedon tracesof HTTP accessesat BostonUniversity[6]. Thesetracesspan
four monthsduring January1995throughMay 1995andincludeall HTTP accessesby Mosaic
browsers—includinglocal cachehits—for 33SPARCstations.

Althoughthesetracescontaindetailedinformationaboutclientreads,they donotindicatewhen
filesaremodified.Wethereforesynthesizewritesto theobjectsusingasimplemodelbasedontwo
studiesof write patternsfor web pages.Bestavros [2] examinedtracesof the BostonUniversity
webserver, andGwertzmanandSeltzer[10] examinedthewrite patternsof threeuniversityweb
servers. Both studiesconcludedthat few files changerapidly, andthat globally popularfiles are
lesslikely to changethanotherfiles. For example,GwertzmanandSeltzer’sstudyfoundthat2%–
23% of all files weremutable(eachfile hada greaterthan5% chanceof changingon any given
day)and0%–5%of thefiles wereverymutable(hadgreaterthan20%chanceof changingduring
a24-hourperiod).

Basedon thesestudies,our syntheticwrite workloaddivides the files in the traceinto four
groups.We give the 10% mostreferencedfiles a low averagenumberof randomwrites per day
(we usea Poissondistribution with an expectednumberof writes per day of 0.005). We then
randomlyplacetheremaining90%of thefiles into threesets.Thefirst set,which includes3% of
all files in thetrace,areverymutableandhave anexpectednumberof writesperdayof 0.2. The
secondset,10% of all files in the trace,aremutableandhave an expectednumberof writes per
dayof 0.05.Theremaining77%of thefileshaveanexpectednumberof writesperdayof 0.02.In
section5.4,we examinethesensitivity of our resultsto theseparameters.

We simulatethe1000mostfrequentlyaccessedservers;this subsetof theserversaccountsfor
more than90% of all accessesin the trace. Our workloadconsistsof 977,899readsof 68,665
differentfiles plus 209,461artificially generatedwrites to thosefiles. The files in the workload
aregroupedinto 1000volumescorrespondingto the 1000servers. We leave moresophisticated
groupingasfuturework.

5 Simulation results

Thissectionpresentssimulationresultsthatcomparethevolumealgorithmswith otherconsistency
schemes.In interpretingtheseresults,rememberthat thetraceworkloadtrackstheactivities of a
relatively smallnumberof clients. In reality, serverswould beaccessedby many otherclients,so
theabsolutevalueswe reportfor server andnetwork loadarelower thanwhat theserverswould
actuallyexperience.Insteadof focusingon theabsolutenumbersin theseexperiments,we focus
on therelativeperformanceof thealgorithmsunderthisworkload.

5.1 Server/network load

Figure5 shows the performanceof the algorithms. The x-axis, which usesa logarithmicscale,
givestheobjecttimeoutlengthin seconds( U ) usedby eachalgorithm,while the y-axisgivesthe
numberof messagessentbetweentheclient andservers. For VolumeLease, U refersto theobject
leasetimeoutandnot thevolumeleasetimeout;we usedifferentcurvesto show differentvolume
leasetimeoutsandindicatethe volumeleasetime ( U ~ ) in the secondparameterof the label. For
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Figure5: Numberof messagesvs. timeoutlength.

theDelayVolumelines,we assumeaninfinite acknowledgementwait delay( É ) assignifiedby the
third parameter;this meansthata server never movesidle clientsto theunreachablelist. Theline
for Callback is flat becauseCallback invalidatesall cachedcopiesregardlessof U . TheLeaseand
basicVolumeLeaselinesdeclineuntil U reachesabout100,000secondsandthenriseslightly. This
shapecomesfrom two competinginfluences.As U rises,thenumberof leaserenewalsby clients
declines,but the numberof invalidationssentto clientsholding valid leasesincreases.For this
workload,oncea client hasheld an object for 100,000seconds,it is morelikely that the server
will modify the object thanthat the client will readit, so leasesshorterthanthis reducesystem
load. As U increases,Client Poll andDelayedInvalidation sendstrictly fewer messages.Client
Poll never sendsinvalidationmessages,andDelayedInvalidationavoidssendinginvalidationsto
clientsthatareno longeraccessingavolume,evenif theclientsholdvalid objectleases.Notethat
for timeoutsof 100,000seconds,Client Poll resultsin clientsaccessingstaledataon about1% of
all reads,andfor timeoutvaluesof 1,000,000seconds,the algorithmresultsin clientsaccessing
stalecopiesonabout5%of all reads.

The separationof the Lease( U ), Volume( U6ÇrU ~ VÔÊ¯X ), andVolume( U6ÇrU ~ VÕÊ¯X1X ) lines shows the
additionaloverheadof maintainingvolumeleases.Shortervolumetimeoutsincreasethisoverhead.
Leasecanbethoughtof asthelimiting caseof infinite-lengthvolumeleases.

AlthoughVolumeLeasesimposesasignificantoverheadcomparedto Leasefor agivenvalueofU , applicationsthatcareaboutfault tolerancecanachieve betterperformancewith VolumeLeases
thanwithout. For example,the trianglesin the figure highlight the bestperformanceachievable
by a systemthat doesnot allow writes to be delayedfor more than 10 secondsfor Lease( U ),
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Volume( U6ÇrU ~ VÙÊ¯X ), andDelayedInvalidations( U6Ç#U ~ VÙÊ¯X�ÇÚÉÛVÝÜ ). Volume( UWVÞÊ¯X1X1X1X�X�ÇrU ~ VÞÊ¯X )
sends32%fewer messagesthanLease( U�VßÊ¯X ), andDelayedInvalidations( UWVÞÊ¯X1àjÇrU ~ VßÊ¯X�ÇrÉ�VÜ ) sends39%fewer messagesthanLease( U®VáÊ¯X ). Similarly, asindicatedby thesquaresin the
figure,for applicationsthatcandelaywritesatmost100seconds,VolumeLeaseoutperformsLease
by 30%andDelayedInvalidationsoutperformstheleasealgorithmby 40%.

Although providing strongconsistency is more expensive than the Poll algorithm, the cost
appearstolerablefor many applications.For example,Poll( UâVãÊ¯X1X1X�X1X ) usesabout15% fewer
messagesthan DelayedInvalidations(U�V Ê¯X à ÇrU ~ V ÊRX1X�ÇÚÉäVåÜ ), but it suppliesstaledatato
clientson about1% of all reads.Evenin theextremecaseof Poll( UæVçÊ¯X à ) (in which clientssee
staledataon over35%of reads),DelayedInvalidationsuseslessthantwice asmany messagesas
thepolling algorithm.

Wealsoexaminedthenetwork bytessentby thesealgorithmsandtheserverCPUloadimposed
by thesealgorithms.By bothof thesemetrics,thedifferencein costof providingstrongconsistency
comparedto Poll wassmallerthanthedifferenceby themetricof network messages.Therelative
differencesamongthe leasealgorithmswasalsosmallerfor thesemetricsthanfor the network
messagesmetricfor thesamereasons.

A key advantageof BestEffort VolumeLeasesfor applicationsthatpermitrelaxedconsistency
is thealgorithmmayenablelongervolumeleasetimeoutsandthusmayreduceconsistency over-
head. Strict consistency algorithmsset the volumetimeout, U ~ , to be the longesttolerablewrite
delay, but thebesteffort algorithmscanset U ~ to be the longesttime disconnectedclientsshould
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beallowedto unknowingly accessstaledata;this mayallow largervaluesof U ~ for someservices
thatuseBestEffort. Figure6 shows theeffect of varyingthevolumeleasetimeouton thenumber
of messagessent.

5.2 Server state

Figures7 and8 show theamountof servermemoryrequiredto implementthealgorithms.Thefirst
showstherequirementsatthetrace’smostheavily loadedserver, andthesecondshowsthedemand
at the trace’s tenthmostheavily loadedserver. The x-axis shows the timeoutin secondsusinga
log scale.They-axisis givenin bytesandrepresentstheaveragenumberof bytesof memoryused
by the server to maintainconsistency state.We charge the servers16 bytesto storean objector
volumeleaseor callbackrecord. For messagesqueuedby the Delay algorithm,we alsocharge
16 bytes.

For shorttimeouts,the leasealgorithmsuselessmemorythanthecallbackalgorithmbecause
the leasealgorithmsdiscardcallbacksfor inactive clients. Comparedto standardleases,Volume
Leasesincreasetheamountof stateneededat servers,but this increaseis small becausevolume
leasesareshort,so serversgenerallymaintainfew active volumeleases.If the Delay algorithm
never movesclientsto theUnreachablesetit maystoremessagesdestinedfor inactive clientsfor
a long time andusemorememorythanthe otheralgorithms. Conversely, if Delay usesa shortÉ parameterso that it canmove clientsfrom the Inactive setto the Unreachablesetanddiscard
their pendingmessagesandcallbacks,Delay canuselessstatethanthe other leaseor callback
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algorithms. Note that runningDelay with shortdiscardtimeswill increaseserver load and the
numberof consistency messages.We have not yet quantifiedthis effect becauseit will dependon
implementationdetailsof thereconnectionprotocol.

5.3 Bursts of load

Figure9 showsacumulativehistogramin whichthey value,shown in log scale,countsthenumber
of 1-secondperiodsin which the load at the server wasat leastx messagessentor received per
second.Therearethreegroupsof lines. Client Poll andObjectLeasebothuseshorttimeouts,so
whenclientsreadgroupsof objectsfrom a server, thesealgorithmssendgroupsof objectrenewal
messagesto the server. Callback andVolumeuselong object leaseperiods,so readtraffic puts
lessloadon theserver, but writesresultin burstsof loadwhenpopularobjectsaremodified. For
this workload,peakloadscorrespondto burstsof aboutonemessageper client. Finally, Delay
useslong object leasesto reduceburstsof readtraffic from clientsaccessinggroupsof objects,
and it delayssendinginvalidationmessagesto reduceburstsof traffic whenwrites occur. This
combinationreducesthepeakloadon theserver for this workload.

For theexperimentdescribedin thepreviousparagraph,ClientPoll andObjectLeasehaveperi-
odsof higherloadthanCallback andVolumefor two reasons.First, thesystemshowsperformance
for amodestnumberof clients.Largernumbersof clientswould increasethepeakinvalidateload
for Callback andVolume. For ClientPoll andObjectLease, increasingthenumberof clientswould
increasepeakserver loadlessdramaticallybecausereadrequestsfrom additionalclientswouldbe
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Figure9: Periodsof heavy server loadunderdefaultworkloadfor themostheavily loadedserver.

morespreadout in time. Thesecondreasonfor Callback andVolume’s advantagein this experi-
mentis thatin thetraceclientsreaddatafrom serversin bursts,but writesto volumesarenotbursty
in thata write to oneobjectin a volumedoesnot make it morelikely thatanotherobjectfrom the
samevolumewill soonbe modified. Conversely, Figure10 shows a “bursty write” workloadin
which whenoneobjectis modified,we selectï otherobjectsfrom thesamevolumeto modify at
thesametime. For this graph,we computeï asa randomexponentialvariablewith a meanof 10.
Thisworkloadsignificantlyincreasestheburstsof invalidationtraffic for VolumeandCallback.

5.4 Sensitivity

Our workloadutilizes a traceof readevents,but it generateswrite eventssynthetically. In this
subsection,we examinehow differentassumptionsaboutwrite frequency affectour results.

Figure11 shows the performanceof the algorithmsfor representative parametersaswe vary
thewrite frequency. Our default workloadgivesthe10%mostreferencedfiles a per-daychange
probabilityof 0.5%,3% of thefiles a per-daychangeprobabilityof 20%,10%of thefiles a prob-
ability of 5%, and77% of the files a per-day changeprobability of 2%. For eachpoint on the
graph,we multiply thoseper-dayprobabilitiesby thevalueindicatedby thex-axis. Notethatour
workloadgeneratorconvertsper-day changeprobabilitiesto per-secondchangeprobabilities,so
per-dayprobabilitiesgreaterthan100%arepossible

Weexaminetheleasealgorithmsasthey mightbeparameterizedin asystemthatneverwishes
to delaywritesmorethan100secondsandcompareto apoll algorithmwith a100-secondtimeout
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anda callbackalgorithmwith infinite timeout.TheseresultsindicatethattheClient Poll( U·VðÊ¯X1X )
andLease( U¨VðÊ¯X1X ) arelittle affectedby changingwrite rates.This is becausetheobjecttimeouts
are so short that writes are unlikely to causemany invalidationseven when their frequency is
increased100-fold. The volumeleasealgorithmsandCallback all costmoreaswrite frequency
increases.Thecostof Volume( UñVáÊ¯X1X1X�X1X1X�ÇrU ~ VáÊ¯X1X ) andCallback increasemorequickly than
the costof DelayedVolume( UòVãÊ¯X1X1X�X1X1X1X�Ç#U ~ VãÊ¯X�X�ÇÚÉóVôÜ ) becausethe first two algorithms
have longobjectcallbackperiodsandthussendinvalidationmessagesto all clientsthathavedone
readsbetweena pair of writes. DelayedVolumerisesmoreslowly becauseit doesnot sendobject
invalidationsonceavolumeleaseexpires.

6 Relatedwork

Our studybuilds on efforts to assessthe costof strongconsistency in wide areanetworks. Gw-
ertzmanandSeltzer[10] comparecacheconsistency approachesthroughsimulationandconclude
thatprotocolsthatprovide weakconsistency arethemostsuitableto a Web-like environment. In
particular, they find that an adaptive versionof Poll(t) exertsa lower server load thanan invali-
dationprotocolif thepolling algorithmis allowedto returnstaledata4% of the time. We arrive
at differentconclusions.In particular, we observe that muchof the apparentadvantageof weak
consistency over strongconsistency in termsof network traffic comesfrom clientsreadingstale
data[14]. Also, weusevolumeleasesto addressmany of thechallengesto strongconsistency.
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Wealsobuild on thework of Liu andCao[14], whouseaprototypeserver invalidationsystem
to evaluatetheoverheadof maintainingconsistency at theserverscomparedto clientpolling. They
alsostudywaysto reduceserver statevia per-objectleases.As with our study, their workloadis
basedon a traceof readrequestsandsynthetically-generatedwrite requests.Our work differspri-
marily in our treatmentof fault toleranceissues.In particular, afteraserverrecoversouralgorithm
usesvolumetimeoutsto “notify” clientsthatthey mustcontacttheserver to renew leases;Liu and
Cao’s algorithmrequiresthe server to sendmessagesto all clientsthatmight becachingobjects
from the server. Also, our volume leasesprovide a gracefulway to handlenetwork partitions;
whena network failureoccurs,Liu andCao’s algorithmmustperiodicallyretransmitinvalidation
messages,andit doesnotguaranteestrongconsistency in thatcase.

Cacheconsistency protocolshave long beenstudiedfor distributedfile systems[11, 17, 19].
Severalaspectsof Coda’s [13] consistency protocolarereflectedin our algorithms.In particular,
our notion of a volume is similar to that usedin Coda[16]. However, ours differ in two key
respects.First,Codadoesnotassociatevolumeswith leases,andreliesinsteadonothermethodsto
determinewhenserversandclientsbecomedisconnected.Thecombinationof shortvolumeleases
and long object leasesis one of our main contributions. Second,becauseCodawas designed
for differentworkloads,its designtrade-offs aredifferent. For example,becauseCodaexpects
clientsto communicatewith a smallnumberof serversandit regardsdisconnectionasa common
occurrence,Codaaggressively attemptsto setup volumecallbacksto all serverson eachhoard
walk (every 10 minutes). In our environment,clients are associatedwith a larger universeof
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servers,so we only renew volumeleaseswhena client is actively accessingthe server. Also, in
our algorithmwhenanobjectis modified,theserver doesnot sendvolumeinvalidationmessages
to clientsthatholdvolumeleasesbut notobjectleasesontheobjectin question.Wethusavoid the
falsesharingproblemof which Mummertwarns[16].

Our besteffort leasesalgorithm provides similar semanticsto and was inspiredby Coda’s
optimisticconcurrency protocol[13]. Bayou[20] andRover [12] alsoimplementoptimisticcon-
currency, but they candetectandreactto moregeneraltypesof conflictsthancanCoda.

Worrell [21] studiedinvalidation-basedprotocolsin a hierarchicalcachingsystemandcon-
cludedthat server-drivenconsistency waspracticalfor theweb. We plan to explorewaysto add
hierarchyto our algorithmsin thefuture.

Cacheconsistency protocolshave long beenstudiedfor distributedfile systems[18, 17, 19].
Howard et. al [11] reachedthe somewhat counter-intuitive conclusionthat server-driven consis-
tency generallyimposedlessloadontheserver thanclientpolling eventhoughserver-drivenalgo-
rithmsprovidestrongerguaranteesfor clients.This is becauseservershaveenoughinformationto
know exactlywhenmessagesneedto besent.

Mogul’s draft proposalfor HTTP 1.1 [15] includesa notion of groupingfiles into volumes
to reducethe overheadof HTTP’s polling-basedconsistency protocol. We arenot awareof any
implementationsof this idea.

Finally, wenotethatvolumeleasesonthesetof all objectsprovidedby aservercanbethought
of asproviding a framework for the“heartbeat”messagesusedin many distributedstatesystems.

7 Conclusions

Wehavetakenthreecacheconsistency algorithmsthathavebeenpreviouslyappliedto file systems
andquantitativelyevaluatedthemin thecontext of Webworkloads.In particular, wecomparedthe
timeout-basedClient Poll algorithm with the Callback algorithm, in which a server invalidates
beforeeachwrite, and Gray and Cheriton’s Leasealgorithm. The Leasealgorithm presentsa
tradeoff similar to theoneofferedby Client Poll. On theonehand,long leasesreducethecostof
readsby amortizingeachleaserenewal over many reads.On theotherhand,shortleasesreduce
thedelayon writeswhena failureoccurs.To solve this problem,we have introducedtheVolume
Lease, VolumeLeasewith DelayedInvalidation, and BestEffort VolumeLeasealgorithmsthat
allow servers to performwrites with minimal delay, while minimizing the numberof messages
necessaryto maintainconsistency. Our simulationsconfirmthebenefitsof thesealgorithm.
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