Synthesis of Fault-Tolerant Concurrent Programs^1

Paul C. ATTIE

College of Computer Science Northeastern University Boston, Massachusetts 02115 and MIT Laboratory for Computer Science Cambridge, Massachusetts

attie@ccs.neu.edu

Anish ARORA

Department of Computer Science The Ohio State University Columbus, Ohio 43210

anish@cis.ohio-state.edu

E. Allen EMERSON

Department of Computer Sciences The University of Texas at Austin Austin, Texas 78712

emerson@cs.utexas.edu

December 2, 2001

Abstract

Methods for mechanically synthesizing concurrent programs from temporal logic specifications obviate the need to manually construct a program and compose a proof of its correctness. A serious drawback of extant synthesis methods, however, is that they produce concurrent programs for models of computation that are often unrealistic. In particular, these methods assume completely fault-free operation, i.e., the programs they produce are fault-intolerant. In this paper, we show how to mechanically synthesize fault-tolerant concurrent programs for various fault classes. We illustrate our method by synthesizing fault-tolerant solutions to the mutual exclusion and barrier synchronization problems.

1An extended abstract of this paper was presented at the ACM Symposium on Principles of Distributed Computing, Puerto Vallarta, 1998.

1 Introduction

Methods for synthesizing concurrent programs from temporal logic specifications based on the use of a decision procedure for testing temporal satisfiability have been proposed by Emerson and Clarke [EC82] and Manna and Wolper [MW84]. An important advantage of these synthesis methods is that they obviate the need to manually compose a program and manually construct a proof of its correctness. One only has to formulate a precise problem specification; the synthesis method then mechanically constructs a correct solution. A serious drawback of these methods, however, is that they deal only with functional correctness properties. Non-functional properties such as fault-tolerance are not addressed. For example, the method of Manna and Wolper [MW84] produces CSP programs in which all communication takes place between a central synchronizer process and one of its satellite processes. Thus, failure of the central synchronizer blocks the entire system.

In this paper, we present a sound and complete method for the synthesis of fault-tolerant programs. In our method, the properties of the program in the absence of faults are described in a problem specification, and the fault-tolerance properties of the program are described in terms of the behavior of the program when subjected to the occurrence of faults [AK98]. The faults themselves are specified as a set of actions (guarded commands) that perturb the state of the program [AG93]. Our synthesis method is based on a decision procedure for the branching-time temporal logic CTL [EC82]. We apply this decision procedure to synthesize both “normal” behavior in the absence of faults, and “recovery” behavior, after the occurrence of a fault. Soundness of our method means that both normal and recovery behavior conform to the given specification. Completeness means that if some fault-tolerant program exists which satisfies the specification, then our method produces such a program. A byproduct of completeness is the ability to generate impossibility results: if the method fails, then we can conclude that the specified problem has no solution, e.g., because the required recovery is not attainable in the presence of the specified faults.

Our method has time complexity exponential in the size of the problem description. Roughly speaking, this is because our method generates a global-state transition diagram which contains exactly the behaviors of the program to be synthesized. We note that all extant synthesis methods (except those of [AE98, Att99, ESS92]) rely on exhaustive state-space search and thus also have exponential (at least) time complexity. We outline in the conclusions a way of circumventing this exponential complexity by combining the method presented here with that of [AE98, Att99].

We also show how our method accommodates multitolerance [AK98], in which different faults may have to be tolerated in different ways, i.e., the required fault-tolerance properties depend not only on the problem specification, but also on the particular fault that occurs.

The paper is as follows. Section 2 defines the model of computation, specification language (CTL), faultmodel, and fault-tolerance properties that we consider. Section 3 formally defines the synthesis problem for fault-tolerant concurrent programs. Section 4 reviews the CTL decision procedure [Eme81, EC82]. Section 5 presents our synthesis method. Section 6 illustrates our method by applying it to synthesize fault-tolerant solutions for the mutual exclusion and barrier synchronization problems, and also to automatically produce an impossibility result. Section 7 establishes the soundness, completeness, and complexity of the method. Section 8 discusses the method’s scope, extends the method to deal with multitolerance, and outlines an alternative synthesis method that guarantees stronger correctness properties but has a narrower range of application. Section 9 discusses related work, proposes future research, and concludes.

2 Technical Preliminaries

2.1 Model of Concurrent Computation

We consider nonterminating concurrent programs of the form P = P_1‖ · · · ‖P_K which consist of a finite number of fixed sequential processes P_1, . . . , P_K running in parallel. With every process P_i, we associate a single, unique index, namely i. Formally, each process P_i is a directed graph where each node is labeled by a unique name (s_i), and each arc is labeled with an action B → A consisting of an enabling condition (i.e., guard) B and corresponding statement A to be performed (i.e., a guarded command [Dij76]). A global state is a tuple of the form (s_1, . . . , s_K , x_1, . . . , x_m) where each node s_i is the current local state of P_i and x_1, . . . , x_m is a list (possibly empty) of shared synchronization variables. A guard B is a predicate on global states and a statement A is a parallel assignment which updates the values of the shared variables. If the guard B is omitted from an action, it is interpreted as true and we simply write the action as A. If the statement A is omitted, the shared variables are unaltered and we write the action as B.

We model concurrency in the usual way by the nondeterministic interleaving of the “atomic” transitions of the individual processes P_i. Hence, at each step of the computation, some process with an enabled action is nondeterministically selected to be executed next. Assume that the current state is s = (s_1, . . . , s_i, . . . , s_K , x_1, . . . , x_m) and that P_i contains an arc from node s_i to s^′_i labeled by the action B → A. If B is true in the current state then a transition can be made to the next state s^′ = (s_1, . . . , s^′_i, . . . , s_K , x^′_1, . . . , x^′_m) where x^′_1, . . . , x^′_m is the list of updated shared variables resulting from execution of statement A (we notate this transition as s^{i,A}−→ s^′). A computation is any sequence of states where each successive pair of states is related by the above next state transition relation.

The synthesis task thus amounts to supplying the actions to label the arcs of each process so that the resulting computation tree of the entire program P_1‖ · · · ‖P_K meets a given temporal logic specification.

2.2 The Specification Language CTL

We have the following syntax for CTL, where p denotes an atomic proposition, and f, g denote (sub-)formulae. The atomic propositions are drawn from a set AP that is partitioned into sets AP_1, . . . , AP_K . AP_i contains the atomic propositions local to process i. Other processes can read propositions in AP_i, but only process i can modify these propositions (which collectively define the local state of process i).

• Each of p, f ∧ g and ¬f is a formula (where ∧, ¬ indicate conjunction and negation, respectively).

• EX_j f is a formula which means that there is an immediate successor state reachable by executing one step of process P_j in which formula f holds.

• A[fUg] is a formula which means that for every computation path, there is some state along the path where g holds, and f holds at every state along the path until that state.

• E[fUg] is a formula which means that for some computation path, there is some state along the path where g holds, and f holds at every state along the path until that state.

Formally, we define the semantics of CTL formulae with respect to a Kripke structure M = (S_0, S, A, L) consisting of:

S, a countable set of global states.

S_0 ⊆ S, a nonempty set of initial states.

A ⊆ S × [1 : K] × S, a transition relation. A is partitioned into relations A_1, . . . , A_K , where A_i gives the transitions of process i.^2

L : S → 2AP , a labeling function which labels each state with the set of atomic propositions true in that state.

A path is a sequence of states where each pair of successive states is related by the transition relation A. A fullpath is a maximal path, i.e., a path that is either infinite, or ends in a state with no outgoing transitions. If π is a fullpath, then define |π|, the length of π, to be ω when π is infinite and k when π is finite and of the form s^0 → · · · → s^k. We use the usual notation for truth in a structure: M, s^0 |= f means that f is true at state s^0 in structure M. When the structure M is understood, we write s^0 |= f. We define |= inductively:

M, s^0 |= p iff p ∈ L(s^0) for atomic proposition p M, s^0 |= ¬f iff not(M, s^0 |= f) M, s^0 |= f ∧ g iff M, s^0 |= f and M, s^0 |= g M, s^0 |= EX_j f iff for some state t, (s^0, t) ∈ A_j and M, t |= f M, s^0 |= A[fUg] iff for all fullpaths π = (s^0, s^1, . . .) in M that start in s^0, there exists i ∈ [0 : |π|] such that M, s^i |= g and for all j ∈ [1 : (i − 1)]: M, s^j |= f M, s^0 |= E[fUg] iff for some fullpath π = (s^0, s^1, . . .) in M that starts in s^0, there exists i ∈ [0 : |π|] such that M, s^i |= g and for all j ∈ [1 : (i − 1)]: M, s^j |= f

We say that a formula f is satisfiable if and only if there exists a structure M and state s of M such that M, s |= f. In this case, we say that M is a model of f. We say that a formula f is valid if and only if M, s |= f for all structures M and states s of M.

We use the notation M, U |= f as an abbreviation of ∀s ∈ U : M, s |= f, where U is a set of global states. We introduce the abbreviations f ∨ g for ¬(¬f ∧ ¬g), f ⇒ g for ¬f ∨ g, f ≡ g for (f ⇒ g) ∧ (g ⇒ f), AFf for A[trueUf], EFf for E[trueUf], A[fWg] for ¬E[¬fU¬g], E[fWg] for ¬A[¬fU¬g], AGf for A[falseWf], EGf for E[falseWf], AX_if for ¬EX_i¬f, EXf for EX_1f ∨ · · · ∨ EX_kf, and AXf for AX_1f ∧ · · · ∧ AX_kf. Note that A[gWh] ≡ A[hU_w(g ∧ h)] and E[gWh] ≡ E[hU_w(g ∧ h)], where U_w is the “weak until” modality: A[f^′U_wf^{′′}], (E[f^′U_wf^{′′}]) mean that along all paths (along some path), either f^′ holds forever, or that f^{′′} eventually holds, and f^′ holds at all states up to (but not necessarily including) the first state in which f^{′′} holds. When omitting the subformulae, we will write A[fUg], E[fUg], A[fWg], E[fWg] as AU, EU, AW, EW, respectively. In CTL, every occurrence of a path quantifier (A or E) is paired with one of the linear time modalities X_j , F, G, U, W. We call such a pair a CTL modality.

A formula of the form A[fUg] or E[fUg] is an eventuality formula. An eventuality corresponds to a liveness property in that it makes a promise that something does happen. This promise must be fulfilled.

2We use [1 : K] for the set of natural numbers 1 through K inclusive

The eventuality A[fUg] (E[fUg]) is fulfilled for s in M provided that for every (respectively, for some) path starting at s, there exists a finite prefix of the path in M whose last state satisfies g and all of whose other states satisfy f. Since AFg and EFg are special cases of A[fUg] and E[fUg], respectively, they are also eventualities. In contrast, A[fWg], E[fWg] (and their special cases AGf and EGf) are invariance formulae. An invariance corresponds to a safety property since it asserts that whatever happens to occur (if anything) will meet certain conditions.

Since our programs are in general finite state, the propositional version of temporal logic can be used to specify their properties. This is essential, since only propositional temporal logics enjoy the finite-model property, which is the underlying basis of the CTL decision procedure of [EC82] that this paper builds upon.

An example CTL specification is that for the two process mutual exclusion problem (here i ∈ {1, 2}):

1. Initial State (both processes are initially in their Noncritical region): N_1 ∧ N_2

2. It is always the case that any move P_i makes from its Noncritical region is into its Trying region and such a move is always possible: AG(N_i ⇒ (AX_iT_i ∧ EX_iT_i))

3. It is always the case that any move P_i makes from its Trying region is into its Critical region:

AG(T_i ⇒ AX_iC_i)

4. It is always the case that any move P_i makes from its Critical region is into its Noncritical region and such a move is always possible: AG(C_i ⇒ (AX_iN_i ∧ EX_iN_i))

5. P_i is in at most one of N_i, T_i, or C_i:

AG(N_i ⇒ ¬(T_i ∨ C_i)) ∧ AG(T_i ⇒ ¬(N_i ∨ C_i)) ∧ AG(C_i ⇒ ¬(N_i ∨ T_i))

6. A transition by one process cannot cause a transition by another (interleaving model of concurrency):

AG((N_1 ⇒ AX_2N_1) ∧ (N_2 ⇒ AX_1N_2)) AG((T_1 ⇒ AX_2T_1) ∧ (T_2 ⇒ AX_1T_2)) AG((C_1 ⇒ AX_2C_1) ∧ (C_2 ⇒ AX_1C_2))

7. P_i does not starve: AG(T_i ⇒ AFC_i)

8. P_1, P_2 do not access critical resources together: AG(¬(C_1 ∧ C_2))

9. It is always the case that some process can move: AGEXtrue

We call the specification that expresses the required properties of the program in the absence of faults the problem specification. We assume, in the sequel, that the problem specification is expressed in the form init−spec ∧ AG(global−spec), where init−spec contains only atomic propositions and boolean operators. init−spec specifies the initial state, and global−spec specifies correctness properties that are required to hold at all states that are reachable from an initial state in the absence of faults. We call these the initial specification and global specification, respectively.

For the mutual exclusion specification above, init−spec is clause 1, and global−spec is the conjunction of clauses 2–9.

2.3 Model of Faults

The faults that a concurrent program is subject to may be categorized in a variety of ways:

1. Type, e.g., the faults are stuck-at, fail-stop, crash, omission, timing, performance, or Byzantine.

2. Duration, e.g., the faults are permanent, intermittent, or transient.

3. Observability, e.g., the faults are detectable or not by the program.

4. Repair, e.g. the faults are correctable or not by the program.

Towards developing a uniform and general method for fault-tolerant concurrent program synthesis that accommodates these various categories of faults, we recall a uniform and general representation of faults (cf. [AG93]). In this representation, faults are modeled as actions (guarded commands) whose execution perturbs the program state. Consider for example a fault that corrupts the state of a wire. The wire itself is represented by the following program action over two one-bit variables in and out: out≠in → out := in . The fault that corrupts the state of the wire is represented by the fault action: out ≠ in → out :=? , where ? denotes a nondeterministically chosen binary-value.

For this representation to capture all of the categories mentioned above sometimes requires the use of auxiliary state variables. For example, consider the fault by which the wire is stuck-at-low-voltage. In this case, the correct behavior of the wire is represented by using an auxiliary atomic proposition broken and the program action: out ≠ in ∧ ¬broken → out := in . The incorrect behavior of the wire, once a fault occurs, is represented by the program action that sets out to 0 provided that the state of the wire is broken: broken → out := 0 . The stuck-at-low-voltage fault is represented by the fault action: ¬broken → broken := true . In general, we will need to specify constraints on the update of the auxiliary atomic propositions^3, and their relation to the “regular” atomic propositions, i.e., those appearing in the problem specification. This is provided by a problem-fault coupling specification, which is a CTL formula AG(coupling−spec). The coupling specification could, for instance, restrict the local states which a process can be in when an auxiliary proposition is true, or express that an auxiliary atomic proposition cannot be changed by any process. For example, a problem-fault coupling specification for the wire example with the stuck-at-low-voltage fault is AG(broken ⇒ AGbroken) ∧ AG((broken ∧ ¬out) ⇒ AG¬out), i.e., once broken, always broken, and once broken and output is low, then output stays low forever.

Some important classes of faults can be defined in our framework as follows:

1. Fail-stop failures [Sch84, Sch90]: A fault in this class stops a process from executing any actions, possibly forever. Thus, fail-stop failures effectively corrupt program processes in a detectable, uncorrectable, and potentially permanent manner. If some processes fail permanently, then the remaining processes can be thought of as a “subprogram” of the original program.

2. General state failures: A fault in this class arbitrarily perturbs the state of a process or a shared variable, without being detected by any process. As a result, the program may be placed in a state it would not have reached under normal computation of the processes. Such state failures are general

3We assume that all auxiliary state variables are represented as a finite number of auxiliary atomic propositions.

in the sense that by a sequence of these faults the program may reach arbitrary global states [JV96]; thus, general state failures effectively corrupt global state in an undetectable, correctable, and transient manner.

2.4 Fault-Tolerant Kripke Structures

To model the occurrence of faults, we use a fault-tolerant Kripke structure M_F = (S_0, S, A, A_F , L), where S_0, S, A, L are as before, and A_F ⊆ S × F × S is a set of fault-transitions. F is a set of fault-actions as discussed above. A fault-transition labeled with a ∈ F models the occurrence of fault action a. Note that A and A_F are disjoint, by definition.

A fullpath (path) in M_F can contain transitions drawn from A and from A_F . A fault-free fullpath (fault-free path) is a fullpath (path) that contains no fault-transitions, i.e., its transitions are drawn only from A. An initialized fullpath (initialized path) is a fullpath (path) whose first state is an initial state (i.e., in S_0).

A global state is normal iff it lies on some fault-free initialized fullpath. A global state that (1) lies on no initialized fault-free fullpath, and (2) is the final state of an initialized path that ends in a fault-transition, is perturbed. All other states are recovery states. Thus, perturbed states can only be reached from initial states via paths that contain at least one fault-transition. Let S_F denote that set of all perturbed states.

The set of transitions A is partitioned into normal-transitions—those that start in a normal state, and recovery-transitions—those that start in a perturbed or recovery state.

The appropriate notion of satisfaction in a fault-tolerant Kripke structure is given by |=_n , a version of the |= relation that is relativized to fault-free fullpaths.^4 The definition of |=_n is verbatim identical to that of |= above, except that every occurrence of “fullpath” is replaced by “fault-free fullpath.” We give the clauses that differ from the above definition of |=:

M, s^0 |=_n A[fUg] iff for all fault-free fullpaths π = (s^0, s^1, . . .) in M that start in s^0, there exists i ∈ [0 : |π|] such that M, s^i |= g and for all j ∈ [1 : (i − 1)]: M, s^j |= f M, s^0 |=_n E[fUg] iff for some fault-free fullpath π = (s^0, s^1, . . .) in M that starts in s^0, there exists i ∈ [0 : |π|] such that M, s^i |= g and for all j ∈ [1 : (i − 1)]: M, s^j |= f

2.5 Fault-Tolerance Properties

A tolerance property that a concurrent program satisfies in the presence of a class of faults may be categorized as masking, nonmasking, or fail-safe tolerance [AK98]. Intuitively, this classification is based upon how the problem specification is met in the presence of faults.

Let P be a concurrent program that satisfies a problem specification problem−spec = init−spec ∧ AG(global−spec) and let F be a set of fault actions. It follows that in all states reached by program execution in the absence of faults (i.e., the normal states) the CTL formula global−spec holds. In states

4The idea of relativized satisfaction comes from [EL85] where it is used to handle fairness in CTL model checking.

reached by program execution in the presence of faults (i.e., the perturbed states), however, global−spec need not hold in general. We define:

P is masking tolerant to F for problem−spec iff AG(global−spec) holds at all perturbed states. That is, subsequent execution of P from these states satisfies the desired correctness properties of P .

P is nonmasking tolerant to F for problem−spec iff AFAG(global−spec) holds at all perturbed states.

That is, subsequent execution of P from these states eventually reaches a state from where the desired correctness properties of P are satisfied.

P is fail-safe tolerant to F for problem−spec iff AG(global−safety−spec) holds at all perturbed states, where global−safety−spec consists of all the safety properties in global−spec. That is, subsequent execution of P from these states satisfies the desired safety properties—but not necessarily the liveness properties—of P . (We assume that specifications are written in such a way that the safety component of the specification can be extracted. This assumption must be made by any method that guarantees fail-safe tolerance only. See [MT01] for a discussion of how a branching time specification can be expressed as a conjunction of a safety specification and a liveness specification.)

Let spec^{df}== problem−spec ∧ AG(coupling−spec), where problem−spec = init−spec ∧ AG(global−spec) is a problem specification, and AG(coupling−spec) is a problem-fault coupling specification. We shall call spec a temporal specification.

Definition 1 (Label_{TOL}) Given a temporal specification spec = init−spec∧AG(global−spec)∧AG(coupling−spec), define Label_{TOL}(spec) as follows:

• If TOL = masking, then Label_{TOL}(spec) = AG(global−spec) ∧ AG(coupling−spec).

For masking tolerance, the global specification must hold in all perturbed states.

• If TOL = non-masking, then Label_{TOL}(spec) = AFAG(global−spec) ∧ AG(coupling−spec).

For non-masking tolerance, the global specification must eventually hold in all computations starting in perturbed states (provided that faults stop occurring).

• If TOL = fail-safe, then Label_{TOL}(spec) = AG(global−safety−spec) ∧ AG(coupling−spec).

For fail-safe tolerance, the safety component of the global specification must hold in all perturbed states. Note that recovery to states where global−spec holds is not required.

Label_{TOL}(spec) gives the formula that must be satisfied by perturbed states in order for the synthesized program to have the desired fault-tolerance properties. In all cases, the coupling specification must hold in all perturbed states.

Just as our representation of faults is general enough to capture extant fault-classes, our definition of tolerance properties is general enough to capture the fault-tolerance requirements of extant computing systems. (The interested reader is referred to [AG93] for a detailed discussion of how these tolerance properties suffice for fault-tolerance in distributed systems, networks, circuits, database management, etc.) To mention but a few examples, systems based on consensus, agreement, voting, or commitment require masking tolerance— or at least failsafe tolerance—whereas those based on reset, checkpointing/recovery, or exception handling typically require nonmasking tolerance.

3 The Synthesis Problem

The problem of synthesis of fault-tolerant concurrent programs is as follows. Given are:

1. A problem specification, which is a CTL formula problem−spec of the form init−spec ∧ AG(global−spec).

Section 2.2 gives an example problem specification for mutual exclusion.

2. A fault specification, which consists of (1) a set of auxiliary atomic propositions, and (2) a set F of fault actions (guarded commands) over the atomic propositions (including the auxiliary ones). We assume, for the time being, that fault actions cannot reference the shared synchronization variables x_1, . . . , x_m. We show how to remove this restriction in Section 5.3 below. We also assume that fault actions always terminate.

For example, the fault specification of the stuck-at-low-voltage-fault, as given in Section 2.3, is {broken} and { ¬broken → broken := true }. Execution of the fault actions models the occurrence of faults.

3. A problem-fault coupling specification, which is a CTL formula AG(coupling−spec). It relates the atomic propositions in the problem specification with those in the fault specification. For example, a problem-fault coupling specification for the wire example of Section 2.3 with the stuck-at-low-voltage fault is AG(broken ⇒ AGbroken) ∧ AG((broken ∧ ¬out) ⇒ AG¬out), i.e., once broken, always broken, and once broken and output is low, then output stays low forever.

4. A type of tolerance TOL ∈ {masking, fail−safe, nonmasking}, which specifies the desired tolerance property.

Required is to synthesize a concurrent program that

1. satisfies init−spec ∧ AG(global−spec) in the absence of faults, and

2. satisfies AG(coupling−spec) in the absence of faults, and 3. is TOL-tolerant to F for init−spec ∧ AG(global−spec). Let M_F = (S_0, S, A, A_F , L) be the Kripke structure generated by the execution of the synthesized program in the presence of the set of faults F , and let S_F be the set of perturbed states in M_F . Then, we require: 1. M_F , S_0 |=_n init−spec ∧ AG(global−spec) ∧ AG(coupling−spec), and 2. M_F , S_F |=_n Label_{TOL}(spec).

Note that AG(coupling−spec) is required to be satisfied in all states, since it is a conjunct of Label_{TOL}(spec) for all tolerances TOL.

4 The CTL Decision Procedure

We provide here an overview of the CTL decision procedure [Eme81, EC82, Eme90], together with necessary technical definitions (taken from [Eme81, chapter 4] and [EC82]). Since [Eme81, chapter 4] deals with the logic UB, which is obtained from CTL by replacing AU, EU, AW, EW by AF, EF, AG, EG respectively, we make the obvious minor modifications required to account for the until modality of CTL.

A CTL formula f is in positive normal form iff any negations within f are applied only to atomic propositions. Any CTL formula can be converted to positive normal form by “pushing” the negations inwards, using the appropriate dualities for the abbreviations ∨, AW, EW, and AX_i, e.g., ¬A[gUh] ≡ E[¬gW¬h].

Definition 2 (Fisher-Ladner closure) If f is a CTL formula, then cl(f), the generalized Fisher-Ladner closure of f, is given by:

cl(p) = p for atomic proposition p cl(g ∧ h) = {g ∧ h} ∪ cl(g) ∪ cl(h) cl(¬f) = {¬f} ∪ cl(f) cl(A[gUh]) = {A[gUh], AXA[gUh]} ∪ cl(g) ∪ cl(h) cl(E[gUh]) = {E[gUh], EXE[gUh]} ∪ cl(g) ∪ cl(h) cl(AFg) = {AFg, AXAFg} ∪ cl(g) cl(EFg) = {EFg, EXEFg} ∪ cl(g) cl(EX_ig) = {EX_ig} ∪ cl(g) cl(A[gWh]) = {A[gWh], AXA[gWh]} ∪ cl(g) ∪ cl(h) cl(E[gWh]) = {E[gWh], EXE[gWh]} ∪ cl(g) ∪ cl(h) cl(AGg) = {AGg, AXAGg} ∪ cl(g) cl(EGg) = {EGg, EXEGg} ∪ cl(g) cl(AX_ig) = {AX_ig} ∪ cl(g)

Let |f|, the length of f, be the sum of the number of occurrences of atomic propositions, propositional connectives, and CTL modalities, in f (with multiple occurrences of the same proposition, connective, or modality counting). Then, |cl(f)| ≤ 2|f|.

A CTL formula is elementary iff it is an atomic proposition, the negation of an atomic proposition, or has either AX_j or EX_j as its main connective. We classify a nonelementary formula as either a conjunctive formula α ≡ α_1 ∧ α_2 or a disjunctive formula β ≡ β_1 ∨ β_2, as follows:

α = g ∧ h α_1 = g α_2 = h α = A[gWh] α_1 = h α_2 = g ∨ AXA[gWh] α = E[gWh] α_1 = h α_2 = g ∨ EXE[gWh] α = AGg α_1 = g α_2 = AXAGg α = EGg α_1 = g α_2 = EXEGg α = AXg α_1 = AX_1g . . . α_K = AX_K g β = g ∨ h β_1 = g β_2 = h β = A[gUh] β_1 = h β_2 = g ∧ AXA[gUh] β = E[gUh] β_1 = h β_2 = g ∧ EXE[gUh] β = AFg β_1 = g β_2 = AXAFg β = EFg β_1 = g β_2 = EXEFg β = EXg β_1 = EX_1g . . . β_K = EX_K g

Note that nonelementary formulae whose main connective is a temporal modality are classified according to the fixpoint characterization of the modality, e.g.: AFg ≡ g ∨ AXAFg, so AFg is a β formula. Also, the expansions of AX, EX involve K formulae (recall that K is the number of processes) rather than just two. In subsequent discussion we shall, for sake of brevity, assume that all of these expansions produce exactly two formulae. The generalization to deal with K formulae will always be straightforward.

A set of formulae F is downward closed iff (1) if α ∈ F then α_1, α_2 ∈ F, and (2) if β ∈ F then β_1 ∈ F or β_2 ∈ F.

Definition 3 (AND/OR graph, fullgraph) An AND/OR graph K = (V_C , V_D, A_{CD}, A_{DC} , L) consists of 1. V_C , a set of AND-nodes

2. V_D, a set of OR-nodes

3. A_{CD} ⊆ V_C × V_D , a set of AND-OR transitions

4. A_{DC} ⊆ V_D × V_C , a set of OR-AND transitions

5. L : V_C ∪ V_D → 2^{cl(f )}, a labeling function which labels each node in V_C ∪ V_D with a subset of cl(f)

A fullgraph is an AND-OR graph in which A_{CD} is a function from V_C to V_D , i.e., every AND-node has exactly one successor.

Given a CTL formula f_0 (which has first been rewritten into positive normal form) the CTL decision procedure first constructs a particular kind of AND/OR graph (a tableau) T_0 for f_0. We use c, c^′, . . . to denote AND-nodes, d, d^′, . . . to denote OR-nodes, and e, e^′, . . . to denote nodes of either type. Each node is labeled with a subset of cl(f_0), and no two AND-nodes (OR-nodes) have the same label. A model for f_0 is extracted from the tableau by taking the AND-nodes of the tableau as states of the model, and preserving the local transition structure of the tableau. Soundness of the CTL decision procedure is established by showing that, in the final model, every state satisfies all the formulae in its label.

The CTL decision procedure constructs the tableau T_0 by starting with a single OR-node d_0 labeled with {f_0}, and repeatedly constructing successors of “frontier” nodes until there is no more change. The set of AND-node successors Blocks(d) of an OR-node d is determined as follows. d is “expanded” into a tree using the above characterization of nonelementary formulae as α or β. Suppose e is a leaf in the tree constructed so far, and f ∈ L(e). If f ≡ α_1 ∧ α_2 is an α formula, then add a single son to e with label L(e) − {f} ∪ {α_1, α_2}. If f ≡ β_1 ∨ β_2 is a β formula, then add two sons to e with labels L(e) − {f} ∪ {β_1}, L(e) − {f} ∪ {β_2}. For example, AFg ≡ g ∨ AXAFg, so AFg “generates” two successors, one with g in its label and one with AXAFg in its label. These successors correspond to the two different ways of satisfying an eventuality. The successor labeled with g certifies that the eventuality AFg is fulfilled, while the successor labeled with AXAFg propagates AFg. On the other hand, AGg ≡ g ∧ AXAGg, and so AGg generates only one successor, labeled with both g and AXAGg. This tree construction terminates when all leaves contain only elementary formulae in their labels. This must happen, since each expansion removes one nonelementary formula and replaces it with one or two smaller formulae. Upon termination, let Blocks(d) contain one AND-node c for each leaf node, and let the label of each c be the union of all node labels along the path from the corresponding leaf back to the root d of the tree. Clearly, L(c) is downward-closed by virtue of the tree construction algorithm.

The nodes in Blocks(d) can be regarded as embodying all of the different ways in which the (conjunction of the) formulae in the label of d can be satisfied. The reader is referred to [Eme81, EC82] for full details, where it is also shown that (1) L(d) is satisfiable iff L(c) is satisfiable for at least one c ∈ Blocks(d), and (2) L(c) is satisfiable iff LE(c) is satisfiable, for c ∈ Blocks(d) and LE(c) = {f ∈ L(c) | f is elementary}.

The set Tiles(c) of OR-node successors of an AND-node c is defined to be ⋃ i∈[1:K] Tiles i(c), where

Tiles_i(c) is the set of OR-node successors of c that are associated with process i. Suppose that c is labeled with n formulae of the form AX_ig, namely AX_ig_1, . . . , AX_ig_n, and m formulae of the form EX_ih, namely EX_ih_1, . . . , EX_ih_n. Then, Tiles_i(c)^{df}== {D^1_i , . . . , D^m_i }, where D^j_i = {AX_ig_1, . . . , AX_ig_n} ∪ {EX_ih_j }, for j ∈ [1 : m]. Finally, the edge from c to every node in Tiles_i(c) is labeled with the process index i, to indicate that this successor is associated with process i. There are two special cases in the definition of Tiles(c). First, if c has no nexttime formulae in its label, then Tiles(c) = {d}, where L(d) = L(c), and Blocks(d) = {c}, i.e., c is given a single “dummy” successor labeled with the same formulae. Second, if only EX_i-formulae are missing, then c is split into K AND-nodes c_1, . . . , c_K (which have the same incoming edges) and L(c_i) is set to L(c) ∪ {EX_itrue}, for all i ∈ [1 : K]. The OR-node successors of each c_i are then computed as above. From the above discussion, we see that Tiles(c) is exactly the set of successors required to satisfy all of the nexttime formulae in the label of c. In [Eme81] it is shown that L(c) is satisfiable iff L(d) is satisfiable for all d ∈ Tiles(c), and LP (c) is satisfiable, where LP (c) = {f ∈ L(c) | f is a proposition or its negation}.

We continue the process of generating successors of frontier nodes (which we refer to as “expanding” a node, in the sequel) until there are no more frontier nodes, i.e., every node in T_0 has at least one successor. If, when a node e is being expanded, some successor e^′ of e has the same label as an already present node e^{′′} of the same type (i.e., AND or OR), then we identify e^′ and e^{′′}, i.e., delete e^′ and add a transition from e to e^{′′}. This ensures that every AND-node (OR-node) in T_0 has a unique label. Since there are at most 2^{|cl(f0 )|} different labels, the expansion process must terminate.

Thus, the tableau T_0 for CTL formula f_0 is an AND/OR graph with a root d_0 which is an OR-node with label {f_0}. Every AND-node c (OR-node d) in T_0 has successors given by Tiles(c) (Blocks(d)). A tableau T is written as (d, V_C , V_D , A_{CD}, A_{DC} , L), where d is the root, and the remaining components are as in Definition 3. Before continuing the description of the CTL decision procedure, we need a few more technical definitions.

Definition 4 (Prestructure) A prestructure G = (V, A, L) for a CTL formula f consists of a set of nodes V , a set of transitions A ⊆ V × V , and a labeling L : V → cl(f) of each node with a set of formulae.

We use the generic term graph to refer to any object which is a prestructure or an AND/OR graph. Let G be a graph with labeling L. We define frontier(G), the frontier of G, to be the set of nodes of G that have no successor in G, and interior (G), the interior of G, to be the set of all other nodes of G.

Definition 5 (Generated) A fullgraph K = (V^′_C , V^′_D , A^′_{CD}, A^′_{DC} , L^′) is generated by tableau T = (d, V_C , V_D, A_{CD}, A_{DC} , L) iff there exists a generation function E : V^′_C ∪ V^′_D → V_C ∪ V_D such that

1. E[V^′_C ] ⊆ V_C

2. E[V^′_D] ⊆ V_D

3. L^′ = L ∘ E

4. if (u, w) is an edge in A^′_{CD}, then (E(u), E(w)) is an edge in A_{CD}

5. if (w, u) is an edge in A^′_{DC} , then (E(w), E(u)) is an edge in A_{DC}

6. if an AND-node u of K is an interior node, then for every OR-node d (of T_0) in Blocks(E(u)), there exists an OR-node w of K such that (u, w) ∈ A^′_{CD} and E(w) = d

7. every OR-node w of K has at least one successor in K

A prestructure G = (V^{′′}, A^{′′}, L^{′′}) is generated by tableau T iff there exists a fullgraph K = (V^′_C , V^′_D , A^′_{CD}, A^′_{DC} , L^′) generated by tableau T and such that

1. V^{′′} = V^′_C 2. A^{′′} = {(u, v) ∈ V^{′′} × V^{′′} | ∃w ∈ V^′_D : (u, w) ∈ A^′_{CD} and (w, v) ∈ A^′_{DC} } 3. L^{′′} = L^′ restricted to V^′_C

Definition 6 (Directly embedded) A fullgraph K is directly embedded in tableau T_0 if K is generated by T_0 and the generation function is one-to-one.

Definition 7 (Fulfilled) The eventuality A[gUh] is fulfilled for node e in graph G provided that for every path starting at e in G, there is some node e^′ along the path such that h ∈ L(e^′), and for every node e^{′′} on the path up to (but not necessarily including) node e^′, g ∈ L(e^{′′}).

The eventuality E[gUh] is fulfilled for node e in graph G provided that for some path starting at e in G, there is some node e^′ along the path such that h ∈ L(e^′), and for every node e^{′′} on the path up to (but not necessarily including) node e^′, g ∈ L(e^{′′}).

Definition 8 (Full Subdag) A full subdag D rooted at node e in T_0 is a directed acyclic subgraph of T_0 satisfying all of the following conditions

1. Node e is the unique node from which all other nodes in D are reachable,

2. For every AND-node c in D, if c has any sons in D, then every successor of c in T_0 is a son of c in D,

3. For every OR-node d, there exists precisely one AND-node c in T_0 such that c is a son of d in D.

The next step of the CTL decision procedure is to apply the set of deletion rules given in Figure 1 to T_0. Roughly speaking, these rules remove all nodes that are either propositionally inconsistent, or do not have enough successors, or are labeled with an eventuality formula which is not fulfilled. The presence of a suitable full subdag rooted at e serves to certify the fulfillment of the corresponding eventuality in L(e). We repeatedly apply the deletion rules until there is no change. Since each application removes one node, and T_0 is finite, this process must terminate. Upon termination, if the root of T_0 is has been removed, then f_0 is unsatisfiable. Otherwise f_0 is satisfiable, in which case let T^∗ be the tableau induced by the remaining nodes. In [EC82] it is shown how to extract an actual model from T^∗, by a process of “unraveling.” From this model, a correct concurrent program can be produced by projecting onto the individual processes.

The unraveling step is as follows. For each AND-node c in T^∗, a “fragment” FRAG[c] is constructed. FRAG[c] is a directed acyclic graph whose nodes are AND-nodes, and whose local structure is taken from T^∗, i.e., c^′ → c^{′′} in FRAG[c] only if c^′ → d → c^{′′} in T^∗ for some OR-node d. In addition, c is the root of FRAG[c] and all eventualities in the label of c are fulfilled in FRAG[c]. Given that an AND-node c was not removed by the deletion rules, it follows that for each eventuality g ∈ L(c), T^∗ contains at least one full subdag D with root c and in which g is fulfilled. Let DAG[c, g] be the directed acyclic prestructure that results from removing all the OR-nodes in D and connecting up the AND-nodes so that c^′ → c^{′′} in DAG[c, g] only if c^′ → d → c^{′′} in D for some OR-node d. By construction, DAG[c, g] is generated by T^∗.

We construct FRAG[c] from the DAG’s in T^∗ as follows. Let g_1, . . . , g_m be all of the eventualities in L(c), and let frontier (FRAG_j ) denote the frontier of fragment FRAG_j .

let FRAG_1 be a copy of DAG[c, g_1]; to obtain FRAG_{j+1} from FRAG_j , do

identify any two nodes on the frontier of FRAG_j that have the same label; forall s^′ ∈ frontier (FRAG_j ) do

/* let c^′ be the AND-node in T^∗ that s^′ is a copy of */ if g_{j+1} ∈ L(s^′) then

attach a copy of DAG[c^′, g_{i+1}] to FRAG_j at s^′ endfor;

/* call the resulting directed acyclic graph FRAG_{j+1} */ let FRAG[c] be the directed acyclic graph obtained from FRAG_m by identifying any two nodes in frontier(FRAG_m) with the same label

If L(c) contains no eventualities, then FRAG[c] consists of c together with enough local successors to satisfy all of the formulae that have AX_j or EX_j as main connective. That is, for each d ∈ Tiles(c), choose a c^′ ∈ Blocks(d) and add c^′ as a successor of c. Identify all such c^′ with the same label. Then FRAG[c] consists of c together with all such c^′.

In [Eme81] it is shown that FRAG[c] is an acyclic prestructure generated by T^∗ whose root node s_0 is a copy of c, and that all eventualities in Label(s_0) (= Label(c)) are fulfilled for s_0 in FRAG[c].

Finally, the FRAG’s are connected together (essentially, the frontier nodes of a FRAG are identified with root nodes of other FRAG’s) to form a Kripke structure in which all eventualities are fulfilled. This structure is a model of f_0. The procedure is as follows:

choose c_0 ∈ Blocks(d_0) arbitrarily (recall that d_0 is the root of T ); let M_1 = FRAG[c_0];

to obtain M_{i+1} from M_i, do

forall s ∈ frontier(M_i) do

/* let c be the AND-node in T^∗ that s is a copy of */ if there exists s^′ ∈ interior (M_i) such that s^′ is also a copy of c, and a copy of FRAG[c] is directly embedded in M_i with root s^′, then identify s and s^′ else

replace s by a copy of FRAG[c] endif endfor /* call the resulting graph M_{i+1} */ The construction halts with i = N when frontier (M_N ) is empty. Let M = M_N . Let M = (S, A, L) and let M_0 = (S, A, L_0) where L_0 is L restricted to the propositions occurring in f_0. M_0 is a model of f_0.

By construction, each fragment occurs at most once in M. Each step (i.e., obtaining M_{i+1} from M_i) either adds a new fragment or reduces the number of frontier nodes by 1. Since there is one fragment for each AND-node, the number of fragments is the same as the number of AND-nodes, which is bounded by 2^{|cl(f0 )|}. Thus, after enough steps, no new fragments can be added, and eventually the frontier must become empty. Thus, the above procedure is guaranteed to terminate. It is shown in [Eme81] that M_0, s |= f for every s ∈ S and f ∈ L(s). In particular, since f_0 ∈ L(c_0) by definition of c_0 and Blocks(d_0), we have M_0, c_0 |= f_0, and so M_0 is indeed a model of f_0.

From the model M_0, a program can be extracted by projecting onto the individual process indices. For example, Figure 8 shows a Kripke structure and a process P_1 extracted from it. The arc from N_1 to T_1 labeled with N_2 ∨ C_2 is derived by projecting the transitions from [N_1 N_2] to [T_1 N_2] and [N_1 C_2] to [T_1 C_2] in the Kripke structure onto the process index 1.

DeleteP Delete any propositionally inconsistent node.

DeleteOR Delete any OR-node all of whose successors are already deleted. DeleteAND Delete any AND-node one of whose successors is already deleted.

DeleteAU Delete any node e such that A[gUh] ∈ L(e) and there does not exist a full subdag rooted at e such that h ∈ L(c^′) for every frontier node c^′ and g ∈ L(c^{′′}) for every interior AND-node c^{′′}.

DeleteEU Delete any node e such that E[gUh] ∈ L(e) and there does not exist an AND-node c^′ reachable from e via a path π such that h ∈ L(c^′) and for all AND-nodes c^{′′} along π up to but not necessarily including c^′, g ∈ L(c^{′′}).

Figure 1: The deletion rules for the CTL decision procedure.

5 Synthesis of Fault-tolerant Concurrent Programs

Our synthesis method first generates a tableau that contains normal-, fault-, and recovery-transitions. The fault-transitions are generated by applying fault-actions to every AND-node to generate fault-successor ORnodes. Applying the Blocks function to these OR-nodes then generates the fault-successor AND-nodes for the AND-node to which the fault-action was applied. Every perturbed state will correspond to one of these fault-successor AND-nodes (but some of the fault-successor AND-nodes could correspond to normal states, if they can also be generated by fault-free paths). The normal and recovery transitions are generated by applying the Blocks, Tiles functions to all the OR-nodes, AND-nodes (respectively) that are generated. We then apply deletion rules that take faults into account, so that, for example, eventualities must only be fulfilled along fault-free paths (i.e., once faults stop occurring). From the resulting tableau, a model can be extracted by “unraveling,” as outlined above for the [EC82] synthesis method. However, when our method constructs a fragment, it adds all the perturbed states directly reached by executing a single fault-action in some state of the fragment. This ensures that the final model contains all of the fault-transitions that are generated by the specified fault-actions (“fault-closure”). From the final model, we extract the fault-tolerant program by projecting onto the individual process indices.

Section 5.1 presents technical definitions that we use to model the specified faults and fault-tolerance properties. Section 5.2 presents our synthesis method.

5.1 Technical Definitions for Modeling Faults

Recall that faults are modeled as nondeterministic actions (guarded commands) whose execution perturbs the current global state (Section 2.3). If a is a fault action, then a.guard, a.body denote the guard, body respectively of the guarded command that models a. If c is an AND-node, let L(c)↑AP denote the set of atomic propositions that are true in c, and c(a.guard) the truth-value of a.guard in c. Let φ, ψ ⊆ AP. Then define {φ} a.body {ψ} to mean that if a.body is executed in a state in which exactly the propositions in φ are true, then one possible outcome is a state in which exactly the propositions in ψ are true.

Definition 9 (^{a,TOL}−→ ) Let c be an AND-node, d be an OR-node, a a fault action, and TOL a tolerance. Then c^{a,TOL}−→ d iff ∃φ ⊆ AP : c(a.guard) = true and {L(c)↑AP} a.body {φ} and L(d) = φ ∪ Label_{TOL}(spec). c^{a,TOL}−→ d intuitively means that fault action a can occur in AND-node c, and that its occurrence can lead to OR-node d. (Recall that AND-nodes correspond to states in the final model.) L(d) is the label of d. The propositional component of L(d) results from applying a.body to the propositions in L(c), while the temporal component Label_{TOL}(spec) of L(d) is determined solely by the problem specification and the desired type of fault-tolerance.

Definition 10 (FaultStates, FaultTrans) Given a set F of fault actions, a set V of AND-nodes, and a tolerance TOL, define: FaultStates(F, TOL, V ) = {d | ∃a ∈ F, ∃c ∈ V : c^{a,TOL}−→ d} FaultTrans(F, TOL, V ) = {(c, F, d) | ∃a ∈ F, ∃c ∈ V : c^{a,TOL}−→ d} FaultStates(F, TOL, V ) is the set of OR-nodes reached by executing some fault action of F in some ANDnode of V , and FaultTrans(F, TOL, V ) is the set of fault-transitions generated by executing some fault action of F in some AND-node of V .

A fault-free path in a tableau is a path that contains no fault-transitions. Analogously to Section 2.4, we define a node to be normal iff it lies on some fault-free initialized path. A node that (1) lies on no initialized fault-free path, and (2) is the final state of an initialized path that ends in a fault-transition, is perturbed. All other nodes are recovery nodes.

In a structure that incorporates fault-transitions, we need to redefine our notions of fulfillment of eventualities.

Definition 11 (Fault-free fulfilled) The eventuality A[gUh] is fault-free fulfilled for node e in graph G provided that for every fault-free path starting at e in G, there is some node e^′ along the path such that h ∈ L(e^′), and for every node e^{′′} on the path up to (but not necessarily including) node e^′, g ∈ L(e^{′′}).

The eventuality E[gUh] is fault-free fulfilled for node e in graph G provided that for some fault-free path starting at e in G, there is some node e^′ along the path such that h ∈ L(e^′), and for every node e^{′′} on the path up to (but not necessarily including) node e^′, g ∈ L(e^{′′}).

5.2 The Synthesis Method Given a specification spec = init−spec ∧ AG(global−spec) ∧ AG(coupling−spec), we start with an OR-node d_0 labeled with {spec}, and construct the tableau T_0 = (d_0, V^0_C , V^0_D , A^0_{CD}, A^0_{DC} , L^0) for spec in a similar way to the CTL decision procedure, except that the specified faults must be modeled properly. To model the specified faults, we apply the corresponding fault-actions to every AND-node in the tableau. Applying a fault-action to an AND-node generates (when the guard is true in the AND-node) fault-transitions leading to fault-successor OR-nodes. Such an OR-node d is treated just like any other OR-node in the tableau, and is expanded in exactly the same way, i.e., by computing Blocks(d). The AND-node successors of d (i.e., the AND-nodes in Blocks(d)) correspond to perturbed states in the final model (i.e., states that result from the occurrence of a fault) provided that they do not lie on a fault-free path. In the latter case, the occurrence of the fault-action generates an AND-node that could also have resulted from normal execution, and so this AND-node does not correspond to a perturbed state in the final model. We call such occurrences of fault actions insignificant, and all other occurrences significant. The transitions that result from expanding AND-nodes that do correspond to perturbed states are recovery-transitions—they prescribe the execution of the synthesized program after a significant fault occurrence. Program transitions from a normal state, i.e., a state reachable from d_0 via a fault-free path, are normal transitions (see also Section 2.4).

The OR-node successors of an AND-node c are therefore computed as Tiles(c)∪FaultStates(F, TOL, {c}), i.e., as the union of (1) Tiles(c), the “non fault-successors,” that are required to satisfy all nexttime formulae in L(c), and (2) the fault-successor OR-nodes that arise from applying the fault-actions in F to c. Note that the labels of fault-successors are computed as described above (in the definition of FaultStates), and that the tolerance properties of the program are defined by the requirement that all formulae in the labels of (the AND-node successors of) the fault-successor OR-nodes hold in the final model.

The appropriate notion of full subdag is then one in which the AND-nodes must have all of their non fault-successors.

Definition 12 (Fault-free Full Subdag) A fault-free full subdag D rooted at node e in T_0 is a directed acyclic subgraph of T_0 satisfying all of the following conditions

1. Node e is the unique node from which all other nodes in D are reachable,

2. For every AND-node c in D, if c has any sons in D, then every non-fault successor of c in T_0 (i.e., every d ∈ Tiles(c)) is a son of c in D,

3. For every OR-node d in D, there exists precisely one AND-node c in T_0 such that c is a son of d in D.

We now describe the steps of our synthesis method. We give pseudocode for each step, followed by some discussion. The first step is to construct the tableau T_0 = (d_0, V^0_C , V^0_D , A^0_{CD}, A^0_{DC} , L^0):

1. Let d_0 be an OR-node with label {spec};

T_0 := d_0;

repeat until frontier (T_0) = ∅

(a) Select a node e ∈ frontier (T_0); (b) if ∃e^′ ∈ V^0_D : L(e) = L(e^′) then merge e and e^′ else

attach all e^′ ∈ Succ(e) as successors of e and mark e as expanded endif;

Update V^0_C , V^0_D , A^0_{CD}, A^0_{DC} appropriately.

where the successors Succ(e) of a node of either type are defined as follows: if e is an OR-node, then Succ(e) = Blocks(d), and if e is an AND-node, then Succ(e) = Tiles(e) ∪ FaultStates(F, TOL, {e}). Let T_0 be the resulting tableau.

We now repeatedly apply the deletion rules in Figure 2 to T_0, until there is no change. These are similar to the CTL decision procedure [EC82] rules, except that they require the existence of a fault-free full subdag to certify fulfillment of A[gUh], and the existence of a fault-free path to certify fulfillment of E[gUh].

2. Repeatedly apply the deletion rules in Figure 2 to T_0 until no deletion rule is applicable. If d_0 is deleted, then return an impossibility result and halt. Otherwise, let T_F be the tableau induced by the nodes that are still reachable (via normal, fault, and recovery transitions) from d_0.

Upon termination, if d_0, the root of T_0, has been removed, then no program exists that satisfies spec = init−spec ∧ AG(global−spec) ∧ AG(coupling−spec) under normal operation, and that has the required tolerance properties after a fault has occurred. In this case, we obtain an impossibility result. If d_0 is not removed, then we extract a model from T_F by a process of “unraveling.”

For each AND-node c in T_F , a “fragment” FFRAG[c] is constructed. FFRAG[c] is a directed acyclic graph whose nodes are AND-nodes, and whose local structure is taken from T_F , i.e., c^′ → c^{′′} in FFRAG[c] only if c^′ → d → c^{′′} in T_F for some OR-node d. In addition, c is the root of FFRAG[c] and all eventualities in the label of c are fault-free fulfilled in FFRAG[c]. Given that c was not removed by the deletion rules, it follows that, for each eventuality g ∈ L(c), T_F contains a fault-free full subdag with root c and in which g is fulfilled. Let FDAG[c, g] be the directed acyclic prestructure that results from removing all the OR-nodes from this subdag, and connecting the AND-nodes up appropriately, i.e., if c^i→ d and d → c^′ are edges in the full subdag for some OR-node d, then c^i→ c^′ is an edge in FDAG[c, g]. We construct FFRAG[c] as follows. Let g_1, . . . , g_m be all of the eventualities in L(c).

3. (a) Let FFRAG_1 be a copy of FDAG[c, g_1]. To obtain FFRAG_{j+1} from FFRAG_j , do i. identify any two nodes on the frontier of FFRAG_j that have the same label; ii. forall s^′ ∈ frontier (FFRAG_j ) do

/* let c^′ be the AND-node in T_F that s^′ is a copy of */ if g_{j+1} ∈ L(s^′) then

attach a copy of FDAG[c^′, g_{i+1}] to FFRAG_j at s^′

/* call the resulting directed acyclic graph FFRAG_{j+1} */ (b) Obtain FFRAG^′[c] from FFRAG_m by identifying any two nodes in frontier (FFRAG_m) with the same label (c) To obtain FFRAG[c] from FFRAG^′[c], do:

i. forall AND-nodes c^′ in FFRAG^′[c] and a ∈ F :

forall d such that c^{′ a,TOL}−→ d

attach a copy of at least one node c^{′′} ∈ Blocks(d) as successor of c^′;^5 label the transition from c^′ to c^{′′} as a fault-transition

If L(c) contains no eventualities, then FRAG^′[c] consists of c together with enough local successors to satisfy all of the formulae that have AX_j or EX_j as main connective. That is, for each d ∈ Tiles(c), choose a c^′ ∈ Blocks(d) and add c^′ as a successor of c. Identify all such c^′ with the same label. Then FRAG^′[c] consists of c together with all such c^′. Obtain FRAG[c] from FRAG^′[c] by attaching fault-successors as in Step 3c.

Note, in particular, that step 3c adds the fault-successors of every AND-node in FFRAG[c] to its frontier. We prove in the sequel that FFRAG[c] is an acyclic prestructure generated by T_F whose root node s_0 is a copy of c, and that all eventualities in Label(s_0) (= Label(c)) are fault-free-fulfilled for s_0 in FFRAG[c].

Finally, the FFRAG’s are connected together (essentially, the frontier nodes of a FFRAG are identified with root nodes of other FFRAG’s) to form a Kripke structure in which all eventualities are fault-free-fulfilled. This structure is a model of spec. The procedure is as follows:

4. (a) Choose c_0 ∈ Blocks(d_0) arbitrarily (recall that d_0 is the root of T );

Let M_1 = FFRAG[c_0];

(b) To obtain M_{i+1} from M_i, do

i. forall s ∈ frontier (M_i) do

/* let c be the AND-node in T_F that s is a copy of */ if there exists s^′ ∈ interior (M_i) such that s^′ is also a copy of c, and a copy of FFRAG[c] is directly embedded in M_i with root s^′, then identify s and s^′ else

replace s by a copy of FFRAG[c] endif /* call the resulting graph M_{i+1} */ (c) The construction halts with i = N when frontier(M_N ) is empty. Let M = M_N . We write M = (c_0, S, A, A_F , L), where c_0 is given in step 4a (we write c_0 instead of {c_0}), L is given by the labels of each node, S is the set of all nodes in M_N , A is the set of all transitions in M_N that are labeled with a process index (i.e., normal or recovery transitions), and A_F is the set of all transitions in M_N that have label (a, TOL) for some a ∈ F (i.e., the fault transitions).

5It is permissible to attach a copy of more than one c^{′′} ∈ Blocks(d) as successor of c^′. This increases the nondeterminism of the final model that is built, since execution of a fault-action a leads to one of several states nondeterministically, rather than to a single state that is “precomputed” statically by the model construction step. This extra nondeterminism may be appropriate, in certain situations.

Let M_F = (c_0, S, A, A_F , L_0) where L_0 is L restricted to the propositions occurring in spec. M_F is a model of spec.

We show in the sequel that M_F , s |=_n f for every s ∈ S and f ∈ L(s). In particular, since spec ∈ L(c_0) by definition of c_0 and Blocks(d_0), we have M_F , c_0 |=_n spec, and so the synthesized program satisfies spec under normal operation.

From the model M_F , we extract a program as follows. In going from M to M_F , we remove all of the nonpropositional formulae in the label of each node. This may result in several nodes (states) having the same label in M_F . As in [EC82], we introduce shared variables to distinguish such states. If this is not done, the extracted program will exhibit the same future behavior from all such states, even though they have different labels (in M), thus allowing pending eventualities to remain unfulfilled.^6

Suppose that a set φ of propositional formulae occurs as the label of states s_1, . . . , s_n in M. We introduce a new shared variable x_φ, and add the proposition x_φ = k to the label of s_k, for k ∈ [1 : n].^7 We also add the assignment x_φ := k to the label of each transition in M_F that enters s_k, for k ∈ [1 : n]. Once all necessary shared variables have been added to M_F , we extract a program P = P_1‖ · · · ‖P_K by projecting onto the individual process indices as follows: add an arc to (the synchronization skeleton) P_i going from local state s_i to local state t_i and labeled with the guarded command B → A iff there exists a transition M_F from state s to state t labeled with assignment A^8, and such that s_i = s↑i, t_i = t↑i, and B = ∧(L(s)↓i). Here s↑i denotes the projection global state s onto P_i (i.e., the component of s that gives the local state of P_i), and L(s)↓i denotes the set of all formulae in L(s) of the form p_j or the form ¬p_j (where p_j is an atomic proposition in AP_j , and j ∈ [1 : K] − {i}) or the form x = k (where x is a shared variable and k is a natural number). ∧(L(s)↓i) then denotes the conjunction of all formulae in the set L(s)↓i. In other words, the guard B checks all of the components of global state s except for s↑i. The pseudocode for the extraction step is as follows:

5. (a) for every maximal set {s_1, . . . , s_n} of states in M_F such that L_0(s_1) = L_0(s_2) = · · · = L_0(s_n) i. introduce a new shared variable x ii. add the proposition x = k to the label of s_k, k ∈ [1 : n] iii. label each transition of M_F that enters s_k with the assignment x := k, for k ∈ [1 : n] (b) forall transitions s^{i,A}−→ t in M_F add an arc to P_i going from s↑i to t↑i, and with the label ∧(L(s)↓i) → A

Appendix A gives the entire pseudocode for our method.

5.3 Allowing Faults to Corrupt Shared Synchronization Variables

We have assumed up to now that fault actions cannot reference shared variables. Let x be one such variable, and let t̄ be the set of propositionally identical states that x disambiguates, and let |t̄| = n. Then, without loss of generality, we may assume that the domain of x is [1 : n]. By construction of our method, x is set to a constant upon entry to a state in t̄ (to record which state in t̄ is being entered), and is read only upon exit

6For example, not introducing a shared variable in the mutual exclusion example in Figure 8 gives rise to a cycle [N_1 T_2] 1 → [T_1 T_2]^1→ [C_1 T_2]^1→ [N_1 T_2] that causes violation of the absence of starvation specification AG(T_2 ⇒ AFC_2).

7We use the notation [m : n] to denote the integers from m up to n inclusive. 8If the transition is not labeled with an assignment, we take A to be skip. 9This is mainly where our deletion rules differ from those of the CTL decision procedure.

DeleteP Delete any node whose label is propositionally inconsistent (i.e., the propositional component of the label is equivalent to false).

DeleteOR Delete any OR-node all of whose successors are already deleted.

DeleteAND Delete any AND-node one of whose successors (including fault-successors) is already deleted.^9 DeleteAU Delete any node e such that A[gUh] ∈ L(e) and there does not exist a fault-free full subdag rooted at e such that h ∈ L(c^′) for every frontier node c^′ and g ∈ L(c^{′′}) for every interior AND-node c^{′′}. DeleteEU Delete any node e such that E[gUh] ∈ L(e) and there does not exist an AND-node c^′ reachable from e via a fault-free path π such that h ∈ L(c^′) and for all AND-nodes c^{′′} along π up to but not necessarily including c^′, g ∈ L(c^{′′}).

Figure 2: The deletion rules for our synthesis method.

from states in t̄ (to determine which state in t̄ is in fact the current global state). Hence, the value of x in states outside t̄ has no effect whatsoever on any future computation path.^{10} Bearing this in mind, suppose the occurrence of some fault action f changes the current global state to some global state s. There are several cases to consider. If s ∉ t̄, then corrupting x has no effect, since the value of x in s doesn’t affect any future computation. If s ∈ t̄ and x is corrupted to some value in [1 : n], then the effect is that of changing the final state from some s^′ ∈ t̄ (which would otherwise have been entered) to s. Since s is an already present state from which recovery is guaranteed, this is also not a problem. If s ∈ t̄ and x is corrupted to some value outside [1 : n], then we simply interpret the new value of x as some “default” value within [1 : n], e.g., as 1.^{11} Then the effect is as if x had been corrupted to 1, which is dealt with by the previous case.

Note that the above reasoning also deals with fault actions that corrupt several shared variables at once. Finally note that although we allow fault actions to corrupt (i.e., overwrite) shared variables, we do not allow fault actions to read shared variables. This restriction is needed (for technical reasons) to ensure the completeness of our method. In particular, this means that our method cannot deal with an adversary that chooses its strategy based on the value of the shared variables. Extending our method to deal with such adversaries is a topic for future work.

6 Examples

6.1 Mutual Exclusion Subject to Fail-stop Failures

Our first example is the mutual exclusion problem subject to fail-stop failures. The mutual exclusion specification is given in Section 2.2. The fault specification is, for each P_i, the auxiliary proposition D_i (denoting P_i is “down”) and four fault actions: one that truthifies D_i and falsifies all other propositions of P_i (denoting the fail-stop of P_i), and three that truthify N_i, T_i, C_i (respectively) and falsify all other propositions of P_i (denoting the repair of P_i).^{12} The problem-fault coupling specification is as follows, where i, j ∈ {1, 2},

10In fact, the [EC82] synthesis method does not even record the value of x in states outside t̄. 11We can do this since the domain of x is known in advance. 12C_i is truthified only when mutual exclusion would not be violated.

1. A fail-stopped process is not in any of the states N_i, T_i or C_i: AG(D_i ≡ ¬(N_i ∨ T_i ∨ C_i))

2. A fail-stopped process may stay down forever: AG(D_i ⇒ EGD_i)

3. A transition by one process cannot cause a fault or recovery in another:

AG((D_1 ⇒ AX_2D_1) ∧ (D_2 ⇒ AX_1D_2))

Finally, the type of fault-tolerance we require is masking.

We now illustrate the tableaux T_0 and T_F generated by our method for this problem. Throughout, AND-nodes are shown as rectangles, and OR-nodes as hexagons. Also, we include in the labels only as much information as needed to uniquely identify each node. So, for example, for all conjuncts of the form AGf that occur in the problem specification we assume implicitly that f appears in the label of all normal nodes, and for all conjuncts of the form AGf that occur in the coupling specification we assume implicitly that f appears in the label of all normal, perturbed, and recovery nodes. The fault-free portion of T_F is given by Figure 9 in [EC82]. Figure 3 shows some of the fault-transitions in T_0 and T_F . The top group are fault-transitions arising from fail-stop failures, and the bottom group are fault-transitions arising from repairs (i.e., when a process “comes back up”). Note that repairs are considered to be fault-transitions in our model. Figure 4 shows part of T_0, T_F that corresponds to the fail-stop of process 1. Since no nodes are deleted, this portion is the same in T_0 and T_F . Figure 5 shows the part of T_0 that corresponds to the fail-stop of both processes at the same time. Here, two of the OR-nodes are propositionally inconsistent, and are therefore deleted, by rule DeleteP of Figure 2 (e.g., the OR-node with label {D_1, EGD_1} is propositionally inconsistent since the global specification requires that exactly one of the propositions N_2, T_2, C_2, D_2 be true in each node, and none of these propositions is true in this node). This leads to the deletion of three of the AND-nodes, by rule DeleteAND of Figure 2. Note that, for clarity of Figure 5, the OR-AND transitions leaving the lower row of OR-nodes have all been omitted. Figure 6 shows the result of performing the deletions, i.e., the part of T_F that corresponds to the fail-stop of both processes at the same time. Figure 7 shows some of the FFRAG’s that are extracted from the tableau portions in Figures 4 and 6. We have labeled some of the AND-nodes (OR-nodes) with AND_n (OR_n) in these figures so as to illustrate which nodes are used in constructing the FFRAG’s. Finally, in Figures 3– 7, we have used solid, dashed, and dotted lines to denote those AND-OR and OR-AND transitions in the tableau that will give rise to normal-, recovery-, and fault-transitions in the final model (Figure 8) respectively.

Figure 8 shows the final model that is obtained by unwinding T_F , and Figure 9 shows the concurrent program P_1‖P_2 that is extracted from this model. This program is a solution to the two-process mutual exclusion problem and exhibits masking tolerance to fail-stop failures.

The portion of the Kripke structure in Figure 8 that is above the dark horizontal line is the model for the mutual exclusion specification that is produced by the CTL decision procedure of [EC82] (and from which a fault-intolerant program could be extracted). The entire Kripke structure is the final model produced by our synthesis method. For clarity, only the fault-/recovery-transitions corresponding to the failure of P_1 followed by the failure of P_2, are shown. The transitions corresponding to the other order of failure can be deduced by symmetry considerations. Normal, fault, and recovery-transitions are indicated by solid, dotted, and dashed lines respectively. Perturbed states are indicated by a dotted boundary. Note the grouping of states into the sets [N_2], [T_2], [C_2], [D_1]. All states in each set have the indicated fault- and recovery-transitions, which are drawn to the boundary of the set.

D_1 D_2 N_1 D_2

D_1 T_2 C_1 T_2

D_1 N_2 N_1 N_2

N_1 T_2 D_1 T_2

D_1 T_2

T_1 T_2 EX_1true

N_1 N_2 D_1 N_2

D_1 N_2

N_1 T_2 EX_1true

D_1 N_2 D_1 D_2

Figure 3: Some fault-transitions in the tableaux T_0, T_F for the two-process mutual exclusion problem with fail-stop failures

D_1 N_2

D_1 AX_1N_2 EX_2T_2 AX_2D_1

D_1

EX_1EGD_1

AX_1N_2

EX_2EGD_1

AX_2T_2

N_2

AX_2D_1

EX_2T_2

N_2 AX_2T_2

EGD_1 N_2 D_1 T_2 EGD_1

D_1 N_2 EGD_1

N_1 N_2

EGD_1 T_2

D_1

AX_2D_1

D_1

EX_1EGD_1 AX_2D_1

T_2 AX_2C_2

EX_2EGD_1

AX_1T_2

AXAFC_2

AX_1T_2

AXAFC_2

AFC_2

D_1 AX_1C_2 EX_2N_2 AX_2D_1

D_1

EX_1EGD_1

AX_1C_2

EX_2EGD_1

AX_2N_2

C_2

AX_2D_1

EX_2N_2

C_2 AX_2N_2

EGD_1 C_2

1

1

1

D_1 T_2

D_1 EGD_1 AFC_2

D_1 N_2

T_2 AX_2C_2

C_2

2

2 2

2

2

2

2

OR_1

                            AND_1

                                  AND_2

            OR_2

         OR_4

                               AND_3

            OR_5

                                         OR_3

                                         OR_6

Figure 4: Portion of T_0, T_F corresponding to the fail-stop of P_1

EX_2EGD_1

D_1 AX_1D_2 EX_1EGD_2

D_2 AX_2D_1 EX_2EGD_1 EX_2EGD_2

D_1 AX_1D_2

D_2 AX_2D_1

D_1 EGD_1

D_2

EGD_1 D_1 EGD_2

D_1 AX_1D_2 EX_1EGD_1

D_2

EX_1EGD_2

propositionally inconsistent. deleted.

propositionally inconsistent. deleted.

AX_2D_1 EX_2EGD_2

D_1 AX_1D_2 EX_1EGD_1

AX_2D_1

D_2

1 1 2 2 1 2 2 1

deleted deleted deleted

D_1 D_2

EGD_2

D_2

D_1 N_2

Figure 5: Portion of T_0 corresponding to the fail-stop of P_1 and P_2 at the same time

D_2

EGD_1 D_1 EGD_2

EX_2EGD_2

D_1 AX_1D_2 EX_1EGD_1

AX_2D_1

D_2

1 2

D_1 D_2

                         OR_7

   AND_4

OR_8 OR_9

D_1 N_2

Figure 6: Portion of T_F corresponding to the fail-stop of P_1 and P_2 at the same time

N_1 N_2

T_1 N_2

C_1 N_2

D_1 D_2

N_1 T_2

T_1 T_2

C_1 T_2

D_1 AX_1N_2

2

D_1 AX_1T_2

AXAFC_2

D_1

AX_2D_1

T_2 AX_2C_2

EX_2EGD_1

AX_1T_2

AXAFC_2

D_1 AX_1C_2

EX_2EGD_1

AX_2D_1

EX_2N_2

C_2 AX_2N_2

2

EX_2EGD_1

AX_2D_1

EX_2T_2

N_2 AX_2T_2

AX_2D_1

T_2 AX_2C_2

EX_2EGD_1

T_1 D_2

C_1 D_2

D_1 N_2

D_1 T_2

D_1 C_2

D_1 AX_1D_2 EX_2EGD_2

D_2 AX_2D_1 EX_1EGD_1

AND_1

AND_2

AND_2

AND_3

T_1 T_2

C_1 T_2

D_1 D_2

N_1 C_2

T_1 C_2

C_1 C_2

N_1 T_2

2

D_1 AX_1C_2

EX_2EGD_1

AX_2D_1

EX_2N_2

C_2 AX_2N_2

D_1 AX_1N_2

EX_2EGD_1

AX_2D_1

EX_2T_2

N_2 AX_2T_2

T_1 C_2

C_1 C_2

D_1 D_2

N_1 N_2

T_1 N_2

C_1 N_2

N_1 C_2

N_1 D_2

AND_3

AND_1

AND_3

1, 2

Figure 7: FFRAG’s for the two-process mutual exclusion problem with fail-stop failures normal-transitions fault-transitions recovery-transitions

1

1

1

1 2 2, x := 1 1, x := 2

2 2 2

2 1

[C_2]

[N_2]

1 2

1 1 1 1 1 1

2 2

[D_1]

N_1 N_2

T_1 N_2 N_1 T_2

T_1 x = 2 T_2

T_1 x = 1 T_2

C_1 N_2

C_1 T_2 T_1 C_2

D_1 C_2

T_2

D_1

N_2

D_1

D_1 D_2

C_2

N_1

2 2

[T_2]

2

1, 2

Figure 8: Two-process mutual exclusion structure for the fail-stop failures model.

C_1 T_1

N_1 ∨ T_1 ∨ C_1 ∨ D_1

D_2

T_1 → x := 1

D_1

N_1 ∨ C_1

N_2 ∨ T_2 ∨ C_2 ∨ D_2 N^2 ∨ T^2 ∨ D^2

D_1

T_2 → x := 2

D_2

N_2 ∨ C_2

D_2

N_2 ∨ T_2

D_2

N_2 T2 C^2

N_1

P_1 ::

P_2 ::

N_2 ∨ (T_2 ∧ x = 1)

N_1 ∨ T_1∨ C_1 ∨ D_1

N_1 ∨ (T_1 ∧ x = 2)

N_1 ∨ T_1 ∨ D_1

N_1 ∨ T_1

D_1

D_1

N_2 ∨ T_2∨ C_2 ∨ D_2

Figure 9: Fault-tolerant concurrent program P_1‖P_2 extracted from the structure in Figure 8.

6.2 Barrier Synchronization

Our second example is the barrier synchronization problem subject to general state failures. The barrier synchronization specification is as follows:

Each process consists of a cyclic sequence of two terminating phases, phase A and phase B. Process i, i = 1, 2, is in exactly one of 4 local states, SA_i, EA_i, SB_i, EB_i, corresponding to the start of phase A, the end of phase A, the start of phase B, and the end of phase B, respectively:

1. Initial State (both processes are initially at the start of phase 1): SA_1 ∧ SA_2

2. The start of phase 1 is always followed by the end of phase 1: AG(SA_i ⇒ AX_iEA_i)

3. The end of phase 1 is always followed by the start of phase 2: AG(EA_i ⇒ AX_iSB_i)

4. The start of phase 2 is always followed by the end of phase 2: AG(SB_i ⇒ AX_iEB_i)

5. The end of phase 2 is always followed by the start of phase 1: AG(EB_i ⇒ AX_iSA_i)

6. P_i is always in exactly one of the states SA_i, EA_i, SB_i, EB_i: AG(SA_i ≡ ¬(EA_i ∨ SB_i ∨ EB_i)) ∧ AG(EA_i ≡ ¬(SA_i ∨ SB_i ∨ EB_i)) ∧ AG(SB_i ≡ ¬(SA_i ∨ EA_i ∨ EB_i)) ∧ AG(EA_i ≡ ¬(SA_i ∨ SB_i ∨ EB_i)) 7. The processes are never simultaneously at the start of different phases:

AG¬(SA_1 ∧ SB_2) ∧ AG¬(SA_2 ∧ SB_1)

8. The processes are never simultaneously at the end of different phases:

AG¬(EA_1 ∧ EB_2) ∧ AG¬(EA_2 ∧ EB_1)

9. It is always the case that some process can move: AGEXtrue

The fault specification adds no propositions, and for every combination of truth-values for the atomic propositions of a process, there exists a fault action assigning those values to the propositions. The problem-fault coupling specification is simply true (since general state failures are undetectable it is not useful to add extra propositions, and since they are also correctable, there is no need to add any restrictions on the propositions). Finally, the type of fault-tolerance we require is non-masking.

Figure 10 gives the model generated by our synthesis method for this problem. (The model for the barrier synchronization specification that is produced by the CTL decision procedure is obtained by removing the four perturbed states and all incident transitions.) For clarity, the fault-transitions are omitted. Figure 11 shows the program extracted from the model. Note that the tolerance of the extracted program is a special case of non-masking, namely self-stabilizing [AG93].

It is interesting that in the fault-intolerant program for barrier synchronization (solid lines only), a process can move if the other process is at the same state or one state “ahead”, whereas in the fault-tolerant program (solid and dashed lines), a process can move if the other process is at the same state or one state ahead, or two states ahead. The fault-intolerant program deadlocks in any of the perturbed states, whereas the fault-tolerant program, with the recovery-transitions added, does not deadlock. But note however, that these recovery-transitions do not permit the fault-tolerant program to generate any new states or transitions under normal (fault-free) operation.

1 2

1

1 2

2

The double boxed state at the bottom is the initial state, it is repeated for clarity of the figure normal-transitions recovery-transitions

The initial state is [SA_1 SA_2] The fault-states are [SB_1 SA_2], [SA_1 SB_2], [EB_1 EA_2], [EA_1 EB_2]

SA_1 SA_2

EA_1 SA_2 SA_1 EA_2

EA_1 EA_2 SA_1 SB_2

SB_1 EA_2 EA_1 SB_2

SB_1 SA_2

EB_1 EA_2 SB_1 SB_2 EA_1 EB_2

EB_1 SB_2 SB_1 EB_2

EB_1 EB_2

SA_1 EB_2 EB_1 SA_2

SA_1 SA_2

2

2

1

1

2 1

1

1

2 1 2 1

2

2 1

1 2

2

Figure 10: Barrier synchronization structure for the general state failures model.

normal-transitions recovery-transitions

SA_2

SB_2 ∨ EB_2 SA_2 EA2 SB2 EB^2

EA_1

SB_1

SA_1 ∨ EA_1

EB_1

EA_1 ∨ SB_1

EB_1 ∨ SA_1

SA_1 EA1 SB1

EA_2

SA_2 SB_2

EB_2 ∨ SA_2

SB_2 ∨ EB_2 EA_2 ∨ SB_2 SA_2 ∨ EA_2

EB_2

EB_1

Figure 11: Program P_1‖P_2 extracted from the structure.

6.3 An Impossibility Result

Consider also the barrier synchronization problem subject to fail-stop failures and with nonmasking tolerance required. Suppose P_1 goes down in state [SA_1 EA_2]. If we allow that P_1 may stay down forever (AG(D_1 ⇒ EGD_1) in the coupling specification), then the resulting perturbed state has a label that is unsatisfiable, and so recovery-transitions from this state cannot be generated. Indeed from the meaning of the barrier synchronization problem—the progress of P_2 requires the concomitant progress of P_1—it is easy to see that if P_1 stays down forever then the original problem specification cannot be satisfied. Hence our synthesis method provides a mechanical way of obtaining such impossibility results.

7 Correctness and Complexity of the Synthesis Method

There are three aspects to the correctness of the synthesis method: soundness, completeness, and faultclosure. Soundness means that the synthesized program satisfies the specification. Completeness means that, if there is a program which satisfies the specification, then one such program will be synthesized. Fault-closure means that every specified fault-action is faithfully represented in the synthesized program.

7.1 Soundness

Recall that |=_n denotes the |= relation of CTL when path quantification is restricted to fault-free fullpaths, and that M_F = (s_0, S, A, A_F , L_0)^{13} is the fault-tolerant model produced by our method. Soundness means that all formulae in the label of a state hold in that state, i.e., for all s ∈ S and g ∈ L(s): M_F , s |=_n g. Thus, by virtue of the way that labels are computed for nodes that correspond to perturbed states (Sections 4 and 5), the resulting program is a solution of the synthesis problem.

To establish soundness, we start with some straightforward propositions that establish useful structural properties of the tableau T_0 (Propositions 1–4). These then allow us to establish that, in every prestructure generated by T_0, all formulae in all labels are satisfied, except possibly for eventualities (Propositions 5–6). We next show that every fragment FFRAG[c] is acyclic and fulfills all the eventualities in the label of the AND-node c (Proposition 7). Finally, we prove that our method of connecting up all of the fragments fault-free fulfills all eventualities in the resulting structure, which is therefore a model (Theorem 9).

Propositions 1–3 below follow from the definition of Blocks and Tiles. The full proofs can be found in [Eme81, chapter 4], where these are given as Propositions 4.4.1–4.4.3, respectively.^{14}

Proposition 1 =|L(d) iff =|L(c_1) or · · · or =|L(c_k), where Blocks(d) = {c_1, . . . , c_k}.

Proposition 2 For each c_i ∈ Blocks(d), =|L(c_i) iff =|LE(c_i), where LE(c_i) = {f ∈ L(c_i) | f is elementary}.

Proposition 3 =|L(c) iff =|L(d_1) and · · · and =|L(d_k) and =|LP (c) where Tiles(c) = {d_1, . . . , d_k} and LP (c) = {f ∈ L(c) | f is an atomic proposition or its negation}.

13Since our method produces a single initial state, we use s_0 instead of {s_0} to denote the corresponding singleton set. 14The results in [Eme81, chapter 4] are established for the logic UB, which is obtained from CTL by replacing AU, EU, AW, EW by AF, EF, AG, EG respectively. However, the results can be easily seen to carry over to CTL: to deal with A[fUg], E[fUg], modify the treatment of AFg, EFg respectively to check that f holds along the prefix of the fullpath up to the state where g holds. Likewise, to deal with A[fWg], E[fWg], modify the treatment of AGg, EGg respectively to check that g holds only in all states up to and including the first state in which f holds (rather than in all states of the path).

Proposition 4 T_0 satisfies the following:

1. The root of T_0 is an OR-node d_0 such that L(d_0) = {f_0}. 2. All AND-nodes (OR-nodes) in T_0 have distinct labels. 3. Every node in T_0 has a successor in T_0. 4. L(c) is downward-closed for all AND-nodes c in T_0.

5. For every OR-node d, L(d) iff =|L(c_1) or · · · or =|L(c_n), where Blocks(d) = {c_1, . . . , c_n}. 6. For every AND-node c, =|L(c) iff =|L(d_1) and · · · and =|L(d_m) and =|LP (c) where Tiles(c) = {d_1, . . . , d_m}. 7. For every AND-node c,

AXf ∈ L(c) implies f ∈ L(d) for all d ∈ Tiles(c) EXf ∈ L(c) implies f ∈ L(d) for some d ∈ Tiles(c) 8. For every AND-node c,

AX_if ∈ L(c) implies f ∈ L(d) for all d ∈ Tiles_i(c) EX_if ∈ L(c) implies f ∈ L(d) for some d ∈ Tiles_i(c)

Proof. We deal with each clause of the proposition in turn.

Clause 1. By construction of our method.

Clause 2. Nodes with identical labels are merged in step 1b, Section 5.2.

Clause 3. By definition, Succ(e) is never empty for any node e. Since every node is expanded at some point, it follows that every node has at least one successor.

Clause 4. Any AND-node c is a member of Blocks(d) for some OR-node d, by construction of our method. By definition of Blocks, any node in Blocks(d) has a downward-closed label. (Note that the nodes directly generated by applying a fault action are OR-nodes.)

Clause 5. Follows directly from Proposition 1. Clause 6. Follows directly from Proposition 3. Clause 7. Holds by definition of Tiles(c).

Clause 8. Holds by definition of Tiles_i(c). □ Proposition 4 establishes useful structural properties that all nodes (including the perturbed nodes) in T_0 have.

Proposition 5 If prestructure G = (V, A, L) is generated by tableau T_0, then

1. For all nodes v in G, L(v) is downward closed.

2. For all interior nodes v in G, if AXf ∈ L(v), then f ∈ L(v^′) for all non-fault successors v^′ of v in G. 3. For all interior nodes v in G, if AX_if ∈ L(v), then f ∈ L(v^′) for all (non-fault) P_i-successors v^′ of v in G.

4. For all interior nodes v in G, if EXf ∈ L(v), then f ∈ L(v^′) for some non-fault successor v^′ of v in G.

5. For all interior nodes v in G, if EX_if ∈ L(v), then f ∈ L(v^′) for some (non-fault) P_i-successor v^′ of v in G.

Proof. We establish each clause in turn.

Clause 1. Let v be an arbitrary node of G. By definition of generated, L(v) is the label of some AND-node of T_0. Hence, by Proposition 4, clause 4, L(v) is downward-closed.

Clause 2. Let v be an arbitrary interior node of G, and let v^′ be an arbitrary non-fault successor of v in G. Recall that T_0 = (d_0, V^0_C , V^0_D, A^0_{CD}, A^0_{DC} , L^0), and let K = (V^′_C , V^′_D, A^′_{CD}, A^′_{DC} , L^′) be the fullgraph satisfying the definition of “G is generated by T_0”, and let E be the generation function satisfying the definition of “K is generated by T_0.” By definition of generated, there exists w ∈ V^′_D such that (v, w) ∈ A^′_{CD} and (w, v^′) ∈ A^′_{DC} . By definition of generated, (E(v), E(w)) ∈ A_{CD} and (E(w), E(v^′ )) ∈ A_{DC} . By the fact that v^′ is a non-fault successor of v, we have E(w) ∈ Tiles(E(v)) and E(v^′) ∈ Blocks(E(w)). Now suppose AXf ∈ L(v). Then, AXf ∈ L^0(E(v)). Hence, by Proposition 4, clause 7, f ∈ L^0(E(w)). Thus, by construction of Blocks(E(w)), f ∈ L^0(E(v^′)). By definition of generated, we conclude f ∈ L(v^′).

Clause 3. Let v be an arbitrary interior node of G, and let v^′ be an arbitrary non-fault P_i-successor of v in G. Recall that T_0 = (d_0, V^0_C , V^0_D, A^0_{CD} , A^0_{DC} , L^0), and let K = (V^′_C , V^′_D , A^′_{CD}, A^′_{DC} , L^′) be the fullgraph satisfying the definition of “G is generated by T_0”, and let E be the generation function satisfying the definition of “K is generated by T_0.” By definition of generated, there exists w ∈ V^′_D such that (v, i, w) ∈ A^′_{CD} and (w, v^′) ∈ A^′_{DC} . By definition of generated, (E(v), i, E(w)) ∈ A_{CD} and (E(w), E(v^′ )) ∈ A_{DC} . By the fact that v^′ is a non-fault P_i-successor of v, we have E(w) ∈ Tiles_i(E(v)) and E(v^′) ∈ Blocks(E(w)). Now suppose AX_if ∈ L(v). Then, AX_if ∈ L^0(E(v)). Hence, by Proposition 4, clause 8, f ∈ L^0(E(w)). Thus, by construction of Blocks(E(w)), f ∈ L^0(E(v^′)). By definition of generated, we conclude f ∈ L(v^′).

Clause 4. Let v be an arbitrary interior node of G. Recall that T_0 = (d_0, V^0_C , V^0_D, A^0_{CD}, A^0_{DC} , L^0), and let K = (V^′_C , V^′_D, A^′_{CD}, A^′_{DC} , L^′) be the fullgraph satisfying the definition of “G is generated by T_0”, and let E be the generation function satisfying the definition of “K is generated by T_0.” By definition of generated, v is an interior node of K. Hence E(v) is an interior node of T_0. Now suppose EXf ∈ L(v). Then, EXf ∈ L^0(E(v)). By Proposition 4, clause 7, f ∈ L^0(d) for some OR-node successor d of E(v) in T_0. By definition of generated, there exists some OR-node w of K such that (v, w) ∈ A^′_{CD}, E(w) = d, and w has some successor in K. Let v^′ be some non-fault AND-node successor of w in K, i.e., (w, v^′) ∈ A^′_{DC} . By definition of generated, (E(w), E(v^′)) ∈ A^0_{DC} , i.e., (d, E(v^′)) ∈ A^0_{DC} . Since f ∈ L^0(d) and E(v^′) ∈ Blocks(d), we have f ∈ L^0(E(v^′)) by construction of Blocks. Hence f ∈ L(v^′). From (v, w) ∈ A^′_{CD}, (w, v^′) ∈ A^′_{DC} , and the definition of generated, (v, v^′) is a non-fault edge in G. Since f ∈ L(v^′), we are done.

Clause 5. Let v be an arbitrary interior node of G. Recall that T_0 = (d_0, V^0_C , V^0_D, A^0_{CD}, A^0_{DC} , L^0), and let K = (V^′_C , V^′_D , A^′_{CD}, A^′_{DC} , L^′) be the fullgraph satisfying the definition of “G is generated by T_0”, and let E be the generation function satisfying the definition of “K is generated by T_0.” By definition of generated, v is an interior node of K. Hence E(v) is an interior node of T_0. Now suppose EX_if ∈ L(v). Then, EX_if ∈ L^0(E(v)). By Proposition 4, clause 8, f ∈ L^0(d) for some OR-node P_i-successor d of E(v) in T_0. By definition of generated, there exists some OR-node w of K such that (v, i, w) ∈ A^′_{CD}, E(w) = d, and w has some successor in K. Let v^′ be some AND-node successor of w in K, i.e., (w, v^′) ∈ A^′_{DC} . By definition of generated, (E(w), E(v^′ )) ∈ A^0_{DC} , i.e., (d, E(v^′)) ∈ A^0_{DC} . Since f ∈ L^0(d) and E(v^′) ∈ Blocks(d), we have f ∈ L^0(E(v^′)) by construction of Blocks. Hence f ∈ L(v^′). From (v, i, w) ∈ A^′_{CD}, (w, v^′) ∈ A^′_{DC} , and the definition of generated, (v, i, v^′) is a non-fault edge in G. Since f ∈ L(v^′), we are done. □

Proposition 6 Let G be a prestructure generated by tableau T_0. For all nodes v_0 in G, the following all hold.

1. If A[gUh] ∈ L(v_0), then for all maximal fault-free paths v_0, v_1, v_2, . . . in G,

for all j ≥ 0, g, A[gUh], AXA[gUh] ∈ L(v_j ), or there exists i ≥ 0 such that h, A[gUh] ∈ L(v_i) and for all j ∈ [0 : i), g, A[gUh], AXA[gUh] ∈ L(v_j )

2. If E[gUh] ∈ L(v_0), then for some maximal fault-free path v_0, v_1, v_2, . . . in G,

for all j ≥ 0, g, E[gUh], EXE[gUh] ∈ L(v_j ), or there exists i ≥ 0 such that h, E[gUh] ∈ L(v_i) and for all j ∈ [0 : i), g, E[gUh], EXE[gUh] ∈ L(v_j )

3. If A[gWh] ∈ L(v_0) then for all maximal fault-free paths v_0, v_1, v_2, . . . in G,

for all j ≥ 0, h, A[gWh], AXA[gWh] ∈ L(v_j ), or there exists i ≥ 0 such that g, h, A[gWh] ∈ L(v_i) and for all j ∈ [0 : i), h, A[gWh], AXA[gWh] ∈ L(v_j )

4. If E[gWh] ∈ L(v_0) then for some maximal fault-free path v_0, v_1, v_2, . . . in G,

for all j ≥ 0, h, E[gWh], EXE[gWh] ∈ L(v_j ), or there exists i ≥ 0 such that g, h, E[gWh] ∈ L(v_i) and for all j ∈ [0 : i), h, E[gWh], EXE[gWh] ∈ L(v_j )

Proof. The proof is similar to the proof of Proposition 4.5.3 in [Eme81, chapter 4] except that Proposition 5 is invoked instead of Proposition 4.5.2 (of [Eme81, chapter 4]), and the straightforward adjustments need to be made for the modalities AU, EU, AW, EW (as noted previously, [Eme81, chapter 4] deals only with the modalities AF, EF, AG, EG):

Clause 1. Suppose A[gUh] ∈ L(v_0) and v_0, v_1, v_2, . . . is a maximal fault-free path in G. By Proposition 5, clause 1 and the definition of downward-closed, we see that, for each v_j , if A[gUh] ∈ L(v_j ) and h ∉ L(v_j ), then g, AXA[gUh] ∈ L(v_j ). Furthermore, unless v_j is the last node on v_0, v_1, v_2, . . ., A[gUh] ∈ L(v_{j+1}), by Proposition 5, clause 2. Now either h ∉ L(v_i) for any i or there is a least i such that h ∈ L(v_i). In the former case, we have g, A[gUh], AXA[gUh] ∈ L(v_j ) for all j ≥ 0. In the latter case we have, for some i, h, A[gUh] ∈ L(v_i) and for all j ∈ [0 : i), g, A[gUh], AXA[gUh] ∈ L(v_j ).

Clause 2. Suppose E[gUh] ∈ L(v_0). By Proposition 5, clause 1, and the definition of downward-closed, we have: (1) for each node v of G: if E[gUh] ∈ L(v) and h ∉ L(v), then g ∈ L(v) and EXE[gUh] ∈ L(v). Also by Proposition 5, clause 4, we have: (2) for each internal node v of G: if EXE[gUh] ∈ L(v), then E[gUh] ∈ L(v^′) for some non-fault successor v^′ of v.

Now if h ∈ L(v_0) then we are done. Otherwise, h ∉ L(v_0), and so, by (1), g ∈ L(v_0) and EXE[gUh] ∈ L(v_0). If v_0 is a frontier node, then we are done. Hence we have: (3) if h ∈ L(v_0) or v_0 is a frontier node then we are done. If v_0 is not a frontier node, then it is internal, and so by (2) and EXE[gUh] ∈ L(v_0), v_0 has some non-fault successor v_1 such that E[gUh] ∈ L(v_1). Now, using the same reasoning as in proving (3), we have: if h ∈ L(v_1) or v_1 is a frontier node then we are done. Otherwise, h ∉ L(v_1) and v_1 is internal, and so by (1), g ∈ L(v_1) and EXE[gUh] ∈ L(v_1). Hence, by (2), E[gUh] ∈ L(v_2) for some non-fault successor v_2 of v_1. We can continue to generate non-fault successors in this way until we reach a node v_i such that h ∈ L(v_i) or v_i is a frontier node. In the first case, we also have E[gUh] ∈ L(v_i), and for all j ∈ [0 : i), g, E[gUh], EXE[gUh] ∈ L(v_j ), and so we are done. In the second case, we have for all j ≥ 0, g, E[gUh], EXE[gUh] ∈ L(v_j ), since the path v_0, v_1, v_2, . . . is maximal. Hence we are done, since v_0, v_1, v_2, . . . is also fault-free.

Clause 3. Suppose A[gWh] ∈ L(v_0) and v_0, v_1, v_2, . . . is a maximal fault-free path in G. By Proposition 5, clause 1, and the definition of downward-closed, we see that, for each v_j , if A[gWh] ∈ L(v_j ), then (1) h ∈ L(v_j ), and (2) if g ∉ L(v_j ), then AXA[gWh] ∈ L(v_j ). Furthermore, unless v_j is the last node on v_0, v_1, v_2, . . ., A[gWh] ∈ L(v_{j+1}), by Proposition 5, clause 2. Now either g ∉ L(v_i) for any i or there is a least i such that g ∈ L(v_i). In the former case, we have h, A[gWh], AXA[gWh] ∈ L(v_j ) for all j ≥ 0. In the latter case we have, for some i, h, g, A[gWh] ∈ L(v_i) and for all j ∈ [0 : i), h, A[gWh], AXA[gWh] ∈ L(v_j ).

Clause 4. Suppose E[gWh] ∈ L(v_0). By Proposition 5, clause 1, and the definition of downward-closed, we have (1) for each node v of G: if E[gWh] ∈ L(v_j ), then h ∈ L(v_j ), and (g ∉ L(v_j ) implies EXE[gWh] ∈ L(v_j )). Also by Proposition 5, clause 4, we have: (2) for each internal node v of G: if EXE[gWh] ∈ L(v), then E[gWh] ∈ L(v^′) for some non-fault successor v^′ of v.

Now if g ∈ L(v_0) then we are done. Otherwise, g ∉ L(v_0), and so, by (1), h ∈ L(v_0) and EXE[gWh] ∈ L(v_0). If v_0 is a frontier node, then we are done. Hence we have: (3) if g ∈ L(v_0) or v_0 is a frontier node then we are done. If v_0 is not a frontier node, then it is internal, and so by (2) and EXE[gWh] ∈ L(v_0), v_0 has some non-fault successor v_1 such that E[gWh] ∈ L(v_1). Now, using the same reasoning as in proving (3), we have: if g ∈ L(v_1) or v_1 is a frontier node then we are done. Otherwise, g ∉ L(v_1) and v_1 is internal, and so by (1), h ∈ L(v_1) and EXE[gWh] ∈ L(v_1). Hence, by (2), E[gWh] ∈ L(v_2) for some non-fault successor v_2 of v_1. We can continue to generate non-fault successors in this way until we reach a node v_i such that g ∈ L(v_i) or v_i is a frontier node. In the first case, we also have h, E[gWh] ∈ L(v_i), and for all j ∈ [0 : i), h, E[gWh], EXE[gWh] ∈ L(v_j ), and so we are done. In the second case, we have for all j ≥ 0, h, E[gWh], EXE[gWh] ∈ L(v_j ), since the path v_0, v_1, v_2, . . . is maximal. Hence we are done, since v_0, v_1, v_2, . . . is also fault-free. □

Proposition 7 For every AND-node c in T_F , FFRAG[c] satisfies the following

1. The fault-free portion of FFRAG[c] is an acyclic prestructure generated by T_F whose root node s_0 is a copy of c.

2. All eventuality formulae in L(s_0) are fulfilled for s_0 in the fault-free portion of FFRAG[c]

Proof. By construction, the fault-free portion of FFRAG[c] is just FRAG[c]. The proof is then verbatim identical to the proof of Proposition 4.8.1 in [Eme81, chapter 4] except that the propositions established above are invoked instead of their analogues in [Eme81, chapter 4].

Let FDAG[s, g] denote a copy of FDAG[c, g], where s is a copy of AND-node c. Referring to step 3 in Section 5.2, we see that the fault-free portion of FFRAG[c] is FFRAG^′[c]. Also, FFRAG^′[c] is obtained from FFRAG_m by identifying any two nodes in frontier (FFRAG_m) with the same label. Thus, if the proposition holds for FFRAG_m, then it must also hold for FFRAG^′[c]. It is left to establish the proposition for FFRAG_m. Let g_1, . . . , g_m be all of the eventualities in L(c).

Referring to step 3, we establish, by induction on the loop variable j, that:

1. The fault-free portion of FFRAG_j is an acyclic prestructure generated by T_F whose root node s_0 is a copy of c.

2. The eventuality formulae g_1, . . . , g_j are fulfilled for s_0 in the fault-free portion of FFRAG_j

The induction hypothesis holds for FFRAG_1 = FDAG[s_0, g_1] by definition of fault-free full-subdag. We assume the induction hypothesis for j = n and establish it for j = n + 1.

FFRAG_{n+1} is obtained from FFRAG_n by replacing some nodes s^′ in its frontier with FDAG[s^′, g_{n+1}]. By definition, FDAG[s^′, g_{n+1}] is acyclic, and is generated by T_F . Hence, applying the induction hypothesis to FFRAG_n, we conclude that FFRAG_{n+1} is acyclic and is generated by T_F .

By the induction hypothesis, the eventualities g_1, . . . , g_j are fulfilled for s_0 in the fault-free portion of FFRAG_n. Hence, by definition of fulfilled, and the fact that FFRAG_{n+1} is obtained by extending the frontier of FFRAG_n, we conclude that g_1, . . . , g_j are fulfilled for s_0 in the fault-free portion of FFRAG_{n+1}. We now show that g_{n+1} is fulfilled for s_0 in the fault-free portion of FFRAG_{n+1}. First, we note, by its definition, that FFRAG_n is generated by T_F . Hence, FFRAG_n is also generated by T_0. Hence, Proposition 6 is applicable to FFRAG_n. The rest of the argument is in two cases.

Case 1: g_{n+1} is E[gUh] for some formulae g, h.

By Proposition 6, these exists a maximal fault-free path s_0 = v_0, v_1, v_2, . . . , v_ℓ in FFRAG_n, where v_k ∈ frontier (FFRAG_n) and:

(i) there exists i ∈ [0 : ℓ] such that h, E[gUh] ∈ L(v_i) and for all j ∈ [0 : i), g, E[gUh], EXE[gUh] ∈ L(v_j ) or (ii) for all j ∈ [0 : ℓ], g, E[gUh], EXE[gUh] ∈ L(v_j ) If (i) holds, then we are done. Otherwise, E[gUh] ∈ L(v_ℓ), and so FDAG[c_ℓ, E[gUh]] was attached at c_ℓ in constructing FFRAG_{n+1}. Thus E[gUh] is fulfilled.

Case 2: g_{n+1} is A[gUh] for some formulae g, h.

Let s_0 = c_0, c_1, . . . , c_k be an arbitrary path in FFRAG_{n+1} such that c_k ∈ frontier (FFRAG_{n+1}). By construction, frontier (FFRAG_n) is a cutset of FFRAG_{n+1}. Hence, c_0, c_1, . . . , c_k contains exactly one node (call it c_ℓ) that is in frontier (FFRAG_n). Now c_0, c_1, . . . , c_ℓ is a maximal path in FFRAG_n, Thus, by Proposition 6:

(i) there exists i ∈ [0 : ℓ] such that h, A[gUh] ∈ L(c_i) and for all j ∈ [0 : i), g, A[gUh], AXA[gUh] ∈ L(c_j ) or (ii) for all j ∈ [0 : ℓ], g, A[gUh], AXA[gUh] ∈ L(c_j ).

If (i) holds, then we are done. Otherwise, A[gUh] ∈ L(c_ℓ), and so FDAG[c_ℓ, A[gUh]] was attached at c_ℓ in constructing FFRAG_{n+1}. Hence c_k ∈ frontier (FDAG[c_ℓ, A[gUh]]). Thus h ∈ L(c_k). Since c_0, c_1, . . . , c_k is an arbitrary maximal path in FFRAG_{n+1}, we conclude that A[gUh] is fulfilled. □

Proposition 8 The synthesis method terminates.

Proof. We show in turn that each step of the method terminates.

Step 1: The number of possible distinct labels is bounded by 2^{|cl(spec)|}. Since nodes of the same type and with identical labels are merged, the construction of T_0 must terminate.

Step 2: Since each application of a deletion rule removes one node, and T_0 is finite, the deletion process must terminate.

Step 3: Since the frontiers of all the fragments involved are finite, it is clear that al of the substeps terminate. Since the number of eventualities in L(c) is finite, the overall step terminates.

Step 4: There are only O(2^{|cl(spec)|}) fragments. Each application of substep 4(b)i to a node c either adds FFRAG[c] to the model, or identifies c with some other already-present interior node. Since the number of fragments is finite, after some point, all steps will be to merge a frontier node with an interior node, thereby decreasing the number of frontier nodes. Since, at this point, the number of frontier nodes is finite, it follows that, after enough steps, the frontier becomes empty and the model construction process terminates.

Step 5: Since M_F is finite, it is clear that each substep is iterated only a finite number of times. □

Theorem 9 (Soundness) Let M = (s_0, S, A, A_F , L) be the structure produced in step 4 of the method, and let M_F = (s_0, S, A, A_F , L_0) where L_0 is L restricted to the atomic propositions occurring in spec. Then, for all s ∈ S, f ∈ L(s): M_F , s |=_n f. Proof. The proof is by induction on the length of f in positive normal form (i.e., negations are pushed inwards using dualities so that only atomic propositions are negated). By construction, M_F is generated by T_F . Since T_F is a subgraph of T_0, M_F is also generated by T_0. Hence Propositions 5 and 6 apply to M_F . Let s be an arbitrary state in S, and let f be an arbitrary formula in L(s). We consider all the possible cases for the main modality of f. In each case, we assume f ∈ L(s), and establish M_F , s |=_n f. (For clarity, we underline the case assumption.)

f = p, where p is an atomic proposition. M, s |=_n f by definition of |=_n .

f = ¬p. Since L(s) contains no propositional inconsistencies (otherwise s would have been deleted), p ∉ L(s). Hence M, s |̸=_n p. Hence M, s |=_n ¬p by definition of |=_n .

f = g ∨ h. Since L(s) is downward-closed, we conclude g ∈ L(s) or h ∈ L(s). Applying the induction hypothesis, we get M, s |=_n g or M, s |=_n h. Hence M, s |=_n g ∨ h by definition of |=_n .

f = g ∧ h. Since L(s) is downward-closed, we conclude g ∈ L(s) and h ∈ L(s). Applying the induction hypothesis, we get M, s |=_n g and M, s |=_n h. Hence M, s |=_n g ∧ h by definition of |=_n .

f = AX_ig. Let t be an arbitrary non-fault P_i-successor of s, i.e., (s, i, t) ∈ A. By Proposition 5, clause 3, g ∈ L(t). By the induction hypothesis, t |= g. Since t was arbitrarily chosen, we conclude s |= AX_ig.

f = EX_ig. By Proposition 5, clause 5, s has some non-fault P_i-successor t in M such that g ∈ L(t). By the induction hypothesis, t |= g. Hence, s |= EX_ig.

f = A[gUh]. We will show that for every maximal fault-free path s = s_0, s_1, s_2, . . . in M there is an n such that h, A[gUh] ∈ L(s_n) and for all j ∈ [0 : n), g, A[gUh], AXA[gUh] ∈ L(s_j ).

The induction hypothesis can then be applied to obtain M, s_n |=_n h and for all j ∈ [0 : n), M, s_j |=_n g.

By definition of |=_n , we then conclude M, s_0 |=_n A[gUh].

Let s = s_0, s_1, s_2, . . . be an arbitrary maximal fault-free path in M starting in state s. By construction of M, every node occurs in some fragment embedded in M and at the frontier of each fragment there occurs the root of still another fragment embedded in M. Thus, there must be a least i ≥ 0 such that s_i is the root of some fragment FFRAG[s_i] embedded in M. If

there exists ℓ ∈ [0 : i) such that h, A[gUh] ∈ L(s_ℓ) and for all j ∈ [0 : ℓ), g, A[gUh], AXA[gUh] ∈ L(s_j ) then we are done immediately. Otherwise, by Proposition 6, we have g, A[gUh], AXA[gUh] ∈ L(s_i). Since s_i is the root of FFRAG[s_i], A[gUh] is fulfilled along all maximal fault-free paths starting in s_i, by Proposition 7. Hence

there exists ℓ ≥ 0 such that h, A[gUh] ∈ L(s_ℓ) and for all j ∈ [0 : ℓ), g, A[gUh], AXA[gUh] ∈ L(s_j ) and we are done.

f = E[gUh]. We will show that there exists a finite fault-free path s = s_0, s_1, s_2, . . . , s_n in M such that h, A[gUh] ∈ L(s_n) and for all j ∈ [0 : n), g, A[gUh], AXA[gUh] ∈ L(s_j ).

The induction hypothesis can then be applied to obtain M, s_n |=_n h and for all j ∈ [0 : n), M, s_j |=_n g.

By definition of |=_n , we conclude M, s_0 |=_n E[gUh].

From Proposition 6 and E[gUh] ∈ L(s_0), we have that there exists a maximal fault-free path s_0, s_1, s_2, . . . in M such that

for all j ≥ 0, g, E[gUh], EXE[gUh] ∈ L(s_j ), or there exists i ≥ 0 such that h, E[gUh] ∈ L(s_i) and for all j ∈ [0 : i), g, E[gUh], EXE[gUh] ∈ L(s_j ).

By the construction of M, every node occurs in some fragment embedded in M and at the frontier of each fragment there occurs the root of still another fragment embedded in M. Thus, there must be a least i ≥ 0 such that s_i is the root of some fragment FFRAG[s_i] embedded in M. If

there exists ℓ ∈ [0 : i) such that h, E[gUh] ∈ L(s_ℓ) and for all j ∈ [0 : ℓ), g, E[gUh], EXE[gUh] ∈ L(s_j ) then we are done: let n = ℓ. Otherwise, we have g, E[gUh], EXE[gUh] ∈ L(s_i). Since s_i is the root of FFRAG[s_i], E[gUh] is fulfilled for s_i in FFRAG[s_i]. Hence there is a fault-free path s_i = t_0, t_1, . . . , t_m in FFRAG[s_i] such that h, E[gUh] ∈ L(t_m) and for all j ∈ [0 : m), g, E[gUh], EXE[gUh] ∈ L(t_j ).

Then s = s_0, s_1, s_2, . . . , s_i = t_0, t_1, . . . , t_m is the desired finite fault-free path.

f = A[gWh]. By Proposition 6 clause 3, we have, for every maximal fault-free path s = s_0, s_1, s_2, . . . in M, for all j ≥ 0, h, A[gWh], AXA[gWh] ∈ L(v_j ), or there exists i ≥ 0 such that g, h, A[gWh] ∈ L(v_i) and for all j ∈ [0 : i), h, A[gWh], AXA[gWh] ∈ L(v_j ).

Applying the induction hypothesis to this, we obtain

for all j ≥ 0, M, s_j |=_n h or (there exists i ≥ 0 such that M, s_i |=_n g ∧ h and for all j ∈ [0 : n), M, s_j |=_n h).

By definition of |=_n , we conclude M, s_0 |=_n A[gWh].

f = E[gWh]. By Proposition 6 clause 4, we have, for some maximal fault-free path s = s_0, s_1, s_2, . . . in M, for all j ≥ 0, h, E[gWh], EXE[gWh] ∈ L(v_j ), or there exists i ≥ 0 such that g, h, E[gWh] ∈ L(v_i) and for all j ∈ [0 : i), h, E[gWh], EXE[gWh] ∈ L(v_j ).

Applying the induction hypothesis to this, we obtain

for all j ≥ 0, M, s_j |=_n h or (there exists i ≥ 0 such that M, s_i |=_n g ∧ h and for all j ∈ [0 : n), M, s_j |=_n h).

By definition of |=_n , we conclude M, s_0 |=_n E[gWh]. □

Corollary 10 Let M = (s_0, S, A, A_F , L) be the structure produced in step 4 of the method, and let M_F = (s_0, S, A, A_F , L_0) where L_0 is L restricted to the atomic propositions occurring in spec. Also, let S_F be the set of perturbed states in M_F . Then 1. M_F , s_0 |=_n init−spec ∧ AG(global−spec) ∧ AG(coupling−spec) 2. M_F , S_F |=_n Label_{TOL}(spec)

Proof. From our semantics of concurrent programs given in Section 2.1 and the pseudocode for Step 5 (the extraction step) of our method given in Section 5.2, we can check that execution of the extracted program P does indeed generate M_F . This follows, since each transition in M_F corresponds to a unique arc in P whose execution generates that transition. Furthermore, the introduction of shared variables ensures that every state of P corresponds to a unique state of M_F (which furthermore agrees with it on all atomic propositions) and vice-versa. Formalization of this argument is straightforward, and is omitted. We refer the reader to [AE01] for examples of formal arguments of this kind.

From the pseudocode for Step 1 of our method given in Section 5.2 (especially Definitions 9 and 10), we have: 1. L(s_0) = {init−spec ∧ AG(global−spec) ∧ AG(coupling−spec)} 2. ∀s ∈ S_F : Label_{TOL}(spec) ⊆ L(s)

The corollary follows immediately by applying Theorem 9. □ Comparing with Section 3, we confirm that our synthesis method solves the synthesis problem. A slight technicality is that our method produces models with a single initial state, whereas the method is stated in (somewhat more general) terms of models with a finite set of initial states.

7.2 Completeness

Completeness of our method is the requirement that if some fault-tolerant program satisfying the requirements of Section 3 exists, then our method produces such a program. Since a fault-tolerant program can always be extracted from the model M_F produced by our method, we actually formalize completeness in terms of the existence of M_F : if a model satisfying the requirements of Section 3 exists, then our method produces such a model M_F .

To assure completeness, the deletion rules in Figure 2 are formulated so that a nodes in the tableau is deleted only if necessary. Keeping in mind that in the final model, the label of every state must be satisfied by that state, we examine all of the deletion rules from Figure 2:

• DeleteP: A propositionally inconsistent node label cannot be satisfied.

• DeleteOR: Each successor of an OR-node d gives one of the (finitely many) ways in which L(d) may possibly be satisfied. If all these successors are deleted, then there is no way of satisfying L(d).

• DeleteAND: If a successor (but not a fault-successor) of an AND-node c is deleted, that means that some elementary formula in L(c) cannot be satisfied. Hence, neither can L(c). If a fault-successor of c is deleted, then from c, some fault-action in the fault-specification can be executed, leading to an unsatisfiable OR-node. Since these faults must be allowed to occur in any state (i.e., AND-node) of the final extracted model, the only recourse is to delete the AND-node itself.

• DeleteAU: Some AU formula in a node e cannot be fault-free fulfilled by the normal and recovery transitions leaving e, even when all possible choices for the successors of OR-nodes are considered (i.e., all possible fault-free full subdags rooted at e). Thus, L(e) cannot be satisfied in any model, and so e must be deleted.

• DeleteEU: Some EU formula in a node e cannot be fault-free fulfilled by the normal and recovery transitions leaving e, even when all possible choices for the successors of OR-nodes are considered (i.e., all possible fault-free paths starting at e). Thus, L(e) cannot be satisfied in any model, and so e must be deleted.

Thus, we see that each rule only deletes a node if there is no way of satisfying the node’s label. In particular, for an AND-node c, this means that there is no model M containing c as a state, such that c satisfies its label (M, c |=_n L(c)).

We now define the notion of fault-subgraph. A fault-subgraph rooted at node e is the fault-tolerant analogue of an infinite tree-like model rooted at e—it certifies that the label of every node reachable from e (including e itself) is satisfied (in the final model) despite the occurrence of faults.

Even though all formulae in L(e) are satisfied by the fault-free portion of T_F starting at e, it could be that fault-transitions lead from e to another node for which this isn’t the case. Thus, L(e) could be satisfiable, but fault-transitions lead from e to a node e^′ such that L(e^′) is not satisfiable. In some cases, this may require that e itself is deleted, e.g., if e is an AND-node and e^′ is one of it’s fault-successors (as discussed above under the DeleteAND bullet). Thus, nodes that are not deleted in the synthesis method of [EC82] could be deleted in our method. However, every node that is deleted by the [EC82] method will also be deleted by our method, since its label will be unsatisfiable (by virtue of the completeness of the [EC82] method).

Definition 13 (Fault-Subgraph) A fault-subgraph D rooted at node e is a directed bipartite AND-OR graph satisfying all of the following conditions

1. All other nodes in D are reachable from e,

2. All nodes in D are propositionally consistent,

3. For every AND-node c in D, all fault-successors of c are sons of c in D, and all nodes in Tiles(c) are sons of c in D,

4. For every OR-node d in D, there exists exactly one AND-node c such that c ∈ Blocks(d) and c is a son of d in D,

5. For every node e^′ in D, every eventuality in L(e^′) is fault-free fulfilled for e^′ in D.

To establish completeness, we show that if there exists a fault-subgraph rooted at node e, then, for every eventuality in the label of e, there exists a fault-free full subdag rooted at e which certifies the fulfillment of that eventuality. Furthermore, e will retain enough successors so that it is not deleted by virtue of the DeleteOR and DeleteAND rules. We will show below that if a node e is deleted at some point in our method, then there does not exist a fault-subgraph rooted at e.

Lemma 11 Let e be a node in T_0. If A[gUh] ∈ L(e) and there exists a fault-subgraph D whose root is labeled with L(e), then there exists a fault-free full subdag D^∗ which is rooted at e and fulfills A[gUh], and for which the following hold:

1. Every node of D^∗ is the root of some fault-subgraph, and

2. D^∗ is embedded in T_0 at e.

Proof. By definition 13, clause 5, A[gUh] is fault-free fulfilled for e in D. Hence, there exists a fault-free full subdag D_0 in D whose root is labeled with L(e) and which fulfills A[gUh]. We can assume that L(e) is unique in D_0. if not, take D_0 to be the subtree of D_0 rooted at the deeper occurrence of L(e). By definition 13 and the construction of T_0, it is easy to see that D_0 is generated by T_0.

From definition 13, we easily verify that for any fault-subgraph D^′ and any node e^′ in D^′, the subgraph of D^′ induced by the nodes reachable from e^′ is also a fault-subgraph. Hence, every node in D is the root of some fault-subgraph. Hence, every node in D_0 is the root of some fault-subgraph.

We construct a series of fault-free full subdags D_0, D_1, . . . , D_n = D^∗, where D_{i+1} is obtained from D_i by merging a pair of duplicate nodes (i.e., AND/OR nodes respectively with the same label). Define the depth of a node to be the length of a longest path in D_0 from that node back to e. Thus, depth(v) = 1 + max{depth(v^′) | v^′ is a predecessor of v}. Suppose u and v are both AND-nodes or OR-nodes in D_i with the same label, and wlog suppose that depth(u) ≥ depth(v). We then replace the shallower node v by the deeper node u to obtain D_{i+1}. That is, we replace each edge (w, v) by the edge (w, u), and remove all nodes that are rendered unreachable from the root.

We show by induction on i that, for each D_i, the following all hold:

1. D_i is a dag generated by T_0

2. root(D_i) = root(D_0)

3. D_i is a full-subdag that fulfills A[gUh]

4. every node of D_{i+1} is the root of some fault-subgraph

Basis. Clauses 1– 4 holds for D_0 by virtue of its construction. Induction step. Assume clauses 1–3 hold for D_i and show that they hold for D_{i+1}.

Clause 1. The argument is identical to that in the proof of Lemma 4.9.2, [Eme81].

Clause 2. Since L(e), the label of root(D_0), is unique in D_0, it cannot be deleted. Hence root(D_{i+1}) = root(D_i) = root(D_0).

Clause 3. The duplicate elimination step preserves the successor requirements in definition 8. Hence D_{i+1} is a full subdag. It remains to show that D_{i+1} fulfills A[gUh]. This argument is the same as that in the proof of Lemma 4.9.2, [Eme81], except that internal nodes also have to be dealt with, since Lemma 4.9.2, [Eme81], is for AF and not AU.

Clause 4. By definition 13, we see that the property of being the root of a subgraph depends only on the labeling of a node. Hence this property is clearly preserved by the duplicate elimination step.

Continue eliminating duplicates until there are none left. Let D^∗ be the resulting full subdag. Since D^∗ is generated by T_0 and contains no duplicates, it is easy to see that D^∗ is embedded in T_0. Furthermore, since root(D^∗) = root(D_0), and L(root(D_0)) = L(e), we have L(root(D^∗)) = L(e). By construction, node labels are unique in T_0, and hence root(D^∗) = e. □

Lemma 12 Let e be a node in T_0. If E[gUh] ∈ L(e) and there exists a fault-subgraph D whose root is labeled with L(e), then there exists a finite fault-free path π starting in e which fulfills E[gUh] and for which the following hold:

1. Every node of π is the root of some fault-subgraph, and

2. π is a path in T_0.

Proof. By definition 13, clause 5, E[gUh] is fulfilled for e in D. Hence, there exists a finite fault-free path ρ in D whose first state is labeled with L(e) and which fulfills E[gUh] (i.e., the last state of ρ is labeled with h and all other states are labeled with g). We can assume that L(e) is unique in ρ. if not, take ρ to be the suffix of ρ starting at the deeper occurrence of L(e). Let path π result from ρ by identifying all duplicate nodes (i.e., π may contain cycles). Since ρ fulfills E[gUh], it is easy to see that π also fulfills E[gUh]. By definition 13 and the construction of T_0 it is easy to see that ρ is generated by T_0. Since π contains no duplicates, it is easy to see that π is a path in T_0. Also, since node labels are unique in T_0 and the first state of π is labeled with L(e), the first state of π must be e.

From definition 13, we easily verify that for any fault-subgraph D^′ and any node e^′ in D^′, the subgraph of D^′ induced by the nodes reachable from e^′ is also a fault-subgraph. Hence, every node in D is the root of some fault-subgraph. Hence, every node in ρ is the root of some fault-subgraph.

Finally, by definition 13, we see that the property of being the root of a fault-subgraph depends only on the labeling of a node. Since every node of π has the same label as some node of ρ, we conclude that every node of π is the root of some fault-subgraph. □

Theorem 13 (Completeness) Let e be a node in T_0 that is deleted at some point in our method. Then there does not exist a fault-subgraph rooted at e.

Proof. We prove the theorem by induction on the “time” at which node e was deleted. Nodes are deleted in step 2 of the synthesis method (Section 5), as a result of applying one of the deletion rules in Figure 2. We treat each rule in turn.

DeleteP. Hence L(e) is propositionally inconsistent. Hence, by definition 13, clause 2, there does not exist a fault-subgraph rooted at e.

DeleteOR. Hence e is an OR-node all of whose AND-node successors c_1, . . . , c_n have already been deleted. By the induction hypothesis, for all i ∈ [1 : n], there does not exist a fault-subgraph rooted at c_i. By construction of our synthesis method, {c_1, . . . , c_n} = Blocks(e). Therefore, we conclude by definition 13, clause 4, that there does not exist a fault-subgraph rooted at e.

DeleteAND. Hence e is an AND-node one of whose OR-node successors d has already been deleted. By the induction hypothesis, there does not exist a fault-subgraph rooted at d. By construction of our synthesis method, d ∈ Tiles(e) or d is a fault-successor of e. In either case, we conclude by definition 13, clause 3, that there does not exist a fault-subgraph rooted at e.

DeleteAU. We establish the contrapositive. Suppose that A[gUh] ∈ L(e) and there exists a faultsubgraph D rooted at e. Then, by Lemma 11, there exists a fault-free full subdag D^∗ rooted at e and which fulfills A[gUh] and such that

1. Every node of D^∗ is the root of some fault-subgraph, and

2. D^∗ is embedded in T_0 at e.

By the induction hypothesis, no nodes in D^∗ have been deleted up to now. Therefore, e cannot be deleted by applying rule DeleteAU.

DeleteEU. We establish the contrapositive. Suppose that E[gUh] ∈ L(e) and there exists a fault-subgraph rooted at e. Then, by Lemma 12, there exists a finite fault-free path π starting in e which fulfills E[gUh] and for which the following hold:

1. Every node of π is the root of some fault-subgraph, and

2. π is a path in T_0.

By the induction hypothesis, no nodes in π have been deleted up to now. Therefore, e cannot be deleted by applying rule DeleteEU. □

Corollary 14 If d_0, the initial OR-node of T_0 is deleted, then no model M_F of the specification exists.

Proof. We establish the contrapositive. Suppose there exists a model M_F = (S_0, S, A, A_F , L) of the specification (where each label L(s) gives only the atomic propositions true in s, and S_0 contains at least one state s_0). Then M_F , s_0 |= spec. Construct M^′ = (S_0, S, A, A_F , L^′) from M_F by labeling each state s of M_F as follows. If s is normal, then L^′(s)^{df}== {f | f ∈ cl(spec) and M_F , s |= f}. If s is perturbed, then L^′(s)^{df}== Label_{TOL}(spec) ∪ L(s). By definition, spec ∈ L^′(s_0). Take the portion of M^′ reachable (via both normal and fault-transitions) from s_0 and unwind it into an infinite tree. Classify all the nodes as AND-nodes, and then interject exactly one unique OR-node between every pair of adjacent AND-nodes, i.e., replace c^i→ c^′ by c^i→ d → c^′, where d is a “new,” i.e., not previously present, node, and the label of d is set to be the label of c^′. The result is a fault-subgraph F S with root s_0. Since L(d_0) = {spec} ⊆ L(s_0), it is clear that we can replace s_0 in F S by d_0 and the result will still be a fault-subgraph. Thus, there exists a fault-subgraph rooted at d_0. By Theorem 13, d_0 is not deleted. □

7.3 Fault-closure

Fault-closure means that all the faults given in the fault specification are included in the final model. Fault-closure follows easily from the construction of our method: for every AND-node of T_0, all possible fault-successors are generated.

Proposition 15 Let c be an AND-node in T_F . If c^{a,TOL}−→ d for some fault action a ∈ F , then d is an OR-node in T_F .

Proof. The proposition holds in T_0 by construction of our method. T_F is obtained from T_0 by applying the deletion rules in Figure 2. Hence, if any fault-successor d of an AND-node c is deleted, then c will also be deleted by virtue of the DeleteAND rule. Hence, all remaining AND-nodes (i.e., all AND-nodes in T_F ) will have all possible fault-successors. □

Theorem 16 (Fault-closure). For all s ∈ S, a ∈ F such that s(a.guard) = true, there exists t ∈ S such that s^a→ t ∈ A_F .

Proof. M_F = (s_0, S, A, A_F , L) is built by unraveling T_F . By construction of our method, M_F inherits the local structure of T_F . Since every state of M_F is an AND-node of T_F , we conclude by Proposition 15 that every state of M_F has all possible fault-successors. □

7.4 Complexity of the Method

Since the number of possible nodes in T_0 is O(2^{|cl(spec)|}), which is O(2^{2|f |}), it is easy to verify that our method has single exponential time and space complexity in the size of the specification (= size of problem specification + size of problem-fault coupling specification). All synthesis methods based on exhaustive state exploration will have time complexity no better than single exponential in the specification size. Some methods [PR89a, PR89b, WTD90] have double exponential time and space complexity in the size of the specification.

8 Discussion

8.1 The Scope of our Method

Our model is capable of expressing any fault model in which faults can be modeled as actions that perturb the system state. Our synthesis method guarantees correctness properties only once faults stop occurring, i.e., along fault-free fullpaths. However, a single fault can have a permanent effect in that it can perturb the state of some system component in a way that permanently changes the behavior of that component. For example, in Section 2.3, an example is given of a stuck-at-low-voltage fault. A single occurrence of this fault in a wire causes the wire to permanently change its behavior so that it only outputs a low voltage, regardless of its input. Our method is able to deal with such faults because our use of auxiliary atomic propositions enables us to permanently record the occurrence of a fault, and so we can model the permanent change of system behavior that results. Another example of this is the mutual exclusion example shown in Section 6.1, where process P_1 may possibly stay fail-stopped forever after its fail-stop failure occurs.

Since our method can model faults that have permanent effects, as well as ones that have only transient effects, it has a broad scope of application. The main limitation of our method is its underlying model of concurrent computation (Section 2.1): a process can read and update many shared variables in a single atomic transition. Extending our method to more realistic models of concurrency is thus a topic of future work, and is discussed further in Section 9.2 below.

Another limitation is that our method cannot deal with faults that correspond to adversaries that can read any part of the system state (e.g., Byzantine faults). In particular, if the adversary can read the shared variables, then our method cannot model the associated faults. This is because the fault-actions are applied to the tableau T_0, whereas the shared variables are introduced only after the final model has been extracted, in order to distinguish propositionally identical states whose labels differ in some temporal formula (as in [EC82]).

8.2 Extension of the Method to Accommodate Multitolerance

Our synthesis method is not dependent on the particular way that labels are computed for perturbed states (Definition 1). It is sound and complete relative to any definition of the perturbed state labels. Thus, variants and extensions of the method can easily be generated by simply changing the way that labels of perturbed states are computed. For example, in [AK98], the concept of multitolerance is presented. In multitolerance, the set of fault actions is partitioned into classes, and different fault classes may require different kinds of tolerance (masking, nonmasking, or failsafe). Thus, one class of faults may require masking tolerance, while another class may require only failsafe tolerance.

It is straightforward to extend our method to deal with multitolerance. Simply allow the required tolerance to vary, depending on the particular fault action. Our method uses the function Label_{TOL}(spec) (TOL ∈ {non-masking, fail-safe, masking}) to determine the labels of perturbed states. We replace this with Label_a(spec), where a is the particular fault-action that has been executed. Thus, if non-masking tolerance is required for fault action a1, and failsafe tolerance for fault action a2, then we set Label_{a1}(spec) = Labelnon-masking(spec) and Label_{a2}(spec) = Labelfailsafe(spec). Also, Definition 9 must be changed to: c^{a,TOL}−→ d iff ∃φ ⊆ AP : c(a.guard) = true and {L(c)↑AP} a.body {φ} and L(d) = φ ∪ Label_a(spec). These are the only needed changes. The new definition of Label_a(spec) enables the label of the resulting OR-node to depend on the fault-action a. Thus, different fault-actions can be assigned different tolerances. The required recovery transitions are computed automatically by the method, exactly as before.

8.3 An Alternative Synthesis Method that Accommodates Fault-prone Paths

Our soundness results (Theorem 9 and Corollary 10) are given in terms of fault-free paths only, i.e., using the |=_n satisfaction relation. That is, they give the formulae that are satisfied in the initial state, and in the perturbed states, but where satisfaction is determined by only considering fault-free paths (i.e., the A and E path quantifiers range only over fault-free paths). We consider an alternative method that also deals with fault-prone paths, i.e., so that formulae can be asserted to be true in the initial state and in perturbed states under the |= satisfaction relation, in which the A and E path quantifiers range over all paths, both fault-free and fault-prone.

A starting point for this alternative synthesis method could be:

1. Use full subdags that include fault-transitions, i.e., AND-nodes c in a full subdag need as successors both the non fault-successors (given by Tiles(c)) and the fault-successors.

2. The definition of fulfillment must take fault-prone paths into account, i.e., use the “regular” definition of fulfillment (Definition 7) , rather than the fault-free one (Definition 11).

While this alternative method would accommodate stronger correctness statements, it may be inapplicable in many situations where our current method would work. For example, repeated occurrence of faults could violate some correctness property, causing the problem to have no model in this setting, whereas a model would exist in the setting where the correctness property holds once faults stop occurring. Thus our current method guarantees somewhat weaker correctness properties, but has wider application, than the proposed alternative method. Working out the alternative method in full is a topic for future work.

9 Related work and Conclusions

9.1 Related Work

A fault model may be considered as a particular type of adversarial environment. There has been considerable work on synthesis of programs that interact with an adversarial environment (usually called reactive modules). Pnueli and Rosner [PR89a, PR89b] synthesize reactive modules that interact with an environment via an input variable x (that only the environment can modify) and an output variable y (that only the module can modify). In response to the environment modifying x, the module must modify y so that a given linear time temporal logic formula ϕ(x, y) is satisfied (and so the execution of the module can be modeled as a two-player game). The environment however, cannot modify the internal state of the module, and so this framework cannot model faults. The synthesis method of [AM94] overcomes this limitation; the environment and module take turns in selecting the next global state, according to some schedule. However, while this framework would accommodate a fault model, we argue as follows that, since it is based on propositional linear time temporal logic (PLTL), it is expressively inadequate for modeling faults. PLTL is suitable for expressing the correctness properties of fault-intolerant programs, where we are mainly interested in the properties that hold along all computation paths, but it cannot express the possible behavior of a process that has been affected by a fault. For instance, in the example of the mutual exclusion problem with fail-stop failures given in Section 6, the fault-coupling specification states that a fail-stopped process may stay down forever (AG(D_i ⇒ EGD_i) in CTL). This simply cannot be written in PLTL. It therefore appears that the existential path quantifier of branching time temporal logic is essential in specifying the future behavior of failed processes. This objection to PLTL also applies to [PR89a, PR89b], as well as [WTD90] which solves essentially the same problem as [PR89a, PR89b] but in a somewhat more general setting.

All of the above approaches have time-complexity at least exponential in the size of the formula. Some, such as [PR89a, PR89b, WTD90], have time-complexity double-exponential in formula size. Also, they specify the adversarial environment with a temporal logic formula, whereas our method uses nondeterministic actions to specify the adversarial (i.e., fault) behavior. We could have also used a CTL formula for this. However, in the worst case, the formula would be of size at least linear in the number of the perturbed states generated by the fault actions. This is because a fault action can potentially affect all the atomic propositions. Hence, the result of applying a fault action would have to be explicitly specified in the formula. The number of perturbed states in the worst case is exponential in the size of spec. Thus the formula size would be exponential in the size of spec. Including this formula in the labels of perturbed states and expanding these states would then result in a fault-tolerant Kripke structure of size double-exponential in the size of spec. Thus, we feel that the use of actions rather than a temporal logic formula to specify the faults is more efficient.

In [LJ92], a manual method of transforming a given fault-intolerant shared-memory concurrent program into a fault-tolerant one is presented. Specifications are given in UNITY [CM88], and faults are specified as fault-actions. The recovery actions are designed manually, and the paper presents proof rules for establishing that the recovery actions guarantee the required fault-tolerance. There is also a manual method for refining both the program and the fault actions, e.g., to a lower level where the faults operate on specific hardware components. This line of research is continued in [LJ99], where the specification language is the Temporal Logic of Actions [Lam94], and real-time properties are also dealt with. The synthesis method of [KA00] mechanically transforms a fault-intolerant program into a fault-tolerant one. The fault-tolerant program satisfies every specification (in the absence of faults) that the fault-intolerant program does. A program is given as a transition relation over states, i.e., corresponding to Kripke structures in this paper. A separate transformation is given for each of failsafe, nonmasking, and masking tolerance.

9.2 Conclusions and Further Work

We have presented a method for the synthesis of fault-tolerant programs from specifications expressed in the temporal logic CTL. The method has single-exponential time complexity in the size of the problem specification plus the size of the problem-fault coupling specification. This complexity is essentially that of generating the state-transition diagram of the program to be synthesized. We have dealt with different fault classes (fail-stops, general state failures) and different types of tolerance (masking, nonmasking, fail-safe). We have also shown how impossibility results may be mechanically generated using our method.

By using a real-time extension of CTL [EMSS93], our method should be able to deal with real-time properties. This may also require an annotation of fault-actions with timing information.

One potential difficulty with our method is the state explosion problem—the number of states in a structure usually increases exponentially with the number of processes, thereby restricting the applicability of synthesis methods based on state enumeration to small systems. In [AE98, Att99], a method is proposed of overcoming the state explosion problem by considering the interaction of processes pairwise. The exponentially large global product of all the processes in the system is never constructed. Instead, using the CTL synthesis method of [EC82], small Kripke structures depicting the product of two processes are constructed and used as the basis for synthesis of programs with arbitrarily many processes. Using the synthesis method given here instead of the [EC82] method, we can construct these “two-process structures,” which will now incorporate fault-tolerant behavior. We then plan to extend the synthesis method of [AE98, Att99] to take these structures as input and produce fault-tolerant programs of arbitrary size. We note that our method is efficient enough for small examples to be constructed by hand, as demonstrated in this paper. So, the application to synthesis of two-process structures should be feasible. This may not be true for other methods with higher time complexity (e.g., double exponential).

In [AE01], we present a method for synthesizing (fault intolerant) programs for a model of concurrency in which every action is either an atomic read of a single variable, or an atomic write of a single variable. By integrating this with the synthesis method presented here, it will be possible to address the high atomicity limitation discussed in Section 8.1 above. A possible way of doing this is to first synthesize the fault-tolerant program, and then use the [AE01] method to refine it to an atomic read/write program.

Finally, combining both extensions would deal with both state-explosion and grain of atomicity issues.

References

[AE98] P. C. Attie and E. A. Emerson. Synthesis of concurrent systems with many similar processes.

ACM Trans. Program. Lang. Syst., 20(1):51–115, Jan. 1998.

[AE01] P. C. Attie and E. A. Emerson. Synthesis of concurrent systems for an atomic read/write model of computation. ACM Trans. Program. Lang. Syst., 23(2):187–242, Mar. 2001. Extended abstract appears in Proceedings of the 15’th ACM Symposium of Principles of Distributed Computing (PODC), Philadelphia, May 1996, 111–120.

[AG93] Anish Arora and Mohamed G. Gouda. Closure and convergence: A foundation of fault-tolerant computing. IEEE Transactions on Software Engineering, 19(11):1015–1027, 1993.

[AK98] Anish Arora and Sandeep S. Kulkarni. Component based design of multitolerant systems. IEEE Transactions on Software Engineering, 24(1):63–78, 1998.

[AM94] A. Anuchitanukul and Z. Manna. Realizability and synthesis of reactive modules. In Proceedings of the 6th International Conference on Computer Aided Verification, volume 818 of Lecture Notes in Computer Science, pages 156–169, Berlin, 1994. Springer-Verlag.

[Att99] P. C. Attie. Synthesis of large concurrent programs via pairwise composition. In CONCUR’99:

10th International Conference on Concurrency Theory, number 1664 in LNCS. Springer-Verlag, Aug. 1999.

[CM88] K. M. Chandy and J. Misra. Parallel Program Design. Addison-Wesley, Reading, Mass., 1988.

[Dij76] E. W. Dijkstra. A Discipline of Programming. Prentice-Hall Inc., Englewood Cliffs, N.J., 1976.

[Eme81] E.A. Emerson. Branching time temporal logic and the design of correct concurrent programs. PhD thesis, Division of applied sciences, Harvard Univ., Cambridge, Mass., 1981.

[Eme90] E. A. Emerson. Temporal and modal logic. In J. Van Leeuwen, editor, Handbook of Theoretical Computer Science, volume B, Formal Models and Semantics. The MIT Press/Elsevier, Cambridge, Mass., 1990.

[EC82] E. A. Emerson and E. M. Clarke. Using branching time temporal logic to synthesize synchronization skeletons. Sci. Comput. Program., 2:241 – 266, 1982.

[EL85] E. A. Emerson and C. Lei. Modalities for model checking: Branching time logic strikes back. In 12’th Ann. ACM Symp. on Principles of Programming Languages, pages 84–96, Oct. 1985.

[EMSS93] E. A. Emerson, A. K. Mok, A. P. Sistla, and J. Srinivasan. Quantitative temporal reasoning.

Real Time Syst. J., 2:331–352, Jan. 1993.

[ESS92] E. A. Emerson, T. H. Sadler, and J. Srinivasan. Efficient temporal satisfiability. J. Logic Comput., 2(2):173–210, 1992. Extended abstract appears in Proceedings of the 16th Annual ACM Symposium on Principles of Programming Languages, 1989, pp. 166–178.

[JV96] M. Jayaram and G. Varghese. Crash failures can drive protocols to arbitrary states. In Proceedings 15’th ACM Symposium on Principles of Distributed Computing, Philadelphia, PA, May 1996.

[KA00] S. Kulkarni and A. Arora. Automating the addition of fault-tolerance. In Formal Techniques in Real-time and Fault-tolerant Systems, Pune, India, 2000.

[Lam94] L. Lamport. The temporal logic of actions. ACM Trans. Program. Lang. Syst., 16(3):872–923, May 1994.

[LJ92] Z. Liu and M. Joseph. Transformation of programs for fault-tolerance. Formal Aspects of Computing, 4(5):442–469, 1992.

[LJ99] Z. Liu and M. Joseph. Specification and verification of fault-tolerance, timing, and scheduling.

ACM Trans. Program. Lang. Syst., 21(1):46–89, Jan. 1999.

[MT01] P. Manolios and R. Trefler. Safety and liveness in branching time. In IEEE Symposium on Logic in Computer Science, Boston, Massachusetts, June 2001.

[MW84] Z. Manna and P. Wolper. Synthesis of communicating processes from temporal logic specifications.

ACM Trans. Program. Lang. Syst., 6(1):68–93, Jan. 1984. Also appears in Proceedings of the Workshop on Logics of Programs, Yorktown-Heights, N.Y., Springer-Verlag Lecture Notes in Computer Science (1981).

[PR89a] A. Pnueli and R. Rosner. On the synthesis of a reactive module. In Proceedings of the 16th ACM Symposium on Principles of Programming Languages, pages 179–190, New York, 1989. ACM.

[PR89b] A. Pnueli and R. Rosner. On the synthesis of asynchronous reactive modules. In Proceedings of the 16th ICALP, volume 372 of Lecture Notes in Computer Science, pages 652–671, Berlin, 1989. Springer-Verlag.

[Sch84] F.B. Schneider. Byzantine generals in action: implementing fail-stop processors. ACM Transactions on Computer Systems, 2(2):145–154, May 1984.

[Sch90] F.B. Schneider. Implementing fault-tolerant services using the state machine approach: a tutorial.

ACM Comput. Surv., 22(4):299–319, Dec. 1990.

[WTD90] H. Wong-Toi and D.L. Dill. Synthesizing processes and schedulers from temporal specifications. In Computer Aided Verification, volume LNCS 531, pages 272–281, New York, 1990. Springer-Verlag.

A Complete Pseudocode for the Synthesis Algorithm

1. /* Construct the tableau T_0 = (d_0, V^0_C , V^0_D, A^0_{CD} , A^0_{DC} , L^0) */

Let d_0 be an OR-node with label {spec}; T_0 := d_0;

repeat until frontier (T_0) = ∅

(a) Select a node e ∈ frontier (T_0); (b) if ∃e^′ ∈ V^0_D : L(e) = L(e^′) then merge e and e^′ else

attach all e^′ ∈ Succ(e) as successors of e and mark e as expanded endif;

Update V^0_C , V^0_D , A^0_{CD}, A^0_{DC} appropriately.

where the successors Succ(e) of a node of either type are defined as follows: if e is an OR-node, then Succ(e) = Blocks(d), and if e is an AND-node, then Succ(e) = Tiles(e) ∪ FaultStates(F, TOL, {e}).

2. /* Apply the deletion rules to T_0, resulting in T_F */

Repeatedly apply the deletion rules in Figure 2 to T_0 until no deletion rule is applicable. If d_0 is deleted, then return an impossibility result and halt. Otherwise, let T_F be the tableau induced by the nodes that are still reachable (via normal, fault, and recovery transitions) from d_0.

3. /* Construct the fragment FFRAG[c] for every AND-node c, using the fault-free full subdags in T_F */

(a) Let FFRAG_1 be a copy of FDAG[c, g_1]. To obtain FFRAG_{j+1} from FFRAG_j , do i. identify any two nodes on the frontier of FFRAG_j that have the same label; ii. forall s^′ ∈ frontier (FFRAG_j ) do

/* let c^′ be the AND-node in T_F that s^′ is a copy of */ if g_{j+1} ∈ L(s^′) then

attach a copy of FDAG[c^′, g_{i+1}] to FFRAG_j at s^′ /* call the resulting directed acyclic graph FFRAG_{j+1} */ (b) Obtain FFRAG^′[c] from FFRAG_m by identifying any two nodes in frontier (FFRAG_m) with the same label (c) To obtain FFRAG[c] from FFRAG^′[c], do:

i. forall AND-nodes c^′ in FFRAG^′[c] and a ∈ F :

forall d such that c^{′ a,TOL}−→ d

attach a copy of at least one node c^{′′} ∈ Blocks(d) as successor of c^′; label the transition from c^′ to c^{′′} as a fault-transition

4. /* Construct the model M_F , using the fragments FFRAG[c], for every AND-node c */

(a) Choose c_0 ∈ Blocks(d_0) arbitrarily (recall that d_0 is the root of T );

Let M_1 = FFRAG[c_0];

(b) To obtain M_{i+1} from M_i, do i. forall s ∈ frontier (M_i) do

/* let c be the AND-node in T_F that s is a copy of */ if there exists s^′ ∈ interior (M_i) such that s^′ is also a copy of c, and a copy of FFRAG[c] is directly embedded in M_i with root s^′, then identify s and s^′ else

replace s by a copy of FFRAG[c] endif /* call the resulting graph M_{i+1} */ (c) The construction halts with i = N when frontier(M_N ) is empty. Let M = M_N . We write M = (c_0, S, A, A_F , L), where c_0 is given in step 4a (we write c_0 instead of {c_0}), L is given by the labels of each node, S is the set of all nodes in M_N , A is the set of all transitions in M_N that are labeled with a process index (i.e., normal or recovery transitions), and A_F is the set of all transitions in M_N that have label (a, TOL) for some a ∈ F (i.e., the fault transitions). Let M_F = (c_0, S, A, A_F , L_0) where L_0 is L restricted to the propositions occurring in spec. M_F is a model of spec.

5. /* Extract the fault-tolerant program from M_F */

(a) for every maximal set {s_1, . . . , s_n} of states in M_F such that L_0(s_1) = L_0(s_2) = · · · = L_0(s_n) i. introduce a new shared variable x ii. add the proposition x = k to the label of s_k, k ∈ [1 : n] iii. label each transition of M_F that enters s_k with the assignment x := k, for k ∈ [1 : n] (b) forall transitions s^{i,A}−→ t in M_F add an arc to P_i going from s↑i to t↑i, and with the label ∧(L(s)↓i) → A