
Buffer overflow

The next problem concerns the following C code, excerpted from Dr. Evil’s best-selling autobiography,
“World Domination My Way”. He calls the program NukeJr, his baby nuclear bomb phase.

/*
* NukeJr - Dr. Evil’s baby nuke
*/

#include <stdio.h>

int overflow(void);
int one = 1;

/* main - NukeJr’s main routine */
int main() {

int val = overflow();

val += one;
if (val != 15213)
printf("Boom!\n");

else
printf("Curses! You’ve defused NukeJr!\n");

_exit(0); /* syscall version of exit that doesn’t need %ebp */
}

/* overflow - writes to stack buffer and returns 15213 */
int overflow() {

char buf[4];
int val, i=0;

while(scanf("%x", &val) != EOF)
buf[i++] = (char)val;

return 15213;
}
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Buffer overflow (cont)

Here is the corresponding machine code for NukeJr when compiled and linked on a Linux/x86 machine:

08048560 <main>:
8048560: 55 pushl %ebp
8048561: 89 e5 movl %esp,%ebp
8048563: 83 ec 08 subl $0x8,%esp
8048566: e8 31 00 00 00 call 804859c <overflow>
804856b: 03 05 90 96 04 addl 0x8049690,%eax # val += one;
8048570: 08
8048571: 3d 6d 3b 00 00 cmpl $0x3b6d,%eax # val == 15213?
8048576: 74 0a je 8048582 <main+0x22>
8048578: 83 c4 f4 addl $0xfffffff4,%esp
804857b: 68 40 86 04 08 pushl $0x8048640
8048580: eb 08 jmp 804858a <main+0x2a>
8048582: 83 c4 f4 addl $0xfffffff4,%esp
8048585: 68 60 86 04 08 pushl $0x8048660
804858a: e8 75 fe ff ff call 8048404 <_init+0x44> # call printf
804858f: 83 c4 10 addl $0x10,%esp
8048592: 83 c4 f4 addl $0xfffffff4,%esp
8048595: 6a 00 pushl $0x0
8048597: e8 b8 fe ff ff call 8048454 <_init+0x94> # call _exit

0804859c <overflow>:
804859c: 55 pushl %ebp
804859d: 89 e5 movl %esp,%ebp
804859f: 83 ec 10 subl $0x10,%esp
80485a2: 56 pushl %esi
80485a3: 53 pushl %ebx
80485a4: 31 f6 xorl %esi,%esi
80485a6: 8d 5d f8 leal 0xfffffff8(%ebp),%ebx
80485a9: eb 0d jmp 80485b8 <overflow+0x1c>
80485ab: 90 nop
80485ac: 8d 74 26 00 leal 0x0(%esi,1),%esi
80485b0: 8a 45 f8 movb 0xfffffff8(%ebp),%al # L1: loop start
80485b3: 88 44 2e fc movb %al,0xfffffffc(%esi,%ebp,1)
80485b7: 46 incl %esi
80485b8: 83 c4 f8 addl $0xfffffff8,%esp
80485bb: 53 pushl %ebx
80485bc: 68 80 86 04 08 pushl $0x8048680
80485c1: e8 6e fe ff ff call 8048434 <_init+0x74> # call scanf
80485c6: 83 c4 10 addl $0x10,%esp
80485c9: 83 f8 ff cmpl $0xffffffff,%eax
80485cc: 75 e2 jne 80485b0 <overflow+0x14> # goto L1
80485ce: b8 6d 3b 00 00 movl $0x3b6d,%eax
80485d3: 8d 65 e8 leal 0xffffffe8(%ebp),%esp
80485d6: 5b popl %ebx
80485d7: 5e popl %esi
80485d8: 89 ec movl %ebp,%esp
80485da: 5d popl %ebp
80485db: c3 ret
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Problem 26. (10 points):
This problem uses the NukeJr program to test your understanding of the stack discipline and byte ordering.
Here are some notes to help you work the problem:

� Recall that Linux/x86 machines are Little Endian.

� The scanf("%x", &val) function reads a whitespace-delimited sequence of characters from
stdin that represents a hex integer, converts the sequence to a 32-bit int, and assigns the result
to val. The call to scanf returns either 1 (if it converted a sequence) or EOF (if no more sequences
on stdin).

For example, calling scanf four time on the input string "0 a ff" would have the following
result:

– 1st call to scanf: val=0x0 and scanf returns 1.

– 2nd call to scanf: val=0xa and scanf returns 1.

– 3rd call to scanf: val=0xff and scanf returns 1.

– 4th call to scanf: val=? and scanf returns EOF.

A. After the subl instruction at address 0x804859f in function overflow completes, the stack
contains a number of objects which are shown in the table below. Determine the address of each
object as a byte offset from buf[0].

Stack object Address of stack object

return address &buf[0] + _______

old %ebp &buf[0] + _______

buf[3] &buf[0] + _______

buf[2] &buf[0] + _______

buf[1] &buf[0] + 1

buf[0] &buf[0] + 0

B. What input string would defuse NukeJr by causing the call to overflow to return to address
0x8048571 instead of 804856b? Notes: (i) Your solution is allowed to trash the contents of
the %ebp register. (ii) Each underscore is a one or two digit hex number.

Answer: "0 0 0 0 ___ ___ ___ ___ ___ ___ ___ ___ "
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