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Abstract

We present a framework for transforming sev-
eral quorum-basedprotocolssothat they candynamically
adapt their failure threshold and server count, allow-
ing them to be recon�gured in anticipation of possible
failures or to replace servers as desired. We demon-
strate this transformation on the disseminationquo-
rum protocol. Theresultingsystemprovidescon�rmable
wait-free atomic semantics while tolerating Byzan-
tine failures from the clients or servers. The systemcan
grow without boundto tolerate as manyfailures as de-
sired. Finally, the protocol is optimal and fast: only the
minimalnumberof servers —3f + 1— is neededto toler-
ateanyf failuresand,in thecommoncase, readsrequire
onlyonemessage round-trip.

1. Intr oduction

Quorumsystems[5] are a valuabletool for building
highly availabledistributeddataservices.Thesesystems
storeasharedvariableatasetof serversandperformread
and write operationsat somesubsetof theseservers (a
quorum). To accessthe sharedvariable,protocolsde�ne
someintersectionpropertyfor the quorumswhich, com-
binedwith theprotocoldescriptionthemselves,ensurethat
readandwrite operationsobey preciseconsistency seman-
tics. In particular, a sharedregister can provide, in or-
derof increasingstrength,safe, regular, or atomicseman-
tics [11].

Malkhi and Reiter [13] have pioneeredthe study of
Byzantinequorumsystems(BQSs),in which serversmay
fail arbitrarily. Their maskingquorum systemsguaran-
tee data integrity and availability despitecompromised
servers;they alsointroducedisseminationquorumsystems
that can be usedby servicesthat supportself-verifying
data, i.e., data that cannotbe undetectablyalteredby a
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faulty server, suchasdatathathave beendigitally signed
or associatedwith messageauthenticationcodes(MACs).

TraditionalBQSprotocolssettwo parameters—N , the
setof serversin thequorumsystem,andf , theresilience
thresholddenotingthe maximumnumberof servers that
canbefaulty1—andtreatthemasconstantsthroughoutthe
life of thesystem.Therigidity of thesestaticprotocolsis
clearlyundesirable.

Fixing f forcestheadministratorto selecta conserva-
tivevaluefor theresiliencethreshold,onethatcantolerate
theworstcase-failurescenario.Usually, this scenariowill
berelatively rare;however, sincethevalueof f determines
thesizeof thequorums,in thecommoncasequorumop-
erationsareforcedto accessunnecessarilylargesets,with
obviousnegative effectsonperformance.

Fixing N not only preventsthe systemadministrator
from retiring faulty or obsoleteservers and substituting
themwith corrector new ones,but alsogreatlyreducesthe
advantagesof any techniquedesignedto changef dynam-
ically. For a given Byzantinequorumprotocol,N must
be chosento accommodatethe maximumvaluef max of
theresiliencethreshold,independentof thevalueof f that
the systemusesat a given point in time. Hence,in the
commoncasethe degreeof replicationrequiredto toler-
atef max failuresis wasted.

Alvisi et al. [2] take a �rst step towards addressing
these limitations. They proposea protocol that, for a
�x edN , candynamicallyraiseor lower f within a range
[f min:::f max] at run time without relying on any con-
currency control mechanism(e.g., no locking). Improv-
ing on this result,Konget al. [10] proposea protocolthat
candynamicallyadjustf and,oncefaulty serversarede-
tected,can ignore them to obtain quorumsthat exhibit
betterload2, effectively shrinkingN . The protocolhow-
ever doesnot allow to addnew serversto N . While other
quorum-basedsystemssuchasRambo[12], RamboII [8],
andGeoQuorums[6] canadjustdynamicallyboth f and

1 Paperssuchas[13] considergeneralizedfault structures,offering a
moregeneralway of characterizingfault tolerancethana threshold.
However, suchstructuresremainstatic.

2 GivenaquorumsystemS, theload of S is theaccessprobabilityof
thebusiestquorumin S, minimizedoverall strategies.

http://www.cs.utexas.edu/users/jpmartin
http://www.cs.utexas.edu/users/lorenzo
http://www.utexas.edu


N , they cannottolerateByzantinefailures.
In thispaperweproposeamethodologyfor transform-

ing staticByzantinequorumprotocolsinto dynamicones
whereboth N andf canchange,growing andshrinking
asappropriate3 duringthelife of thesystem.Wehavesuc-
cessfullyappliedour methodologyto several Byzantine
quorumprotocols[9, 13, 14, 17, 18]. Thecommoncharac-
teristicof theseprotocolsis that they arebasedon theQ-
RPCprimitive [13]. A Q-RPCcontactsa responsive quo-
rum of serversandcollectstheir answers,makingit a nat-
ural building block for implementingquorum-basedread
andwrite operations.Ourmethodologyis simpleandnon-
intrusive:all thatit requiresto makeaprotocoldynamicis
to substituteeachcall to Q-RPCwith acall to anew primi-
tive,calledDQ-RPCfor dynamicQ-RPC.DQ-RPCmain-
tainsthepropertiesof Q-RPCthatarecritical for thecor-
rectnessof Byzantinequorumprotocols,evenwhenN and
f canchange.

De�ning DQ-RPCto minimizechangesto existingpro-
tocols is challenging.The main dif�culty comesfrom
proving that readandwrite operationsperformedon the
dynamicversionof a protocolmaintainthe sameconsis-
tency semanticsof theoperationsperformedon thestatic
version of the sameprotocol. In the static case,these
proofsrely ontheintersectionpropertiesof theresponsive
quorumscontactedby Q-RPCswhile performingtheread
andwrite operations.Unfortunately, theseproofsdo not
carryeasilyto DQ-RPC.WhenN changes,it is no longer
possibleto guaranteequorumintersection:givenany two
distinct times t1 and t2, the set of machinesin N at t1
andt2 maybecompletelydisjoint. We addressthis prob-
lem by taking a fresh look at what makesQ-RPC-based
staticprotocolswork.

Traditionally, the correctnessof theseprotocolsrelies
onpropertiesof thequorumsthemselves,suchasintersec-
tion. Instead,we focusour attentionon the propertiesof
thedatathatis retrievedby quorumoperationssuchasQ-
RPC.In particular, weidentify twosuchproperties,sound-
nessandtimeliness. Informally, soundnessstatesthat the
datathat clients gather from the servers was previously
written; timelinessrequiresthis data to be as recentas
the last written value.We call thesepropertiestransquo-
rum properties,becausethey do not explicitly dependon
quorumintersection.We prove that transquorumproper-
ties aresuf�cient to guaranteethe consistency semantics
providedby eachof theprotocolsthatwe consider. Now,
all that is neededto completeour transitionfrom staticto
dynamicprotocolsis to show aninstanceof aquorumop-
erationthatsatis�esthetransquorumpropertiesevenwhen
f andN areallowedto change:weconcludethepaperby
showing thatDQ-RPCis suchanoperation.

3 Wefocusonthemechanismsnecessaryfor supportingdynamicquo-
rums.A discussionof thepoliciesusedto determinewhento adjust
N andf is outsidethescopeof this paper. Someexamplesof such
policiesaregivenin [3, 10].

Unfortunately, spacelimitation forceusto state,rather
thanprove,thetheoremsandlemmasthatweclaim in this
paper. Theproofsarepresentedin a technicalreport[15].

Therestof thepaperis organizedasfollows.We cover
relatedwork andsystemmodel,respectively, in Section2
andSection3. We specify the transquorumpropertiesin
Section4 andshow in Section5 thatourDQ-RPCsatis�es
thetransquorumpropertiesbeforeconcluding.

2. Relatedwork

Alvisi et al. [2] arethe�rst to proposea dynamicBQS
protocol. They let quorumsgrow and shrink depending
on thevalueof f , which is allowedto rangedynamically
within an interval [f min; :::; f max]. This �e xibility , how-
ever, comesat a cost:becausetheir protocoldoesnot al-
low to changeN , it requires2(f max � f min) moreservers
thanan equivalentstaticprotocol to toleratea maximum
of f max failures.

TheAgile store[10] modi�es theaboveprotocolby in-
troducinga special,fault-freenodethat monitorsthe set
of serversin thequorumsystem.Themonitor tries to de-
terminewhich arefaulty andto inform theclients,sothat
they can�nd a responsive quorumsmorequickly. In the
Agile storeserverscanberemovedfrom N , but notadded.
Therefore,if the monitor mistakenly identi�es a nodeas
faultyandremovesit from N , thesystem'sresilienceis re-
duced:Thesystemtoleratesf max Byzantinefaultyservers
only aslongasthemonitornever makessuchmistakes.

The Rosebud project [19] sharesseveral of our goals.
Rosebud envisionsa dynamicpeerto peersystem,where
serverscanfail arbitrarily, thesetof serverscanbemodi-
�ed at run-time,andclientsusequorumoperationsto read
and write variables.It is hard to compareour protocols
to Rosebud, becausetheonly Rosebud referencewe have
identi�ed [19] doesnot give speci�c detailsof theproto-
colsthey intendto useto achieve theirgoals.Nonetheless,
Rosebud,by requiringlooselysynchronizedclocksandas-
sumingserverswith acryptographicco-processor, appears
to make strongerassumptionsthan we do in this paper.
Also, Rosebud's handlingof view changesappearsto dif-
fer from oursin at leasttwo ways.First, whenan opera-
tion in Rosebuddetectsthatthesetof serversis changing,
it simply restarts;second,Rosebud allows N to change
only at pre-setintervals. In contrast,we allow operations
to continueevenasN is changing,andwe allow N (and
f ) to changeatany time.

Severalquorum-basedprotocolsallow to changeN and
f , but only toleratecrash failures. Ramboand Rambo
II [8, 12] providethesameinterfaceasourprotocols:read,
write andrecon�gure.They guaranteeatomicsemanticsin
anunreliableasynchronousnetwork despitecrashfailures.

4 Partial-atomicsemanticsguaranteesthat readseithersatisfyatomic
semanticsor abort[18].



name cantolerate(crash,Byz) client failures semantics serversrequired
crash (f ; 0), withoutsignatures crash atomic 2f + 1
U-dissemination[17] (0; b), usingsignatures crash atomic 3b+ 1
hybrid-d [9] (f ; b), usingsignatures crash atomic 2f + 3b+ 1
U-masking[18] (0; b), withoutsignatures correct partial-atomic4 4b+ 1
hybrid-m [9] (f ; b), withoutsignatures correct partial-atomic4 2f + 4b+ 1
Phalanx[14] (0; b), withoutclient signatures Byzantine partial-atomic4 4b+ 1
hybrid Phalanx (f ; b), withoutclient signatures Byzantine partial-atomic4 2f + 4b+ 1

Figure1: List of quorumprotocolsthatcanbemadedynamicusingDQ-RPC

In GeoQuorums[6] theworld is split into n focalpoints
andserversareassignedto thenearest(geographically)fo-
cal point. The systemprovidesatomicsemanticsaslong
asnomorethanf focalpointshavenoserversassignedto
them.Serverscanjoin andleave;however, neithern nor f
canchangewith time.

Abrahamet al. [1] target large systems,suchaspeer-
to-peer, whereit is importantfor clientsto issuereadsand
writeswithouthaving to know thesetof all servers,andit
is importantfor serversto join andleavewithouthaving to
contactall servers.Theirprobabilisticquorumsmeetthese
goals (for example, clients only needto know O(

p
n)

servers),provide atomicsemanticswith high probability,
andcantoleratecrashfailuresof theservers.

View-orientedgroupcommunicationsystemsprovidea
membershipservicewhosetaskis to maintaina list of the
currently active and connectedmembersof a group [4].
Theoutputof themembershipserviceis calleda view. If
we considerthe setof serversin the quorumsystemasa
group,thenin ourprotocolthemembershipserviceis triv-
ially implementedby an administrator, who is solely re-
sponsiblefor steeringthe systemfrom view to view (see
Section5.1).

An interestingproperty of our protocol is that it al-
lows processeswho are outsidethe quorumsystems—
i.e. theclientsin ourprotocol—toqueryserverswithin the
quorumsystemto learn the currentview. Note that our
clientsdonot learnaboutviews from themembershipser-
vice, but ratherindirectly, throughthe servers.Nonethe-
less,our protocolguaranteesthat,despiteByzantinefail-
uresof someof the servers,a correctclient will only ac-
ceptviews createdby theadministratorandwill never ac-
ceptascurrentaview thatis obsolete(seeSection5.1).

3. Systemmodel

Our systemconsistsof a set N of n servers.Servers
can dynamically join and leave the system,i.e. both N
andn canchangeduring execution.To prevent Sibyl at-
tacks[7], the identity of every server is veri�ed beforeit
is allowed to join the system.Serverscanbe eithercor-
rect or faulty. A correctserver follows its speci�cation;
a faulty server can arbitrarily deviate from its speci�ca-
tion. The setof clientsof the serviceis disjoint from N .

Clientsperformreadandwrite operationsonthevariables
storedin thequorumsystem.We assumethat theseoper-
ationsreturn only when they complete(i.e. we consider
con�rmableoperations[16]).

Our dynamicquorumprotocolsmaintainthe sameas-
sumptionsabout client failures of their static counter-
parts. Clients communicatewith servers over point-to-
point, asynchronousfair channels.A fair channelguaran-
teesthat a messagesentan in�nite numberof timeswill
reachits destinationan in�nite numberof times.We al-
low channelsto drop,reorder, andduplicatemessages.

4. A newbasisfor determining correctness

The�rst stepin our transitionto dynamicquorumpro-
tocols is to establishthe correctnessof the static proto-
colswe consider(shown in Figure3) on a basisthatdoes
not rely onquorumintersection.To doso,weobserve that
at the heartof all theseprotocolslies the Q-RPCprim-
itive [13]. This primitive takes a messageas argument,
sendsthatmessageto aquorumof responsiveservers,and
returnstheresponsefrom eachserver in thequorum.Our
approachto extend quorumprotocolsto the casewhere
servers are addedand removed (and thus quorumsmay
not intersectanymore)is to de�ne correctnessin termsof
the propertiesof the datareturnedby quorum-basedop-
erationssuchasQ-RPC.In this section,we �rst specify
two propertiesthatapply to thedatareturnedby Q-RPC;
then,we prove that thesepropertiesaresuf�cient to en-
surecorrectness.In Section5 we will show that it is pos-
sible to implementQ-RPC-like operationsthat guarantee
thesepropertiesevenwhenquorumsdonot intersect.

4.1. The transquorum properties

In theprotocolslistedin Figure3, quorum-basedoper-
ationssuchasQ-RPCarethe fundamentalprimitiveson
top of which readandwrite operationsarebuilt. Not all
Q-RPCsarecreatedequal,however. SomeQ-RPCopera-
tions changethe stateof the servers(e.g.whenthe mes-
sagepassedasanargumentcontainsinformationthat the
serversshouldstore),othersdo not. SomeQ-RPCsneed
to returnthelatestdataactuallywritten in thesystem,oth-
ers are contentwith returningdata that is not obsolete,



READ

1. Q := Q-RPC(“READ”)
// Q is a setof hts; wr iter id; datai writer

2. reply r := � (Q) // returnslargestvalid value
3. Q := Q-RPC(“WRITE”,r )
4. returnr:data

WRITE (D)
1. Q := Q-RPC(“GETTS”)
2. ts := maxf Q:tsg + 1
3. m := hts; wr iter id; D i writer

4. Q := Q-RPC(“WRITE”,m)

READ

1. Q := TRANS-QR (“READ”)
// Q is a setof hts; wr iter id; datai writer

2. reply r := � (Q) // returnslargestvalid value
3. Q := TRANS-QW (“WRITE”, r )
4. returnr:data

WRITE (D)

1. Q := TRANS-QT (“GET TS”)
2. ts := maxf Q:tsg + 1
3. m := hts; wr iter id; D i writer

4. Q := TRANS-QW (“WRITE”,m)

Figure2: U-disseminationprotocol(fail-stopclients).On theleft: Q-RPC.On theright: TRANS-Q.

whetherit was written or not. To capturethis diversity,
weintroducetwoproperties,timelinessandsoundness. We
call themtransquorumpropertiesbecause,aswe will see
in Section5, they do not requirequorumintersectionto
hold. Intuitively, timelinesssaysthatany readvaluemust
beasrecentasthelastwrittenvalue,while soundnesssays
that any readvaluemusthave beenwritten before.Note
thatnotall Q-RPCsneedto bebothtimely andsound.For
example,Q-RPCsusedto gatherthe currenttimestamps
associatedwith thevaluestoredby aquorumof serversdo
not needto be sound—allthat is requiredis that the re-
turnedtimestampsbenosmallerthanthetimestampof the
lastwrite.

We thende�ne threesetsW, R, andT of Q-RPC-like
quorumoperations.EachQ-RPC-like operationin a pro-
tocolbelongsto zeroor moreof thesesets.

Let w ! r (w “happensbefore” r) indicatethat the
quorumoperationw ended(returned)beforethe quorum
operationr started(in real time). Further, let o be an or-
deringfunctionthatmapseachquorumoperationto anel-
ementof an orderedset M . We de�ne the transquorum
propertiesasfollows:

(timeliness) 8w 2 W; 8r 2 T ; o(r ) 6= ? :
w ! r =) o(w) � o(r )

(soundness) 8r 2 R; o(r ) 6= ? :
9w 2 W s.t.r 6! w ^ o(w) = o(r )

In this paperwe alwayschooseo sothatwhenapplied
to a Q-RPC-like operationx, it returnsboth a timestamp
andthe datathat is associatedwith x (i.e. either reador
written). This allows us to usethe timelinesspropertyto
ensurethat readersget recenttimestampsandthe sound-
nesspropertyto ensurethat readsget datathat hasbeen
written.

4.2. Proving correctnesswith transquorums

Transquorumpropertiesareall that is neededto prove
that the protocolslisted in Figure3 correctlyprovide the

consistency semanticsthatthey advertise. We presentthe
completesetof proofsin anextendedtechnicalreport[15].
Spaceconsiderationslimit usto considerin thispaperonly
the �rst threeprotocolsin the �gure. All threeprotocols
have the sameclient code,shown on the left in Figure2
andall threeguaranteeatomicsemantics.Theserver code
is alsoidentical:serverssimply storethe highesttimese-
tampeddatathey seeandsendbackto theclient thedata
or its timestamp(in reply to READ or GET TS requests,
respectively). The protocolsdiffer in the sizeof the quo-
rums they useand in the degreeof fault tolerancethey
provide:U-disseminationprotocols[16] (avariantfor fair
channelsof thedisseminationprotocolpresentedin [13])
cantolerateb Byzantinefaulty servers,crashcantolerate
f fail-stop faulty servers,andhybrid-d can tolerateboth
b Byzantinefailuresand f fail-stop failures(f + b fail-
uresin total). To simplify our discussion,sincethe three
client protocolsareidenticalwe will only discussthe U-
disseminationprotocolhere;all we sayalsoappliesto the
crashand hybrid-d protocols,except that the crashpro-
tocol doesnot useany signatures.Anothersimpli�cation
is that we show the transformationon the non-optimized
versionof theU-disseminationprotocol.Thetechnicalre-
port [15] shows how to shortenreadsto a singlemessage
round-tripin thecommoncaseby skippingthewrite-back
whenit is notnecessary.

4.2.1. Disseminationprotocolswith transquorums To
illustratethatwe only rely on the transquorumproperties
andnot on thespeci�c implementationof Q-RPC,we re-
placeall Q-RPCcalls in the protocol (Figure2) with an
“abstract” function TRANS-Q that we postulatehasthe
transquorumproperties.TRANS-Q takes the sameargu-
mentsandreturnsthesamevaluesasQ-RPC.

TheU-disseminationprotocolon the right of Figure2
usesTRANS-Q as its low-level quorumcommunication
primitive. We have annotatedeachcall to indicatewhich
setit belongsto (R; W, or T ).

We usethe notationhai b to show that a is signedby
b. Note that datais signedbeforebeingwritten, andver-
i�ed before being read.The function � (Q) returnsthe



Operationsof this form areassignedthisorder andthisset
r = TRANS-Q(\ READ ") o(r ) = � (r ret) R
w = TRANS-Q(\ W RI TE" ; ts; wr iter id; D ) o(w) = (warg:ts; warg:wr iter id; warg:D ) W
t = TRANS-Q(\ GET TS") o(t) = (max(tret) + 1; ? ; ? )5 T

Figure3: Theo mapping

largestvalue in the set Q that hasa valid signatureus-
ing lexicographicalordering:sinceour valuesaretriplets
(ts; wr iter id; D ), � selectsthe largestvalid timestamp,
usingwriter id andthenD to breakties.

We assigneachTRANS-Qquorumoperationto oneof
thesets(R; W or T ) andde�ne theorderingo(x) for each
quorumoperationx. Our assignmentis shown in the ta-
ble below. The assignmentis fairly intuitive: operations
that changetheserver statehave beenassignedto theW
setandtheorderingfunctionconsistseitherof whatis be-
ing written,or of whatthecallerextractsfrom thesetof re-
sponsesto its query. Moreprecisely, to de�ne o(x) weob-
serve thatany quorumoperationx hastwo parts:theargu-
mentspassedto x andthevaluethatx returns.Weusethe
notationxarg to referto theargumentsthatwerepassedto
thex operation,andxret to indicatethevaluereturnedby
x (thatvalueis alwaysaset).

We want to show that the U-disseminationprotocol
with TRANS-Q operationsoffers atomic semantics.In-
formally, atomicsemanticsrequiresall readersto seethe
sameorderingof thewrites,andfurthermorethat this or-
der be consistentwith the order in which writes were
made.Notethatatomicsemanticsis concernedwith user-
level(or, simply, user) readsandwrites,notto beconfused
with thequorum-level operations(or, simply, quorumop-
erations) suchasQ-RPCandTRANS-Q.We uselower-
caselettersto denotequorum-level operations,andcapital
lettersto denoteuser-level operations(e.g.R or W ). Sim-
ilarly, we usethe mappingo to denotethe orderingcon-
straintthatthetransquorumpropertiesimposeon quorum
operations,andthemappingO to denotetheorderingcon-
straintsimposedby thede�nition of atomicsemanticson
userreadandwrite operations.

Atomic semanticscanbede�ned preciselyasfollows.

De�nition 1. Every user read R returnsthe value that
waswritten by the last userwrite W precedingR in the
ordering “ < ”. “ < ” is a total order on userwrites, and
W ! X =) W < X andX ! W =) X < W for any
userwrite W anduserreador userwrite X .

WeuseO, whichmapseveryuserreadandwrite opera-
tion to anelementof someorderedsetM 0, to de�ne com-
pletelytheorderingrelation“< ”: X < X 0 ( ) O(X ) <
O(X 0).

5 We do not explicitly requirethis valueto be larger thanany times-
tamppreviously sentby this client becausewe do not allow clients

We arenow readyto prove our �rst theorem,showing
thatwe canreplaceQ-RPCwith any operationthatsatis-
�es thetransquorumpropertieswithoutcompromisingthe
semanticsof the U-disseminationprotocol.The proof is
structuredaroundthe following threelemmas,which are
provedin our technicalreport[15]:

Lemma 1. Our orderingrelation“ < ” is a total order on
userwrites; further, W ! X =) W < X and X !
W =) X < W for anyuserwrite W anduserreador
userwrite X .

Lemma2. All userreadsR returnthevaluethatwaswrit-
tenby the last userwrite W precedingR in the “ < ” or-
dering.

Combiningthetwo lemmasprovesour �rst theorem:

Theorem 1. The U-dissemination protocol provides
atomicsemanticsif (i) theTRANS-Qoperationshavethe
transquorumspropertiesfor thefunctiono de�nedin Fig-
ure3, and(ii) for all r 2 R : o(r ) 6= ? .

5. Dynamic quorums

The transquorumpropertiesallows us to reasonabout
quorumprotocolswithout being forced to usequorums
that physically intersect.In this section,we leveragethis
resultto build DQ-RPC,aquorum-level operationthatsat-
is�es the transquorumpropertiesbut alsoallows both the
setof serversandtheresiliencethresholdto beadjusted.

We must�rst introducesomeway to describehow our
systemevolvesover time,asN andf change.

5.1. Intr oducingviews

We use the well-establishedterm view to denotethe
set N that de�nes the quorum systemat eachpoint in
time.Eachview is characterizedby a setof attributes,the
most importantof which are the view numbert, the set
of serversN (t) andtheresiliencethresholdf (t). In gen-
eral, view attributesincludeenoughinformationto com-
putethequorumsizeq(t). The responsibilityto steerthe
systemfrom view to view is left with an administrator,
who canbegin a view changeby invoking thenewView
command.

to issuemultipleconcurrentwrites.



Whenthe administratorcalls newView, the view in-
formationstoredat the servers is updated.We saythat a
view t startswhena server receivesa view changemes-
sagefor view t (for examplebecausethe administrator
callednewView(t; : : :)). A view t endswhena quorum
q(t) of servershave processeda messageindicatingthat
somelaterview u is starting.After startingandbeforeend-
ing, theview is active. A view maystartbeforetheprevi-
ousview ended,i.e. theremayexist multiple active views
at the sametime; our protocol makes surethat the pro-
tocol semantics(e.g.atomic) is maintaineddespiteview
changes,even if client operationshappenconcurrentlyto
them.

The newView function has the property that after
newView(t) returns,all views older than t have ended
andview t hasstarted.At this point theadministratorcan
safelyturnoff servermachinesthatarenot in view t.

Obviously, wemustrestrictwhocancall thenewView
command.In our system,this is solely the privilege of
theadministrator. If theadministratoris maliciousthenwe
cannotprovide any guarantee(for example,it could start
a view containingno server to deny serviceto all clients).
However, thesystemcantoleratecrashfailuresof thead-
ministrator. This problemremainseven if theadministra-
toralgorithmis runin aByzantinefaulttolerantmanner, as
longasthatprogramtakesits inputsfromaperson:thema-
chinethroughwhich theseinputsaretransmittedmustnot
have beentamperedwith. Sincethe determinationof fu-
ture valuesof f andthe decisionof addingcomputersto
thesystem(possiblypurchasingnew onesasnecessary)is
bestdoneby aperson,weconsiderasinglecrash-onlyad-
ministratormachinefor theremainderof thispaper.

Sinceoursystemusesviews to discretizetime,sodoes
our de�nition of faults.We saythata server is correct in
someview t if it follows theprotocolfrom thebeginning
of time until view t ends.Otherwise,it is faulty in view
t. Note that a server may be correctin someview t and
faulty in a laterview u. However, faultyserverswill never
beconsideredcorrectagain. If someserver recoversfrom
a failure (for exampleby reinstallingthe operatingsys-
tem after a disk corruption),it takeson a new namebe-
fore joining the system.The notion of resiliencethresh-
old is alsoparameterizedusingview numbers.For exam-
ple,astaticU-disseminationprotocolrequiresaminimum
of n � 3f + 1 servers: this requirementnow becomes
jN (t)j � 3f (t) + 1 for eachview t. Our systemassumes
thatbetweenthestartandtheendof view t, at mostf (t)
of the servers in N (t) are faulty. Sinceviews can over-
lap this meansthatsometimesa conjunctionof suchcon-
ditionsmustholdat thesametime.

5.2. A simpli�ed DQ-RPC

We begin with a simpli�ed version of DQ-RPC
that, while suffering from serious limitations, al-

lows us to presentmoreeasilyseveralof thekey features
of DQ-RPC—thefull implementationof DQ-RPCis pre-
sentedin Section5.3.

The easiestway to implementDQ-RPCis to ensure
thatdifferentviews never overlap,i.e. thatat any point in
time thereexistsat mostoneactive view. Sincewe know
that theprotocolsin Figure3 arecorrectfor a staticquo-
rum system,we cansimply make sureto evolve the sys-
temthrough,asit were,a sequenceof staticquorumsys-
tems.Wecandosoasfollows.

� Repliesfrom serversaretaggedwith aview number
� Onceaclientaccumulatesq(t) responsestaggedwith

view t, theDQ-RPCreturnstheseresponses.

Oursimpli�ed DQ-RPChastwo outputs:aview t (that
wecall DQ-RPC'scurrentview) andaquorumof q(t) re-
sponses.If weassumethatclientshavesomeexternal,in-
fallible way to know which serversarein an active view
thentheabovesimpleschemeis suf�cient: DQ-RPCsends
its messagesto serversin anactiveview andit makessure
thatit only picksactive viewsasits currentview6.

Showing how DQ-RPCcandeterminewhichviewsare
active is thesubjectof therestof this section.

5.2.1. View changesTo determinewhetheraview is ac-
tive, it is importantto specifyhow thesystemstarts(and
ends)views.

To initiateaview change,theadministrator'scomputer
�rst tells a quorumof machineson theold view that their
view hasended.Thesemachinesimmediatelystopaccept-
ing client requests.Clientscanthusno longerreadfrom
the old view sincethey will not be ableto gathera quo-
rumof responses.Theadministratorthenperformsauser-
level readon the machinesfrom the old view to obtain
somevaluev. Finally, the administratortells all the ma-
chinesin thenew view that thenew view is starting,and
provides themwith the initial valuev. At this point, the
machinesin thenew view startacceptingclient requests.

Naturally, it is notalwayspossiblefor theadministrator
to makesureit hascontactedall thenew machines:if some
server is faulty thenit could choosenot to acknowledge,
causingthe administratorto block forever. In our simpli-
�ed DQ-RPCwe remove this problemby simply assum-
ing that theadministratorhassomeway to contactall the
servers.We will seein Section5.3 how the full DQ-RPC
ensuresthatall view changesterminate.

A delicatepoint to considerwhenperforminga view
changeis that, after view t ends,so doesthe constraint
thatat mostf (t) of themachinesin view t canbefaulty.
For example,if theview waschangedto removesomede-
commissionedservers,it is naturalto expect that the se-
manticsof the systemfrom thenon doesnot dependon
thebehavior of thedecommissionedservers.

6 It is necessaryto pick an active view: after someDQ-RPCwrites
datato the latestview, readsto a view thathasendedwould return
old datasincedifferentviewsmayhavenoserversin common.



And yet, the decommissionedmachinesknow some-
thingaboutthepreviousstateof thesystem.If they all be-
camefaulty(asit mayhappen,sincethey arenolongerun-
der the administrator's watchful eye) they would be able
to respondto queriesfrom clientsthatarenotyetawareof
thenew serversandfool theminto acceptingstaledata,vi-
olatingatomicsemantics.To preventthesystemfrom de-
pendingon servers that have beendecommissioned,the
view changeprotocolmustensurethatno client canread
or write to a view after that view hasended.Our forget-
ting protocolenforcesthisproperty.

SafeView Certi�cation through“Forgetting” Thesimpli-
�ed DQ-RPCrequirestheclient to receiveaquorumof re-
sponseswith view t's tag beforeit returnsthat valueand
considersview t current.If the servers are correct,then
this ensuresthat no DQ-RPCchoosest ascurrentafter t
ends(recall thatviews endoncea quorumof their servers
have left theview).

Theforgettingprotocolensuresthatthispropertyholds
despiteByzantinefailure of the servers.Clientstag their
querieswith a noncee. Server i tags its responsewith
two piecesof information: 1) server i 's view certi�cate
hi; meta; pubi admin, signedby theadministrator, and2) a
signaturefor thenoncehei priv, proving thatserver i pos-
sessestheprivatekey associatedwith thepublickey in the
view certi�cate. The key pair pub;priv is picked by the
administrator. In the certi�cate, meta containsthe meta
informationfor the view, namelythe view numbert, the
setof serversN andthe resiliencethresholdf . Thequo-
rumsizeq canbecomputedfrom theseparameters.

Whenserversleave view t, they discardthe view cer-
ti�cate andprivatekey thatthey associatedwith thatview.
Thechallengeis to ensurethatevenif they becomefaulty
later, they cannotrecover that private key and thus can-
not vouchfor a view that they left. We now discusshow
ourprotocoladdressesthis issue.

The private key is only transmittedwhen the admin-
istrator informs the server of the new view. Our network
modelallows thechannelto duplicateanddelaythis mes-
sage,whichmaythereforebereceivedaftertheserverhas
left theview. To prevent thedecommissionedserver from
recoveringtheprivatekey weencryptthemessageusinga
secretkey thatchangesfor everyview.

Theadministrator's view changemessagefor view t to
server i containsthefollowing:

(NEW VIEW; t; oldN;
encrypt

(

(hi; meta; pubi admin; pr iv ); kt
i

))

We usethe notationencrypt(x; k) for the result of en-
crypting datax using the secretkey k. The view key kt

i

is sharedby the administratorandserver i for view t. It
is computedfrom the previous view's key using a one-
way hashfunction:kt

i := h(kt� 1

i ). Theadministratorand
server i aregivenk0

i atsysteminitialization.

Whencorrectserversleave a view t, they discardview
t'scerti�cate,privatekey priv andview key kt

i . As aresult
they will beunableto vouchfor view t latereven if they
becomefaultyandgatherinformationfrom duplicatednet-
work messages.Thisensuresthatclient following thesim-
pli�ed DQ-RPCprotocolwill notpick view t asits current
view aftert ends.

5.2.2. Finding the curr ent view In theprevioussection
we have seenhow clientscanidentify old views.We now
needto make surethat theclientswill beableto �nd the
currentview, too.

If thesetof serversthat theclient contactsto perform
its DQ-RPCintersectswith thecurrentview in onecorrect
server i , thentheclient will receive up to dateview infor-
mationfrom i andwill beableto �nd thecurrentview.

If that is not thecase,thentheclient canconsultwell-
known sitesto which the administratorpublishesthe list
of theserversin thecurrentview. Ourcerti�ed tagsensure
safety:evenif theinformationtheclientretrievesfrom one
of thesesitesis obsolete,theclient will never pick ascur-
rent a view that hasended.Thereforeit suf�ces that the
client eventually learnof an active view from oneof the
well-known sites.

In thecaseof a localnetwork, clientscouldalsobroad-
casta queryto �nd theserverscurrentlyin N . This solu-
tion hastheadvantageof simplicity but it only worksif all
serversarein thesamesubnet.

5.2.3. Summary Clients only acceptresponsesif they
all have valid tagsfor the sameview. Until they accepta
response,clientskeepre-sendingtheir request(for reador
write) to theservers.Clientsusetheinformationin thetags
to locatethe most recentservers,andperiodicallycheck
well-known serversif theserversdonot respondor donot
havevalid tags.Tagsarevalid if theirview certi�catehasa
valid signaturefrom theadministratorandthetagincludes
a signatureof the client-suppliednoncethat matchesthe
publickey in thecerti�cate.

ReplacingQ-RPCwith this simpli�ed DQ-RPCin a
disseminationquorumprotocol from Figure 3 resultsin
a dynamicprotocolthatmaintainsall thepropertieslisted
in the�gure.

However, simpli�ed DQ-RPChastwo signi�cant lim-
itations. First, it requiresthe administrator's newView
commandto wait for areplyfrom all theserversin thenew
view, which maynever happenif someserversin thenew
view are faulty. Second,it doesnot let DQ-RPCs(and,
implicitly, user-level readandwrite operationsissuedby
clients)completeduringaview change:insteadtheopera-
tionsaredelayeduntil theview changehascompleted.We
addressbothlimitationsin thenext section.

5.3. The full DQ-RPCfor disseminationquorums

The full DQ-RPCfor disseminationquorumsfollows
thesamepatternasits simpli�ed version:it sendsthemes-



DQ-RPC(msg)

1. Sendersdr := new Sender(msg)
2. static ViewTracker g vt := new ViewTracker
3. repeat
4. sender.sendTo(g vt.get().N)
5. (Q; t) := g vt.consistentQuorum(sdr.getReplies())
6. if runningfor too long then g vt.consult()
7. until Q 6= ;

// t is thecurrentview associatedwith thisoperation
8. returnQ // senderstopssendingat thispoint

Figure4: DynamicquorumRPC

sagerepeatedlyuntil it getsa consistentset of answers,
andpicksa currentview in additionto returningthequo-
rum of responses.DQ-RPCusesthe techniquedescribed
in theprevioussectionto determinewhomto sendto, but
it candecideonaresponsesoonerthanthesimpli�ed DQ-
RPCbecauseit canidentify consistentanswerswithoutre-
quiring all theresponsesto betaggedwith thesameview.
Thefull DQ-RPCalsorunsadifferentview changeproto-
col thatterminatesdespitefaultyservers.

We split the implementationof DQ-RPC into three
parts.The main DQ-RPCbody (Figure 4) takes a mes-
sageandsendsit repeatedlyto theserversbelievedto con-
stitutethecurrentview. Theclient's currentview changes
with theresponsesthatit gets;if noresponsesarereceived
for awhile thenDQ-RPCconsultswell-known sourcesfor
a list of possibleservers (line 6). The repetitive sending
is handledby theSenderobject,andthedeterminationof
thecurrentview is doneby theViewTracker object(Fig-
ure6). Theclient exits whenit receivesa quorumof con-
sistentanswers.In the simpli�ed protocol,answerswere
consistentif they all hadthesametag. In this sectionwe
developamoreef�cient notionof consistentresponses.

TheSenderis givena messageanda destinationandit
repeatedlysendsthemessageto thedestination.Thedesti-
nationcanbechangedusingthesendTo methodandthe
repliesareaccessedthroughgetReplies (Thecodefor
theSenderobjectcanbefoundin [15]).

The ViewTracker acts like a �lter: Sendermust go
through it to readmessages.The ViewTracker looks at
the messagesand keepstrack of the most recentview
certi�cate it sees.As we saw in the forgetting protocol,
messagesaretaggedwith a signedview certi�cate anda
signednonce.Messagesthat do not have a correctsig-
naturefor the nonceare not consideredas vouchingfor
theview (line 3 of ViewTracker.consistentQuorum).
However, even if the noncesignatureis invalid, View-
Tracker will use valid view certi�cates to learn which
serversarepart of the latestview (line 5). The most re-
cent view certi�cate can be accessedthrough the get
method.The ViewTracker can also get new candidates
from well-known servers with the consult method.
Finally, the ViewTracker has the responsibility of de-

ciding when a set of answersis consistent,throughthe
consistentQuorum method.

5.3.1. Intr oducing generations Our dynamicprotocols
only requiretheminimal numberof servers[16] to toler-
atef faults:3f + 1. Thepricefor thisminimal replication
is thatevery time new serversareadded,thedatamustbe
copiedto them.

Whenmoremachinesareavailable,it is possibleto use
theadditionalreplicasto speedupview changes.Weoffer
this capability throughthe new spreadparameter. When
the spreadparameterm is non-zero,quorumoperations
involve more servers than strictly necessary. This mar-
gin allows the quorumsto still intersectwhena few new
serversareadded,allowing theseview changesto proceed
quickly. As a result,therearenow two differentkinds of
view changes:onein which datamustbecopiedandone
in which no copy is necessary. In thesecondcasewe say
thattheold andnew viewsbelongto thesamegeneration.
Eachview is taggedwith agenerationnumberg thatis in-
crementedateachgenerationchange.

Thesetwo parameters,m andg, arestoredin theview
meta-dataalongsidewith N , f andt.

The additionalservers do not necessarilyneedto be
usedto speedup view changes.Using a smallerm with
agivenn makesthequorumssmallerandreducestheload
on thesystem.Theparameterm thereforeallows thead-
ministratorto trade-off low loadandquickview changes.

Intra-Generation: When QuorumsStill Intersect When
clientswrite usingthe DQ-RPCoperation,their message
is received by a quorumof responsive servers.The size
of the quorumdependson the parametersof the current
view t (recall that t is also determinedin the courseof
a DQ-RPC).The quorumsizedependson the failure as-
sumptionsmadeby the protocol.For a U-dissemination
Byzantineprotocolthattoleratesb faultyservers,thequo-
rumsizeis q(n; b;m) = d(n + b+ 1)=2 + m=4e.

In theabsenceof view changes,our quorumsintersect
in b+ 1+ m=2 servers.If m new (blank)serversareadded
to thesystem,thenourquorumsintersectin b+ 1 servers,
which is still suf�cient for correctness:oneof theservers
is correctandthereaderwill recognizethesignatureonthe
correctdata.Thus,upto m serverscanbeaddedto thesys-
tembeforedatamustbecopiedto any of thenew servers.

Similarly, if m of theserversthatwerepartof a write
quorumareremoved, new quorumswill still intersectin
b+ 1 serversandthesystemwill behavecorrectly. Finally,
if b is increasedor reducedby up to m (causingthequo-
rums to grow or shrink accordingly),new quorumswill
still intersecttheold onesin b+ 1 servers.

More generally, if after a write a serversareadded,d
serversareremoved,b is modi�ed by c, andm is reduced
tommin thenthequorumswill still intersectsuf�ciently as
longasa + d + c � mmin. If a view changewouldbreak
this inequality thenthe valuemustbe copiedto someof



thenew serversbeforetheview changecompletes:wesay
thattheold andnew views arein differentgenerations.

limbo

joining ready

newView
we are not part of

newView we
are part of

newView
we are part of

finished reading
from previous view

or new view is
in same generation

powered off

Figure5: Server transitionsfor thedisseminationprotocol

5.3.2. View changes:closing the generation gap The
copying of dataacrossgenerationsis doneaspart of the
view changeprotocol. Unlike the view changeprotocol
that is associatedwith simpli�ed DQ-RPC,the full view
changeprotocolterminates.

View changesare initiated by the administratorwhen
somemachinesneedto be added,removed or moved,or
whentheresiliencef or thespreadm have to bechanged.
ThenewView method�rst determineswhetherthe new
view will be in the samegenerationasthe previous one,
using the relation in Section5.3.1. It thencomputesthe
key pairsandcerti�catesfor thenew view. Finally thead-
ministratorencodesthe certi�catesusingthe appropriate
sharedkey andsendsthemto all serversin t, re-sending
whenappropriateandwaiting for aquorumof responses.

Serversswitchstatesaccordingto thediagramin Fig-
ure 5. Whenthey receive a new view messagefor a new
generation(andthey arepart of that generation),servers
piggybackthatmessageon top of a readthey performon
a quorumfrom theold view. They thenupdatetheir value
with whatthey read(if it is newer thanthevaluethey cur-
rently store)andupdatetheir view certi�cate. If they are
partof thenew view but thereis nogenerationchangethen
the servers just updatetheir view informationasper the
forgettingprotocol. If they arenot part of the new view
thenthe serversupdatetheir certi�cates too. In that case
they will not beableto vouchfor thenew view sincethey
have no valid view certi�cate for it, but they will still be
ableto directclientsto thecurrentservers.

Serversarein thelimbo stateinitially andafterleaving
theview. They arein thejoining statewhile they copy in-
formationfrom the older view, andthey arein the ready
stateotherwise.Serversprocessclient requestsin all three
states.Serversin the joining stateusetheview certi�cate
for theold view (if they have it) until they areready.

The administrator's newView waits for a quorumof
new serversto acknowledgethe view changeandthenit
poststhe new view to the well-known locationsand re-
turns.At this point, theadministratorknows that thedata

storedin the machinesthat wereremoved from the view
are not neededanymore and thereforethe old machines
canbepoweredoff safely.

Theremaystill besomemachinesin thejoiningstageat
thispoint.Thesemachinesdonotpreventoperationsfrom
completingbecauseDQ-RPCoperationsonly needf + 1
servers in the new generationto complete,and any dis-
seminationquorumcontainsat leastf + 1 correctservers.

WhennewView returns,the old view hasendedand
the new view hasstartedand matured, meaningthat at
leastonecorrectserveris doneprocessingtheview change
messagefor it. Thismeansthatreadsandwritesto thenew
view will succeedandreadsandwritesto theold view will
beredirectedto thenew view (eitherby theold serversor
afterconsultationof thewell-known locations).

Theprotocolaspresentedhererequirestheadministra-
tor to be correct.If the administratorcrashesafter send-
ing the new view messageto a single faulty new server,
the new server can causethe servers in the old view to
join thelimbo statewithout informingthenew serversthat
they aresupposedto startserving.In theextendedtechni-
cal report[15] we show a variantthattoleratescrashesin
thesensethat if theadministratormachinecrashesat any
pointduringtheview changeandnever recoversthenread
andwrite operationswill still succeedeventhoughit is not
possibleto changeviewsanymore.

5.3.3. DQ-RPC satis�es transquorums for dissemina-
tion quorums Wenow prove our �nal theorem:

Theorem 2. U-dissemination,crashand hybrid-d based
onDQ-RPCprovideatomicsemantics.

Theproof is presentedin our technicalreport[15]. The
mainlemmasusedin theproofarelistedbelow.

Lemma 3. Theview t chosenby a DQ-RPCoperation is
concurrentwith theDQ-RPCoperation.

Lemma 4. TheDQ-RPCprotocolin Figure4 providesthe
transquorumpropertiesfor theorderingfunctiono of Fig-
ure3.

Lemma 5. WhenusingDQ-RPCfor theU-dissemination,
crashor hybrid-dprotocol,noR operation returns? .

6. Conclusions

We presenta methodologythat easilytransformssev-
eral existing Byzantineprotocolsfor static quorumsys-
tems[9, 13, 14, 17, 18] into correspondingprotocolsthat
operatecorrectlywhentheadministratoris allowedto add
or remove servers from the quorum system,as well as
to changeits resiliencethreshold.Performingthe trans-
formationdoesnot requireextensive changesto the pro-
tocols: all that is requiredis to replacecalls to the Q-
RPCprimitive usedin staticprotocolswith calls to DQ-
RPC,a new primitive that in the staticcasebehaveslike
Q-RPC but can handleoperationsacrossquorumsthat



(meta) ViewTracker.get()
// returnsthelatestview meta-data
1. returnm maxM eta

ViewTracker.consult
// askwell-knownservers for thelatestmeta-data
1. Chooseaserverj atrandomfromthelist of well-

known view publishers
2. Send(CONSULT; m maxM eta) to j

(sender; r eply; meta) ViewTracker.receive(nonce)
// usedby theSenderobjectwhengatheringreplies
1. if thereis nomessagewaiting, then returnfalse
2. receive (msg; meta) from sender
3. if not validCerti�cate(meta) then returnfalse
4. if meta:t > m maxM eta:t then
5. m maxM eta := meta
6. if msg == CONSULT-ACK then goto1
7. return(sender; msg; meta)

(messages; view) ViewTracker.consistentQuorum(messageTr ipl es)
// returnsa consistentquorumof messages(if any)andthecurrentview

1. msgI nQuor un := f m 2 messageTr ipl es : m:sender 2 m maxM eta:N g
2. if jmsgI nQuor unj < q(jm maxM eta:N j; m maxM eta:f ; m maxM eta:m) then return(; ; ? )

// fail if there is noconsistentquorumof messages
3. validM essages := f m 2 msgI nQuor un : validTag(m)g
4. r ecentMessages := f m 2 validM essages : m:meta:g == m maxM eta:gg
5. if jr ecentMessagesj < m maxM eta:f + 1 then return(; ; ? ) // fail if theview is notmature
6. return(msgI nQuor un; m maxM eta)

ViewTracker.consult // consultswell-knownservers for thelatestmeta-data
1. Chooseaserver j at randomfrom thelist of well-known view publishers
2. Send(CONSULT; m maxM eta) to j

Figure6: De�nition of theViewTracker object

maynot intersectwhile still guaranteeingconsistency. Our
methodologyis basedonanovel approachfor proving the
correctnessof Byzantinequorumprotocols:throughour
transquorumproperties,we specify the characteristicsof
quorum-level primitives(suchasQ-RPC)thatarecrucial
to thecorrectnessof Byzantinequorumprotocolsandpro-
ceedtoshow thatit ispossibletodesignprimitives,suchas
DQ-RPC,thatimplementthesepropertiesevenwhenquo-
rumsdon't intersect.We hopethatdesignersof new quo-
rumprotocolswill beableto leveragethis insightto easily
make their own protocolsdynamic.
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