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Abstract

We present a framavork for transforming sev-
eral quorum-basegrotocolssothatthey candynamically
adapt their failure threshold and server count, allow-
ing themto be recon gured in anticipation of possible
failures or to replace serves as desied. We demon-
strate this transformationon the disseminationquo-
rum protocol. Theresultingsystenmprovidescon rmable
wait-free atomic semantics while tolerating Byzan-
tine failures from the clients or serves. The systemcan
grow without boundto tolerate as manyfailures as de-
sired. Finally, the protocol is optimal and fast: only the
minimalnumberof serves —3f + 1—is neededo toler-
ateanyf failuresand,in thecommorcase readsrequire
only onemessge round-trip.

1. Intr oduction

Quorumsystemg[5] are a valuabletool for building
highly available distributed dataservices. Thesesystems
storea sharedvariableat a setof senersandperformread
and write operationsat somesubsetof theseseners (a
quorun). To accesghe sharedvariable, protocolsde ne
someintersectionpropertyfor the quorumswhich, com-
binedwith theprotocoldescriptiorthemseles,ensurghat
readandwrite operation®bey preciseconsisteng seman-
tics. In particular a sharedregister can provide, in or-
derof increasingstrength safe regular, or atomicseman-
tics[11].

Malkhi and Reiter [13] have pioneeredthe study of
ByzantinequorumsystemgBQSs),in which senersmay
fail arbitrarily. Their maskingquorum systemsguaran-
tee dataintegrity and availability despitecompromised
seners;they alsointroducedisseminatiomuorumsystems
that can be usedby servicesthat supportself-verifying
data i.e., datathat cannotbe undetectablyalteredby a
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faulty sener, suchasdatathat have beendigitally signed
or associateavith messagauthenticatiocodegMACS).

TraditionalBQS protocolssettwo parameters-N, the
setof senersin the quorumsystemandf , theresilience
thresholddenotingthe maximumnumberof senersthat
canbefaulty*—andtreatthemasconstantshroughouthe
life of the system.Therigidity of thesestaticprotocolsis
clearlyundesirable.

Fixing f forcesthe administratorto selecta consera-
tive valuefor theresiliencethresholdpnethatcantolerate
theworstcase-&ilure scenarioUsually, this scenariowill
berelatively rare;however, sincethevalueof f determines
the sizeof the quorums,in the commoncasequorumop-
erationsareforcedto accessinnecessariljarge setswith
ohvious negative effectson performance.

Fixing N not only preventsthe systemadministrator
from retiring faulty or obsoleteseners and substituting
themwith corrector new onesput alsogreatlyreduceshe
adwantage®f ary techniquadesignedo changd dynam-
ically. For a given Byzantinequorumprotocol, N must
be chosento accommodat¢he maximumvaluef ,,,,, of
theresiliencethresholdjndependenof thevalueof f that
the systemusesat a given point in time. Hence,in the
commoncasethe degreeof replicationrequiredto toler
atef ,,,... failuresis wasted.

Alvisi et al. [2] take a rst steptowards addressing
these limitations. They proposea protocol that, for a
x edN, candynamicallyraiseor lower f within arange
[frnin::fmaz] @t run time without relying on ary con-
curreng control mechanism(e.g., no locking). Improv-
ing onthisresult,Kongetal. [10] proposea protocolthat
candynamicallyadjustf and,oncefaulty senersarede-
tected,can ignore them to obtain quorumsthat exhibit
betterloac?, effectively shrinkingN . The protocol how-
ever doesnot allow to addnew senersto N . While other
quorum-basedystemsuchasRambo[12], Ramball [8],
and GeoQuorumg6] canadjustdynamicallybothf and

1 Paperssuchas[13] considergeneralizedault structurespffering a
moregeneralway of characterizindault tolerancethana threshold.
However, suchstructuregemainstatic.

2 Givenaquorumsystems, theload of S is theaccesgprobability of
thebusiestguorumin S, minimizedover all stratgies.
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N, they cannottolerateByzantinefailures.

In this paperwe proposea methodologyfor transform-
ing staticByzantinequorumprotocolsinto dynamicones
wherebothN andf canchangegrowing andshrinking
asappropriaté duringthelife of thesystemWe have suc-
cessfully applied our methodologyto several Byzantine
guorumprotocoldq9, 13, 14, 17, 18]. Thecommoncharac-
teristic of theseprotocolsis thatthey arebasedon the Q-
RPCprimitive [13]. A Q-RPCcontactsa responsie quo-
rum of senersandcollectstheiranswersmakingit a nat-
ural building block for implementingquorum-basedead
andwrite operationsOur methodologyis simpleandnon-
intrusive: all thatit requireso make a protocoldynamicis
to substituteeachcall to Q-RPCwith acall to anew primi-
tive, calledDQ-RPCfor dynamicQ-RPC.DQ-RPCmain-
tainsthe propertiesof Q-RPCthatarecritical for the cor-
rectnes®f ByzantinequorumprotocolsgvenwhenN and
f canchange.

De ning DQ-RPCto minimizechangeso existing pro-
tocols is challenging. The main dif culty comesfrom
proving that readand write operationgperformedon the
dynamicversionof a protocolmaintainthe sameconsis-
teng/ semanticof the operationgperformedon the static
version of the sameprotocol. In the static case,these
proofsrely ontheintersectiorpropertiesof theresponsie
guorumscontactedy Q-RPCswhile performingtheread
and write operationsUnfortunately theseproofs do not
carryeasilyto DQ-RPC.WhenN changesit is nolonger
possibleto guaranteguorumintersectiongivenary two
distincttimest,; andt,, the setof machinesn N att;
andt, maybe completelydisjoint. We addresghis prob-
lem by taking a freshlook at what makes Q-RPC-based
staticprotocolswork.

Traditionally the correctnes®f theseprotocolsrelies
on propertieof thequorumghemseles,suchasintersec-
tion. Instead,we focus our attentionon the propertiesof
thedatathatis retrieved by quorumoperationsuchasQ-
RPC.In particular weidentify two suchpropertiessound-
nessandtimeliness Informally, soundnesstatesthat the
datathat clients gatherfrom the seners was previously
written; timelinessrequiresthis datato be asrecentas
the lastwritten value. We call thesepropertiestransquo-
rum propertiespbecausehey do not explicitly dependon
guorumintersection We prove that transquorunproper
ties aresufcient to guaranteghe consisteng semantics
provided by eachof the protocolsthatwe consider Now,
all thatis neededo completeour transitionfrom staticto
dynamicprotocolsis to shov aninstanceof a quorumop-
erationthatsatis esthetransquorunpropertiesvenwhen
f andN areallowedto changewe concludethe paperby
shaving thatDQ-RPCis suchanoperation.

3 Wefocusonthemechanismsecessarfor supportingdynamicquo-
rums.A discussiorof the policiesusedto determinewhento adjust
N and f is outsidethe scopeof this paper Someexamplesof such
policiesaregivenin [3, 10].

Unfortunately spacdimitation force usto state rather
thanprove, thetheoremsandlemmasghatwe claimin this
paper The proofsarepresentedn atechnicalreport[15].

Therestof the paperis organizedasfollows. We cover
relatedwork andsystemmodel,respectiely, in Section2
and Section3. We specify the transquorunpropertiesin
Sectiord andshaw in Section5 thatour DQ-RPCsatis es
thetransquorunpropertieseforeconcluding.

2. Relatedwork

Alvisi etal. [2] arethe rst to proposea dynamicBQS
protocol. They let quorumsgrow and shrink depending
onthevalueof f , whichis allowedto rangedynamically
within anintenal [f ,,.;n; 2255 f maz]. This e xibility, how-
ever, comesat a cost: becauseheir protocoldoesnot al-
low to changeN , it require2(f ;.0 finin) Moreseners
thanan equialentstatic protocolto toleratea maximum
of f 4. failures.

TheAgile store[10] modi es theabove protocolby in-
troducinga special,fault-freenodethat monitorsthe set
of senersin the quorumsystem.The monitortriesto de-
terminewhich arefaulty andto inform the clients,sothat
they can nd aresponsie quorumsmore quickly. In the
Agile storesenerscanberemovedfrom N, but notadded.
Therefore,if the monitor mistalenly identi es a nodeas
faultyandremovesit from N , thesystemsresiliencas re-
ducedThesystentolerated ,,, .. Byzantinefaulty seners
only aslong asthe monitornever makessuchmistales.

The Roselnd project[19] sharesseveral of our goals.
Roselnd ervisionsa dynamicpeerto peersystemwhere
senerscanfail arbitrarily, the setof senerscanbe modi-
ed atrun-time,andclientsusequorumoperationgo read
and write variables.lt is hardto compareour protocols
to Roselnd, becauséhe only Roselnd referencewve have
identi ed [19] doesnot give speci ¢ detailsof the proto-
colsthey intendto useto achieve theirgoals.Nonetheless,
Roselud, by requiringlooselysynchronizealocksandas-
sumingsenerswith acryptographico-processoappears
to malke strongerassumptionghanwe do in this paper
Also, Roselud's handlingof view changesappeardo dif-
fer from oursin at leasttwo ways. First, whenan opera-
tion in Roselnd detectghatthe setof senersis changing,
it simply restarts;second,Roselnd allows N to change
only at pre-setintenvals. In contrastwe allow operations
to continueevenasN is changingandwe allow N (and
f ) to changeatary time.

Severalquorum-basegrotocolsallow to changeN and
f, but only tolerate crashfailures. Ramboand Rambo
Il [8, 12] providethesameinterfaceasourprotocolsread,
write andrecon gure.They guarante@atomicsemanticén
anunreliableasynchronousetwork despitecrashfailures.

4 Partial-atomicsemanticguaranteethatreadseithersatisfyatomic
semanticor abort[18].



[ name | cantolerate(crash,Byz) [ clientfailures | semantics [ senersrequired]
crash (f; 0), without signatures crash atomic 2 +1
U-disseminatio17] | (O;b), usingsignatures crash atomic 3b+ 1
hybrid-d [9] (f; b), usingsignatures crash atomic 2f + 3b+ 1
U-masking[18] (0; b), without signatures correct partial-atomié | 4b+ 1
hybrid-m[9] (f; b), without signatures correct partial-atomi€¢ | 2f + 4b+ 1
PhalanX14] (0; b), without clientsignatures| Byzantine partial-atomié | 4b+ 1
hybrid Phalanx (f ; b), without client signatures| Byzantine partial-atomié | 2f + 4b+ 1

Figurel: List of quorumprotocolsthatcanbe madedynamicusingDQ-RPC

In GeoQuorum$6] theworld is splitinto n focal points
andsenersareassignedo thenearesfgeographicallyjo-
cal point. The systemprovides atomic semanticsaslong
asnomorethanf focal pointshave nosenersassignedo
them.Senerscanjoin andleave; however, neithern norf
canchangewith time.

Abrahamet al. [1] targetlarge systemssuchas peer
to-peerwhereit is importantfor clientsto issuereadsand
writeswithout having to know the setof all seners,andit
isimportantfor senersto join andleave without having to
contactall seners.Theirprobabilisticquorumsmeetthese
goals (for example, clients only needto know O(" n)
seners),provide atomic semanticswith high probability,
andcantoleratecrashfailuresof theseners.

View-orientedgroupcommunicatiorsystemgprovide a
membershiservicewhosetaskis to maintainallist of the
currently active and connectednembersof a group [4].
The outputof the membershigserviceis calleda view. If
we considerthe setof senersin the quorumsystemasa
group,thenin our protocolthe membershigerviceis triv-
ially implementedby an administratorwho is solely re-
sponsiblefor steeringthe systemfrom view to view (see
Section5.1).

An interestingproperty of our protocol is that it al-
lows processesvho are outsidethe quorumsystems—
i.e.theclientsin our protocol—toquerysenerswithin the
guorumsystemto learnthe currentview. Note that our
clientsdo notlearnaboutviews from themembershiger
vice, but ratherindirectly, throughthe seners. Nonethe-
less,our protocolguaranteeshat, despiteByzantinefail-
uresof someof the seners,a correctclient will only ac-
ceptviews createdoy theadministratomndwill never ac-
ceptascurrentaview thatis obsoletgseeSection5.1).

3. Systemmodel

Our systemconsistsof a setN of n seners. Seners
can dynamicallyjoin and leave the system,i.e. both N
andn canchangeduring execution.To prevent Sibyl at-
tacks[7], the identity of every sener is veri ed beforeit
is allowed to join the system.Seners canbe either cor
rect or faulty. A correctsener follows its speci cation;
a faulty sener can arbitrarily deviate from its speci ca-
tion. The setof clientsof the serviceis disjoint from N .

Clientsperformreadandwrite operation®nthevariables
storedin the quorumsystem We assumehattheseoper
ationsreturnonly whenthey complete(i.e. we consider
con rmable operationg 16]).

Our dynamicquorumprotocolsmaintainthe sameas-
sumptionsabout client failures of their static counter
parts. Clients communicatewith seners over point-to-
point, asynchronousair channelsA fair channelguaran-
teesthata messageentanin nite numberof timeswill
reachits destinationan in nite numberof times. We al-
low channeldo drop,reorder andduplicatemessages.

4. A new basisfor determining correctness

The rst stepin our transitionto dynamicquorumpro-
tocolsis to establishthe correctnesof the static proto-
colswe consider(shavn in Figure 3) on a basisthatdoes
notrely onquorumintersectionTo do so,we obsere that
at the heartof all theseprotocolslies the Q-RPC prim-
itive [13]. This primitive takes a messageas argument,
sendghatmessagéo aquorumof responsie seners,and
returnsthe responsdrom eachsener in the quorum.Our
approachto extend quorum protocolsto the casewhere
seners are addedand removed (and thus quorumsmay
notintersectarymore)is to de ne correctnesi termsof
the propertiesof the datareturnedby quorum-baseap-
erationssuchas Q-RPC.In this section,we rst specify
two propertieshat apply to the datareturnedby Q-RPC;
then, we prove that thesepropertiesare sufcient to en-
surecorrectnessin Section5 we will shav thatit is pos-
sible to implementQ-RPC-like operationghat guarantee
thesepropertiesevenwhenquorumsdo notintersect.

4.1. Thetransquorum properties

In theprotocolslistedin Figure3, quorum-basedper
ationssuchas Q-RPCarethe fundamentaprimitiveson
top of which readandwrite operationsare built. Not all
Q-RPCsarecreatedequal howvever. SomeQ-RPCopera-
tions changethe stateof the seners(e.g.whenthe mes-
sagepassedhsan agumentcontainsinformationthatthe
senersshouldstore),othersdo not. SomeQ-RPCsneed
to returnthelatestdataactuallywrittenin the systempth-
ers are contentwith returning datathat is not obsolete,



READ
1. Q :=Q-RPC(“READ")
/I Q is asetof hs; writer _id; datai ,,,iter
2. replyr := (Q) // returnslargestvalid value
3. Q:=Q-RPC(“WRITE"Y)
4, returnr:data
WRITE (D)
1. Q:=Q-RPC(“GETTS")
2. ts:= maxfQ:itsg+ 1
3. m:=hs;writer _id; Diyyiter
4. Q ;= Q-RPC(“WRITE"m)

READ
1. Q :=TRANS-Qk (“READ")
Il Q is a setof its; writer _id; datai ,,,jzer
2. replyr := (Q) // returnslargestvalid value
3. Q :=TRANS-Qu (“WRITE", )
4. returnr:data
WRITE (D)

1. Q :=TRANS-Qr (“GET_TS")
2. ts:= maxfQ:tsg+ 1

3. m:=hs;writer _id; Diypizer
4. Q := TRANS-Qu (“WRITE", m)

Figure2: U-disseminatiomprotocol(fail-stopclients).On theleft: Q-RPC.Ontheright: TRANS-Q.

whetherit was written or not. To capturethis diversity,
weintroducetwo propertiestimelinesandsoundnesiVe
call themtransquorunpropertiesbecauseaswe will see
in Section5, they do not requirequorumintersectionto
hold. Intuitively, timelinesssaysthatary readvalue must
beasrecentasthelastwrittenvalue,while soundnessays
that ary readvalue musthave beenwritten before.Note
thatnotall Q-RPCsneedto be bothtimely andsound.For
example,Q-RPCsusedto gatherthe currenttimestamps
associateavith thevaluestoredby aquorumof senersdo
not needto be sound—allthat is requiredis that the re-
turnedtimestamp®eno smallerthanthetimestamyof the
lastwrite.

We thende ne threesetsW, R, andT of Q-RPC-like
guorumoperationsEachQ-RPC-like operationin a pro-
tocol belongsto zeroor moreof thesesets.

Letw ! r (w “happensbefore”r) indicatethat the
quorumoperationw ended(returned)beforethe quorum
operationr started(in realtime). Further let o be anor-
deringfunctionthatmapseachquorumoperatiorto anel-
ementof an orderedsetM . We de ne the transquorum
propertiesasfollows:

(timeliness) 8w 2 W;8r 2 T;0(r) 6 ? :

w! r=) ow) ofr)
(soundness) 8r 2 R;o(r) 6 ? :

9w 2 W s.t.r 6! w ™ o(w) = o(r)

In this paperwe alwayschooseo sothatwhenapplied
to a Q-RPC-like operationx, it returnsboth a timestamp
andthe datathatis associatedvith x (i.e. eitherreador
written). This allows us to usethe timelinesspropertyto
ensurethat readergyet recenttimestampsandthe sound-
nesspropertyto ensurethat readsget datathat hasbeen
written.

4.2. Proving correctnesswith transquorums

Transquorunpropertiesareall thatis neededo prove
thatthe protocolslistedin Figure 3 correctlyprovide the

consisteng semanticghatthey adwertise. We presenthe
completesetof proofsin anextendedechnicakeport[15].
Spaceconsiderationfimit usto consideiin this paperonly
the rst threeprotocolsin the gure. All threeprotocols
have the sameclient code,shavn on the left in Figure 2
andall threeguarante@tomicsemanticsThe sener code
is alsoidentical: senerssimply storethe highesttimese-
tampeddatathey seeandsendbackto the client the data
or its timestamp(in reply to READ or GET_TS requests,
respectrely). The protocolsdiffer in the size of the quo-
rums they useandin the degree of fault tolerancethey
provide: U-disseminatiorprotocolg[16] (a variantfor fair
channelf the disseminatiorprotocolpresentedn [13])
cantolerateb Byzantinefaulty seners,crashcantolerate
f fail-stopfaulty seners,and hybrid-d cantolerateboth
b Byzantinefailuresandf fail-stopfailures(f + b fail-
uresin total). To simplify our discussionsincethe three
client protocolsareidenticalwe will only discussthe U-
disseminatiomprotocolhere;all we sayalsoappliesto the
crashand hybrid-d protocols,except that the crashpro-
tocol doesnot useary signaturesAnothersimpli cation
is thatwe shav the transformatioron the non-optimized
versionof the U-disseminatiorprotocol. Thetechnicalre-
port[15 shawvs how to shortenreadsto a singlemessage
round-tripin thecommoncaseby skippingthewrite-back
whenit is not necessary

4.2.1. Disseminationprotocolswith transquorums To
illustratethatwe only rely on the transquorunproperties
andnot on the speci ¢ implementatiorof Q-RPC,we re-
placeall Q-RPCcallsin the protocol (Figure 2) with an
“abstract” function TRANS-Q that we postulatehasthe
transquorunproperties. TRANS-Q takes the sameargu-
mentsandreturnsthe samevaluesasQ-RPC.

The U-disseminatiorprotocolon the right of Figure 2
usesTRANS-Q asits low-level quorumcommunication
primitive. We have annotatedeachcall to indicatewhich
setit belongsto (R; W, orT).

We usethe notationhai;, to shav thata is signedby
b. Note thatdatais signedbeforebeingwritten, andver
ied beforebeingread. The function (Q) returnsthe



| Operationf this form | areassignedhis order | andthisset |
r = TRANS-Q\ READ ") o) = (Nyer) R
w = TRANS-Q\ WRITE";ts;writer _id; D) | o(W) = (Wqrg:tS; Worg:Writer _id; We,.:D) W
t= TRANS-Q\ GET_TS") o(t) = (Max(t,e) + 1,7;7)° T

Figure3: Theo mapping

largestvaluein the setQ that hasa valid signatureus-
ing lexicographicalordering:sinceour valuesaretriplets
(ts;writer _id; D), selectsthe largestvalid timestamp,
usingwriter_id andthenD to breakties.

We assigneachTRANS-Qquorumoperationto oneof
thesets(R; W or T) andde ne theorderingo(x) for each
guorumoperationx. Our assignments showvn in the ta-
ble below. The assignments fairly intuitive: operations
thatchangethe sener statehave beenassignedo the W
setandthe orderingfunctionconsistsitherof whatis be-
ing written, or of whatthecallerextractsfrom thesetof re-
sponseso its query More preciselyto de ne o(x) we ob-
senethatany quorumoperationx hastwo parts:theargu-
mentspassedo x andthevaluethatx returnsWe usethe
notationx ., to referto theargumentghatwerepassedo
thex operationandx,..; to indicatethe valuereturnedby
X (thatvalueis alwaysa set).

We want to shov that the U-disseminationprotocol
with TRANS-Q operationsoffers atomic semanticsin-
formally, atomicsemanticsequiresall readerdo seethe
sameorderingof the writes, andfurthermorethatthis or-
der be consistentwith the order in which writes were
made Notethatatomicsemanticss concernedvith user
level (or, simply, usel readsandwrites,notto beconfused
with the quorum-level opeiations(or, simply, quorumop-
erationg suchas Q-RPCand TRANS-Q. We uselower
casdettersto denotequorum-level operationsandcapital
lettersto denoteuserlevel operationge.g.R or W). Sim-
ilarly, we usethe mappingo to denotethe orderingcon-
straintthatthetransquorunpropertiesmposeon quorum
operationsandthemappingO to denotethe orderingcon-
straintsimposedby the de nition of atomicsemanticon
userreadandwrite operations.

Atomic semanticeanbede ned preciselyasfollows.

De nition 1. EveryuserreadR returnsthe value that
waswritten by the last userwrite W precedingR in the
ordering“<”. “<” is a total order on userwrites, and
WI! X = W< XandX! W= X < W forany
userwrite W anduserreador userwrite X .

We useO, which mapsevery usemreadandwrite opera-
tion to anelemenif someorderedsetM © to de ne com-
pletelytheorderingrelation’<”: X < X% () O(X) <
O(X9).

5 We do not explicitly requirethis valueto be largerthanary times-
tamppreviously sentby this client becausave do not allow clients

We arenow readyto prove our rst theoremshaving
thatwe canreplaceQ-RPCwith ary operationthat satis-
es thetransquorunpropertiesvithoutcompromisinghe
semanticof the U-disseminatiorprotocol. The proof is
structuredaroundthe following threelemmas which are
provedin ourtechnicalreport[15]:

Lemma 1. Our orderingrelation® <" is a total order on
userwrites; further W ! X =) W < X andX !
W =) X < W for anyuserwrite W anduserreador
userwrite X .

Lemma2. All userreadsR returnthevaluethatwaswrit-
ten by the last userwrite W precedingR in the“ <" or-
dering

Combiningthetwo lemmasprovesour rst theorem:

Theorem 1. The U-dissemination protocol provides
atomicsemanticsf (i) the TRANS-Qopemtionshavethe
transquorumgpropertiesfor thefunctiono de nedin Fig-
ure3, and(ii) forallr 2 R : o(r) 6 ?.

5. Dynamic quorums

The transquorunpropertiesallows usto reasonabout
quorum protocolswithout being forced to use quorums
that physically intersect.In this section,we leveragethis
resultto build DQ-RPC aquorum-leel operatiorthatsat-
is es the transquorunpropertieshut alsoallows boththe
setof senersandtheresiliencethresholdio beadjusted.

We must rst introducesomeway to describehow our
systemevolvesovertime,asN andf change.

5.1. Intr oducing views

We usethe well-establishederm view to denotethe
setN that de nes the quorum systemat eachpoint in
time. Eachview is characterizedy a setof attributes,the
mostimportantof which are the view numbert, the set
of senersN (t) andtheresiliencethresholdf (t). In gen-
eral, view attributesinclude enoughinformationto com-
putethe quorumsizeq(t). Theresponsibilityto steerthe
systemfrom view to view is left with an administrator
who canbegin a view changeby invoking the newvi ew
command.

to issuemultiple concurrentwrites.



Whenthe administratorcalls newVi ew, the view in-
formationstoredat the senersis updated We saythata
view t startswhena sener recevesa view changemes-
sagefor view t (for example becausehe administrator
callednewVi ew(t; :::)). A view t endswhenaquorum
g(t) of senershave processec messagendicatingthat
somelaterview u is starting After startingandbeforeend-
ing, theview is active A view may startbeforethe previ-
ousview endedj.e. theremay exist multiple active views
at the sametime; our protocol makes surethat the pro-
tocol semanticqe.g. atomic) is maintaineddespiteview
changesgvenif client operationshappenconcurrentlyto
them.

The newVi ew function has the property that after
newVi ewmt) returns,all views older thant have ended
andview t hasstarted At this pointthe administratorcan
safelyturn off sener machineghatarenotin view t.

Obviously, we mustrestrictwho cancall thenewVi ew
command.In our system,this is solely the privilege of
theadministratarlf theadministratois maliciousthenwe
cannotprovide ary guarantedfor example,it could start
aview containingno senerto dery serviceto all clients).
However, the systemcantoleratecrashfailuresof the ad-
ministrator This problemremainsevenif the administra-
toralgorithmis runin aByzantinefaulttolerantmanneras
longasthatprograntakesits inputsfrom apersonthema-
chinethroughwhich theseinputsaretransmittednustnot
have beentamperedwith. Sincethe determinatiorof fu-
ture valuesof f andthe decisionof addingcomputergo
thesystem(possiblypurchasinghen onesasnecessarys
bestdoneby a personwe considera singlecrash-onlyad-
ministratormachinefor theremaindeof this paper

Sinceour systemusesviews to discretizetime, sodoes
our de nition of faults.We saythata sener is correctin
someview t if it follows the protocolfrom the beginning
of time until view t ends.Otherwise,it is faulty in view
t. Note that a sener may be correctin someview t and
faultyin alaterview u. However, faulty senerswill never
be consideredtorrectagain. If somesenerrecorersfrom
a failure (for exampleby reinstallingthe operatingsys-
tem after a disk corruption),it takeson a new namebe-
fore joining the system.The notion of resiliencethresh-
old is alsoparameterizedisingview numbersFor exam-
ple,astaticU-disseminatiomprotocolrequiresaminimum
of n 3f + 1 seners:this requirementnov becomes
jN(t)]  3f (t) + 1for eachview t. Our systemassumes
thatbetweenthe startandthe endof view t, at mostf (t)
of the senersin N (t) arefaulty. Sinceviews canover
lap this meanghat sometimes conjunctionof suchcon-
ditionsmusthold atthe sametime.

5.2. Asimplied DQ-RPC

We begin with a simplied version of DQ-RPC
that, while suffering from serious limitations, al-

lows usto presenimoreeasilyseveral of the key features
of DQ-RPC—théfull implementatiorof DQ-RPCis pre-
sentedn Section5.3.

The easiestway to implementDQ-RPCis to ensure
thatdifferentviews never overlap,i.e. thatat ary pointin
time thereexists at mostoneactie view. Sincewe know
thatthe protocolsin Figure 3 arecorrectfor a staticquo-
rum systemwe cansimply make sureto evolve the sys-
temthrough,asit were,a sequencef staticquorumsys-
tems.We cando soasfollows.

Repliesfrom senersaretaggedwith aview number
Onceaclientaccumulateg(t) responsetaggedwith
view t, the DQ-RPCreturnstheseresponses.

Oursimpli ed DQ-RPChastwo outputs:aview t (that
we call DQ-RPC5 currentview) anda quorumof g(t) re-
sponseslf we assumehatclientshave someexternal,in-
fallible way to know which senersarein an active view
thentheabove simpleschemas sufcient: DQ-RPCsends
its messagew senersin anactive view andit makessure
thatit only picksactive views asits currentview®.

Shaving how DQ-RPCcandeterminevhich views are
active is the subjectof therestof this section.

5.2.1. View changesTo determinevhetheraview is ac-
tive, it is importantto specifyhow the systemstarts(and
ends)views.

To initiate aview changetheadministrators computer
rst tells aquorumof machineson theold view thattheir
view hasendedThesemachinesmmediatelystopaccept-
ing client requestsClients canthusno longerreadfrom
the old view sincethey will not be ableto gathera quo-
rum of responsesTheadministratothenperformsauser
level readon the machinesfrom the old view to obtain
somevaluev. Finally, the administratortells all the ma-
chinesin the new view thatthe new view is starting,and
providesthemwith the initial valuev. At this point, the
machinesn the new view startacceptingclientrequests.

Naturally, it is notalwayspossiblefor theadministrator
to make sureit hascontactedll thenew machinesif some
sener is faulty thenit could choosenot to acknavledge,
causingthe administratoito block forever. In our simpli-
ed DQ-RPCwe remore this problemby simply assum-
ing thatthe administratothassomeway to contactall the
seners.We will seein Section5.3 how thefull DQ-RPC
ensureghatall view changederminate.

A delicatepoint to considerwhen performinga view
changeis that, after view t ends,so doesthe constraint
thatat mostf (t) of themachinedn view t canbe faulty.
For example,if theview waschangedo remove somede-
commissionedseners, it is naturalto expectthatthe se-
manticsof the systemfrom thenon doesnot dependon
thebehaior of thedecommissionedeners.

6 It is necessaryo pick an active view: after someDQ-RPCwrites
datato the latestview, readsto a view thathasendedwould return
old datasincedifferentviews may have no senersin common.



And yet, the decommissionednachinesknonv some-
thing aboutthe previous stateof the systemlf they all be-
camefaulty (asit mayhappensincethey arenolongerun-
der the administrators watchful eye) they would be able
to respondo queriesdrom clientsthatarenotyetawareof
thenew senersandfool theminto acceptingstaledata,vi-
olatingatomicsemantics.To preventthe systemfrom de-
pendingon seners that have beendecommissionedthe
view changeprotocolmustensurethat no client canread
or write to a view afterthat view hasended.Our forget-
ting protocolenforceghis property

SafeView Certi cation through“F orgetting” Thesimpli-

ed DQ-RPCrequiregheclientto receve aquorumof re-
sponsesvith view t's tag beforeit returnsthatvalueand
considersview t current.If the senersare correct,then
this ensureghatno DQ-RPCchooseg ascurrentaftert
ends(recallthatviews endoncea quorumof their seners
have left the view).

Theforgettingprotocolensureshatthis propertyholds
despiteByzantinefailure of the seners.Clientstag their
guerieswith a noncee. Sener i tagsits responsewith
two piecesof information: 1) sener i's view certi cate
h; meta; pubi ,gmin, Signedoy theadministratorand2) a
signaturefor the noncethei .4, proving thatseneri pos-
sessetheprivatekey associateavith thepublickey in the
view certi cate. The key pair pub;priv is picked by the
administrator In the certi cate, meta containsthe meta
informationfor the view, namelythe view numbert, the
setof senersN andtheresiliencethresholdf . The quo-
rumsizeq canbe computedrom theseparameters.

Whensenersleave view t, they discardthe view cer
ti cate andprivatekey thatthey associateavith thatview.
Thechallengss to ensurethatevenif they becomefaulty
later, they cannotrecover that private key andthus can-
not vouchfor a view thatthey left. We now discusshow
our protocoladdressethisissue.

The private key is only transmittedwhen the admin-
istratorinforms the sener of the new view. Our network
modelallows the channeko duplicateanddelaythis mes-
sagewhich maythereforeberecevedafterthesenerhas
left the view. To preventthe decommissionedener from
recoveringthe privatekey we encryptthe messageisinga
secretkey thatchangedor every view.

Theadministrators view changemessagéor view t to
seneri containghefollowing:

(NEW_VIEW;t; oldN;
encrypt ((H; meta; pubi qgmn; Priv); k;))

We usethe notationencrypt(x; k) for the resultof en-
crypting datax usingthe secretkey k. The view key k!
is sharedby the administratorandsener i for view t. It
is computedfrom the previous view's key using a one-
way hashfunction:k! := h(k! '). Theadministratomnd
seneri aregivenk! atsysteminitialization.

Whencorrectsenersleave aview t, they discardview
t'scerti cate, privatekey priv andview key k!. As aresult
they will be unableto vouchfor view t laterevenif they
becomdaulty andgatherinformationfrom duplicatechet-
work messaged hisensureshatclientfollowing thesim-
pli ed DQ-RPCprotocolwill notpick view t asits current
view aftert ends.

5.2.2. Finding the current view In theprevioussection
we have seenhow clientscanidentify old views. We now
needto make surethatthe clientswill beableto nd the
currentview, too.

If the setof senersthatthe client contactsto perform
its DQ-RPCintersectwith thecurrentview in onecorrect
seneri, thentheclientwill receve upto dateview infor-
mationfrom i andwill beableto nd thecurrentview.

If thatis notthe case thenthe client canconsultwell-
known sitesto which the administratompublishesthe list
of thesenersin thecurrentview. Our certi ed tagsensure
safety:evenif theinformationtheclientretrievesfrom one
of thesesitesis obsoletetheclientwill never pick ascur
renta view that hasended.Thereforeit sufces thatthe
client eventuallylearn of an active view from one of the
well-known sites.

In thecaseof alocal network, clientscouldalsobroad-
castaqueryto nd thesenerscurrentlyin N. This solu-
tion hasthe advantageof simplicity but it only worksif all
senersarein thesamesubnet.

5.2.3. Summary Clients only acceptresponsesf they
all have valid tagsfor the sameview. Until they accepta
responseglientskeepre-sendingheir reques{for reador
write) to theseners.Clientsusetheinformationin thetags
to locatethe mostrecentseners, and periodically check
well-known senersif thesenersdo notrespondr do not
have valid tags.Tagsarevalid if theirview certi cate hasa
valid signaturdrom theadministratoandthetagincludes
a signatureof the client-suppliednoncethat matcheshe
publickey in thecerti cate.

ReplacingQ-RPCwith this simplied DQ-RPCin a
disseminationquorum protocol from Figure 3 resultsin
adynamicprotocolthatmaintainsall the propertiedisted
in the gure.

However, simpli ed DQ-RPChastwo signi cant lim-
itations. First, it requiresthe administrators newvi ew
commando wait for areplyfrom all thesenersin thenew
view, which may never happenf somesenersin thenew
view are faulty. Second,it doesnot let DQ-RPCs(and,
implicitly, userlevel readandwrite operationdssuedby
clients)completeduringaview changeinsteadheopera-
tionsaredelayeduntil theview changehascompletedWe
addresdothlimitationsin the next section.

5.3. Thefull DQ-RPCfor disseminationquorums

The full DQ-RPCfor disseminatiomquorumsfollows
thesamepatternasits simpli ed version:it sendg¢hemes-



DQ-RPC(msg)

. Sendeisdr := new Sendefmsg)

. static ViewTracker g_vt := new ViewTracler

. repeat

sendesendd(g_vt.get().N)

(Q;1) := g.vt.consistentQuoruns(ir.getReplies())
if runningfor toolongthen g_vt.consult()

until (%6 ; ) . o )
/'t is thecurrentview associatedvith this opemation
. returnQ /I senderstopssendingat this point

® NouohwNpE

Figure4: DynamicquorumRPC

sagerepeatedlyuntil it getsa consistentset of answers,
andpicksa currentview in additionto returningthe quo-
rum of responsesDQ-RPCusesthe techniquedescribed
in the previous sectionto determinewhomto sendto, but
it candecideon aresponssooneithanthesimpli ed DQ-
RPCbecausé canidentify consistenanswersvithoutre-
quiring all theresponseto betaggedwith the sameview.
Thefull DQ-RPCalsorunsadifferentview changeproto-
col thatterminatesiespitefaulty seners.

We split the implementationof DQ-RPC into three
parts. The main DQ-RPCbody (Figure 4) takes a mes-
sageandsendst repeatedlyo thesenersbelievedto con-
stitutethe currentview. Theclient's currentview changes
with theresponsethatit gets;if noresponsearereceved
for awhile thenDQ-RPCconsultswvell-knowvn sourcegor
a list of possibleseners (line 6). The repetitve sending
is handledby the Senderbject,andthe determinatiorof
the currentview is doneby the ViewTracker object(Fig-
ure 6). Theclient exits whenit recevesa quorumof con-
sistentanswersln the simpli ed protocol,answerswvere
consistenif they all hadthe sametag. In this sectionwe
developa moreef cient notionof consistentesponses.

The Sendelis givena messag@anda destinatiorandit
repeatedhysendgshemessagéo the destinationThedesti-
nationcanbe changedisingthesendTo methodandthe
repliesareaccessethroughget Repl i es (Thecodefor
the Sendepbjectcanbefoundin [15]).

The ViewTracler acts like a lter: Sendermust go
throughit to read messagesThe ViewTracker looks at
the messagesnd keepstrack of the most recentview
certi cate it sees.As we saw in the forgetting protocol,
messagearetaggedwith a signedview certi cate anda
signednonce.Messageghat do not have a correctsig-
naturefor the nonceare not consideredas vouchingfor
theview (line 3 of ViewTrackerconsi st ent Quor unj.
However, even if the noncesignatureis invalid, View-
Tracker will usevalid view certi cates to learn which
senersare part of the latestview (line 5). The mostre-
centview certi cate can be accessedhroughthe get
method. The ViewTracker can also get nev candidates
from well-known seners with the consul t method.
Finally, the ViewTracker has the responsibility of de-

ciding when a set of answersis consistentthroughthe
consi st ent Quor ummethod.

5.3.1. Intr oducing generations Our dynamicprotocols
only requirethe minimal numberof seners[16] to toler-
atef faults:3f + 1. Thepricefor thisminimalreplication
is thatevery time new senersareadded the datamustbe
copiedto them.

Whenmoremachinesreavailable,it is possibleto use
theadditionalreplicasto speedup view changesWe offer
this capability throughthe new spread parameterWhen
the spreadparametem is non-zero,quorumoperations
involve more seners than strictly necessaryThis mar
gin allows the quorumsto still intersectwhena few new
senersareaddedallowing theseview changeso proceed
quickly. As aresult,therearenow two differentkinds of
view changesonein which datamustbe copiedandone
in which no copy is necessaryin the secondcasewe say
thattheold andnew views belongto the samegeneation.
Eachview is taggedwith ageneratiomumberg thatis in-
crementedht eachgeneratiorchange.

Thesetwo parametersn andg, arestoredin the view
meta-datalongsidewith N, f andt.

The additional seners do not necessarilyneedto be
usedto speedup view changeslsing a smallerm with
agivenn makesthequorumssmallerandreducegheload
on the system.The parametem thereforeallows the ad-
ministratorto trade-of low loadandquick view changes.

Intra-Geneation: When Quorums Still Intersect When
clientswrite usingthe DQ-RPCoperation their message
is receved by a quorumof responsie seners. The size
of the quorumdependwn the parameterof the current
view t (recall thatt is also determinedin the courseof
a DQ-RPC).The quorumsize dependson the failure as-
sumptionsmadeby the protocol. For a U-dissemination
Byzantineprotocolthattoleratesh faulty seners,the quo-
rumsizeis q(n; b;m) = d(n + b+ 1)=2+ m=4e.

In the absencef view changespur quorumsintersect
in b+ 1+ m=2 seners.If m new (blank)senersareadded
to the systemthenour quorumsntersecin b+ 1 seners,
whichis still sufcient for correctnessoneof the seners
is correctandthereademwill recognizehesignatureonthe
correctdata.Thus,upto m senerscanbeaddedo thesys-
tembeforedatamustbe copiedto ary of thenew seners.

Similarly, if m of the senersthatwerepartof a write
quorumareremoved, nenv quorumswill still intersectin
b+ 1 senersandthesystenwill behae correctly Finally,
if bis increasedr reducedoby up to m (causingthe quo-
rumsto grow or shrink accordingly),nenv quorumswill
still intersectheold onesin b+ 1 seners.

More generally if afterawrite a senersareaddedd
senersareremoved,bis modi ed by ¢, andm is reduced
tom,,.;,, thenthequorumaswill still intersecsufciently as
longasa+ d+ ¢ m,,;,. If aview changewould break
this inequality thenthe value mustbe copiedto someof



thenew senersbeforetheview changecompleteswe say
thattheold andnew views arein differentgenerations.

newView
we are part of

finished reading

O from previous view O

~ joining ready
newView we
are part of

powered off

or new view is
in same generation

newView
we are not part of
limbo

Figure5: Senertransitionsfor thedisseminatiorprotocol

5.3.2. View changes:closing the generation gap The
copying of dataacrossgenerationss doneas part of the
view changeprotocol. Unlike the view changeprotocol
thatis associatedvith simpli ed DQ-RPC,the full view
changeprotocolterminates.

View changesare initiated by the administratorwhen
somemachinesneedto be added removed or moved, or
whentheresiliencef or thespreadn have to bechanged.
The newVi ew method rst determinesvhetherthe new
view will bein the samegeneratiorasthe previous one,
usingthe relationin Section5.3.1 It then computesthe
key pairsandcerti catesfor the new view. Finally thead-
ministratorencodeghe certi cates usingthe appropriate
sharedkey andsendsthemto all senersin t, re-sending
whenappropriateandwaiting for a quorumof responses.

Senersswitch statesaccordingto the diagramin Fig-
ure 5. Whenthey receve a new view messagdor a nev
generationandthey are part of that generation)seners
piggybackthat messag®n top of a readthey performon
aquorumfrom the old view. They thenupdatetheir value
with whatthey read(if it is never thanthevaluethey cur
rently store)and updatetheir view certi cate. If they are
partof thenew view but thereis nogeneratiorchangehen
the senersjust updatetheir view information as per the
forgetting protocol. If they are not part of the new view
thenthe senersupdatetheir certi catestoo. In that case
they will notbeableto vouchfor the new view sincethey
have no valid view certi cate for it, but they will still be
ableto directclientsto the currentseners.

Senersarein thelimbo stateinitially andafterleaving
theview. They arein thejoining statewhile they copy in-
formationfrom the older view, andthey arein the ready
stateotherwise Senersproces<lientrequestsn all three
statesSenersin thejoining stateusethe view certi cate
for theold view (if they haveit) until they areready

The administrators newVi ew waits for a quorumof
new senersto acknavledgethe view changeandthenit
poststhe new view to the well-known locationsand re-
turns.At this point, the administratoikknows thatthe data

storedin the machineghat wereremoved from the view
are not neededanymore and thereforethe old machines
canbe poweredoff safely

Theremaystill besomemachinesn thejoining stageat
this point. Thesemachinegio not preventoperationgrom
completingbecaus®®Q-RPCoperationonly needf + 1
senersin the nev generationto complete,andary dis-
seminatiomquorumcontainsatleastf + 1 correctseners.

WhennewVi ew returns,the old view hasendedand
the new view has startedand matued meaningthat at
leastonecorrectseneris doneprocessingheview change
messagéor it. Thismeanghatreadsandwritesto thenew
view will succeedndreadsandwritesto theold view will
beredirectedo the new view (eitherby the old senersor
afterconsultatiorof thewell-known locations).

Theprotocolaspresentedhererequiresheadministra-
tor to be correct.If the administratorcrashesafter send-
ing the new view messageo a single faulty new sener,
the new sener can causethe senersin the old view to
join thelimbo statewithoutinformingthenew senersthat
they aresupposedo startserving.In the extendecdtechni-
calreport[15] we show avariantthattoleratescrashesn
the sensehatif the administratormachinecrashesat any
pointduringtheview changeandneverrecorersthenread
andwrite operationaill still succeedventhoughit is not
possibleto changeviews arymore.

5.3.3. DQ-RPC satis es transquorums for dissemina-
tion quorums We now prove our nal theorem:

Theorem 2. U-disseminationcrashand hybrid-d based
on DQ-RPCprovideatomicsemantics.

Theproofis presentedn ourtechnicalreport[15]. The
mainlemmasusedin the proofarelistedbelow.

Lemma 3. Theviewt chosenby a DQ-RPCopemtion is
concurentwith the DQ-RPCopemtion.

Lemma4. TheDQ-RPCprotocolin Figure 4 providesthe
transquorunpropertiesfor theorderingfunctiono of Fig-
ure 3.

Lemma5. WhenusingDQ-RPCfor theU-dissemination,
crashor hybrid-dprotocol,noR opemtionreturns? .

6. Conclusions

We presenta methodologythat easilytransformsses-
eral existing Byzantineprotocolsfor static quorumsys-
tems[9, 13, 14, 17, 18] into correspondingprotocolsthat
operatecorrectlywhentheadministratois allowedto add
or remove seners from the quorum system,as well as
to changeits resiliencethreshold.Performingthe trans-
formationdoesnot requireextensve changego the pro-
tocols: all that is requiredis to replacecalls to the Q-
RPC primitive usedin static protocolswith callsto DQ-
RPC,a new primitive thatin the staticcasebehaeslike
Q-RPC but can handle operationsacrossquorumsthat



(sender; reply; meta) ViewTracker.receve(nonce)
/I usedby the Sendeiobjectwhengatheringreplies

if thereis no messagevaiting, then returnfalse
receve (msg; meta) from sender
if notvalidCerti cate(meta) then returnfalse
if meta:t > m_maxM eta:t then

m_maxM eta := meta
if msg CONSULT-ACK then goto1

return(sender; msg; meta)

(meta) ViewTracker.get()
Il returnsthelatestview meta-data

1. returnm_maxM eta

ViewTracker.consult
/I askwell-knownserves for thelatestmeta-data

1. Choosaasenerj atrandomfromthelist of well-
known view publishers

2. Send(CONSULT; m_maxM eta) toj

Noukwd R

(messages, view) ViewTracker.consistentQuorummessageTripl es)
/I returnsa consistenjuorumof messges(if any)andthecurrentview

1. msgl nQuorun :=fm 2 messageTriples: m:sender 2 m_maxM eta:Ng

2. if jmsgl nQuorunj < g(jm-maxM eta:Nj; m_maxM eta:f ; m_maxM eta:m) thenreturn(; ;?)
/[ fail if thereis no consistentjuorumof messges

3. validM essages:=fm 2 msgl nQuorun : validTag{m)g

4. recentMessages:=fm 2 validM essages: m:meta:g == m_maxM eta:gg

5. if jrecentMessageg < m_maxM eta:f + 1thenreturn(;;?) // fail if theview is notmatue

6. return(msgl nQuorun; m_maxM eta)

ViewTracker.consult // consultswell-knownserves for thelatestmeta-data
1. Chooseasenerj atrandomfrom thelist of well-known view publishers

2. Send(CONSULT; m_maxM eta) toj

Figure6: De nition of the ViewTracker object

maynotintersecwhile still guaranteeingonsisteng. Our
methodologyis basedn anovel approacHor proving the
correctnes®f Byzantinequorum protocols:throughour
transquorunproperties we specify the characteristicof
quorum-lerel primitives (suchas Q-RPC)thatare crucial
to the correctnessf Byzantinequorumprotocolsandpro-
ceedo shaw thatit is possiblegio desigrprimitives,suchas
DQ-RPC thatimplementthesepropertiessvenwhenquo-
rumsdon't intersect We hopethatdesignerof new quo-
rum protocolswill beableto leveragethisinsightto easily
malke their own protocolsdynamic.
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