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1 microkernel
8,700 lines of C

O bugs”®

gqed

*conditions apply



Hindows

An exception 06 has occured at 0028:C11B3ADC in WD DiskTSD(03) +
00001660, This was called from 0028:C11B40C8 in ¥xD voltrack(04) +
00000000, It may be possible to continue normally,

* Press any key to attempt to continue,
* Press CTRLHALTHRESET to restart your computer. You will
lose any unsaved information in all applications.

Press any key to continue
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Small trustworthy foundation

hypervisor, microkernel,
nano-kernel, virtual machine,
separation kernel, exokernel ...

High assurance components in
presence of other components

selL4 API:

IPC
Threads
VM

IRQ
Capabilities
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Functional Correctness e
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definition
schedule :: unit s_monad where

schedule = do
Wh at threads <« allActiveTCBs;

thread «— select threads;
switch_to_thread thread
od

- : OR switch_to_idle_thread
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Functional Correctness (Jeo

NICTA

definition
schedule :: unit s_monad where

schedule = do
Wh at threads <« allActiveTCBs;

thread «— select threads;
switch_to_thread thread
od

- : OR switch_to_idle_thread
Specification

void

P ro Of schedule(void) {
switch ((word t)ksSchedulerAction) ({

case (word_t)SchedulerAction ResumeCurrentThread:
break;

case (word_t)SchedulerAction ChooseNewThread:

chooseThread();
ksSchedulerAction = SchedulerAction ResumeCurrentThread;
break;

HOW default: /* SwitchToThread */

switchToThread(ksSchedulerAction);
ksSchedulerAction = SchedulerAction ResumeCurrentThread;
break;
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*conditions apply ®

O ' Assume correct:
- compiler + linker (wrt. C op-sem)

- assembly code (600 loc)

- hardware (ARMvOG)

- cache and TLB management
- boot code (1,200 loc)

Proof

Assumptions




Implications " ®

Execution always defined: s
_ % 1
* no null pointer de-reference

* no buffer overflows e
* no code injection

* no memory leaks/out of kernel memory
* no div by zero, no undefined shift

* no undefined execution

* no infinite loops/recursion

Not implied:

* “secure” (define secure)
e zero bugs from expectation to physical world
e covert channel analysis

4
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Implications e
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Last 7 days News Archive Features Forums Newsletter RSS

Execution always defined:

* no null pointer de-reference

« previous | next »

* no buffer overflows
Critical vulnerability in the Linux kernel affects all

* no code injection versions since 2001

°* NO memory leaks/out of kernel m Google security specialists Tavis Ormandy and Julien Tiennes report that a
critical security vulnerability in the Linux kernel affects all versions of 2.4 and 2.6

° i i " since 2001, on all architectures. The vulnerability enables users with limited
no dIV by Z€ero, no undeflned Shlft rights to get root rights on the system. The cause is a NULL pointer dereference
in connection with the initialisation of sockets for rarely used protocols.

e no undefined execution

* no infinite loops/recursion

Not implied:

* “secure” (define secure)
e zero bugs from expectation to physical world
e covert channel analysis

s
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Implications

Execution always defined:
 no null pointer de-reference

e no buffer overflows

(0)

The Tao of

Windows Buffer Overflow [EX RSl

as taught by
DilDog
cDc Ninja Strike Force
9-dan of the Architecture
Sensei of the Undocumented Opcode

Begin

If the problem persists, contact the program

vendor.

RUNDLL3Z caused an invalid page fault in

module <unknowm*> at 00de:808028030.

Registers:

EAX=8160bb&8 CS=014f EIP=80802080 EFLGS=00010Z46
EEX=0063£f£f68 S55=0157 ESP=005400d48 EBP=005400f£%8
ECX=005401280 DS5=0157 ESI=00540lcd4 FS5=1337
EDX=bff76648 ES=0157 EDI=005401a8 GS=0000

Bytes at CS:EIP:
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Proof Architecture Qe

NICTA
Access Control Spec ~ Confinement
Lf 3
i definition
= schedule :: unit s_monad where

schedule = do

threads <« allActiveTCBs;
SpeCIflcatlon thread < select threads;
switch_to_thread thread

od
OR switch_to_idle_thread

Haskell

o

Prototype
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Proof Architecture

Access Control Spec ~

Confinement

Specification
schedule :: Kernel ()

schedule = do
action <- getSchedulerAction
case action of
ResumeCurrentThread -> return ()
ChooseNewThread -> do
chooseThread
setSchedulerAction ResumeCurrentThread

SwitchToThread t -> do

switchToThread t
chooseThread :: Kernel ()

chooseThread = do
r <- f£indM chooseThread' (reverse [minBound .. maxBound])

when (r ) switchToIdleThread

14



Proof Architecture

Access Control Spec ~

Confinement

- ."'

Specification

void
schedule(void) {
switch ((word_t)ksSchedulerAction) {
case (word_t)SchedulerAction ResumeCurrentThread:
break;

case (word_t)SchedulerAction_ChooseNewThread:

chooseThread();
ksSchedulerAction = SchedulerAction ResumeCurrentThread;
break;

default: /* SwitchToThread */
switchToThread(ksSchedulerAction);
ksSchedulerAction = SchedulerAction ResumeCurrentThread;
break;

}

void
C COde chooseThread(void) ({
prio t prio;
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Did you find any Bugs? ®

schedule (v 1) {
E; .f (j switch ((word t)ksSchedulerAction) {
u gs o u n (word t)SchedulerAction ResumeCurrentThread:
break:;

(word t)SchedulerAction ChooseNewThread:

e inC: 160 (); .
ksSchedulerAction = SchedulerAction_ ResumeCurrentThread;

hyaalre.

* indesign: ~150

* inspec: ~150 ] Effort
460 bugs }_ Haskell design 2 py F
) First C impl. 2 weeks
Debugging/Testing 2 months
Kernel verification 12 py
Formal frameworks 10 py

Total 25 py



Did you find any Bugs? ®

schedule(void) {
E; .f (j switch ((word t)ksSchedulerAction) {
u gs o u n (word_t)SchedulerAction_ResumeCurrentThread:
break;

(word t)SchedulerAction ChooseNewThread:

()7
ksSchedulerAction = SchedulerAction ResumeCurrentThread;

e inC: 160
* indesign: ~150

* inspec: ~150 { Effort P
460 bugs } Haskell design 2 py
} First C impl. 2 weeks
Debugging/Testing 2 months
Kernel verification 12 py
Formal frameworks 10 py
Total 25 py
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Take-Grant model

Lipton and Snyder:

e entities represented as nodes of a graph
e capabilities represented as edges of a graph
* rights are contained in capabillities

The Rights:

Grant
Read

Write

Create .
Take

Grant

Create

€0

€3

€2

Read,
Write



Operations - Create

CreateeV - - -

NICTA

Create new entity
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Operations - Create

all rights

Create ¢ C1/V

NICTA

Create new entity

20



Operations - Grant

Grant eyv

o~

Grant c> to e
with mask R

NICTA
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Operations - Grant

Grant EV

o~

diminish c2 R n

Grant c> to e
with mask R
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Operations - Remove/Delete e
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Remove capability ¢
C1 C2
— —D

Delete entity e2

C1
—

Create € c2

—
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Operations - Remove/Delete e
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Remove capability ¢
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'---.

Create € c2
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Questions

For any state in the future:

 Can E gain authority to do X?
e (Can E gain more authority than it has?
e How much more?

e (Can information flow from A to B?



Example

NICTA
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Authority Barrier
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Example
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Authority Barrier

Information Flow

24









Current Proof Qe

NICTA

Access Control Spec ~

Specification

Prototype

26



Current Proof

NICTA

26



Even More Assurance? Oe

NICTA

Assembly Code

27



Even More Assurance? e

NICTA

Assume correct:
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- assembly code (600 loc)

- hardware (ARMvG)
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- boot code (1,200 loc)
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Even More Assurance?

Oe

boot result verification

NICTA

Assume correct:

$» compiler + linker (wrt. C opsem)
s assembly code (600 loc)

s hardware (ARMv6)

S cache and TLB management

S boot code (1,200 loc)
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FM9001
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Even More Assurance? Qe
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I Assume correct:

compiler + linker (wrt. C opsem)

|

boot result verification
hardware (ARMvG)

VAMP
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o Describes
? ‘ Binary Interface

!



Systems On Top

Exists:

standard sel4 library
used in seL4/Linux

not hard to formally verify
verification scheduled

NICTA
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Systems On Top e

NICTA

selL4/Haskell:

- early prototype Haskell runtime
- has sel4 systems call bindings
- verification hard

- runtime verification progress in
HASP project @ PSU & Galois

y
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Systems On Top

selL4/JVM:

- any takers?
- JVM extensively formalised
- widely used

- EAL7 smart card
Implementations exist

29
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Other Architectures
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Other Architectures

selL4/x86:

- X806 version exists, supports Linux
- verification likely, not started yet

Intel 32bit

!

NICTA

30



Other Architectures

selL4/x86:

- X806 version exists, supports Linux
- verification likely, not started yet

- Intel VT-d/IOMMU implemented
- enables untrusted device DMA
- verification possible

Intel 32bit + IOMMU

!

!

NICTA



Other Architectures

selL4/x86:

Xx86 version exists, supports Linux
verification likely, not started yet

Intel VT-d/IOMMU implemented
enables untrusted device DMA
verification possible

experimental multi processor version
initial proofs exist

Intel 32bit + IOMMU + multi core

NICTA



Other Architectures

selL4/x86:

Xx86 version exists, supports Linux
verification likely, not started yet

Intel VT-d/IOMMU implemented
enables untrusted device DMA
verification possible

experimental multi processor version
initial proofs exist

NICTA

Intel 32bit + IOMMU + multi core

New Architectures

- ca 1/3 of selL4 arch dependent

- close to ARM
-> easy to implement and verify
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Trustworthy Embedded Systems e

NICTA

e L4.verified:
functional correctness
10,000 loc

* Next step:
formal guarantees for
> 1,000,000 loc

32



How? Oe

NICTA

Untrusted Trusted

Exploit:

e selL4 isolation

e verified properties

e MILS architectures

33



Challenges

* Find right architecture

» Security analysis
—identify trusted components

—Iideally take-grant style ’;‘
—behaviour of trusted components ‘;“ 4_.3
- ‘rg
» Code-level theorem in the end
C
—connect to kernel proof I
. —
—Ideally prove trusted component only 1
G

34



Example System

e Scenario:
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WW
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 Multilevel Secure Access Device
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Example System

 Multilevel Secure Access Device

Currently selected connection: No Active Connection

Switch to Network:

UsS

> EU

D AUS
D ASIA
o WWW

. _ N\
Login as: hotspy007)..
Secure Access Controller |

SAC
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Example System

 Multilevel Secure Access Device

. )\
Login as: hotspy007
Secure Access Controller oy
The Network has been successfully switched to EU
Currently selected connection: EU
Switch to Network:
® EU
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/
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Example System

 Multilevel Secure Access Device

The Network has been successfully switched to WWW

Currently selected connection: WWW

Switch to Network:
® Us
® AUS
® ASIA

&WWW

. ] )\
Secure Access Controller o9 as:hotspyoor

Logout

40
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SAC System

Components

Net-A = Network A
Net-B = Network B
NIC-A = Network Card for Network A
NIC-B = Network Card for Network B

Net-A

Net-B

NIC-A

NIC-B

NIC-C NIC-D

CT DT

NIC-C = Control Network Card
NIC-D = Data Network Card
CT = Control Terminal

DT = Data Terminal
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SAC System
Desired Property

No information flow
between providers A and B

through SAC

even if they collaborate
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SAC System
Desired Property

No information flow
between providers A and B

through SAC

even if they collaborate

Proving all this correct?

Net-A = Network A
Net-B = Network B
NIC-A = Network Card for Network A
NIC-B = Network Card for Network B

NIC-C = Control Network Card
NIC-D = Data Network Card
CT = Control Terminal

DT = Data Terminal
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SAC System

) Net-A Net-B
Desired Property
NIC-A NIC-B
No information flow driverA || driverB
between providers A and B W -
eb ket routin
through SAC server P
even if they collaborate driverD
NIC-D
Proving all this correct?
LR EE—
it y
.@.E 3& | I

0 ' N
d » g <
Net-A = Network A NIC-C = Control Network Card
Net-B = Network B NIC-D = Data Network Card

NIC-A = Network Card for Network A CT = Control Terminal
NIC-B = Network Card for Network B DT = Data Terminal
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SAC System

Design
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Design

Net-A = Network A
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SAC System

Trusted Components

Net-A = Network A
Net-B = Network B
NIC-A = Network Card for Network A
NIC-B = Network Card for Network B

NIC-D = Data Network Card
CT = Control Terminal
DT = Data Terminal

RM = Router Manager
SAC-C = SAC Controller
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Security Goal
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Goal: No information flowing between providers A and B
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Plain Take-Grant Analysis
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Security Goal

Approach:
* label-based security
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- tag as ‘contaminated’ if may contain data from Net-A
- NIC-A always contaminated

e Goal: prove NIC-B always ‘not contaminated’
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Life Cycle

DT starts to communicate
with Net-B, through R.
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So far
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So far

» Can build systems with
—large untrusted components
—plus few small, trusted components
—trusted = needs behaviour spec
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So far

» Can build systems with e g
—large untrusted components e
—plus few small, trusted components
—trusted = needs behaviour spec e

» Use take-grant to model security

—can simulate system

—modelling already finds bugs

—high-level proof in Isabelle/HOL or SPIN

—includes behaviour of trusted component
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verify low-level design

RM TCB

DFRAMES = Device Frames

CAR CAP
RM VSpace
PD Untyped memory objects
®© :
Q. CNODE :
3| [cap
§ CAP :
CAP w{frmmsssisnnd s -
x CAP ASID Pool R VSpace
CAP PD PT
CAPS. ----------------------------------------------- PDE PTE
CAP (T-FH HEEE FRAME
CAPs
CAP :
CAP PTE
CAPS. ------------------------- " | FRAME
CAP PDE :
| Frne
CAP : .
CAP : 8 Timer TCB
H Q
: ) CAP| CAFH
CAP i AEP [ ot
CAP H g
: |
: = IRQ
: =
H CEYTTTTT CAP
: AEP m
" Ports m
: TIMER CHIP
....................... SA C_C TCB
Sl CAH CAFR
UL | o
cibus o T T e 04
oo I R 1] 5
10 ports : | et
IRQ IRQ IRQ IRQ
CAP CAP CAP CAP
5 [l |5 5l 12l |5 5 [ |5 5 [ |5
o 14 ) x ) x o x
[m]
Network Card A Network Card B Data Network Card Control Network Card
L)
IOSR = |OSpace Root
Pointer
IRQR = IRQ register
reference 69



RM VSpace

F u tu re ----- »| PD Untyped memory objects

----------------------

CAP R VSpace

CAP PD PT

* Need to
Verify IOW_IeveI design ZCiA:Pj.. ................................................ H EET_DI_DE D:"D_E E:MEI

PTE

RM CSpace
o
>

» Building tool-chain for: =2 [ Ty

x|:

y .

St IRQ
=

—describing cap layout

AEP : m ........ m

(Ca P DL ) _______________________ SA C_SH;CB TSRS
—generatin ter
generating boote g
—generating booter proof

—abstraction to take-grant

CAH CAH

Py :
IRQ i RQ IRQ ! [[TRQ

5 fg |3 5l [ |5 3t |3 5 18l |3
2 gl - z gl z gl - z g
¥ ¥ ¥
=1 C a =1
Network Card A Network Card B Data Network Card Control Network Card,|
A

IOSR = |OSpace Root
Pointer
IRQR = IRQ register
reference
DFRAMES = Device Frames



RM TCB

CAR CAP
RM VSpace
M O re I u tu re PD Untyped memory objects
3 :
S || cnope :
A [car
= CAP :
CAP --------------------- -
X\ cap ASID Pool : R VSpace
CAP PD PT
CAPSQ L T P T RPN PR P TP ’ PDE PTE
A FRAME
CAPs CLL-F
CAP .
CAP PTE
CAP§ ------------------------- -: | FRAME
=05 PDE :
Sl Fraw]
CAP ,
CAP 8 Timer TCB
Q
(%) CAP| CAH
CAP AEP [¢ (G i PO .
CAP ©
y .
Sq IRQ
AEP E{ [ E
: H ' Ports m
: 5 TIMER CHIP
- SAC_CTCB
: : 8T cAH cAR
g - (% DU S . .. .
LD s s gk
H H O
9 R Y [N FESRR 1o
Gailia : 1] g
10 ports : Dl B R .
Py :
IRQ [ RQ IRQ i [Ra
CAP [ cap CAP t |Ccap
g 1a 5 | |8l |3 5 12 3 WENE
e i o i e i o i
[m]
Network Card A Network Card B Data Network Card| | Control Network Card
4

IOSR = |OSpace Root
Pointer
IRQR = IRQ register
reference
DFRAMES = Device Frames



RM TCB

CAR CAP)
RM VSpace
M O re I u tu re » PD Untyped memory objects
®© :
S || cNopE :
8 CAP
. = CAP :
. V e rI f C AP |- grereeenenenaranaay -
x CAP ASID Pool : R VSp ace
CAP PD PT
T t d C t CAPS. AefssssssssEEEE s s s s EEE SRR EEEE SRR R REEEE AT PDE PTE
o FRAME
rusile omponen oo aest acss
CAP :
CAP PTE
CAPS. ------------------------- ..: EEE | FRAME
CAP PDE :
- [FRave |
CAP :
CAP 3 Timer TCB
Q
3 CAP| CAFR
CAP iy P— al.
CAP x
w
S b IRQ
CFTTIT CAP
AEP m
g : " Ports m
; : TIMER CHIP
o SAC C TCB
: : Sl CAH CAR
U | : i ©
: EER R I N [y Pe— f
config. i 1R S
10 ports E : by [ T —
IRQ i[TRQ IRQ i [[TRa
CAP i|Ccap CAP i |Ccap
5 18| (3 513 3 5 2| |3 5 2| (3
o i o i o i o i
[m]
Network Card A Network Card B Data Network Card| | Control Network Card
4

IOSR = |OSpace Root
Pointer
IRQR = IRQ register
reference
DFRAMES = Device Frames



RM VSpace

More Future S

...............

RM CSpace
o
3

* Verify
Trusted Component =

Component selL4
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Summary

Formal proof all the way from spec to C.

 200kloc handwritten, machine-checked proof
e ~460 bugs (160 in C)
e \Verification on code, design, and spec

e Systems with trusted components
e The future: formal proof for large systems down to code

Formal Code Verification up to 10kloc:

It works.
It's feasible.
It's fun.

-
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