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Abstract—
Packet classification is a computationally intensive task

that routers need to perform at line speed in order to im-
plement features such as QoS, access control, and VPNs.

A classification rule-set can be naturally associated with
a Boolean function mapping the packet header to an ac-
tion. Thus it is natural to look at logic synthesis tech-
niques. However there are two major differences from a
general logic synthesis problem, (1.) there is a very specific
structure in these functions which can be exploited and
(2.) these functions change frequently so the target needs
to be reconfigurable and updates should be fast. We re-
cently demonstrated that classification on one field, needed
for IP forwarding, can be performed at very high speed
by mapping the mvBDD representation of the forwarding
function to a pipelined array of SRAMs.

Our approach does not immediately generalize to
packet classification on multiple fields — the mvBDD for
the classification function grows very large. We develop
an approach based on partitioned BDDs to overcome this
problem. The problem of minimally realizing a Boolean
function as a partitioned BDD is NP-complete. We de-
scribe a heuristic for building pBDDs that exploits struc-
ture derived from classification rule-sets.

The number of memory banks used by the hardware
can be reduced by collapsing multiple levels of BDD to-
gether. We present an efficient algorithm to obtain opti-
mal grouping of variables that minimizes total amount of
memory required under constraint on number of levels in
the collapsed BDD.

I. I NTRODUCTION

The Internet, as it stands today, offers limited support
for rich services, such as quality of service (QoS), se-
curity and accounting. Consequently enterprises have
been reluctant to commit themselves wholeheartedly to
an IP-based infrastructure.

In principle, packet classification could be used to
help solve these problems. Packet classification con-
sists of making forwarding decisions and implementing
a set of policies specified by the network system admin-
istrator that determine the action to be taken for each
packet. For example, network service providers could
offer guaranteed services to their customers by classi-
fying packets according to which customers they corre-
sponded to. Similarly, denial-of-service attacks could

be monitored using a classifier which identified specific
types of requests. However, the computational overhead
of packet classifiers in current routers precludes their
use.

Packet classification is very similar to the point loca-
tion problem studied for decades by computational ge-
ometers [1]. The best algorithms for this problem ei-
ther have exponential space complexity and logarithmic
time complexity, or vice versa, with the exponential fac-
tor being dictated by the dimension of the space (which
in the context of packet classification is the number of
fields in the header). Currently software solutions use
large data structures such as hash tables and tries to re-
duce time complexity which limits their speed to access
time of a DRAM. The hardware solutions mostly use
Ternary Content Addressable Memory (TCAM) which
are limited in their scaling capabilities because of huge
amount of power and area requirements. Due to lack of
space, we point to readers to Gupta’s thesis [4] for an
excellent survey of the field.

Our work is inspired by the insight that packet clas-
sification is a special instance of the combinational syn-
thesis problem. We also exploit the special structure
in the rule set as they use only prefixes to match the
header and most rules do not use more than two pre-
fixes to classify packets. In the synthesis methodology
actual latency is not very important but the through-
put must be able to match the rate at which packets
are arriving. As these rules change we also need a fast
way to make small changes. We propose a multivalued
BDD based solution that achieves an order of magni-
tude faster throughput than existing solutions. For con-
venience we will call multivalued BDDs just BDDs in
the rest of the paper.

A. Packet classification — formalization

A popular paradigm for packet classification is to
classify packets based on their header. Specifically, in
the context of IP, a level-4 classification rule consists of
predicate-action pair.

Syntactically, the predicate consists of a sequence of
bit-prefixes, one for each field in the header. Semanti-



cally, a packet satisfies a predicate iff for each header
field, the packet’s value in that field lies in the set de-
fined by the corresponding bit-prefix. The action is en-
coded by an integer, drawn from some finite interval,
and could, for example, denote class-of-service. The
rules are assumed to be totally ordered by their priority.
For every incoming packet, the classifier is responsible
for computing the action corresponding to the highest
priority rule that the packet satisfies. (For convenience,
we assume the existence of a default rule, which satis-
fies all packets.)

Every router is required at least to do some basic clas-
sification in form of route lookup, which is classification
based on just one field, namely destination IP address.
For more advanced functions, rules may classify on ad-
ditional fields, e.g., source IP address, source port, des-
tination port or the protocol field. An example of such
rule could be, classify all the packets coming from IP
addressS and going to destination port 80 (web traffic)
as low priority packets.

II. OUR CLASSIFIER

Let theFC be the function that maps a sequence of
104 bits (corresponding to the source IP address, des-
tination IP address, source port, destination port, and
protocol) tolog2A bits encoding one of theA possible
actions to be taken. We look at possible implementa-
tions of mapFC .

A. FPGA based synthesis

One of the natural choices to look at is an FPGA, but
we found it to be ill suited for our application. We
attempted to map logic equations corresponding to a
back-bone router’s forwarding table to a Xilinx FPGA
using the Xilinx logic synthesis tools. The tool ran for
a day without succeeding at synthesizing the equations.
We then gave the tool a mux-based gate-level netlist im-
plementation derived directly from the BDD represen-
tation of mapping function, and told it to perform place-
and-route the netlist. In one day it could place-and-route
only one of the BDDs (corresponding to the least signif-
icant bit of the mapping function), and the delay of the
resulting circuit was 85 nanoseconds, which is not com-
petitive with the existing state-of-the-art.

The problem with mapping a large, unstructured set
of logic equations to an FPGA is that fitting in so many
nodes and their interconnects is again a hard combina-
torial optimization problem, especially since there are
relatively few long wires in FPGAs. Furthermore, these
wires go through many switch boxes inside the FPGA,
which adds to the delay.

B. BDD based classification

In [7] we proposed to build special hardware which
is designed for fast evaluation of BDDs. Our approach
consists of building the BDD forFC and then mapping
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Fig. 1. SRAM implementation.

it to a pipeline of 32 SRAMs, numbered from 0 to 31,
as in Figure 1. Conceptually, thek-th SRAM holds the
BDD nodes for levelk; the data-out lines of thek-th
SRAM and the(k+1)-th bit of the input IP address feed
the address lines of the(k + 1)-th SRAM. (Assume for
now that we do not skip levels when the children of a
BDD node are equal.) This is illustrated in Figure 2(b).

This approach works very well with classification on
one field (for IP forwarding). As memory lookups can
be pipelined, the throughput of the system is only lim-
ited by the access speed of an SRAM. We could accom-
modate 57668 rules downloaded from CAIDA [2] in 10
memory banks 16KB after some level compression op-
timization.

However this approach does not generalize to classi-
fication on multiple fields very naturally. In case of clas-
sification on one field, it can be shown analytically that
the size of BDD representing the classification function
is linear in the number rules, as number of cofactors at
any level can at most be as many as prefixes. This con-
dition does not hold in case of multiple fields. In fact
when rules use multiple fields the size of BDD could
grow exponentially in number of fields. We tried build-
ing a BDD for just 800 rules and the number of nodes
was well beyond a million.

C. Partitioned BDD based classification

The problem of BDD blow up has been encountered
in the past in the context of formal verification. Narayan
et al. [6] proposed one variant of BDD called parti-
tioned BDD (pBDD) proposed to overcome blowup in
some cases. They keep a set of window functions whose
union is whole input space. A function is represented
by a set of BDDs corresponding to the restriction of that
function in each window. We also propose to use par-
titioned BDDs but in a different sense. In our context
this amounts to partitioning the rule-set into subsets, and
building a separate BDD for each subset. Each subset
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will independently compute an action together with its
priority for the incoming packet. A priority encoder will
select the highest priority action from all those com-
puted from the individual subsets. This is illustrated in
Figure 3.

Narayanet al. [6] had no knowledge of the appli-
cations their functions were coming from, and conse-
quently proposed a trivial heuristic for constructing par-
titioned BDDs. Empirically, their heuristic does not
help in significantly reducing the BDD size for our ap-
plication.

We will attack the problem of BDD blowup by par-
titioning the set of rules into a fixed number of subsets
and selecting a different variable ordering for the BDD
corresponding to each subset such that the total number
of nodes is minimized.

If we have just one rule in each subset then the num-
ber of BDD nodes in each subset is bounded by the num-
ber of variables, and thus the total number of nodes is
proportional to the number of rules. However, we then
require as many hardware units as we have rules, and
end up with a solution isomorphic to that offered by
TCAMs, except that the checking is done in a pipelined
fashion.

We actually designed such a TCAM based archi-
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Rule source IP Destination IP
R1 ******** 00000000
R2 000000** 00000001
R3 00000000 00000***
R4 00000001 110101**
R5 00000010 000*****

TABLE I
A RULE-SET ON TWO FIELDS.

tecture, all the way down to layout. For 1000 rules,
we needed 104000 TCAM cells and 104000 pipeline
latches, all of which were clocked in every cycle. Al-
though this architecture yields high throughput, it con-
sumes an enormous amount of power and has no chance
to scaling to 10000 rules with current VLSI technology
(a TCAM cell is about 20� the size of a SRAM cell; a
latch is about 5� the size of an SRAM cell [8]). Thus
we need to reduce the number of subsets to a small num-
ber, of the order of 10.

1) Variable ordering and its relationship to partition-
ing: Since each BDD node can have at most two chil-
dren, there can be no more than2k�1 nodes at thek-th
level of a BDD (assuming level numbering begins with1). In particular, there can be at most28 nodes at level
9.

If we traverse a BDD corresponding to a classifica-
tion function, by taking 8 consecutive 0-branches, we
will arrive at a node that will match only those rules that
have a 0 or a� in their first 8 positions. By storing this
node at location 0 of an array of length 256, and storing
the node reached on the path 00000001 at location 1,
etc., we will get the structure shown in Figure 4.

In the worst case, there is no node sharing across the
BDDs rooted at the nodes stored in the array, and the
size of BDD for the subset will be the sum of the sizes
of the BDDs rooted at these nodes. If the number of
rules that could possibly match the 8-bit prefix corre-
sponding to a node in the array is small, say
, then we
are guaranteed that the BDDs rooted at these locations
are no wider than2
 (and possibly much less). Thus our
goal is to find a partition that allows us to differentiate
between the rules in a subset based on testing a few bits.

Consider the rule-set shown in Table I. As shown in



Figure 4, rule R1 will be present in all BDDs if the vari-
able ordering begins with the source IP bits. In general,
for any given field usually, more than half of the rules
will have no entry in that field. Therefore, when parti-
tioning we want to group rules that have long prefixes
(i.e., less�s) in a common field, and then give that field
the top place in the variable ordering for the BDD cor-
responding to that group. Hence, in the given example
if we put R1 and R2 in one subset with the top variables
being the Destination IP address bits, and R3, R4 and
R5 in another subset with the top variables being the
source IP address bits, we will have each of the nodes at
level 8 representing only one rule.

The problem of partitioning a set of rules optimally
so that the size of pBDD can be minimized, is NP-hard.
The decision version of this problem can be shown to
be at least as hard as partitioning a graph into trian-
gles which is known to be NP-complete [3]. We tried
a greedy algorithm which is suboptimal but gives an ef-
fective partitioning that can be computed in a few sec-
onds and used for classification. The algorithm itself is
too complicated to describe here. In a simpler version
of the algorithm we try all bytes as the top order byte in
the header. The one that matches most number of rules
so that no matching rule has more thani number of�
in that byte and no more thanj number of rules collide
at one position in the index array, is chosen for a subset
and then the matched rules are removed from the set to
do the same operation for the next partition. We do that
iteratively increasingi andj one at a time till we match
all the rules.

D. Architecture

The hardware architecture that we propose to evalu-
ate a pBDD has a pipeline of SRAMs as the basic unit
for evaluating the constituent BDDs. (It has been taken
directly from [7].) Each unit has as many SRAM banks
as the number of levels in the BDD. The nodes of the
BDD from thek-th level are stored in thek-th SRAM.
The node consists of two pointers in the next SRAM
bank for theelse and then branch. The mapping is
shown in Figure 1.

Once we have a unit to do the evaluation of one BDD,
we just keep as many such units as there are component
BDDs in the pBDD. Each BDD unit returns the match
of highest priority in that subset, together with its prior-
ity as shown in Figure 5. We put dummy default rules
in each partition so that at least there is one match.

A priority encoder takes all these results and outputs
the final match with highest priority. We will see that 10
subsets suffice to handle up to 10000 rules with reason-
ably sized BDDs. Thus a small, 4-stage priority encoder
suffices.

As different BDD evaluation units will have different
variable ordering we also need to permute the inputs for
each unit. Permutation in hardware is area intensive,
and since most of the time we would want to move a
whole header field together in the variable ordering, we
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Fig. 5. Architecture for pBDD evaluation

allow the reordering only at the byte level. Since there
are 13 bytes in the 5 tuples we are considering we would
need an 8 bit wide 13�13 permutation network. This
will need 4 stages of 2 input multiplexers.

The power of our architecture comes from the fact
that it forms a perfect pipeline — there is no feedback,
and stalls are impossible. Hence, we can pipeline the
priority encoder and permutation network without any
penalty other than increased latency.

III. O PTIMUM COLLAPSING OFBDDS

A generalization of BDD is a Multi-Valued Decision
Diagram (MDD) where multiple levels of BDDs can be
collapsed into one [9]. Latency and number of mem-
ory banks can be reduced in our classification engine by
using MDDs instead of BDDs. By collapsingk con-
secutive levels of a BDD we get rid ofk � 1 cycles of
latency as well ask � 1 memory banks but each MDD
node in that level becomes2k times bigger than a BDD
node. This may initially reduce the total memory uses
(because of disappearance of levels) but after a thresh-
old it leads to exponential increase in size of MDD. In
this section we develop an algorithm for minimizing the
total memory requirement given a constraint on num-
ber of levels of MDD. McGeeret. al [5] have stud-
ied MDDs in the context of fast functional simulation.
They just mention that dynamic programming can be
used for collapsing the BDD levels but do not talk about
the trade-off between the memory requirement versus
the height of the MDD. The results that we present here
is in context of BDDs for packet classification but the al-
gorithm is relevant for any other application where this
trade-off is important.

For a given BDD of N variables, the total number of
such L groupings will be

�N�1L�1�. So, any algorithm that
searches through all possible L level MDDs will have�(NL) complexity. We present a dynamic program-
ming based algorithm that finds an optimum MDD of
height L given a BDD of height N, in polynomial time.



Let D(i; j; l) represent the minimum memory re-
quired for MDD formed by collapsing BDD levelsi toj into l groups (height of MDD). The recursive formula
for calculatingD(i; j; l) isD(i; j; l) = mini�k<j[ min1�t<l[D(i; k; t)+D(k+1; j; l� t)℄℄
with terminating case -D(i; j; 1) = Memory required
for collapsing all BDD levels [i; j]. Essentially this al-
gorithm partitions the levels fromi to j into two parts
- [i; k] and (k; j]. Then, each partition is grouped in
such a way that both of them forml groups. In order to
compute the minimum sizedL variable MDD from anN variable BDD,D(1; N; L) is to be computed. The
space complexity of this algorithm isO(N �N �L) =O(N2L), coming from the size ofD matrix. Since each
entry of theD matrix is computed using the above re-
cursive formula, the time complexity of this algorithm
is O(N2L � N � L) = O(N3L2). Sincel groups
can be formed from BDD variables [i; j] if and only ifj � i+1 � l, the corresponding entries in theD matrix
need not be computed.

function GroupBDDVars (i; l)
if (Table(i; l) 6=)

return
Table(i; l).memory = INFINITY;
Table(i; l).bestgroup =fg;
if (l == 1)

/* Memory expressed in Bytes */
Table(i; l).memory =(ni � 2N�i+1)� d dlog2 nN+1e8 e;
Table(i; l).bestgroup =fi; i+ 1; � � � ; Ng;

else if(N � i+ 1 == l)
/* Memory expressed in Bytes */
Table(i; l).memory =

PNk=i(nk � 2� d dlog2 nk+1e8 e;
Table(i; l).bestgroup =ffig; fi+ 1g; � � � ; fNgg;

else
for (k = i; k � j � l + 1; k = k + 1)

memory =(ni � 2k�i+1)� d dlog2 nk+1e8 e;
GroupBDDVars (k + 1; l � 1);
memory = memory + Table(k + 1; l � 1).memory;
if (memory< Table(i; l).memory)

Table(i; l).memory = memory;
Table(i; l).bestgroup =f fi; i+ 1; � � � ; kg,

Table(k + 1; l � 1).bestgroupg;
Fig. 6. Algorithm for minimum sized MDD given by the number of
levels in the MDD (ni is the number of nodes for BDD variablei)

We can significantly improve upon the above algo-
rithm. Instead of applying the same algorithm recur-
sively on both partitions, this algorithm merges all the
BDD variables in the first partition to form a group and
applies the algorithm recursively on the second partition
to construct the remaining groups. So, the recursive for-
mula for this algorithm isD(i; j; l) = mini�k<j�1+1[D(i; k; 1) +D(k + 1; j; l� 1)℄

with the same terminating case the previous algorithm
uses.D(1; N; L) is computed in order to find out mini-
mum sizedL variable MDD from anN variable BDD.
The space complexity of this algorithm isO(N2L),
same as the previous algorithm and its time complex-
ity is O(N2L�N) = O(N3L), which is better than the
previous algorithm.
From the above recurrence relation we note that, the first
term on the right hand sideD(i; k; 1) does not recur and
for the second term, the index for the second dimension
ofD matrix is a constant N. So, we can further optimize
the algorithm by removing the second dimension of theD matrix. The recurrence relation after this optimiza-
tion isD(i; l) = mini�k<j�1+1[M(i; k; 1) +D(k + 1; l� 1)℄M(i; k; 1) = (ni�2k�i+1)�d dlog2 nk+1e8 eM(i; k; 1) is
computed assuming the memory is byte addressable. In
the above recurrence relation,ni represents the number
of nodes for BDD variablei, where BDD variables are
numbered 1 to N. The variablenN+1 represents the leaf
nodes, i.e., cardinality of the range of the function being
represented by the BDD. This reduction cuts down the
space and time complexity by an order ofN . After this
modification, the space complexity will beO(N � L)
and the time complexity will beO(N2L). The dynamic
programming based algorithm implementing this recur-
rence relation is shown in Figure 6.

Hardware implementation requires that the number
of locations in each memory be at the2m boundary for
somem � 0. We modify memory computation in the
algorithm to round off memory size to the nearest in-
teger which can be represented as2m. This can easily
be taken care of in the algorithm described above by re-
placingni by 2dlognie for all i in the algorithm.

IV. RESULTS

A. Performance of partitioned BDDs for packet classi-
fication

We created pBDDs for different rule-sets containing
1000 to 10000 rules with 10 subsets. The maximum
number of nodes at a particular level determines how
much memory we need to allocate for each level.

Total size of the BDD as well as maximum number
of nodes at any level scaled approximately linearly in
number of rules. For 1000 rules, total number of BDD
nodes was 18265 and largest level had 114 nodes while
for 10000 rules, the numbers were 113292 and 850 re-
spectively.

From the results on our benchmarks it is more than
sufficient to provision for 1024 nodes for any level of
the BDD for 10000 rules. In order to reduce the pipeline
latency, we propose to read the input 4 bits at a time.
This marginally increases the memory requirement but
decreases the number of pipeline stages from 104 to 26.
We will need 16 pointers, eachlg 1024 bits wide, at each



node, i.e.,160 bits of storage at each node. Hence each
bank will have to have 20KB of memory. Since we
start by taking the top 8 bits as address, we need only
24 levels of SRAM. Since we propose to have 10 such
units, we will have 240 20KB units, resulting in needing
4.8 MB of SRAM total. In a modern CMOS process, a
20KB SRAM block can easily deliver one access per
nanosecond, and the entire 4.8 MB together with the as-
sociated control logic can (just) fit on a single die. If we
design the system for 1000 rules with 5 BDD evaluation
units and at most 256 nodes per level the memory re-
quirement would be 480KB. Budgeting a generous one
nanosecond for wiring delay, our classifier achieves a
throughput of 500 Mpps.

B. Collapsing of BDDs

Here we present the results obtained by our dynamic
programming algorithm for collapsing multiple levels
of BDDs. We applied the algorithm on a BDD that
represents classification function corresponding to a
rule-set of 57668 classification rules on one dimension,
taken from snap-shot of forwarding table of a back-bone
router, MAE-WEST. Four more BDDs were used in our
study , which were formed by randomly choosing some
of the rules from the original forwarding table.

The results were obtained using the algorithm de-
scribed in Figure 6 for optimizing the size of MDD
when represented in hardware. The memory size de-
creases initially by collapsing the BDD levels as the
MDD height decreases from 32 to 25. In this region,
by collapsing the BDD we are not only achieving the
reduced number of lookups due to height reduction but
also reduces the memory required to store MDD. The
reason behind the decrease in memory size is that the
MDD variables for these MDDs consist of just one or
two BDD variables and the memory required for merg-
ing two consecutive BDD variables turns out to beless
than the total memory required to store the BDD nodes
for these two variables. In general, merging the BDD
levels fromi to j (including both) for MDD will yield
better memory usage than the BDD ifni�2j�i+1�dlog2 nj+1e < jXk=i 2�nk�dlog2 nk+1e
where ni is the number of BDD nodes for leveli.
For grouping two consecutive levels [i; i + 1], MDD
will require less memory than the BDD ifni � 22 <2 � ni + 2 � ni+1 ) ni < ni+1 (Ignoring the mem-
ory widths). After the initial decrease, the curve sta-
bilizes and then starts increasing at exponential rate as
the height of the MDD falls below 10. It is interesting
to observe that height of the MDD can be reduced by
4 times with just twice the increase in memory, which
would translate to reduction in latency by a factor of 4.
The height of the MDD can reduced by 8 times with
just 3 times increase in the memory when compared to

the original BDD. However, the trade-off curve entirely
depends on the BDD structure hence it is application
dependent.

V. CONCLUSION

We have presented an architecture and a synthesis
methodology that can be used to do packet classifica-
tion at 500 million lookups per second. This is an order
of magnitude faster than all other solutions. It can scale
to as large databases as 10,000 rules.

Though this architecture has specially been designed
for packet classification, in general it should be useful
for implementing any kind of Boolean function, where
throughput is very important and latency is not an issue.
We are looking at other applications for this architec-
ture.

We also present efficient algorithm for optimally col-
lapsing a BDD into an MDD to minimize the memory
requirement under constraint on number of levels be-
ing used in the MDD. This algorithm is not only useful
in the context of packet classification but also for min-
imizing size of MDDs for fast functional simulation or
other applications where trade-off between memory and
height of MDD is of significance.
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