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Abstract

This paper demonstrates formal techniques useful in solving
and reasoning about protocol conversion problems. A simple
example problem is solved and the resulting conversion system
is shown to have certain desired properties, using the projec-
tion paradigm. The example problem is representative of some
real-world problems in that the protocols involved are similar
in function, and even in structure, but have fundamental differ-
ences that render them incompatible in the absence of an active
translation entity (protocol converter). The use of mappings,
as well as images and inverse images of properties, in comparing
semantics of protocols is discussed and illustrated.

1 Introduction

A wide variety of formal methods for verifying and mod-
eling protocols have been developed [8]. However, these
methods generally are intended to deal with the correct-
ness of individual protocols, more or less in isolation. The
problem of enabling productive interoperation among en-
tities that were not designed to operate together, i.e., the
protocol conversion problem, has recently begun to receive
some attention. Several recent papers have dealt with pro-
tocol conversion from various perspectives [1,2,4,7]; there
is general agreement that protocol conversion is and will
remain an important problem, and that formal methods
for reasoning about the problem are a necessity.

In the general protocol conversion problem, two pro-
cesses, Ay and A,, perform some useful function in a net-
work environment by exchanging messages over channels
according to a protocol, A; while two other processes, B,
and B, have been designed to accomplish a similar func-
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tion using a different protocol, B (Figure 1). The classical
example of such a function is ensuring reliable transmis-
sion of data messages over unreliable channels.

Now, suppose we need to use A; and B; (or B; and
A;) to provide some or all of the service normally imple-
mented by protocols A and B. To accomplish this we must
consider what services are implemented by each protocol,
and how the processes interoperate in each case to provide
those services. In other words, we must understand the se-
mantics of each of the protocols. Then we must relate the
semantics of the two in order to understand what service
can reasonably be provided by the conversion system, and
use that relationship to specify a transformation between
the syntazes of the protocols. We can then implement this
transformation via an intermediary, a protocol converter
(Figure 3). The converter maps messages or sequences of
messages from one protocol into messages or sequences of
messages in the other protocol.

We consider the processes in isolation, as they are de-
picted in Figure 2. This is an abstraction from the general
case, in which A and B may be part of some layered archi-
tecture; the channels connecting A; and B; in the figure
imply the existence of any conversion necessary at lower
levels to be able to provide a transmission path between
the processes.

In this paper, we illustrate the approach described in
[4,5] for reasoning about conversion systems and their cor-
rectness. The approach makes use of protocol projection
[3], an abstraction technique for verifying properties of
complex protocols. The basis of the projection paradigm
is the idea that a property of a complex system can be
proved by finding a property-preserving transformation
to a simpler system, and then proving the property of
the simpler system. The rest of the paper is organized as
follows. The next section explains the model of protocol
systems used for the examples, and briefly describes proto-
col projection. Then we introduce our example problem,
a conversion between the Alternating Bit protocol and a
version of the Bisync protocol. A converter is constructed,
and the use of protocol projection to prove that the con-
version system has certain properties is demonstrated. We
conclude with some discussion about the general applica-
bility of these ideas.
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Figure 1: Protocols A and B
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Figure 2: Conversion Configuration
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Figure 3: Conversion between A and B

2 Background

We have stated that we wish to use A; and B, to provide
“some or all” of the function of the original protocols, and
that the conversion system is to be proved correct some-
how. Intuitively, we want the conversion system involving
A,, B,, and possibly a converter process, to have certain
properties, somehow related to those of the protocols A
and B. In order to reason formally about the conversion,
we must have a formalism for expressing such properties.
In this section, we describe a simple model for protocol
systems and its semantics. Then we discuss methods of
relating the semantics of one protocol to those of another,
including the method of protocol projection.

The Model

The protocols of our example problem are modelled us-
ing a simple communicating finite-state machines (cfsm)
model. In this model a protocol consists of a set of pro-
cesses connected by channels. Each process is defined by
a finite process state space, a finite set of events, and an
initial state, and may be represented conceptually as a di-
rected graph with nodes corresponding to process states
and labeled arcs corresponding to events. The processes
of the protocols for the example are depicted using this
representation in Figures 4 and 5. A channel is a means
of transmission of messages from one process to another,
and is represented by an infinite-capacity FIFO queue, to
which one process may add messages while another pro-
cess may remove enqueued messages from the other end.
Thus communication in this model is completely asyn-
chronous.

The events represent activity, or change in the state of
the system. In our model, every event involves exactly one
process, and directly affects only the state of that process
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‘and/or the channels connected to it. Events are consid-

ered to be indivisible: only one event may occur at a time,
and events considered concurrent may occur in any order.
A process event may be one of three types: a send event
(represented by a label “—m”), involving the addition of
the message m to the tail of a channel and a change in the
state of the process; a receive event, (label “+n”), involv-
ing removal of a particular message n from the head of a
channel and a state change, or an internal event, which in-
volves a process state change but no messages; an internal
event can be an abstraction of interactions with other en-
tities that are not modeled. In the text, we denote events
by triples: an event that changes the state of the process
from a to b, and removes the message m from a channel
coming from process P, is denoted (a,b,+m/P). When
there is only one incoming and outgoing channel per pro-
cess, the channel designation is omitted: (a, b, +m).

The state of a channel is the ordered sequence of mes-
sages sent on the channel but not yet received on it. The
set of possible states of a channel is determined by the
set of all messages that may be sent on it, and is the set
of all finite sequences of messages in that set. If the set
of messages that may be sent on a channel is M, the set
of all finite sequences of messages in M (i.e., the channel
state space) is denoted by M*.

The global state of the protocol is defined by the states
of all the processes and channels; the global state space
of protocol A is denoted A and is the cartesian product
of the state spaces of all the processes and channels. For
example, if protocol A has two processes with state spaces
S1 and S, and two channels with message sets M; and
M,, its global state space is defined by:

Sl X Sg X M; X M;
and a global state g € A may be specified by a 4-tuple:
g = [51,82,U1, V2],

where
81 € 51,82 € Sz,U] € M;,Ug € M;

The initial global state is defined as the global state in
which all processes are in their initial process states and
the channels are empty.

A receive event (a, b, +m/P) of a process is said to be
enabled in any global state in which the state of the pro-
cess is g and the head message of the channel from P is m.
An internal or send event (a,b,€) of a process is enabled
in any global state in which the state of that process is a.
Thus, an event defines a set of transitions between global
states; we say an event e takes the system from global
state g to global state h, and write g > A, if e is enabled
in g and the state changes associated with e change g to h.
For example, the event (a, ,-m) of process 1 in protocol
A takes the state [a, z,U, V] to state [b,z,Um, V] (where
“Um” represents the appending of message m to sequence
U), for any z, U, and V.
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Figure 4: Alternating-Bit Protocol
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Figure 5: A version of Bisync Protocol

The behavior of the protocol over time is represented
by a sequence of global states go, g1, g2, . . ., such that each
pair of successive states in the sequence are related by
some event; that is, there exist e, e;,... such that
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We call such a (finite or infinite) sequence of states (which
may also be considered a sequence of events) a path. We
say a path is a computation if and only if (i) go is the
initial global state and (ii) either the path is infinite or no
event is enabled in its terminal state. Note that at any
state in a sequence there may be several events enabled,
while only one occurs to take the system to the next state.

We say a path is fair if and only if no event that is
enabled infinitely many times in the path occurs only a fi-
nite number of times. (This definition is sometimes called
“strong fairness,” and reflects one criterion for deciding
whether an infinite behavior is in some sense “realistic.”
There are others — fairness is a topic of study in itself.)
Note that all finite paths are fair. It can be shown that
any finite path from the initial state can be eztended to o
fair computation. That is, if there is a sequence of states

and events go =3 ... 5! g, where go is the initial state,

then there is a fair computation, the first k + 1 states of
which are g, ...,gz. This fair computation may be finite
if and only if no event is enabled in its final state. (The
proof, which we omit in the interest of brevity, involves
showing that there is a path from any global state in which
the number of times any event may be enabled between
occurrences is bounded.)
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The set of all fair computations of a protocol is denoted
R. (When we refer to a particular protocol A we write
R4.) The set R embodies the semantics of the protocol
in the following sense: any possible behavior of the system
is represented by some computation in R.

Properties of Protocols

In the model we have just described, the semantics of a
protocol is defined operationally, by specifying a set of
transitions in the global state space that determine the
set R of fair computations. The behavior of a system may
also be described functionally by characterizing the set R
by means of logical assertions. We now introduce a lan-
guage for simple logical assertions about the set R; such
assertions can be used to specify certain basic properties
of a protocol. A full system for stating and proving asser-
tions about the set R is beyond the scope of this paper; we
define just what is necessary to specify the properties rel-
evant to our example protocols and the conversion. (The.
language introduced here is essentially a small piece of
temporal logic; for a full treatment, see [6].) Our approach
to the example will allow us to avoid proving properties
of the conversion system from its operational definition.
Instead, we find a relation between the conversion sys-
tem and the original protocols such that it has properties
corresponding to their (known) properties.

For any protocol A, a global state predicate is a map-
ping of the global state space A into the set {true, false}.






