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ABSTRACT

in experimental study was conducted using a network simulator to
investigate the performance of store—and-forward packet communi-
cation networks as a function of: the network resource capacities
(channels, buffers), the network load (number of virtual channels,
virtual channel loads), protocols (flow control, congestion con-—
trol, routing) and protocol parameters (virtual channel window
sizes, input buffer 1imits). Some results from our study are

. shown. Network design strategies for the control of load fluctua-

_ tions are proposed and discussed.

I. INTRODUCTION

: The objective of a packet communication
petwork is to reliably deliver packets from
their sources to their destinations within
acceptable time delays. Thus an important

- performance measure of a packet network is

its throughput rate, in packets delivered per

- second .

Throughput is generated when individual
packets progress through the network, follow-
ing finite (preferably acyelic) paths. To

. generate a packet's worth of throughput, the
getwork must first admit a packet and then

" sllocate to it a set of resources consisting
of the communication channels as well as one

‘ puffer at each node along its route from

. source to destination. (We shall not con-

. gider various types of logical resources
which are also needed, such as control blocks,
sequence numbers, etc.) A complete alloca-
tion of resources needed by a-packet before
its admittance and subsequent journey is

- deemed wasteful. Almost all packet networks
employ a store-and~forward protocol, whereby

- apartial allocation of resources will enable
packets to progress through the network;

. specifically, a packet residing in node i can

; proceed if it has acquired the resources of a

' puffer in node i, the channel (i,j) on its

§ route, and a buffer in node j.

i It is well-known that partial allocation

| of resources to concurrent "processes' may

! result in a circular-wait condition, under

! which none of the processes can satisfy its

] resource needs and progress [1]. The condi-
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tion is known as a store-and-forward deadlock
in packet networks [2]; the throughput rate of
a deadlocked network is zero. Buffer alloca-
tion algorithms have been proposed [3,4] for
the prevention of store-and-forward deadlocks.
It has been proved that using these algorithms
at least one packet in the network can satisfy
its resource needs at any time. This ensures
that the network throughput rate will never be
zero.

The objective of this experimental study
is to investigate conditions for packet net-
works to operate at a high throughput rate in-
stead of just ensuring that it will not become
zero. The impact of network protocols for flow
control, congestion control, and routing on the
network throughput rate is investigated. The
network performance as a function of resource
capacities (channels and buffers), network load
(number of virtual channels, virtual channel
load), and protocol parameters (window sizes
for virtual channel flow control, input buffer
limits for network congestion control) is in-
vestigated., Some of our results and conclu-
sions are reported below. The reader is refer-
red to [5] for further details and additional
results.

TI. TFLOW AND CONGESTION CONTROL PROTOCOLS

The network congestion phenomenon can be
described as follows. A packet in tranmsit with-
in a network is at any time either enabled (re-
source requirements for progress met) or block-
ed (resource requirements not met). The number
y(t) of enabled packets in the network at time
t depends upon: nodal buffer capacities, the



number of packets in transit within the net-
work, and the distribution of these packets
over channel queues. The last two in turn
depend upon the network load and the network's
routing, and flow and congestion control pro-
tocols.

The network throughput rate is directly
proportional to the expected number of enab-
led packets under steady-state conditions. The
maximum possible value of y(t) is the number
of communication channels in the network, as-
suming a nontrivial number of buffers at each
node. On the other hand, there are two condi-
tions under which y(t) takes on small values.
First, there are few packets in the network
due to a small network load. Second, there
are many packets in the network competing for
resources; however, their distribution over
the channel queues are such that few packets
can satisfy their resource requirements for
progress (the network is congested!).

We shall consider networks that provide
virtual channels between packet sources and
sinks. The virtual channels are end-to-end
flow controlled. A comprehensive survey of
flow control protocols can be found in [6].

An important function of such end-to-end pro-
tocols is synchronization of the source input
rate to the sink acceptance rate. All of them
work by limiting the number of packets that a
virtual channel can have in transit within the
network; this number we shall refer to as the
virtual channel window size.

A separate network congestion control pro-
tocol is often necessary for the network as a
whole. Any network congestion control proto-
col must effectively reduce input into the
network to alleviate temporary overloads on
the network. We identify 3 basic types of
congestion control protocols. The isarithmic
principle proposed by Davis [7] and studied by
Price [8] provides the above function by set-
ting a limit on the number of packets permit-
ted inside a network. The objective of limit-
ing the admission of packets into a network
can also be achieved by reducing the window
sizes of virtual channels or by shutting down
some virtual channels entirely.

The third type of congestion control pro-
tocols is called input buffer limits that is
of special interest in this paper. Network
nodes are required to differentiate between
"input packets' generated by local sources and
"transit packets' routed to them by other
nodes. A limit is imposed upon the fraction
of buffers in the node that input packets can
occupy. This fraction is called the input
buffer limit (IB limit or IBL) of the node. No
limit is placed on the number of buffers that
transit packets can occupy.

The advantage of favoring transit packets
over input packets was observed by Price [8].
A similar idea was discussed by Chou and Gerla

[9]. The use of IB limits was explored quite
extensively in the GMD simulation study [4].
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Our experimental study reported below covers
different grounds from that of the GMD simula-
tion study. Specifically, although the GMD
study explored the use of IB limits for con-
gestion control, it was not known how to de-

sign such limits nor were the conditions under

which IB limits are effectively demonstrated
In [10], the performance of packet net-
works employing IB limits for congestion con-
trol was analyzed by modeling them as an ex-
tended class of queueing networks [11]. It
was found that when the network load is larg,
there is a critical value for the IB limits
beyond which the throughput capacity of the
network is seriously impaired. This critical
value we shall refer to as the IB capacity,
The explanation for the drastic degradation in

the network throughput rate when IB limits ex- -

ceed the IB capacity turns out to be an intui-
tive one. For each new packet that the net-
work admits into an input buffer, additional
buffers are needed elsewhere for the packet's
subsequent journey to its destination. There-
fore, there is a natural ratio of the number
of input buffers to the total number of buf-
fers in the network that serves as an upper
bound for IB limits. Suppose IB limits are
designed to be larger than the IB capacity.
It will occur that (almost) all input buffers
are filled by input packets; a likely occur-
rence when the network is temporarily heavily
loaded. The network will subsequently not
have enough buffers to satisfy the demands of
the resulting transit packets. The number of
packets which are enabled becomes very small
and the network throughput rate decreases to a
small value (or zero if the network is not
deadlock-free).

A significant observation in [10] is that IB
limits can be made much smaller than the IB
capacity without sacrificing much network
throughput (from the maximum throughput rate
assuming infinite buffers).

ITII. THE EXPERIMENTAL STUDY

Our experiments were performed with a
simulation program written in the Pascal lan-
guage using the discrete-event simulation
methodology. It currently runs on the Univer-
sity of Texas CDC Cyber 170/750 system. (An
earlier version also exists and runs on a
DEC-10 system.)

In the experiments for this particular
study, the traffic source of each virtual
channel is assumed to be a Poisson process
with a rate A (to be referred to as the vir-
tual channel load). Each message generated
consists of a single fixed length packet.
Newly generated packets that cannot be admit-
ted into the network are lost instantaneously.
At a communication channel speed of, say 50
Kbps, both nodal processing times and sink
absorption times of packets are negligible
compared to channel delays. They were assumed
to be zero in the present study. Fixed rout-
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ing using a table look-up procedure is imple-
rented. All queues employ a FCFS discipline.

The data link control protocol simulated
is based upon that of ARPANET [12]. It is
assumed that packet errors due to channel
wise are negligible. Packets are not posi-
tively acknowledged solely because they have
mot been accepted due to buffer, flow or con-
gestion control comstraints. It is further
assumed that positive acknowledgments are al-
ways accepted, even when the data packet con-
taining the positive acknowledgment has been
rejected.

Presently, end-to-end acknowledgments are
wt explicitly modeled so that when a packet
is delivered to the sink of a virtual channel
this is known to the source right away. End-
to-end acknowledgments may be implemented in
the simulator fairly easily but are deemed to
add unnecessarily to the cost of simulation.
The impact of an end-to-end acknowledgment de-
lay is to make the effective window size some-
vhat smaller than what is specified presently.

Fig. 1. An 7-node network.

The first network used in our study,
shown in Figure 1, consists of 7 nodes and 9
full-duplex links. Between each source-sink
pair of nodes, the first and second shortest
routes between them are selected. (Routes of
equal length are chosen randomly.) Altogether
8 different routes are used. When each route
is used by k virtual channels, we shall say
that the network load consists of 84 x k vir-
tual channels. The number of virtual channels
1sing each communication channel in the 7-node
tetwork varies from 7 to 15 (assuming one vir-
tual channel per route).

The communication channel speed is as-—
sumed to be 50 packets per second; this cor-
responds to, for instance, a packet size of
1000 bits and a channel speed of 50 Kbps. The
mmber N, of store-and-forward buffers is the
same for each node. The window size of a vir-
tual channel is specified as an integer multi-
ple of the virtual channel path length (in
mmber of links). The motivation for this is
to reduce the number of parameters that we
need to consider. Its effect is to minimize
the variation in the throughput rates of in-
#ividual virtual channels.

.The Effect of Increasing the Virtual Channel
load A
For the moment, IB limits for network

NETWORK THROUGHPUT RATE (pac

congestion control are not used. In Figure 2,
the network throughput rate is plotted as a
function of the number N_ of buffers at each
node for A = 1, 2, 10 packets per second. The
network supports 84 x 2 virtual channels. Each
virtual channel has a window size of 2 x path
length,
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Fig. 2. Network throughput rate as a function
of A and NT .

Note the drastic decrease in network
throughput rate when N_ is less than a certain
threshold value in each case. In other words,
the network requires a minimum number of buf-
fers before virtual channel windows could pro-
vide enough input control for the network to
satisfy the resource needs of its admitted pac-
kets.

For A = 1, 2 and 10 packets per second,
the threshold values of N are 9, 110 and 160!
Let n denote the average number of packets in a
node, assuming that the network nodes have in-
finitely many buffers; [ can be either calcula-
ted using a queueing network model or obtained
from simulation. Now consider the ratio of the
threshold values of N, to nn for each A. That
ratio is 4.2, 2.5 and 1.7 respectively for
A= 1, 2 and 10 (see Figure 2). Note that the
ratio actually decreases as N increases.

A is the rate at which packets are offered
to a virtual channel. As A becomes large, say
A = 2 packets per second, the number of pac-
kets that a virtual channel has in transit
will be equal to the window size much of the
time. As a result the rate at which packets
are admitted by a virtual channel levels off
very quickly as X increases. Further in-
crease in A (say from 10 to « ) will only
have a marginal effect on the network loading;
in this way, virtual channel windows provide
an input control function for the network.

As expected the maximum throughput rate
of each curve in Figure 2 increases as the

793



virtual channel load A increases, assuming the
provision of sufficient buffers. Given a mod-
est supply of buffers (say 20 - 100), Figure 2
indicates that A = 1 should be the expected
load on the network in the long run, A = 2
would be a moderate overload while X = 10
would be a heavy overload on the network.

With no other network congestion control pro-
tocol, to guard against a temporary overload
of A = 2, the network will require 110 buf-
fers per node; to guard against a temporary
overload of X = 10, the network will require
160 buffers per node.

The Design of IB Limits for Congestion Control

In [10], it was discovered that for homo-
geneous networks consisting of nodes with the
same channel configuration and traffic demands,
the input buffer limit (IBL) of each node
should be the same and satisfy

IBL < 1/H

where B is the mean path length of packets (in
number of nodes) in the network. The above
design rule was found to work well by both
analysis and simulation.

When we first turned our attention to
designing IB limits for general nonhomogeneous
networks, we treated the problem as a capacity
assignment problem. We design IB limits for
individual nodes to match their traffic de-
mands. We investigated several such heuristic
design algorithms and found that when networks
with a small number of buffers were considereq
none of these algorithms was robust (i.e.,
worked well for different network configura-
tions, traffic patterns and nodal buffer capa-
cities).

We subsequently discovered that despite
the consideration of nonhomogeneous networks,
a very robust IB limit design strategy is
still uniform assignment: wusing the same IB
limit for each node given by

IBL = a/H ¢H)

where o 1s a scaling factor less than 1 needed
to account for the "traffic imbalance" in a
nonhomogeneous network. In general, as to be
shown below, the applicable o decreases as the
network traffic imbalance increases (which
will also be aggravated by an increase in the
network load).

Design Strategies to Control Temporary Network

NETWORK THROUGHPUT RATE | packets/sec)

Overloads

In Figure 3, we have plotted the same
network throughput curves in Figure 2 together
with new curves obtained using the same net-
work loads but with the network employing IB
limits for congestion control.

The experiments that we conducted lasted
for about 150 seconds of simulated time each.
For those cases in which the network through-
put rate was not seriously degraded, each
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virtual channel transported close to 300 pac-
kets each (on the average).

Recall that with a modest supply of buf-
fers (20 - 100), X = 1 corresponds to the
expected network load, A = 2 is a moderate
overload while X = 10 is a heavy overload on
the network. The largest applicable value of
a in Eq.(1), for a simulation duration of 150
seconds, is 1 for A = 1, 0.7 for A = 2 and 0.4
for A = 10. Note that as A increases, a should
be decreased.

Suppose N,, is 50. Without IB limits, a
substantial increase in A, to say A = 2, will
cause the network throughput rate to degrade
badly. However with IB limits using o = 0.7,
the network can withstand an overload of
A = 2 packets per second for a least 150 sec-
onds. If IB limits corresponding to o = 0.4
are used, then the network can withstand an
overload of A = 10 packets per second for at
least 150 seconds.

~
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Fig. 3. Input buffer limits for overloads due
to fluctuations in A .

An important observation here is that IB
limits provide protection against large fluctu-
ations in the virtual channel load A. This
protection is obtained with little or no deg-
radation in the network throughput performance
when the network is not congested even though
the IB limits are fixed assigned (non-adaptive).

While virtual channel windows provide some
input control for the network when A becomes
large, they provide little control when the
network overloading is from an increase in the
number of virtual channels. An increase in the
number of virtual chanrels will happen because
in most packet networks, virtual channels are
established by nodes without any central con-
trol. Figure 4 shows that without IB limits
as the number of virtual channels increases
from 84 to 168, the network buffer requirement
increases very rapidly. Throughput curves for



virtual channel load ) increases, assuming the
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virtual channel transported close to 300 pa
kets each (on the average).

Recall that with a modest supply of bu
fers (20 - 100), X = 1 corresponds to the
expected network load, A = 2 is a moderate
overload while A = 10 is a heavy overload o
the network. The largest applicable value
a in Eq.(l), for a simulation duration of :
seconds, is 1 for A = 1, 0.7 for A = 2 and (
for A = 10. Note that as A increases, o sh
be decreased.

Suppose NT is 50. Without IB limits,
substantial inCrease in XA, to say A = 2, wi
cause the network throughput rate to degrade
badly. However with IB limits using o = 0,
the network can withstand an overload of
A = 2 packets per second for a least 150 se
onds. If IB limits corresponding to o = 0.4
are used, then the network can withstand an
overload of X = 10 packets per second for at
least 150 seconds.
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An important observation here is that II
limits provide protection against large fluct
ations in the virtual channel load A, This
protection is obtained with little or no deg-
radation in the network throughput performanc
when the network is not congested even though
the IB limits are fixed assigned (non-adaptiv
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in most packet networks, virtual channels are
established by nodes without any central con-
trol. Figure 4 shows that without IB limits
as the number of virtual channels increases
from 84 to 168, the network buffer requiremen
increases very rapidly. Throughput curves for



for the same network loads are also shown when
1B limits are used.

packets /sec)
Y
(=3
o
T

bl
G300t N
L i
oot //fA(Z:“.‘ /
5 a:07 i
% i ! -=~= WITHOUT IBL
5200 ! —— WITH IBL
PR o !
¢ i
E @=1.0 I" X = 2.0 packets/sec
00 a-07 h WINDOW SIZE = 2 x PATH LENGTH
é ¥ x NO.OF VIRTUAL CHANNELS = 84 x 2
g - o NO. OF VIRTUAL CHANNELS = 84 x
%=
}'0 ”||1x1|||||||1|1||||1
) 50 100 150 200 250

NUMBER OF BUFFERS AT EACH NODE Ny

| Fig. 4. Input buffer limits for overloads due
to fluctuations in number of virtual
channels.

i Obviously one way to control network conges-—
i tion and prevent throughput degradation is by
holding down the number of virtual channels
permitted in the network. This can be accom-
- plished by requiring the establishment of a
tew virtual channel to be authorized by a
central controller. An alternative is to
‘provide a network congestion control protocol,
such as IB limits.

Figure 4 shows that with N within the
range of 20 to 100, input buffer limits using
¢ = 0.7 will enable the network to withstand

“aoverload of 84 x 2 virtual channels for at
least 150 seconds. This protection is achiev—
ed with a static assignment of input buffer
limits. However, when the network is not con-
gested (because of more buffers or a smaller
load) there is little or no throughput degra-
dation caused by the statically assigned in-
put buffer limits.

Network loads corresponding to the
we of different virtual channel window sizes
are considered in Figure 5, both with and
vithout the use of IB limits for congestion
control. The largest applicable values of
¢ that can be used (for a simulation dura-
tion of 150 seconds) are 1, 0.7 and 0.6 re-
spectively for window sizes equal to 1x, 2x,
and 3x path length.

We make two observations. First, Figure
5 shows that the strategy of reducing virtual
channel window sizes when network congestion
occurs will help; but Figure 5 also shows
that the use of IB limits is more effective.
Second, the window size of a virtual channel
is typically negotiated between the source-
lestination pair of nodes and not subject to
any form of central control. As a result of

such distributed, possibly uncoordinated, de-
cisions and because network users will demand
large virtual channel window sizes to achieve
their desired throughput rates, the overload
condition of having a large number of virtual
channels with large window sizes will occur.
Figure 5 shows that a network overload due to
all virtual channels having a window size equal
to 3 times its path length, can be taken care
of by installing input buffer limits using

o = 0.6. Note again that the network through-
put degradation due to statically assigned IB
limits with @ = 0.6 is quite small when the
network is not congested.
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Fig. 9. .Input buffer limits for overloads due
to fluctuations in virtual channel
window size.

IV. CONCLUSIONS

In general, the set of virtual channels
constitutes the network load requiring the use
of the network's channel and buffer resources.
The routing, flow and congestion control pro-
tocols allocate and regulate such demands on
the network.

Let us review the key variables affecting
the performance of packet networks.

The rate X models the load on a virtual
channel that is a characteristic of the traffic
source and is not subject to control. (The
effect of X was considered in Figure 2.)

The number and distribution of virtual
channels are also not easily controlled for
networks in which virtual channels are estab-
lished and terminated by individual node pairs.
If, however, a central controller is used to
authorize the creation of new virtual channels,
then overloads due to too many virtual channels
can be prevented. (See Figure 4.)

Virtual channel windows sizes are useful
for controlling the throughput rates of indi-
vidual virtual channels. Figure 5 shows that
a means of network congestion control is to
adaptively reduce virtual channel window sizes.
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The implementation of such a strategy requires
either a central controller or a distributed
algorithm that can effectively coordinate the
actions of individual nodes. (Such an algo-
rithm is not presently available. We encoun-
ter here the same difficulty present in the
design of an effective algorithm for redis-
tributing empty containers in an isarithmic
protocol.)

We found that IB limits are effective for
controlling short-term overloads on a network
(due to time or statistical load fluctuations).
We also found that the uniform assignment
strategy of using the same IB limit at each
node with _

IBL = o/H

where # is the mean path length of packets and
a <1, is an effective and robust method of
network congestion control. Load fluctuations
due to changes in the virtual channel loads,
number of virtual channels, and virtual chan-
nel window sizes can be handled using IB lim-
its designed with an appropriate choice of a .
The value of o depends upon two considera-
tions, namely, the severity and time duration
of the overload being designed for. We found
that networks using IB limits with o = 0.4
could withstand very severe overloads for at
least 150 seconds. (See Figures 3 - 5.)

If the network load has changed, it is
desirable to improve the routing to reduce
the variance in communication channel utili-
zations. This is the objective of optimal rout—
ing to minimize average network delay. We famd

that improved routes will also enhance the ef-
fectiveness of IB limits for network conges-—
tion control.

We found that IB limits are effective and
"inexpensive" for controlling occasional short-
term overloads on a network. However, if in-
creases in the network load are on a long-term
basis, then instead of relying on IB limits
the network should be equipped with more re-

sources (channels, buffers) to handle the lar-
ger load.
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