Congestion Control of Store-and-Forward Networks by Input Buffer Limits

Simon §. Lam and Martin Reiser

IBM T.J. Watson Research Center
Yorktown Heights, N.Y. 10598

Abstract: The use of input buffer limits for global congestion control
of store-and-forward networks is investigated. An analytic model is
formulated. Based upon the analytic results, strategies are proposed
for the design of input buffer limits to achieve the maximum network
throughput as well as to provide a safety margin for uncertainties in.
traffic assumptions. Major conclusions drawn from the analysis are
supported by simulation results. We conclude that input buffer limits
are a simple and effective means of global congestion control. Fur-
ther simulation studies are underway to validate this conclusion.

1. Introduction

Store-and-forward communication networks with no effective
means of flow control have been shown to exhibit the throughput-
load relationship illustrated in Figure 1 [1-4]. A characteristic, typi-
cal of many contention systems, is that as the offered load is in-
creased from zero, the network throughput increases to a maximum
and then turns down and decreases sharply to a low value (possibly
zero). Physically, when a store-and-forward network is congested,
some processes may be blocked, and data may be lost or held back
due a lack of resources [5]. In either case, work is not conserved;
hence, the degradation in throughput.

Degradation in network throughput is often caused by dead-
locks [1,2,5]. However, networks which are deadlock-free may still
be degraded in the sense that the throughput, though nonzero, is
relatively low [4]. Hence, control mechanisms are needed to prevent
throughput degradation whether or not a network can be formally
proved to be deadlock-free.

From now on, a network is said to be congested when it
operates in the region of negative slope in Fig. 1.

Global versus end-to-end control

By global congestion control we mean any mechanism with
the primary objective of preventing the network from operating in
the congested region for any significant period of time. Typically,
most networks are based upon the concept of logical channels (or
connections, sessions etc.) and are end-to-end flow-controlied be-
tween pairs of sources and sinks. Examples of end-to-end controls
are SNA pacing [6], RFNM in the ARPANET [5], and various win-
dow mechanisms [7,8]. An important function of such end-to-end
controls is synchronization of the source input rate to the sink ac-
ceptance rate. All of them work by limiting the number of messages
(or packets) permitted in a logical channel. Suppose L; is the maxi-
mum number of messages in logical channel i and the network has a
total of K logical channels. The maximum number of messages
permitted to enter the network is thus

Npax =Ly + Ly + .o+ Lg .«
The fact that Nnax is bounded does not imply that global congestion
control is not necessary. In fact, one of the motivations for a store-
and-forward network in the first place is that data traffic sources are
typically bursty [9]. In other words, logical channels require actual
transmission capacity only intermittently with a small duty cycle. If,
for example, a network is operated such that N_ . is at point B in
Figure 1, it is obvious that global congestion control is not necessary.
However, due to the bursty traffic, the average utilization of the
network will be very low (such as at point A). It is therefore desira-
ble for store-and-forward networks to operate on the principle of
overcommitment such that’Nmax is far to the right (such as at point
C) in Figure 1 and through averaging, the network utilization is at
point B with a correspondingly high throughput. An immediate
consequence is that global congestion control is now necessary to
prevent the network operating point from going over the peak of the
curve as a result of statistical fluctuations.

Global congestion control techniques

A global congestion control mechanism must be capable of:
(1) detection of network congestion, and (2) shutting off input into
the network according to some rule.

The isarithmic technique proposed by Davies [2] and studied
by Price [3] does the above functions by limiting the number of
packets permitted to enter the network. This is accomplished by
circulating a fixed number of ''containers" in the network. A packet
can be sent through the network only if it can get hold of an empty
container. A difficulty of this technique is finding a good adaptive
scheme for distributing empty containers so as to maximize the
network throughput and minimize delay.

A second technique, to be studied in this paper, attempts to
control the network input rate by differentiating between input and
transit traffic at each node and imposing a limit on the fraction of
buffers in a node’s buffer pool that input traffic can occupy. This
fraction will be referred to as the input buffer limit. Note that transit
traffic can occupy all buffers in the buffer pool. In times of extreme
congestion, input traffic may be shut out by transit traffic but not
vice versa; a desirable property. The advantage of discriminating
against input traffic was first noticed by Price [3]. He observed that
if one or two buffers are dedicated to transit traffic, the network
throughput can be much improved. A similar idea was also suggested
by Chou and Gerla [10]. This idea, however, is most clearly demon-
strated and investigated in the GMD simulation studies [4,11]. In
addition, they have also shown that if the buffer pool is structured
into nested subsets of buffers and messages are assigned to these
subsets according to the number of hops they have covered, then it
can be proved that store-and-forward deadlocks of the type described
in [1,5] can be avoided.

Summary of results

In the next section, an analytic model is described for study-
ing the use of input buffer limits for global congestion control. Next
we present numerical results which show the tradeoffs among offered
load, buffer capacity and input buffer limit with regard to their im-
pact on network throughput. Strategies are then proposed for select-
ing input buffer limits to achieve the maximum network throughput
as well as to provide a safety margin for uncertainties and fluctua-
tions in user traffic. Finally, simulation results are shown which
support major conclusions drawn from the analytic results.

The model in this paper is different from previous analytic
models such as the work of Pennotti and Schwartz [12] which is a
model for end-to-end control and the work of Wong and Unsoy [13]
which is a model for an isarithmic scheme with two levels of control.
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Fig. 1. Throughput versus offered load.




2. Analytic Model

Queueing network representation of a node

The queueing network representation of a store-and-forward
node first introduced by Lam and Schweitzer [14,15] is adopted with
the addition of an input buffer limit for congestion control. A cur-
rent limitation of queueing models is that no distinction can be made
between messages and packets. In the sequel, the basic unit of data
transfer and storage will be referred to as a message. Two classes of
messages are distinguished: input and transit messages.

Referring to Figure 2, it is assumed that input messages are
generated by locally attached sources at the rate of A messages per
second. Transit messages arrive from adjacent nodes at the rate of y
messages per second. The node has a pool of Nt buffers all of which
may be occupied by transit messages. However, not more than N,
(< Np) buffers may be occupied by input messages. The ratio
N/Nry is the input buffer limit of this node. Message arrivals (input
or transit) may be lost due to a lack of buffers. We define

B; = equilibrium loss probability of input messages
B = equilibrium loss probability of transit messages.

Since Ny < N, it follows that B, > By.

A first-come-first-served (FCFS) server is used to represent
the node processor which handles error checking, routing etc. and
operates at a rate of uy messages per second. There are M output
channels to adjacent nodes and a single channel (labeled M+1) to
locally attached message sinks. The channels operate with rates of
B1s Hos w-» My Messages per second and are also represented as
FCFS servers. Whenever a message is transmitted to an adjacent
node (say, over channel i), a copy of it is buffered. One of two
things can then happen. With probability B;, the transmitted message
is lost in which case the buffered copy is put on the jth output chan-
nel queue for retransmission; this occurs after a time-out delay of t;
seconds on the average. With probability 1 - Bj, the transmitted
message is accepted by the adjacent node. Its positive acknowledg-
ment returns after a delay of v; seconds on the average, at which
time the node discards its copy of the message.

We shall assume that the local channel is reliable By, =0)
and also relatively fast (end-to-end control is not needed).

Input and transit messages are characterized by different
routing probabilities. Input messages are routed to the jth channel
with probability Pj(1> while transit messages are routed with probabil-
ity Pj(z). We note that the model can be easily extended to more
than two message classes with different routing probabilities and
buffer limits, which can be used to represent the deadlock-avoidance
scheme in [4,11]. In practice, the number of classes is limited by the
complexity of the numerical solution method used.

The rate A represents the magnitude of the offered load.
Both finite and infinite offered loads are considered. The case of an
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Fig. 2. Model of a store-and-forward node.
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infinite offered load is equivalent to having N; input messages within
the node at all times.

With assumptions of independence [16], Poisson arrivals and
exponentially distributed message lengths, recent advances in the
theory of queueing networks can be applied to the above model.
With the constraint imposed by the input buffer limit, the model is a
special case of a wide class of i;1ueueing networks with population size
constraints studied by Lam [17]. For the moment, let us assume that
A is finite and define the following traffic intensities for input mes-
sages:

a0 = Mg

a3 M+1 = APy vy i

©
f

i= A P]j/((l - Bj)l-tj)
= A Py;B;t;/(1 - B))

Cyj =)\P1jvj j=1,2,..., M.

(1)
Similarly, traffic intensities for transit messages ayg, ay 4, ) sz

and ©; (i=1,2, ..., M) are defined as above with y replacing A. Next,
define

d; = zlsjsM (byj + ¢

dy = lejsM (byj + ;)

the notations
q; = number of input messages at the jth FCFS server
dp; = number of transit messages at the jth FCFS server

k{ = number of input messages waiting for acknowledgment
or retransmission

ky = number of transit messages waiting for acknowledgment
or retransmission

and the state vector

8 = Q100 - 9, M4 13920 - QM4 k1 Kp)
Applying the theorem in [17], the equilibrium probability density
function of S has the product form:
P(S) =C H0555M+1 t(qy; + qzj)!(aqulj/q”!)(azj‘hj/qzj!)
x (k17K D(d%2/ky0) §
= C p(8)

where C is a normalization constant given by

cl= EOsxlsNI ZOSXZSNT—XI w(x,Xp) (2)

with

wixy, Xp) = 2S in §(xq,%3) p(s)
and
S(le Xz). =1 Slkl + g0+ ... + A M+1= Xq»

ky + a0+ . + G M=%

12:1-2



The convolutional algorithm of Reiser and Kobayashi [18] can be
employed to evaluate w(Xy,X5).

The marginal equilibrium probability density function for the
number of input messages in the node is

Pi(x) =C 2:osxzsNT-xl w(xy, X5) 3)

and for the number of transit messages in the node is

Py(xy) = C EOSX,Smin(NI, Np-xp) W& X2) 4

The equilibrium loss probability for transit messages is

Bry=C ZOlesNI w(xy, N1 - x) (5)

and similarly for input messages

By=Br+C ZosxzsNT-Nl-l W(Np, X5) . (6)

For the case of an infinite offered load, the above results
remain applicable if A is replaced by an arbitrary constant in Eq. (1)
and x; is fixed at the value of Nj in Egs. (2)-(6).

Assumption of a homogeneous network

No exact analytical solution for general queueing networks
with blocking has yet been obtained. To get around this difficulty,
the assumption of an equilibrium loss probability B; was proposed.
With a network of store-and-forward nodes, the set of equilibrium
loss probabilities can be obtained by solving a set of implicit algebra-
ic equations [14].

In this paper, since we are not interested in a specific net-
work topology, we shall make the additional assumption that the
network is homogeneous. In other words, B; is equal to By of the
node under consideration for each j. This approach may give rise to
somewhat pessimistic results since it assumes that when a node is
congested, its neighboring nodes are equally congested.

Under equilibrium conditions, the nodal throughput rate o in
messages per second is

o = om4 1Pl mer + d2mp1 > 0]
= A(1-Bp if A is finite.

The arrival rate y of transit messages is given according to the fol-
lowing flow conservation relationship.

YL -BpPypmyg + 0Py =0

so that
y = onp/(1 - By)
= An,(1 - Bp/(1 - By) if A is finite

where

ny = (1-Py M)/ Py My

is the average number of hops traversed by a message from source
node to destination node in the assumed homogeneous network.

Finally, By and o (or By if A is finite) in the above equations
can be solved iteratively using a successive substitution method.

3. Numerical Results

In this section, we present some numerical results which
illustrate the tradeoffs among offered load, buffer capacity and input
buffer limit. Based upon these results, the design of input buffer
limits is discussed in the next section. An example with the following
parameters is considered.

M = 3 (number of output channels)
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ny = 500 messages/second (nodal processor speed)

i1 = py = p3 = 9.6 messages/second (channel speed)

14 = 100 messages/second (sink rate)

ty = ty = t3= 0.6 second (average time-out delay)

Vi = v, = v3 = 0.12 second (average acknowledgment delay)
Pl(r) = 0.4(1 - P4(r))

P, = PP =03(1-P,) r=12

P,V = 0.25

P,? =06.

From the above data, the average number of hops traversed
by a message is

n, = (1-0.25)/0.6 = 1.25

which is also the average ratio of transit messages to input messages
at each node of the assumed homogeneous network.

An upper bound on the nodal throughput rate ¢ can be
obtained by letting Ny = N| = = so that By = By = 0. In this case
and under equilibrium conditions

1.250

<
[

and
A=o.

By inspection, we know that channel 1 is the bottleneck. The traffic
intensity at channel 1 is equal to

AP 4y PPy /p; = (036 + 0.16(1.250))/9.6
which must be less than one. Hence we obtain
0 < 0,y = 19.2 messages/second.

In Figure 3, we have plotted the throughput rate ¢ as a
function of the input buffer limit (N;/Np) for Np = 20. Note that
for values of A < o, (= 19.2), ¢ increases monotonically as the
input buffer limit is increased to one. For values of A > o ..., 0
increases to a maximum as the input buffer limit is increased, then
turns down and decreases rapidly to zero. Note also that for a larger
A, the maximum occurs at a smaller input buffer limit. Similar results
are shown in Figure 4 for Nt = 40. In this figure, the maximum
achievable throughput is larger than that of Figure 3 for each A. This
observation is further demonstrated in Figure 5 for the case of A =
. Also observe that as the total buffer pool (Np) gets larger, the
throughput curve has a wider region near the optimum, which is
relatively flat. This is a desirable property which can be exploited in
the design of input buffer limits. We shall return to this point later
on.

In Figure 6, the throughput rate ¢ is shown as a function of
the offered load A. Notice that if the input buffer limit is properly
designed, the throughput rate does not turn down as the offered load
is increased to infinity.

In Figure 7, the equilibrium loss probabilities for input and
transit messages are shown versus the input buffer limit for Ny = 20
and different values of A. Note that for an input buffer limit corre-
sponding to maximum throughput, B is typically more than an order
of magnitude larger than B.

In Figure 8, buffer utilizations of transit and all messages are
shown versus the input buffer limit for and Ny = 20 and different
values of A.

4. Design of Input Buffer Limits

From the above results, a rule of thumb for selecting the
input buffer limit of a node is

(NI/NT) < &q (7)

where
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Fig. 3. Throughput versus input buffer limit (N = 20).
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Fig. 4. Throughput versus input buffer limit (N1 = 40).

a, = ratio of input message throughput to total message
throughput of the node

a/(c + y(1 - By)).

In a homogeneous network, such as we have assumed, «, is equal to
1/(1 + np). In the above example, this ratio is 0.44. Examining
Figures 3-5, the throughput maximum corresponds to an input buffer
limit of just under 0.44 for the heavily loaded cases (A > 20) and just
above 0.44 for the lightly loaded cases (A < 20).

From Figures 3-5, we see that an input buffer limit larger
than a, does not bring about much, if any, gain in throughput. In
fact, it is undesirable because, if in the event that the input buffer
pools of all nodes in the network are completely filled with input
messages, the network will not have enough buffers to accommodate
the resulting transit messages (on the average)!
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Fig. 6. Throughput versus offered load A (N = 40).

The input buffer limit of a node should be strictly less than
a, to allow some margin for time and statistical fluctnations in user
traffic as well as errors in our traffic estimates. We can envision two
types of uncertainties: (1) in the offered load rate A, and (2) in the
estimated traffic ratio «,.

The first type of uncertainty is not a big problem. Recall
from Figure 6 that as long as the rule of thumb is obeyed (N; = 8
and 16), the throughput is unaffected even if A -+ o. If the rule of
thumb is not obeyed (N; = 24, 32), any fluctuation in A may cause
unanticipated throughput degradation (although A may be small in
normal network operation).

The second type of uncertainty may be tackled in the follow-
ing manner. Recall our earlier observation from Fig. 5 that as Np
gets large, there is a relatively flat region surrounding the point of
maximum throughput. As a result, the input buffer limit can be
designed to be substantially smaller than a, without incurring much
loss of throughput. For example, consider the Nt = 40 curve. The
throughput is within .95 of the maximum for any input buffer limit
between 0.22 and 0.46. Suppose the input buffer limit is designed to
be 0.22. This implies that even if the actual traffic ratio turns out to
be 0.22, instead of 0.44 that we assumed (an error of 100 per cent),
the above rule of thumb is still satisfied. Of course, if the actual
traffic ratio turns out to be greater than 0.44, there will be some loss
in throughput because the network is underutilized. As a result, we
may want to select an input buffer limit somewhat larger than 0.22.
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We note that a, = 1/(1 + ny) is applicable only under the
assumption of a homogeneous network. For other networks, o, has
to be determined separately for each node by some other means.

We would like to emphasize the difference in responsibility
associated with the acceptance of input messages and tramsit mes-
sages. We are less willing 10 accept an input message because it
carries with it demands for resources not only in the node under
consideration but also in other nodes within the network. Input
buffer limits are a means for balancing such demands.

5. Simulation Results

A four-node network with a completely connected topology
was simulated. In the simulated network, messages flow from source
to destination through end-to-end logical channels. A total of 44
logical channels are used, one for each of all 12 one-hop routes, all
24 two-hop routes and 8 of the three-hop routes. The simulation is
different from the analytic model in several respects. First, the
complete network of four nodes is simulated. Second, SDLC is
simulated for data link control [6]. Third, all messages generated in
the simulation have a fixed length (i.e., single packets).

The following parameters are assumed for each node:

M=3

o = messages/second (very fast nodal processor)
By = iy = p3 = 1 message/second

ugq = 11 messages/second.

New messages are created for each logical channel according to a
Poisson process.

For comparison, an equivalent analytic model of the simulat-
ed network was evaluated numerically. In the analytic model, we
further assume

=1l =t3=>5 seconds
vi=vy=v3=1 second.

Routing probabilities for input and transit messages in the
analytic model are calculated from the one-hop, two-hop and three-
hop routes used in the simulated network. For the network consid-
ered, they are the same at each of the four nodes and are given by

P, = P, = 4/11, P,V = 3/11, P,V = 0;
P,® =p,® = 1/7,P,® = 4/21,P,? = 11/21.

The ratio a, is the same at each node and is calculated to be
a, = 11/32 = 0.344

An upper bound on the nodal throughput rate (obtained as in Section
3 above) is

0 < Oy = 11/7 = 1.57 messages/second.

The throughput per node is plotted versus input buffer limit
in Fig. 9. Consider the two cases for which both analytic and simula-
tion results are shown: (1) A = 2.2, Ny = 30, and (2) A = 1.1, Ny =
50. We note the following discrepancies.

First, the part of the throughput curve (given by analysis)
with negative slope is not realizable in simulation. For example, with
A = 2.2, Ny = 30 and an input buffer limit of 0.4, simulation shows
that the network throughput degrades very rapidly to zero as the
network enters into a store-and-forward deadlock. This behavior
should be expected from the analytic results. Since the loss probabil-
ities under these conditions are very high (0.1 - 1.0), a deadlock will
thus occur very rapidly in the absence of any deadlock-avoidance
scheme. The assumption of equilibrium also breaks down.

Second, throughput values given by the analytic model are in
most cases pessimistic compared to corresponding simulation values.
This can be explained by the differences between the simulated
network and the equivalent analytic model. In particular, while
constant message length is assumed in simulation, exponentially
distributed message length is assumed in the analysis. (Queueing
systems characterized by a larger variance typically have worse
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Fig. 9. Simulation results.

performance.) Also, as we discussed earlier in Section 2, the single
node approximation of a homogeneous network in the analysis would
give rise to somewhat pessimistic results.

On the other hand, our simulation results support conclusions
drawn from our analytic results. First, the rule of thumb for selecting
the input buffer limit of a node using the ratio «, as an upper bound
is valid. Second, as predicted by the analysis, the throughput curve
does become more "square-shaped' as N is increased thus offering
a larger safety margin for error. (See Fig.9.) Third, when the offered
load A (= 1.1) is less than Gmax (= 15.7) the throughput curve does
not turn down. There is very little gain in throughput for selecting
an input buffer limit larger than a,. Moreover, if the rule of thumb
is satisfied, fluctuations in A (from 1.1 to 2.2 in Fig. 9) does not give
rise to throughput degradation.

6. Conclusions

We have studied input buffer limits for global congestion
control of store-and-forward networks. An analytic model has been
formulated under the assumption of a homogeneous network. Nu-
merical results from the analytic model suggest strategies for the
design of input buffer limits to achieve the maximum network
throughput as well as to provide a safety margin for uncertainties in
traffic assumptions. Conclusions drawn from the analytic results are
supported by simulation results. We conclude that input buffer limits
are a simple and effective means of global congestion control. Fur-
ther simulation studies are underway to validate this conclusion and
to investigate various buffer allocation strategies for implementing
input buffer limits. Techniques for both static and dynamic determi-
nation of the traffic ratio o, in a nonhomogeneous network and
" time-varying traffic environment are being studied. Finally, we must
keep in mind that input buffer limits are being considered as a solu-
tion to the network-wide congestion problem only. End-to-end
controls are still necessary for purposes of source-sink speed syn-
chronization, data integrity etc. Also, although the probability of
store-and-forward deadlocks can be significantly reduced as a result
of properly designed input buffer limits, deadlock-free operation is
not guaranteed.
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