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Abstract

We propose the method of protocol projections
to facilitate the analysis of communication proto-
cols. Inour model, protocol entities are connected
by communication channels; messages sent by the
protocol entities through the channels may be lost,
duplicated and/or reordered. Protocols with sever-
al distinguishable functions are considered. Image
protocols are constructed separately for each pro-
tocol function. Image protocols are obtained by
aggregating protocol entity states, messages and
events using equivalence relations. As a result,
image protocols are typically much simpler than
the original protocol and can be analyzed more
easily using available techniques. We show that if
an image protocol is constructed to satisfy a well-
formed property, then it is faithful, in the sense
that its logical correctness properties are the
same as the logical correctness properties of the
projected function in the original protocol.

1. INTRODUCTION

A communication protocol defines the set of
rules that govern the exchange of messages between
protocol entities connected by communication
channels (real or virtual). A communication pro-
tocol can be viewed abstractly as a transition
system specified by the pair (G,T) where G is the
set of global states and T is a binary relation in
G called the set of transitions {1]). The global
state of such a model of interacting protocol -en-
tities is specified by a joint description of the
states of the protocol entities and communication
channels, State transitions correspond to the
occurrence of various events: an entity sending
or receiving messages, errors in channels, an
entity receiving signals from its user and timers,
etc.

Civen an initial state go, T determines the

reachability tree (space) R. R is a directed
graph with nodes being elements of G and arcs
being elements of 7. R contains all available in-
formation on logical correctness properties of the

protocol. Let Rs denote the set of reachable
states in G. Rs’ which may be obtained from R,

determines the safety (partial correctness)
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properties of the protocol.  Liveness properties,
however, require knowledge of the set of finite
paths in R.

There are three basic approaches to protocol
analysis [2]. They differ mainly in the kind of
questions that the analyst poses in the characteri-
zation of R.

(1) Reachability analysis
Starting from the initial state &5 in G, the

reachability tree R is traversed using T. Many
logical errors (e.g., state deadlocks, unspecified
receptions, etc.) that require only knowledge of
individual reachable states in R can be detected
by automated procedures [3]. This approach has
two difficulties. First, for any non-trivial pro-
tocol, R is extremely large (possibly infinite).
Second, many meaningful relationships among "state
variables", expressing desirable logical correct-
ness properties of the protocol, require an overall
view of R and these are usually not obvious from
simply traversing R.

(2)

Proofs of assertions

In this approach [4,5], one attempts to form—
ulate assertions describing desired logical correct-
ness properties (corresponding, hopefully, to the
service specifications of the protocol). Note that
assertions regarding safety properties are predi-
cates on G. Hence a safety assertion can be viewed
as a set J of states in G for which the predicate
is true. An assertion of a safety property is
invariant if the set J is a superset of Rs' Asser-

tions of liveness properties are predicates on the
paths in G. Liveness assertions in temporal logic
{51, for example, specify target sets in G for
trajectories of paths in R to hit, eventually,
recurrently, etc. In any case, the method of form-
ulating assertions, in effect, attempts to find
"bounds' for the reachability tree R instead of
traversing it. These bounds are in the form of
predicates. which are statements about the state
variables and their relationships.

(3) Hybrid approach

Both of the above analysis approaches may be
used together [1,6,7]. For many models, the state
space G can be written as a cross product of a set
Gc of control states and a set Gd of data states,

G = Gc X Gd' A reachability analysis in G

yields the reachable set of control states. For



each reachable control state, assertions may be
formulated as predicates on Gd'

The difficulty with both the second and third
approaches is that the formulation of assertions
stating some desired logical correctness proper-
ties requires considerable human ingenuity, and
cannot be easily automated. Given some assertions
(representing rigorous protocol service specifica-
tions), their verification may be facilitated by
various semi-automatic systems using theorem prov-
ing and symbolic execution techniques [7,8].

A relatively large protocol such as HDLC. [9]
cannot be easily analyzed using a technique based
upon any of the three basic approaches mentioned
above. Reachability analysis typically cannot be
employed due to. the many state: variables, some of .
which such. as sequence numbers can take on a large
number of values. Brand and Joyner [10] analyzed
one. version of HDLC using a system for symbolic
execution, Altogether 1347 theorems had to be
proved, 80% of which were proved automatically.
The rest was done manually. )

The protocol projection idea

The method of protocol projections is intended
to facilitate the analysis' of nontrivial protocols
that are too complex to be analyzed with one of the
basic approaches. We observe that real-life proto-
cols typically have several distinguishable func-
tions., For example, the HDLC protocol has at least
three functions: connection management, and one-way
data transfers in two directions. Wewould like to
ask questions regarding the logical correctness be-
havior of the protocol concerning these functions.
Instead of asking such questions all at the same
time, we may ask them with respect to one function
of the protocol at a time. The analysis approach is
to construct from the given protocol an image pro-
tocol for each of the functions that are of inter-
est to us. These functions will be referred to as
the projected functions. The image entity states,
messages, and events of an image protocol are ob-
tained from those of the original protocol using
certain equivalence relations. Entity states, mes-
sages and events that are equivalent with respect
to a projected function are aggregated in the image
protocol. As a result, image protocols are simpler
than the original protocol. Each image protocol can
thus be more easily analyzed using available means.
For example, an image protocol for the functionm of
one-way data transfer of HDLC will be of the same
complexity as Stenning's data transfer protocol
which has been successfully analyzed [4,5].
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Fig. 1. An illustration of the protocol projec-

tion idea.
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~'difficulty in protocol analysis.

The protocol projection idea can be illustra-
ted by the picture in Fig. 1. Consider a protocol
model with the state description (%,y,z) and the
set RS of reachable states. Suppose that we are

‘only interested in a safety assertion that in-

volves only the variables x and y. To determine
whether the assertion is true, it is sufficient

.for us to know the image of RS on the (x,y) plane.

Obviously, if RS is known, its image on the (x,y)

plane is readily available. However, the com-
plexity of R (and thus RS) is the basic source of

Thus, we would
like to take the original protocol and construct
from it an image protocol whose set of reachable
states duplicates the image of Rs on the (x,y)

plane.  In fact, we want to construct image pro-
tocols that are faithful -with respect to both
gafety and liveness properties. In general, -an’
image protocol is said to be faithful if its logi-
cal eorrectness propérties ‘are the same as' the
logical correctness propertles of the projected
function in the original protocol.

We. show in this paper that if an image pro-
tocol is constructed to satisfy a well-formed
property then it is faithful. Although the well-
formed property is.a sufficient condition, we
have found that it is the weakest condition that
one can have without any knowledge of the reach-
ability tree R of the protocol. (Note again that
we cannot assume any knowledge of R since its com- -
plexity is the basic source of our difficulties.)
We have found that image protocols for a version
of the HDLC protocol wittheSpect to the functions
of connection management and one-way data transfers
possess the well-formed property [11]. Thus the
well-formed property is not a very stringent re-
quirement. In fact, one can think of the well~
formed property as a criterion of well-structured
protocols.’ ' . ‘ :
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Fig. 2. Aﬁpliéatibn of profocbl projections. =

The application of protocol projections to the
analysis of protocols is illustrated in Fig. 2. Suppose
that we are given a protocol andoneor more asser-
tions that specify the correct behavior of some pro-
tocol function (service specification ‘of the func-
tion). Suppose also that a verifier is avatilable
for checking the validityof assertions for a given
protocol. Instead of feeding the assertion(s) and
the original protocol into the verifier, we first con-
struct a well-formed imageé protocol (which should
be much simpler than the original protocol). The
image protocol and assertions are then fed into the
verifier for evaluation. If we are interested in




several functions of the protocol, a different
image protocol is-generated for each function.

The protocol model and results in this paper:
extend the model and results previously presented
by us in [12]. We consider herein communication
channels that may lose, duplicate and reorder
messages.  Duplication and reordering of messages
are not considered in [12]. = !

The term "protocol projection™ has been pre—
viously used by Bochmann and Merlin [13] to des-
cribe an operation in their method for protocol
construction. Their basic idea of "projection
onto the relevant actions'" is similar to ours
herein, but the development and:application of -
the idea in their work and ours are different.

In Section 2 we shall first present our pro-
tocol model. In Section 3 we shall present defin-
itions of image entity states, image messages and
image events for a given projected function. In
Section 4 the image protocol for. a given function
is defined.. The well-formed property is intro-
duced. Our main results are stated in two
theorems. We shall illustrate the protocol model
with a small protocol example. A small example is
chosen for the sake of clarity, although the
method of protocol projections is intended for the
analysis of real-life protocols with multiple
functions.

2, THE PROTOCOL MODEL

Oﬁf model is an extension of the model of

Brand and Zafiropulo [14]. Let Pl and Py be two

protocol entities that communicate with each
other, VPl sands messages to P2 through channel

€, and P, sends messages to P

CZ' (See Fig. 3.)
a channel may be reordered, duplicated, and/or

lost (due to corruption by noise).

1 through channel

Messages transmitted through

" A channel from one entity to another consists
of all buffers and communication media between
the entities. - The channels are modeled as queues
of infinite storage capacities. (Most communica-
tion protocols have some measure of flow control.
As a result, their buffer requirements for
messages in transit between entities are bounded.
Hence, the assumption of infinite storage capacity
is equivalent to satisfying those buffer require-
ments.)
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Fig. 3. Components of the protocol model.

For i=1 and 2, let Si be the set of states of

P., o, be the initial state of P, in S,, and M, be
i’ "i i i i
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condition, hold.

the set of messages sent by Pi'

Let m, denote a sequence of messages represen-—

_‘i :
ting the state of channel Ci.‘ A message rec¢eption

event removes.the first message in the sequence.

A message send event appends a new message to the
end of the sequence. . The set of all possible mes-—
sage-sequences in Ci is a subset of

M = (kgi ) u 0

where @ denotes thé null sequence and Mk is the

i i
cartesian product of Mi with itself k times.

The state space of the global model of pro-
tocol, interaction is

G =5 XM XM, xS,

Each global state is a 4-tuple <sl, oy My, s2>

and m The initial

.._i
global state denoted by &0 will be assumed to be

where s,€8S, €M, for i=1 and 2.
i~ i —i

<0y» 9, 8, 0,> in the rest of this paper (without
any loss of generality).

The events in the protocol are either entity
events or channel events. An event can occur only
if certain conditions, denoted as its enabling
When an enabled event occurs, it
changes the state of one or more components of the
global state.

There are three types of entity events. We

describe these events for entity Pl.

(1) (s, r, m), where meM,, denotes an event of P,
£

1°

due to the sending of a message m by P. into

1

channel C.. This send event is enabled when

1

P1 is in state s.

Pl is in state r and m has been appended to

1* The
set of such send events is a subset of
S1 X Sl X Ml'

(s, r, m), where meM

After the event occurrence,

the end of the message sequence in C

23 denotes an event of P1
due to the reception of message m by Pl from

This receive event is enabled

(2)

channel CZ'

when P1 is in state 8 and m is the first

message in C2. After the event occurrence,

Pl is in state r and m has been deleted from
The set of such

x X .
168 M
(s, r, o), where o is a special symbol indica-
ting the absence of a message, denotes an
internal event of Pl that does not involve a

message. This

P1 is in state

P1 is in state r.

the message sequence in CZ'

receive events is a subset of §

(3

internal event is enabled when
s; after the event occurrence

Internal events model






