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Abstract

This paperpresentghe designand implementationof
a new authenticatiorand accessontrol system,called
CRISIS.A goal of CRISISis to explorethe systematic
applicationof a numberof designprinciplesto building
highly securesystemsjncluding: redundang to elim-
inate single points of attack, cachingto improve per
formanceandavailability over slov andunreliablewide
areanetworks, fine-grainectapabilitiesandrolesto en-
ablelightweightcontrolof privilege,andcompletdocal
loggingof all evidenceusedto make eachaccesgontrol
decision.Measurementsf a prototypeCRISIS-enabled
widearedfile systemshav thatin thecommoncaseCRI-
SISaddsonly maminal overheadelative to unprotected
wide areaaccesses.

1 Introduction

One of the promisesof the Internetis to enablea
new classof distributedapplicationghatbenefitfrom a
seamlesénterfaceto global dataandcomputationate-
sourcesA majorobstacleo enablingsuchapplications
is the lack of a general,coherent,scalable wide area
securityarchitecture.In this paper we describethe ar
chitectureandimplementatiorstatusof CRISIS,a wide
areaauthenticationand accesscontrol system. CRI-
SIS forms the securitysubsystenof WebOS,a system
that extendsoperatingsystemabstractionsuchas se-
curity, remoteprocessxecution resourcananagement,
andnamedpersistenstorageto supportwide areadis-
tributedapplications.
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Today mary wide areaapplicationsare limited by the
lack of a generalwide areasecuritysystem.As oneex-
ample,oneof thegoalsof the WebOSprojectis to build
a scalableSchoolNetservice,to provide a safe place
for the tensof millions of K-12 studentsin our states
(California, Washington,and Texas) to learnand play.
Onechallengeto making SchoolNeta reality is build-
ing scalablenetwork servicesfor example,to provide
a highly availableemailaccounto every studentwith-
out requiring a systemadministratorat every location.
This paperfocuseson an equally difficult challenge—
maintainingthe confidentialityandintegrity of dataand
resourcedor example sothatunauthorizegbeoplecan-
not obtain information aboutschool children. As an-
otherexample,we (asa geographicallydistributed de-
velopmentteam)would like to useWebOSto allow us
to seamlesslaccesary file or computationatesource
atary of our sites;onceCRISISis fully operationalywe
plan to rely on it to protectour developmentenviron-
mentfrom externalattacks.As afinal example we have
built Rent-A-Serer [Vahdatet al. 1997], a systemto
dynamicallyreplicateand migrate Internetservicesto
gracefullyhandlebursty requespatternsandto exploit
geographidocality to reducdateng andcongestionTo
be practical,however, RentASerer requiresthe ability
to securelyaccesandcontrolremotedataandcomputa-
tional resourcege.g.,CPUsanddisks).

An initial approachfor supportingsecureaccesdgo re-
moteresourcess to simply employ anauthenticatedb-
gin protocol. Unfortunatelythis approachs inadequate
becausenary wide areaapplicationsequiremorefine-
grainedcontroloveraccesso remoteresourceskurther
theadministratve overheadof creatingandmaintaining
separat@ccountsn all domainswvhereuserswvishtorun
jobs canbe prohibitive. For example,it would be diffi-
cult to useauthenticatedbgin to supporta userjob run-
ning on an anorymouscomputesener in a remotead-
ministratve domainthatneedsaccesgo a singlefile on
theusers homefile system.

Another approachfor supportingsecurewide areaap-
plicationsis to addfine-grainedightstransferto an ex-
isting authenticatiorsystem,suchasKerberogSteiner
etal. 1988]. However, while Kerberoshasprovenquite
successfufor local areanetworksin a singleadminis-



trative domain, it facesa numberof challengesvhen
extendedto the wide area. First, Kerberoshasno re-
dundang; securityis underminedf even a single au-
thenticationsener or ticket grantingsener is compro-
mised,allowing anadwersaryto impersonatery princi-
pal that sharesa secretwith the compromisedauthenti-
cationsener. In thewide area,the numberof suchsin-
gle pointsof failure scaleswith the sizeof the Internet.
Further Kerberogequiressynchronougommunication
with theticketgrantingsenerin orderto setup commu-
nication betweena client and sener; in the wide area,
synchronousommunicatiorwith a hierarchyof ticket
grantingsenersis required. Giventhatthe Internetto-
dayis bothslonv andunreliable this canhave a signifi-
canteffect on availability andperformancesperceved
by the end-user Although Kerberossenerscould con-
ceivablybereplicatedo improveavailability, theseners
would needto be geographicallydistributedto hide In-
ternetpartitions,providing anintruderevenmorepoints
of attack.

Publickey cryptographyseemdo hold out the promise
of improving availability andsecurityin the wide area,
by eliminatingtheneedfor synchronousommunication
with atrustedthird party. The public key of every prin-
cipal (useror machine)can be freely distributed; pro-
videdthe public keys areknown, two principalscanal-
wayscommunicatef they areconnectedregardlessof
the stateof the restof the Internet. Unfortunately this
alsocomesat a cost; ary compromiseof a privatekey
requiresthatevery entity on the Internetbe informedof
the compromise.This is analogougo Kerberosjn that
the numberof single pointsof failure (in this case,the
numberof privatekeys) scaleswith thesizeof thelnter
net.

In this paper we presentthe designand implementa-
tion of CRISIS, a systemfor secure,authenticatedc-
cessto wide arearesources.To avoid anad hoc design
wherefeaturesarethrown togethelin anattemptto pre-
ventall known typesof securityattacks,our approach
is the systematicapplicationof a setof designprinci-
ples.Theseorinciplesareinspiredby analogywith other
areasof distributed systemswherescalability perfor
manceand availability canbe achiezed throughredun-
dangy, caching lightweightflexibility, andlocalizedop-
erations A goalof the CRISISarchitecturas to demon-
stratethattheseprinciplescanalsobeappliedto increas-
ing the securityof wide areadistributedsystems.

Specifically the principles underlying the design of
CRISISinclude:

e Redundang. Thereshouldbe no single point of

failure in the security system; ary attack must
compromisetwo different systemsin two differ-
entways. For example,every certificate(suchas
that identifying a users public key) is revocable
within a few minutes;thus, an attacler must not
only steala privatekey, but mustdo sowithoutde-
tectionor mustalsocorruptthe revocationauthor
ity. Thenotionof usingredundang to improve se-
curity is an old one, but it hasnot beensystemat-
ically applied. For example,Internetfirewalls are
usedto protectorganizationgrom securityattacks
from the outsideworld, to hide the fact that most
local operatingsystemsare notoriously insecure.
Unfortunately this hasreducedhe pressureon lo-
cal operatingsystemdo improve their security so
thatonceinsidea firewall, an attacler usuallyhas
nearlyfreereign. Similarly, Internetbrowserspur-
portto be ableto safelyexecuteJava applets sup-
posedlyrenderingtraditional operatingsystemse-
curity irrelevant. Theongoingdiscovery of security
holesin Java verifierimplementationgDeanet al.
1996,Sireretal. 1997],however, hasled usto run
remotely executingprogramsin a restrictedervi-
ronment[Goldbeg et al. 1996],in additionto us-
ing averifier.

Caching: CRISIS cachescertificatesto improve
both performanceand availability in the presence
of wide areacommunicatiorfailures;while all cer
tificatesarerevocable they aregivenarevalidation
timeoutto hide short-termunavailability of the re-
vocationauthoritydueto rebootsor Internetparti-
tions. This principle was inspiredby researchn
mobilefile systemswhich arguedthatcachingcan
improve availability, e.g.,for disconnecteapera-
tion [Kistler & Satyanarayanat992].

Least Privilege: Users should have fine-grained
control over the rights they delggateto programs
runningontheir behalf,whethedocal or remotejto

beuseful this controlmustbeeasyto specify CRI-

SISprovidestwo mechanismgo supportieastpriv-

ilege: transfercertificates limited unforgeableca-
pabilitieswhich allow for confinementandcanbe
immediatelyrevoked,andlightweightrolesthatcan
createdby userswithout the interventionof a sys-
temadministratoandwithoutrequiringchangeso

accesgontrollists.

Complete accountability: CRISIS logs all evi-
denceusedto determineif a requestsatisfiesac-
cesscontrol restrictions, locally at the machine
guardingaccess. Most existing systemdog only
coarse-graineduthenticationnformation,making



accountabilityin the faceof rightstransferdifficult
(e.g., somesystemsmay want to granta request
only if every memberalonga chainof delegation
is trusted).Our designdiffersfrom previousefforts
to addcapability-like certificateso KerberogNeu-
man1993],whichrequiredistributedloggingby all
ticketgrantingsenersinvolvedin propagatingre-
guestin thewide area.

e Local Autonomy: Eachuseridentity is associated
with a single administratve domain,andthat do-
mainis solelyresponsibldor determininghow and
whenuserprivilegesaredistributedbeyondthe lo-
cal administratve domain. Eachlocal domainis
alsoresponsibldor determiningthe level of trust
placedin ary givenremotedomain.A designrely-
ing on deferencdo a global, centralizedauthority
is notonly lessflexible, but lesslik ely to bewidely
adoptedBirrell etal. 1986].

o Simplicity: Simpledesignsareeasietto understand
andimplement.In the context of security simplic-
ity is especiallymportantto minimizetheprobabil-
ity of ansecurityholeresultingfrom animplemen-
tationerror. A provably securebut highly complec
systemarchitectures unlikely to beeitherproperly
implementedoy systemdesignersor properly un-
derstoodby endusers(for example,leadingto er-
rorsin settingup accesgontrollists).

CRISIS is loosely basedon the DEC SRC security
model[Lampsonet al. 1991]. Relatve to their work,
one of our contritutions is to simplify the model by
using transfer certificatesas the basisof fine-grained
rights transferacrossthe wide area. Transfercertifi-
catesprovide an intuitive modelfor both rights trans-
fer andaccountabilityasthey allow a completedescrip-
tion of the chainof reasoningassociatedvith a transfer
of rights. In addition, revocationis a first classCRI-
SlISoperationgvenprivilegesdescribedy transfercer
tificates (which are typically valid only for a limited
period of time) can be revoked immediately CRISIS
also provides for explicit reasoningaboutthe state of
looselysynchronizeatlocks,animportantconsideration
for wide areaapplications. Further CRISIS supports
userdefinedlightweightroles,to capturepersistentol-
lectionsof transferredights(e.g.,“Tomrunningajob on
remotesupercomputer”)Finally, in contrasto the DEC
SRCwork which wasimplementedn the kernel of a
platformthatis nolongeravailable,CRISISis designed
to run portablyacrossnultiple platforms,arequirement
for awide areasecuritysystemo beusefulin practice.

The restof this paperdescribe<CRISISin moredetail.

We first provide somemotivating examplesfor CRISIS
alongwith aquickreview of relevanttechnologyin Sec-
tions2 and3. We thenoutlinethe CRISISarchitecturen
Section4, followed by a detailedexampleof how CRI-
SISis usedin Section5. We evaluatethe performance
of ourimplementatiorin Section6, anddiscusselated
work in Section7. We summarizeour resultsin Section
8.

2 Motivation

CRISISis the securitysubsystenfor WebOS[Vahdat
etal. 1997]. The goal of WebQOSis to provide oper

ating systemprimitivesfor wide areaapplicationsnow

available only for a single machineor on a local area
network. Suchabstractionsnclude authenticationau-

thorization, a global file system,naming,resourceal-

location,andan architecturefor remoteprocessxecu-
tion. To date,wide areanetwork applicationshave been
forcedto re-implementheseserviceson a caseby case
basis. WebOSaimsto easeand supportnetwork appli-

cationdevelopmenby providing a substratef common
OSservices.

Thefocusof this paperis thearchitectureof the WebOS
security subsystenwhich cuts acrossall otheraspects
of the system.Below, we briefly describea numberof
scenariosve have usedto drive the CRISISdesign:

¢ SchoolNet: One motivating exampleis to provide
Internetservicessuchasemail, Web pagehosting,
and chatroomsfor very large numbersof school
children. One desirablefeatureof sucha system
is to allow geographicallydistributed children to
be ableto interactwith one anothey while keep-
ing boththeinteractionsandtheidentitiesof those
involved private. Further to be usefulto school
children, the securitysystemmustwork with only
limited directionfrom endusers(e.g.,you cannot
trustafifth gradeno correctlysetup accesgontrol
lists).

¢ WideAreaCollaboration:Usersin separatadmin-
istrative domainsshouldbe ableto collaborateon
acommonproject. For example,a project's source
coderepositoryshouldbegloballyaccessibléo au-
thorizedprincipalsfor checkin/checkout; in ad-
dition, uniquehardware (suchas supercomputers)
shouldbeseamlesslyaccessibléndependenof ge-
ographidocation.



e GeographicallyDistributed InternetServices:If it
were easyto geographicallyreplicateand migrate
Internetservicesend-usersvould seebetteravail-
ability, reducechetwork congestionandbetterper
formance. Today only the mostpopularsitescan
afford to be geographicallydistributed; for exam-
ple, Alta Vista[Dig 1995] hasmirror siteson ev-
ery major continent,but thesemirrors are physi-
cally administeredoy DEC, manually kept up to
date,andvisible to the enduser Oneof our goals
is to make all this transparentto male it feasible
for third party systemadministratorgo offer com-
putationalresourcestratgically locatedontheIn-
ternetfor rentto contentproviders; in the limit,
contentproviderscouldbecomecompletelyvirtual,
with the degreeand location of replicasdynami-
cally scalecbasecbn accesgpatterns.

¢ Mobile Login: Usersshouldbeableto login andto
accesgesourcegrom ary machinethatthey trust.
Securdogin requiresmutualauthenticationThus,
userswill only log into machinescertifiedto have
beenbootedproperly by a trustedsystemadmin-
istrator Likewise, local systemadministratoren-
forcewhichusersareallowedlogin accesge.g.lo-
gin to Berkeley by Stanforduserswould be disal-
lowed outright). Finally, usersshouldbe allowed
to adoptrestrictedrolesrepresentinghe amountof
trustthey have for the machinebeingloggedinto.

e EncryptedntermediateCachesTo improve appli-
cation performance untrustedthird party seners
may be utilized to cacheencryptedprivatedata. A
specialkey would be createdto encryptthe data
rather than using the key of a particular princi-
pal; this key would thenonly be distributedto au-
thorized users. One path to implementingsuch
an applicationwould be the use of Active Net-
works [Tennenhousé& Wetherall1996]wherein-
telligent routers can be utilized to perform the
caching.

¢ Large ScaleRemoteExecution: Principalsshould
be able to exploit global resourcesto run large
scalecomputations.For example,NASA is plac-
ing petabyte®f satelliteimagedataon-linefor use
by earthscientistdan predictingglobalwarming. It
is impracticalto accesghis informationusingthe
currentinternet“pull” model;scientistseedto be
ableto run filters remotelyat the datastoragesite
to determinewhich datais useful for download.
Theséfilters shouldhave accesgo necessarynput
(e.g.,thefilter executablesnd outputfiles (e.qg.,
files into which the resultsareto be stored)on the
scientists machine put to no otherpotentiallysen-

sitive data. Further the remotecomputationenvi-
ronmentshouldbe protectedrom ary bugsin the
filters written by the scientists.

3 Background

Oneof thefirst stepsn providing asecurdnternetinfor-
mation systemis to allow for encrypted,authenticated
communicatiorbetweenrarbitraryendpointsover anin-
herentlyinsecurewide areanetwork. Traditionally, the
two choicesfor encryptionandauthenticatiorareusing
secretkey or public key cryptography Encryptionen-
suresan eavesdroppinghird party cannotalter the in-
tegrity or determinethe contentof the communication.
Authenticationallows for theidentity of the principalat
theoppositeendof acommunicatiorink to besecurely
identified.

We choosepublic key over secretkey (thoughonecan
be simulatedwith the other [Lampsonet al. 1991])
becausef the synchronousommunicatiorusuallyre-
quiredby secrekey systemsSecrekey systemsequire
atrustedthird partythatshares secretwith everypoten-
tial communicatiorendpoint.Althoughthisrequirement
impactssystemperformanceandavailability by impos-
ing an extra stepin initiating communicationijt is rea-
sonablén thelocal areabecaus¢henumberof commu-
nicationendpointsarelimited andthe network is more
reliable. In the wide area,sucha requirementstrains
systemscalabilitybecauseynchronougommunication
with ahierarchyof trustedthird partiesis required.Pub-
lic key systemsalsorequiretrustedthird partiesto pro-
ducecertificateddentifying principalswith their public
keys. However, thesecertificatescanbe cachedwith a
timeout),removing the needfor synchronougommuni-
cationwith athird partyto setupacommunicatiorchan-
nel. Allowing for directcommunicatiorin this fashion
offers two adwantages.First systemavailability is im-
provedbecausen unavailablethird party doesnot nec-
essarilypreventcommunicationSecondsystenmperfor
manceis improved by removing a communicatiorstep
to athird partybehinda potentiallyslow link.

In additionto public key encryption,we employ anum-
berof othertechnologieso assistin developmen&andto
reducethe chanceof introducingsecurityflaws. We use
JanugGoldbeg et al. 1996]to “sandbox”locally run-
ning applicationsthat are not fully trusted. Janusruns
atuserlevel, emplgying the UNIX SystemV proc file
systemto interceptpotentially dangeroussystemcalls
andto disallov accessesutsideof eachprocesss de-



fined sandbox. The implementatiorhasnggligible per

formanceoverheadand cansandboxunmodifiedappli-
cations.CRISISalsoemplgysthe SSL[Hickman & El-

gamal1995]protocolto provide transpornetwork layer
privacy andintegrity of data,usingencryptionandmes-
sageauthenticatiorcodes.SSL supportsa wide variety
of cryptographicalgorithmsandis beingdeployed into

wide areaapplications.Finally, aswill be describedn

the next section,we usethe X.509 syntax[Con 1989]
to encodeall certificatesn CRISIS.ThelTU-T Recom-
mendationX.509 specifiegsheauthenticatiorservicefor

X.500directoriesaswell asthe X.509certificatesyntax.
TheX.509certificatesyntaxis supportedy anumberof

protocolsincludingPEM, S-HTTR andSSL.

4 System Architecture

The goalsof the CRISIS architecturecan be described
in two parts. First, usersshouldbe allowed secureac-
cessto global resourcesuchasfiles, CPU cycles, or
storagefrom arnywherein the world. Next, resource
providersneedmechanisméor authenticatinghosere-
guestingheirservicesandfor authorizingthosewith the
propercredentials.In this section,we provide a high-
level view of thesystemarchitecturdeforedetailingex-
ampleusagéan thenext section.

In the following discussionwe assumehe presencef
threebasicentities,adaptedrom the SRClogic [Lamp-
sonetal. 1991]:

e Principals Principalsaresourcedor requestsEx-
amplesof principalsinclude usersand machines.
Principals make statements(requests,assertions
etc.),have namesandcanbe associatedvith priv-
ileges.

¢ Objects Objectsareglobal systemresourcesuch
asfiles, processorgyrinters,memory etc.

o RefeenceMonitors. Onceanaccesgequestrom
a principal to an objectis authenticatedthe refer
encemonitordeterminesvhetheror notto grantthe
principalaccesdo the object.

Considetthe scenariovherea userin Californiawishes
to run ajob at Texaswhich requiresaccesgo two input
files. In turn, the job at Texasdecidesto subcontract
portion of its work to a machinein Washington. This
sub-contractedork only needsaccesso thesecondn-
putfile. More formally, P; is auserin California,while

California Texas

Ol | RMI=—|

Jobl
02| RMZ

©

Job2

Washington

Figure 1: Thisfigure describesa samplescenariowhee
a user P; requesta madine P, torun a job onits be-
half. In turn P, sub-contactsa portion of thejob to an-
othermadine P; in a sepaateadministativedomain.

P, and P; are machineswilling to run jobs locatedat
TexasandWashingtorrespectiely. O; andO, areob-
jects(e.g. inputfiles) locatedin California, with RM;
and RM, their associatedeferencemonitors. Assum-
ing that P; (andonly P;) possesseaccesgrivilegesto
0; and O-, considerthe following sequencef events
(summarizedn Figurel):

P, states that P, can access O,
and Oy until time Tj.

P, requests that P, execute a
job on its behalf (steps 1 and
2).

P, requests access to O; from
RM, (step 3).

P, states that P; can access O,
until time T5.

P, requests that P; execute a
job on its behalf (steps 4 and
5).

P; requests access to O, from

RM, (step 6).

To carry out the above scenaridn WebOS the security
systemmustsupport:




¢ StatementsStatementsnay be requestsdeclara-
tions of privileges, or transferof privileges. The
identity of the principal making a statemenmust
beverified,andall statementsnustberevocable.

e Associatingprivilegeswith processeshile apar
ticular machinemay possess large set of privi-
leges, individual processe®nly have accesgo a
subsetof theseprivileges. Similarly, usersmay
only wish to granta subsebf their available privi-
legesto eachof their programs.

¢ Distributing statementsacrossthe wide area: A
protocolfor trust betweendifferentadministratve
domainsmust be establishedo allow for valida-
tion of privilegesandidentitiesacrossadministra-
tive boundaries.

e Time: Thetransferof privilegescanonly be valid
for alimited periodof time. CRISISrequiresaclear
protocolfor reasoningabouttime, and a method-
ology for isolating failuresin caseswhere clock
skews leadto a securitybreach.

e Authorization: Whena referencenonitor receves
arequesto accessanobject,it mustdeterminghe
identity of the requesterascertainthe principal's
privileges,andfinally decidewhethertherequesis
authorized.

Our solutionsto eachof the above aredescribedn the
following subsections.

4.1 Validating and Revoking Statements

All statementin CRISIS,including statementsf iden-
tity, statementsf privilege,andtransferof privilege,are
encodedn certificates CRISIS certificatesare signed
by the principalmakingthe statemenandthencounter
signedby a principal of the signers choosing. Each
signatureusesa separatéimeout: the principal’s signa-
ture is issuedwith a long timeout, while the counter
signatureis issuedwith a shorttimeout. The counter
signer (i) checksif the statementhas been revoked
and (ii) refreshedts endosement(by applyinga new
countersignaturewith a nen timeoutto an expired cer
tificate) of certificatesjndicatingthattherightsareare
still valid. Sincewe arebuilding apublickey systemthe
certificates authorneednot be awareof the certificates
destinatiorwhenit is created Any principalwith access
to the certificatecan determinethe statemens author
Our certificatesusethe X.509 [Con 1989] standardor-
mat. CRISISemploystwo basictypesof certificates:

¢ |dentity Certificates An identity certificateasso-
ciatesapublic key with a principalfor a certainpe-
riod of time. Dependingon the type of principal
(personmachineprocessetc.),anidentity certifi-
cate can also specify a numberof the principal's
propertiessuchasnameor organization.

¢ TransferCertificates Transfercertificatesdransfer
a subsefof a principal's privilegesto anotherprin-
cipal. A principal P, can use a transfercertifi-
cateto transferto P, accesgightsto ary objects
it owns(e.g. O; andO-). Thesetransfersare ex-
presseasalist of capabilitiesresultingin arbitrary
length certificates. Individual transfercertificates
canbe chainedor they candisallov further trans-
fers. Eachsuccessielink in achain(e.g.,from P,
to P3) canonly refine,andnever expand,therights
transferred. Transfercertificatesare presentedo
referencemonitorsas proof of accesgights. The
referencemonitoris ableto verify the sequencef
statementandtheidentity of eachprincipalin the
chain,ensuringcompleteaccountability

Of coursejdentity certificateamustbe signedby anau-
thority trustedby both endpointsof a communication
channelseesectior4.3for thecasewhereno singleau-
thority is so trustedby both parties). This trustedthird
party, calledthe CertificationAuthority (CA), mapspub-
lic keysto principalsandmaintainsa CertificateRevoca-
tion List enumeratingll public keys thathave changed
or that have beenknowingly compromised. In CRI-
SIS, CA's signall identity certificateswith along time-
out (usuallyweeks)andidentify alocally trustedon-line
agent(OLA) responsibldor countersigningtheidentity
certificatewith arelatively shorttimeout(usuallyhours).

The redundang of a split CA/OLA approachoffers a
numberof advantagesFirst, to successfullystealkeys,
eitherboththe OLA and CA mustbe subvertedor the
CA mustbe subvertedundetectedBy makingkey revo-
cationa simple operation(as describecbelow), we are
ableto pro-actively revoke keyswhena CA comesunder
attack.Further the CA is usuallyleft off-line sincecer
tificatesare signedwith long timeouts,increasingsys-
tem security since an off-line entity is more difficult
to attack. Anotheradvantageof the split CA/OLA ap-
proachis thatamaliciousCA is unableto revoke ausers
key, issuea new identity certificate,andmasqueradas
the userwithout colludingwith the OLA [Crispo& Lo-
mas1996]. Also, while a maliciousOLA can mount
a denial of serviceattack, the CA is still ableto re-
issuenew certificatesemplgying a different OLA. Fi-
nally, this approachimproves systemperformancebe-
causecertificatescan be cachedfor the timeoutof the



countersignature removing the needfor synchronous
three-vay communicatiorin thecommoncase.

We generalizehe OLA to make revocationa first class
operationin CRISIS.All certificatesarerevocablemod-
ulo atimeout. To revoke a particularprivilege,the OLA

which endorseshe certificatemustbe informedthatthe
certificateshouldnolongerbeendorsedOncethetime-

out periodfor the endorsedertificateexpires,therights
describedby the certificateare effectively revoked be-
causethe OLA will refusere-endorsemerfor thatcer

tificate. Revocationis usednot only for exceptional
eventssuchasstolenkeys. For example,the rights of

aremotejob arerevoked uponits completionor whena
userdecidego kill the job. As anotherexample,privi-

legesassociatedvith alogin sessiorarerevokedonuser
logout.

Theuseof transfercertificatesn CRISISalsosimplifies
both the implementationof and reasoningaboutdele-
gation, which allows one principal to act on behalf of
a secondprincipal. Suchdelggationis usefulin mary
contets. For example,a databassenerwill recevere-
guestsfrom mary userswith individual operationsex-
ecutedin the context of the rights of a single user It
is importantthata users privilegesarenot amplifiedby
employing the rights of the sener. Suchdelggationis
difficult to properlydesign.For example,earlyversions
of UNIX sendmail weresetuidrootto allow the pro-
gramto write to any users mailspool. However, a bug
allowedusergo write ary systenfile to amail message
addressetb themseles.

In CRISIS, userssign transfer certificates allowing
senersto actontheir behalffor accessindiles, running
jobs, etc. Senersprovide thesecertificatego reference
monitorswhenmakingrequeston behalfof a user(as
opposedo certificatesdescribingtheir own rights), re-
ducingthe chanceof the sener beinggrantedacceson
its own behalfwhenactingon a users behalf. Relatve
to the SRCsystem[Lampsonet al. 1991],whererefer
encemonitorsusea pull modelto searcHor proofthata
principalshouldbe grantedaccessCRISIStransfercer
tificatesreducecompleity andhencethe chancethatan
implementatiorerrorwill leadto unauthorizedccesses.

4.2 Processesand Roles

4.2.1 Security Domains

Given the abilities to authenticateprincipals, CRISIS
also requiresa mechanismfor associatingprivileges

with runningprocesses EachCRISIS noderunsa se-
curity manageresponsibl€or mediatingaccesdo all
local resourcesndfor mappingcredentialdo security
domains In CRISIS,all programsexecutein the con-
text of a securitydomain. For example,a login session
createsa new securitydomainpossessinghe privileges
of the principal who successfullyrequestedogin. As
will be describedn Section5.1, a securitydomain, at
minimum, is associatedvith a transfercertificatefrom
aprincipalto thelocal nodeallowing the nodeto acton
the principal's behalffor somesubsebf the principal's
privileges.

Processeareableto accessvide arearesourceshrough
resourceproviders responsiblefor managingeachre-
moteresourcesuchasprocessocyclesor diskspaceln
conjunctionwith securitymanagerstesourceproviders
determinethe accesgrivilegesof processesequesting
resourcesCRISISnodescurrentlyrun thefollowing re-
sourceproviders, eachwith their own setof reference
monitors:

e ProcessManagers- A Procesdvlanageris respon-
sible for executingjobs on requestechodes. The
ProcesdManageilidentifiesthe securitydomainas-
sociatedwith arequestpbtainsthe credentialsas-
sociatedwith the domainfrom the securityman-
ager andthenattemptdo satisfytherequest.

e WWebFS- A WebFSsener implementsa cacheco-
herent global file system. Similar to the Pro-
cessManageruponreceving afile accessequest,
the WebFSsener determineghe securitydomain
from the securitymanagerUsingthis information,
the WebFSsener determinesvhetherthe access
shouldbegrantedor denied.

e Certification Authorities - As describedabove,
CA'stake requestgor creatingidentity certificates.
The CA maintainsa referencenonitorwith thelist
of principalsauthorizedo createmodify, or inval-
idateidentity certificates.

Theinteractionbetweerresourceroviders,securitydo-
mains,andsecuritymanagersredescribedhroughthe
CRISISprotocolsfor login, file accessandremotepro-
cessexecutionin Sectionb.

4.2.2 Roles

In the wide area,it is vital for principalsto restrictthe
rights they cedeto their jobs. For example,whenlog-
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Figure 2: Thisfigure describeshow uses mayarrange
their rolesin a hierarchical fashionwhere ead nodein
the tree possesseall the privileges of all of its direct
descendants.

ging into a machine,a principal implicitly authorizes
the machineandthe local OS to speakfor the princi-
pal for the durationof the login session.Whereaswith
privateworkstations usersgenerallyhave faith thatthe
local operatingsystemhasnotbeencompromisedgonfi-
dences morelimited whenusinganorymousmachines
acrosghewide areafor example to runlargescalesim-
ulations. Rolesassociatea subsebf a users privileges
with aname allowing usersacorvenientmechanisnfior
choosinghe privilegestransferredo particularjobs.

A principal (user)createsa new role by generatingan
identity certificatecontaininga new public/private key
pair and a transfercertificatethat describesa subsetof
the principal's rightsthataretransferredo thatrole; an
OLA chosenby the principalis responsibldor endors-
ing the certificates.Thus,in creatingnew roles, princi-
palsact astheir own certificationauthority The prin-
cipal storesthe role identity certificateand role trans-
fer certificatein a purse of certificatesthat containsall
rolesassociateavith the principal. The purseis stored
in the principal's homedomain. While it is protected
from unauthorizediccesdy standardDS mechanisms,
the contentsof the purseare not highly sensitve since
eachentryin the pursesimply containsatransfercertifi-
catenaminga role andpotentiallydescribingthe rights
associateavith thatrole. The principal alsostoreseach
role's privatekey —encryptedoy a passverd uniqueto
therole —in thefile system.

CRISIS roles are more lightweight than the roles de-
scribedin othersecuritysystemge.g.,[Lampsonet al.
1991)). First, they canbecreatedy theuserwithoutre-
quiring interventionfrom a centralizedauthority allow-
ing the CA to remainoff-line. Next, while ACLscanbe
modifiedto describea particularrole's privileges,roles
canalsoact as persistentightweight capabilities. The
transfercertificateusedto createthe role candescribe

the exactaccessights possessely therole (e.g.,read
accesso filesA, B, andC).

Further transfercertificatescanbe usedto arrangeoles
in a hierarchy with the principal's mostprivilegedrole
servingasthe hierarchysroot. Sucha hierarchycanbe
usedin two ways. In a singleinheritancemodel,each
role possessea strict subsetof its parents privileges.
Thus, ACLs can be usedto describethe “minimum”
privilegelevel requiredto access givenobject(aroleis
givenacces$o anobjectonly if it is adirectancestoof
arolein theobjects ACL). With a multipleinheritance
model, roles candraw uponthe privilegesof multiple
ancestorsFigure2 presentanexampleof sucha hier-
archyandapplication®f thetwo models.Theobject, A4,
canonly beaccessetly BobasWeb Surferor oneof its
directancestor¢Bobat Homeor Bob). The Figurealso
illustratesthat Bob as Professor(and its descendants)
inheritsprivilegesfrom both Bob andthe generic,Pro-
fessor This may be useful,for example,to expressthat
professorareableto readstudentaccountdut to allow
suchaccesso Bobonly whenheis actingasa professar

In CRISIS, creatinga new groupis similar to creating
anew role. A principal createsa new groupby acting
asa CA to createanidentity certificatenamingthe new
group. The creatingprincipalthensignstransfercertifi-
catego all groupmembersspecifyingbothmembership
andary updateprivilegesassociateavith the group,for
example,whetherthe memberhasthe ability to add or
remove othergroupmembersThe newly createcgroup
namecanthenappearon ACLs like any otherprincipal
name.

4.3 Hierarchical Trust

We assumethe presenceof multiple, autonomousad-
ministratve domains andthateachdomainhasat least
one trusted CA/OLA pair. CA's in different admin-
istratve domainsare not equally trusted. Thus, CA's
arearrangechierarchically with individual CA's deter
mining which parents,siblings, or childrenare trusted
(andto what extent). The hierarchicalarrangemenof
CA's builds on our modelof implementingroles,where
principalsactasCA's in creatingroleswith the locally
trustedCA acting asthe principal's parentin a global
hierarchy

Themanneiin which the hierarchyis traverseds based
on the theorypresentedn [Birrell etal. 1986]. In this
model,a CA cannotspealfor aprincipalwhobelonggo
adescendard'domain,allowing separat@dministratve



Figure 3: Thisfigure describesowprincipalsin differ-
entadministativedomainscanmutuallyauthenticateA
pathof trustis establishedhroughthe principals' least
commorancestor

domainsto maintainlocal autonomy Thus,a principal
receving acertificateendorsedy a CA in aforeignad-
ministratve domainbelievesthe certificatevalid only if
apathoftrustis presenfrom thelocal domainto there-
motedomain.Thepresencef suchapathis determined
by traversingthe leastcommonancestoof the two do-
mainsin the CA hierarchy Principalstrust their local
CA morethanary of the CA's ancestorsn the CA hi-
erarchy Thus,if anancestoiof a CA is compromised,
transaction@monglocal principalsarenot affected,in-
creasingsystemavailability andkeepingtrustaslocal as
possible.

Figure3 depictsanexampleof the arrangemendf prin-
cipalsin multiple administratve domains.In this exam-
ple, PrincipalsP3 and P4 mustestablisha pathof trust
throughtheroot CA to successfullauthenticat®nean-
other Demonstratinghe principle of locality of trust,
PrincipalsP1 and P2 needonly establisha pathof trust
throughtheir commonancestoonelevel up to mutually
authenticate.

44 Time

Sinceall CRISIScertificatescontaintimeoutsandsince
thesecertificatesare distributed acrossthe wide area,
thesystemmustmake assumptionaboutclock synchro-
nization. Further CRISISmustprotectagainstsecurity
attacksexploiting a nodes notion of time. If time on
a machineis corrupted statementsanbe usedbeyond
their periodof validity.

Today mostworkstationgpossessairly accurateclocks
that are periodically synchronizedwith ary of a num-
ber of external sources. However, time-sensitre ap-
plications(and hence referencemonitors)may require

guaranteesbove and beyond suchloose synchroniza-
tion, for example thatthelocalclockis periodicallysyn-

chronizedwith a trustedexternal source. Other appli-

cationswill requireaninvoice of all assumptionsnade
duringa computatiorin thecasewheredatais corrupted
or leakedto determinghe exactcauseof thecorruption,
assuringcompleteaccountability

For CRISIS, we assumethe presenceof replicated,
trustedtime seners. Principalsproducingcertificates
with timeouts (e.g., CA's and OLA's) contactthese
seners periodically to obtain signed certificatescon-
taining the currenttime to validatethe principal's no-
tion of time. If the principal's time differs by more
thana few seconddi.e., within network delaybounds)
from the time suppliedby the sener, the principal as-
sumesthat eitherthe time sener or the local operating
system/hardware hasbeencompromisedto determine
which, a secondsener might be contacted) Suchcom-
municationwith time senersneednot be synchronous,
sincethetime certificatescanbe cachedo prove recent
synchronization.

In CRISIS, time certificatesare provided to resource
managergo prove that a nodes notion of time closely
matchesthe value reportedby a trustedtime sener at

somerecentpoint in the past. CRISIS identity and

transfercertificatesreporttime values(suchas expira-

tion time) relative to the value containedin a chained
time certificate. While useof time certificatesdoesnot

guaranteg¢hattime-basedttackscanbe avoidedor pre-

vented,t canaidin determininghe causeof certainse-

curity violationspost-mortemThus,if asecuritybreach
is detectedanalysisof certificatesusedto gainunautho-
rized accescanbe usedto determinethe causeof the

attack.For example ,examinationof thecertificategnay

shav thatanodeattemptedo useanexpiredtime certifi-

cateor thatatime senerwascompromised@ndreported
faulty valuesof time.

45 Authorization

Oncearequeshasbeensecurelytransmittedacrosshe
wide area, and properly authenticatedthe remaining
taskis authorization determiningwhetherthe principal
makingtherequesshouldbe grantedaccessTradition-
ally, both AccessControl Lists (ACLs) andcapabilities
have beenusedto describethe setof principalsautho-
rizedto access particularobject. SincebothACLs and
capabilitieshave advantagesn differentsituations,we
usea hybrid modelsimilarto thatproposedn [Neuman
1993].



Thetargetsof CRISISACLs areservice-specificCur

rently, file ACLs containlists of principal's authorized
for read write, or executeaccesso aparticularfile. Pro-

cessxecutionACLsareasimplelist describingall prin-

cipalspermittedto run jobson a givennode.CA ACLs

containghelist of principalsauthorizedo updatemod-
ify, or revoke identity certificates.

A processequest@access$o anobjectby contactinghe
objects referencemonitor. In CRISIS,referencanon-
itors areimplementedn a service-by-servicée.qg.,file

service)basisandform separatenodulesin the security
manager For example,the WebFSreferencemonitoris

aseparatenodulein the CRISISsecuritymanager

CRISIStakes a push-base@pproacho providing cre-

dentialsfor authorizationrequestersreresponsibldor

proving they areauthorizedo acces$o anobject. Thus,
principalstransmitto referencemonitorstheir request
in conjunctionwith a list of certificatesdescribingtheir

credentials.This list of certificatesmay simply contain
therequestesidentity certificateor may containamore
elaboratesetof transfercertificates. The alternatve to

push,apull-basednechanismvherethereferencanon-

itor requestyecessargredentialdrom principals,can

provide more flexibility; however, it also complicates
systemdesignandcanreduceperformance.

To determinevhetherarequesfor aparticularoperation
shouldbe authorizedthereferencemonitorfirst verifies
thatall certificatesaresignedby apublickey with acur-

rentendorsemerfrom atrustedCA andOLA. In doing
so, the referencamonitor checksfor a pathof trustbe-
tweenits homedomainandthe domainsof all signing
principals(asdescribedn Section4.3). In thecommon
case the existenceof suchpathsis cached.The refer

encemonitorthencheckghatnoneof thetimeoutshave

expiredandthattimeis reportedelativeto avaluestated
by atrustedtime sener (againby checkingfor a pathof

trustto thetime sener).

Oncetheabove stepsaretaken, thereferencanonitoris
ensuredthat all certificatesare well-formedand valid.
Given this knowledge, the referencemonitor then re-
ducesall certificateso theidentity of single principals.
For transfercertificatesthisis accomplishedby working
backthrougha chainof transfersto the original grant-
ing principal. The requestingorincipalis ableto acton
the behalfof the reducedist of principals. Finally, the
referencemonitor checksthe reducedlist of principals
againstthe contentsof the objects ACL, grantingau-
thorizationif a matchis found.

Home Node

Login Node

@* @ OLA
@
)

User
Purse

Figure 4: Thisfigure detailsthe stepsusedin CRISISto
authenticatea principal and authorizethe principal for
login.

5 CRISISProtocols

Giventheabove highlevel descriptiorof the CRISISar-

chitecturewe will now describéhow thevarioussystem
componentsnteractto allow secureexecutionof rou-

tinetasks,ncludinglogin, file accessandjob execution
(operationghatpotentiallycrossmachineand/oradmin-
istrative boundaries).

5.1 Login

Thegoalof loginis to authenticata principalto anode
andto createa shell processwith the principal's privi-
leges.We achieve this by associatinga securitydomain
onthelogin nodewith atransfercertificategrantingthe
nodethe privilegesof the login role. We assumethat
eachrole is associatedvith a homedomain and that
userswishing to log in mustauthenticateheir identity
to theirhomedomain.By minimizingthetrustplacedn
thelogin nodeandby choosinga role with anappropri-
atelysmallsetof privileges we enhancesecurityandre-
ducethe dangerof key compromisgprivatekeys never
leave the homenode). Further the homedomainpos-
sesseautonomyin determiningthe set of siteswhere
principalsare allowed to log in. The disadwantageof
this approachs thatall attemptdo authenticatéhe user
mustinvolve the homedomain, potentially decreasing
systemavailability. In the future,we planto investigate
usingsmartcardsin placeof homedomainmachinego
addresghisissuewe outlinehow this schemewould be
integratedin the CRISIS architectureat the end of this
subsection.

Initially,

we consider the following login sce-



nario: a principal accessesa shared workstation
by entering a globally unique role name (e.g., re-
motetom@cs.washington.eflu This role corresponds
tothelevel of trusttheprincipalplacesn thelogin node,
and to the amountof rights requiredto successfully
completethe desiredtasks,for example,readingmail.
Oncetherole is chosenthe principal truststhe OS of
the login node with all the privileges associatedvith
that role, since the OS is free to masquerades the
role (at leastfor the duration of the grantedtransfer
certificate).Thelogin sequencés describedn Figure4
andis summarizedbelow:

1. The principal typesin a suitablerole nameto the
login procesandenterghe passverd for thatrole.

2. Thelogin processendghe role nameto the local
securitymanager

3. Thesecuritymanageratthelogin nodedetermines
thehomedomainof thespecifiedole (currentlyex-
plicitly describedin the role name)and contacts
the security managerat the role's home domain.
The two securitymanageranutually authenticate
usingSSL anda trustedhierarchyof CA's andon-
line agents.

As partof thismutualauthenticationthelogin node
transmitsa certificatesignedby a local systemad-
ministrator statingthat the administratorbelieved
thatthe login nodehadnot beentamperedwith at
boottime. The homenodeusesthis informationto
aidin thelogin authorizatiordecision.

4. The home domain usesthe passverd to decrypt
thelocally storedprivatekey for the specifiedrole
name. If the key is successfullydecrypted,the
homesecuritymanagetooksupthe credentialsas-
sociatedwith the specifiedrole in the principal's
certificatepurse.

5. The certificatesare presentedo the homedomain
OLA for endorsement.The OLA sendsbackthe
endorsectertificates.The homedomains security
managecanoptionallyupdatetheprincipal's purse
with theendorsements.

6. Thehomedomainsignstransfercertificategonthe
principal's behalf), transferringall the privileges
associatedvith the specifiedrole to the security
manageponthelogin node.

7. Theresultof thelogin requests returnedo thelo-
gin process.

8. If theloginis successfulthelogin processreatesa
login shellfor the user The securitymanagercre-
atesa new securitydomain,associatinghe login
shellwith the setof certificategransmittedby the
homenode.

For a successfulogin, the resultof the above sequence
of stepsis to allow the login nodeto act on behalf of
therole for a time period determinedby the homedo-
main's securitymanagerAny processespavnedby the
login shellare by default assignedo the samesecurity
domain. The protocolsemployed to accessresources
throughthis securitydomainaredetailedin the next two
subsections.

Onelimitation of theabore schemes thatthelogin node
is trustedwith therole's passverd (thoughnotits private
key). A well-behaed machinewill erasethe passverd

from memoryassoonasit is transmittedo thehomedo-

main. Similarly, thelocal file andmemorycacheshould
be flusheduponlogoutto ensurehatprivatestateis not
leaked even if the machineis compromisedat a later
time. Anotherlimitation with the protocolis that the
principal's homedomainmustbe available at the time

of login (i.e. no network failures/partitions)or authen-
tication becomesmpossible. We believe that both of

theselimitations are inherentgiven the currentstateof

hardware/softvare systems. However, our designalso
supportsthe useof specializedfrustedhardware (such
assmartcardsor a portablecomputer)}o enhancesecu-
rity (keeppassverd from local machine)r higheravail-

ability (no needto contacthomedomainfor login) or

both.

A trustedhardware proxy, suchas a smartcard or a
portablecomputeycanalsobeusedto separat¢hetasks
of authenticatior(principalsproving their identity) and
authorization(determiningthat the principal is privi-

leged to login to the remote machinewith the speci-
fied role)!. The proxy can storeboth a role's private
key andthe associategpassverd to implementa chal-
lenge/responsprotocolat login asfollows?. Whenthe
homedomainis notified of a login attempt,it encrypts
arandomnumberin therole's public key andtransmits
theresultto thelogin machines securitymanager The
proxy promptsthe userfor a passwerd neededto de-

1Evenif asmartcardis usedfor authenticationit maystill be de-
sirableto requirejoint endorsemendf a login sessiorfrom both the
targetlogin machineandthe users homedomain. Thus,if remotelo-
gin is locally authorizedthe homedomainmay disallav the login as
amatterof policy. For example,login to a competitors machinemay
bedisallovedto preventspoofingattacks.

2We presenbnesimpleschemeptherzero-knevledgealgorithms
suchasFiat-ShamifFiat & Shamir1987]couldalsobe utilized.
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Figure 5: Thisfigure describeghe sequencef opera-
tionsin accessing remotelystoredfile throughWebFS,
a globalfile system.

cryptalocally stored(but encrypted)rivatekey file for
therole. The privatekey is usedto decryptthe num-
ber, whichis thentransmittecbackto thehomedomain.
If thecorrectnumberis returnedthe procesof produc-
ing propertransfercertificatess followedasenumerated
above. As a separat®ptimization thetaskof authoriza-
tion canbe co-locatedwith the hardware proxy to im-
prove boththe performanceandavailability of thelogin
procesgwhile trading off centralizedautonomyin au-
thorizing the locationsfrom whereparticularroles are
allowedlogin).

5.2 Accessing a Remote File

In this section,we demonstrat&ow the privilegesasso-
ciatedwith a CRISISsecuritydomainareusedto access
aremotelystoredfile. While ourtechniquesregeneral,
we restrict our discussionto our specificimplementa-
tion ervironment. We have built a global file system,
WebFS[Vahdatet al. 1997]that allows read/writeac-
cessto files storedacrossthe wide area. WebFSis im-
plementedat thevnodelevel [Kleiman 1986],similarto
otherdistributedfile systemssuchasNFS[Walshet al.
1985]or AFS[Howardetal. 1988].

To illustratethe protocolfor securefile accessye con-
siderthe scenariovherea processunningon Node A

attemptsaccesgo afile locatedon NodeB. The exam-
ple is describedn Figure5, with the individuals steps
detailedbelow:

1. A userprocessperformsan open systemcall on
a WebFSfile storedon nodeB (currently WebFS
employs a URL-like hierarchyfor naming, e.g.,
/http/B/foo specifiesa file foo storedon nodeB).

Thekerneltranslateshis call into aNodeAccess
operationin theVnodelayer.

2. The Vnode layer makes an upcall to a userlevel
WebFSsenerto carryouttheaccesseques{mode
of WebFS functionality is implementedat user
level for easeof deluggingandimplementation).

3. TheWebFSsener contactshelocal securityman-
agerwith the requestinguid/pid  pair to ascef
tain the privilegesassociatedvith the processat-
tempting accessto the remotefile. For UNIX,
Thesecuritymanagemaintainsmappingsetween
uid/pid  pairsandsecuritydomainswhichin turn
mapto a setof transfercertificatesdescribingthe
processs privileges.

4. The WebFSsener on nodeA establishesan SSL
connectiorwith theWebFSseneronnodeB, trans-
mitting its own credentialsand the credentialsof
theprocesgsequestindile access.

5. The WebFSsener on nodeB contactsdts local se-
curity managerto validatethe transmittedcertifi-
catesandto establistany necessarpathsof trustto
the potentially remoteadministratve domaincon-
tainingnodeA.

6. Localfile ACLsareconsultedo determinef there-
guestingprocesgpossessethe requestccespriv-
ileges(e.g.read,write, or execute).

In steps7-9, the result of the ACL checkis returned
throughthe WebFSsener on nodeA, the vnodelayer,

andfinally asthereturnvalueto the original open sys-
temcall.

One concernwith ary systemthat allows file access
from potentiallyuntrustednachiness thatlocal operat-
ing systemsnustbetrustedwith the contentf thefile.
Thatis, a corruptedoperatingsystem(or the local CRI-
SISsecuritymanagefor thatmatter)couldallow access
to unauthorizediserson the samehost. Worse,if ama-
chineis compromisedfterauserogsout,sensitve data
couldstill belost by inspectingthe file/virtual memory
cache CRISISemploystwo techniqueso addresshese
concernskFirst,the CRISISlog out procesgliscardghe
cacheof ary useraccessediles througha WebFSsys-
tem call. Next, for remoteaccesso highly sensitve
data, CRISIS allows the use of trustedportablecom-
putersrunning CRISIS software supportingmobile lo-
gin. Usingthistechniquefiles aretransmittecencrypted
end-to-enduntil they reachthe portable,at which point
they canbe decryptedandcachedocally with a higher
degreeof security



5.3 Running a Remote Job

Conceptuallythe processof authenticatingand autho-
rizing executionof jobs on remotemachineds similar
to the processf remotefile access.Currently WebOS
usesa UNIX commandine programto requestremote
execution. This requestesultsin a CRISISlibrary call,
which contactghelocal processmanagewvith theiden-
tity of the principal. The protocolfor processexecution
then proceedssimilarly to the file accessxamplede-
scribedin the previoussubsection.

Currently the ACLs for remoteprocessexecutionsim-
ply include the namesof principalswhich have access
to executeprogramson a remotenode. In the future,
we planto usetransfercertificatesand ACLs to contain
informationwhich specify the portion of the resources
a certainrole canconsume.Anotheravenuefor future
work is building aninterfaceto allow principalsto rea-
sonaboutthe setof privilegesrequiredby remotejobs.
Clearly, remotejobs shouldrun with the minimum set
of privilegesnecessaryo completetheir task. However,
determiningthis minimal setcanbe difficult. We plan
to build aninterfacethatallows usersto runjobslocally
to identify the minimal setof privilegesthat shouldbe
transferredo thejob whenit is runremotely

Onceajob executionrequests authorizedCRISISuses
JanugGoldbeg etal. 1996]to setup a virtual machine
to executethe processon the target machine,reducing
therisk of violating systemintegrity. The Janusprofile
file describinghelevel of restrictionimposedoy thevir-
tualmachines generatednthefly basedntheidentity
of the requestingprincipal andthe requirement®f the
job to be executed.Oncesetup, the virtual machineis
associatedvith a CRISIS securitydomain,associating
the virtual machinewith the setof privilegesspecified
by the principal requestingorocessexecution. By both
restrictingjobs to originate from authorizedusersand
placing running jobs in a sandbox,the local machine
is protectedfrom maliciousor buggy programseven if
theprograms executionis requestedrom anauthorized
principal.

6 Performance

To quantifythe performancémpactintroducedby CRI-
SIS, we measureabur global file system WebFS,both
with andwithout CRISIS enhancements\We measure
the time requiredto readandwrite both 1 byte and10

Operation NFS | WebFS| WebFS
w/CRISIS
Readl byte 3ms| 47ms 55ms
Write 1 byte | 100ms | 289ms 340ms
Readl10 MB 9.8s| 11.0s 12.2s
Write 10 MB 9.2s| 12.8s 14.0s

Tablel: Thistabledescribesheoverheadntroducedoy
adding CRISISsecurityto WebFS,a global file system.
CRISISile transfes are encryptedhroughSSL.

MB to aremotefile. Measurementaeretakenbetween
two SunUltrasparcl'sconnectedby a 10 Mb/s switched
Ethernet.

Table 1 summarizeur results. The first columnde-
scribesperformancedor accessingincached\NFSfiles.
The secondcolumndescribesaccesgo uncachediles
througha versionof WebFSwithout CRISIS modifica-
tions. The addedoverheadof WebFSrelative to NFS
is causedby kernel to userlevel crossingsfor cache
missegWebFSnetwork communicatiorcodeis imple-
mentedat the userlevel for easeof implementatiorand
delugging). Thethird columndescribeperformancef
WebFSwith CRISISsecurityenhancementdVe believe
the 10-20% slowdown relative to the baselineWebFS
to beacceptablgiventhe addedfunctionality of access
controlchecksandencryptedile transfer

The measurement the third columnreflectthe case
whereusercredentialsare cachedon the remotenode.
An additionall75msoverheads introducedo establish
an SSL connectionand 230 ms arerequiredto transfer
andcacheanidentity plus a singletransfercertificateif
usercredentialsare not cachedremotely Onceagain,
this total 400 ms overheadis a one-timecostincurred
the first time a usermakesary accesgo a remotesite
(WebFSmaintainsa “cache” of active SSL connections
betweermachinego avoid the costof re-establishingn
SSL connectionfor eachaccess).Finally, readaccess
to acachedL bytefile throughWebFSwith CRISISen-
hancementtakes 720 us, andreadinga cachedl0 MB
file takes 170 ms, valuescomparableto cachedaccess
throughNFS. In summary our securityenhancements
introducesignificantoverheadfor initial and uncached
accesdecausef switchingto a userlevel procesdor
communicatiorandthe overheadf establishingan SSL
connectiorfor transmissiomf certificatesHowever, the
commoncasereadaccesso a cachedile staysentirely
in the kernelandprovidesperformanceomparabléo a
file systemsuchasNFS.



7 Related Work

Theconceptuaframeawvork of our securityarchitecturés

largely basedn thetheorypresentedn [Lampsonetal.

1991]. In theintroductionwe discussedherelationship
betweenthe DEC securitywork and our own. In this

section,we describea numberof otherefforts relatedto

CRISIS.

SDSI[Rivest& Lampsonl996]is adistributedsecurity
infrastructurebasedon public keys with goalssimilar
to our own. Their emphasidgs on defining a standard
formatfor certificatesyights transfer andnamespaces
to provide a generakecurityframework for Internetap-
plications. With minimal extensions,SDSI could sup-
port CRISIS transfercertificatesand remoteexecution
of programs Ourwork, however, is thelargely orthogo-
naltaskof defininghow suchaframevork canbeusedo
provide redundanthigh performanceandavailable se-
curity mechanisméor applicationsrequiringsecurere-
motecontrolof wide arearesources.

Neuman[Neuman 1993] discussedlistributed mecha-
nismsfor authorizatiorandaccountingNeumanswork
hasmuchthe samevision as our own, namelylimited
capabilitiesin additionto ACL's. His work proposes
a more generalcapability model. However, the capa-
bilities are not auditablebecauseproxiesdo not carry
a chain of transfers. Further Neumans work is secret
key asopposedo publickey, meaningthatsynchronous
communicationis requiredfor eachtransferof rights.
Thetrustecdthird partyis responsibléor recordingtrans-
fersandtransferringthe endresult. For example,if P,
transfersrightsto P, and P, furthertransfersrightsto
P3, thetrustedthird partyonly passesn P, transferring
rightsto P; to any endreferencemonitors.

Jager and PrakashJaayer & Prakashl1995] presenta

modelfor discretionarnaccesgontrolin awide areaen-

vironment. In their work, principalsspecifythe subset
of their privilegesthat areto be transferredo a script
written by a potentially untrustedthird party The ac-

tual rights transferredare negotiatedbetweerthe appli-

cationwriter andthe user In their systemimplementa-
tion in Taos[Wobberet al. 1993] (a secureOS based
on[Lampsonetal. 1991]),they adddynamicprincipals
for running programswith somesubsebf a principal's

privileges,observinghedifficulty of creatingtemporary
principalsandupdatingall necessanACLswith thenew

principalname.Their dynamicprincipalsaresimilar to

oneof theapplicationsof CRISIStransfercertificates.

The goalsof the Legion [Wulf etal. 1995] projectare

similar to our own in WebOS.In Legion, distributed
computationtakes placein the context of a distributed
objectsystem. Their approachto securityis orthogo-
nalto our own, with their primary goalbeingflexibility .
Eachlegion objectis ableto implementits own security
policy. Presumablya numberof basepolicieswill be
implementedvhichwill suittheneedf avastmajority
of applications.We believe that flexibility in the secu-
rity systemis a desirablefeature;our approactin CRI-
SIScanbeviewedasoneimplementatiorof securityfor
Legionobjects.

8 Conclusions

In this paperwe have describedhearchitectureof CRI-
SIS,asecuritysystermfor wide areaapplicationsin de-
signing CRISIS, we have ende&oredto systematically
apply principlesfrom relatedfields to increasesystem
security availability, and performanceacrossthe wide
area.Theseprinciplesinclude:redundang, caching,o-
calautonomyleastprivilege,andcompleteaccountabil-
ity. Thispaperdescribesiow theseprincipleshaveinflu-
encedour designanddetailsthe specificprotocolsused
to carry out commonoperationsacrossthe wide area.
Relative to earlierefforts, CRISIS usestransfercertifi-
catesasa simplemechanisnior lightweightcreationof
rolesandcapabilities While the currentimplementation
runs only on Solaris,we expectto port the systemto
otherplatformsin the nearfuture.
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