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Abstract

In this paper, we demonstrate the power of providing
a commonset of Operating Systemservicesto wide-area
applications,includingmechanismsfor naming, persistent
storage, remoteprocessexecution,resource management,
authentication,and security. On a singlemachine, appli-
cationdeveloperscanrely on thelocal operatingsystemto
provide theseabstractions. In thewidearea,however, ap-
plication developers are forcedto build theseabstractions
themselvesor to dowithout.Thisad-hocapproachoftenre-
sultsin individualprogrammers implementingnon-optimal
solutions,wastingboth programmereffort and systemre-
sources.To addresstheseproblems,weare building a sys-
tem,WebOS,thatprovidesbasicoperatingsystemsservices
neededto build applicationsthat are geographically dis-
tributed,highly available, incrementallyscalable, and dy-
namicallyreconfigurable. Experiencewith a numberof ap-
plicationsdevelopedunderWebOSindicatesthat it simpli-
fiessystemdevelopmentand improvesresourceutilization.
In particular, we useWebOSto implementRent-A-Server
to providedynamicreplicationof overloadedWebservices
acrossthewideareain responseto clientdemands.

1 Intr oduction

While the World Wide Web has madegeographically
distributedread-onlydataeasyto use,geographicallydis-
tributedcomputingresourcesremaindifficult to access.As
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a result, wide-areaapplicationsthat requireaccessto re-
mote CPU cycles,memory, or disk mustbe programmed
in anad-hocandapplication-specificmanner. For example,
many popularservices,suchasDigital's Alta Vista [12] or
Netscape's downloadpage[31], are geographicallyrepli-
catedto improve bandwidth,reducelatency, and improve
availability—no single connectiononto the Internet can
supporttensof millions of users.Today, suchreplicationis
manuallymanagedon boththeserver andtheclient side—
usersare forced to poll several essentiallyequivalentser-
vices and systemmanagersmust manuallydistribute up-
datesto replicas. This situationwill only get worse; it is
currentlypredictedthat the numberof Internetuserswill
increaseby an orderof magnitudeto over 100 million in
lessthan5 years[34].

To addresstheseproblems,we are building WebOS,
a framework for supporting geographicallydistributed,
highly available, incrementallyscalable,and dynamically
reconfiguringapplications. WebOSincludesmechanisms
for global naming [48], persistentstorage[43, 42], re-
moteprocessexecution,resourcemanagement,authentica-
tion andsecurity[4]. We useWebOSto demonstratethe
synergy of theseservicesin simplifying thedevelopmentof
wide-areadistributedapplicationsandin providingmoreef-
ficient global resourceutilization. TheWebOSframework
enablesanew paradigmfor Internetservices.Insteadof be-
ing fixedto asinglelocation,servicescandynamicallypush
partsof their functionalityout onto Internetcomputingre-
sources,andevenall theway to theclient.

Dynamically reconfiguringand geographicallymobile
servicesprovideanumberof advantages,including:(i) bet-
ter end-to-endavailability (service-specificextensionsrun-
ning in theclient maskInternetor server failures),(ii) bet-
ter cost-performance(by dynamicallymoving information
closerto clients,network latency, congestion,andcostcan
all be reducedwhile maintainingserver control), and(iii)
betterburst behavior (by dynamicallyrecruitingresources
to handlespikes in demand). For example,many Inter-
net news serviceswere overwhelmedon the night of the
lastU.S.presidentialelection;our framework wouldenable
thoseservicesto handlethedemandthroughdynamicrepli-



cation. Recently, therehasbeena pushtoward the distri-
bution of active componentsin thenetwork, throughtech-
nologiessuchasActive Networks [40] andJava [19]. The
goal of WebOSis to provide a framework to assistappli-
cationdevelopersin utilizing programmableandactivenet-
work components.

In this paper, we presentanoverview of theWebOSef-
fort andasnapshotof thecurrentstatusof our implementa-
tion. WebOSis composedof a numberof differentcompo-
nents.In thespaceallowed,wecanonly briefly describethe
mainideasbehindindividualcomponents,eachof which is
describedin detailelsewhere[48, 43,4, 42]. We havecom-
pletedprototypesof eachcomponentandarenow working
to integratethem. The end goal is to provide a platform
for thedevelopmentanddeploymentfor wide-areaapplica-
tions.Towardthisend,wedemonstrateanextensiblemech-
anismfor running service-specificfunctionality on client
machinesand show that this allows for moreflexible im-
plementationof nameresolution,loadbalancing,andfault
tolerance.Second,weprovideafile systemabstractionthat
combinespersistentstoragewith efficient wide-areacom-
municationpatterns;wedemonstratethatthissimplifiesthe
implementationof a numberof wide-areaapplications,in-
cluding Internetchatanda remotecomputeserver. Next,
wedescribeasecurityinfrastructurethatfacilitatesthefine-
grainedtransferof rightsacrossthewidearea.

To demonstratethe utility of WebOSasa substratefor
thedevelopmentof wide-areaapplications,wemotivateand
describeour implementationof Rent-A-Server, anapplica-
tion that allows for transparent,automatic,and dynamic
replication of HTTP serviceacrossthe wide areain re-
sponseto client load. Rent-A-Serveralsodemonstratesthe
power of exportingcommonoperatingsystemabstractions
to wide-areaapplications;WebOSservicessimplifiedboth
thedesignandimplementationof Rent-A-Server.

Therestof this paperis organizedto discusseachcom-
ponentof WebOSin turn. In Section2, we presentan
overview of WebOSsystemcomponents,before delving
into moredetail in Sections3-6, which describe:(i) Smart
Clientsandfor fault tolerant,loadbalancedaccessto Web
services,(ii) WebFS,a global cachecoherentfile system,
(iii) authenticationfor secureaccessto global Web re-
sources,and(iv) a processcontrolmodelsupportingsecure
programexecutionandmechanismsfor resourceallocation,
. Section7 demonstrateshow this framework simplifiesthe
implementationof four samplewideareaapplications.Sec-
tion 8 describesin detail the design,implementation,and
performanceof oneapplicationbuilt on WebOS,Rent-A-
Server. Section9 presentsrelatedwork, leadingto ourcon-
clusionsin Section10.

2 WebOSOverview

In thissection,weprovidea brief overview of themajor
WebOScomponents;together, they provide the wide-area
analogueto local areaoperatingsystemservices,simplify-
ing the useof geographicallyremoteresources.Eachof
thesecomponentsis operationalin ourcurrentprototype.

� Global Naming: Many wide-areaservicesare geo-
graphicallydistributed.Toprovidethebestoverallsys-
temperformance,a client applicationmustbeableto
dynamicallylocatetheserver ableto deliver thehigh-
estquality of service. In WebOS,global namingin-
cludesmappinga servicenameto multiple servers,an
algorithmfor balancingloadamongavailableservers,
andmaintainingenoughstateto performfail-over if a
serverbecomesunavailable.Theseoperationsareper-
formedthroughSmartClients,which flexibly extend
service-specificfunctionalityto theclientmachine.

� Wide-Area File System: To support replication and
wide-scalesharing,WebOSprovidesa cachecoherent
wide-areafile system. WebOSextendsto wide-area
applicationsrunning in a secureHTTP namespace
the sameinterface,caching,and performanceof ex-
isting distributedfile systems[46, 30, 21, 25, 41, 2].
In addition,we arguefor benefitof integratingthefile
systemwith application-controlledefficient wide-area
communication[43, 42].

� Securityand Authentication:To supportapplications
operatingacrossorganizationalboundaries,WebOS
definesa modelof trustproviding bothsecurityguar-
anteesandan interfacefor authenticatingthe identity
of principals[4]. A key enablingfeatureisfine-grained
control of capabilitiesprovided to remoteprocesses
executingonbehalfof principals.

� ProcessControl: In WebOS,executinga processon a
remotenodeshouldbeassimpleasthecorresponding
local operation. The underlyingsystemis responsi-
ble for authenticatingtheidentity of therequesterand
determiningif the properaccessrights areheld. Pre-
cautionsmustbetakento ensurethattheprocessdoes
not violate local systemintegrity andthat it doesnot
consumemoreresourcesthanallocatedto it by local
systemadministrators.

As anexplicit designchoice,we leverageasmuchfunc-
tionality aspossiblefrom existing low level services.For
example,for compatibility with existing applications,we
adopt IP addressesand URL's for the global namespace,
TCP to provide reliablecommunication,andSSL [17] for
link level security.



3 Naming

In thissection,wediscussanabstractionfor locationin-
dependentdynamicnamingthat allows WebOSclients to
locaterepresentativesof geographicallydistributedanddy-
namicallyreconfiguringservices,while providing loadbal-
ancingandend-to-endhighavailability.

Ourapproachconsistsof anumberof components.First,
aservicenamemustbemappedtoalist of replicatedservice
representatives. Next, a serviceselectiondecisionmustbe
madeto determinewhich server is ableto deliver the best
performance;this evaluationis dynamicand non-binding
to copewith potentiallybursty client accesspatterns. Fi-
nally, enoughstate(e.g. requestcontent)is maintainedto
performfail overif aserviceproviderbecomesunavailable.
This sectiondescribeslimitations associatedwith current
approachesto Internetnamingandshows how WebOSad-
dressestheselimitations throughthe useof SmartClients.
Our discussionfocuseson namingin thecontext of HTTP
serviceaccessedthroughURL's. We arecurrently in the
processof generalizingthesetechniquesto otherdomains
throughActiveNames,piecesof coderesponsiblefor name
resolutionthat can be flexibly appliedat different points
in the network. The flexibility of Active Namescould be
usedto provideURN's [36], transcoding[15, 16], resource
discovery, andotherapplicationsthatmaybenefitfrom the
availability of codeto performnametranslationat various
pointsin adistributedsystem.

To motivatetheproblemof namingin WebOS,we will
usethefollowingsimpleexample.A userwishesto accessa
replicatedWebsite(suchastheAlta Vistasearchengineor
thedownloadpagefor the latestversionof NetscapeCom-
municator).Ideally, usersemploy asinglenamefor theWeb
serviceandthesystemtranslatesthenameto theIP address
of thereplicathatwill providethebestserviceto theclient.
Ideally, suchtranslationshouldaccountfor anumberof fac-
tors,suchas:thecurrentmembersof thereplicatedservice,
availableperformanceandcurrentloadat eachserver, net-
work connectivity, client location,andnetwork congestion
betweenthe client and replicas. Of course,the exact al-
gorithmweighingthesefactorsneedsto beapplicationand
servicespecific.Further, giventhecurrentInternetarchitec-
ture, it is impossibleto accuratelydetermineall the listed
considerations,soapproximationsmustbeutilized.

In ourimplementation,weattempttoapproachtheabove
ideal by loadingapplicationandserver specificcodeinto
end clients to perform perform nametranslation. These
Smart Clients [48] enableextensionsof server function-
ality to be dynamically loadedonto the client machine.
Java's [19] portability andavailability in all major Internet
browsersallow usto distributetheseextensionsasJava ap-
plets.

TheSmartClientarchitectureis summarizedin Figure1.
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Figure1.TwocooperatingthreadsmakeuptheSmart
Client architecture. TheGUI threadpresentstheser-
viceinterfaceandpassesuserrequeststo theDirector
Thread.TheDirectoris responsiblefor pickinga ser-
viceprovider likely to providebestserviceto theuser.
Thedecisionis madein a service-specificmanner. In
thiscase, thenearestmirror siteis chosen.

A typical applet's code is composedof two cooperating
threads:a customizablegraphicalinterfacethreadimple-
mentingtheuser's view of theserviceanda directorthread
responsiblefor performingload balancingamongservice
representativesandmaintainingthenecessarystateto trans-
parentlymaskindividual failures. Both the interfaceand
directorthreadsareextensiblein a service-specificmanner.

Oneoutstandingissuewith thisarchitectureis thechoice
of load balancingalgorithm. With SmartClients,it is im-
practicalto keepall clientsabreastof changesin loadof all
servers. Given the high variability of load in the context
of the Internet,clientsusingout of dateinformationmay
makestrictly worsechoicesthanclientsmakingrandomde-
cisions[29]. Fortunately, SmartClientscanusemorestatic
stateinformationto influencethe load balancingdecision,
suchas available servers, server capacity, server network
connectivity, server location,andclient location.

Although the load balancingalgorithm can be service
specific,we implementthefollowing algorithmby default.
Servicestate, such as replicatedgroup membershipand
loadinformation,is piggy-backedwith somepercentageof
server responses(i.e. as part of the HTTP header). The
client then choosesa server basedon distancefrom the
client,biasedby serverload.Theinfluenceof loadinforma-
tion is decayedasthe informationbecomesstale,with the
fallbackto randomload balancingin the casewhereload
informationis staleandall otherconsiderationsareequal.
Thus,clientsactively interactingwith aservicecanusecur-
rent information to make load balancingdecisions,while
inactiveclientsmustinitially useonly staticinformation.

As described,the SmartClient architectureprovidesa
portablemechanismfor fault tolerantandloadbalancedac-
cessto Webservices.However, in a naive implementation,
Javacodemustberetrievedeachtimeaparticularserviceis



accessed,effectivelydoublinglatency for smallrequests.In
our implementationof SmartClients,service-specificJava
code is retrieved the first time a serviceis accessedand
cachedto diskusingJava objectserialization.

4 PersistentShared State

WebOSseeksto raisethe level of abstractionfor large-
scaledistributedprogramsthatmanipulatesharedstate.To-
day, many suchapplicationssharestateand transfercon-
trol usinga network communicationabstractionthat rele-
gatescaching,cacheconsistency, security, transactionalup-
dates,and location-independenceto applicationprogram-
mers.Following theanalogythat it is oftensimplerto pro-
gramparallelapplicationsusingsharedmemoryasopposed
tomessagepassing,wecontendthataglobalcachecoherent
file systemabstractionwill simplify the implementationof
many applications.For example,the caching,cachecon-
sistency, and securityprovided by our prototypesystem,
WebFS,greatlysimplifiedtheimplementationof the Inter-
netchat,remotecomputeengine,andRent-A-Serverappli-
cationsdescribedlaterin thispaper.

Providing theseabstractionsto diverseapplicationsin a
wide-areanetwork is challenging.For example,someap-
plications,suchasour remotecomputeengineandRent-A-
Server, requirestrongcacheconsistency while otherappli-
cations,suchasanInternetnewsservice,maypreferweaker
consistency to reduceoverheador to ensurethat network
failuresdo not delay updates. Therefore,a focus of our
designis to provide flexibility so that demandingapplica-
tionscancontroldetailsof how key abstractionsareimple-
mented.We believe this approachis crucial for anInternet
file systembothbecausedifferentapplicationshave differ-
ent demandsandbecausethe Internet's scale,limited per-
formance,andunreliability canmake it expensive to pro-
vide strongerguaranteesthanapplicationsstrictly require.
WebFSassociatesa list of user-extensiblepropertieswith
eachfile to extendbasicpropertiessuchasownerandper-
missions,cacheconsistency policy, prefetchingandcache
replacementpolicy, andencryptionpolicy. Theseproper-
tiesaresetandaccessedthroughtheUNIX ioctl system
call.

Currently, WebFSimplementsthe last writer wins [21]
cacheconsistency protocol to support traditional file ac-
cessaswell asanIP multicast-based[11] update/invalidate
protocol for widely-shared,frequentlyupdateddatafiles.
OnceIP multicastbecomeswidely deployed, its usewill
increasethe efficiency of popular“Internet push” applica-
tions [32]. We believe that providing IP multicastsupport
at the file systeminterfacewill simplify the development
of theseapplications.To demonstratethis point, we have
implementeda stock ticker applicationthat regularly dis-
tributes(throughmulticastfile writes)updatedstockprices

to interestedclients performingblocking readoperations.
In additionto last-writerwinsandIP multicastupdates,we
arein theprocessof extendingWebFSto supportoptimistic
re-integration[25] to dealwith the disconnectedoperation
endemicto today's Internet.

The WebFSprototypeprovidescaching,cacheconsis-
tency, andaccess-control.We implementedit asa dynam-
ically loadableSolarisfile systemextensioninterfacingat
the vnodelayer [26]. The vnodelayer makesupcallsto a
userlevel WebFSdaemonfor file accessesnot cachedin
virtual memory. WebFSusesaURL-basednamespace,and
theWebFSdaemonusesHTTP for accessto standardWeb
sites. Thus,WebFSallows unmodifiedUNIX programsto
take URL's (andURL's in a pathnamesyntax)in placeof
conventionalfile names(e.g., ls /http/www- c.mcs.
anl.gov/hpdc7/ ). Wechoseto useURL'sastheglobal
namespaceandHTTP for transportbecauseof its wide de-
ploymentandourdesireto providebackwardcompatibility
with existing distributedapplications.Sinceit is preferable
to exportanamespacewith locationindependentnames,we
are currently investigatingcombiningSmartProxieswith
WebFSto provideURN [36] supportfor WebFSfile names.
Additionally, if theserver site is alsorunningWebFS,then
authenticatedread/writeaccessandcacheconsistency are
enabledthroughourown customextensionsto HTTP.

WebFShasbeenin day to day usefor approximately
oneyearby twenty usersat the authors'site. It is publi-
cally availablefor downloadandhasbeensuccessfullyin-
stalledby a numberof usersun-affiliated with theauthors.
Theperformanceof remotefile accessis highly dependent
uponthenetwork connectionto theremotesite.Thecostof
thenetwork connectionandsubsequenttransferdominates
the addedoverheadof makingan upcall to the user-level.
Oncetransferredthroughthenetwork, file pagesarecached
in the kernelfile cache. Thus,oncea file hasbeentrans-
ferredfrom aremotesite,theperformanceof cachedaccess
throughWebFSversuscachedaccessthroughNFS [46] is
virtually identical.

5 Security and Authentication

Applicationsoperatingacrossthewide areaaresuscep-
tible to avarietyof potentialattacksby sophisticatedadver-
saries.To motivatetheneedfor awide-areasecuritysystem,
considerthesimpleexampleof auserwishingto runasim-
ulation. Typically, if thesimulationwereexecutedlocally,
theprogramwould runwith all theuser's privileges.When
runningthesamesimulationremotely, however, it is neces-
saryto assignto theprogramtheleastsetof privilegesnec-
essaryto completeits task(e.g.,readaccessto aninputfile
andwriteaccesstoanoutputfile). Thisconfinementof priv-
ilegesprotectsusersif theremotemachineis compromised;
while thesimulationdatamaybeusurped,theuser's iden-



tity andotherprivatefiles will hopefullyremainsecure.To
providethis level of protection,awide-areasecuritysystem
mustprovide fine-grainedtransferof rights betweenprin-
cipalsin differentadministrative domains.Thegoalof our
securityabstractionis to transparentlyenablesuchrights
transfer. CRISIS, the security systemof WebOS,is de-
scribedin anotherpublication[4]; we presentanoverview
here.

5.1 Validating and Revoking Statements

A principalcontributionof CRISISis theintroductionof
transfercertificates, lightweightandrevocablecapabilities
usedto supportthefine-grainedtransferof rights. Transfer
certificatesare signedstatementsgrantinga subsetof the
signingprincipal's privilegesto a target principal. Trans-
fer certificatescanbechainedtogetherfor recursive trans-
fer of privileges.Theentirechainof transfersis presented
to referencemonitorsfor validation,allowing for confine-
mentof rights(e.g.,a referencemonitorcanrejectaccessif
any principal in a chainof transfersis not trusted).Trans-
fer certificatesform thebasisof wide-arearightstransferin
WebOS,supportingoperationssuchasdelegation,privilege
confinement,andthecreationof roles(asdescribedbelow).

All CRISIS certificatesmust be signed and counter-
signedby authoritiestrustedby both endpointsof a com-
municationchannel.A CertificationAuthority (CA) gener-
atesIdentityCertificates, mappingpublickeysto principals.
In CRISIS,CA's sign all identity certificateswith a long
timeout (usuallyweeks)and identify a locally trustedon-
line agent(OLA) thatis responsiblefor counter-signingthe
identity certificateand all transfercertificatesoriginating
with thatprincipal.Theendorsementperiodof thecounter-
signatureis application-specific,but typically on theorder
of hours. Redundancy employed in this fashionoffers a
numberof advantages:(i) to successfullystealkeys,either
both the OLA andCA mustbe subvertedor the CA must
besubvertedundetected,(ii) theCA is usuallyleft off-line
sincecertificatesaresignedwith long timeouts,increasing
systemsecuritysincean off-line entity is moredifficult to
attack,(iii) amaliciousCA is unableto revokeauser'skey,
issuea new identity certificate,andmasqueradeastheuser
without colluding with the OLA [9], and(iv) systemper-
formanceis improved becausecertificatescan be cached
for thetimeoutof thecounter-signature,removing theneed
for synchronousthree-way communicationin thecommon
case.

Transfercertificatescanbe revoked moduloa timeout.
Revocationis usednot only for exceptionaleventssuchas
stolenkeys,but alsoappliesto commonoperationssuchas
revoking the rightsof a remotejob uponits completionor
revoking the rights of a login sessionuponuserlogout.To
revoke a particularprivilege, the OLA that endorsesthe

certificatemustbe informedthat the certificateshouldno
longer be endorsed.Oncethe timeout period for the en-
dorsedcertificateexpires, the rights describedby the cer-
tificateareeffectively revokedbecausetheOLA will refuse
re-endorsementfor thatcertificate.

5.2 Processesand Roles

Giventheability to authenticateprincipals,CRISISalso
requiresa mechanismfor associatingprivilegeswith run-
ning processes.EachCRISIS noderuns a securityman-
agerresponsiblefor mediatingaccessto localresourcesand
for mappingprivilegesto securitydomains. In CRISIS,all
programsexecutein thecontext of a securitydomain. For
example,a login sessioncreatesanew securitydomainpos-
sessingtheprivilegesof theprincipalwho successfullyre-
questedlogin. A securitydomain,at minimum, is associ-
atedwith a transfercertificatefrom a principal to the local
nodeallowing thenodeto acton theprincipal's behalffor
somesubsetof the principal's privileges. Restrictingthe
rightsavailableto aprocessis furtherdetailedin Section6.

In the wide area,it is vital for principalsto restrict the
rights they cedeto their jobs. For example,whenlogging
into a machine,a principal implicitly authorizesthe ma-
chineandthelocalOSto speakfor theprincipalfor thedu-
rationof theloginsession.It is oftenconvenienttoassociate
nameswith aspecificsubsetof aprincipal'sprivileges.This
functionalityis achievedin CRISISthroughnamedroles. A
principal(user)createsanew roleby generatinganidentity
certificatecontaininga new public/privatekey pair and a
transfercertificatethatdescribesa subsetof theprincipal's
rightsthataretransferredto thatrole;anOLA chosenby the
principalis responsiblefor endorsingthecertificates.Thus,
in creatingnew roles,principalsact astheir own certifica-
tion authority [33]. The principal storesthe role identity
certificateandrole transfercertificatein a purseof certifi-
catesthatcontainsall rolesassociatedwith theprincipal.

5.3 Authorization

Oncea requesthasbeensecurelytransmittedacrossthe
wide area,andproperlyauthenticated,the remainingtask
is authorization, determiningwhetherthe principal mak-
ing therequestshouldbegrantedaccess.CRISISemploys
AccessControlLists (ACLs) to describetheprincipalsand
groupsprivilegedto accessparticularresources.File ACLs
containlistsof principalsauthorizedfor read,write, or exe-
cuteaccessto a particularfile. ProcessexecutionACLsare
a simplelist describingall principalspermittedto run jobs
onagivennode.

To determinewhetherarequestfor aparticularoperation
shouldbeauthorized,a referencemonitorfirst verifiesthat
all certificatesare un-expired and signedby a public key



with acurrentendorsementfrom a trustedCA andOLA. In
doingso,thereferencemonitorchecksfor apathof trustbe-
tweenits homedomainandthedomainsof all signingprin-
cipals. The referencemonitor thenreducesall certificates
to theidentity of singleprincipals.For transfercertificates,
this is accomplishedby working back througha chainof
transfersto theoriginal grantingprincipal. Finally, theref-
erencemonitorchecksthereducedlist of principalsagainst
thecontentsof theobject'sACL, grantingauthorizationif a
matchis found.

6 ProcessControl

To simplify development of wide-area applications,
WebOSmakesexecutionof processeson remotenodesas
simpleasforking a processon thelocal processor. As with
thelocal case,theWebOSprocesscontrolmodeladdresses
issueswith safetyandfairness.On local machines,safety
is providedby executionin a separateaddressspace,while
fair allocationof resourcesis accomplishedthroughlocal
operatingsystemschedulingmechanisms.

A resourcemanager oneachWebOSmachineis respon-
sible for job requestsfrom remotesites. Beforeexecuting
any job, theresourcemanagerauthenticatestheremoteprin-
cipal's identity anddeterminesif the properaccessrights
areheld. To maintainlocal systemintegrity andto ensure
thatrunningprocessesdonot interferewith oneanother, the
resourcemanagercreatesa virtual machine for processex-
ecution. Thesevirtual machinesinteractwith the CRISIS
securitysystemto enforcerightsrestrictionassociatedwith
differentsecuritydomains.Thus,processeswill begranted
variableaccessto local resourcesthroughthe virtual ma-
chinedependingon theprivilegesof theuseroriginally re-
sponsiblefor creatingtheprocess.

We useJanus[18] to createsucha virtual machine.Pro-
cessesin the virtual machineexecutewith limited privi-
leges,preventingthemfrom interferingwith the operation
of processesin othervirtual machines.Janususesthe So-
laris /proc file systemto interceptthe subsetof system
callsthatcouldpotentiallyviolatesystemintegrity, forcing
failureif a dangerousoperationis attempted.A Januscon-
figuration script determinesaccessrights to the local file
system,network, anddevices. Theseconfigurationscripts
aresetby thelocal systemadministratoron a per-principal
basis.

WebOSalsousesthevirtual machineabstractionasthe
basisfor local resourceallocation. On startup,a process's
runtimepriority is setusingtheSystemV priocntl sys-
tem call, and setrlimit is usedto set the maximum
amountof memoryandmaximumCPUusage.In thefuture,
we hope to integratemore robust policies allowing fine-
grainedcontroloverallocation,allowing WebOSto provide
qualityof serviceguarantees.For example,techniquessuch

asreverselotteries[45] mightbeusedto moreflexibly allo-
catephysicalmemorypages.

7 WebOSApplications

This sectionprovidesan overview of four applications
designedusing the WebOSframework. The first two ap-
plicationshave beencompleted,while the last two areun-
derdevelopment.In thenext section,we describein detail
thedesignandperformanceof a fifth application,Rent-A-
Server.

7.1 Inter net Chat

Internetchat allows for individuals to enterand leave
chatroomsto conversewith otherspresentin thesamelog-
ical room. In our implementation,chat roomsare imple-
mentedas WebFSfiles accessedby Smart Clients. The
file systeminterfaceis well-matchedto chat semanticsin
a numberof ways: (i) file appendsandreadsabstractaway
theneedto sendmessages(ii) thechatfile providesa per-
sistentlog of chatactivity, and(iii) accesscontrol lists al-
low for privateandsecure(throughWebFSencryption)chat
rooms.For scalability, weallow multipleWebFSserversto
handleclient requestsfor a singlefile (room).EachWebFS
serveraccumulatesupdates,andperiodicallypropagatesthe
updatesto otherserversin the WebFSgroup,who in turn
transmittheupdatesto local clients. SmartClientschoose
the leastloadedWebFSserver for loadbalancingandcon-
nectto alternative serverson hostfailureor network parti-
tion for fault transparency.

To quantify the benefits available from the WebOS
framework,weimplementedtwo versionsof chatwith iden-
tical semantics,both with andwithout WebOS.The initial
implementationconsistedof 1200linesof Java codein the
client and4200lines of C++ codein the server. By using
WebFSto handlemessagetransmission,failure detection,
and storage,the size of the chat client codewas reduced
to 850 lines, while the WebFSinterfaceentirely replaced
the 4200 lines of chat server code. The main reasonfor
this savings in complexity wasthereplacementof separate
codefor managingcommunicationand persistentstorage
of chatroomcontentswith a singlegloballyaccessibleand
consistentfile. As an addedbenefit,this commonWebFS
interfaceis similarly availablefor otherdistributedapplica-
tions.For example,wearecurrentlyimplementingashared
distributedwhiteboardapplicationusingthis interface.

7.2 RemoteComputeEngine

Siteswith uniquecomputingresources,suchas super-
computercenters,oftenwish to make their resourcesavail-
ableovertheInternet.UsingWebOS,weallow remotepro-



gramsto be invoked in the sameway as local programs
andcan allow accessto the samefiles as local programs.
WebOSfunctionality is usedto addressa numberof is-
suesassociatedwith suchaccess:theidentity of requesting
agentsis authenticated,programsareprovided secureac-
cessto privatefiles on both local andremotesystems,and
programsrun in a restrictedvirtual machineisolatedfrom
otherprogramsto protectthe local systemfrom malicious
users.At oursite,WebOSprovidescomputeaccessto a re-
searchclusterof 100machines.Resourceallocationwithin
thevirtual machineallows externalusersto take advantage
of theaggregatecomputingresources,while ensuringsys-
temdevelopershave therequisitepriority.

7.3 Wide Ar eaCooperativeCache

We are using WebOS to build a geographicallydis-
tributed Web cooperative cache[10] to both validateour
designandto provide an immediatebenefitto the Internet
by doingmoreintelligentcachingof Webcontent.Existing
proposalsfor hierarchicalcachingof the Web suffer from
an inability to dramaticallygrow the cachesize and pro-
cessingpowerateachlevel of thehierarchy[7]. With coop-
erative cachingamongpeerservers,theaggregatecapacity
growsdramaticallywith thedistancefrom theclient. Thus,
while cachesabove the first level in existing hierarchical
designshave very low hit ratesandsimply increasethe la-
tency to endclients,a cooperative cacheis morelikely to
successfullyretrieveacachedcopy from apeer. We planto
exploretradeoffs associatedwith maintainingdirectoriesof
peercachecontents[2, 13], hints [35], or usingsimpleIP
multicastsor broadcasts.

WebOSsimplifiestheimplementationof thecooperative
cachein a numberof ways.First,SmartClientsareusedto
determinethe appropriateproxy cacheto contact. WebFS
is usedto transportcachefilesamongtheproxiesandto se-
curelyshareany necessary(private)stateamongtheprox-
ies.Finally, theauthenticationmodelallowsproxiesto val-
idatetheir identitiesbothto oneanotherandto theclient.

7.4 Inter net Weather

A numberof sitesare currently attemptingto provide
regularupdatesof congestion,latency, andpartitionsin the
Internet[28, 22, 47]. Suchinformation is invaluablefor
servicesmaking placementand load balancingdecisions.
However, all current efforts take network measurements
from a centralizedsite,makingit difficult to measurenet-
work characteristicsbetweentwo arbitrary sites. We are
addressingthis limitation by usingthe WebOSframework
to generatemorecomprehensivesnapshotsof Internetcon-
ditions. In our implementation,a centralizedserver pro-
vides SmartClient appletsfor thosewishing to view the

currentInternetweather. In exchangefor the weatherre-
port, the userimplicitly agreesto allow the appletto exe-
cute traceroute to a subsetof server-determinedsites
andto transmitthe resultback to the server. Using these
resultsfrom multiple sites,the serviceis ableto construct
fairly comprehensivesnapshotsof Internetweather.

8 Rent-A-Server

This sectiondescribesthe design,implementation,and
performanceof Rent-A-Server, a generalmodelfor grace-
ful scalingacrosstemporalandgeographicspikesin client
demandfor aparticularservice.Ourparticularimplementa-
tion focusesonWebservice,andenablesoverloadedHTTP
serversto shedloadontoidle third-partyserverscalledsur-
rogatesthatusetheWebOSframework to coherentlycache
datafromtheprimaryserver. Thesurrogateis abletosatisfy
the sameHTTP requestsas the original server, including
requestsfor both staticanddynamicallygeneratedobjects
(e.g.datapagesandCGI scriptresults).Thegoalof theim-
plementationof Rent-A-Server is to demonstratethepower
of usinga unified systeminterfaceto wide-arearesources
andof moving aserviceoutacrosstheInternet.

8.1 Curr ent Approaches

Currentefforts to distributeHTTP server load focuson
eitherdistributing loadacrossafixedsetof machinesmain-
tainedby the owner of the dataor distributing dataacross
(proxy) cachesunder client (not server) control. Many
HTTP server implementationsachieve scalabilityby repli-
catingtheir dataacrossa fixedsetof serversat a singlesite
and then using the Domain NameService(DNS) to ran-
domly distributerequestsacrosstheservers[23]. Unfortu-
nately, thisapproachrequiresthateachsitepurchaseenough
computingpower and network bandwidthto satisfy peak
demand.

Mirror sitesarealsousedto improve locality andto dis-
tribute load,but this manualapproachrequiresmoreeffort
to setupthemirrorsandto maintaindataconsistency across
themirrors.Further, usersmustspecifywhichmirror touse,
which is bothinconvenientandunlikely to yield a balanced
loadacrosssites. Finally, aswith theapproachof running
multiple serversat onesite,mirror sitesareallocatedstati-
cally. Thesystemmustalwaysmaintainenoughmirrorsto
dealwith its peakloads,andthelocationof mirrorscannot
beshiftedto addressshiftsin geographichotspots.

Anotherapproachto distributing load,cachingproxies,
is usedto reduceserver loadandto improvenetwork local-
ity. To usea proxy, groupsof clientssendall of their re-
queststo theirproxymachine.Theproxymachineattempts
to satisfythe requestsfrom its local cache,sendingthere-
queststo the remoteserver if the cachecannotsupplythe



Figure 2. Rent-A-ServerArchitecture. HTTPservers
periodicallysendload informationto a loaddaemon.
In responseto an update, the load daemontransmits
the stateof all servers. In turn, the HTTP servers
transmitthis stateinformationas part of the HTTP
headerto SmartClients. TheSmartClientscan use
this informationto determinewhich serverto contact
for its next request. Whenthe load daemonnotices
that theserviceasa wholeis becomingoverloaded,it
contactsthe resource manager on an availablesur-
rogate to create anotherserver replica. WebFSis
usedto securelytransmitanyexecutablesor datafiles
neededto start theserver.

data.If proxiessatisfymany requeststo theserver through
their caches,both server load andnetwork congestionare
reduced.

However, proxiesareconceptuallyagentsof Webclients
ratherthanof Web servers. Thus, in someinstancesthey
provide a poor match to the requirementsof overloaded
services. First, proxy servers cacheonly datapages. A
proxy mustsendall requestsfor CGI scriptsto theoriginal
server(anotherpaper[42] describesourapproachfor relax-
ing this limitation). Second,becauseserversregardproxies
as ordinary clients, the proxy can supply staledatato its
clients becauseof the limitations of HTTP cacheconsis-
tency protocols.As anexampleof theimportanceof having
server-controlledratherthanclient-controlledloaddistribu-
tion, somesiteshaverecentlyassertedthatproxycachesvi-
olatecopyright laws by storingsitecontent[27]. In effect,
theproxiesarereducinggeneratedadvertisingrevenuesby
hidingpageaccesscounts.

8.2 SystemDesign

In thissubsection,wedemonstratehow WebOSservices
simplify theimplementationof this application.Thearchi-
tectureof theRent-A-Serveris describedin Figure2. Smart
Clientsareusedfor loadbalancedaccessto HTTPservices.
Periodically(currentlyeverytenthresponse),serverspiggy-
backservicestateinformationto SmartClientsin theHTTP
reply header. This stateinformation includesa list of all
serverscurrentlyprovidingtheservice.Thefollowinginfor-
mationis includedfor eachserver: its geographiclocation,
anestimateof its processingpower, anestimateof current
load,anda time periodduringwhich theserver is guaran-
teedto beactive.

EachRent-A-Server maintainsinformationaboutclient
geographiclocations(location is sentby SmartClientsas
part of the HTTP request)and its own load information
in the form of requestsper secondand bytestransmitted
persecond.EachRent-A-Serverperiodicallytransmitsthis
stateinformationto a centralizedload daemon. The load
daemonis currentlya separateprocess,however its func-
tionality could be rolled into an electedmemberof the
servergroup.Theloaddaemonis responsiblefor determin-
ing theneedto spawnor to teardown Rent-A-Serversbased
on currentload informationandclient accesspatterns. It
alsotransmitsservergroupstate(e.g.membershipandload
information)to eachmemberof theserver group,which is
in turnpiggy-backedby theserversto SmartClientsaspart
of HTTPreplies,asdescribedabove.

Oncetheloaddaemondeterminestheneedto spawn an
additionalserver, it first determinesa locationfor the new
Rent-A-Server. Thenew server shouldbe locatedcloseto
any hotspotsin clientaccesspatternsto bothconserveband-
width andto minimizeclient latency (thispolicy hasnotyet
beenimplemented).Oncethe target machineis selected,
the load daemonestablishesan SSL channelwith the sur-
rogate's resourcemanager. The load daemonthencreates
transfercertificatesfor the surrogateto accessthe WebFS
filescontainingtheexecutables(e.g.HTTPserver)or inter-
nalservicestate(e.g.CGI scriptsor internaldatabase).

Whensetupnegotiationis completed,thesurrogatesite
buildsaJanusvirtual machineto executethenecessarypro-
grams(in our caseanarbitraryHTTP server) to establisha
serviceidentity at the surrogate.The virtual machineen-
suresthatthesurrogate'ssystemintegrity is notviolatedby
a buggyexecutableor a maliciousserver. Both theservice
executableandany necessaryservicestatearesecurelyac-
cessedand cachedon demandthroughWebFS.The load
daemonpropagatesthe identity of the new surrogateto
othermembersof the server group,which in turn transmit
theidentityandlocationof thenew server to SmartClients.
Teardown of a surrogateis accomplishedwhenclient de-
mandsubsidesandthe load daemondecidesnot to renew
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Figure 3. Rent-A-Serverexperimentalsetup. Clients
at Seattle, Berkeley, and Austin act as clients of a
service. For fixedservermeasurements,only a sin-
gle server exists at the Seattlesite. For Rent-A-
Servermeasurements,thesystembeginswith thesin-
gleSeattleserver, but additionalserversarespawned
at Berkeley andAustinin responseto client load.

leaseswith a surrogate.Theloaddaemonremovesthesur-
rogatefrom theappropriateACL's.

8.3 Performance

To demonstratethe power of dynamicresourcerecruit-
mentavailablefrom our approach,we measurethe perfor-
manceof Rent-A-Server whenplacedundera heavy syn-
thetic load. While our measurementsarepreliminaryand
thesystemis notreadyfor productiondeployment,themea-
surementsin this sectionsuggestthat furtherrefinementof
thismodelcanpotentiallyleadto improvedwide-areaWeb
service. Our experimentsare conductedacrossthe wide
areaasdepictedin Figure3. Eight sunUltra workstations
at eachof Seattle,Berkeley, andAustin actingasclientsof
a Webservice.Eachclient continuouslyrequeststhesame
1 KB HTML file. Initially, thereis asingleHTTPserverlo-
catedin SeattlerunningApache1.2b6onaSunUltra work-
station.As describedbelow, two surrogateSunUltra's are
availableat Berkeley andAustin to demonstratetheutility
of Rent-A-Server. All themachinesrunSolaris2.5.1.

Figure3 alsodepictstherelativeconnectivity of thethree
sites,asmeasuredby traceroute andping on a week-
end night. The reportednumbersdemonstratebest-case
connectivity information. As shown in thefigure,connec-
tivity betweenBerkeley andSeattleis quitegood,with only
22 ms roundtrip latenciesreportedby ping. Packetstrav-
eling from Berkeley to Austin have 187 ms latency, with
approximately2%of thepacketsdropped.Connectivity be-
tweenSeattleandAustin is quitepoor, with 490mslatency

and20%of packetsdropped.
During the experiment, each client machinestarts 8

SmartClient processesthatcontinuouslyretrieve copiesof
the same1 KB HTML file. The resultsof our testsare
summarizedin Figure 4. The graphsplot averageclient-
perceivedlatency in secondsasa functionof elapsedtime,
alsoin seconds.Figure4(a)showsperformancefor thecase
whereonly asingleserver is availablein Seattle.Thegraph
shows that performancefor clients at Berkeley and Seat-
tle is quitepoor, averagingapproximately3 secondsto re-
trieve the1 KB HTML file from theSeattleserver. Clients
atAustinsuffer from evenworseperformance,widely vary-
ing in averagelatency between4 and10seconds.Thepoor
performanceof the Berkeley and Seattleresultsfrom an
overloadingof thesingleHTTP server in Seattle.Theper-
formancefor theAustinclientsrelative to theBerkeley and
Seattleclientsis explainedby thepoornetworkconnectivity
betweenAustinandtheHTTPserver locatedin Seattle.

Figure4(b) shows the improved performanceavailable
from usingRent-A-Server. In this case,approximately90
secondsinto theexperiment,Rent-A-Server's loaddaemon
spawnsoff an additionalserver at Berkeley. At this point,
latency for boththeBerkeley andSeattleimprovesinto the
.75 secondlatency range. Latency for the Texas clients
is still poor becauseof the poor network connectivity be-
tweenTexasandbothSeattleandBerkeley. Thus,200sec-
ondsinto theexperimenta third server is spawnedatTexas,
with a correspondingimprovementin latency for theTexas
clients.Whatis not shown on this graphis thecorrespond-
ing savings in wide-areabandwidthasclientsat Berkeley
andSeattlefall backto local serversasopposedto travers-
ing wide-arealinks to reachtheSeattleserver.

The performanceof Rent-A-Server demonstratesthe
power of dynamically recruiting resourcesfor wide-area
services.However, it is equallyimportantto providea con-
venientinterfacefor applicationdevelopment.Our imple-
mentationof Rent-A-Server in WebOSconsistssolely of
theloaddaemonandadditionsto theApacheHTTP server
to transmit stateinformation to the load daemonand to
transmitaggregateservicestate(in HTTPheaders)to Smart
Clients. The load daemonconsistsof 1000 lines of C++
code,andweadded150linesof C codeto Apache.Begin-
ningwith theWebOSframework,ourprototypeof Rent-A-
Serverwasoperationalin lessthanoneweek.

9 RelatedWork

A numberof recentefforts exploit computationalre-
sourcesavailableon theInternetfor wide-areaparallelpro-
gramming, including Wax [38], Legion [20], Atlas [3],
Globus [14], Globe [44], and NetSolve [5]. A detailed
comparisonwith the abstractionspresentedhereandthese
projectsisbeyondthescopeof thispaper. However, WebOS
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Figure 4. Rent-A-ServerPerformance. Thegraphsplot average client latencyasa functionof time for theoperation
of retrieving a 1 KB HTML file over HTTP. Each line representsaverage latencysampledin 5 secondintervalsfor
clientslocatedin Seattle, Berkeley, andAustin. In theFixedServergraph,a singleserverin Seattleservesall pages.
In theRent-A-Servergraph,a singleserveris initially available, but thesystemis ableto spawnadditionalservers at
Berkeley andAustinto improveclient latencyandreduceconsumedwide-areabandwidth.

sharesa needfor similar underlyingtechnologywith these
systems(suchastheneedfor a globalnamespaceandfile
system).However, thesesystemsfocuson a programming
modelfor computingacrossthewide area,while our work
focuseson systemlevel supportfor building and running
wide-areaapplications.

Our work draws upon a large body of previous work
in file systemsexporting a global namespace,including
AFS [21], Alex [6], Coda[25], Bayou[41], WebNFS[39],
and UFO [1]. The main differentiating point between
WebFSandtheseearlierworks is backward compatibility
with theHTTP namespaceanda securitymodelappropri-
atefor wide-areaaccess.Weplanto build onthework done
in CodaandBayouto addressissuesof replicationandfault
tolerancein thewide area.Kermarrecet. al [24] proposea
framework for supportingflexible cacheconsistency thatis
similar to themodelweadvocate.

Harvest[7], Squid[37], andotherWeb cachingefforts
have focusedon methodsof extending the client cache
acrossthe Internetto cachingproxies. Cachingproxiesin
generalarelimited by anumberof ways.Proxiesareunable
to producedynamicWebcontent(i.e. theresultsof cgi-bin
programs). Further, proxiesare logical extensionsof the
clientmakingit difficult for serviceprovidersto tracksuch
things as hit counts. Rent-A-Server addressesthe limita-
tionsof proxycachingmechanismsby allowing full replica-
tion of overloadedservicesatlocationsdeterminedby client
accesspatterns.

TheV kernel[8] usesmulticastfor clientcommunication

to multiple membersof a server groupfor load balancing
andfault tolerance.Thismechanismis relatedto ouruseof
SmartClients for extendingservicefunctionality onto the
client. However, SmartClientsallow service-specificnam-
ing andloadbalancingalgorithms.For example,thequality
of thenetwork fabricis non-uniformin thewidearea,mak-
ing it importantto distinguishsitesbasedon theclient's la-
tency to eachof thesites.

The Active Networks proposal is to modify Internet
routersto bedynamicallyprogrammable,eitherat thecon-
nectionor packet level [40]. The goal is to make it easier
to extendnetwork protocolsto provide new services,such
asminimizing network bandwidthconsumedby multicast
video streams. As in our work, a major motivation is to
move computationinto the Internetto minimize network
latency and congestion.WebOScan be seenas a logical
extensionof Active Networks,wheretheactive computing
elementsin the Internetcan be servers in addition to the
individual processorsinsideof routersoperatingon packet
streams.

10 Conclusions

In this paper, we demonstratethe synergy available
from exporting traditional operatingsystemfunctionality
to wide-areaapplications.Our prototypeimplementation,
WebOS,describesonepossibleorganizationof thesesys-
tem services. In this framework, we make the following
contributions. First, we show that extendingserver func-



tionality ontoclient machinesallows for moreflexible im-
plementationof nameresolution,loadbalancing,andfault
tolerance. Second,by providing a file systemabstrac-
tion combiningcommunicationand persistence,we sim-
plify theimplementationof a numberof wide-areaapplica-
tions.Next, wepresenta securitysystemenablingthefine-
grainedtransferof rightsacrossthewide area.To demon-
stratetheutility of thesecombinedabstractions,wedescribe
theimplementationof a numberof wide-areaapplications,
including Rent-A-Server, an HTTP server capableof dy-
namicallyreplicatingitself acrossthe Internetfor both im-
provedclient latency andmoreefficientutilizationof wide-
arealink bandwidth.
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