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Abstract

In this paper we demonstate the power of providing
a commonset of Operating Systenrservicesto wide-aea
applications,including medanismsfor naming persistent
storage, remoteprocessexecution,resouce manaement,
authenticationand security On a single madine, appli-
cationdevelopes canrely on thelocal operating systento
provide theseabstiactions. In the wide area, howerer, ap-
plication developes are forcedto build theseabstractions
themselvesr to do without. Thisad-hocapproad oftenre-
sultsin individual programmes implementinghon-optimal
solutions,wastingboth programmereffort and systenre-
souices. To addresstheseproblemswe are building a sys-
tem,WebOSthat providesbasicoperating systemservices
neededto build applicationsthat are geagraphically dis-
tributed, highly availablg incrementallyscalable and dy-
namicallyreconfiguable Experiencevith a numberof ap-
plicationsdevelopedunderWebOSindicatesthatit simpli-
fiessystendevelopmentand improvesresouce utilization.
In particular, we useWWebOSto implementRent-A-Server
to provide dynamicreplicationof overloadedW\eb services
acrossthewideareain responséo clientdemands.

1 Intr oduction

While the World Wide Web has madegeographically
distributedread-onlydataeasyto use,geographicallydis-
tributedcomputingresourcesemaindifficult to accessAs
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a result, wide-areaapplicationsthat require accesdo re-
mote CPU cycles, memory or disk mustbe programmed
in anad-hocandapplication-specificnanner For example,
mary popularservicessuchasDigital's Alta Vista[12] or
Netscapes download page[31], are geographicallyrepli-
catedto improve bandwidth,reducelateng, and improve
availability—no single connectiononto the Internet can
supporttensof millions of users.Today suchreplicationis
manuallymanagedn boththe sener andtheclient side—
usersare forcedto poll several essentiallyequivalentser
vices and systemmanagersmust manually distribute up-
datesto replicas. This situationwill only getworse;it is
currently predictedthat the numberof Internetuserswill
increaseby an orderof magnitudeto over 100 million in
lessthan5 years[34].

To addresstheseproblems,we are building WebOS,
a framavork for supporting geographicallydistributed,
highly available, incrementallyscalable,and dynamically
reconfiguringapplications. WebOSincludesmechanisms
for global naming [48], persistentstorage[43, 42], re-
moteprocessexecution,resourcananagemenguthentica
tion and security[4]. We useWebOSto demonstratehe
synegy of theseservicedn simplifying thedevelopmenbf
wide-aredistributedapplicationsandin providing moreef-
ficient global resourcautilization. The WebOSframewvork
enablesanew paradignfor Internetserviceslnsteacbf be-
ing fixedto asinglelocation,servicexandynamicallypush
partsof their functionality out onto Internetcomputingre-
sourcesandevenall thewayto theclient.

Dynamically reconfiguringand geographicallymobile
serviceprovide anumberof advantagesincluding: (i) bet-
ter end-to-endavailability (service-specifiextensiongun-
ning in the client maskinternetor sener failures),(ii) bet-
ter cost-performancéy dynamicallymoving information
closerto clients,network lateng/, congestionandcostcan
all be reducedwhile maintainingsener control), and (iii)
betterburst behaior (by dynamicallyrecruitingresources
to handlespikesin demand). For example, mary Inter-
net news serviceswere overwhelmedon the night of the
lastU.S.presidentiaklection;our frameavork would enable
thoseservicedo handlethe demandhroughdynamicrepli-



cation. Recently therehasbeena pushtoward the distri-
bution of active componentsn the network, throughtech-
nologiessuchasActive Networks [40] andJava[19]. The
goal of WebOSis to provide a framework to assistappli-
cationdevelopersn utilizing programmabl@ndactive net-
work components.

In this paper we presentanoverview of the WebOSef-
fort anda snapshobf the currentstatusof ourimplementa-
tion. WebOSis composef a numberof differentcompo-
nents.In thespacellowed,we canonly briefly describehe
mainideasbehindindividual componentsgachof whichis
describedn detailelsavhere[48, 43,4, 42]. We have com-
pletedprototypesof eachcomponenaindarenow working
to integratethem. The endgoal is to provide a platform
for thedevelopmentinddeploymentfor wide-areaapplica-
tions. Towardthis end,we demonstratanextensiblemech-
anismfor running service-specifidunctionality on client
machinesand shav that this allows for more flexible im-
plementatiorof nameresolution,load balancingandfault
tolerance Secondwe provide afile systemabstractiorthat
combinespersistenistoragewith efficient wide-areacom-
municationpatternswe demonstrat¢éhatthis simplifiesthe
implementatiorof a numberof wide-areaapplicationsjn-
cluding Internetchatand a remotecomputesener. Next,
we describeasecurityinfrastructurghatfacilitatesthefine-
grainedtransferof rightsacrosgshewide area.

To demonstratehe utility of WebOSasa substrateor
thedevelopmenbf wide-areapplicationsye motivateand
describeourimplementatiorof Rent-A-Serer, anapplica-
tion that allows for transparentautomatic,and dynamic
replication of HTTP serviceacrossthe wide areain re-
sponséo clientload. Rent-A-Sereralsodemonstratethe
power of exportingcommonoperatingsystemabstractions
to wide-areaapplicationsWebOSservicessimplified both
thedesignandimplementatiorof Rent-A-Serer.

Therestof this paperis organizedo discusseachcom-
ponentof WebOSin turn. In Section2, we presentan
overview of WebOS systemcomponentspefore delving
into moredetailin Sections3-6, which describe:(i) Smart
Clientsandfor fault tolerant,load balancedaccesso Web
services (i) WebFS,a global cachecoherenffile system,
(iii) authenticationfor secureaccessto global Web re-
sourcesand(iv) aprocessontrolmodelsupportingsecure
programexecutionandmechanisméor resourceallocation,
. Section7 demonstratebow this framawork simplifiesthe
implementatiorof four samplewide areaapplicationsSec-
tion 8 describesn detail the design,implementationand
performanceof one applicationbuilt on WebOS,Rent-A-
Sener. Section9 presentselatedwork, leadingto our con-
clusionsin Section10.

2 WebOSOverview

In this sectionwe provide a brief overview of the major
WebOScomponentstogethey they provide the wide-area
analogueo local areaoperatingsystemservicessimplify-
ing the use of geographicallyremoteresources.Each of
thesecomponentss operationaln our currentprototype.

e Global Naming: Many wide-areaservicesare geo-
graphicallydistributed. To providethebestoverallsys-
tem performancea client applicationmustbe ableto
dynamicallylocatethe sener ableto deliver the high-
estquality of service. In WebOS,global namingin-
cludesmappinga servicenameto multiple seners,an
algorithmfor balancingoad amongavailableseners,
andmaintainingenoughstateto performfail-overif a
senerbecomesinavailable. Theseoperationsareper
formedthrough SmartClients, which flexibly extend
service-specifitunctionalityto the clientmachine.

e \Wde-Area File System: To supportreplication and
wide-scalesharing, WebOSprovidesa cachecoherent
wide-aredfile system. WebOSextendsto wide-area
applicationsrunning in a secureHTTP namespace
the sameinterface, caching,and performanceof ex-
isting distributedfile systemq46, 30, 21, 25, 41, 2].
In addition,we arguefor benefitof integratingthefile
systemwith application-controllefficient wide-area
communicatiorf43, 42].

e Securityand Authentication: To supportapplications
operatingacrossorganizationalboundaries,WebOS
definesa modelof trust providing both securityguar
anteesandan interfacefor authenticatinghe identity
of principals[4]. A key enablingfeatureis fine-grained
control of capabilitiesprovided to remote processes
executingon behalfof principals.

e ProcessContwl: In WebOS executinga proceson a
remotenodeshouldbe assimpleasthe corresponding
local operation. The underlying systemis responsi-
ble for authenticatinghe identity of the requesteand
determiningif the properaccessights areheld. Pre-
cautionsmustbetakento ensurehatthe processloes
not violate local systemintegrity andthatit doesnot
consumeamore resourceghanallocatedto it by local
systemadministrators.

As anexplicit designchoice,we leverageasmuchfunc-
tionality as possiblefrom existing low level services. For
example, for compatibility with existing applications,we
adoptIP addressesind URL's for the global namespace,
TCP to provide reliablecommunicationand SSL[17] for
link level security



3 Naming

In this sectionwe discussanabstractiorfor locationin-
dependentlynamicnamingthat allows WebOSclients to
locaterepresentatiesof geographicalidistributedanddy-
namicallyreconfiguringserviceswhile providing load bal-
ancingandend-to-enchigh availability.

Ourapproacttonsistof anumberof componentskirst,
aservicenamemustbemappedo alist of replicatedservice
representaties. Next, a serviceselectiondecisionmustbe
madeto determinewhich sener is ableto deliver the best
performanceihis evaluationis dynamicand non-binding
to copewith potentially bursty client accessatterns. Fi-
nally, enoughstate(e.g. requestcontent)is maintainedo
performfail overif aserviceproviderbecomesinavailable.
This sectiondescribedimitations associatedvith current
approacheto Internetnamingandshowvs how WebOSad-
dressegheselimitations throughthe useof SmartClients.
Our discussiorfocuseson namingin the context of HTTP
serviceaccessedhroughURL's. We are currentlyin the
processof generalizingthesetechniquego otherdomains
throughActive Names piecesof coderesponsibldor name
resolutionthat can be flexibly appliedat different points
in the network. The flexibility of Active Namescould be
usedto provide URN's [36], transcodind15, 16], resource
discovery, andotherapplicationghat may benefitfrom the
availability of codeto performnametranslationat various
pointsin adistributedsystem.

To motivatethe problemof namingin WebOS,we will
usethefollowing simpleexample.A usewishesto access
replicatedWeb site (suchasthe Alta Vistasearchengineor
thedownloadpagefor the latestversionof NetscapeCom-
municator).ldeally, usersemploy asinglenamefor theWeb
serviceandthesystentranslateshe nameto thelP address
of thereplicathatwill provide thebestserviceto theclient.
Ideally, suchtranslatiorshouldaccounfor anumberof fac-
tors,suchas:the currentmemberf thereplicatedservice,
availableperformanceandcurrentload at eachsener, net-
work connectity, clientlocation,andnetwork congestion
betweenthe client and replicas. Of course,the exact al-
gorithmweighingthesefactorsneedso be applicationand
servicespecific.Further giventhecurrentinternetarchitec-
ture, it is impossibleto accuratelydetermineall the listed
considerationssoapproximationgnustbe utilized.

In ourimplementationye attempto approactiheabove
ideal by loading applicationand sener specificcodeinto
end clients to perform perform nametranslation. These
SmartClients [48] enableextensionsof sener function-
ality to be dynamically loaded onto the client machine.
Java's [19] portability andavailability in all major Internet
browsersallow usto distribute theseextensionsasJava ap-
plets.

TheSmartClientarchitectures summarizedn Figurel.
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Figure 1. Two coopeatingthreadsmale up the Smart
Clientarchitectue. TheGUI threadpresentghe ser

viceinterfaceandpassesiserrequestso theDirector
Thread. TheDirectoris responsibldor pickinga ser

viceproviderlikelyto providebestserviceto theuser
Thedecisionis madein a service-specifimannerIn

this case the neaestmirror siteis chosen.

A typical applets codeis composedof two cooperating
threads: a customizablegraphicalinterfacethreadimple-
mentingthe users view of theserviceanda directorthread
responsiblgor performingload balancingamongservice
representatiesandmaintainingthe necessargtateto trans-
parentlymaskindividual failures. Both the interfaceand
directorthreadsareextensiblein a service-specifimanner

Oneoutstandingssuewith thisarchitectures thechoice
of load balancingalgorithm. With SmartClients,it is im-
practicalto keepall clientsabreasbf changesn loadof all
seners. Given the high variability of load in the context
of the Internet, clients using out of dateinformation may
male strictly worsechoiceghanclientsmakingrandomde-
cisions[29]. Fortunately SmartClientscanusemorestatic
stateinformationto influencethe load balancingdecision,
suchas available seners, sener capacity sener network
connectvity, senerlocation,andclientlocation.

Although the load balancingalgorithm can be service
specific,we implementthe following algorithmby default.
Service state, such as replicatedgroup membershipand
loadinformation,is piggy-bacledwith somepercentagef
sener responsegi.e. as part of the HTTP header). The
client then choosesa sener basedon distancefrom the
client,biasedoy senerload. Theinfluenceof loadinforma-
tion is decayedasthe informationbecomesstale,with the
fallbackto randomload balancingin the casewhereload
informationis staleandall otherconsiderationgare equal.
Thus,clientsactively interactingwith aservicecanusecur-
rent informationto make load balancingdecisions,while
inactive clientsmustinitially useonly staticinformation.

As described the SmartClient architectureprovides a
portablemechanisnfor faulttolerantandloadbalancedac-
cessto Web services However, in a naive implementation,
Jaracodemustberetrievedeachtime a particularserviceis



accessed:ffectively doublinglateng for smallrequestsin
our implementatiorof SmartClients,service-specifidava
codeis retrieved the first time a serviceis accessednd
cachedo disk usingJava objectserialization.

4 PersistentShared State

WebOSseekgo raisethe level of abstractiorfor large-
scaledistributedprogramshatmanipulatesharedstate.To-
day, mary suchapplicationssharestateand transfercon-
trol usinga network communicatiorabstractiornthat rele-
gatescaching cacheconsisteng, security transactionalip-
dates,and location-independence applicationprogram-
mers.Following the analogythatit is oftensimplerto pro-
gramparallelapplicationsisingsharednemoryasopposed
to messageassingye contendhataglobalcachecoherent
file systemabstractiorwill simplify the implementatiorof
mary applications. For example,the caching,cachecon-
sisteng, and security provided by our prototypesystem,
WebFS greatlysimplified the implementatiorof the Inter-
netchat,remotecomputeengine andRent-A-Sererappli-
cationsdescribedaterin this paper

Providing theseabstractiongo diverseapplicationdan a
wide-areanetwork is challenging. For example,someap-
plications,suchasour remotecomputeengineandRent-A-
Sener, requirestrongcacheconsisteng while otherappli-
cations suchasaninternetnensservice maypreferwealer
consisteng to reduceoverheador to ensurethat network
failuresdo not delay updates. Therefore,a focus of our
designis to provide flexibility sothatdemandingapplica-
tionscancontroldetailsof how key abstractionsreimple-
mented.We believe this approachs crucialfor anInternet
file systemboth becausdlifferentapplicationshave differ-
entdemandsindbecauséghe Internets scale,limited per
formance,and unreliability can make it expensve to pro-
vide strongerguaranteeshanapplicationsstrictly require.
WebFSassociates list of userextensiblepropertieswith
eachfile to extendbasicpropertiessuchasownerandper
missions,cacheconsisteng policy, prefetchingandcache
replacemenpolicy, and encryptionpolicy. Theseproper
tiesaresetandaccessethroughthe UNIX ioctl ~ system
call.

Currently WebFSimplementsthe last writer wins [21]
cacheconsisteng protocol to supporttraditional file ac-
cessaswell asanlP multicast-basefil 1] update/ivalidate
protocol for widely-shared frequently updateddatafiles.
OncelP multicastbecomeswidely deployed, its usewill
increasethe efficiengy of popular“internet push” applica-
tions[32]. We believe that providing IP multicastsupport
at the file systeminterfacewill simplify the development
of theseapplications. To demonstratehis point, we have
implementeda stock ticker applicationthat regularly dis-
tributes(throughmulticastfile writes) updatedstockprices

to interestedclients performingblocking read operations.
In additionto last-writerwins andIP multicastupdatesye
arein the proces®f extendingWebFSto supportoptimistic
re-integration[25] to dealwith the disconnecte@peration
endemido today’s Internet.

The WebFSprototypeprovides caching,cacheconsis-
teng/, andaccess-controlWe implementedt asa dynam-
ically loadableSolarisfile systemextensioninterfacingat
the vnodelayer [26]. The vnodelayer makesupcallsto a
userlevel WebFSdaemonfor file accessesot cachedin
virtual memory WebFSusesa URL-basechamespaceand
theWebFSdaemorusesHTTP for accesgo standardVeb
sites. Thus, WebFSallows unmodifiedUNIX programso
take URL's (andURL's in a pathnamesyntax)in placeof
corventionalfile names(e.g.,Is /http/www-  c.mcs.
anl.gov/hpdc7/ ). We choseto useURL'sastheglobal
namespacandHTTP for transportecausef its wide de-
ploymentandour desireto provide backward compatibility
with existing distributedapplications Sinceit is preferable
to exportanamespacwith locationindependentamesye
are currently investigatingcombining Smart Proxieswith
WebFSto provide URN [36] supportfor WebFSfile names.
Additionally, if the sener siteis alsorunningWebFS then
authenticatedead/writeaccessand cacheconsisteng are
enabledhroughour own customextensiongo HTTP.

WebFShasbeenin day to day usefor approximately
oneyearby twenty usersat the authors'site. It is publi-
cally availablefor downloadandhasbeensuccessfullyin-
stalledby a numberof usersun-afiliated with the authors.
The performanceof remotefile accesss highly dependent
uponthenetwork connectiorto theremotesite. Thecostof
the network connectiorandsubsequentransferdominates
the addedoverheadof making an upcall to the userlevel.
Oncetransferredhroughthe network, file pagesarecached
in the kernelfile cache. Thus,oncea file hasbeentrans-
ferredfrom aremotesite, the performancef cachedaccess
throughWebFSversuscachedaccesghroughNFS [46] is
virtually identical.

5 Security and Authentication

Applicationsoperatingacrossthe wide areaare suscep-
tible to avarietyof potentialattacksby sophisticateddwer-
saries.To motivatetheneedfor awide-areasecuritysystem,
considetthe simpleexampleof a userwishingto runasim-
ulation. Typically, if the simulationwereexecutedocally,
the programwould run with all the users privileges.When
runningthe samesimulationremotely however, it is neces-
saryto assigrnto the programtheleastsetof privilegesnec-
essaryto completeits task(e.g.,readaccesgo aninputfile
andwrite accesso anoutputfile). Thisconfinemenof priv-
ilegesprotectsusersf theremotemachinds compromised;
while the simulationdatamay be usurpedthe usersiden-



tity andotherprivatefiles will hopefullyremainsecure.To
providethislevel of protectionawide-areasecuritysystem
must provide fine-grainedtransferof rights betweenprin-
cipalsin differentadministratve domains.The goal of our
security abstractionis to transparentlyenablesuchrights
transfer CRISIS, the security systemof WebOS,is de-
scribedin anothermpublication[4]; we presentanovervien
here.

5.1 Validating and Revoking Statements

A principalcontributionof CRISISis theintroductionof
transfercertificates lightweightandrevocablecapabilities
usedto supportthe fine-grainedransferof rights. Transfer
certificatesare signedstatementgrantinga subsetof the
signing principal’s privilegesto a target principal. Trans-
fer certificatescanbe chainedtogetherfor recursve trans-
fer of privileges. The entirechainof transferss presented
to referencemonitorsfor validation, allowing for confine-
mentof rights(e.g.,areferencanonitorcanrejectaccessf
ary principalin a chainof transferds not trusted). Trans-
fer certificatesform the basisof wide-areaightstransferin
WebOS supportingoperationsuchasdelegation,privilege
confinementandthecreationof roles(asdescribedelaw).

All CRISIS certificatesmust be signed and counter
signedby authoritiestrustedby both endpointsof a com-
municationchannel A CertificationAuthority (CA) gener
atesldentity Certificates mappingpublickeysto principals.
In CRISIS, CA's sign all identity certificateswith a long
timeout (usuallyweeks)andidentify a locally trustedon-
line agent(OLA) thatis responsibldor countersigningthe
identity certificateand all transfercertificatesoriginating
with thatprincipal. The endorsementeriodof thecounter
signatures application-specificbut typically on the order
of hours. Redundang emplgyed in this fashionoffers a
numberof advantages(i) to successfullystealkeys, either
boththe OLA and CA mustbe subvertedor the CA must
be subvertedundetected(ii) the CA is usuallyleft off-line
sincecertificatesare signedwith long timeouts,increasing
systemsecuritysincean off-line entity is more difficult to
attack,(iii) amaliciousCA is unableto revoke auserskey,
issuea new identity certificate,andmasqueradasthe user
without colluding with the OLA [9], and (iv) systemper
formanceis improved becausecertificatescan be cached
for thetimeoutof the countersignatureremoving the need
for synchronoushree-vay communicatiorin the common
case.

Transfercertificatescan be revoked modulo a timeout.
Revocationis usednot only for exceptionaleventssuchas
stolenkeys, but alsoappliesto commonoperationsuchas
revoking therights of a remotejob uponits completionor
revoking the rights of a login sessioruponuserlogout.To
revoke a particular privilege, the OLA that endorseghe

certificatemust be informed that the certificateshouldno
longer be endorsed. Oncethe timeout period for the en-
dorsedcertificateexpires, the rights describedby the cer

tificateareeffectively revokedbecausehe OLA will refuse
re-endorsemerior thatcertificate.

5.2 Processeand Roles

Giventheability to authenticatgrincipals,CRISISalso
requiresa mechanisnfor associatingprivilegeswith run-
ning processes.Each CRISIS noderuns a securityman-
agerresponsibldéor mediatingaccesso localresourcesnd
for mappingprivilegesto securitydomains In CRISIS,all
programsexecutein the contet of a securitydomain. For
example alogin sessiorcreatesa new securitydomainpos-
sessinghe privilegesof the principalwho successfullye-
guestedogin. A securitydomain,at minimum, is associ-
atedwith a transfercertificatefrom a principalto the local
nodeallowing the nodeto acton the principal's behalffor
somesubsetof the principal's privileges. Restrictingthe
rightsavailableto a processs furtherdetailedin Section6.

In the wide area,it is vital for principalsto restrictthe
rights they cedeto their jobs. For example,whenlogging
into a machine,a principal implicitly authorizesthe ma-
chineandthelocal OSto speakfor the principalfor the du-
rationof thelogin sessionlt is oftencornveniento associate
nameswith aspecificsubsetf aprincipal's privileges.This
functionalityis achiezedin CRISISthroughnamedoles A
principal (user)createsanew role by generatinganidentity
certificatecontaininga new public/private key pair and a
transfercertificatethat describes subsebf the principal's
rightsthataretransferredo thatrole;anOLA choserby the
principalis responsibldor endorsinghe certificates Thus,
in creatingnew roles, principalsactastheir own certifica-
tion authority[33]. The principal storesthe role identity
certificateandrole transfercertificatein a purseof certifi-
categhatcontainsall rolesassociatedvith the principal.

5.3 Authorization

Oncea requeshasbeensecurelytransmittedacrosshe
wide area,and properly authenticatedthe remainingtask
is authorization determiningwhetherthe principal mak-
ing therequesshouldbe grantedaccess CRISISemplgys
AccessControlLists (ACLs) to describethe principalsand
groupsprivilegedto accesparticularresourcesFile ACLs
containlists of principalsauthorizedor read,write, or exe-
cuteaccesgo aparticularfile. ProcessxecutionACLsare
a simplelist describingall principalspermittedto run jobs
onagivennode.

To determinewvhetherarequestor aparticularoperation
shouldbe authorizeda referencemonitorfirst verifiesthat
all certificatesare un-expired and signedby a public key



with acurrentendorsemerftom atrustedCA andOLA. In
doingso,thereferencenonitorcheckdor apathof trustbe-
tweenits homedomainandthe domainsof all signingprin-
cipals. The referencemonitor thenreducesall certificates
to theidentity of singleprincipals.For transfercertificates,
this is accomplishedy working back througha chain of
transferdo the original grantingprincipal. Finally, theref-
erencanonitorcheckshereducedist of principalsagainst
thecontentof the objects ACL, grantingauthorizationf a
matchis found.

6 Proces<Lontrol

To simplify development of wide-areaapplications,
WebOSmalesexecutionof processesn remotenodesas
simpleasforking a proceson thelocal processarAs with
thelocal casethe WebOSprocessontrolmodeladdresses
issueswith safetyandfairness.On local machinessafety
is provided by executionin a separat@addresspacewhile
fair allocationof resourcess accomplishedhroughlocal
operatingsystemschedulingnechanisms.

A resouce manajer on eachWebOSmachineis respon-
sible for job requestdrom remotesites. Before executing
ary job, theresourcenanageauthenticatetheremoteprin-
cipal's identity and determinesf the properaccessights
areheld. To maintainlocal systemintegrity andto ensure
thatrunningprocessedo notinterferewith oneanotherthe
resourcemanagecreatesa virtual madinefor processex-
ecution. Thesevirtual machinednteractwith the CRISIS
securitysystemto enforcerightsrestrictionassociatedvith
differentsecuritydomains.Thus,processewill begranted
variableaccesdo local resourceghroughthe virtual ma-
chinedependingon the privilegesof the useroriginally re-
sponsibldor creatingthe process.

We useJanud18] to createsucha virtual machine Pro-
cessedn the virtual machineexecutewith limited privi-
leges,preventingthemfrom interferingwith the operation
of processei othervirtual machines.Janususesthe So-
laris /proc file systemto interceptthe subsetof system
callsthatcould potentiallyviolate systemintegrity, forcing
failureif a dangerousperations attempted A Januscon-
figuration script determinesaccessgights to the local file
system network, anddevices. Theseconfigurationscripts
aresetby thelocal systemadministratoion a perprincipal
basis.

WebOSalsousesthe virtual machineabstractiomasthe
basisfor local resourceallocation. On startup,a processs
runtimepriority is setusingthe SystemV priocntl sys-
tem call, and setrlimit is usedto setthe maximum
amounbf memoryandmaximumCPUusageIn thefuture,
we hopeto integrate more robust policies allowing fine-
grainedcontroloverallocation allowing WebOSto provide
quality of serviceguaranteeg-or example techniquesuch

asreverselotteries[45] mightbeusedto moreflexibly allo-
catephysicalmemorypages.

7 WebOSApplications

This sectionprovides an overview of four applications
designedusing the WebOSframework. The first two ap-
plicationshave beencompletedwhile the lasttwo areun-
derdevelopment.In the next section,we describen detail
the designandperformanceof a fifth application,Rent-A-
Sener.

7.1 Inter netChat

Internetchat allows for individualsto enterand leave
chatroomsto corversewith otherspresentn the sameog-
ical room. In our implementationchatroomsare imple-
mentedas WebFSfiles accessedy SmartClients. The
file systeminterfaceis well-matchedto chatsemanticsn
anumberof ways: (i) file appendsndreadsabstracteway
the needto sendmessages§i) the chatfile providesa per
sistentlog of chatactivity, and (iii) accessontrollists al-
low for privateandsecurgthroughWebFSencryption)chat
rooms.For scalability we allow multiple WebFSsenersto
handleclientrequestdor a singlefile (room). EachWebFS
seneraccumulatespdatesandperiodicallypropagatethe
updatego othersenersin the WebFSgroup,who in turn
transmitthe updatego local clients. SmartClientschoose
theleastloadedWebFSsener for load balancingandcon-
nectto alternatve senerson hostfailure or network parti-
tion for faulttranspareng

To quantify the benefits available from the WebOS
framework, weimplementedwo versionsof chatwith iden-
tical semanticsboth with andwithout WebOS.The initial
implementatiorconsistef 1200lines of Java codein the
clientand4200lines of C++ codein the sener. By using
WebFSto handlemessagdransmissionfailure detection,
and storage the size of the chatclient codewas reduced
to 850 lines, while the WebFSinterfaceentirely replaced
the 4200 lines of chatsener code. The main reasonfor
this savingsin compleity wasthe replacemenof separate
codefor managingcommunicationand persistentstorage
of chatroom contentswith a singleglobally accessibleand
consistenfile. As an addedbenefit,this commonWebFS
interfaceis similarly availablefor otherdistributedapplica-
tions. For example ,we arecurrentlyimplementinga shared
distributedwhiteboardapplicationusingthisinterface.

7.2 RemoteCompute Engine
Siteswith unique computingresourcessuchas super

computercenterspftenwish to make their resourceswvail-
ableoverthelnternet.UsingWebOS we allow remotepro-



gramsto be invoked in the sameway as local programs
andcanallow accesdo the samefiles aslocal programs.
WebOS functionality is usedto addressa numberof is-
suesassociateavith suchaccesstheidentity of requesting
agentsis authenticatedprogramsare provided secureac-
cessto privatefiles on bothlocal andremotesystemsand
programsrun in a restrictedvirtual machineisolatedfrom
otherprogramgo protectthe local systemfrom malicious
users.At our site, WebOSprovidescomputeaccesso are-
searclclusterof 100machinesResourcallocationwithin
thevirtual machineallows externalusersto take advantage
of the aggreyatecomputingresourceswhile ensuringsys-
temdevelopershave therequisitepriority.

7.3 Wide AreaCooperative Cache

We are using WebOSto build a geographicallydis-
tributed Web cooperatie cache[10] to both validate our
designandto provide animmediatebenefitto the Internet
by doingmoreintelligentcachingof Web content.Existing
proposaldor hierarchicalcachingof the Web suffer from
an inability to dramaticallygrow the cachesize and pro-
cessingpower ateachlevel of the hierarchy{7]. With coop-
eratve cachingamongpeerseners,the aggrejatecapacity
grows dramaticallywith the distancefrom theclient. Thus,
while cachesabove the first level in existing hierarchical
designshave very low hit ratesandsimply increasehe la-
teng to endclients,a cooperatie cacheis morelikely to
successfullyetrieve a cachedcopy from apeer We planto
exploretradeofs associateavith maintainingdirectoriesof
peercachecontentq2, 13], hints[35], or usingsimple IP
multicastsor broadcasts.

WebOSsimplifiestheimplementatiorof thecooperatie
cachein anumberof ways. First, SmartClientsareusedto
determinethe appropriateproxy cacheto contact. WebFS
is usedto transporicachefiles amongthe proxiesandto se-
curely shareary necessaryprivate)stateamongthe prox-
ies. Finally, the authenticatioimodelallows proxiesto val-
idatetheir identitiesbothto oneanotherandto theclient.

7.4 Inter net Weather

A numberof sitesare currently attemptingto provide
regularupdatef congestionlateng, andpartitionsin the
Internet[28, 22, 47]. Suchinformationis invaluablefor
servicesmaking placementand load balancingdecisions.
However, all currentefforts take network measurements
from a centralizedsite, makingit difficult to measurenet-
work characteristichetweentwo arbitrary sites. We are
addressinghis limitation by usingthe WebOSframework
to generatanorecomprehensie snapshotsf Internetcon-
ditions. In our implementation,a centralizedsener pro-
vides SmartClient appletsfor thosewishing to view the

currentinternetweather In exchangefor the weatherre-
port, the userimplicitly agreego allow the appletto exe-
cutetraceroute to a subsetof senerdeterminedsites
andto transmitthe resultbackto the sener. Using these
resultsfrom multiple sites,the serviceis ableto construct
fairly comprehensie snapshotsf Internetweather

8 Rent-A-Sewer

This sectiondescribeghe design,implementationand
performanceof Rent-A-Serer, a generalmodelfor grace-
ful scalingacrossemporalandgeographicspikesin client
demandor aparticularservice.Ourparticularimplementa-
tion focuseson Webservice andenablesverloadedHTTP
senersto shedloadontoidle third-partysenerscalledsur-
rogatesthatusethe WebOSframeawork to coherentlycache
datafrom theprimarysener. Thesurrogates ableto satisfy
the sameHTTP requestsas the original sener, including
requestdor both staticand dynamicallygeneratedbjects
(e.g.datapagesandCGil scriptresults). Thegoalof theim-
plementatiorof Rent-A-Sereris to demonstratéhe power
of using a unified systeminterfaceto wide-arearesources
andof moving a serviceoutacrosghelnternet.

8.1 Current Approaches

Currentefforts to distribute HTTP sener load focuson
eitherdistributing loadacrossafixed setof machinesnain-
tainedby the owner of the dataor distributing dataacross
(proxy) cachesunder client (not serer) control. Many
HTTP senerimplementationgchiere scalabilityby repli-
catingtheir dataacrossafixed setof senersat a singlesite
and then using the Domain Name Service(DNS) to ran-
domly distribute requestsicrosghe seners[23]. Unfortu-
nately thisapproachiequireghateactsitepurchasenough
computingpower and network bandwidthto satisfy peak
demand.

Mirror sitesarealsousedto improve locality andto dis-
tribute load, but this manualapproachrequiresmore effort
to setupthemirrorsandto maintaindataconsisteng across
themirrors. Further useramustspecifywhichmirror to use,
whichis bothinconvenientandunlikely to yield a balanced
load acrosssites. Finally, aswith the approacthof running
multiple senersat onesite, mirror sitesareallocatedstati-
cally. The systemmustalwaysmaintainenoughmirrorsto
dealwith its peakloads,andthelocationof mirrorscannot
be shiftedto addresshiftsin geographitotspots.

Anotherapproachto distributing load, cachingproxies,
is usedto reducesenerloadandto improve network local-
ity. To usea proxy, groupsof clientssendall of their re-
guestgo their proxy machine Theproxy machineattempts
to satisfythe requestdrom its local cache sendingthe re-
gueststo the remotesener if the cachecannotsupplythe
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Figure 2. Rent-A-ServeArchitectue. HTTP serves

periodicallysendoad informationto a load daemon.
In responseo an update the load daemortransmits
the stateof all serves. In turn, the HTTP serves

transmitthis stateinformation as part of the HTTP

headerto SmartClients. The SmartClientscan use
this informationto determinewhich serverto contact
for its next request. Whenthe load daemonnotices
thattheserviceasa wholeis becomingverloadedit

contactsthe resouce manajer on an available sur

rogate to create anotherserverreplica. WebFSis

usedto secuelytransmitanyexecutable®r datafiles
neededo startthe server

data.If proxiessatisfymary requestdo the senerthrough
their cachesboth sener load and network congestiorare
reduced.

However, proxiesareconceptuallyagentof Webclients
ratherthan of Web seners. Thus,in someinstanceghey
provide a poor matchto the requirementsf overloaded
services. First, proxy seners cacheonly datapages. A
proxy mustsendall requestgor CGI scriptsto the original
sener (anothempaperf42] describe®urapproacHor relax-
ing this limitation). Secondbecause&enersregardproxies
asordinary clients, the proxy can supply staledatato its
clients becauseof the limitations of HTTP cacheconsis-
teng protocols.As anexampleof theimportanceof having
sener-controlledratherthanclient-controlledoaddistribu-
tion, somesiteshave recentlyassertedhatproxy cachewi-
olatecopyright laws by storingsite content[27]. In effect,
the proxiesarereducinggeneratedd\ertisingrevenuesy
hiding pageaccesgounts.

8.2 SystemDesign

In this subsectionwe demonstratbow WebOSservices
simplify theimplementatiorof this application.The archi-
tectureof theRent-A-Sereris describedn Figure2. Smart
Clientsareusedfor loadbalancedccesso HTTP services.
Periodically(currentlyeverytenthresponsesenerspiggy-
backservicestateinformationto SmartClientsin theHTTP
reply header This stateinformationincludesa list of all
senerscurrentlyprovidingtheservice.Thefollowinginfor-
mationis includedfor eachsener: its geographidocation,
an estimateof its processingower, an estimateof current
load, anda time periodduring which the sener is guaran-
teedto beactive.

EachRent-A-Serer maintainsinformationaboutclient
geographidocations(locationis sentby SmartClientsas
part of the HTTP request)and its own load information
in the form of requestyer secondand bytestransmitted
persecond EachRent-A-Serer periodicallytransmitsthis
stateinformationto a centralizedoad daemon The load
daemonis currently a separatgrocesshowever its func-
tionality could be rolled into an electedmemberof the
senergroup. Theloaddaemoris responsibldor determin-
ing theneedto spavn or to teardown Rent-A-Serersbased
on currentload information and client accesgatterns. It
alsotransmitssener groupstate(e.g. membershi@ndload
information)to eachmemberof the sener group,whichis
in turn piggy-bacledby the senersto SmartClientsaspart
of HTTPreplies,asdescribedabove.

Oncetheload daemondetermineghe needto spavn an
additionalsener, it first determinesa locationfor the new
Rent-A-Serer. The new sener shouldbe locatedcloseto
ary hotspotsn clientaccesgatterngo bothconsereband-
width andto minimizeclientlateng (this policy hasnotyet
beenimplemented). Oncethe target machineis selected,
the load daemorestablishesn SSL channelwith the sur
rogates resourcananager The load daemornthencreates
transfercertificatesfor the surrogateo accesshe WebFS
files containingthe executablege.g. HTTP sener) or inter-
nal servicestate(e.g. CGl scriptsor internaldatabase).

Whensetupnegotiationis completedthe surrogatesite
builds aJanusvirtual machinegto executethenecessarpro-
grams(in our caseanarbitraryHTTP sener) to establisha
serviceidentity at the surrogate. The virtual machineen-
sureghatthe surrogates systemintegrity is notviolatedby
a buggy executableor a malicioussener. Both the service
executableandary necessargervicestatearesecurelyac-
cessedand cachedon demandthroughWebFS.The load
daemonpropagateghe identity of the new surrogateto
othermembersf the sener group,whichin turn transmit
theidentity andlocationof thenew senerto SmartClients.
Teardown of a surrogatas accomplishedvhenclient de-
mandsubsidesandthe load daemondecidesnot to renev



Figure 3. Rent-A-Serveexperimentalsetup. Clients

at Seattle Berleley, and Austin act as clients of a

service For fixedservermeasuementsonly a sin-

gle server exists at the Seattlesite For Rent-A-
Servermeasuementsthe systenbeginswith the sin-

gle Seattleserverbut additionalserves are spawned
at Berlkeley and Austinin responseo clientload.

leaseswith a surrogate Theload daemorremovesthe sur
rogatefrom theappropriateACL's.

8.3 Performance

To demonstratehe power of dynamicresourcerecruit-
mentavailablefrom our approachwe measurdhe perfor
manceof Rent-A-Serer when placedundera heary syn-
theticload. While our measurementare preliminaryand
thesystemis notreadyfor productiondeployment,themea-
surementsn this sectionsuggesthatfurtherrefinemenof
this modelcanpotentiallyleadto improvedwide-areaeb
service. Our experimentsare conductedacrossthe wide
areaasdepictedin Figure3. Eight sunUltra workstations
ateachof Seattle Berkeley, and Austin actingasclientsof
aWeb service.Eachclient continuouslyrequestghe same
1KB HTML file. Initially, thereis asingleHTTP senerlo-
catedin SeattlerunningApachel.2b6ona SunUItra work-
station. As describedoelaw, two surrogateSunUltra's are
availableat Berkeley and Austin to demonstrat¢he utility
of Rent-A-Serer. All themachinesun Solaris2.5.1.

Figure3 alsodepictsherelative connectvity of thethree
sites,asmeasuredby traceroute  andping onaweek-
end night. The reportednumbersdemonstratéest-case
connectvity information. As shawvn in the figure, connec-
tivity betweerBerkeley andSeattleis quitegood,with only
22 msroundtrip latenciesreportedby ping. Packetstrav-
eling from Berkeley to Austin have 187 ms lateng, with
approximatel2% of thepaclketsdropped.Connectvity be-
tweenSeattleandAustinis quitepoor, with 490mslateng

and20%of packetsdropped.

During the experiment, each client machine starts 8
SmartClient processethat continuouslyretrieve copiesof
the samel KB HTML file. The resultsof our testsare
summarizedn Figure4. The graphsplot averageclient-
percevedlateny in secondssa function of elapsedime,
alsoin secondsFigure4(a)shavs performancdor thecase
whereonly asingleseneris availablein Seattle. Thegraph
shaws that performancédor clients at Berkeley and Seat-
tle is quite poor, averagingapproximately3 secondgo re-
trievethe 1 KB HTML file from the Seattlesener. Clients
atAustinsuffer from evenworseperformancewidely vary-
ing in averagdateny betweend and10 secondsThepoor
performanceof the Berkeley and Seattleresultsfrom an
overloadingof the singleHTTP senerin Seattle.The per
formancefor the Austin clientsrelative to the Berkeley and
Seattleclientsis explainedby thepoornetwork connectvity
betweenAustinandthe HTTP senerlocatedin Seattle.

Figure 4(b) shows the improved performanceavailable
from usingRent-A-Serer. In this case,approximately90
secondsnto the experiment,Rent-A-Serer'sloaddaemon
spavns off an additionalsener at Berkeley. At this point,
lateng for boththe Berkeley and Seattleimprovesinto the
.75 secondlateng range. Lateng for the Texas clients
is still poor becauseof the poor network connectvity be-
tweenTexasandboth SeattleandBerkeley. Thus,200sec-
ondsinto theexperimentathird seneris spavnedat Texas,
with a correspondingmprovementn lateng for the Texas
clients. Whatis not shavn on this graphis the correspond-
ing savings in wide-areabandwidthas clientsat Berkeley
andSeattlefall backto local senersasopposedo travers-
ing wide-aredinks to reachthe Seattlesener.

The performanceof Rent-A-Serer demonstrateghe
power of dynamically recruiting resourcedor wide-area
servicesHowever, it is equallyimportantto provide acon-
venientinterfacefor applicationdevelopment. Our imple-
mentationof Rent-A-Serer in WebOSconsistssolely of
theload daemorandadditionsto the ApacheHTTP sener
to transmit stateinformation to the load daemonand to
transmitaggreyateservicestate(in HTTP headersjo Smart
Clients. The load daemonconsistsof 1000 lines of C++
code,andwe added150linesof C codeto Apache.Begin-
ning with the WebOSframework, our prototypeof Rent-A-
Senerwasoperationaln lessthanoneweek.

9 RelatedWork

A numberof recentefforts exploit computationalre-
sourceswvailableon theInternetfor wide-aregparallelpro-
gramming, including Wax [38], Legion [20], Atlas [3],
Globus [14], Globe [44], and NetSole [5]. A detailed
comparisorwith the abstractiongpresentedereandthese
projectss beyondthescopeof this paper However, WebOS
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Figure 4. Rent-A-ServePerformance Thegraphsplot average client latencyas a functionof time for the operation
of retrieving a 1 KB HTML file over HTTR. Ead line representsaverage latencysampledin 5 secondintervalsfor
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In the Rent-A-Servegraph,a singleserveris initially availablg but the systenis ableto spawnadditional serves at
Berlkeley and Austinto improveclientlatencyandreduceconsumedavide-aeabandwidth.

sharesa needfor similar underlyingtechnologywith these
systemgqsuchasthe needfor a globalnamespaceandfile
system).However, thesesystemsocuson a programming
modelfor computingacrosshe wide area,while our work
focuseson systemlevel supportfor building and running
wide-areaapplications.

Our work draws upon a large body of previous work
in file systemsexporting a global namespaceincluding
AFS[21], Alex [6], Coda[25], Bayou[41], WebNFS[39],
and UFO [1]. The main differentiating point between
WebFSandtheseearlierworks is backward compatibility
with the HTTP namespaceanda securitymodelappropri-
atefor wide-areaaccessWe planto build onthework done
in CodaandBayouto addressssuesof replicationandfault
tolerancdn thewide area.Kermarrecet. al [24] proposea
framework for supportingflexible cacheconsisteng thatis
similarto themodelwe adwocate.

Harvest[7], Squid[37], and otherWeb cachingefforts
have focusedon methodsof extending the client cache
acrossthe Internetto cachingproxies. Cachingproxiesin
generahrelimited by anumberof ways. Proxiesareunable
to producedynamicWeb content(i.e. theresultsof cgi-bin
programs). Further proxiesare logical extensionsof the
clientmakingit difficult for serviceprovidersto tracksuch
things as hit counts. Rent-A-Serer addresseshe limita-
tionsof proxy cachingmechanismby allowing full replica-
tion of overloadedservicesatlocationsdeterminedy client
accesgatterns.

TheV kernel[8] useanulticastfor clientcommunication

to multiple membersof a sener groupfor load balancing
andfaulttolerance This mechanisnis relatedto our useof

SmartClientsfor extendingservicefunctionality onto the
client. However, SmartClientsallow service-specificam-
ing andloadbalancingalgorithms.For example thequality
of thenetwork fabricis non-uniformin thewide areamak-
ing it importantto distinguishsitesbasedn the client's la-

teng to eachof thesites.

The Active Networks proposalis to modify Internet
routersto be dynamicallyprogrammablegitherat the con-
nectionor paclet level [40]. The goalis to make it easier
to extendnetwork protocolsto provide new servicessuch
asminimizing network bandwidthconsumedy multicast
video streams. As in our work, a major motivation is to
move computationinto the Internetto minimize network
lateng/ and congestion. WebOScan be seenas a logical
extensionof Active Networks, wherethe active computing
elementsin the Internetcan be senersin additionto the
individual processorinsideof routersoperatingon packet
streams.

10 Conclusions

In this paper we demonstratethe synegy available
from exporting traditional operatingsystemfunctionality
to wide-areaapplications. Our prototypeimplementation,
WebOS,describene possibleorganizationof thesesys-
tem services. In this frameavork, we male the following
contritutions. First, we shav that extendingsener func-



tionality onto client machinesallows for moreflexible im-
plementatiorof nameresolution,load balancingandfault
tolerance. Second,by providing a file systemabstrac-
tion combining communicationand persistencewe sim-
plify theimplementatiorof a numberof wide-areaapplica-
tions. Next, we presenta securitysystemenablingthefine-
grainedtransferof rights acrosshe wide area. To demon-
stratetheutility of thesecombinedabstractionsye describe
theimplementatiorof a numberof wide-areaapplications,
including Rent-A-Serer, an HTTP sener capableof dy-
namicallyreplicatingitself acrosshe Internetfor bothim-
provedclientlatengy andmoreefficientutilization of wide-
arealink bandwidth.
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