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Abstract

In this paper we describethe designand implementa-
tion of an integrated architecture for cache systemghat
scaleto hundredsor thousandsof cacheswith thousands
to millions of uses. Ratherthan simplytry to maximize
hit rates,we take an end-to-endapproach to improving re-
sponsetime by also consideringhit timesand misstimes.
We bagin by studyingseveral Internet caches and work-
loads,and we derivethree core designprinciplesfor large
scaledistributed caches: (1) minimizethe numberof hops
to locateandaccesglataon bothhits and misses(2) shae
dataamongmanyusess and scaleto manycades,and (3)
cache data closeto clients. Our strategiesfor addressing
theseissuesare built arounda scalable high-performance
data-locationservicethat tracks whee objectsare repli-
cated.We describehowto constructsud a serviceandhow
to usethis serviceto provide directaccesgo remotedata
and push-basedlata replication. e evaluateour system
throughtrace-drivensimulationand find that thesestrate-
giestogetherprovideresponséimespeedupsf1.27t02.43
compaedto a traditional three-level cache hierarchy for a
range of traceworkloadsand simulatedervironments.

1. Intr oduction

The growth of the Internetandthe World Wide Web allow
increasingnumberof usersto accessvastamountsof in-
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formationstoredat geographicallydistributed sites. How-
ever, long round-trippropagatiordelaysbetweerclientand
sener sites,aswell ashot spotsof network andsenerload
yield high latenciedor informationaccess.

Cachingprovidesan opportunityto combatthis lateng
by allowing usersto fetch datafrom a nearbycacherather
thanfrom a distantsener. But becauseuserstendto ac-
cessmary sites,eachfor a short period of time, hit rates
of perusercachesarelow. Thus,someorganizationshave
begun to utilize sharedproxy cacheg[11] or hierarchical
cachegb] sothateachusercanbenefitfrom datafetchedby
others.Currentsharedcachearchitecturedacea dilemma.
Ononehand,they wishto sharedataamonga largenumber
of clientsto achieve goodhit rates. On the otherhand,as
a sharedcachesystemservicesmore clients, the response
time it providesto ary one client worsensdue to the in-
creaseddistancebetweenclient and cache,the increased
load on the cache,or the increasednumber of levels in
the cachehierarchy Thus,thesehierarchieof datacaches
achieve modesthit rates[2, 7, 11, 13], canyield poorre-
sponsetimeson a cachehit [21, 26], and canslov down
cachemisses.

This paperexaminestechniquedgor building systemsof
shared distributed cachesthat scaleto hundredsor thou-
sandf cachewith tensof thousandso millions of users.
We believe our techniquewill be of interestto systemde-
signershbuilding large-scale,distributed cacheinfrastruc-
turesin a rangeof environmentsincluding network ser
viceproviders,independenserviceproviders,cacheservice
providers, collectionsof cacheslinked by formal service
agreementf28], andlargeintra-nets.

Using measurementsf several cacheson the Internet
andanalysisof severaltracesof webtraffic, we first attempt
to understandhe factorsthatlimit the performanceof cur-
rentweb cachesWe find thatto provide goodperformance
totheenduserit isimportantnotonly to maximizehit rates,
but alsoto improve hit timesandmisstimes.Basecnthese
measurementsye derive threebasicdesignprinciplesfor
large-scalecaches:(1) minimize the numberof hopsto lo-
cateandaccesslataon both hits andmisses(2) sharedata



amongmary usersandscaleto mary cachesand(3) cache
dataclosedto clients. Althoughtheseprinciplesmay seem
obviousin retrospectcurrentcachearchitecturesoutinely
violatethematasignificantperformanceost. For example,
hierarchicalcachesn the United Statesare often seenasa
way to reducebandwidthconsumptiorratherthanasaway
to improve responsdime.

To addresgheseprinciples,we designa scalable high-
performancelata-locatiorservicethattrackswhereobjects
arereplicated.We describenow to construcisucha service
and how to usethis serviceto meetour designprinciples
via directaccesgo remotedataand push-basedatarepli-
cation. Throughsimulationusinga rangeof workloadsand
network ervironmentswe find thatdirectaccesgo remote
datacanachieve speedupsf 1.3to 2.3comparedo a stan-
dardhierarchy We alsofind thatpushingadditionalreplicas
of dataprovidesadditionalspeedupsf 1.12t0 1.25.

We constructour data-locatiorserviceusing a scalable
hint hierarchyin which eachnode tracksthe nearestio-
cation of eachobject. Scalability and performanceof the
hint hierarchycomesfrom four sources First, we usesim-
ple, compactdatastructureso allow eachnodes view of
the hint hierarchyto track the locationmary objects. Sec-
ond, the location systemsatisfiesall on-line requestdo-
cally usingthe hint cache;the systemonly sendsnetwork
messageshroughthe hierarchyto propagateinformation
in the background—adf the critical path for end-userre-
quests.Third, the hierarchyprunesupdatesothatupdates
arepropagateanly to the affectednodes.Fourth,we adapt
Plaxtons algorithm [24] to build a scalable fault tolerant
hierarchyfor distributing information.

We have implementeda prototype of our systemby
augmentinghe widely-deplo/ed Squid proxy cache[34].1
It implements hint caches, push-on-write, and self-
configuringdynamichierarchies.

Therestof the paperis organizedasfollows. Section2
evaluatesthe performanceof traditional cachehierarchies
andexaminesthe characteristicef severallargeworkloads
andthenderivesa setof basicdesignprinciplesfor large-
scale distributedcachesSection3 providesanoverview of
our design,andSection4 discusseimplementatiordetails
and evaluatessystemperformance. Section5 surweys re-
latedwork, and Section6 summarizesur conclusionsand
outlinesareador futureresearch.

2. Evaluating traditional cache hierar chies

In this section,we evaluatethe performanceof traditional
cachehierarchiesusingmeasurementsf severalcacheson
the Internetandtrace-drven simulations,with the goal of
understandinghefactorsthatlimit cacheperformance.

1The simulator and prototype are available at

http://Iwwwcs.uteas.edu/userskiar/cuttlefish.

Trace # of Accesses  Distinct Dates  #of
Clients  (millions) URLs Days
(millions)
DEC|[6] 16,660 22.1 4.15 Sep96 21
Berkeley [13] | 8,372 8.8 1.8 Nov96 19
Prodigy 35,354 4.2 1.2 Jan98 2

Table 1. Traceworkloads.Note: for theDEC andBerke-
ley tracesegachclienthasa uniquelD throughouthetrace;
for the Prodigytrace,clientsaredynamicallyboundto IDs
whenthey log ontothe system.

2.1. Workload characteristics
We examine how characteristicof web workloadsstress
differentaspect®f sharedcachesystemsWe find that:

e Cachesystemsshouldshaie dataamongmanyclients
to reducecompulsorymisses(missesdue to the first
referenceso objectsby clients) and scaleto large
numbes of caches

e Cachehit time constitutesa significantfraction of the
total informationaccesdatengy. Hence,cachearchi-
tecturesshouldminimizethe costto access cache

e Even an ideal cachewill have a significantnumber
of compulsoryand communicatiomrmisses(missesto
objectsthat have changedsincethey were last refer
enced.) Thus, cache systemsshould not slow down
misses

We alsofind thatcapacitymisseqmissedo objectsthat
have beenreplaceddueto limited cachecapacity)areasec-
ondaryconsideratioror large-scaleeachearchitecturede-
causeit is economicalto build sharedcacheswith small
numbersof capacitymisses.f moreaggresaie techniques
for using cachespaceare used(for example,pre-fetching
andpushcaching) capacitymayagainbea significantcon-
sideration.

2.1.1. Methodology
Oursimulationexperimentaisethreemulti-daytracegaken
atproxiesservingthousandsf clients. Tablel summarizes
key parameters.In analyzingthe cachebehaior of these
traceswe usethefirst two daysof eachtraceto warmour
cachedeforegatheringstatistics.

To determinewhenobjectsaremodifiedandshouldnot
be servicedfrom the cache ,we usethe last-modified-time
informationprovidedin the DECtraces.For theothertraces
or whenthe DEC tracedoesnot containthe last-modified-
time information, we infer modificationsfrom document
sizesandreturnvaluesto if-modified-sincerequests.Both
of thesestratgieswill misssomeof the modifications.

Currentweb cachegyenerallyprovide weak cachecon-
sisteny via ad hocalgorithms.For example,currentSquid
cacheddiscardary dataolderthantwo days. In our sim-
ulations, we assumethat the systemapproximatesstrong



cacheconsisteng by invalidatingall cachedcopieswhen-
ever datachange.We do this for two reasons.First, tech-
niguesfor approximatingor providing strongcacheconsis-
teng in this ervironmentareimproving [36], sowe expect
this assumptiorio be a goodreflectionof achievablefuture
cachetechnology Secondweakconsisteng distortsper

formanceeitherby increasingapparenhit ratesby counting
“hits” to staledataor by reducingapparentit ratesby dis-

cardinggooddata. In eithercase this would adda source
of “noise” to our results.

Thesetraceshave two primarylimitationsthataffect our
results. First, althoughwe use traceswith thousand<of
clients, it still represent®nly a small fraction of the client
populationon the weh Several studies[3, 7, 13] suggest
thathit rateswill improve asmoreclientsareincludedin a
cachesystem. The secondimitation of thesetracesis that
they aregatheredat proxiesratherthanat clients. Thus,all
of thesetracesdisplaylesslocality andlower total hit rates
thanwould be seerby clients.

2.1.2. Sources of cache misses

Figurel shavs the breakdaevn of cachemissratesandbyte
missratesfor aglobalcachesharedy all clientsin thesys-
temascachesizeis varied. The cacheusesLRU replace-
ment.Missesfall into four cateyories:

1. Compulsorymisses. Thesemissescorrespondo the
first accesgo an object. The two key strateyies for
reducingcompulsorymissesare increasingthe num-
ber of clientssharinga cachesystemand prefetching.
Facilitating sharingis animportantfactorin designing
large scalecachesandwe discusssharingin detailin
the next subsectionWe do not addresgprefetchingin
this paper

2. Capacitymisses.Thesemissesoccurwhenthesystem
referencesan object that it haspreviously discarded
from the cacheto make spacefor anotherobject. The
datasuggestthat for sharedcaches,capacitymisses
area relatively minor problemthat canbe adequately
addressedby building cachenodeswith a reasonable
amountof disk space.

3. Communication/consistegc  These misses occur
whena cacheholdsa stalecopy of datathathasbeen
modifiedsinceit wasreadinto thecache Providing ef-
ficient cacheconsisteng in large systemss a current
researchopic [36], andwe do not focuson that prob-
lem here. We do note,however, thatthe datalocation
abstractiorwe constructouldalsobeabuilding block
for ascalableconsisteng system.

4. Uncachable/error Objectsare marked “uncachable”
or encountererrors for a numberof reasons,some
of which might be addressedy more sophisticated

cache protocols that support better cache consis-
teng, caching dynamically generatedresults [31],

dynamically replicating seners [33], negative result
caching[5], andcachingprogramsalongwith data[4,

32]. We do notaddressuchprotocolextensionshere.
Also, becauseave areinterestedn studyingthe effec-
tivenes®f cachingstratgies,for theremaindeof this
study we do not include“Uncachable”or “Error” re-
guestsn ourresults.

For all of thetracesgvenanidealcachewill suffer asig-
nificantnumberof missesThus,onekey designprincipleis
thatin additionto having goodhit ratesandgoodhit times,
cachesystemsshouldnot slow down misses.

2.1.3. Sharing

Figure 2 illustratesthe importanceof enablingwidespread
sharingin large cachesystemsIn this experimentwe con-
figurethe systemasathree-level hierarchywith 256 clients
sharinga L1 proxy, eight L1 proxies (2048 clients) shar
ing a L2 proxy, and all L2 proxiessharingan L3 proxy.
As moreclientssharea cachethe compulsorymissratefor
thatcachefallsbecausd becomedesslik ely thatary given
accesgo anobjectis thefirst accesgo thatobject. For ex-
ample,in the DEC tracesgoing from a 256-clientshared
cacheto a 16,336-clientsharedcacheimproves the byte
hit rate by nearlya factor of two. Prior studies[3, 7, 13]
have alsoreachedsimilar conclusions. This characteristic
of theworkloadsuggestshatcachesystemshouldaccom-
modatelarge numbersof clients and therebyreducecom-
pulsorymissrates.

For cacheswith differentdegreesof sharing,Figure 3
depictsthe variationin the requestesponsdimeswith in-
creasean thedistancebetweerclientsandthe sharedcache.
It illustratesa dilemmafacedby the designersof shared
proxy caches: althoughit is importantto sharea cache
amongmary clients, it is also importantthat the shared
cachebe closeto clients. For example,a 256-clientcache
with anaveragehit time of 50 mscanoutperforma 16,336-
client cachethataverages300msperaccess.

2.2. Analyzing traditional cache hierar chies
Hierarchical cachesattempt to resohe the dilemma of
sharingversuslocality and scalability by putting different
cacheseardifferentgroupsof clients,andsendingmisses
fromthesel1 cacheghroughadditionallayersof cacheex-
ploit sharing.This subsectiorexamineshow sucharrange-
mentswork in large-scalesystems.
TraditionalhierarchicalkcachearchitecturesuchasHar
vest [5] or Squid [34] define parent-child relationships
amongcaches. Eachcachein the hierarchyis sharedby
a groupof clientsor a group of childrencaches.Dataac-
cessproceedsmsfollows: if thelowest-lesel cachecontains
thedatarequestedby a client,it sendghedatato theclient.
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Figure 1. Requesmissratesandbyte missratesfor the tracesexaminedin this study For eachgraph,we cateyorize misses
ascapacityfor accessew® datathathave beendiscardedrom the cacheto make spacefor otherdata,communicatiorfor accesses
to datathat have beeninvalidatedfrom the cachedueto an update error for requestghat generatean error reply, uncatable for
requestghat specify that the cachemust contactthe sener to retrieve the result, for non-GETrequestspr for requestghat are
designate@sCGl requestsn thetracesandcompulsoryfor thefirst accesso anobject.
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Figure 2. Overallperreadhit rate(HR) andperbyte hit

rate(BHR) within infinite L1 cachesharedby 256 clients,
infinite L2 cachessharedby 2048, andinfinite L3 caches
sharedby all clientsin the trace. As sharingincreasesso

doestheachiezablehit rate.

Otherwisethe cacheaskseachof its neighbordor thedata.
If noneof the neighborspossesshe data, thenthe cache
sendsarequesto its parent. This procesgecursvely con-
tinuesup the hierarchyuntil the datais locatedor the root
cachdetcheghedatafromthesener. Thecacheghensend
the datadown the hierarchyandeachcachealongthe path
storesthe data.

AlthoughhierarchiesuchasHarvestandSquidwerede-
signedunderthe assumptiorthat cachescould be layered
withoutaddingmuchdelay[5], we hypothesizehattwo as-
pectsof this architectureas appliedto Internetcachescan
significantlylimit performanceFirst, the costof accessing
a seriesof cachedn the hierarchyaddssignificant“store-
and-forward” delay to higherlevel cachenhitsandto cache
missed22]. Secondwhenhigh-level cacheservicealarge
numberof clients distributed over a large region, the net-
work delaysbetweeraclientanda high-level cachemaybe
large,which reduceghe benefitof hits to thesecaches.

To examinetheseeffects, we usetwo sourcesof infor-
mation. First, to understandhe detailsof performancean
a controlledervironment,we constructa testhierarchyand
examineit undera syntheticworkload. Secondo under
standhow suchsystemgerformin realhierarchiesandun-
derrealworkloads,we examineRousskv’'s measurements
of several Squidcachegleployedat differentlevels of a hi-
erarchy[26]. Although Squid supportsthe InternetCache

2|n Squid,requestsrepropagatedisingstore-and-fonard but replies
may be pipelinedacrossnodes.
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[ Cache | Location | Machine |
Client | UC Berkeley 166MHz SunUltraSparcs
L1 UC Berkeley 166MHz SunUltraSparcs
L2 UC SanDiego 150MHz DEC 2000Model 500
L3 UT Austin 166MHz SunUltra2
Sener | CornellUniversity | DEC Alpha

Table 2. Testbechierarchy

Protocol(ICP) to allow a cacheto queryits neighborsbe-
fore sendinga missto a parent{35], sincewe areinterested
in the bestcostsfor traversinga hierarchy neitherconfigu-
rationwe examineusesCP.
Ouranalyseslemonstratethat:

e Theperhopcostfor traversingmultiple levelsof cache
is significant. Hence,the cachesystemshould mini-
mizethe numberof hopsto locateand accesglata

¢ Dueto the network overhead distantcachesmay be
expensve to access. Hence,data should be cached
closeto clients

2.2.1. Analysis of atestbed hierar chy

We constructeditestbedo examinetherelationshippmong
cachesn a large, three-level hierarchyin which a level-1
(L1) cacheservicesa departmentalevel-2 (L2) cacheser
vicesa state,anda level-3 (L3) cacheservicesa large re-
gion. Table2 detailsourtestbed Althoughthesecachesare
distributed acrossa large geographicregion, they arerel-
atively well connectedso somelessambitioushierarchies
may have similar characteristicsEachcacherunsversion
1.1.170f Squid.

For our experimentswe arrangedor a specificlevel of
the cacheto containan objectof a specifiedsize. An in-
strumentedclient thentimed how long it took to get that
objectfrom the hierarchy We repeatedhis experiment10
timesfor eachconfigurationof the cachesover the course
of 3 hoursduring the late afternoonon several weekdays
anddiscardedhe high andlow valuesobsened. Eachdata

point in the graphsin Figure 4 representshe meanof the
remainingeightmeasurements.

Notethat,in our experimentsthecachesvereidle other
than our requestswhich were madeoneat a time. If the
cacheswverehewaily loaded,queuingdelays might signif-
icantly increasethe perhop costswe obsene. Busynodes
would probably increasethe importanceof reducingthe
numberof hopsin acachesystem.

Figured(a)shovstheperformancevhenthetestbedises
the standardthree level datahierarchy In contrast,Fig-
ure4(b) shavstheaccessgime whentheBerkeley clientac-
cesseshe Berkeley, SanDiego, and Austin cachedirectly
by circumwentingthe hierarchy Figure4(c) shavs thecase
whendirectaccessemustalwaysgo throughthe L1 cache
suchaswhentheLl cacheactsasa firewall for theclients.
Thesemeasurementsupportandquantify the intuition that
accessing seriesof cachesn a hierarchyincursa signifi-
cantcost. Putanothemvay, if thesystemcould“magically”
sendrequestdirectly to the correctlevel of the hierarchy
andthatlevel of the hierarchysendthe datadirectly backto
theclientthatneedst, alevel-3 cachehit time could speed
up by afactorof 2.5for an8KB object.

Figure4(b) alsoindicatesthatevenif a cachearchitec-
turewereableto avoid the costof multiple-hopsaccessing
distantcachess still moreexpensve thanaccessingnearby
ones. Thisexperimentsuggestshatin additionto reducing
thenumberof hopsneededo accesslistantdata,cachehi-
erarchieshouldtake actionto accessiearbydataasoften
aspossible.

2.2.2. Analysis of Squid hierar chies

Rousskv [26] haspublisheddetailed measurementand
performanceanalysisof several Squid cacheghat are de-
ployed on the Internetin the United Statesand Europe.
Rousskv measuredlient connect,disk accessandreply

timesover a 24-hourperiodfor eachcacheand published
the medianvaluesduring each20-minuteperiod. Table 3

shavs the minimum and maximumvaluesseenfor these
20-minutemediandetweerof 8AM and5PM. We usethat
informationto derive the estimatesor the minimum and
maximum accesstimes to different cachelevels summa-
rizedin Table3. Notethatthis calculationdoesnot account
for possiblepipelining betweerthe disk responsdime and
theproxy reply time.

Theseresultssupportthe samegeneralconclusionsas
the measurementsf our testbed:hopsare expensve, and
accessindar away cacheds expensve. Thesedatasuggest
cachesystemamay pay a particularly high penaltyfor ac-
cessingdistantcachegluring periodsof high load. Our in-
terpretatioris thatalthoughaccessinglistantcachesanbe
tolerablein the bestcase cachingdatanearclientsmay be
an importanttechniquefor insulatingclientsfrom periods
of poorperformance.



100000

Responsd Time (ms)

10000

1000} e

CLN--L1--|

T

o

xk
\
o

CLN--L1--L2--L3 -3¢
p—

R

/’*’/‘

T T
CLN--L1 -+-
CLN--L1--L2 -8--
L2--L3--SRV -&--_ 4
e
o= T
) m”
a’ -
. e
,—/*//

10 L L L L L L
2 4 8 16 32 64

Size of Data (KB)

@)

128 256 512

1024

100000

10000

1000 |

Responsd Time (ms)

100%"

T T
CLN-L1 ~+-

10 L L

16

32 64 128 256 512 1024

Size of Data (KB)

100000

10000

1000 |

Responsd Time (ms)

100

10 L

T T
CLN-L1 ~+-

E:

16 32 64 128 256 512 1024

Size of Data (KB)

()

Figure 4. Measuredaccesgimesin thetestbedor objectsof varioussizes:(a) objectsaccessethrougha three-lavel hierarchy;
(b) objectsfetcheddirectly from eachcacheandsener; and(c) all requestgjo throughthe L1 proxy andthendirectly to the proxy

or sener.
ClientConnect Disk ProxyReply || TotalHierarchical | TotalClientDirect | TotalvialLl
min max min  max | min  max min max min max min  max
Leaf 16 62 72 135 75 155 163 352 163 352 163 352
Intermediate| 50 550 60 950 | 70 1050 || 271 2767 180 2550 271 2767
Root 100 1200 100 650 | 120 1000 || 531 4667 320 2850 411 3067
Miss min:550, max: 3200 981 7217 550 3200 641 3417

Table 3. Summaryof Squidcachehierarchyperformancéasedn Rousskv’s measurement®ll themeasurementarein ms.

3. Design overview

In the previous section,we derivedthreebasicdesignprin-
ciplesfor large-scalecaches:(1) minimize the numberof
hopsto locateandaccesglataon both hits andmisses(2)
sharedataamongmary usersandscaleto mary cachesand
(3) cachedatacloseto clients. In this section,we describe
the stratgieswe pursueto addresghesedesignprinciples
andprovide a high-level descriptionof our specificimple-
mentationof thesestratayies. The next sectionwill provide
amoredetailed quantitatve analysisof the systemandour
designdecisions.

Our systemis built arounda scalabledata-locatiorser
vice called the hint hierarchywhich allows eachnodeto
know the nearestocationof eachobject. The hint hierar
chy providestheinformationneededy two basicstratgies
for providing goodperformance.

The first basic stratgyy is direct accessof remotely
cacheddata.Undertheideal directaccesstratayy, a client
locatesthe nearestopy of datausingan oracleandsends
its requestdirectly to the nearessharecdcachethatcontains
the desireddataor directly to the sener if no cachecon-
tainsthedata.Cachesndsenersthatrecevve suchrequests
sendthe datadirectly backto the client. As we illustrated
in the previous section,traditional single-level cachescan
limit sharingwhile multi-level cachessuffer high perhop
costswhenthey force hits and missesto traversemultiple
layersof a hierarchy This ideal direct accessstratay, on
the otherhand,minimizesthe numberof hopsto locateand
accesslata(principle1) while allowing widespreagharing
(principle2).

The hint hierarchyallows us to approximatethis direct
accesstratgy usinghint caches.Clustersof nearbyclients

sendtheir requestgo a shared_1 proxy cache.The proxy
consultsalocal hint cachethatcontainsamappingfrom the
ID of the objectbeing requestedo the ID of the nearest
proxy cachethat containsthe object. Thefirst proxy sends
therequestdirectly to the secondwhich sendsthe datadi-
rectly back. The client’s proxy thensendsthe datato the
clientthatissuedtherequest

Oursecondasicstratay is push As thedatain thepre-
vious sectionindicate,evenwith directaccessthe costof
accessinglatafrom a nearbycacheis muchlower thanthe
costof accessinglatafrom a distantcache For example,in
thetestbedhierarchyl.1 cacheaccessefor 8KB objectsare
4.7timesfasterthandirectaccesse® cacheshatareasfar
away asL2 cachesand6.2timesfasterthandirectaccesso
cacheghatareasfar away asL3 caches.Thegoal of push
is to improve hit time by pushingobjectsnearcacheshat
arelikely to referencghemin thefuture. Theidealpushal-
gorithm postulateghat whenever an objectis broughtinto
the system.,it is magically pushedto all L1 cachesn the
systemthatwill referencehedatain thefuture;thusall L2
andL3 hitsbecomd_1 hits.

We examineseveral simple,practicalapproximationgo
thisidealthatareenabledy theinformationin the hint hi-
erarchy Push-on-updatés basedon the obsenation that
whenanobjectis modified,the proxiescachingtheold ver
sion of the objectarea goodlist of candidateso reference
the new versionof the object. Thus,whena cachefetches
anobjectdueto a cacheconsisteng miss,it pusheghe ob-
ject to cachesstoringold versionsof it. The push-shaged

3An ohviousoptimization,notcurrentlyimplementedn our prototype,
is to sendthe objectdirectly backto the client, andthenin thebackground
pushthedatato theclient’s proxy.



algorithmis basedon the intuition thatif two subtree®f a
nodein the metadataierarchyaccessanitem, it is likely
that mary subtreesn the hierarchywill accesshe item.
Thus, when one proxy fetchesdatafrom anothey it also
pusheghe datato a subsef proxiesthatsharea common
metadatancestarBoth of thesealgorithmsaresimple,and
they achieve a significantfraction of the total performance
achieved by theideal stratgyy. However, thereis room for
moresophisticatealgorithmsto achieve furthergains.

4. Detailed design and evaluation

This sectiondetails our designand implementation. For
eachaspecbf thedesign,we examineoverall performance
andmajordesigndecisionsandwe discussareasof poten-
tial concern. Whenappropriatewe usesimulationresults
to examineour decisions.

Scalabilityandperformanceof the hint hierarchycomes
from four sourcesFirst, we usesimple,compactatastruc-
turesto allow eachnodesview of thehint hierarchyto track
the locationof mary objects. Secondthe location system
satisfiesall on-linerequestsocally usingthehint cachethe
systemonly sendsnetwork messagethroughthe hierarchy
to propagaténformationin thebackground—dfthecritical
pathfor end-userequestsThird, the hierarchyprunesup-
dateshy propagatinghemonly to theaffectednodesto sup-
portaglobalindex while usingminimal bandwidth.Fourth,
we adaptPlaxtons algorithm[24] to build a scalablefault
toleranthierarchyfor distributing information.

We have implementeda prototypeof our systemthat
implements a hint hierarchy hint caching, and push
caching[16]. It is basedon Squid1.1.20[34 and named
Cuttlefish.

4.1. Hint caches and direct access

Local hint cachesallow cachesto approximatethe direct

accesstratgyy. A hintis an{objectld,nodeld} pair where
nodeldidentifiesthe closesttachethathasa copy of objec-

tld. In orderto facilitatethe principlesof minimizing hops
andallowing widespreadsharing,the hint cachedesignal-

lows cachedo storelarge numbersof hints andto access
themquickly.

An importantimplementationdetail in our prototypeis
our decisionto usesmall, fixed-sizedrecordsandto store
hints in a simple array managedas a k-way associatie
cache.n particular our designstoresanodes hint cachen
amemorymappedile consistingof anarrayof small, fixed-
sizedentries.Eachentryconsume46 bytes:an8-bytehash
of aURL andan8-bytemachinedentifier.

We storea URL hashratherthanacompleteURL to save
spacean thetableandto ensurghatentriesareof fixedsize.
Smallrecordsimprove performancedy allowing a nodeto
storehint entriesfor a large numberof objects;this facil-
itatesthe principle of maximizing sharing. Small records

alsoreducethe network costof propagatindints,andthey
allow a larger fraction of the hint table to be cachedin a
givenamountof physicalmemoryto avoid disk accesses.

If two distinctURLs hashto the samevalue,the hint for
one of themwill beincorrectanda nodemay wastetime
askinganothercachefor datait maynot have. In thatcase,
becausehereadrequestontainsthefull URL, theremote
nodereturnsan error and the first nodetreatsthe request
asamiss. With 64-bit hashkeys basedon MD5 signatures
of URLs, we do not anticipatethathashcollisionswill hurt
performance.In fact, somehint cacheimplementoramay
considerreducingthe keys to 32 bits to increasethe reach
of thecachefor agivenhint cachesize.

Fixed-sizedrecordssimplify andspeedup accessvhen
the hint cachedoesnotfit in physicalmemory The system
currentlystoreshintsin anarraythatit managesisa 4-way
associatie cacheindexedby the URL hash andit mapsthis
arrayto afile. Thus,if aneedechint is notalreadycached
in memory the systemcanlocateandreadit with a single
disk acces$.

We storeentriesin a4-way associatie cacheratherthan,
for instancemaintaininga fully-associatve LRU list of en-
triesto reducethe costof maintainingthe hint cachewhenit
doesnotfit in memory We includea modestamountof as-
sociatvity to guardagainsthecasewhensereralhot URLs
landin the samehashbucket.

Our implementationof hint cachesapproximatesthe
ideal of directaccessHowever, threeaspectof the design
may limit its performance.First, to simplify deployment,
we focuson a proxy-basedmplementatiorof hint caches
ratherthana configurationwhereall clientsmaintainlocal
hint cachesSecondthehint cachedatastructureis smaller
and slower thanthe ideal oracle. Third, hint cachesmay
containanout of datepictureof whereobjectsarecached.

4.1.1. Overall performance and configuration

Wewill usethefollowing simulationconfiguratiorthrough-
out the paper As in Figure 2, we assumehat whenthe
systemis configuredasa 3-level hierarchy clustersof 256
nearbyclients sharean L1 cache,groupsof 2048 clients
sharean L2 cache,andall clientsin thetracesharean L3
cache. We parameterizehe distancebetweenclients in
thesecategoriesusingthe Testbedimesshavn in Figures4
andthe Min andMax accesgimesmeasuredy Rousskv.
Our direct accessand hint configurationsare similar, but
they usethe Total DirectandTotal via L1 timesfrom those
figures. We simulatedperformancefor both infinite-sized
cachesandfinite, 5 GB caches.For the finite cachecase,
we resened 10% of the spacefor hint cachesvhenappro-
priate. Dueto spacdimitations, unlessotherwisenotedwe

“We currently storethe arrayin a file, soaccessemay causedisk ac-
cessesf file systemindex structureslt would betrivial to storethis array
ontheraw disk device if we find thesemetadataccesseto beexpensve.
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Figure 6. Hit rateassuminghatgroupsof 256 clients
from the DEC traceeachaccessninfinite proxy cacheand
that eachproxy cachecanaccesotherproxy cachesvia a
hint cacheof the specifiedsize.Eachentryin thehint cache
takes16 bytesandthey arestoredin a4-way setassociatie
arraywith total sizespecifiedn MB onthe x-axis.

display the graphfor infinite cachesand omit the graphs
finite-caches.As Figure 1 suggestswe found that cache
sizeis a secondaryfactor for performanceand our finite
cacheresultsarequalitatively the sameasour infinite cache
results.

To quantify the overall performanceof the systemand
examinethe impactof assuminga proxy-basedmplemen-
tation, Figure 5 shows the simulatedperformanceor the
DEC, Berkeley, and Prodigytracesundera seriesof algo-
rithms. Thefigure providestwo baselinegor performance.
It includesa traditional 3-level Hierarchy and an unreal-
izable bestcase,Shaed All, which is an L1 cachethatis
sharedby all clientsin the systemput thatis ascloseto all
clientsasthesmallerL1 cacheasedin thestandardonfig-
uration.

First, notethatthis configurationis designedo let usex-
plore how differentarchitecturesalancesharing,locality,
andscaling. As the barsfor the ShaedAll L1 cacheshaow,
if the underlyingphysicalnetwork and cachemachinesal-
low sharingto beincreasedvithoutincreasingcacheaccess
delaysthebestconfigurations alarge,shareccache.

Direct accesssignificantly outperformthe traditional 3-
level hierarchiesvith speedupsangingfrom 1.3t02.9. The
additionalnetwork hop for the proxy-basedHint Caching
configurationhurtsperformancenodestlycomparedo the
Ideal Forwarding system. The realistic implementation
achieves speedupof 1.3 to 2.3. For this setof network
topologiesandworkloads,anothereasonabl@lternatveis
for eachgroupof 256 clientsto sharea L1 cacheshut not
to sharecachedurther. Suchanapproactfalls shortof the
ideal directaccesgrotocolby asmuchasa factorof 1.53
andfalls shortof the hint cacheprotocolby asmuchasa
factorof 1.3.

4.1.2. Hint cache size

Oneobviousworry associatedvith hintsis the storagere-
guirementsHow muchstorages requiredto trackthenear
estcopy all objectsin a large cachesystem?This number

turnsoutto besurprisinglyreasonable.

A nodes hint cachewill only be effective if it canin-
dex significantlymoredataobjectsthanthe nodecanstore
locally, andit will obsenethedesignprincipleof maximiz-
ing sharingif it canindex mostor all of the datastoredby
the cachesn the cachesystem.As we describen detailin
Section4.1, our systemcompressehintsto 16-byte fixed-
sizedrecords.At this size,eachhint is almostthreeorders
of magnitudesmallerthan an average10 KB dataobject
storedin acacheg[2]. Thus,if acachededicatesl0% of its
capacityfor hints, its hint cachewill index abouttwo orders
of magnitudemore datathanit canstorelocally. Evenif
therewereno overlapof whatdifferentcachestore,sucha
directorywould allow a nodeto directly accesghe content
of about63 nearbycachesBut, becausé¢hehint cacheneed
only storeoneentrywhenanobjectis storedin multiple re-
motecachesgcoverageshouldbe muchbroaderin practice.
Anotherway of viewing capacityis to considerthe reach
of a500MB index (10% of a modest5 GB proxy cache).
Suchanindex could track the location of over 30 million
uniqueobjectsstoredin a cachesystem. Finally consider
thatin October1998a 6 GB disk costsunder$160, sug-
gestingthat flat indicesof hundredsof millions to billions
of objectsarefeasible.

Figure 6 shavs how the size of the hint cacheaffects
overall performancein the DEC trace. Very small hint
cachesprovide little improvementbecausehey index lit-
tle morethanwhatis storedlocally. For this workload,hint
cachesmallerthan10MB providelittle additional‘reach”
beyond whatis alreadycachedocally, but a 100 MB hint
cachecantrackalmostall datain the system.

4.1.3. Delayed hint propagation

Although the systemusesdirect requestsand direct data
transfersfor client requestsjt propagatesints througha
hierarchy We deferdetaileddiscussiorof hint propagation
until afterour descriptionof how the systemconfigureghe
hierarchyin Section4.3. Here,we examinethe generalis-
sueof delayedhint propagation Whereaghe oraclein the
idealizeddirectaccesprotocolalwaysknawswhereto find
the nearestcopy of data,actualhint updatestake time to
propagatehroughthe system,so cachegnay make subop-
timal decisionsaboutwhereto sendtheir requests.
Figure7 quantifiesthe dependencef globalhit rateon
the amountof time it takesto updatehintsin the system.
In this experiment,we assumehat whene/er an objectis
droppedfrom a cacheto make spacefor anotherobjector
anobjectis addedto a cachenoneof the hint cachedearn
of the changefor anamountof time specifiedon the x-axis
in thefigure. Thisexperimentsuggestshattheperformance
of hint cacheswill begoodaslong asupdatesanbe prop-
agatedthroughthe systemwithin a few minutes. As Sec-
tion 4.3will detail,to facilitatefastpropagationpur system
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Figure 7. Hit rateassuminghatgroupsof 256 clients
from the DEC traceeachaccessninfinite proxy cacheand
that eachproxy cachecanaccesotherproxy cachesvia a
hint cachethatis updatedthe specifiednumberof minutes
afterobjectsappearor disappeafrom caches.

usesametadatdnierarchythatpresereslocality for hint up-
datesjt usesa scalablehierarchyto avoid bottlenecksand
it usessmall hint recordsto reducethe network overheads
of propagation.

4.2. Push

The ideal pushalgorithm usesfuture knowledgeto redis-
tribute data, thustransformingall L2 and L3 hits into L1

hits> Actual push algorithms must approximatethis by

sendingdatathey predictwill be referencednearcaches
they predictwill referencet.®

4.2.1. Algorithms

Becauseof the large numbersof objectsthat passthrough
the system,we focuson simple algorithmsthat do not ex-

plicitly trackthe referenceérequeng of individual objects.

5We limit pushingor prefetchingto increasingthe numberof copies
of datathat are alreadystoredat leastoncein the cachesystem. Thus,
our algorithmscanonly affect the numberof L1, L2, andL3 hits, notthe
numberof system-widemisses. Notice that more aggressie prefetching
algorithmsthanthe oneswe examinecould couldfetchobjectsthatarenot
cachedarywherein the cachehierarchyby accessinghe original seners.

6We assumethat our algorithmsare not suppliedwith knowledge of
future accespatterns.They mustthereforepredictfuture accesgatterns
basedon the past. In particular we do not assumeary externaldirectives
aboutfutureaccessesuchashoardlists [17, 19] or sener hits[23].

Level 3

Level 2

Level 1

Read Reply A
Figure 8. Hierarchicalpushsharedalgorithmfor 3-level
metadatahierarchy Oncetwo level-2 subtreedetch ob-
jectA, thealgorithmpushesbjectA to all level-2 subtrees.
Oncetwo level-1 subtreesindera level-2 subtreefetch ob-
ject B, the algorithm pushesobjectB to all level-1 nodes
underthatlevel-2 parent.

Examiningwhethermore sophisticatedalgorithmsof this
sortwould be profitableis a subjectof futurework.

We first considerpush-on-updatea simple and effi-
cientalgorithmthatapproximatesipdate-basedachecon-
sisteng. This algorithmis basedon the obsenation that
whenanobjectis modified,a goodlist of candidateso ref-
erencehenew versionof the objectis thelist of cacheghat
previously cachedthe old version. Thus, whenthe cache
systemfetchesan objectdueto a communicatiormiss, it
sendscopiesof that objectto cacheghat were storingthe
previousversion.

Oursecondalgorithm,pushshaeddynamicallybuilds a
distribution treefor popularobjects.As Figure8illustrates,
whena cachefetchesan objectfrom a cousinfor which a
level-l parentis the leastcommonancestoiin the metadata
hierarchy the cachesupplyingthe objectalso pushesthe
objectto a randomnodein eachof the level-(I — 1) sub-
treesthat sharethe level-l parent. We also examinemore
aggressie versionsof the algorithm,pushhalf andpushall
that pushmultiple copiesof an objectinto differentnodes
in eachsubtree Notethatour prototypedoesnotyetimple-
mentpushshared.

Theintuition behindthis algorithmis thatif two subtrees
in ahierarchyaccessanitem, it is likely thatmary subtrees
in thathierarchywill accesshatitem. Noticethatalthough
this algorithmis simpleanddoesnot explicitly trackobject
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Figure 9. Simulatedresponsé¢ime for DEC tracework-
loadfor six algorithms: no push(datahierarchy),no push
(hint hierarchy) updatepush push-1(sendacopy to 1 node
in eacheligible subtree) push-half(senda copy to half of
the nodesin eacheligible subtree),and push-all (senda
copy to all nodesn aneligible subtree).

popularity it resultsin the desiredeffect thatpopularitems
aremorewidely replicatedthanunpopularones.Also note
thatif thereis locality within subtreesitemspopularin one
subtreebut notanothemill bemorewidely replicatedn the
subtreewherethey arepopular

4.2.2. Evaluation

Actual pushalgorithmsmayfall shortof ideal onesin two
ways. First, they may fail to pushthe right datanearthe
right cachessolatengy will suffer. Secondthey may push
dataunnecessarilytherebyconsumingexcessbandwidth.
Figures9 and 10 comparesimulationsof theideal pushal-
gorithmandbasecasealgorithmswithout pushto push-on-
updateandpush-shared.

Althoughwe do not expectcapacitymissesto be a ma-
jor factorin systemsthat only replicatedataon-demand,
in push-basedystemsspeculatie replicationmay displace
morevaluabledatafrom caches.To monitor this effect in
our simulationswe reportresultsfor the space-constrained
configurationin which eachof the 64 L1 cacheshas5 GB
of capacity Dueto time constraint@andmemorylimitations
of our simulationmachinestheseresultsuseonly the first
sevendaysof the DEC andBerkeley traces.

Figure9 showvs thesimulatedresponsdime for the DEC
traceundera rangeof pushoptions. This experimentsug-
geststhat an ideal pushalgorithm could achieve speedups
of 1.54to 2.63comparedo theno-pushdatahierarchyand
speedupsf 1.21to 1.62comparedo theno-pushhint hier-
archy;thelargestspeedupsomewhenthecostof accessing
remotedatais high suchasthe Max valuein Rousskv’s
measurementéseeTable 3). The push-sharedlgorithms
describechereachievesspeedupsf 1.42to 2.03compared
to the no-pushdatahierarchyandspeedupsf 1.12to 1.25
comparedo the no-pushhint hierarchy Although a large
fractionof objectspusheddy push-updateareusedby their
destinations,updatesare infrequentso its overall perfor
mancegainsaresmall.
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Figure 10. Bandwidthof pushalgorithms(DEC trace.)

Figure 10 shavs the bandwidthconsumedy the algo-
rithms. The push-sharedlgorithmsincreaseghe bandwidth
consumedby upto afactorof four comparedo thedemand-
only case Thismaybeanacceptablérade-of of bandwidth
for lateng in mary ervironments.

4.3. Hint hierar chy

To maximize sharing,our goal is to allow the systemto
scaleto large numbersof cachesThediscussiorabove de-
scribedhow the hint hierarchyusessimple, compactdata
structurego track the locationmary objectsandhow hint
cachessatisfyon-line requestdocally to avoid the network
delaysencountereavhenlocatingdatain a traditionalhier-
archyor usingICP[35]. This sectionexaminegwo remain-
ing aspect®f the hierarchysdesign.

First, althoughthe hierachycanbe visualizedasa tree,
in reality we useamorescalabledatastructurehatdynami-
cally configuressubtreego reflectnetwork locality andthat
mapseachnodeof a subtreeacrossthe subtrees leavesto
provide scalability and fault toleranceusing an algorithm
developedby Plaxtonet. al [24]. Dueto spacdimitations,
we omit detaileddescriptionof this mapping.Detailsof our
implementationmay be found in the extendedversion of
this paper29].

Secondto reducethe amountof informationsentglob-
ally, the hierarchyprunesupdatesothatupdatesareprop-
agatedonly to the affectednodes.Wheneer a cacheloads
a new object (or discardsa previously cachedone), it in-
formsits parent.The parentpropagateshatinformationto
its childrenor its parentor both usinga limited floodingal-
gorithmin which nodesonly propagatehangeselatingto
the nearestopiesof data. For example,if a nodealready
knows thatoneof its childrenhasa copy of anobject,then
onreceving a hint from its parentabouta new copy of the
object,the nodedoesnot propagatehe hint to its children.
This is becauseassuminghatthe hierarchystopologyre-
flectsnetwork locality, propagatinghehintwill notalterthe
information regardingthe nearestcopy of the objectwith
respecto ary of its childrennodes.Table4 examineshow
effective the metadataierarchyis atfiltering traffic.

One potential dangeris that when an object is first



| Organization | Average| Peak| 99% [ 90% |
Centralizeddirectory 4.8 144 | 102 | 7.4
Hierarchy(root) 2.1 9.8 6.2 | 40

Table 4. Numberof location-hintupdatessentto theroot
duringthe first seven daysof the DEC trace. The columns
shav the average,peak, and 99th and 90th percentilesof

requestgpersecondover 10-secondgeriods.All cacheup-

datesare sentto the Centralized directory, the Hierarchy

line shaws loadwhenthehint hierarchyprunesrequestdut

the systemstill usesa singleroot. As notedin theextended
versionof this paper our systemgainsfurtherscalabilityby

mappingtheroot of a subtreeacrossts children[29].

broughtinto the system,the accesse$rom mary caches
could overloadthe holder of that first copy. However, in
our system,when later cachespull copiesinto their sub-
trees their neighbordearnof the new copy anddecidethat
is a betterplaceto go for that data. In essencethe sys-
temdynamicallybuilds a distribution treefor populardata.
Using a hierarchicalmetadataschemeatherthana single,
centralizeddirectoryfor distributing hint informationhelps
this happenquickly, sincenodesin a subtreeneara new
copy of datawill learnof the new copy quickly, while up-
datesto moredistantnodesmaytake longet

5. Related work

Several Internetcachesystemsusemetadatalirectoriesor
multicastto locate data and then allow direct cache-to-
cachedatatransfers.The primary differencesamongthese
schemesds how they structuretheir metadatadirectories.
The CRISPcache[10] usesa centralizedglobal directory
Thedesigner®f CRISPhave hypothesizedhathashinghe
global directoryfor scalability or cachingportionsof this
globaldirectoryat clientsmight bea usefuladditionto their
design[9]. Two othersystemsndex remotecachecontents
usingBloomfilters [8, 1]. The primary differencebetween
the Bloom filter systemsandoursis our useof a scalable
hierarchyto distributelocationinformation.In contrastthe
Bloom filter sytemsbroadcasior multicastupdatesto all
copiesof theindex. Ourdistribution hierarchymakesit fea-
sible to sharedataamonga larger numberof cachesand
also providesuseful signalsfor our pushalgorithms. The
specificdatastructureusedto storelocationinformationis
animplementatiordetail, andthe choicemaydependnthe
scaleof the systembeingconsideredBloomfilters provide
a compactway to representhe contentsof a singlecache,
but theirtotal sizegrowslinearly with thenumberof caches
indexed times the numberof objectsin eachcache. Hint
cachehashtablesstartoff larger, but grow with thenumber
of uniqueitemsin the system.

Rabinwich et. al [25] proposeaprotocolfor propagating
locationinformationthatis similar in spirit to our hint hi-
erarchybut thatfocuseson not propagatindhintsthatpoint
to cacheghat are fartheraway thanthe an object’s origin

sener. LegedzaandGuttag[20] proposenetwork-level sup-
port sothatrequestdor popularobjectsare sentto nearby
cachesvithoutslowing down requestso lesspopularorigin
seners.

Several systems,including the Internet Cache Proto-
col (ICP) [35] and Zhanget. al's adaptve cachingpro-
posal [37], replacedirectorieswith multicast queriesto
nearbycaches. An adwantageof maintaininghint caches
ratherthan multicastingqueriesis that the propagationof
hints happensindependenbf hint lookups. Corversely
multicast queries locate objects on demandby polling
neighboringcachespotentiallyincreasingateng. An ad-
ditional advantageof maintaininghint cachess thatanode
with a hint cachecan“query” virtually all of thenodesin a
distributedsystemat once.

Several studieshave examined Internet workloadsin
depthwith the goal of understandindiow to improve per
formancg?2, 3, 7, 13]. Thesestudiessupportheconclusion
thatcachearchitectureshatscaleareimportantbecausén-
creasingthe numberof userssharinga cachesystemin-
creaseshenhit ratesachievableby thatsystem.

Hierarchicalcachinghasbeenexaminedn thecontext of
file systemg27, 12]. MuntzandHoneyman[22] concluded
that the additionalhopsin sucha systemoften morethan
offsetimprovementdn hit rateand characterizedhe extra
level of cacheasa “delay sener” We reachsimilar con-
clusionsin the context of Internetcaching,leadingto our
designprinciple of minimizing the numberof hopson a hit
or miss.

Several studies have examined push caching and
prefetchingn thecontet of webworkloadq14, 15, 23, 30].
Thesesystemsall usedmore elaboratehistory information
to predictfuturereferenceshanthe algorithmwe examine.
Becausdarge, sharedcachesdo a good job at satisfying
references$o popularobjectswe exploreprefetchingstrate-
giesthatwill work well for the remaininglarge numberof
objectsaboutwhoseaccesgpatterndittle is known. Kroeger
et. al [18] examinedthe limits of performancdor caching
andprefetching.They foundthatthe rateof changeof data
andtherateof accesset new dataandnew senerslimits
achievableperformance.

6. Conclusions

Although cachingis increasinglyusedin the Internetto re-

duce network traffic and the load on web seners, it has
beenlesssuccessfuin reducingresponsgime obsenedby

clients. We examineseveral environmentsand workloads
andconcludethatthis maybe becauséraditionalhierarchi-
cal cachesviolate several basic designprinciplesfor dis-

tributedcachingon the Internet. To addresghesesystems,
hehave constructed hint hierarchythatsupportgdirectac-

cessandpush.Overall, ourtechniquegprovide speedupsf

1.27to 2.43comparedo atraditionalcachehierarchy
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