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Abstract
In this paper, we describethe designand implementa-

tion of an integrated architecture for cache systemsthat
scaleto hundredsor thousandsof cacheswith thousands
to millions of users. Rather than simply try to maximize
hit rates,wetake an end-to-endapproach to improving re-
sponsetime by also consideringhit timesand misstimes.
We begin by studyingseveral Internet caches and work-
loads,andwederivethreecore designprinciplesfor large
scaledistributedcaches: (1) minimizethe numberof hops
to locateandaccessdataonbothhitsandmisses,(2) share
dataamongmanyusers andscaleto manycaches,and(3)
cache data closeto clients. Our strategiesfor addressing
theseissuesare built arounda scalable, high-performance
data-locationservicethat tracks where objectsare repli-
cated.Wedescribehowto constructsuch a serviceandhow
to usethis serviceto provide direct accessto remotedata
and push-baseddata replication. We evaluateour system
throughtrace-drivensimulationand find that thesestrate-
giestogetherprovideresponsetimespeedupsof 1.27to 2.43
comparedto a traditional three-level cachehierarchy for a
rangeof traceworkloadsandsimulatedenvironments.

1. Intr oduction
Thegrowth of theInternetandtheWorld Wide Weballow
increasingnumberof usersto accessvast amountsof in-
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formationstoredat geographicallydistributedsites. How-
ever, longround-trippropagationdelaysbetweenclientand
serversites,aswell ashot spotsof network andserver load
yield high latenciesfor informationaccess.

Cachingprovidesanopportunityto combatthis latency
by allowing usersto fetchdatafrom a nearbycacherather
than from a distantserver. But becauseuserstend to ac-
cessmany sites,eachfor a short periodof time, hit rates
of per-usercachesarelow. Thus,someorganizationshave
begun to utilize sharedproxy caches[11] or hierarchical
caches[5] sothateachusercanbenefitfrom datafetchedby
others.Currentsharedcachearchitecturesfacea dilemma.
Ononehand,they wish to sharedataamonga largenumber
of clientsto achieve goodhit rates. On the otherhand,as
a sharedcachesystemservicesmoreclients, the response
time it provides to any one client worsensdue to the in-
creaseddistancebetweenclient and cache,the increased
load on the cache,or the increasednumberof levels in
thecachehierarchy. Thus,thesehierarchiesof datacaches
achieve modesthit rates[2, 7, 11, 13], canyield poor re-
sponsetimes on a cachehit [21, 26], andcanslow down
cachemisses.

This paperexaminestechniquesfor building systemsof
shared,distributed cachesthat scaleto hundredsor thou-
sandsof cacheswith tensof thousandsto millions of users.
We believe our techniqueswill beof interestto systemde-
signersbuilding large-scale,distributed cacheinfrastruc-
tures in a rangeof environmentsincluding network ser-
viceproviders,independentserviceproviders,cacheservice
providers, collectionsof cacheslinked by formal service
agreements[28], andlargeintra-nets.

Using measurementsof several cacheson the Internet
andanalysisof severaltracesof webtraffic, wefirst attempt
to understandthefactorsthat limit theperformanceof cur-
rentwebcaches.We find thatto providegoodperformance
to theenduser, it is importantnotonly tomaximizehit rates,
but alsoto improvehit timesandmisstimes.Basedonthese
measurements,we derive threebasicdesignprinciplesfor
large-scalecaches:(1) minimizethenumberof hopsto lo-
cateandaccessdataon bothhits andmisses,(2) sharedata
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amongmany usersandscaleto many caches,and(3) cache
dataclosedto clients.Althoughtheseprinciplesmayseem
obvious in retrospect,currentcachearchitecturesroutinely
violatethematasignificantperformancecost.For example,
hierarchicalcachesin theUnitedStatesareoftenseenasa
way to reducebandwidthconsumptionratherthanasaway
to improveresponsetime.

To addresstheseprinciples,we designa scalable,high-
performancedata-locationservicethattrackswhereobjects
arereplicated.We describehow to constructsucha service
andhow to usethis serviceto meetour designprinciples
via directaccessto remotedataandpush-baseddatarepli-
cation.Throughsimulationusinga rangeof workloadsand
network environments,we find thatdirectaccessto remote
datacanachievespeedupsof 1.3 to 2.3comparedto astan-
dardhierarchy. Wealsofind thatpushingadditionalreplicas
of dataprovidesadditionalspeedupsof 1.12to 1.25.

We constructour data-locationserviceusinga scalable
hint hierarchyin which eachnode tracks the nearestlo-
cationof eachobject. Scalabilityandperformanceof the
hint hierarchycomesfrom four sources.First, we usesim-
ple, compactdatastructuresto allow eachnode’s view of
thehint hierarchyto track the locationmany objects.Sec-
ond, the location systemsatisfiesall on-line requestslo-
cally usingthe hint cache;the systemonly sendsnetwork
messagesthroughthe hierarchyto propagateinformation
in the background—off the critical path for end-userre-
quests.Third, thehierarchyprunesupdatessothatupdates
arepropagatedonly to theaffectednodes.Fourth,weadapt
Plaxton’s algorithm[24] to build a scalable,fault tolerant
hierarchyfor distributing information.

We have implementeda prototype of our systemby
augmentingthewidely-deployedSquidproxy cache[34].1

It implements hint caches, push-on-write, and self-
configuringdynamichierarchies.

Therestof thepaperis organizedasfollows. Section2
evaluatesthe performanceof traditional cachehierarchies
andexaminesthecharacteristicsof severallargeworkloads
andthenderivesa setof basicdesignprinciplesfor large-
scale,distributedcaches.Section3 providesanoverview of
our design,andSection4 discussesimplementationdetails
andevaluatessystemperformance.Section5 surveys re-
latedwork, andSection6 summarizesour conclusionsand
outlinesareasfor futureresearch.

2. Evaluating traditional cache hierar chies
In this section,we evaluatethe performanceof traditional
cachehierarchiesusingmeasurementsof severalcacheson
the Internetandtrace-driven simulations,with the goal of
understandingthefactorsthatlimit cacheperformance.

1The simulator and prototype are available at
http://www.cs.utexas.edu/users/tewari/cuttlefish.

Trace # of Accesses Distinct Dates # of
Clients (millions) URLs Days

(millions)

DEC[6] 16,660 22.1 4.15 Sep96 21
Berkeley [13] 8,372 8.8 1.8 Nov96 19
Prodigy 35,354 4.2 1.2 Jan98 2

Table 1. Traceworkloads.Note: for theDECandBerke-
ley traces,eachclienthasa uniqueID throughoutthetrace;
for theProdigytrace,clientsaredynamicallyboundto IDs
whenthey log ontothesystem.

2.1. Workload characteristics
We examinehow characteristicsof web workloadsstress
differentaspectsof sharedcachesystems.We find that:

� Cachesystemsshouldshare dataamongmanyclients
to reducecompulsorymisses(missesdue to the first
referencesto objectsby clients) and scale to large
numbersof caches.

� Cachehit time constitutesa significantfractionof the
total informationaccesslatency. Hence,cachearchi-
tecturesshouldminimizethecostto accessa cache.

� Even an ideal cachewill have a significant number
of compulsoryandcommunicationmisses(missesto
objectsthat have changedsincethey were last refer-
enced.) Thus, cache systemsshouldnot slow down
misses.

We alsofind thatcapacitymisses(missesto objectsthat
havebeenreplaceddueto limited cachecapacity)areasec-
ondaryconsiderationfor large-scalecachearchitecturesbe-
causeit is economicalto build sharedcacheswith small
numbersof capacitymisses.If moreaggressive techniques
for usingcachespaceareused(for example,pre-fetching
andpushcaching),capacitymayagainbeasignificantcon-
sideration.

2.1.1. Methodology
Oursimulationexperimentsusethreemulti-daytracestaken
atproxiesservingthousandsof clients.Table1 summarizes
key parameters.In analyzingthe cachebehavior of these
traces,we usethefirst two daysof eachtraceto warmour
cachesbeforegatheringstatistics.

To determinewhenobjectsaremodifiedandshouldnot
be servicedfrom the cache,we usethe last-modified-time
informationprovidedin theDECtraces.For theothertraces
or whentheDEC tracedoesnot containthe last-modified-
time information, we infer modificationsfrom document
sizesandreturnvaluesto if-modified-sincerequests.Both
of thesestrategieswill misssomeof themodifications.

Currentweb cachesgenerallyprovide weakcachecon-
sistency via adhocalgorithms.For example,currentSquid
cachesdiscardany dataolder than two days. In our sim-
ulations,we assumethat the systemapproximatesstrong
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cacheconsistency by invalidatingall cachedcopieswhen-
ever datachange.We do this for two reasons.First, tech-
niquesfor approximatingor providing strongcacheconsis-
tency in this environmentareimproving [36], sowe expect
this assumptionto bea goodreflectionof achievablefuture
cachetechnology. Second,weakconsistency distortsper-
formanceeitherby increasingapparenthit ratesby counting
“hits” to staledataor by reducingapparenthit ratesby dis-
cardinggooddata. In eithercase,this would adda source
of “noise” to our results.

Thesetraceshavetwo primarylimitationsthataffectour
results. First, althoughwe use traceswith thousandsof
clients,it still representsonly a small fractionof theclient
populationon the web. Several studies[3, 7, 13] suggest
thathit rateswill improveasmoreclientsareincludedin a
cachesystem.Thesecondlimitation of thesetracesis that
they aregatheredat proxiesratherthanat clients.Thus,all
of thesetracesdisplaylesslocality andlower total hit rates
thanwouldbeseenby clients.

2.1.2. Sour ces of cache misses
Figure1 shows thebreakdown of cachemissratesandbyte
missratesfor aglobalcachesharedby all clientsin thesys-
tem ascachesizeis varied. The cacheusesLRU replace-
ment.Missesfall into four categories:

1. Compulsorymisses. Thesemissescorrespondto the
first accessto an object. The two key strategies for
reducingcompulsorymissesare increasingthe num-
berof clientssharinga cachesystemandprefetching.
Facilitatingsharingis animportantfactorin designing
largescalecaches,andwe discusssharingin detail in
thenext subsection.We do not addressprefetchingin
this paper.

2. Capacitymisses.Thesemissesoccurwhenthesystem
referencesan object that it haspreviously discarded
from thecacheto make spacefor anotherobject. The
datasuggestthat for sharedcaches,capacitymisses
area relatively minor problemthat canbe adequately
addressedby building cachenodeswith a reasonable
amountof diskspace.

3. Communication/consistency. These misses occur
whena cacheholdsa stalecopy of datathathasbeen
modifiedsinceit wasreadinto thecache.Providingef-
ficient cacheconsistency in largesystemsis a current
researchtopic [36], andwe do not focuson thatprob-
lem here.We do note,however, that thedatalocation
abstractionweconstructcouldalsobeabuilding block
for a scalableconsistency system.

4. Uncachable/error. Objectsare marked “uncachable”
or encountererrors for a numberof reasons,some
of which might be addressedby more sophisticated

cache protocols that support better cache consis-
tency, caching dynamically generatedresults [31],
dynamically replicating servers [33], negative result
caching[5], andcachingprogramsalongwith data[4,
32]. We do not addresssuchprotocolextensionshere.
Also, becausewe areinterestedin studyingtheeffec-
tivenessof cachingstrategies,for theremainderof this
study, we do not include“Uncachable”or “Error” re-
questsin our results.

For all of thetraces,evenanidealcachewill suffer asig-
nificantnumberof misses.Thus,onekey designprincipleis
thatin additionto having goodhit ratesandgoodhit times,
cachesystemsshouldnot slow down misses.

2.1.3. Sharing
Figure2 illustratesthe importanceof enablingwidespread
sharingin largecachesystems.In this experiment,we con-
figurethesystemasa three-level hierarchywith 256clients
sharinga L1 proxy, eight L1 proxies(2048 clients) shar-
ing a L2 proxy, and all L2 proxiessharingan L3 proxy.
As moreclientsshareacache,thecompulsorymissratefor
thatcachefallsbecauseit becomeslesslikely thatany given
accessto anobjectis thefirst accessto thatobject.For ex-
ample, in the DEC tracesgoing from a 256-clientshared
cacheto a 16,336-clientsharedcacheimproves the byte
hit rateby nearlya factorof two. Prior studies[3, 7, 13]
have alsoreachedsimilar conclusions.This characteristic
of theworkloadsuggeststhatcachesystemsshouldaccom-
modatelarge numbersof clientsandtherebyreducecom-
pulsorymissrates.

For cacheswith different degreesof sharing,Figure 3
depictsthevariationin the requestresponsetimeswith in-
creasein thedistancebetweenclientsandthesharedcache.
It illustratesa dilemmafacedby the designersof shared
proxy caches: althoughit is important to sharea cache
amongmany clients, it is also important that the shared
cachebe closeto clients. For example,a 256-clientcache
with anaveragehit timeof 50mscanoutperforma16,336-
client cachethataverages300msperaccess.

2.2. Anal yzing traditional cache hierar chies
Hierarchical cachesattempt to resolve the dilemma of
sharingversuslocality andscalabilityby putting different
cachesneardifferentgroupsof clients,andsendingmisses
from theseL1 cachesthroughadditionallayersof cacheex-
ploit sharing.This subsectionexamineshow sucharrange-
mentswork in large-scalesystems.

TraditionalhierarchicalcachearchitecturessuchasHar-
vest [5] or Squid [34] define parent-child relationships
amongcaches. Eachcachein the hierarchyis sharedby
a groupof clientsor a groupof childrencaches.Dataac-
cessproceedsasfollows: if thelowest-level cachecontains
thedatarequestedby a client, it sendsthedatato theclient.
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Figure 1. Requestmissratesandbyte missratesfor the tracesexaminedin this study. For eachgraph,we categorizemisses
ascapacityfor accessesto datathathave beendiscardedfrom thecacheto make spacefor otherdata,communicationfor accesses
to datathathave beeninvalidatedfrom thecachedueto anupdate,error for requeststhatgenerateanerror reply, uncachable for
requeststhat specify that the cachemustcontactthe server to retrieve the result, for non-GETrequests,or for requeststhat are
designatedasCGI requestsin thetraces,andcompulsoryfor thefirst accessto anobject.
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Figure 2. Overall per-readhit rate(HR) andper-bytehit
rate(BHR) within infinite L1 cachessharedby 256clients,
infinite L2 cachessharedby 2048,and infinite L3 caches
sharedby all clientsin the trace. As sharingincreases,so
doestheachievablehit rate.

Otherwise,thecacheaskseachof its neighborsfor thedata.
If noneof the neighborspossessthe data, then the cache
sendsa requestto its parent.This processrecursively con-
tinuesup the hierarchyuntil the datais locatedor the root
cachefetchesthedatafrom theserver. Thecachesthensend
thedatadown thehierarchyandeachcachealongthepath
storesthedata.

AlthoughhierarchiessuchasHarvestandSquidwerede-
signedunderthe assumptionthat cachescould be layered
withoutaddingmuchdelay[5], wehypothesizethattwo as-
pectsof this architectureasappliedto Internetcachescan
significantlylimit performance.First, thecostof accessing
a seriesof cachesin the hierarchyaddssignificant“store-
and-forward”delays2 to higher-levelcachehitsandto cache
misses[22]. Second,whenhigh-level cachesservicealarge
numberof clientsdistributedover a large region, the net-
work delaysbetweenaclientandahigh-level cachemaybe
large,which reducesthebenefitof hits to thesecaches.

To examinetheseeffects,we usetwo sourcesof infor-
mation. First, to understandthe detailsof performancein
a controlledenvironment,we constructa testhierarchyand
examineit undera syntheticworkload. Second,to under-
standhow suchsystemsperformin realhierarchiesandun-
derrealworkloads,we examineRousskov’s measurements
of severalSquidcachesdeployedat differentlevelsof a hi-
erarchy[26]. Although Squidsupportsthe InternetCache

2In Squid,requestsarepropagatedusingstore-and-forward but replies
maybepipelinedacrossnodes.
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increase

Cache Location Machine

Client UC Berkeley 166MHzSunUltraSparcs
L1 UC Berkeley 166MHzSunUltraSparcs
L2 UC SanDiego 150MHzDEC2000Model500
L3 UT Austin 166MHzSunUltra2
Server CornellUniversity DEC Alpha

Table 2. Testbedhierarchy.

Protocol(ICP) to allow a cacheto queryits neighborsbe-
foresendinga missto a parent[35], sincewe areinterested
in thebestcostsfor traversinga hierarchy, neitherconfigu-
rationwe examineusesICP.

Ouranalysesdemonstratesthat:

� Theper-hopcostfor traversingmultiplelevelsof cache
is significant. Hence,the cachesystemshouldmini-
mizethenumberof hopsto locateandaccessdata.

� Due to the network overhead,distantcachesmay be
expensive to access. Hence,data shouldbe cached
closeto clients.

2.2.1. Anal ysis of a testbed hierar chy
Weconstructedatestbedto examinetherelationshipamong
cachesin a large, three-level hierarchyin which a level-1
(L1) cacheservicesa department,a level-2 (L2) cacheser-
vicesa state,anda level-3 (L3) cacheservicesa large re-
gion. Table2 detailsour testbed.Althoughthesecachesare
distributedacrossa large geographicregion, they are rel-
atively well connected,sosomelessambitioushierarchies
may have similar characteristics.Eachcacherunsversion
1.1.17of Squid.

For our experiments,we arrangedfor a specificlevel of
the cacheto containan objectof a specifiedsize. An in-
strumentedclient then timed how long it took to get that
objectfrom thehierarchy. We repeatedthis experiment10
timesfor eachconfigurationof the cachesover the course
of 3 hoursduring the late afternoonon several weekdays
anddiscardedthehigh andlow valuesobserved.Eachdata

point in the graphsin Figure4 representsthe meanof the
remainingeightmeasurements.

Notethat,in ourexperiments,thecacheswereidle other
thanour requests,which weremadeoneat a time. If the
cacheswereheavily loaded,queuingdelays might signif-
icantly increasetheper-hopcostswe observe. Busynodes
would probably increasethe importanceof reducingthe
numberof hopsin a cachesystem.

Figure4(a)showstheperformancewhenthetestbeduses
the standardthree level datahierarchy. In contrast,Fig-
ure4(b)showstheaccesstimewhentheBerkeley clientac-
cessestheBerkeley, SanDiego, andAustin cachesdirectly
by circumventingthehierarchy. Figure4(c) shows thecase
whendirectaccessesmustalwaysgo throughtheL1 cache
suchaswhentheL1 cacheactsasa firewall for theclients.
Thesemeasurementssupportandquantifytheintuition that
accessinga seriesof cachesin a hierarchyincursa signifi-
cantcost. Putanotherway, if thesystemcould“magically”
sendrequestsdirectly to the correctlevel of the hierarchy
andthatlevel of thehierarchysendthedatadirectlybackto
theclient thatneedsit, a level-3 cachehit time couldspeed
up by a factorof 2.5for an8KB object.

Figure4(b) alsoindicatesthat even if a cachearchitec-
turewereableto avoid thecostof multiple-hops,accessing
distantcachesis still moreexpensivethanaccessingnearby
ones. Thisexperimentsuggeststhatin additionto reducing
thenumberof hopsneededto accessdistantdata,cachehi-
erarchiesshouldtake actionto accessnearbydataasoften
aspossible.

2.2.2. Anal ysis of Squid hierar chies
Rousskov [26] has publisheddetailedmeasurementsand
performanceanalysisof several Squidcachesthat arede-
ployed on the Internet in the United Statesand Europe.
Rousskov measuredclient connect,disk access,andreply
timesover a 24-hourperiodfor eachcacheandpublished
the medianvaluesduring each20-minuteperiod. Table3
shows the minimum and maximumvaluesseenfor these
20-minutemediansbetweenof 8AM and5PM.We usethat
information to derive the estimatesfor the minimum and
maximum accesstimes to different cachelevels summa-
rizedin Table3. Notethatthiscalculationdoesnot account
for possiblepipeliningbetweenthedisk responsetime and
theproxy reply time.

Theseresultssupportthe samegeneralconclusionsas
the measurementsof our testbed:hopsareexpensive, and
accessingfarawaycachesis expensive. Thesedatasuggest
cachesystemsmay pay a particularlyhigh penaltyfor ac-
cessingdistantcachesduringperiodsof high load. Our in-
terpretationis thatalthoughaccessingdistantcachescanbe
tolerablein thebestcase,cachingdatanearclientsmaybe
an importanttechniquefor insulatingclients from periods
of poorperformance.
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Figure 4. Measuredaccesstimesin thetestbedfor objectsof varioussizes:(a) objectsaccessedthrougha three-level hierarchy;
(b) objectsfetcheddirectly from eachcacheandserver; and(c) all requestsgo throughtheL1 proxy andthendirectly to theproxy
or server.

ClientConnect Disk ProxyReply TotalHierarchical TotalClientDirect Totalvia L1
min max min max min max min max min max min max

Leaf 16 62 72 135 75 155 163 352 163 352 163 352
Intermediate 50 550 60 950 70 1050 271 2767 180 2550 271 2767
Root 100 1200 100 650 120 1000 531 4667 320 2850 411 3067
Miss min:550, max:3200 981 7217 550 3200 641 3417

Table 3. Summaryof SquidcachehierarchyperformancebasedonRousskov’s measurements.All themeasurementsarein ms.

3. Design overview
In theprevioussection,we derivedthreebasicdesignprin-
ciples for large-scalecaches:(1) minimize the numberof
hopsto locateandaccessdataon bothhits andmisses,(2)
sharedataamongmany usersandscaleto many caches,and
(3) cachedatacloseto clients. In this section,we describe
the strategieswe pursueto addressthesedesignprinciples
andprovide a high-level descriptionof our specificimple-
mentationof thesestrategies.Thenext sectionwill provide
a moredetailed,quantitativeanalysisof thesystemandour
designdecisions.

Our systemis built arounda scalabledata-locationser-
vice called the hint hierarchywhich allows eachnodeto
know the nearestlocationof eachobject. The hint hierar-
chyprovidestheinformationneededby two basicstrategies
for providing goodperformance.

The first basic strategy is direct accessof remotely
cacheddata.Undertheidealdirectaccessstrategy, a client
locatesthe nearestcopy of datausingan oracleandsends
its requestdirectly to thenearestsharedcachethatcontains
the desireddataor directly to the server if no cachecon-
tainsthedata.Cachesandserversthatreceivesuchrequests
sendthe datadirectly backto the client. As we illustrated
in the previous section,traditionalsingle-level cachescan
limit sharingwhile multi-level cachessuffer high per-hop
costswhenthey force hits andmissesto traversemultiple
layersof a hierarchy. This ideal direct accessstrategy, on
theotherhand,minimizesthenumberof hopsto locateand
accessdata(principle1) while allowing widespreadsharing
(principle2).

The hint hierarchyallows us to approximatethis direct
accessstrategy usinghint caches.Clustersof nearbyclients

sendtheir requeststo a sharedL1 proxy cache.Theproxy
consultsa localhint cachethatcontainsamappingfrom the
ID of the object being requestedto the ID of the nearest
proxy cachethatcontainstheobject. Thefirst proxy sends
therequestdirectly to thesecond,which sendsthedatadi-
rectly back. The client’s proxy thensendsthe datato the
client thatissuedtherequest.3

Oursecondbasicstrategy is push. As thedatain thepre-
vious sectionindicate,even with direct access,the costof
accessingdatafrom a nearbycacheis muchlower thanthe
costof accessingdatafrom adistantcache.For example,in
thetestbedhierarchyL1 cacheaccessesfor 8KB objectsare
4.7timesfasterthandirectaccessesto cachesthatareasfar
awayasL2 cachesand6.2timesfasterthandirectaccessto
cachesthatareasfar away asL3 caches.Thegoalof push
is to improve hit time by pushingobjectsnearcachesthat
arelikely to referencethemin thefuture.Theidealpushal-
gorithm postulatesthatwhenever an objectis broughtinto
the system,it is magicallypushedto all L1 cachesin the
systemthatwill referencethedatain thefuture;thusall L2
andL3 hitsbecomeL1 hits.

We examineseveralsimple,practicalapproximationsto
this idealthatareenabledby theinformationin thehint hi-
erarchy. Push-on-updateis basedon the observation that
whenanobjectis modified,theproxiescachingtheold ver-
sionof theobjectarea goodlist of candidatesto reference
the new versionof theobject. Thus,whena cachefetches
anobjectdueto a cacheconsistency miss,it pushestheob-
ject to cachesstoringold versionsof it. The push-shared

3An obviousoptimization,notcurrentlyimplementedin ourprototype,
is to sendtheobjectdirectlybackto theclient,andthenin thebackground
pushthedatato theclient’s proxy.
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algorithmis basedon the intuition that if two subtreesof a
nodein the metadatahierarchyaccessan item, it is likely
that many subtreesin the hierarchywill accessthe item.
Thus, when one proxy fetchesdatafrom another, it also
pushesthedatato a subsetof proxiesthatsharea common
metadataancestor. Bothof thesealgorithmsaresimple,and
they achieve a significantfractionof the total performance
achievedby the ideal strategy. However, thereis room for
moresophisticatedalgorithmsto achievefurthergains.

4. Detailed design and evaluation
This sectiondetailsour designand implementation. For
eachaspectof thedesign,we examineoverall performance
andmajordesigndecisions,andwe discussareasof poten-
tial concern.Whenappropriate,we usesimulationresults
to examineourdecisions.

Scalabilityandperformanceof thehint hierarchycomes
from four sources.First,weusesimple,compactdatastruc-
turesto allow eachnode’sview of thehint hierarchyto track
the locationof many objects. Second,the locationsystem
satisfiesall on-linerequestslocally usingthehint cache;the
systemonly sendsnetwork messagesthroughthehierarchy
to propagateinformationin thebackground—off thecritical
pathfor end-userrequests.Third, thehierarchyprunesup-
datesby propagatingthemonly to theaffectednodesto sup-
portaglobalindex while usingminimalbandwidth.Fourth,
we adaptPlaxton’s algorithm[24] to build a scalable,fault
toleranthierarchyfor distributing information.

We have implementeda prototypeof our systemthat
implements a hint hierarchy, hint caching, and push
caching[16]. It is basedon Squid 1.1.20[34] andnamed
Cuttlefish.

4.1. Hint caches and direct access
Local hint cachesallow cachesto approximatethe direct
accessstrategy. A hint is an

�
objectId,nodeId� pair where

nodeIdidentifiestheclosestcachethathasa copy of objec-
tId. In orderto facilitatetheprinciplesof minimizing hops
andallowing widespreadsharing,thehint cachedesignal-
lows cachesto storelarge numbersof hints and to access
themquickly.

An importantimplementationdetail in our prototypeis
our decisionto usesmall, fixed-sizedrecordsandto store
hints in a simple array managedas a k-way associative
cache.In particular, ourdesignstoresanode’shint cachein
amemorymappedfile consistingof anarrayof small,fixed-
sizedentries.Eachentryconsumes16bytes:an8-bytehash
of aURL andan8-bytemachineidentifier.

WestoreaURL hashratherthanacompleteURL to save
spacein thetableandto ensurethatentriesareof fixedsize.
Small recordsimprove performanceby allowing a nodeto
storehint entriesfor a large numberof objects;this facil-
itatesthe principle of maximizingsharing. Small records

alsoreducethenetwork costof propagatinghints,andthey
allow a larger fraction of the hint table to be cachedin a
givenamountof physicalmemoryto avoid diskaccesses.

If two distinctURLshashto thesamevalue,thehint for
oneof themwill be incorrectanda nodemay wastetime
askinganothercachefor datait maynot have. In thatcase,
becausethereadrequestcontainsthefull URL, theremote
nodereturnsan error and the first nodetreatsthe request
asa miss. With 64-bit hashkeys basedon MD5 signatures
of URLs,we do not anticipatethathashcollisionswill hurt
performance.In fact, somehint cacheimplementorsmay
considerreducingthe keys to 32 bits to increasethe reach
of thecachefor agivenhint cachesize.

Fixed-sizedrecordssimplify andspeedup accesswhen
thehint cachedoesnot fit in physicalmemory. Thesystem
currentlystoreshintsin anarraythatit managesasa4-way
associativecacheindexedby theURL hash,andit mapsthis
arrayto a file. Thus,if a neededhint is not alreadycached
in memory, thesystemcanlocateandreadit with a single
diskaccess.4

Westoreentriesin a4-wayassociativecacheratherthan,
for instance,maintaininga fully-associativeLRU list of en-
triesto reducethecostof maintainingthehint cachewhenit
doesnot fit in memory. We includea modestamountof as-
sociativity to guardagainstthecasewhenseveralhotURLs
landin thesamehashbucket.

Our implementationof hint cachesapproximatesthe
idealof directaccess.However, threeaspectsof thedesign
may limit its performance.First, to simplify deployment,
we focuson a proxy-basedimplementationof hint caches
ratherthana configurationwhereall clientsmaintainlocal
hint caches.Second,thehint cachedatastructureis smaller
and slower than the ideal oracle. Third, hint cachesmay
containanout of datepictureof whereobjectsarecached.

4.1.1. Overall perf ormance and configuration
Wewill usethefollowingsimulationconfigurationthrough-
out the paper. As in Figure 2, we assumethat when the
systemis configuredasa 3-level hierarchy, clustersof 256
nearbyclients sharean L1 cache,groupsof 2048 clients
sharean L2 cache,andall clients in the tracesharean L3
cache. We parameterizethe distancebetweenclients in
thesecategoriesusingtheTestbedtimesshown in Figures4
andtheMin andMax accesstimesmeasuredby Rousskov.
Our direct accessand hint configurationsare similar, but
they usetheTotal DirectandTotal via L1 timesfrom those
figures. We simulatedperformancefor both infinite-sized
cachesandfinite, 5 GB caches.For the finite cachecase,
we reserved10%of thespacefor hint cacheswhenappro-
priate.Dueto spacelimitations,unlessotherwisenotedwe

4We currentlystorethearrayin a file, soaccessesmaycausedisk ac-
cessesof file systemindex structures.It would betrivial to storethisarray
on theraw diskdevice if wefind thesemetadataaccessesto beexpensive.
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Figure 6. Hit rateassumingthat groupsof 256 clients
from theDECtraceeachaccessaninfinite proxycacheand
thateachproxy cachecanaccessotherproxy cachesvia a
hint cacheof thespecifiedsize.Eachentryin thehint cache
takes16bytesandthey arestoredin a4-waysetassociative
arraywith total sizespecifiedin MB on thex-axis.

display the graphfor infinite cachesand omit the graphs
finite-caches.As Figure 1 suggests,we found that cache
size is a secondaryfactor for performance,andour finite
cacheresultsarequalitatively thesameasour infinite cache
results.

To quantify the overall performanceof the systemand
examinethe impactof assuminga proxy-basedimplemen-
tation, Figure 5 shows the simulatedperformancefor the
DEC, Berkeley, andProdigytracesundera seriesof algo-
rithms. Thefigureprovidestwo baselinesfor performance.
It includesa traditional 3-level Hierarchy and an unreal-
izablebestcase,Shared All, which is an L1 cachethat is
sharedby all clientsin thesystem,but thatis ascloseto all
clientsasthesmallerL1 cachesusedin thestandardconfig-
uration.

First,notethatthisconfigurationis designedto let usex-
plore how differentarchitecturesbalancesharing,locality,
andscaling.As thebarsfor theSharedAll L1 cacheshow,
if theunderlyingphysicalnetwork andcachemachinesal-
low sharingto beincreasedwithout increasingcacheaccess
delays,thebestconfigurationis a large,sharedcache.

Direct accesssignificantlyoutperformthe traditional3-
levelhierarchieswith speedupsrangingfrom 1.3to 2.9.The
additionalnetwork hop for the proxy-basedHint Caching
configurationhurtsperformancemodestlycomparedto the
Ideal Forwarding system. The realistic implementation
achieves speedupsof 1.3 to 2.3. For this set of network
topologiesandworkloads,anotherreasonablealternative is
for eachgroupof 256clientsto sharea L1 cachesbut not
to sharecachesfurther. Suchanapproachfalls shortof the
ideal directaccessprotocolby asmuchasa factorof 1.53
andfalls shortof the hint cacheprotocolby asmuchasa
factorof 1.3.

4.1.2. Hint cache size
Oneobviousworry associatedwith hints is the storagere-
quirements.How muchstorageis requiredto trackthenear-
estcopy all objectsin a largecachesystem?This number

turnsout to besurprisinglyreasonable.
A node’s hint cachewill only be effective if it can in-

dex significantlymoredataobjectsthanthenodecanstore
locally, andit will observethedesignprincipleof maximiz-
ing sharingif it canindex mostor all of thedatastoredby
thecachesin thecachesystem.As we describein detail in
Section4.1,our systemcompresseshintsto 16-byte,fixed-
sizedrecords.At this size,eachhint is almostthreeorders
of magnitudesmaller than an average10 KB dataobject
storedin a cache[2]. Thus,if a cachededicates10%of its
capacityfor hints,its hint cachewill index abouttwo orders
of magnitudemoredatathan it canstorelocally. Even if
therewereno overlapof whatdifferentcachesstore,sucha
directorywould allow a nodeto directly accessthecontent
of about63nearbycaches.But, becausethehint cacheneed
only storeoneentrywhenanobjectis storedin multiple re-
motecaches,coverageshouldbemuchbroaderin practice.
Anotherway of viewing capacityis to considerthe reach
of a 500MB index (10%of a modest,5 GB proxy cache).
Suchan index could track the locationof over 30 million
uniqueobjectsstoredin a cachesystem. Finally consider
that in October1998a 6 GB disk costsunder$160,sug-
gestingthat flat indicesof hundredsof millions to billions
of objectsarefeasible.

Figure 6 shows how the size of the hint cacheaffects
overall performancein the DEC trace. Very small hint
cachesprovide little improvementbecausethey index lit-
tle morethanwhatis storedlocally. For this workload,hint
cachessmallerthan10MB providelittle additional“reach”
beyond what is alreadycachedlocally, but a 100 MB hint
cachecantrackalmostall datain thesystem.

4.1.3. Delayed hint propagation
Although the systemusesdirect requestsand direct data
transfersfor client requests,it propagateshints througha
hierarchy. We deferdetaileddiscussionof hint propagation
until afterour descriptionof how thesystemconfiguresthe
hierarchyin Section4.3. Here,we examinethegeneralis-
sueof delayedhint propagation.Whereastheoraclein the
idealizeddirectaccessprotocolalwaysknowswhereto find
the nearestcopy of data,actualhint updatestake time to
propagatethroughthesystem,socachesmaymake subop-
timal decisionsaboutwhereto sendtheir requests.

Figure7 quantifiesthedependenceof globalhit rateon
the amountof time it takes to updatehints in the system.
In this experiment,we assumethat whenever an object is
droppedfrom a cacheto make spacefor anotherobjector
anobjectis addedto a cache,noneof thehint cacheslearn
of thechangefor anamountof time specifiedon thex-axis
in thefigure.Thisexperimentsuggeststhattheperformance
of hint cacheswill begoodaslong asupdatescanbeprop-
agatedthroughthe systemwithin a few minutes. As Sec-
tion 4.3will detail,to facilitatefastpropagation,oursystem
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Figure 5. Simulatedperformancefor DEC,Berkeley, andProdigytraces.Thethreegroupsof barsfor eachtraceshow theperfor-
mancewhentheaccesstimesareparameterizedby theTestbedtimesshown in Figures4 or theMin andMaxaccesstimesmeasured
by Rousskov shown in theTotal Hierarchical andTotal via L1 columnsof Table3. Within eachgroup,we show performancefor a
3-level hierarchy, idealizedforwarding,hint caches,andan idealizedcachesharedby all clientsin thesystemandascloseto each
astheir normalL1 cache.
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Figure 7. Hit rateassumingthat groupsof 256 clients
from theDECtraceeachaccessaninfinite proxycacheand
thateachproxy cachecanaccessotherproxy cachesvia a
hint cachethat is updatedthespecifiednumberof minutes
afterobjectsappearor disappearfrom caches.

usesametadatahierarchythatpreserveslocality for hint up-
dates,it usesa scalablehierarchyto avoid bottlenecks,and
it usessmall hint recordsto reducethe network overheads
of propagation.

4.2. Push
The ideal pushalgorithm usesfuture knowledgeto redis-
tribute data,thus transformingall L2 andL3 hits into L1
hits.5 Actual push algorithmsmust approximatethis by
sendingdata they predict will be referencednearcaches
they predictwill referenceit.6

4.2.1. Algorithms
Becauseof the large numbersof objectsthat passthrough
the system,we focuson simplealgorithmsthat do not ex-
plicitly track thereferencefrequency of individual objects.

5We limit pushingor prefetchingto increasingthe numberof copies
of datathat are alreadystoredat leastoncein the cachesystem. Thus,
our algorithmscanonly affect thenumberof L1, L2, andL3 hits, not the
numberof system-widemisses.Notice that moreaggressive prefetching
algorithmsthantheonesweexaminecouldcouldfetchobjectsthatarenot
cachedanywherein thecachehierarchyby accessingtheoriginal servers.

6We assumethat our algorithmsarenot suppliedwith knowledgeof
futureaccesspatterns.They mustthereforepredictfutureaccesspatterns
basedon thepast. In particular, we do not assumeany externaldirectives
aboutfutureaccessessuchashoardlists [17, 19] or server hits [23].

A

Read A

Read Reply A

Push AB

Read B

Read Reply B

Push B Level 1

Level 2

Level 3

Figure 8. Hierarchicalpushsharedalgorithmfor 3-level
metadatahierarchy. Once two level-2 subtreesfetch ob-
jectA, thealgorithmpushesobjectA to all level-2subtrees.
Oncetwo level-1 subtreesundera level-2 subtreefetchob-
ject B, the algorithmpushesobjectB to all level-1 nodes
underthatlevel-2 parent.

Examiningwhethermore sophisticatedalgorithmsof this
sortwould beprofitableis a subjectof futurework.

We first considerpush-on-update, a simple and effi-
cientalgorithmthatapproximatesupdate-basedcachecon-
sistency. This algorithm is basedon the observation that
whenanobjectis modified,a goodlist of candidatesto ref-
erencethenew versionof theobjectis thelist of cachesthat
previously cachedthe old version. Thus,when the cache
systemfetchesan objectdue to a communicationmiss, it
sendscopiesof that object to cachesthat werestoringthe
previousversion.

Oursecondalgorithm,pushshareddynamicallybuildsa
distribution treefor popularobjects.As Figure8 illustrates,
whena cachefetchesan object from a cousinfor which a
level-� parentis the leastcommonancestorin themetadata
hierarchy, the cachesupplyingthe object also pushesthe
object to a randomnodein eachof the level- ����� �"! sub-
treesthat sharethe level-� parent. We alsoexaminemore
aggressiveversionsof thealgorithm,pushhalf andpushall
that pushmultiple copiesof an object into differentnodes
in eachsubtree.Notethatourprototypedoesnotyet imple-
mentpushshared.

Theintuition behindthisalgorithmis thatif two subtrees
in a hierarchyaccessanitem, it is likely thatmany subtrees
in thathierarchywill accessthatitem. Noticethatalthough
this algorithmis simpleanddoesnot explicitly trackobject
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Figure 9. Simulatedresponsetime for DEC tracework-
load for six algorithms:no push(datahierarchy),no push
(hint hierarchy),updatepush,push-1(sendacopy to 1 node
in eacheligible subtree),push-half(senda copy to half of
the nodesin eacheligible subtree),and push-all (senda
copy to all nodesin aneligiblesubtree).

popularity, it resultsin thedesiredeffect thatpopularitems
aremorewidely replicatedthanunpopularones.Also note
thatif thereis locality within subtrees,itemspopularin one
subtreebut notanotherwill bemorewidely replicatedin the
subtreewherethey arepopular.

4.2.2. Evaluation
Actual pushalgorithmsmayfall shortof idealonesin two
ways. First, they may fail to pushthe right datanearthe
right caches,solatency will suffer. Second,they maypush
dataunnecessarily, therebyconsumingexcessbandwidth.
Figures9 and10 comparesimulationsof the idealpushal-
gorithmandbasecasealgorithmswithout pushto push-on-
updateandpush-shared.

Althoughwe do not expectcapacitymissesto bea ma-
jor factor in systemsthat only replicatedataon-demand,
in push-basedsystemsspeculativereplicationmaydisplace
morevaluabledatafrom caches.To monitor this effect in
our simulations,we reportresultsfor thespace-constrained
configurationin which eachof the64 L1 cacheshas5 GB
of capacity. Dueto timeconstraintsandmemorylimitations
of our simulationmachines,theseresultsuseonly thefirst
sevendaysof theDEC andBerkeley traces.

Figure9 shows thesimulatedresponsetime for theDEC
traceundera rangeof pushoptions. This experimentsug-
geststhat an ideal pushalgorithmcould achieve speedups
of 1.54to 2.63comparedto theno-pushdatahierarchy, and
speedupsof 1.21to 1.62comparedto theno-pushhint hier-
archy;thelargestspeedupscomewhenthecostof accessing
remotedatais high suchas the Max value in Rousskov’s
measurements(seeTable 3). The push-sharedalgorithms
describedhereachievesspeedupsof 1.42to 2.03compared
to theno-pushdatahierarchy, andspeedupsof 1.12to 1.25
comparedto the no-pushhint hierarchy. Although a large
fractionof objectspushedby push-updatesareusedby their
destinations,updatesare infrequentso its overall perfor-
mancegainsaresmall.
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Figure 10. Bandwidthof pushalgorithms(DECtrace.)

Figure10 shows the bandwidthconsumedby the algo-
rithms.Thepush-sharedalgorithmsincreasethebandwidth
consumedby upto afactorof four comparedto thedemand-
only case.Thismaybeanacceptabletrade-off of bandwidth
for latency in many environments.

4.3. Hint hierar chy
To maximizesharing,our goal is to allow the systemto
scaleto largenumbersof caches.Thediscussionabovede-
scribedhow the hint hierarchyusessimple, compactdata
structuresto track the locationmany objectsandhow hint
cachessatisfyon-linerequestslocally to avoid thenetwork
delaysencounteredwhenlocatingdatain a traditionalhier-
archyor usingICP[35]. Thissectionexaminestwo remain-
ing aspectsof thehierarchy’sdesign.

First, althoughthe hierachycanbe visualizedasa tree,
in realityweuseamorescalabledatastructurethatdynami-
cally configuressubtreesto reflectnetwork locality andthat
mapseachnodeof a subtreeacrossthe subtree’s leavesto
provide scalability and fault toleranceusing an algorithm
developedby Plaxtonet. al [24]. Dueto spacelimitations,
weomit detaileddescriptionof thismapping.Detailsof our
implementationmay be found in the extendedversionof
this paper[29].

Second,to reducetheamountof informationsentglob-
ally, thehierarchyprunesupdatessothatupdatesareprop-
agatedonly to theaffectednodes.Whenever a cacheloads
a new object (or discardsa previously cachedone), it in-
formsits parent.Theparentpropagatesthat informationto
its childrenor its parentor bothusinga limited floodingal-
gorithmin which nodesonly propagatechangesrelatingto
the nearestcopiesof data. For example,if a nodealready
knows thatoneof its childrenhasa copy of anobject,then
on receiving a hint from its parentabouta new copy of the
object,thenodedoesnot propagatethehint to its children.
This is because,assumingthat thehierarchy’s topologyre-
flectsnetwork locality, propagatingthehintwill notalterthe
information regardingthe nearestcopy of the objectwith
respectto any of its childrennodes.Table4 examineshow
effective themetadatahierarchyis atfiltering traffic.

One potential danger is that when an object is first
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Organization Average Peak 99% 90%

Centralizeddirectory 4.8 14.4 10.2 7.4
Hierarchy(root) 2.1 9.8 6.2 4.0

Table 4. Numberof location-hintupdatessentto theroot
duringthefirst sevendaysof theDEC trace.Thecolumns
show the average,peak,and99th and90th percentilesof
requestspersecondover 10-secondperiods.All cacheup-
datesare sentto the Centralized directory; the Hierarchy
line shows loadwhenthehint hierarchyprunesrequestsbut
thesystemstill usesa singleroot. As notedin theextended
versionof thispaper, oursystemgainsfurtherscalabilityby
mappingtherootof a subtreeacrossits children[29].

brought into the system,the accessesfrom many caches
could overloadthe holder of that first copy. However, in
our system,when later cachespull copiesinto their sub-
trees,their neighborslearnof thenew copy anddecidethat
is a betterplaceto go for that data. In essence,the sys-
temdynamicallybuilds a distribution treefor populardata.
Usinga hierarchicalmetadataschemeratherthana single,
centralizeddirectoryfor distributing hint informationhelps
this happenquickly, sincenodesin a subtreeneara new
copy of datawill learnof thenew copy quickly, while up-
datesto moredistantnodesmaytake longer.

5. Related work
Several Internetcachesystemsusemetadatadirectoriesor
multicast to locate data and then allow direct cache-to-
cachedatatransfers.Theprimarydifferencesamongthese
schemesis how they structuretheir metadatadirectories.
The CRISPcache[10] usesa centralizedglobal directory.
Thedesignersof CRISPhavehypothesizedthathashingthe
global directory for scalabilityor cachingportionsof this
globaldirectoryatclientsmightbeausefuladditionto their
design[9]. Two othersystemsindex remotecachecontents
usingBloom filters [8, 1]. Theprimarydifferencebetween
the Bloom filter systemsandours is our useof a scalable
hierarchyto distributelocationinformation.In contrast,the
Bloom filter sytemsbroadcastor multicastupdatesto all
copiesof theindex. Ourdistributionhierarchymakesit fea-
sible to sharedataamonga larger numberof cachesand
alsoprovidesusefulsignalsfor our pushalgorithms. The
specificdatastructureusedto storelocationinformationis
animplementationdetail,andthechoicemaydependonthe
scaleof thesystembeingconsidered.Bloom filtersprovide
a compactway to representthe contentsof a singlecache,
but their totalsizegrowslinearlywith thenumberof caches
indexed times the numberof objectsin eachcache. Hint
cachehashtablesstartoff larger, but grow with thenumber
of uniqueitemsin thesystem.

Rabinovichet. al [25] proposeaprotocolfor propagating
locationinformationthat is similar in spirit to our hint hi-
erarchy, but thatfocusesonnot propagatinghintsthatpoint
to cachesthat are fartheraway thanthe an object’s origin

server. LegedzaandGuttag[20] proposenetwork-levelsup-
port so that requestsfor popularobjectsaresentto nearby
cacheswithoutslowing down requeststo lesspopularorigin
servers.

Several systems,including the Internet CacheProto-
col (ICP) [35] and Zhanget. al’s adaptive cachingpro-
posal [37], replacedirectorieswith multicast queriesto
nearbycaches. An advantageof maintaininghint caches
ratherthanmulticastingqueriesis that the propagationof
hints happensindependentof hint lookups. Conversely,
multicast queries locate objects on demandby polling
neighboringcaches,potentiallyincreasinglatency. An ad-
ditional advantageof maintaininghint cachesis thatanode
with a hint cachecan“query” virtually all of thenodesin a
distributedsystematonce.

Several studieshave examined Internet workloads in
depthwith the goal of understandinghow to improve per-
formance[2, 3, 7, 13]. Thesestudiessupporttheconclusion
thatcachearchitecturesthatscaleareimportantbecausein-
creasingthe numberof userssharinga cachesystemin-
creasesthehit ratesachievableby thatsystem.

Hierarchicalcachinghasbeenexaminedin thecontext of
file systems[27, 12]. MuntzandHoneyman[22] concluded
that the additionalhopsin sucha systemoften morethan
offset improvementsin hit rateandcharacterizedthe extra
level of cacheasa “delay server.” We reachsimilar con-
clusionsin the context of Internetcaching,leadingto our
designprincipleof minimizing thenumberof hopson a hit
or miss.

Several studies have examined push caching and
prefetchingin thecontext of webworkloads[14, 15, 23, 30].
Thesesystemsall usedmoreelaboratehistory information
to predictfuturereferencesthanthealgorithmwe examine.
Becauselarge, sharedcachesdo a good job at satisfying
referencesto popularobjects,weexploreprefetchingstrate-
giesthatwill work well for the remaininglargenumberof
objectsaboutwhoseaccesspatternslittle is known. Kroeger
et. al [18] examinedthe limits of performancefor caching
andprefetching.They foundthattherateof changeof data
andtherateof accessesto new dataandnew serverslimits
achievableperformance.

6. Conc lusions
Althoughcachingis increasinglyusedin theInternetto re-
ducenetwork traffic and the load on web servers, it has
beenlesssuccessfulin reducingresponsetime observedby
clients. We examineseveral environmentsandworkloads
andconcludethatthismaybebecausetraditionalhierarchi-
cal cachesviolate several basicdesignprinciplesfor dis-
tributedcachingon the Internet.To addressthesesystems,
hehaveconstructedahint hierarchythatsupportsdirectac-
cessandpush.Overall,our techniquesprovidespeedupsof
1.27to 2.43comparedto a traditionalcachehierarchy.
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