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Abstract

This article introducesvolume leasesas a medanismfor providing serverdriven cache consis-
tencyfor large-scale geagraphically distributednetworks.\Volumeleasesetain the goodperfor-
mance fault tolerance and serverscalability of the semanticallywealer client-drivenprotocols
thatare nowusedontheweh Volumeleasesare a variation of objectleaseswhich were originally
designedor distributedfile systems.However, whereastraditional objectleasesamortizeover-
headsover long leaseperiods,volumeleasesexploit spatiallocality to amortizeoverheadsacross
multiple objectsin a volume Thisapproad allows systemd$o maintaingoodwrite performance
evenin the presenceof failures. Using trace-drivensimulation,we compae threevolumelease
algorithmsagainstfour existing cadhe consistencylgorithmsand showthat our new algorithms
provide strong consistencyhile maintainingscalability and fault-tolerance For a trace-based
workloadof webaccessesyefind thatvolumesanreducemessge traffic at serves by 40%com-
paredto a standad leasealgorithm, and that volumescan consideably reducethe peakload at
serves whenpopularobjectsare modified.

1 Intr oduction

Tofulfill thepromiseof anervironmentin whichessentiallyall humarknowledgeis availablefrom
a setof senersdistributedacrosswide areanetworks, the datainfrastructuremustevolve from
protocolsoptimizedfor one application—bravsers—toprotocolsthat supporta rangeof more
demandingapplications. In the future, we expect data-intensie applicationsto extend beyond
human-diven browsersto include program-dwenagentsyobots,distributeddatabasesgsnddata
minersthatwill placenew demand®nthedata-distrilntioninfrastructure Thesenew applications
will requireaggressie cachingfor acceptablegerformanceandthey will not be astolerantof
cacheinconsistenciess a browser Unfortunately currentcacheconsisteng protocolsdo not
scaleto large systemsuchasthewebbecaus®f poorperformanceweakconsisteng guarantees,
or poorfaulttolerance.

*This article is to appearin the IEEE Transactionson Knowledg and Data EngineeringSpeciallssueon Web
Technologies.1999. This work wasfundedin partby a NSF CISE grant (CDA-9624082),gifts from Novell and
SunMicrosystemsandDARPA/SFAWAR grantnumbemM66001-98-8911DahlinandAlvisi weresupportedy NSF
CAREERawards(CCR-9733842and(CCR-9734185)respectiely.
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Cacheconsisteng canbeachievedthrougheitherclient-drivenprotocolsjn which clientssend
messagew senersto determinaf cachedbjectsarecurrent,or serverdrivenprotocolsjn which
senersnotify clientswhendatachange.In eithercase the challenges to guaranteeghata client
readalwaysreturnsthe resultof the latestcompletedwrite. Protocolsthatachieve this aresaidto
be stronglyconsistent.

Client-drivenprotocolsforcecachego make adifficult choice. They musteitherpoll thesener
on eachaccesgo cacheddataor risk supplyingincorrectdata. The first option, polling on each
read,ncreasedoththeloadonthesenerandthelateng of eachcacheequestbotheffectscanbe
significantin large scalesystemsecausesenerssupportmary clientsandpolling latenciesanbe
high. Theotheroption,periodicpolling, relaxesconsisteng semanticandallows cachego supply
incorrectdata. For example,web browsersaccountfor weakconsisteng througha human-based
errorcorrectionprotocolin which usersmanuallypressa “reload” button whenthey detectstale
data.Weakconsisteng semanticsnaybe merelyannging to ahuman but they cancauseparallel
anddistributedprogramsgto computeincorrectresults,andthey complicatethe useof aggressie
cachingor replicationhierarchiedbecauseeplicationis nottransparento the application.

Sener-driven protocolsintroducethreechallengef their own. First, strongconsisteng is
difficult to maintainin the faceof network or procesgailuresbecausdeforemodifying anobject,
a sener using theseprotocolsmust contactall clientsthat cachethat object. If thereare mary
cachedcopies,it is likely that at leastone client will be unreachablein which casethe sener
cannotcompletethe write without violating its consisteng guarantees.Second,a sener may
requireasignificantamountof memoryto trackwhich clientscachewhich objects.Third, sending
cacheinvalidation messagesnay entail large burstsof sener activity when popularobjectsare
modified.

In distributedfile systemsthe problemsof sener driven protocolswere addressedby using
leased8], which specifya lengthof time during which senersnotify clientsof modificationsto
cacheddata. After a leases timeoutexpires,a client mustrenav the leaseby sendinga message
to the sener beforethe client may accesshe cachedobject. Leasegnaintainstrongconsistenyg
while allowing senersto make progressvenif failuresoccur If a sernercannotcontacta client,
the sener delayswrites until the unreachablelient’s leaseexpires,at which time it becomeghe
client’s responsibilityto contactthe sener. Furthermore)easedree senersfrom notifying idle
clients before modifying an object; this reducesboth the size of the sener stateand the load
sustainedy the sener whenreadsandwritesarebursty.

Although leasesprovide significantbenefitsfor file systemworkloads,they may be lessef-
fective in a wide areanetwork (WAN). To amortizethe costof renaving a leaseacrossmultiple
readsaleaseshouldbelong enoughthatin the commoncasethe cachecanbeaccessedithouta
renaval request.Unfortunately at leastfor browserworkloads,repeatediccesset anobjectare
often spreadover minutesor more. Whenleaselengthsare shorterthanthe time betweerreads,
leasegeduceto client polling. On the otherhand,longerleaselengthsreducethe threeoriginal
adwantage®f leases.

In this article,we shaov how volumeleaseq22] restorethe benefitsof leasedor WAN work-
loads. Volumeleasesombineshortleaseson groupsof files (volumes)with long leaseson indi-
vidualfiles. Underthevolumeleaseslgorithm,aclientmayaccesscachedbjectif it holdsvalid
leaseson both the objectandthe object’s volume. This combinationprovidesthe fault-tolerance
of shortleasedbecausavhenclientsbecomeunreachablea sener may modify anobjectoncethe



shortvolumeleaseexpires. At the sametime, the costof maintainingtheleasess modestecause
volumeleasesamortizethe costof leaserenaval over alarge numberof objects.

We examinethreevariationsof volumeleasesvolumeleasesyolumeleasesvith delayedin-
validations,and besteffort volume leases.In the delayedinvalidationsalgorithm, senersdefer
sendingobjectinvalidationmessaget clientswhosevolumeleasetave expired. This optimiza-
tion reducegpeaksn senerload,andit canreduceoverallloadby batchinginvalidationmessages
andeliminating messagesntirely in casesvhenclientsnever renav a volumelease. The third
variationis motivatedby the obsenationthatsomeworkloadsdo not requirestrict consisteng but
do preferthat clientsobsene freshdata. For example,whenan importanteventoccurs,a news
servicewould lik e to invalidatestalecachedcopiesof their front pagequickly, but they maywant
to begin distributing the new front pageimmediatelyratherthanwait until they have notified all
customerghat the old pageis invalid. The besteffort variation of volume leasesusesrelaxed
consistenyg to satisfy suchapplications.We find thatthis approachcanimprove performancey
allowing senersto utilize longervolumeleasetimeouts.

This article evaluatesthe performanceof volume leasesusing trace-basedimulation. We
compardghevolumealgorithmswith threetraditionalconsisteng algorithms:clientpolling, sener
invalidations,and sener invalidationswith leases. Our simulationsdemonstratéhe benefitsof
volume leases. For example, volume leaseswith delayedinvalidationscan ensurethat clients
never seestaledataandthatsenersneverwait morethan100secondso performawrite, all while
usingaboutthe samenumberof messageasa standardnvalidationprotocolthatcanstall sener
writes indefinitely Comparedo a standardobjectleasealgorithmthatalsoboundssener write
delaysat 100 secondsthis volumealgorithmreducesnessagéraffic by 40%.

Therestof this articleis organizedasfollows. Section2 describegraditionalalgorithmsfor
providing consisteng to cacheddata,and Section3 describeur new volumeleasealgorithms.
Sectiord discussesurexperimentamethodologyandSections present®urexperimentatesults.
After discussingelatedwork in Section6, Section7 summarize®ur conclusions.

2 Traditional consistencyalgorithms

This sectionreviews four traditionalcacheconsisteng algorithms.Thefirst two—Poll Each Read
and Poll—rely on client polling. The remainingalgorithms—Callbak andLease—are basedon
senerinvalidation.In describingeachalgorithmwe referto Tablel, which summarize&ey char
acteristicof eachalgorithmdiscussedn this paperincludingour threenew algorithms.We also
referto Figurel, which definesseveralparametersf the algorithms.

In Table 1, we summarizethe costof maintainingconsisteng for an objecto using eachof
thealgorithms.Columnscorrespondo key figuresof merit: the expectedstaletime indicateshow
longaclientexpectsto readstaledataaftero is modified,assumingandonreadsyandomupdates,
andfailures.Theworst staletimeindicateshow long o canbe cachedandstaleassuminghat(1) o
wasloadedmmediatelybeforeit wasmodifiedand(2) anetwork failure preventedthesenerfrom
contactingheclientcachingo. Thereadcostshavstheexpectedractionof cachereadsequiring
amessagéeo thesener. Thewrite costindicateshow mary messagethe sener expectsto sendto
notify clientsof awrite. Theadknowledgmenuvait delayindicateshow longthesenerwill waitto
write if it cannotinvalidatea cache.Theserverstatecolumnindicateshow mary clientsthesener



Reads Writes State

Expected Worst Read Write Acknowledge Sener

staletime staletime cost cost wait delay state

(seconds) (seconds) (messages) (messages (seconds) (bytes)
PollEachRead 0 0 1 0 0 0
Poll) : t min(45,1) 0 0 0
Callbackg) 0 0 0 Clot 00 size(Ciot)
Leasef) 0 0 o Co t size(Co)
VolumeLeases, ty) 0 0 W + 75 Co min(t, ty) size(Co)

ocv, " °

Vol. DelayInval(t, t,, d) 0 0 ﬁ + 755 Cy min(t, t,) size(Cy)
Best Effort Volume min(z t t—” , notify(Cy)) | min(t,ty) 71% + RL Cy 0 size(Cy)
DelayInval(t, ty, d) D ey (Bots)

Tablel: Summaryof algorithmperformance.

Variable Meaning

timeoutfor anobject

timeoutfor avolume
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frequeng objecto is read
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Figurel: Definition of parameterin Tablel

expectsto trackfor eachobject.

2.1 Poll eachread

Poll Each Readis the simplestconsisteng algorithm. Beforeaccessing cachedobject,a client
asksthe object’s sener if the objectis valid. If so, the sener respondsaffirmatively; if not, the
sener sendghe currentversion.

This algorithmis equialentto alwayshaving clientsreaddatafrom the sener with the opti-
mizationthat unchangediatais not resent. Thus, clients never seestaledata,andwrites by the
sener alwaysproceedmmediately If a network failure occurs,clientsunableto contacta sener
have no guaranteeaboutthevalidity of cachedbjects.To copewith network failures,clientstake
application-dependeuictions,suchassignalinganerroror returningthe cacheddataalongwith a
warningthatit maybestale.

The primary disadantageof this algorithmis poorreadperformanceasall readsaredelayed
by aroundtripmessagéetweertheclientandthe sener. In addition,thesemessagemayimpose
significantioad ontheseners[11].



2.2 Poll

Poll is basedon Poll Each Read but it assumeghat cachedobjectsremainvalid for at leasta
timeoutperiodof ¢t secondsftera client validatesthe data. Hence whent = 0 Poll is equialent
to Poll Each Read Choosingthe appropriatevalue of ¢ presentsa trade-of: On the one hand,
long timeoutsimprove performanceby reducingthe numberof readsthat wait for validation. In
particular if aclientaccessedataatarateof R readspersecondandthetimeoutis longenougho
spanseveralreadsthenonly ﬁ of theclient’'sreadswill requirenetwork messageéseeTablel).
On the other hand, long timeoutsincreasethe likelihood that cacheswill supply stale datato
applications GwertzmarandSeltzel{10] shav thatfor webbrowserworkloads evenfor atimeout
of tendays,senerloadis significantlyhigherthanunderthe Callbad algorithmdescribedelow.
The samestudyfinds thatan adaptve timeoutschemeworks betterthanstatictimeouts,but that
whenthe algorithm’s parametersiresetto make the adaptve timeoutalgorithmimposethe same
senerloadasCallbad, about4% of clientreadsreceve staledata.

If senerscanpredictwith certaintywhenobjectswill be modified,thenPoll is ideal. In this
casesenerscantell clientsto usecachedcopiesof objectsuntil thetime of the next modification.
For this study we do not assumehatsenershave suchinformationaboutthe future.

2.3 Callback

In a Callbad algorithm|[11, 17], senerskeeptrack of which clientsare cachingwhich objects.
Before modifying an object, a sener notifiesthe clients with copiesof the objectand doesnot

proceedvith themodificationuntil it hasrecevedanacknavledgmentfrom eachclient. As showvn

in Table1, Callbad’s readcostis low because clientis guaranteedhata cachedobjectis valid

until told otherwise However, thewrite costis high becausevhenanobjectis modifiedthesener

invalidatesthe cachedobjects,which may requireup to Cy,; messagesFurthermorejf a client

hascrashedr if anetwork partitionseparatesa senerfrom aclient, thenawrite may be delayed
indefinitely.

2.4 Lease

To addresshelimitationsof Callbadk, GrayandCheritonproposed.eas€8]. To readanobject,a
clientfirstacquiresaleasefor it with anassociatetimeoutt. Theclientmaythenreadthe cached
copy until theleaseexpires.Whenanobjectis modified,the objects senerinvalidateshe cached
objectsof all clientswhoseleaseshave not expired. To readthe objectafter the leaseexpires,a
clientfirst contactghe senerto renav thelease.

Leaseallows senersto make progresswhile maintainingstrongconsisteng despitefailures.
If aclientor network failure preventsa sener from invalidatinga client’s cache the sener need
only wait until theleaseexpiresbeforeperformingthewrite. By contrastCallbadk mayforcethe
write to wait indefinitely.

Leaseslsoimprove scalabilityof writes. Ratherthancontactingall clientsthathave everread
anobject,a sener needonly contactrecentlyactive clientsthathold leaseson thatobject. Leases
canthusreducethe amountof statethatthe sener maintainsto track clients,aswell asthe cost
of sendinginvalidationmessage§l4]. Senersmay also chooseto invalidatecacheshy simply
waiting for all outstandingdeasedo expire ratherthanby sendingmessageto a large numberof
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clients; we do not explore this option in this study Leasepresentsa tradeof similar to the one
offeredby Poll. Long leasegeducethe costof readsby amortizingeachleaserenaval over R - ¢
reads.Ontheotherhand,shortleaseseducethe delayon writeswhenfailuresoccur

As with polling, a clientthatis unableto contacta senerto renev aleaseknows thatit holds
potentially staledata. The client may thentake application-specifi@actions,suchassignalingan
error or returningthe suspectataalongwith a warning. However, unlike Poll, Leasenever lets
clientsbelieve thatstaleobjectsarevalid.

3 Volumeleases

Traditionalleaserovide good performancevhenthe costof renaving leasess amortizedover
mary reads. Unfortunately for mary WAN workloads,readsof an object may be spreadover
second®r minutes,requiringlong leasesn orderto amortizethe costof renavals[10]. To make

leasegracticalfor theseworkloads,our algorithmsusea combinationof objectleaseswhich are
associatedvith individual dataobjects,andvolumeleaseswhich areassociateavith a collection
of relatedobjectson the samesener. In our schemea clientreadsdatafrom its cacheonly if both
its objectandvolumeleasedor thatdataarevalid, anda sener canmodify dataassoonaseither
leasehasexpired. By makingobjectleasesong andvolumeshort,we overcomethe limitations of

traditionalleases:long objectleaseshave low overheadwhile shortvolumeleasesllow seners
to modify datawithout long delays. Furthermorejf thereis spatiallocality within a volume,the
overheadf renaving shortleaseson volumesis amortizedacrossnary objects.This sectionfirst

describeghe WolumeLeasesalgorithmandthenexaminesa variationcalled VolumeLeaseswith

Delayedinvalidations At theendof this section we examineBestEffort VolumelLeasedo support
applicationsvheretimely updatesaredesiredput notrequired.

3.1 The basicalgorithm

Figures2, 3, and4 shav the datastructuresusedby the VolumelLeasesalgorithm,the sener side
of thealgorithm,andtheclient sideof thealgorithm,respectrely. The basicalgorithmis simple:

e ReadingData. Clientsreadcacheddataonly if they hold valid objectandvolumeleasen
thecorrespondin@bjects.Expiredleasesarerenavedby contactingheappropriateseners.
Whengrantinga leasefor anobjecto to aclientc, if o hasbeenmodifiedsincethelasttime
c heldavalid leaseon o thenthe sener piggybackghe currentdataon the leaserenaval.

e Writing Data. Before modifying an object, a sener sendsinvalidation messageso all
clientsthathold valid leaseon the object. The sener delaysthe write until it recevesac-
knowledgmentdrom all clients,or until thevolumeor objectleasesxpire. After modifying
theobject,thesenerincrementghe object’s versionnumber

3.1.1 Handling unreachableclients

Client crashesor network partitionscan make someclientstemporarilyunreachablewhich may
causeproblems. Considerthe caseof an unreachablelient whosevolumeleasehasexpired but



that still holds a valid leaseon an object. Whenthe client becomegeachableand attemptsto
renav its volumeleasethesener mustinvalidateany modifiedobjectsfor whichtheclientholdsa
valid objectlease.Our algorithmthusmaintainsateachsener anUnreadablesetthatrecordshe
clientsthathave notacknavledged—uwithinsometimeoutperiod—oneof thesener’sinvalidation
messages.

After receving areadrequesbr a leaserenaval requesfrom aclientin its Unreachableet,a
sener removesthe client from its Unreachableset,renavs the client’s volumelease andnotifies
theclientto renav its leaseson ary currentlycachedobjectsbelongingto thatvolume. Theclient
thenrespondsy sendinga list of objectsalongwith their versionnumbersandthe senerreplies
with a messagehat containsa vector of objectidentifiers. This messagd€l) renavs the leases
of arny objectsnot modifiedwhile the client wasunreachabland(2) invalidatesthe leasesf ary
objectswhoseversionnumberchangedvhile theclientwasunreachable.

DataStructures

Volume A volumev hasthefollowing attributes
id = uniqueidentifier
objects = setof objectsin v
epoch = volumeepochnumber(incrementedn sener reboot)
expire =time by whichall currentleasenv will have expired
at = setof (client, expire) of valid leasenv

unreachable = setof clientswhosevolumeleasehave expired
andwho may have missedobjectinvalidationmessages

Object An objecto hasthefollowing attributes
id = uniqueidentifier
data =theobjects data
version = versionnumber
expire =time by which all currentleasen o will have expired
at = setof (client, expire) of valid leasen o
volume =volume

Figure2: DataStructuredor VolumelLeasealgorithm.

3.1.2 Handling sewer failur es

Whena sener fails we assumehat the stateusedto maintaincacheconsisteng is lost. In LAN
systemssenersoftenreconstructhis stateby polling theirclients[17]. Thisapproachs impracti-
calin aWAN, soour protocolallows a senerto incrementallyconstructa valid view of the object
leasestate while relying on volumeleaseexpirationto preventclientsfrom usingleaseghatwere
grantedby afailed sener. To recover from a crash,a senerfirst invalidatesall volumeleasedy
waiting for themto expire. Thisinvalidationcanbedonein two ways.A senercansa/e on stable
storagehelatestexpirationtime of any volumelease.Then,uponrecovery, it readghistimestamp
anddelaysall writes until afterthis expirationtime. Alternatively, the sener cansave on stable
storagethe durationof the longestpossiblevolumelease.Uponrecovery, the sener thendelays
ary writesuntil this durationhaspassed.

Sinceobjectleaseinformationis lost whena sener crashesthe sener effectively invalidates
all objectleasesby treatingall clientsasif they werein the Unreachableset. It doesthis by
maintainingavolumeepochnumberthatis incrementedvith eachreboot. Thus,all clientrequests
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Sewer writes object o

for all (client, expire) € o.at

if expire > currentTime A client ¢ o.volume.unreachable
To_contact < To_contact U client

sendINV ALIDATE, o.id) to all clientsin T'o_contact

Ty + min(o.volume.expire, o.expire)

if Ty < msgTimeout
Ty + msgTimeout

while (T > currentTime) and(To_contact # 0) do
receve(ACK_INV ALIDATE, o.id) from ¢ € To_contact

To_contact < To_contact — C
o.volume.unreachable < o.volume.unreachable U To_contact
o.at + 0
o.version < o.version + 1
write o

Serwver renewsclient lease
rececve(RENE _LEA E_RE ,volld,volEpoch,ob Id,clientVersion)frome
letv bethevolumesuchthatv.id = volId
let o betheobjectsuchthato.id = ob Id
if (¢ € v.unreachable) or (v.epoch > vol Epoch) then
v.unreachable < v.unreachable U ¢
recorerUnreachableGin{c, v) I/ seebelav
if ¢ & v.unreachable
v.expire < currentTime + volumeLeaseTimeout
v.at < v.at — (client, ) /I deleteold leasedor client
v.at + v.at U {client,v.expire)
o.expire < currentTime + ob LeaseTimeout
o.at < o.at— {c, ) /1 deleteold leasedor client
o.at < o.at U (c,o.expire)
if (o.version > clientVersion) then
sendRENE _LEA E_RE ,v.id,v.expire,v.epoch,o.id,o.version,o.expire,o.data)
elseif (o.version = clientVersion) then
send RENE _LEA E_RE ,v.id,v.expire,v.epoch,o.id,o.version,o.expire)

recaverUnreachableGit(client ¢, volumew)
send T_RENE _ALL,v.id)toc
Tt + msgTimeout
rene Recvd < AL E
while (Ty > currentTime) and( rene Recvd)do
receve(RENE _ _LEA E ,volld,lease et)fromc
re ne Recvd+ TR E
if ( rene Recvd)then
return Il clientstill unreachable
for all (ob Id,ob Version) € lease et do
let o bethe objectsuchthato.id = ob Id
if (o.version > ob Version) then
invalList < invalList U ob Id
o.at < o.at — (¢, ) /I deleteold leasedor client
else
o.expire < currentTime + ob LeaseTimeout
rene List < rene ListU {0.id,o.version,o.expire)
o.at < o.at — (¢, ) /I deleteold leasedor client
o.at < o.at U (c,o.expire)
sendINVALIDATE,invalList, RENE ,rene List)
T = currentTime + msgTimeout
while (Ty > currentT'ime) and(c € v.unreachable)
receie (ACK INVALIDATE) frome
v.unreachable < v.unreachable — ¢

Figure3: TheVolumelLeasedrotocol(Sener Side).



Client readsobject o
if wvalidLease(o.volume)  wvalidLease(o.id) then
rene Lease(o.volume, o)
readlocal copy of o

renavLease(olumew, objecto)
epoch <+ (v.epoch, —1)
vnum < (o.version, —1)
sendRENE _LEA E_RE ,v.id,epoch,o.id,vnum)
/I Note:if ary recieve timesout, aborttheread.
if receve( T_RENE _ALL,v.id)fromsenerthen
rene All(v)
/I Note:if ary recieve timesout, aborttheread.
rececve(RENE _LEA E_RE ,v.id,v.expire,v.epoch,o.version,o.expire ,o.data ) from sener

renavAll(volumew)
lease et <+ 0
for all objectso for which ((o.volume = v) A (validLease(0))
lease et + lease etU (o.id,o0.version)
send RENE _ _LEA E ,v.id,lease et)tosener
/I Note: if ary recieve timesout, aborttheread.
receve (INVALIDATE,invalList, RENE ,rene List)fromsener
for all ob Id € invalList
let o betheobjectfor whicho.id = ob Id
o.expire = —1; deleteo.data; o.data <+ N LL
for all {(ob Id,version,ezxpire) € rene List
let o bethe objectfor whicho.id = ob Id
asserig.version = version)
o.expire <— expire
send ACK_INVALIDATE,v.id) to sener

validLease(leas®
if l.expire > currentTime
returnTRUE
else
returnFALSE

Client recevesobject invalidation messagédor object o
receve(INV ALIDATE,ob Id) fromsener
let o bethe objectfor whicho.id = ob Id
o.expire = —1; deleteo.data; o.data <+ N LL
send ACK_INV ALIDATE, o.id) to sewer

Figure4: TheVolumelLeasedrotocol(Client Side).



to renav a volume mustalsoindicatethe last epochnumberknown to the client. If the epoch
numberis current,thenvolumeleaserenaval proceedsiormally. If theepochnumberis old, then
thesenertreatstheclientasif theclientwerein thevolume's Unreachableset.

It is also possibleto storethe cacheconsisteng information on stablestorage[5, 9]. This
approactreducesecoverytime atthecostof increaseaverheadn normalleaserenavals. We do
notinvestigatethis approachn this paper

3.1.3 The costof volumeleases

To analyzeVolumelLeaseswe assumehat seners grantleasesof lengtht¢, on volumesand of

lengtht on objects.Typically, the volumeleaseis muchshorterthanthe objectleasesput whena
clientaccessemultiple objectsfrom the samevolumein a shortamountof time, thevolumelease
is likely to bevalid for all of theseaccessesAs thereadcostcolumnof Tablel indicatesthe cost

of atypical read,measuredn messageper read,is m ﬁ. Thefirst termreflectsthe

factthatthevolumeleasemustberenavedeveryt, seconds$ut thatthe renaval is amortizedover
all objectsin the volume,assuminghatobjecto is readR, timespersecond.The secondermis
the standardcostof renaving an objectlease.As the ack wait delay columnindicates,if a client
or network failure preventsa sener from contactinga client, awrite to anobjectmustbe delayed
for t t, ,i.e., until eitherleaseexpires. As the write costandserverstatecolumnsindicate,
senerstrackall clientsthathold valid objectleasesandnotify themall whenobjectsaremodified.
Finally, asthe staletime columnsindicate,VolumeLeasesever suppliesstaledatato clients.

3.1.4 Protocolverification

To verify the correctnessf the consisteng algorithm,we implementeda variationof the volume
leasesalgorithmdescribedn Figures3 and4 usingthe Teapotsystem[4]. The Teapotversionof
the algorithmdiffersfrom the onedescribedn the figuresin two ways. First, the Teapotversion
usesasimplifiedreconnectiomprotocolfor Unreachablelients. Ratherthanrestoreaclient’'s setof
objectleasesthe Teapotversionclearsall of theclient’s objectleasesvhenanUnreachablelient
reconnects.The seconddifferenceis thatin the Teapotversionevery network requestincludesa
sequenc&umberthatis repeatedn the correspondingeply. Thesesequenceumbersallow the
protocolto matchrepliesto requests.

Teapotallows usto describethe consisteng statemachinesn a corvenientsyntaxandthento
generateMurphi [7] codefor mechanicalrerification. The Murphi systemsearcheshe protocol’s
statespacdor deadlocksor casesvherethe systems correcnesfvariantsareviolated. Although
Murphi’s exhaustve searchof the statespaceis an exponentialalgorithmthat only allows usto
verify small modelsof the system,in practicethis approacHinds mary bugsthataredifficult to
locateby handandgivesusconfidencen the correctnessf our algorithm[3].

Murphi verifiesthatthe following two invariantshold: (1) whenthe sener writes an object,
no client hasboth a valid objectleaseand a valid volume leasefor that objectand (2) whena
client readsan object, it hasthe currentversionof the object. The systemwe verified contains
onevolumewith two objectsin it, andit includesoneclientandonesenerthatcommunicatever
a network. Clientsandsenerscancrashat ary time, andthe network layer canlose messages
at ary time but cannotdeliver messagesut of order;the network layer canalsoreportmessages
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lost whenthey are,in fact, delivered. We have testedportionsof the statespacefor somelarger
models but largermodelsexhaustour testmachines 1 GB of memorybeforetheentirestatespace
is examined.

3.2 Volumeleaseswith delayedinvalidations

The performanceof Wolume Leasescan be improved by recognizingthat oncea volume lease
expires,aclientcannotuseobjectleasesrom thatvolumewithoutfirst contactinghesener. Thus,
ratherthaninvalidating objectleasesmmediatelyfor clientswhosevolumeleaseshave expired,
the sener cansendinvalidation messagesvhen (andif) the client renavs the volumelease. In
particular the Volume Leaseswith DelayedInvalidationsalgorithm modifies Volume Leasesas
follows. If thesener modifiesanobjectfor whichaclientholdsavalid objectleasebut anexpired
volume lease,the sener movesthe client to a pervolume Inactive set, and the sener appends
ary objectinvalidationsfor inactive clientsto a perinactive-clientPendingMessae list. Whenan
inactive clientrenavs a volume,the sener sendsall pendingmessaget thatclient andwaitsfor
the client’s acknavledgmentbeforerenaving the volume. After a client hasbeeninactive for
secondsthe sener movesthe client from the Inactive setto the Unreachablesetanddiscardghe
client's PendingMessagdist. Thus, limits theamountof statestoredatthe sener. Smallvalues
for reducesener statebut increasehe costof re-establishingyolumeleasesvhenunreachable
clientsbecomeeconnected.

As Table 1 indicates,when a write occurs,the sener must contactthe C, clientsthat hold
valid volumeleasegatherthanthe C, clientsthathold valid objectleases Delayedinvalidations
provide three advantagesover Volume Leases First, sener writes can proceedfasterbecause
mary invalidationmessagesare delayedor omitted. Secondthe sener canbatchsereral object
invalidationmessaget a clientinto a singlenetwork messagevhentheclientrenavs its volume
lease therebyreducingnetwork overhead.Third, if a client doesnot renev a volumefor along
periodof time, the sener canavoid sendingthe objectinvalidationmessageby moving theclient
to the Unreachablsetandusingthereconnectiorprotocolif theclienteverreturns.

3.3 Best-efbrt volume leases

Someapplicationsdo not require strong consisteng but do want to deliver timely updatesto
clients. For example,whenan importantevent occurs,a news servicewould like to invalidate
stalecopiesof their front pagequickly ratherthanwait until all customerknow thatthe old page
is invalid. Thus,it is interestingto considerbest-efort algorithms.A besteffort algorithmshould
alwaysallow writesto proceedmmediately andit shouldnotify clientsof writeswhendoingso
doesnotdelaywrites.

Any of the volume algorithmsmay be corvertedto besteffort algorithmsby sendinginvali-
dationsin parallel with writes. Table1l summarizeshe characteristic®f the besteffort version
of the Delayedinvalidationsalgorithm. By sendinginvalidationsin parallelwith writes,thealgo-
rithm limits the expectedstalereadtime to notify C,, —thetime it takesfor the senerto sendthe
messages—withoutelayingwrites.

Note that in the besteffort algorithms,volume leasessene a differentpurposethanin the
original volumealgorithms:they limit the time duringwhich clientscanseestaledata. Whereas
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strongconsisteng algorithmsgenerallysetthe volumeleaseime (¢,) to bethelongestperiodthey

arewilling to delay a write, this is no longer a factor for besteffort algorithms. Instead,these
algorithmssett, to thelongesttime they will allow disconnectedlientsto unknavingly seestale
data. Sinceonly the disconnectealients are affectedby long ¢, values,this may allow larger
valuesfor t, thanbefore. For example,a news serviceusing strongconsisteng might not want
to block disseminatiorof a news updatefor more thana few secondsput it may be willing to

allow a few disconnectedalientsto seethe old news for several minutes. Thus, sucha system
mightuset, = 0 co understrongconsisteny, but it mightuset, = 0 t undera
besteffort algorithm.As with the original volumealgorithms ,combiningshortvolumeleaseswith

long objectleasesllows leasego be shortwhile amortizingrenaval costsover mary objects.

4 Methodology

To examinethe algorithms’performancewe simulatedeachalgorithmdiscussedn Tablel under
aworkloadbasednwebtracedata.

4.1 Simulator

We simulatea setof senersthat modify files andprovide files to clients,anda setof clientsthat
readfiles. Thesimulatoracceptdimestampedeadandmodify eventsfrom inputfiles andupdates
the cachestate. The simulatorrecordsthe sizeand numberof messagesentby eachsener and
eachclient, aswell asthesizeof the cacheconsistenyg statemaintainecat eachsener.

We validatedthe simulatorin two ways. First, we obtainedGwertzmanand Seltzers simula-
tor [10] andoneof their traces,andcomparedour simulators resultsto theirsfor the algorithms
that are commonbetweenthe two studies. Second we usedour simulatorto examineour algo-
rithms undersimple syntheticworkloadsfor which we could analytically computethe expected
results.In bothcasespur simulators resultsmatchthe expectedresults.

Limitations of the simulator. Our simulatormakes several simplifying assumptionsFirst,
it doesnot simulateconcurreng—it completelyprocessegachtraceeventbeforeprocessinghe
next one. This simplificationallows usto ignoredetailssuchasmutualexclusionon internaldata
structuresraceconditions,anddeadlocks Althoughthis could changethe messagethataresent
(if, for instanceafile is readataboutthesametimeit is written), we do not believe thatsimulating
thesedetailswould significantlyaffect our performanceesults.

Secondwe assumenfinitely large cachesandwe do not simulatesener disk accessesBoth
of theseeffectsreducepotentiallysignificantsourcesof work thatarethe sameacrossalgorithms.
Thus,our resultswill magnifythedifferencesamongthealgorithms.

Finally, we assumehatthe systemmaintainscacheconsisteng on entirefiles ratherthanon
somefiner granularity We choseto examinewhole-file consisteng becausehis is currentlythe
mostcommonapproachHor WAN workloadg1]. Fine-graineadtonsisteng mayreducetheamount
of datatraffic, but it alsoincreaseghe numberof control messagesequiredby the consisteng
algorithm. Thus, fine-grainedcacheconsisteng would likely increasethe relative differences
amongthealgorithms.
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4.2 Workload

We useaworkloadbasedon tracesof HTTP accesseat BostonUniversity [6]. Thesetracesspan
four monthsduring Januaryl995throughMay 1995 andincludeall HTTP accesseby Mosaic
browsers—includindocal cachehits—for 33 SFARCstations.

Althoughthesdracesontaindetailednformationaboutclientreadsthey donotindicatewhen
filesaremodified. We thereforesynthesizevritesto theobjectsusinga simplemodelbasedn two
studiesof write patternsfor web pages.Bestaros [2] examinedtracesof the BostonUniversity
web sener, andGwertzmanand Seltzer[10] examinedthe write patternsof threeuniversity web
seners. Both studiesconcludedthat few files changerapidly, andthat globally popularfiles are
lesslik ely to changehanotherfiles. For example,GwertzmarandSeltzers studyfoundthat2%—
23% of all files weremutable(eachfile hada greaterthan5% chanceof changingon ary given
day)and0%-5%of thefiles werevery mutable(hadgreaterthan20% chanceof changingduring
a24-hourperiod).

Basedon thesestudies,our syntheticwrite workload divides the files in the traceinto four
groups. We give the 10% mostreferencediles a low averagenumberof randomwrites per day
(we usea Poissondistribution with an expectednumberof writes per day of 0.005). We then
randomlyplacethe remaining90% of thefiles into threesets.Thefirst set,which includes3% of
all files in thetrace,arevery mutableandhave an expectednumberof writes perdayof 0.2. The
secondset,10% of all files in the trace,are mutableand have an expectednumberof writes per
dayof 0.05. Theremaining77%of thefiles have anexpectechumberof writesperdayof 0.02.1n
section5.4,we examinethe sensitvity of our resultsto theseparameters.

We simulatethe 1000mostfrequentlyaccessedeners;this subsebf the senersaccountdor
more than 90% of all accesse the trace. Our workload consistsof 977,899readsof 68,665
differentfiles plus 209,461artificially generatedvrites to thosefiles. The files in the workload
aregroupedinto 1000volumescorrespondindo the 1000seners. We leave more sophisticated
groupingasfuturework.

5 Simulation results

This sectionpresentsimulationresultsthatcompardhevolumealgorithmswith otherconsisteng
schemesin interpretingtheseresults,remembethatthe traceworkloadtracksthe actwvities of a
relatvely smallnumberof clients. In reality, senerswould be accessethy mary otherclients,so
the absolutevalueswe reportfor sener andnetwork load arelower thanwhat the senerswould
actuallyexperience.Ilnsteadof focusingon the absolutenumbersin theseexperimentswe focus
ontherelative performancef the algorithmsunderthis workload.

5.1 Sewer/network load

Figure5 shaws the performanceof the algorithms. The x-axis, which usesa logarithmic scale,
givesthe objecttimeoutlengthin secondgt) usedby eachalgorithm,while the y-axis givesthe
numberof messagesentbetweerthe client andseners. For VolumelLease t refersto the object
leasetimeoutandnot the volumeleasetimeout; we usedifferentcurvesto show differentvolume
leasetimeoutsandindicatethe volumeleasetime (¢,) in the secondparametenf the label. For
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Figure5: Numberof messagess. timeoutlength.

the Delay Volumelines,we assumeaninfinite acknowledgmentwait delay( ) assignifiedby the
third parameterthis meanghata sener never movesidle clientsto the unreachabldist. Theline
for Callbad is flat becauseCallbad invalidatesall cachedcopiesregardlessof ¢. The Leaseand
basicVolumelLeasdinesdeclineuntil t reachesbout100,000secondsandthenriseslightly. This
shapecomesfrom two competinginfluences.As t rises,the numberof leaserenavals by clients
declines,but the numberof invalidationssentto clients holding valid leasesncreases.For this
workload, oncea client hasheld an objectfor 100,000secondsit is morelikely thatthe sener
will modify the objectthanthatthe client will readit, so leasesshorterthanthis reducesystem
load. As t increasesClient Poll andDelayedinvalidation sendstrictly fewer messagesClient
Poll never senddnvalidationmessagesand Delayedinvalidation avoids sendinginvalidationsto
clientsthatarenolongeraccessin@volume,evenif theclientshold valid objectleasesNotethat
for timeoutsof 100,000seconds(Client Poll resultsin clientsaccessingtaledataon about1% of
all reads,andfor timeoutvaluesof 1,000,000secondsthe algorithmresultsin clientsaccessing
stalecopieson about5% of all reads.

The separatiorof the Leasét), Volumdt ¢, = 0), andVolumdt t, = 00) linesshows the
additionaloverheadf maintainingvolumeleases Shortervolumetimeoutsncreasehisoverhead.
Leasecanbethoughtof asthelimiting caseof infinite-lengthvolumeleases.

AlthoughVWlumelLeasesmposesasignificantoverheaccomparedo Leasedor agivenvalueof
t, applicationghat careaboutfault tolerancecanachiese betterperformancevith VolumelLeases
thanwithout. For example,the trianglesin the figure highlight the bestperformanceachiezable
by a systemthat doesnot allow writes to be delayedfor more than 10 secondsfor Leasét),
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\Volumdt t, = 0), andDelayedinvalidationgt ¢, = 0 = ). Volumdt = 00000 ¢, = 0)
sends32%fewer messagethanlLeas¢t = 0), andDelayedinvalidationt = 0 ¢, = 0 =

) sends39% fewer messagethanlLeas€t = 0). Similarly, asindicatedby the squaresn the
figure,for applicationghatcandelaywritesatmost100secondsYolumelLeaseoutperformd_ease
by 30%andDelayedinvalidationsoutperformghe leasealgorithmby 40%.

Although providing strong consisteng is more expensve thanthe Poll algorithm, the cost
appeardolerablefor mary applications. For example,Poll(t = 00000) usesabout15% fewer
messageshan DelayedInvalidations¢ = 0 ¢, = 00 = ), butit suppliesstaledatato
clientson about1% of all reads.Evenin the extremecaseof Poll(t = 0 ) (in which clientssee
staledataon over 35% of reads) Delayedinvalidationsusedessthantwice asmary messageas
thepolling algorithm.

We alsoexaminedthe network bytessentby thesealgorithmsandthesener CPUloadimposed
by thesealgorithms.By bothof thesemetrics thedifferencen costof providing strongconsisteng
comparedo Poll wassmallerthanthedifferenceby the metric of network messagesrherelative
differencesamongthe leasealgorithmswas also smallerfor thesemetricsthanfor the network
messageetricfor the samereasons.

A key advantageof BestEffort VolumeLeasedor applicationghatpermitrelaxed consisteng
is the algorithmmay enablelongervolumeleasetimeoutsandthusmay reduceconsisteng over-
head. Strict consisteng algorithmssetthe volumetimeout, t,, to be the longesttolerablewrite
delay but the besteffort algorithmscansett, to be the longesttime disconnectedlientsshould

15



4500 T T T T T T T T T T T T

4000

3500 |- Callback
Object Lease(t)

3000 + Volume(t,10)
Volume(t,100)

Delay Volume(t,10(7)
Delay Volume(t,100(7)

2500

2000 -

Server States (Bytes)

1500

1000 -

500

Delay Volume(t,10,10000)
Delay Volume(t,100,10000)

+ n 1 ) s M| s s M| s s Ml s s M| s s s
1 10 100 1000 10000 100000 le+06 1le+07
t (timeout in seconds)

Figure7: Stateatthemostpopularsenervs. timeout.

be allowedto unknavingly accesstaledata;this mayallow largervaluesof ¢, for someservices
thatuseBestEffort. Figure6 shavs the effect of varyingthe volumeleasetimeouton the number
of messagesent.

5.2 Selrver state

Figures7 and8 shav theamountof senermemoryrequiredio implementhealgorithms.Thefirst
shavstherequirementatthetraces mostheavily loadedsener, andthesecondgshovsthedemand
at thetraces tenthmostheavily loadedsener. The x-axis shavs the timeoutin secondsisinga
log scale.They-axisis givenin bytesandrepresentthe averagenumberof bytesof memoryused
by the sener to maintainconsisteng state. We chage the seners16 bytesto storean objector
volume leaseor callbackrecord. For messagesgueuedby the Delay algorithm, we also chage
16 bytes.

For shorttimeouts the leasealgorithmsuselessmemorythanthe callbackalgorithmbecause
the leasealgorithmsdiscardcallbacksfor inactive clients. Comparedo standardeases\olume
Leasedncreasehe amountof stateneededat seners, but this increasds small because/olume
leasesare short, so senersgenerallymaintainfew active volumeleases.If the Delay algorithm
never movesclientsto the Unreachablesetit may storemessagedestinedor inactie clientsfor
a long time and usemore memorythanthe otheralgorithms. Corversely if Delay usesa short

parametesso thatit canmove clientsfrom the Inactive setto the Unreachablesetanddiscard
their pendingmessagesand callbacks,Delay canuselessstatethanthe otherleaseor callback
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algorithms. Note that running Delay with shortdiscardtimeswill increasesener load andthe
numberof consisteng messagesWe have not yet quantifiedthis effect becausét will dependon
implementatiordetailsof thereconnectiorprotocol.

5.3 Burstsof load

Figure9 shavsacumulatve histogramn whichthey value,shovnin log scale countsthenumber
of 1-secondoeriodsin which the load at the sener wasat leastx messagesentor receved per
second.Therearethreegroupsof lines. Client Poll andObjectLeaseboth useshorttimeouts,so
whenclientsreadgroupsof objectsfrom a sener, thesealgorithmssendgroupsof objectrenaval
message$o the sener. Callbadk and\Volumeuselong objectleaseperiods,so readtraffic puts
lessload on the sener, but writesresultin burstsof load whenpopularobjectsare modified. For
this workload, peakloadscorrespondo burstsof aboutone messageer client. Finally, Delay
useslong objectleasedso reduceburstsof readtraffic from clientsaccessingyroupsof objects,
andit delayssendinginvalidation message$o reduceburstsof traffic whenwrites occut This
combinationreduceghe peakloadonthe sener for this workload.

For theexperimentdescribedn the previousparagraphClient Poll andObjectLeasehave peri-
odsof higherloadthanCallbadk andVolumefor two reasonsFirst, the systenshowns performance
for amodestnumberof clients. Largernumbersof clientswould increasehe peakinvalidateload
for Callbad andVolume For Client Poll andObjectLeasegincreasinghenumberof clientswould
increaseeaksenerloadlessdramaticallybecauseeadrequestgrom additionalclientswould be
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morespreadoutin time. The secondreasorfor Callbadk andVolumeés advantagein this experi-
mentis thatin thetraceclientsreaddatafrom senersin bursts,but writesto volumesarenot bursty
in thata write to oneobjectin avolumedoesnot make it morelik ely thatanotherobjectfrom the
samevolumewill soonbe modified. Corversely Figure 10 shavs a “bursty write” workloadin
which whenoneobjectis modified,we select otherobjectsfrom the samevolumeto modify at
thesametime. For this graph,we compute asarandomexponentialvariablewith a meanof 10.
This workloadsignificantlyincreaseshe burstsof invalidationtraffic for VolumeandCallbad.

5.4 Sensitvity

Our workload utilizes a traceof readevents,but it generatesvrite eventssynthetically In this
subsectionye examinehow differentassumptionsiboutwrite frequeng affect our results.

Figure 11 shaws the performanceof the algorithmsfor representatie parametergaswe vary
the write frequeng. Our default workload givesthe 10% mostreferencediles a perday change
probability of 0.5%,3% of thefiles a perday changeprobability of 20%, 10% of thefiles a prob-
ability of 5%, and 77% of the files a perday changeprobability of 2%. For eachpoint on the
graph,we multiply thoseperday probabilitiesby the valueindicatedby the x-axis. Note thatour
workload generatorcorverts perday changeprobabilitiesto persecondchangeprobabilities,so
perday probabilitiesgreatethan100%arepossible

We examinetheleasealgorithmsasthey might be parameterizeth a systenthatneverwishes
to delaywritesmorethan100secondsandcompareo a poll algorithmwith a 100-secondimeout
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anda callbackalgorithmwith infinite timeout. Theseresultsindicatethatthe Client Poll(t = 00)
andLeasét = 00) arelittle affectedby changingwrite rates.Thisis becaus¢he objecttimeouts
are so short that writes are unlikely to causemary invalidationseven when their frequeng is
increasedlL00-fold. The volume leasealgorithmsand Callbad all costmore aswrite frequeng
increases.The costof Volumdt = 000000 ¢, = 00) andCallbadk increasemorequickly than
the costof DelayedVolumgt = 0000000 ¢, = 00 = ) becausehe first two algorithms
have long objectcallbackperiodsandthussendinvalidationmessaget all clientsthathave done
readsbetweena pair of writes. DelayedVolumerisesmoreslowly becausét doesnot sendobject
invalidationsonceavolumeleaseexpires.

6 Relatedwork

Our study builds on efforts to assesshe costof strongconsisteng in wide areanetworks. Gw-

ertzmanandSeltzer[10] comparecacheconsisteng approachethroughsimulationandconclude
that protocolsthat provide weakconsisteng arethe mostsuitableto a Web-like ervironment. In

particular they find that an adaptve versionof Poll(t) exertsa lower sener load thanan invali-

dationprotocolif the polling algorithmis allowedto returnstaledata4% of thetime. We arrive

at differentconclusions.In particular we obsene that much of the apparentadvantageof weak
consisteng over strongconsisteng in termsof network traffic comesfrom clientsreadingstale
data[14]. Also, we usevolumeleasego addressnary of the challengedo strongconsisteny.
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We alsobuild onthework of Liu andCao[14], who usea prototypesener invalidationsystem
to evaluatethe overheadf maintainingconsisteng atthesenerscomparedo clientpolling. They
alsostudywaysto reducesener statevia perobjectleases.As with our study their workloadis
basedon atraceof readrequestandsynthetically-generatedrite requestsOur work differspri-
marily in our treatmenbf faulttolerancassueslin particular afterasenerrecoversour algorithm
usesvolumetimeoutsto “notify” clientsthatthey mustcontactthe senerto renav leasesLiu and
Cao’s algorithmrequiresthe sener to sendmessageto all clientsthat might be cachingobjects
from the sener. Also, our volume leasesprovide a gracefulway to handlenetwork partitions;
whena network failure occurs,Liu andCao’s algorithmmustperiodicallyretransmitnvalidation
messagesndit doesnotguaranteetrongconsistenyg in thatcase.

Cacheconsisteng protocolshave long beenstudiedfor distributedfile systemdq11, 17, 19].
Severalaspectof Codas [13] consisteng protocolarereflectedin our algorithms.In particular
our notion of a volume is similar to that usedin Coda[16]. However, oursdiffer in two key
respectsFirst, Codadoesnotassociat&olumeswith leasesandreliesinsteadon othermethodgo
determinevhensenersandclientsbecomeadisconnectedT he combinationof shortvolumeleases
and long objectleasesis one of our main contributions. Second,becauseCodawas designed
for differentworkloads,its designtrade-ofs are different. For example,becauseCodaexpects
clientsto communicatevith a smallnumberof senersandit regardsdisconnectiorasa common
occurrenceCodaaggressiely attemptsto setup volume callbacksto all senerson eachhoard
walk (every 10 minutes). In our ervironment, clients are associatedwvith a larger universeof
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seners,sowe only renav volumeleasesvhena client is actively accessinghe sener. Also, in
our algorithmwhenan objectis modified,the sener doesnot sendvolumeinvalidationmessages
to clientsthathold volumeleasesut not objectleaseson theobjectin question We thusavoid the
falsesharingproblemof which Mummertwarns[16].

Our besteffort leasesalgorithm provides similar semanticso and was inspired by Codas
optimistic concurreng protocol[13]. Bayou[20] andRover[12] alsoimplementoptimistic con-
curreng, but they candetectandreactto moregenerakypesof conflictsthancanCoda.

Worrell [21] studiedinvalidation-basegrotocolsin a hierarchicalcachingsystemand con-
cludedthat sener-driven consisteng was practicalfor the weh We planto explore waysto add
hierarchyto our algorithmsin thefuture.

Cacheconsisteng protocolshave long beenstudiedfor distributedfile systemdq18, 17, 19].
Howardet. al [11] reachedhe somevhat counterintuitive conclusionthat sener-driven consis-
teng/ generallyimposedessloadonthesenerthanclient polling eventhoughsener-drivenalgo-
rithmsprovide strongerguaranteefor clients. Thisis becausesenershave enoughinformationto
know exactly whenmessagereedto be sent.

Mogul’s draft proposalfor HTTP 1.1 [15] includesa notion of groupingfiles into volumes
to reducethe overheadof HTTP’s polling-basedconsisteng protocol. We are not aware of ary
implementation®f thisidea.

Finally, we notethatvolumelease®nthesetof all objectsprovidedby asenercanbethought
of asproviding a framework for the “heartbeat’'messageasedin mary distributedstatesystems.

7 Conclusions

We have takenthreecacheconsisteng algorithmsthathave beenpreviously appliedto file systems
andquantitatvely evaluatedhemin the context of Webworkloads.In particular we comparedhe
timeout-basedClient Poll algorithmwith the Callbadk algorithm, in which a sener invalidates
before eachwrite, and Gray and Cheritons Leasealgorithm. The Leasealgorithm presentsa
tradeof similarto the oneofferedby Client Poll. Onthe onehand,long leasegeducethe costof
readsby amortizingeachleaserenaval over mary reads.On the otherhand,shortleaseseduce
the delayon writeswhena failure occurs.To solve this problem,we have introducedthe Volume
Lease Wolume Leasewith DelayedInvalidation, and BestEffort Vblume Leasealgorithmsthat
allow senersto performwrites with minimal delay while minimizing the numberof messages
necessaryo maintainconsisteng. Our simulationsconfirmthe benefitsof thesealgorithm.
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