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Abstract
Many program analyses perform better and produce more precise
results when they are given precise pointer information. One di-
mension of precision is flow-sensitive pointer analysis (i.e., an anal-
ysis that respects a program’s control-flow), which has beenshown
to be useful for important applications such as program verification
and understanding, among others. However, this type of pointer
analysis has historically been unable to scale to programs with hun-
dreds of thousands of lines of code.

We present a new interprocedural flow-sensitive pointer analy-
sis that has significantly better performance than the current state-
of-the-art. There are two key ideas behind our algorithm: (1) We
stagethe pointer analysis by first running a flow-insensitive aux-
iliary pointer analysis that produces conservative def-use informa-
tion; the primary flow-sensitive analysis can then employ a sparse
analysis that efficiently propagates pointer information across these
conservative def-use chains; and (2) we exploit a novel notion of
equivalence calledaccess equivalence, which allows the algorithm
to efficiently apply the conservative def-use information for the
sparse analysis even when the conservative nature of the auxiliary
analysis produces a huge amount of def-use information. Together,
these techniques produce the first flow-sensitive pointer analysis
that can analyze a C program with 1.9M lines of code, an order of
magnitude improvement over the previous state-of-the-art.

1. Introduction
The performance and precision of many program analyses can
be improved by supplying the analyses with precise pointer in-
formation. While many dimensions of pointer analysis precision
exist, the poor scalability of the more precise analyses typically
forces practitioners to forsake precision in favor of performance.
Recently, however, substantial progress has been made in various
dimensions of precision. Context-sensitive pointer analysis is sig-
nificantly more efficient with the advent of BDD-based symbolic
analysis [2, 30, 31, 32, 33]. Similarly, the performance of inclusion-
based analysis, which is the most precise of the flow-insensitive
analyses, has been significantly improved in terms of both time and
memory [14, 15]. However, flow-sensitive pointer analysis has not
seen as much progress, even though it has been shown to be use-
ful for a number of program analyses [6, 12], including thosethat
check for security vulnerabilities [4, 11, 13], those that synthesize
hardware [32], and those that analyze multi-threaded codes[27].
Flow-sensitive pointer analysis has historically been unable to an-
alyze programs with more than a few tens of thousands of linesof
code.

Flow sensitive pointer analysis, which traditionally usesan iter-
ative data-flow analysis framework, is notoriously inefficient. Be-
cause the analysis does not know where pointer information is re-
quired, the analysis needlessly pushes pointer information to ev-

ery reachable node in the program, even those that cannot use
those data-flow facts. For large benchmarks, the control flowgraph
(CFG) can have hundreds of thousands of nodes; each node main-
tains two points-to graphs, one for incoming information and one
for outgoing information; each points-to graph in turn can have
hundreds of thousands of pointers; and each pointer can havethou-
sands of elements in its points-to set. Thus, each node stores and
propagates an enormous amount of useless information.

The typical method of optimizing a flow-sensitive data-flow
analysis is to perform asparse analysis[5, 26], which directly con-
nects variable definitions (defs) with their uses, allowingdata flow
facts to be propagated only to those program locations that need the
values. Thus, sparse analysis greatly improves the efficiency of the
algorithm in terms of both time and memory.

Unfortunately, pointer analysis does not lend itself to a sparse
analysis because pointer information is required to compute the
very def-use chains that enable a sparse analysis. This paper de-
scribes a new flow-sensitive pointer analysis algorithm that over-
comes this challenge.

1.1 Insights

The key insight behind our algorithm is tostagethe analysis using a
flow-insensitiveauxiliary pointer analysis to compute conservative
def-use information. Armed with this conservative def-useinfor-
mation, the primary flow-sensitive analysis can then be performed
sparsely. For this idea to work, the balance between the precision
and performance of the auxiliary analysis is critical. If the results
are too imprecise, the sparsity of the primary analysis willsuffer.
If the auxiliary analysis is not scalable, the primary analysis will
never get to execute. With its recent advances [14, 15], we believe
that inclusion-based analysis could lie in a sweet spot, because it
can analyze millions of lines of code in a matter of minutes and
because, as mentioned earlier, it is the most precise of the flow-
insensitive pointer analyses.

The primary difficulty of staged analysis is the complexity of
incorporating flow-insensitive def-use information whilemaintain-
ing the precision of a flow-sensitive pointer analysis. A second dif-
ficulty is the sheer number of def-use chains that are computed
by the auxiliary analysis. Each store through a pointer creates a
new definition for each variable in that pointer’s points-toset. Each
load through a pointer creates a new use for each variable in that
pointer’s points-to set. For large benchmarks, each pointer can have
thousands of elements in its points-to set, so the auxiliaryanalysis
can create hundreds of millions of def-use chains. We address both
of these issues in Section 4.

1.2 Contributions

This paper makes the following contributions:



• We introduce a new flow-sensitive pointer analysis, called
staged flow-sensitive analysis,which introduces the notion of
staging, in which the def-use chains created by a less precise
auxiliary pointer analysis are used to enable the sparsity of the
primary flow-sensitive pointer analysis.

• We introduce the notion ofaccess equivalence, which partitions
the conservative def-use chains into equivalence classes,allow-
ing our algorithm to efficiently process the huge amount of def-
use information.

• Using a collection of 16 open source C programs, we eval-
uate our new algorithm by comparing it to a baseline which
represents the prior state-of-the-art [16]. Our staged algorithm
can analyze a program with 1.9M LOC in under 14 minutes.
This program size is an order of magnitude larger than the
baseline’s largest program (344K LOC), and the baseline al-
gorithm itself represents an order of magnitude improvement
over its preceding state-of-the-art. In comparing our new algo-
rithm with the baseline, we see that for small programs—those
with fewer than 100K LOC, our new algorithm provides no
performance advantage. For mid-sized programs—those with
100K to 400K LOC, our new algorithm is 5.5× faster. And for
large programs—those with more than 800K LOC, our algo-
rithm completes while the baseline does not.

The remainder of this paper is organized as follows. Section2
provides important background information for understanding this
paper. Section 3 contrasts our work with prior research. Sections 4
and 5 then describe our new algorithm. Our experimental evalua-
tion is given in Section 6, and we conclude in Section 7.

2. Background
This section provides background that is necessary for understand-
ing the remainder of the paper. We first describe flow-sensitive
pointer analysis, then we describe static single assignment form,
and then we describe the particular compiler infrastructure that we
use for this work.

2.1 Flow-Sensitive Pointer Analysis

Flow-sensitive pointer analysis respects a program’s control flow
and computes a separate solution for each program point, in con-
trast to a flow-insensitive analysis, which ignores statement order-
ing and computes a single solution that is conservatively correct for
all program points.

Traditional flow-sensitive pointer analysis uses an iterative data-
flow analysis framework, which employs a lattice of data-flowfacts
L , a meet operator on the lattice, and a family of monotone transfer
functions fi : L → L that map lattice elements to other lattice
elements. For pointer analysis the lattice elements are points-to
graphs, the meet operator is set union, and each transfer function
computes the effects of a program statement to transform an input
points-to graph into an output points-to graph. Analysis iscarried
out on thecontrol-flow graph(CFG), a directed graphG = 〈N,E〉
with a finite set of nodes (orprogram points), N, corresponding to
program statements and a set of edgesE ⊆ N×N corresponding
to the control flow between statements. To ensure decidability of
the analysis branch conditions are uninterpreted and branches are
treated as non-deterministic.

Each nodek of the CFG maintains two points-to graphs:INk,
representing the incoming pointer information, andOUTk, repre-
senting the outgoing pointer information. Each node is associated
with a transfer function that transformsINk to OUTk, characterized
by the setsGENk andKILL k, which represent the pointer informa-
tion generated by the node and killed by the node, respectively. The
contents of these two sets depend on the particular program state-

ment associated with nodek, and the contents can vary over the
course of the analysis as new pointer information is accumulated
(though the transfer function is still guaranteed to be monotonic).
The analysis iteratively computes the following two functions for
all nodesk until convergence:

INk =
[

x∈pred(k)

OUTx (1)

OUTk = GENk∪ (INk−KILL k) (2)

TheKILL set determines whether the analysis performs astrong
or weakupdate to the left-hand side of an assignment. When the
left-hand side definitely refers to a single memory locationv, a
strong update occurs in which theKILL set is used to remove all
points-to relationsv→ x prior to updatingv with a new set of
points-to relations. If the left-hand side cannot be determined to
point to a single memory location, then a weak update occurs:The
analysis cannot be surewhich of the possible memory locations
should actually be updated by the assignment, so to be conservative
it must setKILL to the empty set to preserve all of the existing
points-to relations.

An important aspect of any pointer analysis is theheap model,
i.e., how the conceptually infinite-size heap is abstractedinto a
finite set of memory locations. The most common practice, which
we follow in this paper, is to treat each static memory allocation site
as a single abstract memory location (which may map onto multiple
concrete memory locations during program execution).

2.2 SSA

Static single assignment(SSA) form is a common intermediate
representation that requires all variables to be defined exactly once
in the text of the program. Variables defined multiple times in the
original representation are split into separate instances, one for each
definition. When separate instances of the same variable arelive at
a join point in the control-flow graph, they are combined using aφ
function, which takes the old instances as arguments and assigns
the result to a new instance. SSA form is ideal for performing
sparse analyses because it makes def-use information explicit in the
program representation and allows data-flow information toflow
directly from variable definitions to their corresponding uses [26].

There are many known algorithms for converting a program into
SSA form [1, 3, 8, 9]. However, the problem becomes more difficult
when we consider indirect definitions and uses through pointers.
These definitions and uses can only be discovered using pointer
analysis. Because of the conservative nature of the pointeranaly-
sis results, each indirect definition and use is actually apossible
definition or use. Following Chow et al [7], we useχ andµ func-
tions to represent these possible definitions and uses. EachSTORE
in the original program representation (i.e., prior to the transforma-
tion into SSA form) is annotated with a functionv = χ(v) for each
variablev that may be defined by theSTORE; similarly, eachLOAD
in the original representation is annotated with a functionµ(v) for
each variablev that may be accessed by theLOAD. When convert-
ing to SSA form, eachχ function is treated as both a definition
and use of the given variable, and eachµ function is treated as a
use of the given variable. Theχ function represents the fact that a
variable may not be defined at the associatedSTOREand therefore
copies the old value of the variable into the new instance. The way
to interpret aSTOREwith an associatedχ function for variablev is
that theSTOREmay definev (in which case its value is the right-
hand side of theSTORE) or it may not (in which case its value is
unchanged).

To avoid these problems, modern compilers such as GCC [25]
and LLVM [22] use a variant of SSA, which we callpartial SSA



int a, b, *c, *d;

int* w = &a;
int* x = &b;
int** y = &c;
int** z = y;

c = 0;
*y = w;
*z = x;
y = &d;
z = y;
*y = w;
*z = x;

w1 = ALLOCa
x1 = ALLOCb
y1 = ALLOCc
z1 = y1
STORE0 y1
STOREw1 y1
STOREx1 z1
y2 = ALLOCd
z2 = y2
STOREw1 y2
STOREx1 z2

Figure 1. Example partial SSA code. On the left is the original C
code, on the right is the transformed code in partial SSA form.

int **a, *b, c;
a = &b;
b = &c;
c = 0;

a = ALLOCb
t = ALLOCc
STOREt a
STORE0 t

Figure 2. Example partial SSA code. On the left is the original C
code, on the right is the transformed code in partial SSA form.

form. The key idea is to divide variables into two classes. One class
contains variables that are never referenced by pointers (top-level
variables), so their definitions and uses can be trivially determined
by inspection without pointer information, and these variables can
be converted to SSA using any algorithm for constructing SSA
form. The other class contains those variables thatcan be refer-
enced by pointers (address-taken variables), and these variables are
not placed in SSA form because of the above-mentioned complica-
tions.

2.3 The LLVM IR

We use the LLVM compiler infrastructure to implement our algo-
rithm, so we now describe LLVM’s internal representation (IR) and
its particular instantiation of partial SSA form. While thedetails
and terminology are specific to LLVM, the ideas can be translated
to other forms of partial SSA. In LLVM, top-level variables are
kept in a (conceptually) infinite set of virtual registers which are
maintained in SSA form. Address-taken variables are kept inmem-
ory, and they are not in SSA form. Top-level variables are modi-
fied usingALLOC andCOPY instructions. Address-taken variables
are accessed viaLOAD and STORE instructions, which take top-
level pointer variables as arguments. The address-taken variables
are never referenced syntactically in the IR; they instead are only
referenced indirectly using theseLOAD and STORE instructions.
LLVM instructions use a 3-address format, so there is at mostone
level of pointer dereference for each instruction.

Figure 1 provides an example of a C code fragment and its
corresponding partial SSA form. Variablesw, x, y, andz are top-
level variables and have been converted to SSA form; variablesa, b,
c, andd are address-taken variables, so they are stored in memory
and accessed solely viaLOAD and STORE instructions. Because
the address-taken variables are not in SSA form, they can each be
defined multiple times, as with variablesc andd in the example.

Because address-taken variables cannot be directly named,
LLVM maintains the invariant that each address-taken variable
has at least one virtual register that refers only to that variable. To
illustrate this point, Figure 2 shows how a temporary variable, t,
is introduced in the LLVM IR to take the place of the variableb,
which in the original C code is referenced by a pointer.

The rest of this paper will assume the use of the LLVM IR,
which means that address-taken variables can only be definedor
used byLOAD andSTOREinstructions.

3. Related Work
Most of the previous advancements in flow-sensitive pointeranal-
ysis have exploited some form of sparsity to improve performance.

Chase et al [5] propose that SSA form be dynamically computed
during the course of the flow-sensitive pointer analysis. Chase et
al do not evaluate their idea, but a similar idea is evaluatedby
Tok et al [29], whose algorithm could analyze C programs with
almost 70,000 lines of code in roughly 30 minutes. The scalability
is limited by the cost of dynamically updating SSA form.

Our previous work [16] uses SSA form where possible and
uses iterative data-flow analysis elsewhere. More precisely, SSA
form is used for top-level variables, which by definition arenot
complicated by pointer accesses. Thus, the uses and definitions of
top-level pointers can be trivially determined by inspection, and
these variables can be converted to SSA without performing any
pointer analysis. By contrast, our staged analysis uses SSAform
for all variables.

Hasti and Horwitz [17] propose a scheme composed of two
passes: a flow-insensitive pointer analysis that gathers pointer in-
formation and a conversion pass that uses the pointer information
to transform the program into SSA form. The result of the second
pass is iteratively fed back into the first pass until convergence is
reached. Hasti and Horwitz leave open the question of whether the
resulting pointer information is equivalent to a flow-sensitive anal-
ysis; we believe that the resulting information is less precise than
a fully flow-sensitive pointer analysis. No experimental evaluation
of this technique has been published. In contrast to their work, our
staged algorithm uses a single pass of the the flow-insensitive anal-
ysis to compute a fully precise flow-sensitive analysis.

Hind and Pioli [18, 19] use a weaker form of sparsity in the
form of thesparse evaluation graph(SEG), which is a graph that is
derived from the CFG by eliding nodes that are irrelevant to pointer
analysis because they do not manipulate pointer information, while
at the same time maintaining the control-flow relations among
the remaining nodes. Hind and Pioli [18, 19] also introduce the
notion of filtered forward binding, which recognizes that when
passing pointer information to the target of a function call, it is
only necessary to pass pointer information that the callee can access
from a global or from one of the function parameters. Hind and
Pioli’s algorithm scales to about 30K LOC.

Previous work has also used notions similar to staging to im-
prove the efficiency of pointer analysis. Client-driven pointer anal-
ysis [13] analyzes the needs of a particular client and applies flow-
sensitive pointer analysis only to portions of the program that re-
quire that level of precision. Fink et al [11] apply a similartech-
nique specifically for typestate analysis by successively applying
more precise pointer analyses to a program, pruning away portions
of the program as each stage of precision has been successfully ver-
ified. Kahlon bootstraps the flow-sensitive pointer analysis by using
a flow-insensitive pointer analysis to first partition the program into
sections that can be analyzed independently [20]. Unlike staging,
these techniques use a preliminary analysis to reduce the size of the
input by either pruning [11, 13] or partitioning the program[20]. By
contrast, our staging employs the def-use chains computed by the
auxiliary pointer analysis to help create more precise def-use infor-
mation that in turn allows the algorithm to produce more precise
pointer information. Thus, pruning and partitioning are orthogonal
to staging and the ideas can be combined: a staged analysis does
not need to compute flow-sensitive solutions for all variables, only
the relevant ones.



*p = w

*q = x *r = y

u = *v s = *z

t = *z

AUX points-to sets
p→ {a}
q→ {b,c,d,e,f}
u→ {e,f}
r→ {a,b,d}
z→ {a,b,d}

Figure 3. Example CFG, along with a subset of the points-to sets
computed byAUX .

4. Staging the Analysis
The essential idea of our new algorithm is to enable sparse flow-
sensitive pointer analysis forall variables in the program by staging
the pointer analysis. We first employ an auxiliary, flow-insensitive
pointer analysis to compute conservative def-use information for a
program; we then use that information to increase the sparseness
of the primary, flow-sensitive pointer analysis, thereby greatly in-
creasing its efficiency. The remainder of this section discusses the
auxiliary pointer analysis and how to use its results to optimize the
primary analysis.

4.1 Auxiliary Pointer Analysis

Any flow-insensitive pointer analysis can be used for the auxiliary
analysis. There are many to choose from, ranging from the simplest
address-taken analysis (which reports that any pointer canpoint
to any variable whose address has been taken), to Steensgaard’s
analysis [28], to Das’ One-Level Flow [10], to inclusion-based (i.e.,
Andersen-style) analysis, which is the most precise of all these
analyses. In choosing an auxiliary pointer analysis, thereare two
important considerations: (1) how scalable the auxiliary analysis
is, and (2) how effective its results are for optimizing the primary,
flow-sensitive analysis. The more precise the auxiliary analysis,
the more sparse the primary analysis will be; for this reason, and
because recent work has made inclusion-based analysis extremely
scalable [14, 15], we believe that inclusion-based analysis is the
best choice. Henceforth, we will designate the chosen auxiliary
pointer analysis asAUX .

4.2 Sparse Flow-Sensitive Pointer Analysis

The primary data structure that we use for the sparse flow-sensitive
pointer analysis is a def-use graph (DUG). TheDUG contains a node
for each statement in the program, and its edges represent def-use
chains—if a variable is defined in nodex and used in nodey, there
is a directed edge fromx to y. The def-use edges for top-level vari-
ables are trivial to determine from inspection of the program; the
def-use edges for address-taken variables requireAUX to compute.
This section describes how these def-use edges are computed, as
well as how the precision of the flow-sensitive analysis is main-
tained while using flow-insensitive def-use information.

The first step is to use the results ofAUX to convert the address-
taken variables into SSA form. We annotate theLOADs andSTOREs
usingχ andµ functions as described in Section 2.2, then convert the
program to SSA form using any standard SSA algorithm [1, 3, 8,9].
Figure 3 shows a small example program along with some pointer
information discovered byAUX . Figure 4 shows the same example
program, annotated withχ andµ functions and translated into SSA.

Note that the def-use information revealed by theχ andµ func-
tions and SSA form is conservative with respect to the more precise
flow-sensitive information that will be computed by the primary

*p = w
a1 = χ(a0)

*q = x
b1 = χ(b0); c1 = χ(c0)
d1 = χ(d0); e1 = χ(e0)

f1 = χ( f0)

*r = y
a2 = χ(a1); b2 = χ(b0)

d2 = χ(d0)

u = *v
µ(e1); µ( f1)

s = *z
µ(a2); µ(b2); µ(c0); µ(d2)

t = *z
µ(a3); µ(b3); µ(c2); µ(d3)

a3 = φ(a1,a2)
b3 = φ(b1,b2)
c2 = φ(c0,c1)
d3 = φ(d1,d2)

Figure 4. The SSA information for Figure 3.

analysis. In particular, there are three possibilities that must be ad-
dressed for aSTORE*x = y that is annotated withvm = χ(vn):

1. x may not point tov in the flow-sensitive results. In this case,
the analysis should interpret theSTOREbased solely on theχ
function; in other words,vm should be a copy ofvn and not
incorporatey at all.

2. x may point only tov in the flow-sensitive results. In this case,
the analysis can strongly update the points-to informationfor v;
in other words,vm should be a copy ofy and not incorporatevn
at all.

3. x may point tov as well as other variables in the flow-sensitive
results. In this case, the analysis must weakly update the points-
to information forv; in other words,vm should incorporate the
points-to information from bothvn andy.

By using the SSA form to fill in the def-use graphDUG, we can
accommodate all of these possibilities. For eachSTOREannotated
with a function vm = χ(vn), we create a def-use edge to every
statement that usesvm as the argument of aχ, µ, or φ function.
We label each def-use edge for an address-taken variable with
that variable, so the analysis can determine along which edge to
propagate a given variable’s points-to information. Figure 5 shows
the example program from Figure 3 converted into a def-use graph
based on the SSA information from Figure 4.

During the flow-sensitive analysis, points-to informationfor all
variables that may be defined by aSTOREare propagated to that
STORE. When theSTOREis evaluated, each variable defined by the
STOREhas its points-to information modified in theSTORE’s local
points-to graph, using a strong or weak update as appropriate. The
points-to information for all potentially-defined variables is then
propagated along the appropriate def-use edges from theSTORE,
regardless of whether theSTORE actually defined the variable or
not.

Theorem 1 (The Analysis is Correct). Every definition of a vari-
able reaches its corresponding uses, and the analysis computes pre-
cise flow-sensitive pointer information.

Proof. We prove the theorem in two parts:
Every def reaches its corresponding uses. Points-to informa-

tion flows along the def-use chains inDUG computed byAUX . Since



[e] [f][b] [c] [d]

[a]

[a] [b] [d] [a][b] [d]

*p = w

*q = x*r = y

u = *vs = *z t = *z

Figure 5. The def-use graph for Figures 3 and 4; each edge is
labeled with the variables used by the destination.

AUX computes an over-approximation of the information computed
by the flow-sensitive analysis, the def-use chains inDUG are a su-
perset of the def-use chains that would be computed by the flow-
sensitive analysis. Therefore all defs must reach their correspond-
ing uses.

The sparse analysis is precise. The threeSTOREpossibilities
listed above must be correctly handled by the sparse analysis. The
key insight required to prove that the analysis correctly handles
each possibility is that the points-to information at eachDUG node
increases monotonically—once a pointer contains a variablev in its
points-to set at noden, that pointer will always containv at node
n. This fact constrains the transitions that eachSTORE can make
among the three possibilities.

Suppose we have aSTORE *x = y. First, we note that the
STORE is not processed ifx is NULL—either we will revisit this
node whenx is updated, or the program will never execute past this
point (because it will be dereferencing a null pointer). Therefore
if we’re visiting the STORE, thenx must point to something. The
monotonicity property constrains the transitions that theanalysis
may take among the three possibilities for thisSTORE: the analysis
may transition from (1) or (2) to (3), and from (1) to (2), but it can
never transition from (2) to (1) and never from (3) to either (1) or
(2).

More concretely, suppose thatx does not point tov when the
STORE is visited. Then the analysis will propagate the old value
of v past this node. Later in the analysis,x may be updated to
point tov; if so, theSTOREmustbe a weak update (possibility 3)
becausex already points to some variable other thanv at this point
in the program and it cannot change that fact. So the analysiswill
updatev with both the old value ofv andthe value ofy, which is a
superset of the value it propagated at the last visit (the oldvalue of
v). Similar reasoning shows that if theSTOREis originally a strong
update (possibility 2) and later becomes a weak update, the analysis
still operates correctly.

4.3 Access Equivalence

A difficulty that immediately arises when using the technique de-
scribed above is the sheer number of def-use edges that may be
required. EachSTOREcan define thousands of variables, based on
the dereferenced variable’s points-to set size, and each variable can
be defined dozens or hundreds of times—in large benchmarks, hun-
dreds of millions of def-use edges may be created, far too many to
enable a scalable analysis. To combat this problem, we introduce
the notion ofaccess equivalence, which will enable us to represent
the same information in a much more compact fashion.

Two address-taken variablesx and y are access equivalent if
whenever one is accessed by aLOAD or STORE instruction, so is
the other; in other words, for all variablesv such thatv is derefer-

[ef][bd] [c]

[a]

[a] [bd] [a] [bd]

*p = w

*q = x*r = y

u = *vs = *z t = *z

Figure 6. The def-use graph of Figure 5 after applying access
equivalence.

enced in aLOAD or STORE, x ∈ points-to(v)⇔ y ∈ points-to(v).
This notion of equivalence is similar, but not identical to the no-
tion of location equivalencedescribed by Hardekopf and Lin [15].
The difference is that location equivalence examinesall pointers
in a program to determine whether two variables are equivalent,
whereas access equivalence only looks at pointers dereferenced in
a LOAD or STORE; two variables may be access equivalent without
being location equivalent (but not vice-versa).

The advantage of access equivalence is that all access-equivalent
variables will have identical def-use chains computed by the SSA
algorithm. This is easy to see—by definition, anySTORE that de-
fines one variable must also define all access-equivalent variables,
and similarly anyLOAD that uses one variable must also use all
access-equivalent variables.

To determine access equivalence usingAUX , we must deter-
mine which variables are accessed by the same set ofLOADs and
STOREs. LetAE be a map from address-taken variables to sets of
instructions. For eachLOAD or STOREinstructionI , for each vari-
ablev accessed byI , AE(v) includesI . Once all instructions have
been processed, any two variablesx and y are access-equivalent
if AE(x) = AE(y). This process takesO(I ·V) time, whereI is
the number ofLOAD/STORE instructions andV is the number of
address-taken variables.

For Figure 3, the access equivalences are:{a},{b,d},{c},{e, f }.
Figure 6 shows the same def-use graph as Figure 5 except with
edges for access-equivalent variables collapsed into a single edge.

It is important to note that the access equivalences are computed
usingAUX , and therefore are conservative with respect to the actual
access equivalences using the flow-sensitive pointer analysis. For
this reason, while edges are labeled using access equivalences, the
points-to graphs at each node use the actual variables. The def-use
edges are now labeled with the access equivalence partitioneach
edge represents, instead of being labeled with individual variables;
when propagating a variable’s points-to information across the def-
use edges, the information is only propagated across edges labeled
with the specific partition that variable belongs to.

4.4 Interprocedural Analysis

There are two possible approaches for extending the analysis de-
scribed above to an interprocedural analysis. The first option is to
compute sparseness separately for each function, treatinga func-
tion call as a definition of all variables defined by the calleeand as
a use of all variables used by the callee. The downside of thisap-
proach is variable def-use chains can span a number of functions;
treating each function call between the definition and the use as a
collection point can adversely affect the sparseness of theanalysis.



The second option, and the one that we use for our work, is to
compute the sparseness for the entire program at once, directly con-
necting variable definitions and uses even across function bound-
aries. An important consideration for this approach is how to han-
dle indirect calls via function pointers. Some of the def-use chains
that span multiple functions may be dependent on the resolution
of indirect calls. The technique outlined earlier does not com-
pensate for this problem—it assumes that the def-use chainsare
only dependent on the points-to sets of the pointers used by an
instruction, without taking into account any additional dependen-
cies on the points-to sets of unrelated function pointers. In other
words, this technique may lose precision if the call-graph com-
puted by AUX over-approximates the call-graph computed by a
flow-sensitive pointer analysis.

There are two possible solutions to this problem. The easiest is
simply to assume theAUX computes a precise call-graph, i.e., the
same call-graph the flow-sensitive pointer analysis would compute.
If AUX is fairly precise (e.g., an inclusion-based analysis), this
is a good assumption to make—it has been shown that precise
call-graphs can be constructed using only flow-insensitivepointer
analysis [24]. We use an inclusion-based analysis forAUX , and
hence this is the solution we use for our work.

If this assumption is not desirable, then the technique mustbe
adjusted to account for the extra dependencies. Each def-use chain
that crosses a function boundary and depends on the resolution of
an indirect call is annotated with the〈 f unction pointer, target f unction〉
pair that it depends on. Pointer information is not propagated across
this def-use edge unless the appropriate target has been computed
to be part of the function pointer’s points-to set.

5. The Final Algorithm
Putting everything together, we arrive at the final algorithm for
sparse flow-sensitive pointer analysis. We begin with a series of
preprocessing steps prior to the analysis itself:

1. RunAUX to compute conservative def-use information for the
program being analyzed.

2. Use the results ofAUX to compute the interprocedural control-
flow graph (ICFG [21]) of the program, including resolving
indirect calls to their potential targets. All function calls are then
translated into a set ofCOPY instructions to represent parameter
assignments, and similarly function returns are also translated
into COPY instructions.

3. Compute exact SSA information for all top-level variables.

4. Partition the address-taken variables into access equivalence
classes as described in Section 4.3.

5. For each partitionP, use the results ofAUX to:

• Label eachSTORE that may modify a variable inP with a
functionP = χ(P).

• Label eachLOAD that may access a variable inP with a
functionµ(P).

6. Compute SSA form for the partitions, using any of many avail-
able methods (e.g., [1, 3, 8, 9]).

7. Construct the def-use graph by creating a node for each pointer-
related instruction and eachφ function created by step 6, then:

• For eachALLOC, COPY, and LOAD nodeN, add an unla-
beled edge fromN to every other node that uses the variable
defined byN (note that because of step 3, nodes of these
types each define a unique variable; theCOPYnodes include
theφ functions computed by step 3).

• For eachSTORE nodeN that has aχ function defining a
partition variablePn, add an edge fromN to every node
that usesPn (either in aφ, χ or µ function), labeled by the
partitionP.

• For eachφ nodeN that defines a partition variablePn, create
an unlabeled edge to every node that usesPn.

Once the preprocessing is complete, the sparse analysis itself
can begin. The analysis uses the following data structures:

• There is a node worklistWorklist, initialized to contain all
ALLOC nodes.

• There is a global points-to graphPG that holds the points-to
sets for all top-level variables. LetPtop(v) be the points-to set
for top-level variablev.

• Every LOAD and φ nodek contains a points-to graphINk to
hold the pointer information for all address-taken variables that
may be accessed by that node. LetPk(v) be the points-to set for
address-taken variablev contained inINk.

• Every STOREnodek contains two points-to graphs to hold the
pointer information for all address-taken variables that may be
defined by that node:INk for the incoming pointer information
andOUTk for the outgoing pointer information. LetPk(v) be the
points-to set of address-taken variablev in INk.

• For each address-taken variablev, part(v) returns the variable
partition thatv belongs to.

The main body of the algorithm is listed in Algorithm 1. The
loop iteratively selects a node from the worklist and processes it,
which may add new nodes to the worklist. It continues until the
worklist is empty, at which point the analysis is complete. Each
different type of node is processed as listed in Algorithms 2–6. The
←֓ operator represents set update,→ represents an unlabeled edge
in the def-use graph, and

x
−→ represents an edge labeled withx.

Algorithm 1 Main body of the semi flow-sensitive pointer analysis
algorithm.

Require: DEF/USE= 〈N,E〉
while Worklist is not emptydo

k =SELECT(Worklist)
switch typeof(k):

case ALLOC: processAlloc(k)
case COPY: processCopy(k)
case LOAD: processLoad(k)
case STORE: processStore(k)
case φ: processPhi(k)

Algorithm 2 processAlloc(k) : [x = ALLOCi ]

PG←֓ {x→ ALLOCi}
if PGchangedthen

Worklist←֓ { n | k→ n∈ E}

Algorithm 3 processCopy(k) : [x = y z ...]

for all v∈ right-hand sidedo
PG←֓ {x→ Ptop(v)}

if PGchangedthen
Worklist←֓ { n | k→ n∈ E}



Algorithm 4 processLoad(k) : [x = *y]

PG←֓ {x→ Pk(Ptop(y))}
if PGchangedthen

Worklist←֓ { n | k→ n∈ E}

Algorithm 5 processStore(k) : [*x = y]

if Ptop(x) represents a single memory locationthen
// strong update
OUTk ←֓ (INk \Ptop(x))∪{Ptop(x)→ Ptop(y)}

else // weak update
OUTk ←֓ INk∪{Ptop(x)→ Ptop(y)}

for all {n∈N, p∈ P | k
p
−→ n∈ E} do

for all {v∈ OUTk | part(v) = p} do
INn(v) ←֓ OUTk(v)
if INn changedthen

Worklist←֓ {n}

Algorithm 6 processPhi(k)

for all {n∈N | k→ n∈ E} do
INn ←֓ INk
if INn changedthen

Worklist←֓ {n}

5.1 Further Optimization

In addition to the techniques described earlier, we use two opti-
mizations described in our earlier work [16]. We briefly recap each
optimization here.

Top-Level Pointer Equivalence. This optimization identifies
variables that arepointer equivalent, i.e., they are guaranteed to
have identical points-to sets. Pointer-equivalent variables can be
collapsed to reduce the input size of the pointer analysis.

Local Points-to Graph Equivalence. This optimization identifies
LOAD and STORE nodes in the def-use graph that are guaranteed
to have identical points-to graphs. These nodes can share a single
points-to graph among themselves, which saves space and avoids
unnecessary propagation of pointer information between nodes.

6. Evaluation
To evaluate our new technique, we compare it against our earlier
work on flow-sensitive pointer analysis, calledSSO, which is the
most scalable algorithm available [16].SSO is able to analyze
benchmarks with up to approximately 344K lines of code (LOC),
an order of magnitude greater than allowed by the previous state
of the art, and it is almost 200× faster than the previous state of
the art. We useSSOas the baseline for comparison with our new
technique, which we refer to asSFS. SFSuses inclusion-based (i.e.,
Andersen-style) analysis forAUX . SSO, SFS, andAUX are all field-
sensitive—each field of a struct is treated as a separate variable.

Both SSO and SFS are implemented in the LLVM compiler
infrastructure [22] and use BDDs to store points-to relations. We
emphasize that neither technique is a symbolic analysis (such as the
various symbolic pointer analysis that have been describedin other
work [2, 30, 31, 32, 33])—instead, we only use BDDs to compactly
represent points-to sets; we could swap in other data structures for
this purpose without changing the rest of the analysis. We make
use of the BuDDy BDD library [23]. The analyses are written in
C++ and handle all aspects of the C language except for varargs.

The source code for the various algorithms is freely available at the
authors’ website.

The benchmarks for our experiments are described in Table 1.
Six of the benchmarks are taken from SPECINT 2000 (the largest
six applications from that suite) and the rest from various open-
source applications. Function calls to external code are summarized
using hand-crafted function stubs. The experiments are runon
a 2.66 GHz 32-bit processor with 4GB of addressable memory,
except for our largest benchmark, tshark, which uses more than
4GB of memory—that benchmark is run on a 1.60 GHz 64-bit
processor with 100GB of memory.

6.1 Performance Results

Table 2 gives the analysis time and memory consumption of the
various algorithms. These numbers include the time to buildthe
data structures, apply the optimizations, and compute the pointer
analysis. The times forSFSare additionally broken down into the
three main stages of the analysis: the auxiliary flow-insensitive
pointer analysis, the preparation stage that computes sparseness,
and the solver stage.

The premise ofSFS—that approximating a sparse analysis by
using an auxiliary pointer analysis to conservatively compute def-
use information—is clearly borne out. For the smaller benchmarks,
those less than 100K LOC, the advantage is less clear; sometimes
SSOis faster, sometimesSFSis faster. For the benchmarks with less
than 100K LOC,SFS is on average 1.03× faster thanSSO. For the
mid-sized benchmarks, those with between 100K LOC and 400K
LOC, SFS has a more distinct advantage; it is on average 5.5×
faster than thanSSO for the six benchmarks that both algorithms
complete. In addition,SFSsuccessfully analyzes three benchmarks,
each in less than12 hour, thatSSOcannot analyze within an hour.

The one area whereSSOhas a clear advantage is memory con-
sumption.SFS has not been tuned with respect to memory con-
sumption, and we believe its memory footprint can be significantly
reduced. As a sidenote, keep in mind that tshark is evaluatedus-
ing a 64-bit machine, as opposed to the 32-bit machine used for
the other benchmarks, so its memory consumption can’t be directly
compared with the others because the 64-bit machine inflatesthe
memory footprint compared to a 32-bit machine.

6.2 Performance Discussion

There are several observations about theSFSresults that may seem
surprising.

First, the solve times forSFS are sometimes smaller than the
AUX times. Keep in mind that theAUX column includes the time
needed forAUX to generate constraints, optimize those constraints,
solve them, then do some post-processing on the results to prepare
them for theSFS solver. On the other hand, the solve times only
include the time taken forSFSto actually compute an answer given
the def-use graph.

We also see that the analysis times can vary quite widely, even
for benchmarks that are close in size. Some smaller benchmarks
take significantly longer than larger benchmarks. The analysis time
for a benchmark depends on a number of factors besides the raw
input size: the points-to set sizes involved; the characteristics of the
def-use graph, which determines how widely pointer information is
propagated; how the worklist algorithm interacts with the analysis;
and so forth. It is extremely difficult to predict analysis times
without knowing such information, which can only be gathered by
actually performing the analysis.

Finally, the prep time forSFS, which includes the time to com-
pute SSA information using theAUX results and the time to opti-
mize the analysis using Top-level Pointer Equivalence and Local
Points-to Graph Equivalence, takes a significant portion ofthe to-
tal time for SFS. While the prep stage is compute-intensive, there



Name Description LOC Statements TL Vars AT Vars
197.parser parser 11K 18K 7.6K 1.9K
300.twolf place and route simulator 20K 37K 12.4K 4.8K

ex text processor 34K 37K 8.8K 2.3K
255.vortex object-oriented database 67K 47K 15.3K 5.9K

254.gap group theory interpreter 71K 99K 39.8K 8.2K
sendmail email server 74K 54K 20.2K 28.5K

253.perlbmk PERL language 82K 118K 48.8K 4.1K
nethack text-based game 167K 298K 79.0K 15.1K
python interpreter 185K 162K 70.7K 21.9K

176.gcc C language compiler 222K 258K 108.0K 12.9K
vim text processor 268K 249K 74.8K 168.0K
pine e-mail client 342K 426K 206.0K 404.0K
svn source control 344K 158K 83.5K 23.8K

ghostscript postscript viewer 354K 388K 164.0K 350.0K
gimp image manipulation 877K 929K 408.0K 146.0K

tshark wireless network analyzer 1,946K 1,045K 914.0K 641.0K

Table 1. Benchmarks:LOC reports the number of lines of code,Statements reports the number of statements in the LLVM IR,TL Vars
reports the number of top-level variables, andAT Vars reports the number of address-taken variables. The benchmarks are divided into small
(less than 100K LOC), mid-sized (between 100K–400K LOC), and large (800K LOC and greater).

Name SSO SFS
Time Mem Prelim Prep Solve Total Time Mem

197.parser 0.41 138 0.29 0.07 0.008 0.37 275
300.twolf 0.23 140 0.34 0.07 0.004 0.41 281

ex 0.35 141 0.29 0.10 0.008 0.40 277
255.vortex 0.60 144 0.45 0.14 0.028 0.62 285

254.gap 1.28 155 0.94 0.33 0.016 1.29 307
sendmail 1.21 147 0.70 0.27 0.032 1.00 301

253.perlbmk 2.30 158 1.05 0.50 0.020 1.57 312
nethack 3.16 197 1.72 0.82 0.096 2.64 349
python 120.16 346 4.04 2.02 0.564 6.62 404

175.gcc 3.74 189 2.00 1.42 0.040 3.46 370
vim 61.85 238 2.93 2.44 0.160 5.53 436
pine 347.53 640 13.42 21.25 47.330 82.00 876
svn 185.10 233 5.40 5.07 0.216 10.69 418

ghostscript OOT — 42.98 86.13 1787.184 1916.29 2359
gimp OOT — 90.59 105.87 1025.824 1222.28 3273

tshark OOT — 232.54 219.83 376.096 828.47 6378

Table 2. Performance: time (in seconds) and memory (in megabytes) ofthe analyses. OOT means the analysis ran out of time (exceeded a 1
hour time limit).SFS is broken down into the main stages of the analysis: the auxiliary pointer analysis, the preparation stage that computes
sparseness, and the actual time to solve.

are several optimizations for this stage that we have not yetimple-
mented. We believe that the times for this stage can be significantly
reduced.

To better understand the results, we focus on three key aspects
of SFS that contribute to its success, the analysis’ sparsity, the
effect of access equivalence, and the effects of local points-to graph
equivalence [16].

The first aspect is the effect of using a sparse analysis for the
address-taken variables. We measure this effect by counting, for
each address-taken variablev, the number of edges thatv’s points-
to information can propagate across. The sparser the analysis, the
fewer edges a variable’s information will propagate across, and the
more quickly the analysis will complete. Figure 7 shows a compar-
ison, for each benchmark, of the average number of edges a vari-
able’s information will propagate across for a non-sparse analysis
versusSFS’s sparse analysis. As expected, the sparse analysis prop-
agates information across far fewer edges for every benchmark.

The second aspect is the effect of exploiting access equivalence.
We use access equivalence to partition address-taken variables so
that we only need def-use edges per partition, rather than per
variable. Figure 8 compares the number of partitions versusthe
number of address-taken variables, and also the number of def-use
edges used for partitions versus the number of edges that would
be required if they were per-variable. Most of the benchmarks,
and all of the larger benchmarks, show a significant reduction in
the number of edges required. For the larger benchmarks, this
reduction in absolute terms was from hundreds of millions ofedges
to millions of edges.

The final aspect that we consider is the effect of the local points-
to graph equivalence optimization [16] that was used for both SSO
and SFS. Figure 9 shows the percentage of the number of nodes
that remain after merging nodes that share local points-to graphs.
We see that the optimization is quite effective.
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Figure 7. This graph reveals the sparsity of the def-use graph by
giving the percentage of edges across which pointer information
will be propagated in the def-use graph in relation to a non-sparse
analysis using the CFG. Smaller is better: the smaller the percent-
age, the fewer edges a variable’s pointer information will be prop-
agated across.
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Figure 8. This graph shows the effectiveness of the access equiv-
alence optimization in two ways: Vars is the remaining number of
variables after replacing each variable with a representative from
its access equivalence class; Edges is the number of remaining def-
use edges after merging edges for variables from the same access
equivalence class. Both are given as a percentage of the number
of variables and def-use edges without using access equivalence.
Smaller is better: the smaller the percentage, the fewer variables
and edges remain in the graph.
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Figure 9. This graph shows the effectiveness of sharing points-
to graphs using local points-to graph equivalence by givingthe
number ofLOAD instructions that remain after merging nodes that
share points-to graphs, as a percentage of the total number of
LOADs. Smaller is better: the smaller the percentage of remaining
nodes, the more sharing is being done.

7. Conclusion
The ability to perform a sparse analysis is critical to the scalability
of any flow-sensitive analysis. In this paper, we have shown how
pointer analysis can be performed sparsely with a staged approach.
In particular, our algorithm uses a highly efficient inclusion-
based pointer analysis to create conservative def-use information,
and from this information the algorithm performs a sparse flow-
sensitive pointer analysis. While our new algorithm is quite scal-
able, it has not yet been carefully tuned. In particular, we have
identified a number of memory optimizations that should reduce
its high memory requirements, and other optimizations should im-
prove its already fast analysis time.

This paper represents just the first study of staged pointer analy-
sis. It would be interesting to see how a less precise auxiliary analy-
sis would perform, and it would be interesting to apply the broader
idea of staging—use a less precise analysis to optimize a more pre-
cise analysis—to other pointer analyses.
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