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Abstract

Many program analyses perform better and produce moregereci
results when they are given precise pointer informatione @i
mension of precision is flow-sensitive pointer analysis (an anal-
ysis that respects a program’s control-flow), which has tstemvn

to be useful for important applications such as progranfigation
and understanding, among others. However, this type oftg@oin
analysis has historically been unable to scale to prograithshn-
dreds of thousands of lines of code.

We present a new interprocedural flow-sensitive pointetyana
sis that has significantly better performance than the nustate-
of-the-art. There are two key ideas behind our algorithm:We
stagethe pointer analysis by first running a flow-insensitive aux-
iliary pointer analysis that produces conservative definforma-
tion; the primary flow-sensitive analysis can then emploparse
analysis that efficiently propagates pointer informatioroas these
conservative def-use chains; and (2) we exploit a novebnobif
equivalence calledccess equivalencahich allows the algorithm
to efficiently apply the conservative def-use informatiam the
sparse analysis even when the conservative nature of tlhigaaux
analysis produces a huge amount of def-use informatioretheg,
these techniques produce the first flow-sensitive pointatyais
that can analyze a C program with 1.9M lines of code, an orfler o
magnitude improvement over the previous state-of-the-art

1. Introduction

ery reachable node in the program, even those that cannot use
those data-flow facts. For large benchmarks, the control diagh
(CFG) can have hundreds of thousands of nodes; each node main
tains two points-to graphs, one for incoming informationl ame

for outgoing information; each points-to graph in turn cavéa
hundreds of thousands of pointers; and each pointer canthave
sands of elements in its points-to set. Thus, each nodesshme
propagates an enormous amount of useless information.

The typical method of optimizing a flow-sensitive data-flow
analysis is to perform sparse analysifb, 26], which directly con-
nects variable definitions (defs) with their uses, allowdtaga flow
facts to be propagated only to those program locations e the
values. Thus, sparse analysis greatly improves the efigiehthe
algorithm in terms of both time and memory.

Unfortunately, pointer analysis does not lend itself to arsp
analysis because pointer information is required to complé
very def-use chains that enable a sparse analysis. This dape
scribes a new flow-sensitive pointer analysis algorithnt tver-
comes this challenge.

1.1 Insights

The key insight behind our algorithm isstagethe analysis using a
flow-insensitiveauxiliary pointer analysis to compute conservative
def-use information. Armed with this conservative def-uger-
mation, the primary flow-sensitive analysis can then begoeréd
sparsely. For this idea to work, the balance between thesiwac

The performance and precision of many program analyses Canand performance of the auxiliary analysis is critical. i ttesults

be improved by supplying the analyses with precise poimter i
formation. While many dimensions of pointer analysis psieri
exist, the poor scalability of the more precise analysescajy
forces practitioners to forsake precision in favor of perfance.
Recently, however, substantial progress has been madeiqusa
dimensions of precision. Context-sensitive pointer agialis sig-
nificantly more efficient with the advent of BDD-based synibol
analysis [2, 30, 31, 32, 33]. Similarly, the performancencfiision-
based analysis, which is the most precise of the flow-inteasi
analyses, has been significantly improved in terms of baib ind
memory [14, 15]. However, flow-sensitive pointer analysis hot

are too imprecise, the sparsity of the primary analysis suiffer.

If the auxiliary analysis is not scalable, the primary asaywill
never get to execute. With its recent advances [14, 15], Wevee
that inclusion-based analysis could lie in a sweet spotatmse it
can analyze millions of lines of code in a matter of minuted an
because, as mentioned earlier, it is the most precise of dhe fl
insensitive pointer analyses.

The primary difficulty of staged analysis is the complexify o
incorporating flow-insensitive def-use information whitaintain-
ing the precision of a flow-sensitive pointer analysis. Aosetdif-
ficulty is the sheer number of def-use chains that are cordpute

seen as much progress, even though it has been shown to be usdly the auxiliary analysis. Each store through a pointertesea

ful for a number of program analyses [6, 12], including thtisst
check for security vulnerabilities [4, 11, 13], those thatthesize
hardware [32], and those that analyze multi-threaded c{igs
Flow-sensitive pointer analysis has historically beenblm&o an-
alyze programs with more than a few tens of thousands of tifies
code.

Flow sensitive pointer analysis, which traditionally usester-
ative data-flow analysis framework, is notoriously ineffiti. Be-
cause the analysis does not know where pointer informasioa-i
quired, the analysis needlessly pushes pointer informatoev-

new definition for each variable in that pointer’s pointsé&t. Each
load through a pointer creates a new use for each variableain t
pointer’s points-to set. For large benchmarks, each podate have
thousands of elements in its points-to set, so the auxibaglysis
can create hundreds of millions of def-use chains. We addirath
of these issues in Section 4.

1.2 Contributions
This paper makes the following contributions:



¢ We introduce a new flow-sensitive pointer analysis, called
staged flow-sensitive analysighich introduces the notion of
staging, in which the def-use chains created by a less precis
auxiliary pointer analysis are used to enable the sparsitiyeo
primary flow-sensitive pointer analysis.

We introduce the notion afccess equivalencerhich partitions
the conservative def-use chains into equivalence clasles:-
ing our algorithm to efficiently process the huge amount &f de
use information.

Using a collection of 16 open source C programs, we eval-
uate our new algorithm by comparing it to a baseline which
represents the prior state-of-the-art [16]. Our stagedréign

can analyze a program with 1.9M LOC in under 14 minutes.
This program size is an order of magnitude larger than the
baseline’s largest program (344K LOC), and the baseline al-
gorithm itself represents an order of magnitude improveamen
over its preceding state-of-the-art. In comparing our nigye-a
rithm with the baseline, we see that for small programs—ehos
with fewer than 100K LOC, our new algorithm provides no
performance advantage. For mid-sized programs—those with
100K to 400K LOC, our new algorithm is 5:&faster. And for
large programs—those with more than 800K LOC, our algo-
rithm completes while the baseline does not.

The remainder of this paper is organized as follows. Se&ion
provides important background information for undersiagdhis
paper. Section 3 contrasts our work with prior researchti@ec4
and 5 then describe our new algorithm. Our experimentauaval
tion is given in Section 6, and we conclude in Section 7.

2. Background

This section provides background that is necessary forrstetel-
ing the remainder of the paper. We first describe flow-sesesiti
pointer analysis, then we describe static single assighffioem,
and then we describe the particular compiler infrastrgcthat we
use for this work.

2.1 Flow-Sensitive Pointer Analysis

Flow-sensitive pointer analysis respects a program’'srobfiow
and computes a separate solution for each program poingnin c
trast to a flow-insensitive analysis, which ignores statgreder-
ing and computes a single solution that is conservativelgectfor
all program points.

Traditional flow-sensitive pointer analysis uses an iteeatata-
flow analysis framework, which employs a lattice of data-ffaats
L, ameet operator on the lattice, and a family of monotonesteasin
functions f; : L — L that map lattice elements to other lattice
elements. For pointer analysis the lattice elements arstpto
graphs, the meet operator is set union, and each transfetidon
computes the effects of a program statement to transformgan i
points-to graph into an output points-to graph. Analysisagied
out on thecontrol-flow graph(CFG), a directed grap® = (N, E)
with a finite set of nodes (qerogram point$, N, corresponding to
program statements and a set of edgeS N x N corresponding
to the control flow between statements. To ensure decitiabili
the analysis branch conditions are uninterpreted and beanare
treated as non-deterministic.

Each nodek of the CFG maintains two points-to graphsy,
representing the incoming pointer information, amdTy, repre-
senting the outgoing pointer information. Each node is ciased
with a transfer function that transfornms, to ouTy, characterized
by the setsGEN, andKiLL, which represent the pointer informa-
tion generated by the node and killed by the node, respéctiviee
contents of these two sets depend on the particular progiaer s

ment associated with node and the contents can vary over the
course of the analysis as new pointer information is accatadl
(though the transfer function is still guaranteed to be ntomic).
The analysis iteratively computes the following two funos for
all nodesk until convergence:

INg = J outx (1)
xe pred(k)
OUTk = GEN(U(INK—KILL) 2)

ThekILL setdetermines whether the analysis perforssang
or weakupdate to the left-hand side of an assignment. When the
left-hand side definitely refers to a single memory locatipra
strong update occurs in which thkeLL set is used to remove all
points-to relationsy — x prior to updatingv with a new set of
points-to relations. If the left-hand side cannot be deteeah to
point to a single memory location, then a weak update ocdurs:
analysis cannot be surehich of the possible memory locations
should actually be updated by the assignment, so to be catiser
it must setkiLL to the empty set to preserve all of the existing
points-to relations.

An important aspect of any pointer analysis is Heap model
i.e., how the conceptually infinite-size heap is abstraatéal a
finite set of memory locations. The most common practicectvhi
we follow in this paper, is to treat each static memory allimresite
as a single abstract memory location (which may map ontoiphellt
concrete memory locations during program execution).

2.2 SSA

Static single assignmerfSSA) form is a common intermediate
representation that requires all variables to be definedtigxance
in the text of the program. Variables defined multiple timeshie
original representation are split into separate instarmesfor each
definition. When separate instances of the same variablevarat
a join point in the control-flow graph, they are combined gsip
function, which takes the old instances as arguments angnass
the result to a new instance. SSA form is ideal for performing
sparse analyses because it makes def-use informatiogiekpthe
program representation and allows data-flow informatiofide
directly from variable definitions to their correspondirggs [26].

There are many known algorithms for converting a program int
SSAform[1, 3, 8, 9]. However, the problem becomes more diffic
when we consider indirect definitions and uses through pmnt
These definitions and uses can only be discovered usingepoint
analysis. Because of the conservative nature of the pcamaly-
sis results, each indirect definition and use is actualpossible
definition or use. Following Chow et al [7], we ugeand 1 func-
tions to represent these possible definitions and uses. EawRe
in the original program representation (i.e., prior to ttamsforma-
tion into SSA form) is annotated with a functien= x(v) for each
variablev that may be defined by th&rorEg similarly, eachLoAD
in the original representation is annotated with a functioy for
each variabler that may be accessed by theab. When convert-
ing to SSA form, eacly function is treated as both a definition
and use of the given variable, and eacfunction is treated as a
use of the given variable. Thefunction represents the fact that a
variable may not be defined at the associat@drEand therefore
copies the old value of the variable into the new instance. Way
to interpret asTOREWith an associateg function for variablev is
that thesToOREmMay definev (in which case its value is the right-
hand side of thesTORE or it may not (in which case its value is
unchanged).

To avoid these problems, modern compilers such as GCC [25]
and LLVM [22] use a variant of SSA, which we calhrtial SSA



int a, b, *c, *d;

int* w= &a Wl_: ALLOC,y
int* x = &b; X1 = ALLOCyp
int** y = &: Y1 = ALLOC¢
int** z = vy; =Y1
c= 0 STOREO Y,
*y =W STOREW1 Y1
*7 = X STOREX1 73
y = &d; Y2 = ALLOCq
z = vy; =Y2
*y =W STOREW] Y2
*7 =y STOREX1 Z»

1

Figure 1. Example partial SSA code. On the left is the original C
code, on the right is the transformed code in partial SSA form

int **a, *b, c;
b = &C, t=ALLOCC
STOREOt

Figure 2. Example partial SSA code. On the left is the original C
code, on the right is the transformed code in partial SSA form

form. The key idea is to divide variables into two classes Glass
contains variables that are never referenced by pointepslével
variableg, so their definitions and uses can be trivially determined
by inspection without pointer information, and these Jalga can

be converted to SSA using any algorithm for constructing SSA
form. The other class contains those variables taatbe refer-
enced by pointersaddress-taken variablgsand these variables are
not placed in SSA form because of the above-mentioned coepli
tions.

23 TheLLVM IR

We use the LLVM compiler infrastructure to implement ouralg
rithm, so we now describe LLVM’s internal representatidR)(&nd
its particular instantiation of partial SSA form. While thetails
and terminology are specific to LLVM, the ideas can be traadla
to other forms of partial SSA. In LLVM, top-level variablesea
kept in a (conceptually) infinite set of virtual registersigfhare
maintained in SSA form. Address-taken variables are keptam-
ory, and they are not in SSA form. Top-level variables are imod
fied usingALLOC andcoPY instructions. Address-taken variables
are accessed vieOAD and STORE instructions, which take top-
level pointer variables as arguments. The address-takéabies
are never referenced syntactically in the IR; they instaadoaly
referenced indirectly using these®AD and STORE instructions.
LLVM instructions use a 3-address format, so there is at ropst
level of pointer dereference for each instruction.

Figure 1 provides an example of a C code fragment and its
corresponding partial SSA form. Variablesx, y, andz are top-
level variables and have been converted to SSA form; vasabb,

The rest of this paper will assume the use of the LLVM IR,
which means that address-taken variables can only be defined
used byLOAD andSTOREInstructions.

3. Related Work

Most of the previous advancements in flow-sensitive poiatex-
ysis have exploited some form of sparsity to improve pertoroe.

Chase et al [5] propose that SSA form be dynamically computed
during the course of the flow-sensitive pointer analysisasghet
al do not evaluate their idea, but a similar idea is evaludted
Tok et al [29], whose algorithm could analyze C programs with
almost 70,000 lines of code in roughly 30 minutes. The sdéthab
is limited by the cost of dynamically updating SSA form.

Our previous work [16] uses SSA form where possible and
uses iterative data-flow analysis elsewhere. More preciSSA
form is used for top-level variables, which by definition aret
complicated by pointer accesses. Thus, the uses and defmif
top-level pointers can be trivially determined by inspetiand
these variables can be converted to SSA without performityg a
pointer analysis. By contrast, our staged analysis uses fS@&a
for all variables.

Hasti and Horwitz [17] propose a scheme composed of two
passes: a flow-insensitive pointer analysis that gatheirggyan-
formation and a conversion pass that uses the pointer irfitom
to transform the program into SSA form. The result of the adco
pass is iteratively fed back into the first pass until coneang is
reached. Hasti and Horwitz leave open the question of whétiee
resulting pointer information is equivalent to a flow-séinsi anal-
ysis; we believe that the resulting information is less @@¢han
a fully flow-sensitive pointer analysis. No experimentaleration
of this technigue has been published. In contrast to theik ywaur
staged algorithm uses a single pass of the the flow-insemsitial-
ysis to compute a fully precise flow-sensitive analysis.

Hind and Pioli [18, 19] use a weaker form of sparsity in the
form of thesparse evaluation graptS8EG), which is a graph that is
derived from the CFG by eliding nodes that are irrelevantioter
analysis because they do not manipulate pointer informatihile
at the same time maintaining the control-flow relations agnon
the remaining nodes. Hind and Pioli [18, 19] also introdute t
notion of filtered forward binding which recognizes that when
passing pointer information to the target of a function ,cilis
only necessary to pass pointer information that the calleeaccess
from a global or from one of the function parameters. Hind and
Pioli’s algorithm scales to about 30K LOC.

Previous work has also used notions similar to staging to im-
prove the efficiency of pointer analysis. Client-drivenrger anal-
ysis [13] analyzes the needs of a particular client and epblow-
sensitive pointer analysis only to portions of the progréuat te-
quire that level of precision. Fink et al [11] apply a simitach-
nique specifically for typestate analysis by successivplylyang
more precise pointer analyses to a program, pruning awaopsr
of the program as each stage of precision has been suctgssful
ified. Kahlon bootstraps the flow-sensitive pointer analizsi using
a flow-insensitive pointer analysis to first partition thegmam into

¢, andd are address-taken variables, so they are stored in memorysections that can be analyzed independently [20]. Unliagisg,

and accessed solely visoAD and STORE instructions. Because
the address-taken variables are not in SSA form, they canleac
defined multiple times, as with variablesindd in the example.

these techniques use a preliminary analysis to reducezbefsthe
input by either pruning [11, 13] or partitioning the progrf2f]. By
contrast, our staging employs the def-use chains compuytékeb

Because address-taken variables cannot be directly namedauxiliary pointer analysis to help create more preciseudefinfor-

LLVM maintains the invariant that each address-taken tdgia
has at least one virtual register that refers only to thaate. To
illustrate this point, Figure 2 shows how a temporary vdeab,
is introduced in the LLVM IR to take the place of the variable
which in the original C code is referenced by a pointer.

mation that in turn allows the algorithm to produce more z&c
pointer information. Thus, pruning and partitioning aréhogonal

to staging and the ideas can be combined: a staged analysis do
not need to compute flow-sensitive solutions for all vaeabbnly

the relevant ones.



AUX points-to sets

*q =X =y p— {a}
q— {b,c,d,e,f}
l ¢ u— {e,f}
u =ty s =%z r — {a,b,d}
z—{a,b,d}

t =*z

Figure 3. Example CFG, along with a subset of the points-to sets
computed byaux.

4. Stagingthe Analysis

The essential idea of our new algorithm is to enable sparse flo
sensitive pointer analysis fail variables in the program by staging
the pointer analysis. We first employ an auxiliary, flow-imsiéve
pointer analysis to compute conservative def-use infdomdor a
program; we then use that information to increase the speasse
of the primary, flow-sensitive pointer analysis, therebgatly in-
creasing its efficiency. The remainder of this section dises the
auxiliary pointer analysis and how to use its results torojze the
primary analysis.

4.1 Auxiliary Pointer Analysis

Any flow-insensitive pointer analysis can be used for theleuy
analysis. There are many to choose from, ranging from thplesh
address-taken analysis (which reports that any pointerpoémt
to any variable whose address has been taken), to Steeti'sgaar
analysis [28], to Das’ One-Level Flow [10], to inclusiondes (i.e.,
Andersen-style) analysis, which is the most precise of faké
analyses. In choosing an auxiliary pointer analysis, tlageetwo
important considerations: (1) how scalable the auxiliamglgsis
is, and (2) how effective its results are for optimizing thierary,
flow-sensitive analysis. The more precise the auxiliarylyasis,
the more sparse the primary analysis will be; for this reasod
because recent work has made inclusion-based analysesretyr
scalable [14, 15], we believe that inclusion-based anslissthe
best choice. Henceforth, we will designate the chosen ianyil
pointer analysis asux.

4.2 Sparse Flow-Sensitive Pointer Analysis

The primary data structure that we use for the sparse flowisen
pointer analysis is a def-use graghuG). TheDbuG contains a node
for each statement in the program, and its edges represknsee
chains—if a variable is defined in nodend used in nodg, there

is a directed edge fromtoy. The def-use edges for top-level vari-
ables are trivial to determine from inspection of the pragréhe
def-use edges for address-taken variables reauireto compute.
This section describes how these def-use edges are compisted
well as how the precision of the flow-sensitive analysis isnma
tained while using flow-insensitive def-use information.

The first step is to use the resultsafx to convert the address-
taken variables into SSA form. We annotate tlhaDs andSTORES
usingx andp functions as described in Section 2.2, then convert the
program to SSA form using any standard SSA algorithm [1, 8].8,
Figure 3 shows a small example program along with some pointe
information discovered byux. Figure 4 shows the same example
program, annotated withandp functions and translated into SSA.

Note that the def-use information revealed by grendp func-
tions and SSA form is conservative with respect to the mogeipe
flow-sensitive information that will be computed by the paim

*p - W
a1 = X(ag)
v N
by = X(b0): 1 — X(co )
1= XE0M): &1 = Xic a = X(a1); by = X(bo)
dlfxf(ldo:).xe(lf(; X(eo) 2 d21=x(do)
! |
u=*y s = *z
u(er); u(f) U(ap); K(h2); H(co); M(dp)

t =*z
U(ag); K(b3); M(c2); M(ds)

Figure4. The SSA information for Figure 3.

analysis. In particular, there are three possibilitie$ thast be ad-
dressed for ®TORE*x = y that is annotated withim = X (vn):

1. x may not point tov in the flow-sensitive results. In this case,
the analysis should interpret tsgOREbased solely on thg
function; in other wordsyy, should be a copy of,, and not
incorporatey at all.

2. x may point only tov in the flow-sensitive results. In this case,
the analysis can strongly update the points-to inform&ton;
in other wordsym, should be a copy of and not incorporate;,
atall.

3. x may point tov as well as other variables in the flow-sensitive
results. In this case, the analysis must weakly update timéspo
to information forv; in other wordsym, should incorporate the
points-to information from botky, andy.

By using the SSA form to fill in the def-use graplvG, we can
accommodate all of these possibilities. For eatlhrREannotated
with a functionvy = X(vn), we create a def-use edge to every
statement that uses, as the argument of g, W, or @ function.
We label each def-use edge for an address-taken variable wit
that variable, so the analysis can determine along whicle ¢olg
propagate a given variable’s points-to information. Fegbirshows
the example program from Figure 3 converted into a def-uaphyr
based on the SSA information from Figure 4.

During the flow-sensitive analysis, points-to informatfonall
variables that may be defined bysaoreare propagated to that
STORE When thesTOREis evaluated, each variable defined by the
STOREhas its points-to information modified in tlsgORES local
points-to graph, using a strong or weak update as apprepiiae
points-to information for all potentially-defined varialsl is then
propagated along the appropriate def-use edges fronstb&Eg
regardless of whether the@rore actually defined the variable or
not.

Theorem 1 (The Analysis is Correct) Every definition of a vari-
able reaches its corresponding uses, and the analysis ca®pte-
cise flow-sensitive pointer information.

Proof. We prove the theorem in two parts:
Every def reaches its corresponding uses. Points-to informa-
tion flows along the def-use chainsbiwG computed byaux. Since



*ro o= y *q =X
EY [?/[d] (o] [d] \[a] EV[C] [d] \B[f]
S = *z t = *z u = *v

Figure 5. The def-use graph for Figures 3 and 4; each edge is
labeled with the variables used by the destination.

AUX computes an over-approximation of the information comghute
by the flow-sensitive analysis, the def-use chainsurs are a su-
perset of the def-use chains that would be computed by the flow
sensitive analysis. Therefore all defs must reach theirespond-
ing uses.

The sparse analysis is precise. The threesTORE possibilities
listed above must be correctly handled by the sparse asallise
key insight required to prove that the analysis correctipdias
each possibility is that the points-to information at eaclé node
increases monotonically—once a pointer contains a variaiblits
points-to set at noda, that pointer will always contain at node
n. This fact constrains the transitions that eadfoRE can make
among the three possibilities.

Suppose we have aTORE *x = y. First, we note that the
STOREIs not processed it is NULL—either we will revisit this
node wherx is updated, or the program will never execute past this
point (because it will be dereferencing a null pointer). iEfere
if we're visiting the STORE thenx must point to something. The
monotonicity property constrains the transitions that dhalysis
may take among the three possibilities for thioRE the analysis
may transition from (1) or (2) to (3), and from (1) to (2), butan
never transition from (2) to (1) and never from (3) to eithky ¢r
2).

More concretely, suppose thatdoes not point tos when the
STOREIs visited. Then the analysis will propagate the old value
of v past this node. Later in the analysismay be updated to
point tov; if so, theSTOREmMustbe a weak update (possibility 3)
because already points to some variable other theat this point
in the program and it cannot change that fact. So the analjis
updatev with both the old value of andthe value ofy, which is a
superset of the value it propagated at the last visit (thevalide of
V). Similar reasoning shows that if tter OREis originally a strong
update (possibility 2) and later becomes a weak update néilgsis
still operates correctly. |

4.3 Access Equivalence

A difficulty that immediately arises when using the techmeiqle-
scribed above is the sheer number of def-use edges that may b
required. EactsTOREcan define thousands of variables, based on
the dereferenced variable’s points-to set size, and ea@blecan
be defined dozens or hundreds of times—in large benchmarks, h
dreds of millions of def-use edges may be created, far tog/rtean
enable a scalable analysis. To combat this problem, wednt®
the notion ofaccess equivalencehich will enable us to represent
the same information in a much more compact fashion.

Two address-taken variablesandy are access equivalent if
whenever one is accessed by@AD or STOREinstruction, so is
the other; in other words, for all variablessuch thatv is derefer-

[a]
[a/ [bd]\ [a] \ [bd] ﬂ)d] [c] \[ef]
s = *z t = *z u=r*y

Figure 6. The def-use graph of Figure 5 after applying access
equivalence.

enced in a.OAD oOr STORE X € pointsto(v) < y € pointsto(v).
This notion of equivalence is similar, but not identical ke tho-
tion of location equivalencelescribed by Hardekopf and Lin [15].
The difference is that location equivalence examiakgpointers

in a program to determine whether two variables are equitiale
whereas access equivalence only looks at pointers denefsten
aLOAD or STORE two variables may be access equivalent without
being location equivalent (but not vice-versa).

The advantage of access equivalence is that all accessbmii
variables will have identical def-use chains computed leySISA
algorithm. This is easy to see—by definition, aslyorEthat de-
fines one variable must also define all access-equivaleizthles,
and similarly anyLOAD that uses one variable must also use all
access-equivalent variables.

To determine access equivalence usig, we must deter-
mine which variables are accessed by the same sep@bs and
STORE. LetAE be a map from address-taken variables to sets of
instructions. For eachoAD or sTOREinstructionl, for each vari-
ablev accessed by, AE(v) includesl. Once all instructions have
been processed, any two variablesindy are access-equivalent
if AE(X) = AE(y). This process take®(l -V) time, wherel is
the number ofLoAD/STOREInstructions and/ is the number of
address-taken variables.

For Figure 3, the access equivalences fag; {b,d}, {c},{e f}.
Figure 6 shows the same def-use graph as Figure 5 except with
edges for access-equivalent variables collapsed intagéesialge.

Itis important to note that the access equivalences are at@up
usingAux, and therefore are conservative with respect to the actual
access equivalences using the flow-sensitive pointer sisallyor
this reason, while edges are labeled using access equieslethe
points-to graphs at each node use the actual variables. &fhesd
edges are now labeled with the access equivalence pargition
edge represents, instead of being labeled with individagbbles;
when propagating a variable’s points-to information astbe def-
use edges, the information is only propagated across edgeked
é/vith the specific partition that variable belongs to.

4.4

There are two possible approaches for extending the apalgsi
scribed above to an interprocedural analysis. The firsbogt to
compute sparseness separately for each function, treatfngc-
tion call as a definition of all variables defined by the caled as
a use of all variables used by the callee. The downside ofiis
proach is variable def-use chains can span a number of funscti
treating each function call between the definition and treassa
collection point can adversely affect the sparseness airhbysis.

Interprocedural Analysis



The second option, and the one that we use for our work, is to
compute the sparseness for the entire program at oncetlgiten-
necting variable definitions and uses even across functoomdy
aries. An important consideration for this approach is howan-
dle indirect calls via function pointers. Some of the def-uhains
that span multiple functions may be dependent on the reésolut
of indirect calls. The technique outlined earlier does noine
pensate for this problem—it assumes that the def-use claais
only dependent on the points-to sets of the pointers usednhby a
instruction, without taking into account any additionapdaden-
cies on the points-to sets of unrelated function pointersother
words, this technique may lose precision if the call-grapm<¢
puted byAux over-approximates the call-graph computed by a
flow-sensitive pointer analysis.

There are two possible solutions to this problem. The eaisies
simply to assume theux computes a precise call-graph, i.e., the
same call-graph the flow-sensitive pointer analysis woaldmute.

If aux is fairly precise (e.g., an inclusion-based analysis)s thi

is a good assumption to make—it has been shown that precise

call-graphs can be constructed using only flow-insensjiviaiter
analysis [24]. We use an inclusion-based analysisaAfox, and
hence this is the solution we use for our work.

If this assumption is not desirable, then the technique rbest
adjusted to account for the extra dependencies. Each dafhasn
that crosses a function boundary and depends on the resohfti
an indirect call is annotated with tljéunction pointertarget f unction
pair that it depends on. Pointer information is not propegdaicross
this def-use edge unless the appropriate target has bequutenn
to be part of the function pointer’s points-to set.

5. TheFinal Algorithm

Putting everything together, we arrive at the final alganitfor
sparse flow-sensitive pointer analysis. We begin with aeseof
preprocessing steps prior to the analysis itself:

1. RunAux to compute conservative def-use information for the
program being analyzed.

Use the results ofux to compute the interprocedural control-
flow graph (ICFG [21]) of the program, including resolving
indirect calls to their potential targets. All function ksadre then
translated into a set @foPy instructions to represent parameter
assignments, and similarly function returns are also laded
into coPY instructions.

2.

. Compute exact SSA information for all top-level variable

. Partition the address-taken variables into access @&gquie
classes as described in Section 4.3.

. For each patrtitiof?, use the results ofux to:

¢ Label eachsTOREthat may modify a variable i with a
functionP = x(P).

¢ Label eachLoAD that may access a variable lhwith a
functionp(P).

. Compute SSA form for the partitions, using any of many lavai
able methods (e.g., [1, 3, 8, 9)]).

. Construct the def-use graph by creating a node for eactgroi
related instruction and eagifunction created by step 6, then:

e For eachaLLOC, coPy, andLOAD nodeN, add an unla-
beled edge fronN to every other node that uses the variable
defined byN (note that because of step 3, nodes of these
types each define a unique variable; ttwP Y nodes include
the @ functions computed by step 3).

e For eachsTOREnode N that has ax function defining a
partition variableP,, add an edge fronN to every node
that used, (either in ag, x or p function), labeled by the
partitionP.

¢ For eachpnodeN that defines a partition variabRgy, create
an unlabeled edge to every node that uges

Once the preprocessing is complete, the sparse analysif its
can begin. The analysis uses the following data structures:

e There is a node worklistVorklist, initialized to contain all
ALLOC nodes.

e There is a global points-to graghG that holds the points-to
sets for all top-level variables. L&top(Vv) be the points-to set
for top-level variable.

e Every LOAD and @ nodek contains a points-to grapiny to
hold the pointer information for all address-taken varaithat
may be accessed by that node. IZgtv) be the points-to set for
address-taken variablecontained inNy.

¢ Every STOREnodek contains two points-to graphs to hold the
pointer information for all address-taken variables thayrhe
defined by that nodeny for the incoming pointer information
andouTy for the outgoing pointer information. L&k (v) be the
points-to set of address-taken variablie INy.

¢ For each address-taken variablepart(v) returns the variable
partition thatv belongs to.

The main body of the algorithm is listed in Algorithm 1. The
loop iteratively selects a node from the worklist and prsessit,
which may add new nodes to the worklist. It continues un#@ th
worklist is empty, at which point the analysis is completack
different type of node is processed as listed in Algorithr8.Zhe
< operator represents set updaterepresents an unlabeled edge

in the def-use graph, and represents an edge labeled with

Algorithm 1 Main body of the semi flow-sensitive pointer analysis
algorithm.
Require: DEF/USE= (N,E)
whileWorklistis not emptydo
k =seLEcT(Worklist)
switch typeof(k):
case ALLOC: processAllock)
case COPY. processCop¥)
case LOAD: processLoadk)
case STORE processStord]
case .  processPhk)

Algorithm 2 processAlloc) : [x = ALLOC;]

PG« {x — ALLOC;}
if PG changedhen
Worklist— {n|k—necE}

Algorithm 3 processCop¥) : [x =y z ...]

for all v € right-hand sidedo
PG — {x — Rop(V)}

if PG changedhen
Worklist— {n|k—necE}




Algorithm 4 processLoadq : [x = *y]
PG < {x — B(Rop(y))}
if PG changedhen
Worklist«= {n|k—neE}

Algorithm 5 processStoré] : [*x = y]

if Bop(x) represents a single memory locatidren
/ strong update
OUT — (INK \ Brop(X)) U {Bop(X) — Bop(y)}
else// weak update
OUTK <= INkU{%op(X) — Pop(y)}
for all {neN,peP|kﬂ>neE}do
for all {ve ouTy | part(v) = p} do
INp (V) <= OU Ty (V)
if INp changedhen
Worklist«— {n}

Algorithm 6 processPhk)
foral {neN|k—necE}do
INp < INg
if INp changedhen
Worklist — {n}

5.1 Further Optimization

In addition to the techniques described earlier, we use tpié o
mizations described in our earlier work [16]. We briefly neeach
optimization here.

Top-Level Pointer Equivalence. This optimization identifies
variables that argointer equivalenti.e., they are guaranteed to
have identical points-to sets. Pointer-equivalent véemlzan be
collapsed to reduce the input size of the pointer analysis.

Local Points-to Graph Equivalence. This optimization identifies
LOAD and sTOREnNodes in the def-use graph that are guaranteed
to have identical points-to graphs. These nodes can shangla s
points-to graph among themselves, which saves space aidkavo
unnecessary propagation of pointer information betweelesio

6. Evaluation

To evaluate our new technique, we compare it against ouieearl
work on flow-sensitive pointer analysis, calledq which is the
most scalable algorithm available [163s0 is able to analyze
benchmarks with up to approximately 344K lines of code (LOC)
an order of magnitude greater than allowed by the previcaie st
of the art, and it is almost 200 faster than the previous state of
the art. We usessoas the baseline for comparison with our new
technique, which we refer to &S sFsuses inclusion-based (i.e.,
Andersen-style) analysis fawux. ssqg sFs andAux are all field-
sensitive—each field of a struct is treated as a separatbleri

Both sso and sFs are implemented in the LLVM compiler
infrastructure [22] and use BDDs to store points-to refaio/Ne
emphasize that neither technique is a symbolic analysit (@sithe
various symbolic pointer analysis that have been desciibether
work [2, 30, 31, 32, 33])—instead, we only use BDDs to comigact
represent points-to sets; we could swap in other data stesfor
this purpose without changing the rest of the analysis. Wkema
use of the BuDDy BDD library [23]. The analyses are written in
C++ and handle all aspects of the C language except for v@ararg

The source code for the various algorithms is freely avilabthe
authors’ website.

The benchmarks for our experiments are described in Table 1.
Six of the benchmarks are taken from SPECINT 2000 (the larges
six applications from that suite) and the rest from variopsre
source applications. Function calls to external code arersarized
using hand-crafted function stubs. The experiments areorun
a 2.66 GHz 32-bit processor with 4GB of addressable memory,
except for our largest benchmark, tshark, which uses mame th
4GB of memory—that benchmark is run on a 1.60 GHz 64-bit
processor with 100GB of memory.

6.1 Performance Results

Table 2 gives the analysis time and memory consumption of the
various algorithms. These numbers include the time to hthiéd
data structures, apply the optimizations, and compute tfiretqy
analysis. The times fagFsare additionally broken down into the
three main stages of the analysis: the auxiliary flow-ingiees
pointer analysis, the preparation stage that computesepess,
and the solver stage.

The premise oFs—that approximating a sparse analysis by
using an auxiliary pointer analysis to conservatively catepdef-
use information—is clearly borne out. For the smaller hematks,
those less than 100K LOC, the advantage is less clear; soeeti
ssois faster, sometimesrsis faster. For the benchmarks with less
than 100K LOCsFsis on average 1.03 faster tharssa For the
mid-sized benchmarks, those with between 100K LOC and 400K
LOC, srshas a more distinct advantage; it is on average<5.5
faster than tharssofor the six benchmarks that both algorithms
complete. In additionsFssuccessfully analyzes three benchmarks,
eachin less thaé hour, thatssocannot analyze within an hour.

The one area whergsohas a clear advantage is memory con-
sumption.sFs has not been tuned with respect to memory con-
sumption, and we believe its memory footprint can be siggifity
reduced. As a sidenote, keep in mind that tshark is evalused
ing a 64-bit machine, as opposed to the 32-bit machine used fo
the other benchmarks, so its memory consumption can't leettijr
compared with the others because the 64-bit machine inflages
memory footprint compared to a 32-bit machine.

6.2 Performance Discussion

There are several observations aboutdhsresults that may seem
surprising.

First, the solve times fosFs are sometimes smaller than the
AUX times. Keep in mind that theux column includes the time
needed fomux to generate constraints, optimize those constraints,
solve them, then do some post-processing on the resultepaugr
them for thesrssolver. On the other hand, the solve times only
include the time taken fasFsto actually compute an answer given
the def-use graph.

We also see that the analysis times can vary quite widely) eve
for benchmarks that are close in size. Some smaller ben&smar
take significantly longer than larger benchmarks. The aimtyme
for a benchmark depends on a number of factors besides the raw
input size: the points-to set sizes involved; the charaties of the
def-use graph, which determines how widely pointer infdrarais
propagated; how the worklist algorithm interacts with thalgsis;
and so forth. It is extremely difficult to predict analysisnés
without knowing such information, which can only be gatlueby
actually performing the analysis.

Finally, the prep time fosFs which includes the time to com-
pute SSA information using theux results and the time to opti-
mize the analysis using Top-level Pointer Equivalence ancal
Points-to Graph Equivalence, takes a significant portiothefto-
tal time for sFs While the prep stage is compute-intensive, there



Name Description LOC | Statements | TL Vars | AT Vars
197.parser parser 11K 18K 7.6K 1.9K
300.twolf | place and route simulator 20K 37K 12.4K 4.8K
ex text processor 34K 37K 8.8K 2.3K
255.vortex | object-oriented database 67K 47K 15.3K 5.9K
254.gap group theory interprete 71K 99K 39.8K 8.2K
sendmail email server 74K 54K 20.2K 28.5K
253.perlbmk PERL language 82K 118K 48.8K 4.1K
nethack text-based gamg 167K 298K 79.0K 15.1K
python interpreter| 185K 162K 70.7K 21.9K
176.gcc C language compilef 222K 258K 108.0K 12.9K
vim text processor, 268K 249K 74.8K | 168.0K

pine e-mail client| 342K 426K 206.0K | 404.0K

svn source control| 344K 158K 83.5K 23.8K
ghostscript postscript viewer| 354K 388K 164.0K | 350.0K
gimp image manipulation] 877K 929K | 408.0K | 146.0K
tshark | wireless network analyzef 1,946K 1,045K 914.0K 641.0K

Table 1. BenchmarksL OC reports the number of lines of codgtatements reports the number of statements in the LLVM IR, Vars
reports the number of top-level variables, & Var s reports the number of address-taken variables. The bemkbrage divided into small
(less than 100K LOC), mid-sized (between 100K—400K LOCY kange (800K LOC and greater).

Name SSO SFS
Time [ Mem || Prelim | Prep | Solve || Total Time | Mem
197.parser] 0.41| 138 0.29 0.07 0.008 0.37| 275
300.twolf 0.23| 140 0.34| 0.07 0.004 041 | 281
ex 035 141 0.29 0.10 0.008 040 277
255.vortex| 0.60 | 144 045| 0.14 0.028 0.62 | 285
254.gap 128 | 155 0.94 0.33 0.016 129 | 307
sendmail| 1.21| 147 0.70 | 0.27 0.032 1.00| 301
253.perlomk| 2.30 | 158 1.05 0.50 0.020 157 312
nethack 3.16 | 197 1.72 0.82 0.096 2.64 | 349
python | 120.16| 346 4.04 | 2.02 0.564 6.62 | 404
175.gcc 3.74 | 189 2.00 1.42 0.040 346 370
vim | 61.85| 238 2.93 2.44 0.160 5.53 | 436
pine | 347.53| 640 13.42| 21.25 47.330 82.00| 876
svn | 185.10| 233 540 | 5.07 0.216 10.69 | 418
ghostscript] OOT — 42.98 | 86.13| 1787.184 1916.29| 2359
gimp | OOT — || 90.59| 105.87| 1025.824 1222.28| 3273
tshark | OOT — || 232.54| 219.83| 376.096 828.47| 6378

Table 2. Performance: time (in seconds) and memory (in megabytelpainalyses. OOT means the analysis ran out of time (exdeetle
hour time limit). sSFsis broken down into the main stages of the analysis: the ianxipointer analysis, the preparation stage that computes

sparseness, and the actual time to solve.

are several optimizations for this stage that we have nonyele-
mented. We believe that the times for this stage can be gignifiy
reduced.

To better understand the results, we focus on three key @spec
of SFsthat contribute to its success, the analysis’ sparsity, the
effect of access equivalence, and the effects of local pamgraph
equivalence [16].

The first aspect is the effect of using a sparse analysis #r th
address-taken variables. We measure this effect by cayrfin
each address-taken variamethe number of edges theés points-
to information can propagate across. The sparser the #alys
fewer edges a variable’s information will propagate acrass the
more quickly the analysis will complete. Figure 7 shows a pam
ison, for each benchmark, of the average number of edges-a var
able’s information will propagate across for a non-sparsayasis

The second aspect is the effect of exploiting access eguigal
We use access equivalence to partition address-takerbleriso
that we only need def-use edges per partition, rather than pe
variable. Figure 8 compares the number of partitions vetBas
number of address-taken variables, and also the numbef-ofde
edges used for partitions versus the number of edges thdtlwou
be required if they were per-variable. Most of the benchmark
and all of the larger benchmarks, show a significant redodtio
the number of edges required. For the larger benchmarks, thi
reduction in absolute terms was from hundreds of millionsdgfes
to millions of edges.

The final aspect that we consider is the effect of the localtgei
to graph equivalence optimization [16] that was used foh Issto
and sFs Figure 9 shows the percentage of the number of nodes
that remain after merging nodes that share local pointgdplts.

VErsussFss sparse analysis. As expected, the sparse analysis prop-We see that the optimization is quite effective.

agates information across far fewer edges for every bendhma
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Figure 7. This graph reveals the sparsity of the def-use graph by number ofLOAD instructions that remain after merging nodes that
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analysis using the CFG. Smaller is better: the smaller theepe- nodes, the more sharing is being done.
age, the fewer edges a variable’s pointer information vélpbop-
agated across.

7. Conclusion

The ability to perform a sparse analysis is critical to thalaigility
of any flow-sensitive analysis. In this paper, we have shoaw h
pointer analysis can be performed sparsely with a stagedagip.
In particular, our algorithm uses a highly efficient inclusi
based pointer analysis to create conservative def-usemat@n,
 Vars and from this information the algorithm performs a sparse/flo
o Edges sensitive pointer analysis. While our new algorithm is gudtal-
able, it has not yet been carefully tuned. In particular, ageh
identified a number of memory optimizations that should cedu
its high memory requirements, and other optimizations khivo-
I prove its already fast analysis time.

This paper represents just the first study of staged pointdya
sis. It would be interesting to see how a less precise anxiinaly-
sis would perform, and it would be interesting to apply thedater

L idea of staging—use a less precise analysis to optimize a prer
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cise analysis—to other pointer analyses.
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