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A bstr act

This article intr o duc es v olume leases as a me chanism for pr oviding server-driven c ache c onsistency

for lar ge-sc ale, ge o gr aphic al ly distribute d networks. V olume le ases r etain the go o d p erformanc e, fault

toler anc e, and server sc alability of the semantic al ly we aker client-driven pr oto c ols that ar e now use d on

the web. V olume le ases ar e a variation of obje ct le ases, which wer e original ly designe d for distribute d �le

systems. However, wher e as tr aditional obje ct le ases amortize overhe ads over long le ase p erio ds, volume

le ases exploit sp atial lo c ality to amortize overhe ads acr oss multiple obje cts in a volume. This appr o ach

al lows systems to maintain go o d write p erformanc e even in the pr esenc e of failur es. Using tr ac e-driven

simulation, we c omp ar e thr e e volume le ase algorithms against four existing c ache c onsistency algorithms

and show that our new algorithms pr ovide str ong c onsistency while maintaining sc alability and fault-

toler anc e. F or a tr ac e-b ase d worklo ad of web ac c esses, we �nd that volumes c an r e duc e message tr a�c

at servers by 40% c omp ar e d to a standar d le ase algorithm, and that volumes c an c onsider ably r e duc e

the p e ak lo ad at servers when p opular obje cts ar e mo di�e d.
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I. Intr oduction

T o ful�ll the promise of an en vironmen t in whic h essen tially all h uman kno wledge is a v ailable from

a set of serv ers distributed across wide area net w orks, the data infrastructure m ust ev olv e from proto-

cols optimized for one application|bro wsers|to proto cols that supp ort a range of more demanding

applications. In the future, w e exp ect data-in tensiv e applications to extend b ey ond h uman-driv en

bro wsers to include program-driv en agen ts, rob ots, distributed databases, and data miners that will

place new demands on the data-distribution infrastructure. These new applications will require ag-

gressiv e cac hing for acceptable p erformance, and they will not b e as toleran t of cac he inconsistencies

as a bro wser. Unfortunately , curren t cac he consistency proto cols do not scale to large systems suc h as

the w eb b ecause of p o or p erformance, w eak consistency guaran tees, or p o or fault tolerance.

Cac he consistency can b e ac hiev ed through either client-driven proto cols, in whic h clien ts send

messages to serv ers to determine if cac hed ob jects are curren t, or server-driven proto cols, in whic h

serv ers notify clien ts when data c hange. In either case, the c hallenge is to guaran tee that a clien t

read alw a ys returns the result of the latest completed write. Proto cols that ac hiev e this are said to b e

strongly consisten t.

Clien t-driv en proto cols force cac hes to mak e a di�cult c hoice. They m ust either p oll the serv er

on eac h access to cac hed data or risk supplying incorrect data. The �rst option, p olling on eac h

read, increases b oth the load on the serv er and the latency of eac h cac he request; b oth e�ects can b e

signi�can t in large scale systems b ecause serv ers supp ort man y clien ts and p olling latencies can b e

high. The other option, p erio dic p olling, relaxes consistency seman tics and allo ws cac hes to supply

incorrect data. F or example, w eb bro wsers accoun t for w eak consistency through a h uman-based

error-correction proto col in whic h users man ually press a \reload" button when they detect stale data.
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W eak consistency seman tics ma y b e merely anno ying to a h uman, but they can cause parallel and

distributed programs to compute incorrect results, and they complicate the use of aggressiv e cac hing

or replication hierarc hies b ecause replication is not transparen t to the application.

Serv er-driv en proto cols in tro duce three c hallenges of their o wn. First, strong consistency is di�cult

to main tain in the face of net w ork or pro cess failures b ecause b efore mo difying an ob ject, a serv er

using these proto cols m ust con tact all clien ts that cac he that ob ject. If there are man y cac hed copies,

it is lik ely that at least one clien t will b e unreac hable, in whic h case the serv er cannot complete the

write without violating its consistency guaran tees. Second, a serv er ma y require a signi�can t amoun t

of memory to trac k whic h clien ts cac he whic h ob jects. Third, sending cac he in v alidation messages ma y

en tail large bursts of serv er activit y when p opular ob jects are mo di�ed.

In distributed �le systems, the problems of serv er driv en proto cols w ere addressed b y using leases

[8], whic h sp ecify a length of time during whic h serv ers notify clien ts of mo di�cations to cac hed data.

After a lease's timeout expires, a clien t m ust renew the lease b y sending a message to the serv er b efore

the clien t ma y access the cac hed ob ject. Leases main tain strong consistency while allo wing serv ers to

mak e progress ev en if failures o ccur. If a serv er cannot con tact a clien t, the serv er dela ys writes un til

the unreac hable clien t's lease expires, at whic h time it b ecomes the clien t's resp onsibilit y to con tact

the serv er. F urthermore, leases free serv ers from notifying idle clien ts b efore mo difying an ob ject; this

reduces b oth the size of the serv er state and the load sustained b y the serv er when reads and writes

are burst y .

Although leases pro vide signi�can t b ene�ts for �le system w orkloads, they ma y b e less e�ectiv e in

a wide area net w ork (W AN). T o amortize the cost of renewing a lease across m ultiple reads, a lease

should b e long enough that in the common case the cac he can b e accessed without a renew al request.

Unfortunately , at least for bro wser w orkloads, rep eated accesses to an ob ject are often spread o v er

min utes or more. When lease lengths are shorter than the time b et w een reads, leases reduce to clien t

p olling. On the other hand, longer lease lengths reduce the three original adv an tages of leases.

In this article, w e sho w ho w volume le ases [22] restore the b ene�ts of leases for W AN w orkloads.

V olume leases com bine short leases on groups of �les (v olumes) with long leases on individual �les.

Under the v olume leases algorithm, a clien t ma y access a cac hed ob ject if it holds v alid leases on

b oth the ob ject and the ob ject's v olume. This com bination pro vides the fault-tolerance of short leases

b ecause when clien ts b ecome unreac hable, a serv er ma y mo dify an ob ject once the short v olume lease

expires. A t the same time, the cost of main taining the leases is mo dest b ecause v olume leases amortize

the cost of lease renew al o v er a large n um b er of ob jects.

W e examine three v ariations of v olume leases: v olume leases, v olume leases with dela y ed in v alida-

tions, and b est e�ort v olume leases. In the dela y ed in v alidations algorithm, serv ers defer sending ob ject

in v alidation messages to clien ts whose v olume leases ha v e expired. This optimization reduces p eaks in

serv er load, and it can reduce o v erall load b y batc hing in v alidation messages and eliminating messages

en tirely in cases when clien ts nev er renew a v olume lease. The third v ariation is motiv ated b y the

observ ation that some w orkloads do not require strict consistency but do prefer that clien ts observ e

fresh data. F or example, when an imp ortan t ev en t o ccurs, a news service w ould lik e to in v alidate stale

cac hed copies of their fron t page quic kly , but they ma y w an t to b egin distributing the new fron t page

immediately rather than w ait un til they ha v e noti�ed all customers that the old page is in v alid. The

b est e�ort v ariation of v olume leases uses relaxed consistency to satisfy suc h applications. W e �nd that

this approac h can impro v e p erformance b y allo wing serv ers to utilize longer v olume lease timeouts.

This article ev aluates the p erformance of v olume leases using trace-based sim ulation. W e compare

the v olume algorithms with three traditional consistency algorithms: clien t p olling, serv er in v alidations,

and serv er in v alidations with leases. Our sim ulations demonstrate the b ene�ts of v olume leases. F or

example, v olume leases with dela y ed in v alidations can ensure that clien ts nev er see stale data and that

serv ers nev er w ait more than 100 seconds to p erform a write, all while using ab out the same n um b er

of messages as a standard in v alidation proto col that can stall serv er writes inde�nitely . Compared to
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T ABLE I

Summar y of algorithm perf ormance.

a standard ob ject lease algorithm that also b ounds serv er write dela ys at 100 seconds, this v olume

algorithm reduces message tra�c b y 40%.

The rest of this article is organized as follo ws. Section I I describ es traditional algorithms for pro vid-

ing consistency to cac hed data, and Section I I I describ es our new v olume lease algorithms. Section IV

discusses our exp erimen tal metho dology , and Section V presen ts our exp erimen tal results. After dis-

cussing related w ork in Section VI, Section VI I summarizes our conclusions.

I I. Traditional consistency algorithms

This section reviews four traditional cac he consistency algorithms. The �rst t w o| Pol l Each R e ad

and Pol l |rely on clien t p olling. The remaining algorithms| Cal lb ack and L e ase |are based on serv er

in v alidation. In describing eac h algorithm w e refer to T able I, whic h summarizes k ey c haracteristics of

eac h algorithm discussed in this pap er, including our three new algorithms. W e also refer to Figure 1,

whic h de�nes sev eral parameters of the algorithms.

In T able I, w e summarize the cost of main taining consistency for an ob ject o using eac h of the

algorithms. Columns corresp ond to k ey �gures of merit: the exp e cte d stale time indicates ho w long

a clien t exp ects to read stale data after o is mo di�ed, assuming random reads, random up dates, and

failures. The worst stale time indicates ho w long o can b e cac hed and stale assuming that (1) o

w as loaded immediately b efore it w as mo di�ed and (2) a net w ork failure prev en ted the serv er from

con tacting the clien t cac hing o . The r e ad c ost sho ws the exp ected fraction of cac he reads requiring

a message to the serv er. The write c ost indicates ho w man y messages the serv er exp ects to send to

notify clien ts of a write. The acknow le dgment wait delay indicates ho w long the serv er will w ait to

write if it cannot in v alidate a cac he. The server state column indicates ho w man y clien ts the serv er

exp ects to trac k for eac h ob ject.

A. Pol l e ach r e ad

Pol l Each R e ad is the simplest consistency algorithm. Before accessing a cac hed ob ject, a clien t asks

the ob ject's serv er if the ob ject is v alid. If so, the serv er resp onds a�rmativ ely; if not, the serv er sends

the curren t v ersion.

This algorithm is equiv alen t to alw a ys ha ving clien ts read data from the serv er with the optimization

that unc hanged data is not resen t. Th us, clien ts nev er see stale data, and writes b y the serv er alw a ys

pro ceed immediately . If a net w ork failure o ccurs, clien ts unable to con tact a serv er ha v e no guaran tees

ab out the v alidit y of cac hed ob jects. T o cop e with net w ork failures, clien ts tak e application-dep enden t

actions, suc h as signaling an error or returning the cac hed data along with a w arning that it ma y b e

stale.

The primary disadv an tage of this algorithm is p o or read p erformance, as all reads are dela y ed b y
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siz e ( x ) b ytes of serv er state to supp ort x clien ts

Fig. 1. De�nition of parameters in T able I

a roundtrip message b et w een the clien t and the serv er. In addition, these messages ma y imp ose

signi�can t load on the serv ers [11].

B. Pol l

Pol l is based on Pol l Each R e ad , but it assumes that cac hed ob jects remain v alid for at least a

time out p erio d of t seconds after a clien t v alidates the data. Hence, when t = 0 Pol l is equiv alen t

to Pol l Each R e ad . Cho osing the appropriate v alue of t presen ts a trade-o�: On the one hand, long

timeouts impro v e p erformance b y reducing the n um b er of reads that w ait for v alidation. In particular,

if a clien t accesses data at a rate of R reads p er second and the timeout is long enough to span sev eral

reads, then only

1

R � t

of the clien t's reads will require net w ork messages (see T able I). On the other hand,

long timeouts increase the lik eliho o d that cac hes will supply stale data to applications. Gw ertzman

and Seltzer [10] sho w that for w eb bro wser w orkloads, ev en for a timeout of ten da ys, serv er load is

signi�can tly higher than under the Cal lb ack algorithm describ ed b elo w. The same study �nds that an

adaptiv e timeout sc heme w orks b etter than static timeouts, but that when the algorithm's parameters

are set to mak e the adaptiv e timeout algorithm imp ose the same serv er load as Cal lb ack , ab out 4% of

clien t reads receiv e stale data.

If serv ers can predict with certain t y when ob jects will b e mo di�ed, then Pol l is ideal. In this case,

serv ers can tell clien ts to use cac hed copies of ob jects un til the time of the next mo di�cation. F or this

study , w e do not assume that serv ers ha v e suc h information ab out the future.

C. Cal lb ack

In a Cal lb ack algorithm [11], [17], serv ers k eep trac k of whic h clien ts are cac hing whic h ob jects.

Before mo difying an ob ject, a serv er noti�es the clien ts with copies of the ob ject and do es not pro ceed

with the mo di�cation un til it has receiv ed an ac kno wledgmen t from eac h clien t. As sho wn in T able I,

Cal lb ack 's read cost is lo w b ecause a clien t is guaran teed that a cac hed ob ject is v alid un til told

otherwise. Ho w ev er, the write cost is high b ecause when an ob ject is mo di�ed the serv er in v alidates

the cac hed ob jects, whic h ma y require up to C

tot

messages. F urthermore, if a clien t has crashed or if

a net w ork partition separates a serv er from a clien t, then a write ma y b e dela y ed inde�nitely .

D. L e ase

T o address the limitations of Cal lb ack , Gra y and Cheriton prop osed L e ase [8]. T o read an ob ject, a

clien t �rst acquires a le ase for it with an asso ciated timeout t . The clien t ma y then read the cac hed

cop y un til the lease expires. When an ob ject is mo di�ed, the ob ject's serv er in v alidates the cac hed

ob jects of all clien ts whose leases ha v e not expired. T o read the ob ject after the lease expires, a clien t

�rst con tacts the serv er to renew the lease.

L e ase allo ws serv ers to mak e progress while main taining strong consistency despite failures. If a

clien t or net w ork failure prev en ts a serv er from in v alidating a clien t's cac he, the serv er need only w ait
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un til the lease expires b efore p erforming the write. By con trast, Cal lb ack ma y force the write to w ait

inde�nitely .

Leases also impro v e scalabilit y of writes. Rather than con tacting all clien ts that ha v e ev er read

an ob ject, a serv er need only con tact recen tly activ e clien ts that hold leases on that ob ject. Leases

can th us reduce the amoun t of state that the serv er main tains to trac k clien ts, as w ell as the cost of

sending in v alidation messages [14]. Serv ers ma y also c ho ose to in v alidate cac hes b y simply w aiting for

all outstanding leases to expire rather than b y sending messages to a large n um b er of clien ts; w e do

not explore this option in this study . L e ase presen ts a tradeo� similar to the one o�ered b y Pol l . Long

leases reduce the cost of reads b y amortizing eac h lease renew al o v er R � t reads. On the other hand,

short leases reduce the dela y on writes when failures o ccur.

As with p olling, a clien t that is unable to con tact a serv er to renew a lease kno ws that it holds

p oten tially stale data. The clien t ma y then tak e application-sp eci�c actions, suc h as signaling an error

or returning the susp ect data along with a w arning. Ho w ev er, unlik e Pol l , L e ase nev er lets clien ts

b eliev e that stale ob jects are v alid.

I I I. V olume leases

T raditional leases pro vide go o d p erformance when the cost of renewing leases is amortized o v er man y

reads. Unfortunately , for man y W AN w orkloads, reads of an ob ject ma y b e spread o v er seconds or

min utes, requiring long leases in order to amortize the cost of renew als [10]. T o mak e leases practical

for these w orkloads, our algorithms use a com bination of obje ct le ases , whic h are asso ciated with

individual data ob jects, and volume le ases , whic h are asso ciated with a collection of related ob jects

on the same serv er. In our sc heme a clien t reads data from its cac he only if b oth its ob ject and

v olume leases for that data are v alid, and a serv er can mo dify data as so on as either lease has expired.

By making ob ject leases long and v olume short, w e o v ercome the limitations of traditional leases:

long ob ject leases ha v e lo w o v erhead, while short v olume leases allo w serv ers to mo dify data without

long dela ys. F urthermore, if there is spatial lo calit y within a v olume, the o v erhead of renewing short

leases on v olumes is amortized across man y ob jects. This section �rst describ es the V olume L e ases

algorithm and then examines a v ariation called V olume L e ases with Delaye d Invalidations . A t the end

of this section, w e examine Best E�ort V olume L e ases to supp ort applications where timely up dates

are desired, but not required.

A. The b asic algorithm

Figures 2, 3, and 4 sho w the data structures used b y the V olume L e ases algorithm, the serv er side

of the algorithm, and the clien t side of the algorithm, resp ectiv ely . The basic algorithm is simple:

� Reading Data. Clien ts read cac hed data only if they hold v alid ob ject and v olume leases on

the corresp onding ob jects. Expired leases are renew ed b y con tacting the appropriate serv ers. When

gran ting a lease for an ob ject o to a clien t c , if o has b een mo di�ed since the last time c held a v alid

lease on o then the serv er piggybac ks the curren t data on the lease renew al.

� W riting Data. Before mo difying an ob ject, a serv er sends in v alidation messages to all clien ts that

hold v alid leases on the ob ject. The serv er dela ys the write un til it receiv es ac kno wledgmen ts from all

clien ts, or un til the v olume or ob ject leases expire. After mo difying the ob ject, the serv er incremen ts

the ob ject's v ersion n um b er.

A.1 Handling unreac hable clien ts

Clien t crashes or net w ork partitions can mak e some clien ts temp orarily unreac hable, whic h ma y

cause problems. Consider the case of an unreac hable clien t whose v olume lease has expired but that

still holds a v alid lease on an ob ject. When the clien t b ecomes reac hable and attempts to renew its

v olume lease, the serv er m ust in v alidate an y mo di�ed ob jects for whic h the clien t holds a v alid ob ject
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lease. Our algorithm th us main tains at eac h serv er an Unr e achable set that records the clien ts that

ha v e not ac kno wledged|within some timeout p erio d|one of the serv er's in v alidation messages.

After receiving a read request or a lease renew al request from a clien t in its Unreac hable set, a serv er

remo v es the clien t from its Unreac hable set, renews the clien t's v olume lease, and noti�es the clien t to

renew its leases on an y curren tly cac hed ob jects b elonging to that v olume. The clien t then resp onds b y

sending a list of ob jects along with their v ersion n um b ers, and the serv er replies with a message that

con tains a v ector of ob ject iden ti�ers. This message (1) renews the leases of an y ob jects not mo di�ed

while the clien t w as unreac hable and (2) in v alidates the leases of an y ob jects whose v ersion n um b er

c hanged while the clien t w as unreac hable.

Data Structures

V olume A v olume v has the follo wing attributes

id = unique iden ti�er

ob jects = set of ob jects in v

ep o c h = v olume ep o c h n um b er (incremen ted on serv er reb o ot)

expire = time b y whic h all curren t leases on v will ha v e expired

at = set of h cl ient; expir e i of v alid leases on v

unreac hable = set of clien ts whose v olume leases ha v e expired

and who ma y ha v e missed ob ject in v alidation messages

Ob ject An ob ject o has the follo wing attributes

id = unique iden ti�er

data = the ob ject's data

v ersion = v ersion n um b er

expire = time b y whic h all curren t leases on o will ha v e expired

at = set of h cl ient; expir e i of v alid leases on o

v olume = v olume

Fig. 2. Data Structures for V olume Lease algorithm.

A.2 Handling serv er failures

When a serv er fails w e assume that the state used to main tain cac he consistency is lost. In LAN

systems, serv ers often reconstruct this state b y p olling their clien ts [17]. This approac h is impractical

in a W AN, so our proto col allo ws a serv er to incremen tally construct a v alid view of the ob ject lease

state, while relying on v olume lease expiration to prev en t clien ts from using leases that w ere gran ted

b y a failed serv er. T o reco v er from a crash, a serv er �rst in v alidates all v olume leases b y w aiting for

them to expire. This in v alidation can b e done in t w o w a ys. A serv er can sa v e on stable storage the

latest expiration time of an y v olume lease. Then, up on reco v ery , it reads this timestamp and dela ys

all writes un til after this expiration time. Alternativ ely , the serv er can sa v e on stable storage the

duration of the longest p ossible v olume lease. Up on reco v ery , the serv er then dela ys an y writes un til

this duration has passed.

Since ob ject lease information is lost when a serv er crashes, the serv er e�ectiv ely in v alidates all

ob ject leases b y treating all clien ts as if they w ere in the Unreac hable set. It do es this b y main taining

a v olume ep o c h n um b er that is incremen ted with eac h reb o ot. Th us, all clien t requests to renew a

v olume m ust also indicate the last ep o c h n um b er kno wn to the clien t. If the ep o c h n um b er is curren t,

then v olume lease renew al pro ceeds normally . If the ep o c h n um b er is old, then the serv er treats the

clien t as if the clien t w ere in the v olume's Unreac hable set.

It is also p ossible to store the cac he consistency information on stable storage [5], [9]. This approac h

reduces reco v ery time at the cost of increased o v erhead on normal lease renew als. W e do not in v estigate

this approac h in this pap er.

A.3 The cost of v olume leases

T o analyze V olume L e ases , w e assume that serv ers gran t leases of length t

v

on v olumes and of length

t on ob jects. T ypically , the v olume lease is m uc h shorter than the ob ject leases, but when a clien t

accesses m ultiple ob jects from the same v olume in a short amoun t of time, the v olume lease is lik ely
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if T

f

< msg T imeout

T

f

 msg T imeout

while ( T

f

� cur r entT ime ) and ( T o contact 6= ; ) do

receiv e ( AC K I N V ALI D AT E , o:id ) from c 2 T o contact

T o contact  T o contact � f c g

o:v ol ume:unr eachabl e  o:v ol ume:unr eachabl e [ f T o contact g

o:at  ;

o:v er sion  o:v er sion + 1

write o

Serv er renews clien t lease

receiv e ( RE N E W LE AS E RE Q; v ol I d; v ol E poch; obj I d; cl ientV er sion ) from c

let v b e the v olume suc h that v :id = v ol I d

let o b e the ob ject suc h that o:id = obj I d

if ( c 2 v :unr eachabl e ) or ( v :epoch > v ol E poch ) then

v :unr eachabl e  v :unr eachabl e [ c

reco v erUnreac hableClien t( c , v ) // see b elo w

if c 62 v :unr eachabl e

v :expir e  cur r entT ime + v ol umeLeaseT imeout

v :at  v :at � fh cl ient; X ig // delete old leases for clien t

v :at  v :at [ fh cl ient; v :expir e ig

o:expir e  cur r entT ime + obj LeaseT imeout

o:at  o:at � fh c; X ig // delete old leases for clien t

o:at  o:at [ fh c; o:expir e ig

if ( o:v er sion > cl ientV er sion ) then

send ( RE N E W LE AS E RE S P ; v :id; v :expir e; v :epoch; o:id; o:v er sion; o:expir e; o:data )

else if ( o:v er sion = cl ientV er sion ) then

send ( RE N E W LE AS E RE S P ; v :id; v :expir e; v :epoch; o:id; o:v er sion; o:expir e )

reco v erUnreac hableClien t(cl ie n t c , v olume v )

send ( M U S T RE N E W ALL; v :id ) to c

T

f

 msg T imeout

r enew Recv d  F ALS E

while ( T

f

� cur r entT ime ) and ( : r enew Recv d ) do

receiv e ( RE N E W O B J LE AS E S; v ol I d; l easeS et ) from c

r ew new Recv d  T RU E

if ( : r enew Recv d ) then

return // clien t still unreac hable

for all h obj I d; obj V er sion i 2 l easeS et do

let o b e the ob ject suc h that o:id = obj I d

if ( o:v er sion > obj V er sion ) then

inv al List  inv al List [ f obj I d g

o:at  o:at � fh c; X ig // delete old leases for clien t

else

o:expir e  cur r entT ime + obj LeaseT imeout

r enew List  r enew List [ h o:id; o:v er sion; o:expir e i

o:at  o:at � fh c; X ig // delete old leases for clien t

o:at  o:at [ fh c; o:expir e ig

send ( I N V ALI D AT E ; inv al List; RE N E W ; r enew List )

T

f

= cur r entT ime + msg T imeout

while ( T

f

� cur r entT ime ) and ( c 2 v :unr eachabl e )

receiv e ( AC K I N V ALI D AT E ) from c

v :unr eachabl e  v :unr eachabl e � f c g

Fig. 3. The V olume Leases Proto col (Serv er Side).

to b e v alid for all of these accesses. As the read cost column of T able I indicates, the cost of a t ypical

read, measured in messages p er read, is

1

P

o 2 V

( R

o

t

v

)

+

1

R � t

. The �rst term re
ects the fact that the

v olume lease m ust b e renew ed ev ery t

v

seconds but that the renew al is amortized o v er all ob jects in

the v olume, assuming that ob ject o is read R

o

times p er second. The second term is the standard

cost of renewing an ob ject lease. As the ack wait delay column indicates, if a clien t or net w ork failure

prev en ts a serv er from con tacting a clien t, a write to an ob ject m ust b e dela y ed for min ( t; t

v

), i.e. ,

un til either lease expires. As the write c ost and server state columns indicate, serv ers trac k all clien ts

that hold v alid ob ject leases and notify them all when ob jects are mo di�ed. Finally , as the stale time

columns indicate, V olume L e ases nev er supplies stale data to clien ts.
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Clien t reads ob ject o

if : v al idLease ( o:v ol ume ) _ : v al idLease ( o:id ) then

r enew Lease ( o:v ol ume; o )

read lo cal cop y of o

renewLease(v olume v , ob ject o )

epoch  max( v :epoch; � 1)

v num  max ( o:v er sion; � 1)

send ( RE N E W LE AS E RE Q; v :id; epoch; o:id; v num )

// Note: if an y reciev e times out, ab ort the read.

if receiv e ( M U S T RE N E W ALL; v :id ) from serv er then

r enew Al l ( v )

// Note: if an y reciev e times out, ab ort the read.

receiv e ( RE N E W LE AS E RE S P ; v :id; v :expir e; v :epoch; o:v er sion; o:expir e [ ; o:data ]) from serv er

renewAll(v olume v )

l easeS et  ;

for all ob jects o for whic h (( o:v ol ume = v ) ^ ( v al idLease (o))

l easeS et  l easeS et [ h o:id; o:v er sion i

send ( RE N E W O B J LE AS E S; v :id; l easeS et ) to serv er

// Note: if an y reciev e times out, ab ort the read.

receiv e ( I N V ALI D AT E ; inv al List; RE N E W ; r enew List ) from serv er

for all obj I d 2 inv al List

let o b e the ob ject for whic h o:id = obj I d

o:expir e = � 1; delete o:data ; o:data  N U LL

for all h obj I d; v er sion; expir e i 2 r enew List

let o b e the ob ject for whic h o:id = obj I d

assert( o:v er sion = v er sion )

o:expir e  expir e

send ( AC K I N V ALI D AT E ; v :id ) to serv er

v alidLease(lease l )

if l :expir e > cur r entT ime

return TR UE

else

return F ALSE

Clien t receiv es ob ject in v alidation message for ob ject o

receiv e ( I N V ALI D AT E ; obj I d ) from serv er

let o b e the ob ject for whic h o:id = obj I d

o:expir e = � 1; delete o:data ; o:data  N U LL

send ( AC K I N V ALI D AT E ; o:id ) to serv er

Fig. 4. The V olume Leases Proto col (Clien t Side).

A.4 Proto col v eri�cation

T o v erify the correctness of the consistency algorithm, w e implemen ted a v ariation of the v olume

leases algorithm describ ed in Figures 3 and 4 using the T eap ot system [4]. The T eap ot v ersion of the

algorithm di�ers from the one describ ed in the �gures in t w o w a ys. First, the T eap ot v ersion uses a

simpli�ed reconnection proto col for Unreac hable clien ts. Rather than restore a clien t's set of ob ject

leases, the T eap ot v ersion clears all of the clien t's ob ject leases when an Unreac hable clien t reconnects.

The second di�erence is that in the T eap ot v ersion ev ery net w ork request includes a sequence n um b er

that is rep eated in the corresp onding reply . These sequence n um b ers allo w the proto col to matc h

replies to requests.

T eap ot allo ws us to describ e the consistency state mac hines in a con v enien t syn tax and then to

generate Murphi [7] co de for mec hanical v eri�cation. The Murphi system searc hes the proto col's state

space for deadlo c ks or cases where the system's correcness in v arian ts are violated. Although Murphi's

exhaustiv e searc h of the state space is an exp onen tial algorithm that only allo ws us to v erify small

mo dels of the system, in practice this approac h �nds man y bugs that are di�cult to lo cate b y hand

and giv es us con�dence in the correctness of our algorithm [3].

Murphi v eri�es that the follo wing t w o in v arian ts hold: (1) when the serv er writes an ob ject, no clien t

has b oth a v alid ob ject lease and a v alid v olume lease for that ob ject and (2) when a clien t reads an

ob ject, it has the curren t v ersion of the ob ject. The system w e v eri�ed con tains one v olume with t w o

ob jects in it, and it includes one clien t and one serv er that comm unicate o v er a net w ork. Clien ts and
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serv ers can crash at an y time, and the net w ork la y er can lose messages at an y time but cannot deliv er

messages out of order; the net w ork la y er can also rep ort messages lost when they are, in fact, deliv ered.

W e ha v e tested p ortions of the state space for some larger mo dels, but larger mo dels exhaust our test

mac hine's 1 GB of memory b efore the en tire state space is examined.

B. V olume le ases with delaye d invalidations

The p erformance of V olume L e ases can b e impro v ed b y recognizing that once a v olume lease expires,

a clien t cannot use ob ject leases from that v olume without �rst con tacting the serv er. Th us, rather

than in v alidating ob ject leases immediately for clien ts whose v olume leases ha v e expired, the serv er can

send in v alidation messages when (and if ) the clien t renews the v olume lease. In particular, the V olume

L e ases with Delaye d Invalidations algorithm mo di�es V olume L e ases as follo ws. If the serv er mo di�es

an ob ject for whic h a clien t holds a v alid ob ject lease but an expired v olume lease, the serv er mo v es the

clien t to a p er-v olume Inactive set, and the serv er app ends an y ob ject in v alidations for inactiv e clien ts

to a p er-inactiv e-clien t Pending Message list. When an inactiv e clien t renews a v olume, the serv er

sends all p ending messages to that clien t and w aits for the clien t's ac kno wledgmen t b efore renewing

the v olume. After a clien t has b een inactiv e for d seconds, the serv er mo v es the clien t from the Inactiv e

set to the Unreac hable set and discards the clien t's P ending Message list. Th us, d limits the amoun t of

state stored at the serv er. Small v alues for d reduce serv er state but increase the cost of re-establishing

v olume leases when unreac hable clien ts b ecome reconnected.

As T able I indicates, when a write o ccurs, the serv er m ust con tact the C

v

clien ts that hold v alid

v olume leases rather than the C

o

clien ts that hold v alid ob ject leases. Dela y ed in v alidations pro vide

three adv an tages o v er V olume L e ases . First, serv er writes can pro ceed faster b ecause man y in v alidation

messages are dela y ed or omitted. Second, the serv er can batc h sev eral ob ject in v alidation messages

to a clien t in to a single net w ork message when the clien t renews its v olume lease, thereb y reducing

net w ork o v erhead. Third, if a clien t do es not renew a v olume for a long p erio d of time, the serv er can

a v oid sending the ob ject in v alidation messages b y mo ving the clien t to the Unreac hable set and using

the reconnection proto col if the clien t ev er returns.

C. Best-e�ort volume le ases

Some applications do not require strong consistency but do w an t to deliv er timely up dates to clien ts.

F or example, when an imp ortan t ev en t o ccurs, a news service w ould lik e to in v alidate stale copies of

their fron t page quic kly rather than w ait un til all customers kno w that the old page is in v alid. Th us,

it is in teresting to consider b est-e�ort algorithms. A b est e�ort algorithm should alw a ys allo w writes

to pro ceed immediately , and it should notify clien ts of writes when doing so do es not dela y writes.

An y of the v olume algorithms ma y b e con v erted to b est e�ort algorithms b y sending in v alidations

in p ar al lel with writes. T able I summarizes the c haracteristics of the b est e�ort v ersion of the Delaye d

Invalidations algorithm. By sending in v alidations in parallel with writes, the algorithm limits the

exp ected stale read time to notify ( C

v

)|the time it tak es for the serv er to send the messages|without

dela ying writes.

Note that in the b est e�ort algorithms, v olume leases serv e a di�eren t purp ose than in the original

v olume algorithms: they limit the time during whic h clien ts can see stale data. Whereas strong

consistency algorithms generally set the v olume lease time ( t

v

) to b e the longest p erio d they are

willing to dela y a write, this is no longer a factor for b est e�ort algorithms. Instead, these algorithms

set t

v

to the longest time they will allo w disconnected clien ts to unkno wingly see stale data. Since

only the disconnected clien ts are a�ected b y long t

v

v alues, this ma y allo w larger v alues for t

v

than

b efore. F or example, a news service using strong consistency migh t not w an t to blo c k dissemination of

a news up date for more than a few seconds, but it ma y b e willing to allo w a few disconnected clien ts

to see the old news for sev eral min utes. Th us, suc h a system migh t use t

v

= 10 seconds under strong

consistency , but it migh t use t

v

= 10 minutes under a b est e�ort algorithm. As with the original
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v olume algorithms, com bining short v olume leases with long ob ject leases allo ws leases to b e short

while amortizing renew al costs o v er man y ob jects.

IV. Methodology

T o examine the algorithms' p erformance, w e sim ulated eac h algorithm discussed in T able I under a

w orkload based on w eb trace data.

A. Simulator

W e sim ulate a set of serv ers that mo dify �les and pro vide �les to clien ts, and a set of clien ts that

read �les. The sim ulator accepts timestamp ed read and mo dify ev en ts from input �les and up dates

the cac he state. The sim ulator records the size and n um b er of messages sen t b y eac h serv er and eac h

clien t, as w ell as the size of the cac he consistency state main tained at eac h serv er.

W e v alidated the sim ulator in t w o w a ys. First, w e obtained Gw ertzman and Seltzer's sim ulator [10]

and one of their traces, and compared our sim ulator's results to theirs for the algorithms that are

common b et w een the t w o studies. Second, w e used our sim ulator to examine our algorithms under

simple syn thetic w orkloads for whic h w e could analytically compute the exp ected results. In b oth

cases, our sim ulator's results matc h the exp ected results.

Limitations of the sim ulator. Our sim ulator mak es sev eral simplifying assumptions. First, it

do es not sim ulate concurrency|it completely pro cesses eac h trace ev en t b efore pro cessing the next

one. This simpli�cation allo ws us to ignore details suc h as m utual exclusion on in ternal data structures,

race conditions, and deadlo c ks. Although this could c hange the messages that are sen t (if, for instance,

a �le is read at ab out the same time it is written), w e do not b eliev e that sim ulating these details

w ould signi�can tly a�ect our p erformance results.

Second, w e assume in�nitely large cac hes and w e do not sim ulate serv er disk accesses. Both of these

e�ects reduce p oten tially signi�can t sources of w ork that are the same across algorithms. Th us, our

results will magnify the di�erences among the algorithms.

Finally , w e assume that the system main tains cac he consistency on en tire �les rather than on some

�ner gran ularit y . W e c hose to examine whole-�le consistency b ecause this is curren tly the most common

approac h for W AN w orkloads [1]. Fine-grained consistency ma y reduce the amoun t of data tra�c, but

it also increases the n um b er of con trol messages required b y the consistency algorithm. Th us, �ne-

grained cac he consistency w ould lik ely increase the relativ e di�erences among the algorithms.

B. Worklo ad

W e use a w orkload based on traces of HTTP accesses at Boston Univ ersit y [6]. These traces span four

mon ths during Jan uary 1995 through Ma y 1995 and include all HTTP accesses b y Mosaic bro wsers|

including lo cal cac he hits|for 33 SP AR Cstations.

Although these traces con tain detailed information ab out clien t reads, they do not indicate when

�les are mo di�ed. W e therefore syn thesize writes to the ob jects using a simple mo del based on t w o

studies of write patterns for w eb pages. Besta vros [2] examined traces of the Boston Univ ersit y w eb

serv er, and Gw ertzman and Seltzer [10] examined the write patterns of three univ ersit y w eb serv ers.

Both studies concluded that few �les c hange rapidly , and that globally p opular �les are less lik ely to

c hange than other �les. F or example, Gw ertzman and Seltzer's study found that 2%{23% of all �les

w ere mutable (eac h �le had a greater than 5% c hance of c hanging on an y giv en da y) and 0%{5% of

the �les w ere very mutable (had greater than 20% c hance of c hanging during a 24-hour p erio d).

Based on these studies, our syn thetic write w orkload divides the �les in the trace in to four groups.

W e giv e the 10% most referenced �les a lo w a v erage n um b er of random writes p er da y (w e use a

P oisson distribution with an exp ected n um b er of writes p er da y of 0.005). W e then randomly place

the remaining 90% of the �les in to three sets. The �rst set, whic h includes 3% of all �les in the trace,

are very mutable and ha v e an exp ected n um b er of writes p er da y of 0.2. The second set, 10% of all
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Fig. 5. Num b er of messages vs. timeout length.

�les in the trace, are mutable and ha v e an exp ected n um b er of writes p er da y of 0.05. The remaining

77% of the �les ha v e an exp ected n um b er of writes p er da y of 0.02. In section V-D, w e examine the

sensitivit y of our results to these parameters.

W e sim ulate the 1000 most frequen tly accessed serv ers; this subset of the serv ers accoun ts for more

than 90% of all accesses in the trace. Our w orkload consists of 977,899 reads of 68,665 di�eren t �les

plus 209,461 arti�cially generated writes to those �les. The �les in the w orkload are group ed in to 1000

v olumes corresp onding to the 1000 serv ers. W e lea v e more sophisticated grouping as future w ork.

V. Simula tion resul ts

This section presen ts sim ulation results that compare the v olume algorithms with other consistency

sc hemes. In in terpreting these results, remem b er that the trace w orkload trac ks the activities of a

relativ ely small n um b er of clien ts. In realit y , serv ers w ould b e accessed b y man y other clien ts, so the

absolute v alues w e rep ort for serv er and net w ork load are lo w er than what the serv ers w ould actually

exp erience. Instead of fo cusing on the absolute n um b ers in these exp erimen ts, w e fo cus on the relativ e

p erformance of the algorithms under this w orkload.

A. Server/network lo ad

Figure 5 sho ws the p erformance of the algorithms. The x-axis, whic h uses a logarithmic scale, giv es

the ob ject timeout length in seconds ( t ) used b y eac h algorithm, while the y-axis giv es the n um b er of

messages sen t b et w een the clien t and serv ers. F or V olume L e ase , t refers to the ob ject lease timeout

and not the v olume lease timeout; w e use di�eren t curv es to sho w di�eren t v olume lease timeouts and

indicate the v olume lease time ( t

v

) in the second parameter of the lab el. F or the Delay V olume lines,

w e assume an in�nite acknow le dgement wait delay ( d ) as signi�ed b y the third parameter; this means

that a serv er nev er mo v es idle clien ts to the unreac hable list. The line for Cal lb ack is 
at b ecause

Cal lb ack in v alidates all cac hed copies regardless of t . The L e ase and basic V olume L e ase lines decline

un til t reac hes ab out 100,000 seconds and then rise sligh tly . This shap e comes from t w o comp eting

in
uences. As t rises, the n um b er of lease renew als b y clien ts declines, but the n um b er of in v alidations

sen t to clien ts holding v alid leases increases. F or this w orkload, once a clien t has held an ob ject for

100,000 seconds, it is more lik ely that the serv er will mo dify the ob ject than that the clien t will read

it, so leases shorter than this reduce system load. As t increases, Client Pol l and Delaye d Invalidation

send strictly few er messages. Client Pol l nev er sends in v alidation messages, and Delaye d Invalidation

a v oids sending in v alidations to clien ts that are no longer accessing a v olume, ev en if the clien ts hold
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v alid ob ject leases. Note that for timeouts of 100,000 seconds, Client Pol l results in clien ts accessing

stale data on ab out 1% of all reads, and for timeout v alues of 1,000,000 seconds, the algorithm results

in clien ts accessing stale copies on ab out 5% of all reads.

The separation of the L e ase ( t ), V olume ( t; t

v

= 10), and V olume ( t; t

v

= 100) lines sho ws the additional

o v erhead of main taining v olume leases. Shorter v olume timeouts increase this o v erhead. L e ase can b e

though t of as the limiting case of in�nite-length v olume leases.

Although V olume L e ases imp oses a signi�can t o v erhead compared to L e ase for a giv en v alue of t ,

applications that care ab out fault tolerance can ac hiev e b etter p erformance with V olume L e ases than

without. F or example, the triangles in the �gure highligh t the b est p erformance ac hiev able b y a system

that do es not allo w writes to b e dela y ed for more than 10 seconds for L e ase ( t ), V olume ( t; t

v

= 10),

and Delaye d Invalidations ( t; t

v

= 10 ; d = 1 ). V olume ( t = 100000 ; t

v

= 10) sends 32% few er messages

than L e ase ( t = 10), and Delaye d Invalidations ( t = 10

7

; t

v

= 10 ; d = 1 ) sends 39% few er messages

than L e ase ( t = 10). Similarly , as indicated b y the squares in the �gure, for applications that can

dela y writes at most 100 seconds, V olume L e ase outp erforms L e ase b y 30% and Delaye d Invalidations

outp erforms the lease algorithm b y 40%.

Although pro viding strong consistency is more exp ensiv e than the Pol l algorithm, the cost app ears

tolerable for man y applications. F or example, Pol l ( t = 100000) uses ab out 15% few er messages than

Delaye d Invalidations( t = 10

7

; t

v

= 100 ; d = 1 ) , but it supplies stale data to clien ts on ab out 1% of

all reads. Ev en in the extreme case of Pol l( t = 10

7

) (in whic h clien ts see stale data on o v er 35% of

reads), Delaye d Invalidations uses less than t wice as man y messages as the p olling algorithm.

W e also examined the net w ork b ytes sen t b y these algorithms and the serv er CPU load imp osed

b y these algorithms. By b oth of these metrics, the di�erence in cost of pro viding strong consistency

compared to Pol l w as smaller than the di�erence b y the metric of net w ork messages. The relativ e

di�erences among the lease algorithms w as also smaller for these metrics than for the net w ork messages

metric for the same reasons.

A k ey adv an tage of Best E�ort V olume L e ases for applications that p ermit relaxed consistency is

the algorithm ma y enable longer v olume lease timeouts and th us ma y reduce consistency o v erhead.

Strict consistency algorithms set the v olume timeout, t

v

, to b e the longest tolerable write dela y , but

the b est e�ort algorithms can set t

v

to b e the longest time disconnected clien ts should b e allo w ed to

unkno wingly access stale data; this ma y allo w larger v alues of t

v

for some services that use Best E�ort .

Figure 6 sho ws the e�ect of v arying the v olume lease timeout on the n um b er of messages sen t.



13

0

500

1000

1500

2000

2500

3000

3500

4000

4500

1 10 100 1000 10000 100000 1e+06 1e+07

S
er

ve
r 

S
ta

te
s 

(B
yt

es
)

t (timeout in seconds)

Object Lease(t)
Volume(t,10)
Volume(t,100)
Delay Volume(t,10,µ )
Delay Volume(t,100,µ )

Delay Volume(t,10,10000)
Delay Volume(t,100,10000)

Callback

Fig. 7. State at the most p opular serv er vs. timeout.

0

20

40

60

80

100

120

140

160

180

200

1 10 100 1000 10000 100000 1e+06 1e+07

   
   

S
er

ve
r 

S
ta

te
s 

(B
yt

es
) 

   
  

t (timeout in seconds)

Callback

Delay Volume(t,10,µ )
Delay Volume(t,100,µ )

Object Lease(t)
Volume(t,10)
Volume(t,100)

Delay Volume(t,10,10000)
Delay Volume(t,100,10000)

Fig. 8. State at the 10

th

most p opular serv er vs. timeout.

B. Server state

Figures 7 and 8 sho w the amoun t of serv er memory required to implemen t the algorithms. The �rst

sho ws the requiremen ts at the trace's most hea vily loaded serv er, and the second sho ws the demand

at the trace's ten th most hea vily loaded serv er. The x-axis sho ws the timeout in seconds using a log

scale. The y-axis is giv en in b ytes and represen ts the a v erage n um b er of b ytes of memory used b y the

serv er to main tain consistency state. W e c harge the serv ers 16 b ytes to store an ob ject or v olume lease

or callbac k record. F or messages queued b y the Dela y algorithm, w e also c harge 16 b ytes.

F or short timeouts, the lease algorithms use less memory than the callbac k algorithm b ecause the

lease algorithms discard callbac ks for inactiv e clien ts. Compared to standard leases, V olume L e ases

increase the amoun t of state needed at serv ers, but this increase is small b ecause v olume leases are

short, so serv ers generally main tain few activ e v olume leases. If the Delay algorithm nev er mo v es

clien ts to the Unreac hable set it ma y store messages destined for inactiv e clien ts for a long time and

use more memory than the other algorithms. Con v ersely , if Delay uses a short d parameter so that

it can mo v e clien ts from the Inactiv e set to the Unreac hable set and discard their p ending messages

and callbac ks, Delay can use less state than the other lease or callbac k algorithms. Note that running

Delay with short discard times will increase serv er load and the n um b er of consistency messages. W e
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ha v e not y et quan ti�ed this e�ect b ecause it will dep end on implemen tation details of the reconnection

proto col.

C. Bursts of lo ad

Figure 9 sho ws a cum ulativ e histogram in whic h the y v alue, sho wn in log scale, coun ts the n um b er

of 1-second p erio ds in whic h the load at the serv er w as at least x messages sen t or receiv ed p er second.

There are three groups of lines. Client Pol l and Obje ct L e ase b oth use short timeouts, so when clien ts

read groups of ob jects from a serv er, these algorithms send groups of ob ject renew al messages to

the serv er. Cal lb ack and V olume use long ob ject lease p erio ds, so read tra�c puts less load on the

serv er, but writes result in bursts of load when p opular ob jects are mo di�ed. F or this w orkload, p eak

loads corresp ond to bursts of ab out one message p er clien t. Finally , Delay uses long ob ject leases to

reduce bursts of read tra�c from clien ts accessing groups of ob jects, and it dela ys sending in v alidation

messages to reduce bursts of tra�c when writes o ccur. This com bination reduces the p eak load on the

serv er for this w orkload.

F or the exp erimen t describ ed in the previous paragraph, Client Pol l and Obje ct L e ase ha v e p erio ds

of higher load than Cal lb ack and V olume for t w o reasons. First, the system sho ws p erformance for a
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mo dest n um b er of clien ts. Larger n um b ers of clien ts w ould increase the p eak in v alidate load for Cal lb ack

and V olume . F or Client Pol l and Obje ct L e ase , increasing the n um b er of clien ts w ould increase p eak

serv er load less dramatically b ecause read requests from additional clien ts w ould b e more spread out

in time. The second reason for Cal lb ack and V olume 's adv an tage in this exp erimen t is that in the

trace clien ts read data from serv ers in bursts, but writes to v olumes are not burst y in that a write to

one ob ject in a v olume do es not mak e it more lik ely that another ob ject from the same v olume will

so on b e mo di�ed. Con v ersely , Figure 10 sho ws a \burst y write" w orkload in whic h when one ob ject

is mo di�ed, w e select k other ob jects from the same v olume to mo dify at the same time. F or this

graph, w e compute k as a random exp onen tial v ariable with a mean of 10. This w orkload signi�can tly

increases the bursts of in v alidation tra�c for V olume and Cal lb ack .

D. Sensitivity

Our w orkload utilizes a trace of read ev en ts, but it generates write ev en ts syn thetically . In this

subsection, w e examine ho w di�eren t assumptions ab out write frequency a�ect our results.

Figure 11 sho ws the p erformance of the algorithms for represen tativ e parameters as w e v ary the write

frequency . Our default w orkload giv es the 10% most referenced �les a p er-da y c hange probabilit y of

0.5%, 3% of the �les a p er-da y c hange probabilit y of 20%, 10% of the �les a probabilit y of 5%, and

77% of the �les a p er-da y c hange probabilit y of 2%. F or eac h p oin t on the graph, w e m ultiply those

p er-da y probabilities b y the v alue indicated b y the x-axis. Note that our w orkload generator con v erts

p er-da y c hange probabilities to p er-second c hange probabilities, so p er-da y probabilities greater than

100% are p ossible

W e examine the lease algorithms as they migh t b e parameterized in a system that nev er wishes to

dela y writes more than 100 seconds and compare to a p oll algorithm with a 100-second timeout and

a callbac k algorithm with in�nite timeout. These results indicate that the Client Pol l ( t = 100) and

L e ase ( t = 100) are little a�ected b y c hanging write rates. This is b ecause the ob ject timeouts are

so short that writes are unlik ely to cause man y in v alidations ev en when their frequency is increased

100-fold. The v olume lease algorithms and Cal lb ack all cost more as write frequency increases. The

cost of V olume ( t = 1000000 ; t

v

= 100) and Cal lb ack increase more quic kly than the cost of Delaye d

V olume ( t = 10000000 ; t

v

= 100 ; d = 1 ) b ecause the �rst t w o algorithms ha v e long ob ject callbac k

p erio ds and th us send in v alidation messages to all clien ts that ha v e done reads b et w een a pair of writes.

Delaye d V olume rises more slo wly b ecause it do es not send ob ject in v alidations once a v olume lease

expires.
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VI. Rela ted w ork

Our study builds on e�orts to assess the cost of strong consistency in wide area net w orks. Gw ertzman

and Seltzer [10] compare cac he consistency approac hes through sim ulation and conclude that proto cols

that pro vide w eak consistency are the most suitable to a W eb-lik e en vironmen t. In particular, they

�nd that an adaptiv e v ersion of Pol l(t) exerts a lo w er serv er load than an in v alidation proto col if the

p olling algorithm is allo w ed to return stale data 4% of the time. W e arriv e at di�eren t conclusions. In

particular, w e observ e that m uc h of the apparen t adv an tage of w eak consistency o v er strong consistency

in terms of net w ork tra�c comes from clien ts reading stale data [14]. Also, w e use v olume leases to

address man y of the c hallenges to strong consistency .

W e also build on the w ork of Liu and Cao [14], who use a protot yp e serv er in v alidation system to

ev aluate the o v erhead of main taining consistency at the serv ers compared to clien t p olling. They also

study w a ys to reduce serv er state via p er-ob ject leases. As with our study , their w orkload is based on

a trace of read requests and syn thetically-generated write requests. Our w ork di�ers primarily in our

treatmen t of fault tolerance issues. In particular, after a serv er reco v ers our algorithm uses v olume

timeouts to \notify" clien ts that they m ust con tact the serv er to renew leases; Liu and Cao's algorithm

requires the serv er to send messages to all clien ts that migh t b e cac hing ob jects from the serv er. Also,

our v olume leases pro vide a graceful w a y to handle net w ork partitions; when a net w ork failure o ccurs,

Liu and Cao's algorithm m ust p erio dically retransmit in v alidation messages, and it do es not guaran tee

strong consistency in that case.

Cac he consistency proto cols ha v e long b een studied for distributed �le systems [11], [17], [19]. Sev eral

asp ects of Co da's [13] consistency proto col are re
ected in our algorithms. In particular, our notion

of a v olume is similar to that used in Co da [16]. Ho w ev er, ours di�er in t w o k ey resp ects. First,

Co da do es not asso ciate v olumes with leases, and relies instead on other metho ds to determine when

serv ers and clien ts b ecome disconnected. The com bination of short v olume leases and long ob ject

leases is one of our main con tributions. Second, b ecause Co da w as designed for di�eren t w orkloads, its

design trade-o�s are di�eren t. F or example, b ecause Co da exp ects clien ts to comm unicate with a small

n um b er of serv ers and it regards disconnection as a common o ccurrence, Co da aggressiv ely attempts

to set up v olume callbac ks to all serv ers on eac h hoard w alk (ev ery 10 min utes). In our en vironmen t,

clien ts are asso ciated with a larger univ erse of serv ers, so w e only renew v olume leases when a clien t

is activ ely accessing the serv er. Also, in our algorithm when an ob ject is mo di�ed, the serv er do es

not send v olume in v alidation messages to clien ts that hold v olume leases but not ob ject leases on the

ob ject in question. W e th us a v oid the false sharing problem of whic h Mummert w arns [16].

Our b est e�ort leases algorithm pro vides similar seman tics to and w as inspired b y Co da's optimistic

concurrency proto col [13]. Ba y ou [20] and Ro v er [12] also implemen t optimistic concurrency , but they

can detect and react to more general t yp es of con
icts than can Co da.

W orrell [21] studied in v alidation-based proto cols in a hierarc hical cac hing system and concluded that

serv er-driv en consistency w as practical for the w eb. W e plan to explore w a ys to add hierarc h y to our

algorithms in the future.

Cac he consistency proto cols ha v e long b een studied for distributed �le systems [18], [17], [19].

Ho w ard et. al [11] reac hed the somewhat coun ter-in tuitiv e conclusion that serv er-driv en consistency

generally imp osed less load on the serv er than clien t p olling ev en though serv er-driv en algorithms pro-

vide stronger guaran tees for clien ts. This is b ecause serv ers ha v e enough information to kno w exactly

when messages need to b e sen t.

Mogul's draft prop osal for HTTP 1.1 [15] includes a notion of grouping �les in to v olumes to reduce

the o v erhead of HTTP's p olling-based consistency proto col. W e are not a w are of an y implemen tations

of this idea.

Finally , w e note that v olume leases on the set of all ob jects pro vided b y a serv er can b e though t of

as pro viding a framew ork for the \heartb eat" messages used in man y distributed state systems.
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VI I. Conclusions

W e ha v e tak en three cac he consistency algorithms that ha v e b een previously applied to �le systems

and quan titativ ely ev aluated them in the con text of W eb w orkloads. In particular, w e compared the

timeout-based Client Pol l algorithm with the Cal lb ack algorithm, in whic h a serv er in v alidates b efore

eac h write, and Gra y and Cheriton's L e ase algorithm. The L e ase algorithm presen ts a tradeo� similar

to the one o�ered b y Client Pol l . On the one hand, long leases reduce the cost of reads b y amortizing

eac h lease renew al o v er man y reads. On the other hand, short leases reduce the dela y on writes when

a failure o ccurs. T o solv e this problem, w e ha v e in tro duced the V olume L e ase , V olume L e ase with

Delaye d Invalidation , and Best E�ort V olume L e ase algorithms that allo w serv ers to p erform writes

with minimal dela y , while minimizing the n um b er of messages necessary to main tain consistency . Our

sim ulations con�rm the b ene�ts of these algorithm.
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