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Abstract

J Mo ore has disco v ered an elegan t approac h for v erifying state in v arian ts of imp erativ e

programs without ha ving to write a v eri�cation condition generator (V CG) or clo c k function.

Users need only mak e assertions ab out selected cutp oint instructions of a program, suc h as

lo op tests and subroutine en try and exit p oin ts. A CL2's rewriter is then used to automatically

propagate these assertions through the in terv ening instructions.

W e extend this metho dology so that users can similarly pro v e termination prop erties of

programs via induction o v er the sequence of cutp oin t instructions the program executes. Just

as with Mo ore's metho dology , there is no need to sp ecify a V CG or program-sp eci�c clo c k

functions. These termination pro ofs can then b e used to write e�cien t executable program

sim ulators in A CL2 that don't require step-coun ters but are still guaran teed to terminate.

1 In tro duction

In his pap er Inductive Assertions and Op er ational Semantics , J Mo ore describ es a simple and elegan t

metho d for pro ving partial correctness results for imp erativ e programs [12 ]. What in terests us most

ab out his approac h is the fact that it requires no clo c k function or v eri�cation condition generator.

This frees the user from the headac he of de�ning state in v arian ts b y pro viding assertions for ev ery

program p oin t. Instead, the user de�nes assertions only on sp eci�ed cutp oints , suc h as lo op tests

and the en try and exit p oin ts of programs. A CL2's rewriter is used to sym b olically sim ulate the

program in order to prop ogate these assertions through all the reac hable program p oin ts. This
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is done using tail recursiv e p artial functions , whic h are admissable to A CL2 due to the w ork of

Manolios and Mo ore who pro v ed that ev ery suc h partial function has an admissable total function

as a witness [10 ].

In this pap er, w e presen t a v ariation on this metho d, built on the same concepts, whic h can easily

b e extended to reason ab out the termination of imp erativ e programs. As with Mo ore's metho d, these

termination pro ofs require no clo c k functions, V CGs, or assertions de�ned on program p oin ts other

than select cutp oin ts. Th us, b y our v ariation on Mo ore's approac h to partial correctness, users can

pro v e the partial correctness of their programs, and then extend this result to one of total correctness

with minimal e�ort.

In addition, our approac h to total correctness pro ofs can almost automatically generate e�cien t

clo c kless sim ulators. In general, the op erational seman tics of an imp erativ e programming language

do not guaran tee termination. Th us, in order to admit a function in to A CL2 to sim ulate arbitrary

programs written in these languages, users m ust include a clo ck parameter, whic h giv es the maxim um

n um b er of steps to run the program b efore halting. Suc h functions tak e the form

(defun run (k state)

(if (zp k)

state

(run (1- k) (next state))))

Ho w ev er, giv en that w e kno w that a program terminates, it w ould b e nice to ha v e a sim ulation

function of the naiv e form form (i.e. without an y coun ters):

(defun run (state)

(if (halted state)

state

(run (next state))))

Giv en a program pro v en to terminate using our metho d, w e ha v e devised a w a y to automatically

generate a function whose executable de�nition is of this form using A CL2's mbt macro for generating

guarded executable coun terparts. It is therefore an e�cien t clo c kless sim ulation function that runs

a program to completion and is guaran teed to terminate.

W e start with a detailed description of our total correctness metho d in Section 2. This is follo w ed

b y a description in Section 3 of ho w to obtain e�cien t sim ulators in A CL2 b y our approac h. Then, in

Section 4, w e presen t a more substan tial example that brings together the concepts of the previous

t w o sections. Finally , w e presen t related w ork and conclude in Sections 5 and 6.

2 The termination pro of metho d

In this section w e demonstrate the general termination pro of metho d on the simplest state mac hine

mo del w e could think of that still has the p oten tial for non-termination. Ho w ev er, w e disable most

of the mo del's de�nitions, so that the termination pro of mak es explicit exactly what mac hine mo del

assumptions it relies on. This also pa v es the w a y for our future goal of encapsulating the pro of and

turning it in to a generic A CL2 b o ok.
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2.1 A simple state mac hine mo del

Our example mac hine mo del, called mstate-model , consists of a stobj con taining only an in teger

program coun ter �eld.

(defstobj mstate

(progc :type integer :initially 0))

mstate-model 's next-state function simply decremen ts the program coun ter �eld of mstate .

(defund next (mstate)

(declare (xargs :stobjs (mstate)))

(update-progc (1- (progc mstate)) mstate))

The theory also requires us to giv e a predicate stating whether a mac hine state is a cutp oin t. F or

mstate-model w e arbitrarily c ho ose our cutp oin t states to b e those with a non-negativ e program

coun ter that is ev enly divisible b y 10.

(defund at-cutpoint (mstate)

(declare (xargs :stobjs (mstate)))

(and (mstatep mstate)

(natp (progc mstate))

(equal (mod (progc mstate) 10)

0)))

W e need to sp ecify what it means for the mac hine to ha v e \halted". W e place quotes around the

w ord \halted" b ecause for most applications w e don't actually exp ect the mac hine to halt once that

state has b een reac hed. Instead, w e exp ect to b e reasoning mostly ab out subroutines that will return

to the caller and con tin ue executing when it has �nished. Therefore, w e prefer to call suc h states

exitp oints . The termination pro of states that all cutp oin t states ev en tually reac h an exitp oin t state.

The resulting theorems do not state an ything ab out what happ ens after an exitp oin t is reac hed. In

the mstate mo del, w e sp ecify an exitp oin t to ha v e b een reac hed when the program coun ter is zero.

(defund at-exitpoint (mstate)

(declare (xargs :stobjs (mstate)))

(and (mstatep mstate)

(equal (progc mstate)

0)))

Our theory also mak es a tec hnical requiremen t that nil not b e a cutp oin t. This requiremen t

should b e easy to meet for non-trivial mac hine mo dels.

(defthm nil-not-cutpoin t

(not (at-cutpoint nil)))

The next-cutpoint function, describ ed in Section 2.2.3, will return the default v alue nil when

no cutp oin t is reac hable.

W e use the follo wing de�nition of run to sim ulate the mac hine mo del a giv en n um b er of steps.

The expression (at-cutpoint (run n mstate)) tests whether stepping mstate n times results in

a cutp oin t state.
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(defun run (n mstate)

(declare (xargs :stobjs (mstate)

:guard (natp n)))

(if (zp n)

mstate

(let ((mstate (next mstate)))

(run (1- n) mstate))))

2.2 The termination theory

Giv en a mac hine mo del satisfying the requiremen ts ab o v e, the next step is to de�ne a theory that

eases the pro cess of pro ving that all cutp oin t states ev en tually lead to an exitp oin t state. The main

tric k w e will emplo y is to partially de�ne a generic clo c k function, whic h w e call a p artial clo ck

function . It is de�ned using the A CL2 b o ok defpun [10 ]. The partial clo c k function returns the

minim um n um b er of steps the mac hine m ust tak e un til a cutp oin t state is reac hed. If no cutp oin t

state is reac hable then the function returns an arbitrary v alue. Although its de�nition men tions

next and at-cutpoint , the b o dy of the partial clo c k function is alw a ys de�ned in the same w a y ,

regardless of the mac hine mo del or program w e are v erifying. This means w e can in principle create

a macro to generate the clo c k function automatically .

Although a partially-de�ned clo c k function do es not sound v ery useful, it turns out w e can

use run to logically test whether the function has returned the correct v alue. This test allo ws us to

determine whether a cutp oin t state is reac hable, and also allo ws us to de�ne a (non-executable) total

clo c k function steps-to-cutpoin t that from a starting state returns the n um b er of steps un til the

mac hine can reac h the next cutp oin t, or else returns (omega) if no cutp oin t state is reac hable. W e

can then use prop erties of ordinal arithmetic to deriv e stronger rewrite rules for steps-to-cutpoin t

than w e can for the original partial clo c k function in terms of whic h it is de�ned.

2.2.1 The partial clo c k function

In our theory the partial clo c k function is called steps-to-cutpoin t-t ai l . It is de�ned with

A CL2's defpun macro.

(defpun steps-to-cutpoi nt- ta il (n mstate)

(if (at-cutpoint mstate)

n

(steps-to-cutpoin t- tai l (1+ n) (next mstate))))

steps-to-cutpoi nt -ta il is de�ned tail-recursiv ely , and tak es an initial step-coun ter parameter

n . It returns the minim um n um b er of steps to the next cutp oin t min us n , when a cutp oin t state is

reac hable. Otherwise the function is unsp eci�ed.

Using A CL2's defchoose construct, a sp eci�cation of a tail-recursiv e function can alw a ys b e

completed to a non-executable total function de�nition. This is precisely what the defpun macro

do es, generating the theorem steps-to- cutpoint-tail-def , whic h states:

(equal (steps-to-cutpoi nt- ta il n mstate)

(if (at-cutpoint mstate)

n

(steps-to-cutpoin t- tai l (1+ n) (next mstate)))).
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The steps-to-cutpoint -ta il function satis�es sev eral k ey in v arian t prop erties. They are

pro v ed sim ultaneously with the theorem

(defthmd steps-to-cutpoint -t ail -i nv

(implies (and (at-cutpoint (run k mstate))

(integerp steps))

(let* ((result (steps-to-cutpoin t- tai l steps mstate))

(cutpoint-steps (- result steps)))

(and (integerp result)

(natp cutpoint-steps)

(implies (natp k)

(<= cutpoint-steps k))

(at-cutpoint (run cutpoint-steps mstate))))))

T ogether these prop erties state that if a cutp oin t state is reac hable in a �nite n um b er of steps

from mstate , then

ˆ steps-to-cutpoi nt- ta il returns an in teger v alue.

ˆ The v alue steps-to-cutpoin t- tai l returns is alw a ys greater than or equal to its initial step-

coun ter parameter steps .

ˆ Giv en an y cutp oin t state (not necessarily the �rst one) reac hable in k steps, where k � 0, then

the v alue returned b y steps-to-cutpoint -ta il min us steps is less than or equal to k .

In other w ords, the function has found the n um b er of steps needed to get to the next cutp oin t

state.

ˆ The state is actually a cutp oin t state.

An imp ortan t corollary states that when a cutp oin t state is reac hable, then the initial step-

coun ter parameter can b e mo v ed outside of the partial step function.

(defthm steps-to-cutpoi nt- ta il- di ff

(implies (and (at-cutpoint (run k mstate))

(syntaxp (not (equal n ''0)))

(integerp n))

(equal (steps-to-cutpo int -t ai l n mstate)

(+ n (steps-to-cutpoin t-t ai l 0 mstate)))))

2.2.2 T otal clo c k functions

W e ha v e extended the partial clo c k function steps-to-cutpoi nt- ta il in to a total clo c k function

called steps-to-cutpoint . W e do this b y calling the partial clo c k function with an initial step-

coun ter parameter of zero, and then testing whether the function w as able to reac h a cutp oin t state.

If so, then steps-to-cutpoint returns the n um b er of steps to that cutp oin t, otherwise it returns

(omega) , the �rst in�nite ordinal, indicating that a cutp oin t can not b e reac hed in a �nite n um b er

of steps.
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(defun steps-to-cutpoin t (mstate)

(declare (xargs :non-executable t))

(let ((steps (steps-to-cutpoi nt -ta il 0 mstate)))

(if (at-cutpoint (run steps mstate))

steps

(omega))))

F or T uring-complete mac hine mo dels this function is not computable, although it is still a w ell-

de�ned total function in A CL2's logic. Ho w ev er, steps-to-cutpoin t is still a useful function.

Logically the partial clo c k function steps-to-cutpoint -t ail alw a ys returns some v alue. If the

v alue is a natural n um b er, then run will step the mac hine state that n um b er of times. Otherwise

run will just return mstate itself. In either case w e kno w that the state returned b y run is reac hable

from mstate .

F urthermore, w e kno w that if that state is a cutp oin t state, then a cutp oin t state is reac hable from

mstate . So from the theorem steps-to-cutpoint -t ail -i nv w e get that steps-to-cutpoin t-t ai l

returns the correct v alue in this case.

On the other hand, if no cutp oin t state is reac hable then run will return a non-cutp oin t state.

Th us the form ula (at-cutpoint (run steps mstate))) in the de�nition of steps-to-cutpoin t

faithfully tests whether a cutp oin t state is reac hable from the input state.

Although the function steps-to-cutpoin t uncomputable in general, it can b e ev aluated on

w ell-c hosen concrete mac hine mo dels. In fact, for man y mac hine programs it can b e automatically

simpli�ed b y the follo wing rewrite rules.

(defthm steps-to-cutpoi nt- ze ro

(implies (at-cutpoint mstate)

(equal (steps-to-cutpo int mstate) 0)))

(defthm steps-to-cutpoi nt- no nze ro -in tr o

(implies (not (at-cutpoint mstate))

(equal (steps-to-cutpo int mstate)

(o+ 1 (steps-to-cutpoi nt (next mstate))))))

These rewrite rules can b e used to turn A CL2's rewriter in to a sym b olic sim ulator. In an y subgoal

con taining an expression of the form (steps-to-cutpoin t term ) , where term is a sub-expression

represen ting a mac hine state, A CL2 will iterativ ely apply steps-to-cutpoi nt- no nz ero - intro as

long as it can disc harge the h yp othesis of the rule. There are three p ossible outcomes of this sym b olic

sim ulation pro cess:

ˆ There is some expanded expression (at-cutpoint (next ( � � � (next term ) � � � ))) con tain-

ing zero or more o ccurrences of next that A CL2 can simplify to true. In this case the rule

steps-to-cutpoi nt- ze ro will ev en tually �re. The end result is that A CL2 will deduce that

the original expression (steps-to-cutpoin t term ) is equal to the expanded expression (o+

1 ( � � � (o+ 1 0) � � � )) , whic h will b e simpli�ed to a constan t n um b er.

ˆ During the sym b olic sim ulation pro cess there is some expanded mac hine state term

0

suc h that

A CL2 can't simplify (at-cutpoint term

0

) to either true or false. In this case the original

(steps-to-cutpo int term ) expression will end up b eing simpli�ed to

(o+ k (steps-to-cutpoin t term

0

)) , for some natural n um b er k . It means that the sym b olic
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sim ulation pro cess is not p o w erful enough for the subgoal this expression o ccurs in. The user

needs to strengthen the rules asso ciated with their mac hine mo del so that A CL2 can decide

whether term

0

is a cutp oin t state or not.

ˆ A CL2 can simplify ev ery sequence of terms (at-cutpoint (next ( � � � (next term ) � � � )))

con taining zero or more o ccurrences of next to false. This means that term can not reac h a

cutp oin t state. Ho w ev er, A CL2 can not detect this and instead con tin ues rewriting un til it is

in terrupted or runs out of memory . In this case the user m ust add a new cutp oin t state along

the path of the sym b olic sim ulation to break the cycle.

The main adv an tages of steps-to-cutpoi nt 's rewrite rules are that their pro ofs aren't sp eci�c

to the underlying mac hine mo del, and that they are v alid regardless of whether a cutp oin t state is

reac hable or not. Th us they can b e used to automatically calculate the n um b er of steps needed un til

the next cutp oin t state is reac hed (if there is suc h a state). This should lead to more automated

safet y and termination pro ofs ab out the mac hine program.

2.2.3 Computing reac hable cutp oin t states

W e can no w use the run and steps-to-cutpoin t functions to de�ne a function that steps the

mac hine to the next cutp oin t state, pro vided it exists.

The function next-cutpoint returns the next cutp oin t state reac hable from a giv en starting

state, if there is one. Ho w ev er, if a cutp oin t state is not reac hable then next-cutpoint returns the

default v alue nil , whic h w e require to b e a non-cutp oin t state.

(defun next-cutpoint (mstate)

(declare (xargs :non-executable t))

(let ((steps (steps-to-cutpoi nt mstate)))

(if (natp steps)

(run steps mstate)

nil)))

(defthm nil-not-cutpoin t

(not (at-cutpoint nil)))

This de�nition of next-cutpoint leads to the t w o simple sym b olic sim ulation rules b elo w. In

particular, returning a default v alue when a cutp oin t state is unreac hable allo ws a simpler h yp othesis

for the second rewrite rule.

(defthm next-cutpoint-a t-c ut poi nt

(implies (at-cutpoint mstate)

(equal (next-cutpoint mstate)

mstate)))

(defthmd next-cutpoint-int ro -ne xt

(implies (not (at-cutpoint mstate))

(equal (next-cutpoint mstate)

(next-cutpoint (next mstate)))))
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Finally , b ecause w e forbid the default v alue nil from b eing a cutp oin t state, w e kno w that if the

v alue returned b y next-cutpoint is a cutp oin t, then that state is reac hable in a �nite n um b er of

steps from the starting state:

(defthm next-cutpoint-r eac he s-c ut poi nt

(iff (at-cutpoint (next-cutpoint mstate))

(natp (steps-to-cutpo int mstate))))

2.3 Reasoning ab out cutp oin ts

Our main goal is to pro v e that an exitp oin t state is ev en tually reac hed from an y cutp oin t state. W e

ac hiev e this b y pro viding a measure function cutpoint-measure on the cutp oin t states, and then

pro v e b y ordinal induction on this measure that an exitp oin t is ev en tually reac hed.

F or mstate-model the cutp oin t measure function just observ es the v alue of the curren t program

coun ter. W e require that the measure function alw a ys returns a v alid A CL2 ordinal.

(defun cutpoint-measure (mstate)

(declare (xargs :stobjs (mstate)))

(nfix (progc mstate)))

(defthm cutpoint-measur e-i s- ord in al

(o-p (cutpoint-measur e mstate)))

Next, w e de�ne a function cutpoint-to-cutp oi nt that atomically transitions from one cutp oin t

state to the next one, if it exists.

(defun cutpoint-to-cutp oin t (mstate)

(declare (xargs :non-executable t))

(next-cutpoint (next mstate)))

By expanding the de�nition of cutpoint-to-cutp oi nt , A CL2 can pro v e b y sym b olic sim ulation

that if a cutp oin t state is not an exitp oin t then another cutp oin t state can b e reac hed, and that

the measure of that next cutp oin t has decreased. The �rst of these three theorems b elo w also

demonstrates ho w partial correctness results can b e pro v ed b y sym b olic sim ulation with (extended)

partial clo c k functions.

(defthm steps-to-next-c utp oi nt- na tp

(implies (and (at-cutpoint mstate)

(not (at-exitpoint mstate)))

(natp (steps-to-cutpoi nt (next mstate)))))

(defthm cutpoint-to-cut poi nt -re tu rns -c ut poi nt -st at e

(implies (natp (steps-to-cutpoi nt (next mstate)))

(at-cutpoint (cutpoint-to-cut poi nt mstate))))

(defthm cutpoint-measur e-d ec rea se s

(implies (and (at-cutpoint mstate)

(not (at-exitpoint mstate)))

(o< (cutpoint-measur e (cutpoint-to-cutp oi nt mstate))

(cutpoint-measur e mstate))))
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A few basic lemmas ab out mo dular arithmetic are needed in mstate-model for the sym b olic

sim ulation to succeed, since at-cutpoint and next are de�ned in terms of the mod op erator and

subtraction, resp ectiv ely .

The fact that the cutp oin t measure decreases allo ws us to de�ne a total function that from an y

cutp oin t state returns the �rst reac hable exitp oin t state.

(defun next-exitpoint (mstate)

(declare (xargs :non-executable t

:measure (cutpoint-measur e mstate)))

(cond ((not (at-cutpoint mstate)) mstate)

((at-exitpoint mstate) mstate)

(t (next-exitpoint (cutpoint-to-cut po int mstate)))))

W e can �nally pro v e that next-exitpoint b eha v es correctly , and that cutp oin t states ev en tually

lead to exitp oin t states.

(defun steps-to-exitpoi nt (mstate)

(declare (xargs :non-executable t

:measure (cutpoint-measur e mstate)))

(cond ((not (at-cutpoint mstate)) 0)

((at-exitpoint mstate) 0)

(t (+ 1 (steps-to-cutpoin t (next mstate))

(steps-to-exitpoi nt (cutpoint-to-cut po int mstate))))))

(defthmd next-exitpoint-co rr ect

(implies (at-cutpoint mstate)

(equal (run (steps-to-exitpoi nt mstate) mstate)

(next-exitpoint mstate))))

(defthm at-cutpoint-imp lie s- rea ch es- ex it poi nt

(implies (at-cutpoint mstate)

(at-exitpoint (next-exitpoint mstate))))

These theorems are pro v ed b y ordinal induction on cutpoint-measure , deriv ed b y A CL2 from

the de�nitions of steps-to-exitpoin t and next-exitpoint , resp ectiv ely .

3 E�cien t sim ulators and A CL2 limitations

W e w ould lik e to tak e adv an tage of our termination pro of metho d to build e�cien t terminating ma-

c hine sim ulators that do not require step-coun ter parameters. As a �rst step, consider the follo wing

stobj -complian t v ersion of next-cutpoint (where dummy-mstate creates some v alid mstate that

isn't a cutp oin t):

(defun next-cutpoint-ex ec (mstate)

(declare (xargs :stobjs (mstate)

:measure (steps-to-cutpoi nt mstate)

:guard (and (mstatep mstate)

(natp (steps-to-cutpoi nt mstate)))))
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(if (mbt (and (mstatep mstate)

(natp (steps-to-cutpoi nt mstate))))

(if (at-cutpoint mstate)

mstate

(let ((mstate (next mstate)))

(next-cutpoint-e xe c mstate)))

(dummy-mstate mstate))).

The mbt macro utilized here stands for \m ust b e true" and is used to in tro duce a test that is not

to b e ev aluated. Logically , the test is necessary to pro v e termination. Ho w ev er, in practice the guard

c hec k assures that the b o dy of the mbt is true, so it do esn't need to b e ev aluated when executing

the function. Th us, the executable v ersion of next-cutpoint-exe c is just the \then" branc h of

the outer if statemen t. The dummy-mstate function mak es mstate in to a v alid mstate that is not

an exitp oin t. This is necessary since the rules of stobj use require that an y function that alters

the stobj returns it. Giv en the theory presen ted in Section 2, A CL2 is able to pro v e the follo wing

prop erties ab out the guard:

(defthm mstatep-next

(implies (mstatep mstate)

(mstatep (next mstate))))

(defthm natp-steps-to-c utp oi nt- ne xt

(implies (and (mstatep mstate)

(not (at-cutpoint mstate))

(natp (steps-to-cutpoi nt mstate)))

(natp (steps-to-cutpoi nt (next mstate)))))

T ogether these prop erties imply that the guard conjectures for next-cutpoint-exe c are satis�ed.

Ho w ev er, our guard is not executable, since it calls the non-executable function, steps-to-cutpoin t .

A CL2 v ersion 2.8 requires that all guards of executable functions b e executable, so that the guard

can b e c hec k ed when the user is in v oking the function at the in teractiv e prompt. This means that

w e can't v erify the guards for next-cutpoint-ex ec . This is unfortunate b ecause it prev en ts the

function from b eing compiled in con texts where the guard is statically kno wn to hold, suc h as in

this e�cien t v ersion of cutpoint-to-cutpo in t :

(defun cutpoint-to-cutp oin t- exe c (mstate)

(declare (xargs :stobjs (mstate)

:guard (and (at-cutpoint mstate)

(not (at-exitpoint mstate)))))

(let ((mstate (next mstate)))

(next-cutpoint-ex ec mstate)))

In this case the guard for cutpoint-to-cutp oin t- exe c is executable, and moreo v er it implies

the guard for the call to next-cutpoint-ex ec holds b y natp-steps-to-cut po int -n ex t ab o v e and

steps-to-next-cu tpo in t- nat p (Section 2.3). Th us w e see that in v oking the executable de�nition

of next-cutpoint-ex ec in this con text should not cause an y logical inconsistency or non-termination

problems.
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3.1 The elegan t solution: a mo dest prop osal

A CL2 curren tly allo ws the de�nition of an executable function whose b o dy con tains a call to a non-

executable function. The result of running suc h a function is that it runs normally un til it reac hes

the non-executable function call, at whic h time it thro ws an error. If the execution nev er reac hes

this call, the function terminates normally .

W e prop ose that A CL2 tak e a similar p olicy with regards to function guards. As w e p oin ted

out ab o v e, a function's guard is not ev aluated in the case where the function is called from another

function whose guards ha v e b een v eri�ed. In this case, the guard is pro v en to hold when the function

is called, and therefore kno wn to hold statically . In the case where A CL2 attempts to ev aluate a non-

executable guard, an error can b e thro wn. W e feel that this p olicy w ould b e more consistan t with

the already existing p olicy of allo wing non-executable function calls within executable functions.

A more aggressiv e approac h w ould b e to call the simpli�er on non-executable guards at the

prompt, and if they simplify to true then to in v ok e the function's executable coun terpart. Ev en more

daring w ould b e to try to simplify non-executable guards during subgoal pro ofs (???). Ho w ev er, care

m ust b e tak en in this case not to rely on subgoal assumptions, since these assumptions ma y not hold

in the A CL2 run time en vironmen t.

3.2 A w ork around

Our prop osed c hange to A CL2 w ould allo w us to de�ne our e�cien t clo c kless sim ulator without an y

additional e�ort. Ho w ev er, w e ha v e devised a w a y to w ork around the limitation in A CL2's guard

p olicy . It in v olv es using A CL2's more lenien t p olicy of allo wing executable functions to con tain calls

to non-executable functions in order to de�ne an executable v ersion of steps-to-cutpoin t . The

main di�cult y here in v olv es t w o of A CL2's necessarily strict rules for using stobj s. The �rst sa ys

that a stobj -complian t function cannot pass a stobj to a non- stobj -complian t function. Th us,

w e cannot pass mstate to steps-to-cutpoin t- tai l . The second is that an y stobj -complian t

function that alters a stobj m ust return that stobj . Our steps-to-cutpoin t function calls run ,

whic h alters the mstate , but w e w an t to return the n um b er of steps to the next cutp oin t, not the

mstate .

In order to get around these problems, w e created a w a y to cop y data from a stobj to a normal

ob ject with the same logical structure as the stobj , and vice v ersa. The result is a command w e

call defstobj+ . This command has the same general form as a defstobj command. Ho w ev er, in

addition to creating a stobj with all the normal functionalit y , it pro vides functions for cop ying to

and from the stobj as w ell as pro ofs that these functions are logically iden tit y functions. F or our

mstate example, w e alter the de�nition of mstate to use defstobj+ instead of defstobj :

(defstobj+ mstate

(progc :type integer :initially 0))

In addition to the normal functionalit y , this command pro vides the follo wing functions:

(defun logical-mstatep (x)

(declare (xargs :guard t))

(and (true-listp x)

(equal (len x) 1)

(progcp (nth *progc* x))))
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(defun copy-to-mstate (copy mstate)

(declare (xargs :stobjs (mstate)

:guard (logical-mstatep copy)))

(let* ((mstate (update-progc (nth *progc* copy)

mstate)))

mstate))

(defun copy-from-mstate (mstate)

(declare (xargs :stobjs (mstate)))

(list (progc mstate)))

as w ell as the follo wing theorems:

(defthm logical-mstatep -ms ta tep

(equal (logical-mstatep x) (mstatep x)))

(defthm copy-to-mstate- noo p

(implies (and (mstatep x) (mstatep y))

(equal (copy-to-mstate x y) x)))

(defthm copy-from-mstat e-n oo p

(implies (mstatep mstate)

(equal (copy-from-msta te mstate)

mstate)))

These de�nitions and theorems are stobj -sp eci�c, and w ork for an y stobj structure (ev en in

the presence of arra y �elds). In addition, the defstobj+ b o ok, in whic h the command is de�ned,

con tains a command called with-copy-of-stob j . This macro has the same general form as the

with-local-stobj . It creates a lo cal stobj that is a cop y of the global one and p erforms all the

actions sp eci�ed within the b o dy on that lo cal cop y , and not the global one.

With these t w o features com bined, w e can create an executable v ersion of our steps-to-cutpoin t

function:

(defun steps-to-cutpoin t-e xe c (mstate)

(declare (xargs :stobjs (mstate)))

(let ((steps (steps-to-cutpoi nt -ta il 0 (copy-from-mstat e mstate))))

(if (and (natp steps) ;the number of steps is a natural number.

(with-copy-of-s tob j ;running a copy of mstate forward steps steps

mstate ;gives us a cutpoint.

(mv-let (result mstate)

(let ((mstate (run steps mstate)))

(mv (at-cutpoint mstate) mstate))

result)))

steps

(omega))))

By calling steps-to-cutpoint -t ail on a non- stobj cop y of mstate , w e no longer pass our

stobj to a non- stobj -complian t function. T o b ypass the problem caused b y altering mstate without

12



returning it, w e use the with-copy-of-sto bj macro. W e run a duplicate of mstate forw ard to b e

sure the cutp oin t is actually reac hable. The parameter mstate is un touc hed through this whole

pro cess. Therefore, w e can legally return the v alue of steps or (omega) without returning the

mstate. So no w w e ha v e an executable v ersion of our steps-to-cutpoi nt function, as w e can pro v e

in A CL2:

(defthm steps-to-cutpoi nt- ex ec- st eps -t o- cut po int

(implies (mstatep mstate)

(equal (steps-to-cutpoi nt- ex ec mstate)

(steps-to-cutpoi nt mstate))))

Using steps-to-cutpoin t- exe c , w e can v erify the guards of b oth next-cutpoint-exe c (once

w e replace steps-to-cutpoi nt with steps-to-cutpoint -e xe c ) and cutpoint-to-cutpo in t-e xe c .

Finally , w e can use these functions to create our clo c kless sim ulator:

(defun fast-cutpoint-to -cu tp oin t (mstate)

(declare (xargs :stobjs (mstate)

:measure (cutpoint-measur e mstate)

:guard (at-cutpoint mstate)))

(if (mbt (at-cutpoint mstate))

(if (at-exitpoint mstate)

mstate

(let ((mstate (cutpoint-to-cut po int -e xec mstate)))

(fast-cutpoint-t o- cut po int mstate)))

(dummy-mstate mstate)))

4 Putting it all together: Fibb onacci sequence on the TINY

Mac hine

W e ha v e presen ted our metho d for pro ving termination using clo c kless sim ulators, as w ell as a

metho d for extending that termination pro of to create e�cien t clo c kless sim ulators. In this section

w e pro vide a more realistic example to demonstrate ho w it all �ts together.

The seman tics of this example are pro vided b y the TINY mo del, a small, stac k-based mac hine

�rst presen ted in [6] as a high-sp eed sim ulator example using stobj s. The Fib onacci sequence is

the sequence whose �rst t w o elemen ts are 1, and ev ery subsequen t elemen t of whic h is the sum

of the previous t w o elemen ts: (1 ; 1 ; 2 ; 3 ; 5 ; 8 ; 13 ; : : : ). Our fib function tak es a p ositiv e in teger, n ,

and returns the n th v alue in the Fib onacci sequence. The sp eci�cation for this function, written in

A CL2, is the follo wing:

(defun fib-spec (n)

(cond ((not (integerp n)) 0)

((< n 0) 1)

((equal n 0) 1)

((equal n 1) 1)

(t (logext *word-size* (+ (fib-spec (- n 1)) (fib-spec (- n 2)))))))
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Figure 1 TINY assem bly co de for �b program

(pushsi 1 ;100 start-prog-addr ess

dup ;102

dup ;103

pop 20 ;104 fib0 = 1;

pop 21 ;106 fib1 = 1;

sub ;108

dup ;109 loop-label

jumpz 127 ;110 if n = 0, goto done-label;

pushs 20 ;112

dup ;114

pushs 21 ;115

add ;117

pop 20 ;118 fib0 = fib1;

pop 21 ;120 fib1 = fib0 (old value) + fib1;

pushsi 1 ;122

sub ;124 n = n-1;

jump 109 ;125 goto loop-label;

pushs 20 ;127 done-label

add ;129 return fib0 + n;

halt) ;130 halt-prog-addre ss

where (logext n x) returns the in teger corresp onding to the lo w n bits of x in terpreted as a signed

in teger, and *word-size* is the n um b er of bits in a w ord in TINY, whic h is 32. The fib program

written in the TINY assem bly language is

The program addresses are giv en immediately to the righ t of the instructions. Note that ar-

gumen ts tak e up 1 address space eac h, so that ev ery address in the program is not necessarily an

instruction. T o the righ t of the addresses are the cutp oin t lab els. Finally , righ t of those are some

commen ts to help clarify the co de. Basically , the t w o most recen tly computed v alues of the Fib onacci

sequence are stored in addresses 20 and 21. Eac h iteration of the lo op puts the sum of the v alues

in these addresses in 21, and mo v es the old v alue of 21 to 20. The coun ter ( n ) is main tained on the

stac k. It is assumed that this coun ter is on the top of the stac k at the b eginning of the program.

Note that at eac h cutp oin t, the coun ter is the only thing on the stac k.

The basic functions for reasoning ab out arbitrary cutp oin ts in the TINY mo del are in Figure 2.

The at-cutpoint function captures sev eral imp ortan t in v arian ts of our program. First, it c hec ks

if our program coun ter ( progc ) is one of the cutp oin t addresses. Second, it v eri�es that the �b

program is loaded in to memory at the appropriate lo cation. Third, it mak es sure that tiny-state

is indeed a tiny-state stobj . Next, it c hec ks that there is only one item on the stac k (whic h is

our lo op coun ter). Finally , it v eri�es that the lo op coun ter has the righ t v alue ( dtos-val gets the

v alue o� the top of the stac k).

Our dummy-state function puts all the default �eld v alues in to tiny-state . It do es this b y

creating a fresh lo cal stobj with with-local-stobj , whic h it copies in to the global stobj using the

copy-to-tiny-sta te and copy-from-tiny- st ate functions created b y the defstobj+ construct.

This is equiv alen t to setting tiny-state equal to (create-tiny-st ate ) .
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Figure 2 Basic cutp oin t functions for �b on TINY

(defconst *fib-cutpoints*

(list *prog-start-address* *loop-label* *done-label* *prog-halt-address*))

(defun at-cutpoint (tiny-state)

(declare (xargs :stobjs (tiny-state)))

(and (member (progc tiny-state) *fib-cutpoints*)

(program-loaded tiny-state *fib-prog* *prog-start-address*)

(tiny-statep tiny-state)

(equal (dtos tiny-state) *init-dtos*)

(cond ((equal (progc tiny-state) *prog-start-address*)

(< 0 (dtos-val tiny-state 0)))

((equal (progc tiny-state) *loop-label*)

(<= 0 (dtos-val tiny-state 0)))

((equal (progc tiny-state) *done-label*)

(= 0 (dtos-val tiny-state 0)))

(t t))))

(defun dummy-state (tiny-state)

(declare (xargs :stobjs (tiny-state)))

(let ((ts (with-local-stobj

tiny-state

(mv-let (result tiny-state)

(mv (copy-from-tiny-state tiny-state) tiny-state)

result))))

(copy-to-tiny-state ts tiny-state)))

(defun at-exitpoint (tiny-state)

(declare (xargs :stobjs (tiny-state)))

(and (equal (progc tiny-state) *prog-halt-address*)

(program-loaded tiny-state *fib-prog* *prog-start-address*)

(tiny-statep tiny-state)

(equal (dtos tiny-state) *init-dtos*)))

(defconst *max-prog-address* (1- (+ *prog-start-address*

(len *fib-prog*))))

(defun cutpoint-measure (tiny-state)

(declare (xargs :non-executable t))

(if (at-exitpoint tiny-state)

0

(o+ (o* (omega) (nfix (dtos-val tiny-state 0)))

(nfix (- *max-prog-address* (progc tiny-state))))))

The at-exitpoint function is our predicate for recognizing exit states in our program. F or the

�b example, this function v eri�es that the tiny-state is at the halt address, that the �b program is

loaded in the prop er lo cation in mamory , that tiny-state is in fact a tiny-state , and that there
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is only one v alue on the stac k.

The cutpoint-measure function giv e us the measure function that will allo w us to pro v e termi-

nation. Since there is one lo op with a natural n um b er coun ter that decreases un til it reac hes 0, our

measure is ! m ultiplied b y the coun ter (whic h is the v alue at the top of the stac k at eac h cutp oin t)

added to the v alue of the program coun ter.

These are the only program-sp eci�c functions necessary for our metho d. Bey ond the rewrite

rules necessary for reasoning ab out the TINY mac hine, the rest is virtually iden tical to the mstate

example. The one di�erence is that w e don't need to b other with the non-executable v ersions

of steps-to-cutpoin t and next-cutpoint (see our supp orting material for details). W e do this

b ecause A CL2 can just as easily reason ab out the executable v ersions of these functions, since our

defstobj+ construct pro v es that the copy-to-tiny-st ate and copy-from-tiny-st at e functions

are logically just iden tit y functions. Th us for the relativ ely small e�ort required to use defstobj+ and

to write out the executable v ersion of steps-to-cutpoin t , w e get an e�cien t, clo c kless, executable

function for running our �b program.

5 Related w ork

There are strong parallels b et w een the metho d w e ha v e presen ted here to pro v e termination and

J Mo ore's w ork com bining inductiv e assertions with op erational seman tics in order to pro v e the

partial correctness of imp erativ e programs [12 ]. Lik e our metho d, Mo ore's w ork limits reasoning to

cutp oin ts, as users need only sp ecify assertions for the cutp oin ts of the program. A partial function

that steps the mac hine to the next cutp oin t (if suc h a cutp oin t exists) is then used to push these

assertions through the program p oin ts b et w een the cutp oin ts. The partial function in v arian t from

Mo ore's w ork applied to our TINY example w ould tak e the form

(defpun invariant (tiny-state)

(if (at-cutpoint tiny-state cutpoints)

(assert state)

(invariant (next tiny-state))))

and the in v arian t correctness theorem w ould tak e the form

(implies (invariant tiny-state)

(invariant (next tiny-state)))

This is where our w ork di�ers from Mo ore's. Instead of de�ning the in v arian t as a partial

function, w e de�ne the partial clo c k function. This serv es t w o purp oses. First, it allo ws us to more

easily extend the metho d for pro ving partial correctness to apply to termination pro ofs. The partial

clo c k function giv es us the measure necessary to run from cutp oin t to cutp oin t. The second purp ose

of the partial clo c k function is that it more thoroughly pushes reasoning ab out the program up to

the cutp oin t lev el rather than the single step lev el. F or example, rather than de�ning assertions

on cutp oin ts and extending them to in v arian ts on all states, w e simply state the in v arian t as an

in v arian t o v er the cutp oin ts and use sym b olic sim ulation to pro v e correctness at the cutp oin t lev el

b y a theorem of the form

(implies (invariant tiny-state)

(invariant (cutpoint-to-cut po in t tiny-state)))
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This helps us v erify the guards of the sim ulation function whic h runs from cutp oin t to cutp oin t

rather than state to state. Ho w ev er, the result is still equiv alen t to that of Mo ore's w ork. That is,

w e still get an in v arian t that implies partial correctness for the program.

Both Mo ore's w ork and ours are dep enden t on the existence of partial functions in A CL2, added

b y Manolios and Mo ore [10 ].

Our w ork is also closely related to Ra y and Mo ore's w ork on the formal corresp ondence b e-

t w een the inductiv e in v arian ts metho d and the clo c k functions metho d of pro ving partial and total

correctness results for state mac hines [14 ].

Sp eci�cally , Ra y and Mo ore sho w that giv en v alid theorems of total (resp ectiv ely , partial) cor-

rectness in terms of either metho d, then the required de�nitions and theorems to pro v e total (partial)

correctness using the other metho d can b e generated automatically . Th us b oth metho ds ha v e the

same logical strength.

Ra y and Mo ore go on to generalize b oth metho ds so that they can b e used comp ositionally . This

allo ws, for example, total (partial) correctness results ab out individually v eri�ed soft w are subroutines

to b e com bined in to a total (partial) correctness result for a clien t program that calls the subroutines.

F ormal corresp ondences are also pro v ed b et w een the generalized metho ds.

In Ra y and Mo ore's approac h, di�eren t v ersions of the clo c k function are de�ned, dep ending

on whether partial correctness or total correctness is b eing pro v ed. F or partial correctness, their

clo c k function is de�ned in terms of Sk olem functions, using the defun-sk macro. In our o wn w ork,

clo c k functions are uniformly de�ned as tail-recursiv e partial functions with the defpun pac k age.

Ho w ev er, this alone is not su�cien t to distinguish their clo c k function de�nitions from ours, since

the core theorems pro duced b y b oth defpun and defun-sk rely on the same underlying defchoose

facilit y of A CL2.

Ho w ev er, one clear di�erence with our form of clo c k function is that it has b een explicitly designed

to satisfy ordinal arithmetic prop erties that are not conditioned on whether a cutp oin t or exitp oin t

state is reac hable. This allo ws the same clo c k de�nition to b e used for pro ving b oth partial and

total correctness prop erties. W e b eliev e, but ha v en't pro v ed, that Ra y and Mo ore's corresp ondence

pro ofs could b e adapted to use our form of clo c k function.

A second di�erence is that de�ning the clo c k function as a tail-recursiv e partial function giv es us a

w a y to ev aluate the clo c k function on concrete mac hine states in A CL2, and to sym b olically sim ulate

them on sym b olic state expressions. Since the clo c k function is partial it ma y not terminate, but if

it do es terminate then it returns the correct v alue. In con trast, there is no metho d for ev aluating

or sym b olically sim ulating functions de�ned using defchoose or defun-sk , in general. The abilit y

to sym b olically sim ulate clo c k functions up to the next cutp oin t or exitp oin t signi�can tly increases

pro of automation, and pa v es the w a y for building e�cien t clo c kless sim ulators.

T ermination in A CL2 w as a topic in last y ear's A CL2 w orkshop with Manolios and V ro on's pap er

implemen ting a new ordinal notation and ordinal arithmetic library whic h are no w the foundation

of termination reasoning in A CL2 [11 ]

Most theorem pro v ers for higher order logics pro vide some lev el of supp ort for admitting w ell-

founded (i.e. terminating) function de�nitions. Classical higher order logic is strong enough for these

functions to b e admitted de�nitionally in terms of a higher-order defchoose -lik e function called the

Hilb ert c hoice op erator. Slind has dev elop ed a theory and p ortable library of theorem pro ving

tactics that helps automate these pro ofs. Giv en a set of pattern-matc hing recursion equations o v er

an inductiv e datat yp es and a w ell-founded relation, the library attempts to pro v e that all recursiv e

calls in the pattern matc hing equations are applied to smaller v alues according to the w ell-founded

relation. If succcessful, the library generates the pattern matc hing equations as theorems, as w ell as
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a function-sp eci�c induction sc heme [15 , 17 ].

These tec hniques can b e used to mo del imp erativ e programs in the same w a y that A CL2 do es, as

state-passing functions. Ho w ev er, man y imp erativ e algorithms call themselv es recursiv ely m ultiple

times in succcession. A simple example is a function that destructiv ely zero es out ev ery leaf no de

of a binary tree. In this case the returned state v alue of the �rst recursiv e call is used as the state

parameter to the second recursiv e call. These neste d r e cursive function de�nitions require more

p o w erful termination pro of tec hniques [16 ]. Krsti � c and Matthews explore using inductive invariants

to tac kle these pro ofs in the con text of v erifying imp erativ e Binary Decision Diagram algorithms

[8, 9].

Researc hers ha v e studied for decades appropriate w a ys to structure partial- and total-correctness

pro ofs for higher-lev el imp erativ e programming languages. A recen t text b y de Ro ev er et al [5]

describ es some of these tec hniques. It also in tro duces a general framew ork based on inductiv e

assertions that can b e directly adapted to cutp oin t-based reasoning.

There ha v e b een sev eral promising metho ds for automatically pro ving termination of imp erativ e

programming languages. F or example, P o delski and Rybalc henk o ha v e giv en a complete metho d

for pro ving termination for non-nested lo ops with linear ranking functions [13 ]. Dams, Gerth, and

Grum b erg ha v e giv en a heuristic for automatically generating ranking functions [4]. Finally , Col� on

and Sipma ha v e dev elop ed t w o algorithms for pro ving termination. One syn thesizes linear ranking

functions, but is limited to programs of few v ariables. The other is more heuristic in nature, but

tends to con v erge faster to the in v arian ts whic h it can disco v er [2 , 1]. Ho w ev er, none of these dev elop

general metho ds for reasoning ab out termination. They instead fo cus on decidable subsets of the

termination problem b y using decision pro cedures to dev elop linear ranking functions.

6 Conclusions

W e ha v e presen ted a v ariation of Mo ore's metho d for pro ving the partial correctness of programs

using partial functions and sym b olic sim ulation that pro vides an easy tec hnique for v erifying the

total correctness of imp erativ e programs. W e presen ted a w a y to use this result to de�ne e�cien t

terminating program sim ulators in a p erfect w orld, and describ ed those features needed in A CL2 to

mak e this a practical realit y .

W e in tend to apply these tec hniques in a certifying compiler w e are building at Galois Connnec-

tions, Inc. for the Cryptol — domain-sp eci�c executable sp eci�cation language [3]. Cryptol allo ws

encryption algorithms to b e sp eci�ed declarativ ely and at a higher lev el of abstraction than can

b e done in con v en tional imp erativ e programming languages, while still allo wing e�cien t co de to b e

generated. Our certifying Cryptol compiler will target the instruction set of the AAMP7 secure mi-

cropro cessor, b eing dev elop ed at Ro c kw ell Collins. In addition to ob ject co de, the compiler will emit

a c orr esp ondenc e pr o of A CL2 script that automatically v eri�es that the generated co de faithfully

implemen ts the original program's Cryptol seman tics.
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