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The design of a new pro cessor often requires the in v en tion and use of a new mac hine-

lev el programming language, esp ecially when the pro cessor is mean t to serv e some

sp ecial purp ose. It is p ossible to sp ecify formally the seman tics of suc h a pro-

gramming language so that one obtains a sim ulator for the new language from the

formal seman tics. F urthermore, it is p ossible to con�gure some mec hanical theorem

pro v ers so that they can b e used directly to reason ab out the b eha vior of programs

in the new language, p ermitting the exp editious formal mo deling of the new de-

sign as w ell as exp erimen tation with and mec hanically c hec k ed pro ofs ab out new

programs. W e here study a v ery simple mac hine-lev el language to illustrate ho w

suc h mo deling, exp erimen tation, and reasoning ma y b e done using the A CL2 auto-

mated reasoning system. Of particular imp ortance is ho w w e con trol the reasoning

system so that it can deal with the complexit y of the mac hine b eing mo deled. The

metho dology w e describ e has b een used on industrial problems and has b een sho wn

to scale to the complexit y of state-of-the-art pro cessors.

4.1 Historical Bac kground

Wh y write ab out ho w to formalize the seman tics of a simple programming language?

The answ er is that it is a skill necessary to the application of formal reasoning to ols

to industrial micropro cessor design. W e adv o cate, in fact, the use of an op erational

seman tics expressed in a computational logic, e.g., one supp orting execution. W e do

so for t w o reasons: suc h a seman tics is usually accessible to the engineers in v olv ed

and is un usually e�ectiv e in enabling mec hanized pro of. The last t w o decades of

our researc h can b e seen as an e�ort to demonstrate the latter claim.

In the late-1970's w e w ere concerned with pro ving the correctness of a program

written in the mac hine co de for the Bendix BD X930 computer [10 ]. A t the time

w e wrote:

T o capture the seman tics of the instruction set, w e enco ded in our logic

a recursiv e function that describ es the state c hanges induced b y eac h

BD X930 instruction. Thirt y pages are required to describ e the top lev el
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driv er and the state c hanges induced b y eac h instruction (in terms of cer-

tain still unde�ned bit-lev el functions suc h as the 8-bit signed addition

function). W e encoun tered di�cult y getting the mec hanical theorem-

pro v er to pro cess suc h a large de�nition. Ho w ev er, the system w as

impro v ed and the function w as ev en tually admitted. W e still an ticipate

great di�cult y pro ving an ything ab out the function b ecause of its large

size.

The formal system w e used in the Bendix 930 w ork w as the early v ersion of

Nqthm [2, 4 ]. The \large size" of our BD X930 sp eci�cation dro v e m uc h of our w ork

on Nqthm's implemen tation and ho w to use a formal logic to sp ecify a v on Neumann

computing mac hine. By the mid-1980's, Nqthm w as able to handle an R TL-lev el

description of a \home-gro wn" micropro cessor, the FM8501, a sp eci�cation of its

mac hine co de, and the pro of that the R TL description implemen ted the mac hine

co de [11 ]. Later, the FM8502 w as pro duced, a 32-bit wide v ersion of the 16-bit

wide FM8501. By the late 1980's, Nqthm had

b een used to v erify the \CLI Stac k," whic h pro vided the FM8502 with a linking

assem bler and a compiler for a simple high-lev el language [1]. The stac k also pro-

vided a simple op erating system k ernel for a mac hine similar to the FM8502. The

stac k w ork w as carried out b y the t w o authors, our colleague Matt Kaufmann, and

our studen ts Bill Bevier, W arren Hun t, and Bill Y oung.

Ho w ev er, as late as 1990, the CLI stac k w as still only a theoretical exercise b e-

cause the FM8502 could not b e practically fabricated from its R TL-lev el description.

This c hanged in 1991, when Bishop Bro c k and W arren Hun t pro duced a v eri�ed mi-

cropro cessor, the FM9001 [12]. They formalized the Netlist Description Language

(NDL) of LSI Logic, Inc., in the Nqthm logic and then used that formal language

to describ e a micropro cesso r similar to the FM8502. After the corresp ondenc e of

the NDL description and the mac hine co de sp eci�cation w as pro v ed, the NDL de-

scription w as sen t to LSI Logic, Inc., and a c hip w as fabricated. The rest of the

stac k w as p orted to the FM9001 b y re-targeting and re-v erifying the link assem bler,

a pro cess that w as almost en tirely automatic [19]. In addition, our studen t Matt

Wilding implemen ted some applications programs on the FM9001 (using the link

assem bler) and pro v ed them correct [23].

Finally , in 1991, our studen t Y uan Y u used Nqthm to formalize 80% of the user

mo de instruction set of a commercial micropro cessor, the Motorola MC68020 [25, 5 ]

and then used the formal mo del to v erify man y binary mac hine co de programs

pro duced b y commercial compilers from source co de in suc h high-lev el languages
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as Ada, Lisp and C. F or example, Y u v eri�ed the MC68020 binary co de pro duced

b y the \gcc" compiler for 21 of the 22 C programs in the Berk eley string library .

Mec hanized formal reasoning is no w b eing used in an exp erimen tal fashion in

supp ort of industrial micropro cesso r design. Suc h pro jects are carried out in col-

lab orations b et w een the industrial design team and the dev elop ers of the formal

reasoning systems.

The PVS system [21] w as used to sp ecify ab out half of the instructions on the

AAMP5, an a vionics pro cessor dev elop ed b y Ro c kw ell-Collins, and the micro co de

of ab out a dozen instructions w as v eri�ed against the formal sp eci�cation [17].

The A CL2 system [13 , 14 , 9]|a successor of Nqthm|w as used to sp ecify Mo-

torola's Complex Arithmetic Pro cessor (CAP) and man y theorems w ere pro v ed

ab out it, including the correctness of an abstraction that eliminates the pip eline

and the correctness of sev eral micro co de programs in v olv ed in digital signal pro-

cessing (DSP) [9]. In addition, A CL2 has b een used to v erify the micro co de for

b oth 
oating-p oin t division [20] and square ro ot [22] on the AMD5

K

86, the �rst

P en tium-class micropro cessor pro duced b y Adv anced Micro Devices, Inc.

Common to these pro jects is the formalization of a mac hine-co de-lik e program-

ming language and the con�guration of a mec hanized reasoning system so that

it can b e used directly in the construction of pro ofs ab out programs in that lan-

guage. The dev elopmen t of reasoning to ols for standard languages suc h as VHDL

will undoubtedly remo v e some of the necessit y of \rolling y our o wn" formal seman-

tics. The Bro c k-Hun t NDL formalization for FM9001, for example, can b e reused

to v erify other hardw are designs [18 ]. But as long as micropro cesso rs supp ort

new, sp ecial-purp ose mac hine languages|i.e., as long as designers pro duce sp ecial-

purp ose micropro cessor s suc h as the no w-old fashioned BD X930, or the brand new

AAMP5 and CAP|formal mec hanical v eri�cation will require the formalization of

new mac hine-lev el languages and the construction, one w a y or another, of mec han-

ical aids to reasoning.

W e hop e that this formalization will someda y b e done b y the engineers on the

pro ject. This is not a farfetc hed notion. After all, it is the engineers on the pro ject

who are routinely \rolling their o wn" languages; they simply do not so often write

do wn the seman tics precisely . One great b ene�t of doing so is that it increases the

clarit y and precision of the comm unication b et w een team mem b ers when discussing

c hanges to the ev olving design. W e b eliev e that an op erational seman tics, where one

de�nes the e�ect of eac h instruction, is often quite similar to the informal notions

the team mem b ers w ould otherwise emplo y to think ab out their language. A formal

op erational seman tics can immediately pro vide another great b ene�t to the design

team: an execution or sim ulation capabilit y for the new language. Therefore, w e
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think it is b oth feasible and desirable for a design team to \roll their o wn" formal

seman tics.

But sp ecial-purp ose pro cessors|esp ecially those in whic h mec hanically c hec k ed

pro ofs are seen as desirable|often ha v e arcane and complex instruction sets, for

otherwise a standard commercial c hip w ould ha v e b een used. F or example, the CAP

has six indep enden t memories, four m ultiplier-accum ulators, o v er 250 programme r-

visible registers, and allo ws instructions whic h sim ultaneously mo dify w ell o v er 100

registers. The micro co de has a 64-bit instruction w ord that deco des to a 317-bit

con trol w ord in ternally . In is not un usual in t ypical CAP DSP application programs

to encoun ter instructions that sim ultaneously mo dify sev eral dozen registers. In-

deed, it is that v ery complexit y that encourages the design team to seek reassurance

in mec hanically c hec k ed argumen ts.

Once the formal seman tics is written do wn, it is often desirable to ha v e mec hani-

cal aid to supp ort formal reasoning. A w onderful and ob vious solution w ould b e to

construct a sp ecial-purp ose GUI in tegrated in to the team's CAD to ols and whic h

uses a theorem pro v er \b ehind the scenes." Unfortunately , suc h systems tak e a

great deal of time to dev elop but are needed b efor e the language/mac hine is com-

pletely designed. Hence it is often exp edien t to de�ne the seman tics in a formal logic

in the �rst place and then use an existing theorem pro ving to ol directly . The direct

use of a general-purp ose theorem pro v er driv en b y the ev olving formal seman tics of

the mac hine is in con
ict with the \w onderful and ob vious" solution in whic h the

formal mac hinery is hidden from the user. But un til mec hanical theorem pro v ers

are smarter or the pace slo ws do wn so that applications- and language-sp eci�c to ols

can b e built, w e b eliev e this is the most cost-e�ectiv e scenario.

That it is p ossible to so use a mec hanical theorem pro v er has no w b een demon-

strated rep eatedly in the pro jects cited ab o v e. W e cite esp ecially the case study of

the CAP describ ed in [9]. Suc h demonstration s are elo quen t testimon y to the ad-

v ances in automated reasoning since the late '70s. But w e are left with a problem:

someb o dy on the team m ust b e prepared to formalize an ev olving complex language

and con�gure an existing theorem pro v er to mak e it relativ ely straigh tforw ard to

reason ab out the new programs b eing written. There is no doubt, to da y , that the

p erson m ust b e in timately familiar with the theorem pro v er, but w e hop e that will

c hange. W e b eliev e to ols can b e built to mak e the pro cess easier. But in the mean-

time, it is imp ortan t to explain ho w it is done. The formalization of suc h complex

languages is di�cult to do. It is ev en more di�cult to learn ho w to do formalization

b y studying the industrial examples cited ab o v e. Hence this exp osition.

W e describ e and then formalize the seman tics of a simple language and then giv e

practical advice for ho w to pro v e theorems ab out programs written in the language.



Mec hanized F ormal Reasoning ab out Programs and Computing Mac hines 5

The approac h w e describ e is essen tially that used in the Nqthm and A CL2 pro jects

describ ed ab o v e. F urthermore, the Nqthm and A CL2 users ab o v e w ere taugh t

this metho d of formalization via examples v ery similar to this one, primarily in

our graduate class, R e cursion and Induction , at the Univ ersit y of T exas at Austin.

That this tec hnique scales up to languages that are man y orders of magnitude

more complicated than this one is demonstrated b y [5, 9 ]. Therefore, simplicit y

her e should b e lo ok ed up on as a virtue.

W e will use A CL2 as the formal system in whic h the seman tics is expressed and

the pro of advice is giv en. A CL2 is merely an axiomatization of an applicativ e

subset of Common Lisp. The reader familiar with some Lisp will ha v e no trouble

understanding our formalization. F or readers unfamiliar with Lisp w e informally

paraphrase eac h imp ortan t form ula. W e b eliev e that the v alue of this approac h is

indep enden t of A CL2 or an y particular formalism. Therefore, w e urge readers who

use other systems to read on.

T o obtain A CL2 b y ftp, �rst connect to ftp.cli.com b y anon ymous login. Then `cd'

to /pub/acl2/v1-8, `get README' and follo w the directions therein. Alternativ ely ,

one ma y obtain A CL2 via the W orld Wide W eb with the URL h ttp://www.cli.com/-

soft w are/acl2/index.h tml. The A CL2 system includes extensiv e h yp er-link ed on-

line do cumen tation a v ailable via A CL2 do cumen tation commands, HTML bro wsers,

Emacs Info, and in hardcop y form. See [13 ]. Con tact the authors to obtain the �le

of A CL2 de�nitions and theorems describ ed here.

4.2 A Simple Mac hine-Lev el Language

4.2.1 States

The state of our mac hine will b e represen ted b y a 5-tuple. W e de�ne the function

statep to recognize lists of length 5,

(defun statep (x)

(and (true-listp x)

(equal (len x) 5))) .

This de�nition actually in tro duces an axiom de�ning a new function, statep , of

one argumen t, x . The function returns t (true) if x is a \true list" (a binary tree

whose righ t-most branc h terminates in nil ) and its length is 5. Otherwise statep

returns nil . In Lisp notation, the application of the function sym b ol statep to

its single argumen t, x , is written (statep x) as opp osed to the more traditional

statep ( x ) notation.



6 Chapter 4

Our states will consist of a program coun ter, pc ; a con trol stac k of susp ended

program coun ters, stk ; the data memory , mem ; a 
ag, halt , indicating whether the

mac hine is halted; and an \execute only" program memory , code . Our mac hine

do es not ha v e a separate \register �le;" instead w e use lo w memory addresses as

though they named registers.

In Common Lisp w e de�ne the �v e \accessors" as follo ws.

(defun pc (s) (nth 0 s)) ; pc(s) = nth(0,s)

(defun stk (s) (nth 1 s)) ; stk(s) = nth(1,s)

(defun mem (s) (nth 2 s)) ; mem(s) = nth(2,s)

(defun halt (s) (nth 3 s)) ; halt(s) = nth(3,s)

(defun code (s) (nth 4 s)) ; code(s) = nth(4,s)

F or example, the �rst defun de�nes the function pc to tak e one argumen t, s and

to return the 0

th

elemen t of s . Remarks after semicolons are commen ts.

W e could write (list x

1

x

2

x

3

x

4

x

5

) to denote a state whose comp onen ts

are the �v e ob jects x

1

, ..., x

5

. But suc h p ositional notation can b e di�cult to

decipher. W e prefer the notation (st :pc x

1

:stk x

2

:mem x

3

:halt x

4

:code

x

5

) simply b ecause it reminds us of what eac h comp onen t represen ts. The order of

the k ey/v alue pairs is unimp ortan t.

New states are often obtained from old ones b y \c hanging" only a few comp onen ts

and lea ving the others unc hanged. W e in tro duce notation so that, for example,

(modify s :pc x

1

:halt x

2

) is the state whose comp onen ts are the same as those

of s except that the pc is x

1

and the halt 
ag is x

2

. That is, the modify expression

ab o v e denotes (list x

1

(stk s ) (mem s ) x

2

(code s )) . W e omit the de�nition

of modify .

4.2.2 Memory , Co de, and Program Coun ters

The mac hine w e ha v e in mind pro vides a �nite (but arbitrarily sized) memory . W e

en umerate the memory lo cations from 0; eac h lo cation con tains an arbitrary ob ject.

Hence a memory can b e represen ted b y a �nite list of the ob jects it con tains. T o

refer to the con ten ts of lo cation n in memory mem w e use (nth n mem) . T o c hange

the con ten ts of lo cation n to v w e use (put n v mem) . The function put is a simple

recursiv ely de�ned list pro cessing function.

(defun put (n v mem)

(if (zp n)

(cons v (cdr mem))

(cons (car mem) (put (- n 1) v (cdr mem)))))

Roughly sp eaking, to put v at p osition n in mem , put it at the fron t if n is 0 and

otherwise put it in to p osition n-1 in (cdr mem) (the list con taining all but the �rst
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elemen t of mem ) and then add (car mem) (the �rst elemen t of mem ) on to the fron t.

F or example, to put 77 at p osition 2 in '(0 1 2 3 4) w e use (put 2 77 '(0 1 2

3 4)) , whic h is equal to '(0 1 77 3 4) .

What do es put do if n is negativ e or not an in teger? The answ er is that it acts

as though n w ere 0. Ho w? (Zp n) is de�ned to b e true if n not a p ositiv e in teger.

What if n � (len mem) ? In this case w e \cdr o� the end" of mem . But cdr is a

total function that returns nil if its argumen t is not a list. Hence, put essen tially

\co erces" mem to b e long enough b y extending it with nil s. This allo ws man y

theorems ab out put to b e stated accurately without ha ving to ha v e h yp otheses

ab out n and mem . The simplicit y of b oth the de�nition of put and theorems ab out

it is one of the strengths of b oth Nqthm and A CL2.

In our mac hine, the \program memory ," code , will b e represen ted b y an asso ci-

ation list in whic h eac h program name is paired with the list of instructions in it.

Th us, for example, a program memory con taining three programs, named times ,

expt and main , will b e represen ted b y the list

'((times ins

0 ; 0

ins

0 ; 1

... ins

0 ;k

0

)

(expt ins

1 ; 0

ins

1 ; 1

... ins

1 ;k

1

)

(main ins

2 ; 0

ins

2 ; 1

... ins

2 ;k

2

)) .

Giv en the name of a program, name and a program memory , code , (cdr (assoc

name code)) returns the asso ciated list of instructions.

Individual instructions will b e lists. Abstractly ev ery instruction will ha v e an

opcode and t w o argumen ts, a and b .

(defun opcode (ins) (nth 0 ins))

(defun a (ins) (nth 1 ins))

(defun b (ins) (nth 2 ins))

Because nth , lik e put , extends its list argumen t with nil s, w e can write instructions

in three formats: ( op ) , ( op a ) , and ( op a b ) and omitted argumen ts default to

nil .

F or example, the constan t

(times (movi 2 0) ; 0 mem[2]  0

(jumpz 0 5) ; 1 if mem[0]=0, go to 5

(add 2 1) ; 2 mem[2]  mem[1] + mem[2]

(subi 0 1) ; 3 mem[0]  mem[0] - 1

(jump 1) ; 4 go to 1

(ret))) ; 5 return to caller

de�nes one program in our language. The constan t is a list of sev en elemen ts.

The �rst, times , is the name of the program and the other six elemen ts are the
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instructions. F or example, the �rst instruction is (movi 2 0) , whic h has an opcode

of movi , an a argumen t of 2 and a b argumen t of 0 ; the last instruction is (ret) ,

whic h has an opcode of ret and a and b argumen ts of nil . A t ypical code memory

will con tain man y suc h lists, one for eac h program in the mac hine. W e will use

times rep eatedly and w e de�ne the function times-program to b e the constan t

function whic h returns the ab o v e constan t. That is,

(defun times-program ()

'(times (movi 2 0) ... (ret)))

and so (times-program) is equal to the constan t ab o v e. W e discuss the program

later.

Returning no w to the formalization of our mac hine, the program coun ter, pc ,

will b e a pair, ( name . i ) , indicating that the \curren t instruction" is the i

th

instruction in the program named name . Th us, to fetc h an instruction w e use

(defun fetch (pc code)

(nth (cdr pc)

(cdr (assoc (car pc) code)))) ,

and so the curren t instruction of a state is

(defun current-instruction (s)

(fetch (pc s) (code s))) .

T o construct the program coun ter for the �rst instruction in the program named

name w e use (cons name 0) . T o incremen t a program coun ter b y one w e use the

function

(defun pc+1 (pc)

(cons (car pc) (+ 1 (cdr pc)))) .

Th us, if pc is '(times . 3) then (pc+1 pc) is '(times . 4) .

4.2.3 Instructions Seman tics

W e can no w b egin the main task, namely the sp eci�cation of the individual instruc-

tions on our mac hine. W e will de�ne only as man y instructions as it tak es to write

a couple of simple programs.

It will b e our con v en tion to de�ne a function, called the semantic function , for

eac h instruction. The function will ha v e the same name as the op co de of the

instruction. The function will tak e one more argumen t than the instruction do es

and that extra argumen t shall b e the mac hine's state.
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Consider the move instruction, whic h has t w o argumen ts, the target address and

the source address, and is written as the list constan t (move a b ) . Here is the

seman tic function for the move op eration,

(defun move (a b s)

(modify s

:pc (pc+1 (pc s))

:mem (put a (nth b (mem s)) (mem s)))) .

The function mo di�es s in t w o places. The pc is incremen ted b y one and the

con ten ts of lo cation b is dep osited in to lo cation a .

Con trast this with the seman tics of the \mo v e immediate" instruction, movi ,

(defun movi (a b s)

(modify s

:pc (pc+1 (pc s))

:mem (put a b (mem s)))) ,

whic h dep osits b , not its con ten ts, in to lo cation a .

W e pro vide t w o arithmetic instructions.

(defun add (a b s)

(modify s

:pc (pc+1 (pc s))

:mem (put a

(+ (nth a (mem s))

(nth b (mem s)))

(mem s))))

Add adds the con ten ts of the t w o lo cations and dep osits the sum in the �rst lo cation.

(defun subi (a b s)

(modify s

:pc (pc+1 (pc s))

:mem (put a

(- (nth a (mem s)) b)

(mem s))))

Subi subtracts the second argumen t, not its con ten ts, from the con ten ts of the �rst

and dep osits the di�erence in the �rst.

T o branc h unconditionally within the curren t program w e pro vide

(defun jump (a s)

(modify s :pc (cons (car (pc s)) a))) .
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Here, the argumen t a is the lo cation within the curren t program to whic h con trol

is to b e transferred. Observ e that w e sta y within the curren t program since w e do

not c hange the name comp onen t of the pc .

T o branc h conditionally within the curren t program w e pro vide

(defun jumpz (a b s)

(modify s

:pc (if (zp (nth a (mem s)))

(cons (car (pc s)) b)

(pc+1 (pc s))))) .

That is, if the con ten ts of a is 0

1

, jump to lo cation b in the curren t program; else

incremen t the pc b y 1.

T o call a subroutine w e pro vide

(defun call (a s)

(modify s

:pc (cons a 0)

:stk (cons (pc+1 (pc s)) (stk s)))) .

Call mo di�es the stac k b y incremen ting the curren t pc b y 1|to create the desired

return program coun ter|and then pushing it on to the stac k of susp ended program

coun ters. The pc is set to the �rst instruction in the program named a .

Finally , to return from a subroutine call (or to halt) w e pro vide

(defun ret (s)

(if (endp (stk s))

(modify s :halt t)

(modify s

:pc (car (stk s))

:stk (cdr (stk s))))) .

Observ e that if the stac k is empt y when ret is executed, the halt 
ag is set.

Otherwise, the stac k is p opp ed and the top-most return program coun ter from it

b ecomes the new pc .

4.2.4 The F etc h-Execute Cycle

T o tie the seman tic functions to their instructions w e de�ne the function execute

whic h tak es an instruction ins and a state s and executes the (seman tic function

for) ins on s .

1

W e �nd it con v enien t actually to test (zp a) , whic h is true if a is not a p ositiv e in teger.
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(defun execute (ins s)

(let ((op (opcode ins))

(a (a ins))

(b (b ins)))

(case op

(move (move a b s))

(movi (movi a b s))

(add (add a b s))

(subi (subi a b s))

(jumpz (jumpz a b s))

(jump (jump a s))

(call (call a s))

(ret (ret s))

(otherwise s))))

This syn tax ma y b e read \In the follo wing, let op , a and b b e the corresp onding

parts of the instruction ins . If op is 'move the result is (move a b s) , if op is

'movi , the result ..., otherwise the result is s ." Observ e that if an unrecognized

instruction is executed it is a no-op.

The mac hine's fetc h-execute op eration or \single stepp er" is

(defun step (s)

(if (halt s)

s

(execute (current-instruction s) s))) .

That is, if the halt 
ag is set, w e return s and otherwise w e execute the curren t

instruction on s .

W e can step the state s n times with

(defun sm (s n)

(if (zp n)

s

(sm (step s) (- n 1)))) .

The name sm stands for \small mac hine" and represen ts the formal mo del of the

mac hine's fetc h-execute cycle.

4.3 A Sim ulation Capabilit y

Recall

(defun times-program ()

'(times (movi 2 0) ; 0 mem[2]  0
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(jumpz 0 5) ; 1 if mem[0]=0, go to 5

(add 2 1) ; 2 mem[2]  mem[1] + mem[2]

(subi 0 1) ; 3 mem[0]  mem[0] - 1

(jump 1) ; 4 go to 1

(ret)))) ; 5 return to caller.

Informally , the sp eci�cation of this program is that it m ultiplies the con ten ts of

memory lo cation 0 times that of lo cation 1 and lea v es the result in lo cation 2. The

program uses the metho d of successiv e addition of lo cation 1 in to lo cation 2, whic h

is initially cleared. The commen ts explain further. Note that the program lo ops

through pc s 1{4, decremen ting lo cation 0.

W e can use the de�nition of sm to run this program. That is, b y virtue of

ha ving de�ned the seman tics of our mac hine in a programming language, w e get a

sim ulation capabilit y \for free." Belo w w e de�ne a constan t,

(defun demo-state ()

(st :pc '(times . 0)

:stk nil

:mem '(7 11 3 4 5)

:halt nil

:code (list (times-program)))) ,

whic h is a state p oised to m ultiply 7 times 11. Note �rst the code memory; it

con tains exactly one program, namely that for times . The pc p oin ts to the �rst

instruction in times . The stac k is empt y , so the ret instruction in times will halt

the mac hine. The memory has �v e lo cations, with 7 and 11 in the �rst t w o and 3,

4, and 5 in the remaining three. The halt 
ag is o�.

Ho w man y steps do es it tak e to run this program on this data? One tic k executes

the initialization at pc 0 and gets us to the top of the lo op at pc 1. The lo op tak es

four tic ks and is executed 7 times, lea ving us at the top of the lo op with lo cation 0

set to 0. One more tic k executes the jumpz whic h transfers con trol out of the lo op

to the ret . One more tic k executes the ret and halts the mac hine. Th us, it tak es

1 + (7 � 4) + 2 = 31 tic ks to execute the program here.

What is the �nal state? Ob viously , the pc will p oin t to the ret , the stac k will

(still) b e empt y , the halt 
ag will b e set and the code will b e unc hanged. What

ab out the memory? Lo cation 0 will ha v e b een coun ted do wn to 0. Lo cation 1 will

b e unc hanged at 11. Lo cation 2 will ha v e accum ulated 7 � 11 = 77. And lo cations

4 and 5 are un touc hed. W e can actually pro v e that this is the �nal state, simply b y

ev aluating (sm (demo-state) 31) and lo oking at the answ er. This can b e stated

as a theorem,
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(defthm demo-theorem

(equal (sm (demo-state) 31)

(st :pc '(times . 5)

:stk nil

:mem '(0 11 77 4 5)

:halt t

:code (list (times-program))))) .

This theorem is trivial to pro v e b y ev aluation. That is, (sm (demo-state) 31) , if

executed in an y Common Lisp con taining A CL2 and the de�nitions sho wn ab o v e,

will create the state sho wn on the righ t-hand side of the equation ab o v e.

4.4 A Sp eci�cation of the Program

In tuitiv ely , times m ultiplies the con ten ts of memory lo cations 0 and 1, clears lo ca-

tion 0, and writes the pro duct in to lo cation 2. If a state is p oised to execute a call

of times and w e step it exactly enough to execute through the return statemen t for

that call, then the e�ect on memory is as just describ ed and the program coun ter

is incremen ted b y one. This can b e said m uc h more precisely as follo ws. Let s0

b e a state whose memory con tains at least three lo cations (in general w e wish to

mak e sure all the memory references in the program are legal). Let i and j b e the

con ten ts of the �rst t w o lo cations and supp ose that i and j are natural n um b ers.

Supp ose that the curren t instruction in s0 is a call of times , where times is de�ned

as in times-program . Finally , supp ose the halt 
ag is o�, so the state is runnable.

Then if w e run sm on s0 for a certain n um b er of tic ks, namely (times-clock i) ,

de�ned b elo w, the result is the state obtained more simply b y incremen ting the

program coun ter of s0 b y one, writing a 0 in to memory lo cation 0, and writing the

pro duct of i and j , (* i j) , in to memory lo cation 2.

A formal rendering of this sp eci�cation of times is sho wn b elo w.

(defthm times-correct

(implies (and (statep s0)

(< 2 (len (mem s0)))

(equal i (nth 0 (mem s0)))

(equal j (nth 1 (mem s0)))

(natp i)

(natp j)

(equal (current-instruction s0) '(call times))

(equal (assoc 'times (code s0)) (times-program))

(not (halt s0)))

(equal (sm s0 (times-clock i))
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(modify s0

:pc (pc+1 (pc s0))

:mem (put 0 0

(put 2 (* i j) (mem s0)))))))

The expression (times-clock i) is supp osed to measure ho w man y clo c k tic ks

it tak es to execute times to m ultiply i times j . W e call times-clock the clo ck

function for the program times . Recall that in demo-theorem the time tak en to

run times on the 7 � 11 problem w as 1 + (7 � 4) + 2 = 31. In that example the run

w as started at the top of the times program itself, at pc (times . 0) . In our more

general sp eci�cation, the run starts at a call of times , th us adding one instruction

to the coun t. Therefore, (times-clock i) is equal to (+ 2 (+ (* i 4) 2)) .

Note that our sp eci�cation of times not only describ es its functional b eha vior

completely (i.e., ev ery e�ect on the state) but also c haracterizes the n um b er of clo c k

tic ks it tak es. It is often easier to pro v e suc h strong theorems than to pro v e w eak er

ones. Indeed, the clo c k pla ys a crucial role in our pro of strategy .

In what follo ws, w e will sho w ho w to pro v e times-correct and other suc h theo-

rems. Of particular imp ortance is the system de c omp osition problem: ho w can w e

v erify complex programs b y v erifying their comp onen t subroutines? F urthermore,

w e are not so m uc h in terested in pro ving theorems as in pro ving them mec hani-

cally without building an y sp ecial purp ose reasoning system for that task (b ey ond

a theorem pro v er already presumed to exist).

4.5 Ho w to Pro v e the Program Correct

T o pro v e times correct w e do sym b olic computation, using induction to get around

the lo op. That is the ob vious thing to do; the question is ho w do w e carry it out

formally and mec hanically within the logic?

4.5.1 The A CL2 Pro of St yle

A CL2, lik e Nqthm, emplo ys t w o main pro of tec hniques, induction and rule-driv en

simpli�cation. F or Nqthm, these tec hniques are discussed thoroughly in [2]; A CL2's

tec hniques are quite similar and are describ ed in the A CL2 do cumen tation [13].

The system inducts only when its other heuristics do not apply . T o c ho ose an

induction, the system insp ects the recursiv e de�nitions of the functions in v olv ed in

the conjecture and selects an induction designed to \un wind" one or more of those

functions. W e discuss induction further when w e describ e a particular use of it

b elo w.
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Of more concern here is rule-driv en simpli�cation. A CL2's rewriter attempts

to simplify form ulas b y rewriting them using axioms, de�nitions, and previously

pro v ed theorems as rewrite rules. When the rewriter is called, it is giv en a list

of \assumptions," terms whic h are assumed true. When the rewriter descends

through (if test a b ) , it adds test to the assumptions while rewriting a and (not

test ) while rewriting b . Heuristics con trol the \expansion" of recursiv e function

de�nitions; the basic idea is to expand a function call in to its b o dy pro vided the

simpli�ed b o dy is \simpler" or the simpli�ed argumen ts to all recursiv e calls already

o ccur elsewhere in the problem. Axioms and theorems are transformed in to rewrite

rules b y relativ ely simple syn tactic rules. A theorem of the form (implies (and

h

1

:::h

n

) (equal l hs r hs )) , once pro v ed, is in terpreted as the rule \replace eac h

instance of l hs b y the corresp onding instance of r hs , pro vided the corresp onding

instances of the h yp otheses, h

i

, can b e rewritten to true." The rewriter applies

rewrite rules to a term from the inside out. Th us, the term ( f a

1

... a

k

) is �rst

rewritten to ( f a

0

1

... a

0

k

) b y rewriting eac h argumen t, a

i

, to a

0

i

, and then rules

whose left-hand sides matc h ( f a

0

1

... a

0

k

) are tried.

T o simplify a form ula, (implies (and h

1

:::h

n

) concl ) , w e regard the form ula as

a clause, f (not h

1

) ::: (not h

n

) concl g and rewrite eac h literal, in turn, assuming

the other literals false.

The user of A CL2 m ust b e cognizan t of the in terpretation of a form ula as a

rule when eac h theorem is stated. In a sense, the job of the user is to \program"

the simpli�er so that it carries out an appropriate simpli�cation strategy for the

problem domain at hand.

4.5.2 F ormal Sym b olic Computation

F ormal symb olic c omputation is nothing more than using the sym b olic de�nition of

the mac hine and certain axioms and lemmas to simplify an expression lik e (sm s0

(times-clock i)) to a sym b olic state. A k ey to our approac h is to use the clo c k

as a means of driving the expansion of sm .

F or example, since (times-clock i) is equal to (+ 2 (+ (* i 4) 2)) , (sm s0

(times-clock i)) is (sm s0 (+ 2 (+ (* i 4) 2))) , b y substitution of equals

for equals. No w w e can app eal t wice to the easily pro v ed lemma

(defthm sm-+

(implies (and (natp i) (natp j))

(equal (sm s (+ i j))

(sm (sm s i) j))))

to reduce the \big" computation to three smaller ones (sm (sm (sm s0 2) (* i

4)) 2) . The represen tation of the clo c k expression allo ws the user to tell the system
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ho w to decomp ose the computation in to its \natural" paths, in this case a 2 -step

prelude, follo w ed b y a (* i 4) -step inductiv e lo op, and �nishing with a 2 -step

p ostlude.

Ho w ev er, there is a problem with this: in the presence of the hea vy-dut y arith-

metic rules necessary to carry out pro ofs ab out practical programs, the \natu-

ral" clo c k expression (+ 2 (+ (* i 4) 2)) is liable to b e rewritten to some alge-

braically equiv alen t but pragmatically useless form lik e (* 4 (+ i 1)) . F or that

reason w e use sp ecial clo ck arithmetic op er ators when w e write clo c k expressions.

F or example, the actual de�nition of times-clock is

(defun times-clock (i)

(cplus 2 (cplus (ctimes i 4) 2))) ,

where cplus is simply + (on the naturals) and ctimes is simply * (on the naturals)

but the theorem pro v er is not generally allo w ed to use those facts. Nor is the

theorem pro v er \a w are" that cplus and ctimes enjo y the algebraic prop erties of

asso ciativit y , comm utativit y , etc. The theorem sm-+ sho wn ab o v e is actually pro v ed

with cplus in place of + .

Ha ving tak en the user's \hin t" that w e should see the computation as a com-

p osition of three smaller executions, (sm (sm (sm s0 2) (ctimes i 4)) 2) , w e

fo cus|as alw a ys|on the innermost expression. By simplifying from the inside out

w e are, in this case, doing a \forw ard execution" of the program.

It is easy to arrange for (sm s0 2) to simplify v ery quic kly to (step (step s0))

using

(defthm sm-opener

(and (equal (sm s 0) s)

(implies (natp i)

(equal (sm s (+ 1 i))

(sm (step s) i))))) .

W e do not allo w step to en ter the problem an y other w a y . Th us, w e step only

when w e ha v e the clo c k's p ermission (and th us the user's p ermission) to do so.

No w the naiv e expansion of the step function pro duces a catastrophic case ex-

plosion b ecause step (actually , its sub-function execute ) do es a case split based

on all p ossible instructions. Therefore, another k ey to our approac h is to expand

a step expression only when the curren t instruction of the state is kno wn. W e do

this in A CL2 with the lemma

(defthm step-opener

(and (implies (halt s) (equal (step s) s))



Mec hanized F ormal Reasoning ab out Programs and Computing Mac hines 17

(implies (consp (current-instruction s))

(equal (step s)

(if (halt s)

s

(execute (current-instruction s) s)))))) .

This is merely the de�nition of step , but after pro ving it w e \disable" the de�ni-

tion so that A CL2 cannot use it. The h yp othesis of the second conjunct ab o v e is

irrelev an t; (step s) is equal to the if -expression ev en without it. But b y pro ving

this w eak er theorem w e arrange for A CL2 to expand step only when it can pro v e

that the current-instruction is a consp . This is only a \hac k" but it w orks.

No w what do w e kno w ab out the curren t instruction in s0 , the term w e w an t

to step �rst in (step (step s0)) ? W e kno w exactly what it is: (call times) .

So step-opener applies and rewrites (step s0) �rst to (call 'times s0) (using

the fact that w e kno w the halt 
ag is o� in s0 and the de�nition of execute ), and

thence to

(modify s0

:pc '(times . 0)

:stk (cons (pc+1 (pc s0)) (stk s0))) .

Call this state s1 .

No w w e wish to simplify (step s1) . All w e can use is step-opener . Do w e

kno w the curren t instruction? Y es! The pc in s1 is (times . 0) , so the cur-

ren t instruction is the �rst one in times and w e kno w the co de for times ! The

curren t instruction of s1 is (movi 2 0) . T ec hnically this deduction is trivial, but

in practice, when program coun ters and co de memory are large, it requires that

the theorem pro v er e�cien tly execute suc h ground expressions as (fetch '(times

. 0) (list (times-program))) .

Applying step-opener and simplifying pro duces

(modify s1

:pc '(times . 1)

:mem (put 2 0 (mem s1))) ,

whic h, in terms of s0 , is

(modify s0

:pc '(times . 1)

:stk (cons (pc+1 (pc s0)) (stk s0))

:mem (put 2 0 (mem s0))) .

Call this state s2 .
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Recall no w ho w w e got here. W e simpli�ed (sm s0 (times-clock i)) to (sm

(sm (sm s0 2) (ctimes i 4)) 2) and no w w e ha v e simpli�ed the (sm s0 2) to

s2 ab o v e. W e w ould no w lik e to step s2 (ctimes i 4) times, but ho w man y is

that?

So far, all of the lemmas cited are program-indep enden t: they need b e pro v ed

only once for the giv en mac hine and cause the theorem pro v er to do sym b olic

computation driv en b y the clo c k expression. But no w w e need a program-dep end en t

lemma, namely one that tells us what the lo op in times is doing. W e discuss it

b elo w.

But �rst, supp ose w e had a lemma that explained the lo op, e.g., that sa ys \ (sm

s (ctimes i 4)) c hanges memory so that lo cation 0 is 0 and lo cation 2 con tains

the sum of its old v alue and the pro duct of the �rst t w o memory lo cations." Then

w e are virtually done b ecause our s2 , ab o v e, has a 0 in lo cation 2 and so b y the

lemma, (sm s2 (ctimes i 4)) , whic h w e will call state s3 , is simply s2 with a 0

in lo cation 0 and the desired pro duct in lo cation 2. Then w e conclude the pro of

b y computing (sm s3 2) . This sym b olically executes the jumpz at the top of the

lo op and the ret , since lo cation 0 is no w 0. The ret p ops the stac k bac k in to the

pc and w e are left with a state in whic h the pc is (pc+1 (pc s0)) , the memory

has a 0 in 0 and the pro duct in 2, and all other comp onen ts are unc hanged. That

completes the pro of of times-correct , but w e assumed w e had a crucial lemma

ab out the b eha vior of the lo op.

4.5.3 Lo op In v arian ts

So w e no w turn to the crucial lemma describing what happ ens when the pc is

(times . 1) and the clo c k is (ctimes i 4) , i.e., (ctimes (nth 0 (mem s)) 4) .

The lemma w e pro v e is generally easy for the user to \in v en t" and alw a ys follo ws the

same general pattern. Because of the clo c k decomp osition, the situation is p erfect

for induction b ecause the pc p oin ts to the top of a lo op, the lo op decremen ts lo cation

0 once eac h time around, the lo op tak es 4 instructions to tra v erse once, and the

clo c k is precisely 4 times the initial v alue of lo cation 0. Here is the lemma w e pro v e.

(defthm times-correct-lemma

(implies (and (statep s)

(< 2 (len (mem s)))

(equal i (nth 0 (mem s)))

(natp i)

(equal (pc s) '(times . 1))

(equal (assoc 'times (code s)) (times-program))

(not (halt s)))

(equal (sm s (ctimes i 4))
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(modify s :mem (times-fn-mem s)))))

The lemma tells us what the lo op do es to memory . It addresses itself to a completely

general en trance to the lo op with just enough time on the clo c k to �nish the lo op.

W e can paraphrase, from the top, as follo ws. Let s b e a state with at least t w o

lo cations. Supp ose lo cation 0, whic h w e call i , con tains a natural. Supp ose the

pc p oin ts to the top of the lo op in our times program and the state is not halted.

Then executing the state (ctimes i 4) times mo di�es the memory as describ ed

b y (times-fn-mem s) . W e de�ne that function b elo w.

Before w e de�ne times-fn-mem w e dra w atten tion to a subtle asp ect of the

statemen t of times-correct-lemma . The left-hand side of the conclusion, whic h

is the target pattern when the lemma is used as a rewrite rule, is (sm s (ctimes

i 4)) whereas it could ha v e b een equiv alen tly stated as (sm s (ctimes (nth 0

(mem s)) 4)) . The preferred statemen t con tains t w o v ariables, s and i , whereas

the equiv alen t alternativ e con tains only s . Practically sp eaking (at least for A CL2)

the preferred statemen t is more general b ecause it allo ws the rule to �re on (sm s

0

(ctimes (nth 0 (mem s )) 4)) pro vided the con ten ts of lo cation 0 in s

0

is equal

to that of lo cation 0 in s . This is the most common triggering expression, in

fact, b ecause s

0

is generally deriv ed from s b y initializing certain lo cations (e.g.,

lo cation 2). The equiv alen t alternativ e form ulation do es not unify with the common

triggering expression and hence w ould not b e used.

It only remains to sa y what times-fn-mem is. Roughly sp eaking, it is a recursiv e

function that, in e�ect, p erforms the same series of writes to memory that executing

the lo op do es.

(defun times-fn-mem (s)

(let ((m0 (nth 0 (mem s)))

(m1 (nth 1 (mem s)))

(m2 (nth 2 (mem s))))

(if (zp m0)

(mem s)

(times-fn-mem

(modify s

:mem

(put 0 (+ m0 -1)

(put 2 (+ m1 m2) (mem s))))))))

Note that the function op erates on a state, s , and returns a mo di�ed v ersion of the

memory of s . The mo di�cation is obtained b y rep eatedly decremen ting memory

lo cation 0 and adding the con ten ts of lo cation 1 in to 2 un til lo cation 0 is 0 (or not

a natural). The function terminates b ecause the con ten ts of lo cation 0 decreases.
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Man y of the basic ideas w e ha v e presen ted here for describing computation math-

ematically , including the idea of \deriv ed functions" suc h as times-fn-mem , w ere

inspired b y tec hniques �rst dev elop ed b y John McCarth y [15, 16] and his studen ts.

The recursion in times-fn-mem suggests an induction on s : the base case is

when lo cation 0 con tains a 0 and the induction step assumes the theorem for s'

and pro v es the theorem for s , when lo cation 0 is non-0 and the s' is obtained

from s b y decremen ting lo cation 0 and incremen ting lo cation 2 b y the con ten ts

of lo cation 1. Pro ving times-correct-lemma b y this suggested induction is com-

pletely straigh tforw ard, giv en the previously describ ed arrangemen ts for sym b olic

computation.

2

Of course one reason times-correct-lemma is easy to pro v e is b ecause of what

it do es not sa y . It do es not tell us that the lo op computes the pro duct of lo cations

0 and 1. It tells us that it mo di�es memory as describ ed b y times-fn-mem . W e

pro v e as a separate lemma that a pro duct is pro duced.

(defthm times-fn-mem-is-times

(implies (and (< 2 (len (mem s)))

(equal m0 (nth 0 (mem s)))

(equal m1 (nth 1 (mem s)))

(equal m2 (nth 2 (mem s)))

(natp m0)

(natp m1)

(natp m2))

(equal (times-fn-mem s)

(put 0 0

(put 2 (+ m2 (* m0 m1)) (mem s))))))

This lemma sa ys that the sequence of writes done b y times-fn-mem is just the same

as writing 0 in to lo cation 0 and writing (+ m2 (* m0 m1)) in to lo cation 2, where

m0 , m1 and m2 are the con ten ts of lo cations 0, 1 and 2 resp ectiv ely . This lemma is

the mathematical crux of the en tire pro of: iterated addition is m ultiplication. But

note that the theorem mak es no men tion of sm or of the seman tics of instructions.

The in tro duction of times-fn-mem is th us another k ey elemen t in the metho dol-

ogy . Roughly put, one should in tro duce the recursiv e function that do es the same

sequence of state mo di�cations as the program and then break the pro of in to t w o

parts. In part one, e.g., times-correct-lemma , pro v e that the program has the

claimed op erational b eha vior. In part t w o, e.g., times-fn-mem-is-times , pro v e

that the op erational b eha vior satis�es the desired sp eci�cation. The �rst part is

2

In order to do the pro of with the suggested induction, �rst eliminate the use of i b y substitut-

ing (nth 0 (mem s)) for i . Otherwise, one m ust sligh tly mo dify the induction to accommo date

i .
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complicated only b y the size of the mac hine and the program; since this compli-

cation is often considerable, it is con v enien t to deal with it in isolation from the

sp eci�cation. The second part is complicated only b y the di�erence b et w een the

op erational b eha vior and the sp eci�cation; since this di�erence can b e great, it is

con v enien t to deal with it in isolation from the mac hine.

4.5.4 Memory Expression Managemen t

The discussion ab o v e omits one last class of \generic" problems that m ust b e faced,

ha ving to do with the normalization of suc h memory expressions as (put 0 x (put

2 y mem)) . That expression naturally arises if the put to lo cation 2 is done �rst

and then the put to lo cation 0 is done. That is what happ ens in times . Note

that w e migh t ha v e done them in the other order (put 2 y (put 0 x mem)) and

pro duced the v ery same memory . It is not uncommon for the program to do the

put s in one order and for the sp eci�cation to do them in another. F urthermore,

one needs to b e able to fetc h the con ten ts of a memory lo cation from a mo di�ed

memory , e.g., to realize that (nth 1 (put 0 x mem)) is (nth 1 mem) .

If the memory lo cations are alw a ys small n um b ers, as in this example, the pro of

can b e done b y expanding put so that b oth put -nests ab o v e b ecome (list* x

(cadr mem) y (cdddr mem)) . But if memory lo cations are large or sym b olic this

is not practical. W e use the follo wing rules to normalize memory expressions.

The follo wing rule resolv es memory references.

(defthm nth-put

(implies (and (natp i)

(natp j))

(equal (nth i (put j val mem))

(cond ((equal i j) val)

(t (nth i mem))))))

T o eliminate unnecessary put s w e use

(defthm put-put-0

(implies (and (natp i)

(< i (len mem))

(equal (nth i mem) val))

(equal (put i val mem) mem))) .

The next rule eliminates redundan t put s.

(defthm put-put-1

(equal (put i val2 (put i val1 mem))

(put i val2 mem)))
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The follo wing rule, when prop erly used, orders nests of put s so that the addresses

are listed lexicographically , e.g., so that (put 0 x (put 2 y mem)) is preferred

o v er the other ordering.

(defthm put-put-2

(implies (and (natp i)

(natp j)

(not (equal i j)))

(equal (put i vali (put j valj mem))

(put j valj (put i vali mem)))))

In A CL2 w e con trol this rule b y implemen ting a v eri�ed metafunction, cf. [3], whic h

recognizes and rewrites expressions that are out of order.

Finally , w e m ust b e able to determine the length of the memory after doing a

write.

(defthm len-put

(implies (and (natp i)

(< i (len mem)))

(equal (len (put i val mem)) (len mem))))

4.5.5 System Decomp osition, Revisited

Supp ose w e ha v e a program, sa y expt , that uses our times program and w e wish

to pro v e expt correct. W e here discuss ho w the form of times-correct p ermits it

to b e used within the sc heme just sk etc hed. Recall the just pro v ed

(defthm times-correct

(implies (and (statep s0)

(< 2 (len (mem s0)))

(equal i (nth 0 (mem s0)))

(equal j (nth 1 (mem s0)))

(natp i)

(natp j)

(equal (current-instruction s0) '(call times))

(equal (assoc 'times (code s0)) (times-program))

(not (halt s0)))

(equal (sm s0 (times-clock i))

(modify s0

:pc (pc+1 (pc s0))

:mem (put 0 0

(put 2 (* i j) (mem s0))))))) .

Imagine w e are pro ving a conjecture ab out expt . The program con tains a (call

times) instruction, sa y at pc (expt . 5) . The h yp otheses of the conjecture will



Mec hanized F ormal Reasoning ab out Programs and Computing Mac hines 23

presumably con tain the assumption that times is de�ned as b y our times-program

(or else expt is calling a di�eren t times ). The h yp otheses will include analogous

assumptions ab out the de�nitions of all other subroutines used. The user is pre-

sumed to ha v e structured the clo c k expression in the new conjecture so that when

the (call times) instruction is hit in the sym b olic computation, the clo c k will

b e (times-clock i ) (for whatev er i is in lo cation 0 of the memory). Th us, dur-

ing the sym b olic computation for the pro of of the expt conjecture the term (sm s

(times-clock i )) will arise. In the next section w e illustrate an expt that uses

times as a subroutine; there w e will also illustrate the prop er construction of a

sup erior clo c k expression.

The ab o v e times-correct theorem is a candidate for use; indeed, it will lik ely b e

the only rewrite rule w e ha v e telling us ab out ho w to expand sm for (times-clock

i) steps. W e will ha v e to reliev e the h yp otheses but this will generally b e straigh t-

forw ard if times is b eing applied to t w o naturals. Note that times-correct do es

not require that times b e the only program in the code memory; it w ould b e

un usable if it did. If the h yp otheses can b e reliev ed, the lemma replaces (sm s

(times-clock i )) b y

(modify s

:pc '(expt . 6)

:mem (put 0 0

(put 2 (* i j ) (mem s ))))

Note in particular that the pc is incremen ted to (expt . 6) , memory lo cation 0 is

cleared, and memory lo cation 2 is assigned the pro duct. The co de for times is not

en tered or considered.

Times-correct essen tially extends the abstract mac hine so that (call times)

is a new primitiv e instruction (that tak es (times-clock i ) tic ks). The ab o v e de-

scrib ed metho dology for constructing pro ofs uses times-correct exactly as needed.

F urthermore, if a mistak e has b een made so that, for example, the clo c k expression

for the call is not (times-clock i ) or the preconditions for times are not satis�ed,

the sym b olic computation stops at (call times) b ecause no other rules apply .

4.5.6 Summary of the Metho dology

Our metho dology can b e summarized as follo ws. W e de�ne the seman tics of the

new mac hine op erationally . Then w e pro v e the sym b olic computation theorems

and the memory expression managemen t theorems. W e also pro vide rules for the

primitiv e data t yp es on the mac hine, e.g., arithmetic, bit v ectors, etc. All of this

w ork is done more or less as the mac hine is b eing formalized and is indep enden t of

applications programs.
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When an applications program is in tro duced, w e sp ecify it in the st yle describ ed.

W e de�ne its clo c k function so as to mak e explicit the natural decomp osition of the

computation. W e de�ne the recursiv e function that do es the same series of writes

to memory . W e then pro v e t w o lemmas ab out the program (assuming it has exactly

one lo op). In the �rst, w e pro v e that the execution of the lo op in the program do es

the same thing as the recursiv e function. In the second, w e pro v e that the recursiv e

function satis�es the general sp eci�cation. These t w o lemmas allo w us to pro v e

that the program meets its sp eci�cation.

4.6 Another Example

W e conclude with a concrete example, discussed v ery brie
y . W e de�ne a suitable

expt and pro v e that it exp onen tiates, follo wing exactly the metho dology outlined

for times . The program is giv en b y

(defun expt-program nil

'(expt (move 3 0) ; 0 mem[3]  mem[0] (sa v e args)

(move 4 1) ; 1 mem[4]  mem[1]

(movi 1 1) ; 2 mem[1]  1 (initializ e ans)

(jumpz 4 9) ; 3 if mem[4]=0, go to 9

(move 0 3) ; 4 mem[0]  mem[3] (prepare for times)

(call times) ; 5 mem[2]  mem[0] * mem[1]

(move 1 2) ; 6 mem[1]  mem[2]

(subi 4 1) ; 7 mem[4]  mem[4]-1

(jump 3) ; 8 go to 3

(ret))) ; 9 return.

The theorem w e wish to pro v e ab out expt is sho wn b elo w. Note that w e require

the memory to ha v e at least �v e lo cations to insure that all the writes are legal.

W e also require the co de memory to con tain our de�nitions of b oth expt and of

times , but w e do not sa y whic h is �rst or whether others are presen t.

(defthm expt-correct

(implies (and (statep s0)

(< 4 (len (mem s0)))

(equal i (nth 0 (mem s0)))

(equal j (nth 1 (mem s0)))

(natp i)

(natp j)

(equal (current-instruction s0) '(call expt))

(equal (assoc 'expt (code s0)) (expt-program))

(equal (assoc 'times (code s0)) (times-program))
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(not (halt s0)))

(equal (sm s0 (expt-clock i j))

(modify s0

:pc (pc+1 (pc s0))

:mem

(if (zp j)

(put 1 (expt i j)

(put 3 i

(put 4 0 (mem s0))))

(put 0 0

(put 1 (expt i j)

(put 2 (expt i j)

(put 3 i

(put 4 0 (mem s0)))))))))))

This form ula is more complicated than that for times b ecause expt is a more

complicated program, not b ecause the complexit y of times is \spilling o v er."

The clo c k function for expt is

(defun expt-clock (i j)

(cplus 4

(cplus (ctimes j (cplus 2 (cplus (times-clock i) 3)))

2))) .

F our instructions are used to get from (call expt) to the lo op at pc 3. Then

the lo op is tra v ersed j times, where j is the initial v alue of lo cation 1. On eac h

tra v ersal, t w o instructions are used to get to (call times) , then (times-clock

i) instructions are used to execute that (as previously established), and then three

more instructions are used to get bac k to the top of the lo op. Up on �nishing the

lo op, t w o instructions are used to get past the ret .

The deriv ed function, the recursiv e description of the lo op ( pc s 3{8), is de�ned

as

(defun expt-fn-mem (s)

(let ((m1 (nth 1 (mem s)))

(m3 (nth 3 (mem s)))

(m4 (nth 4 (mem s))))

(if (zp m4)

(mem s)

(expt-fn-mem

(modify s

:mem

(put 0 0

(put 1 (* m3 m1)
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(put 2 (* m3 m1)

(put 4 (- m4 1) (mem s)))))))))) .

The �rst lemma w e m ust pro v e is that the lo op computes the deriv ed function,

expt-fn-mem .

(defthm expt-correct-lemma

(implies (and (statep s)

(< 4 (len (mem s)))

(equal m3 (nth 3 (mem s)))

(equal m4 (nth 4 (mem s)))

(natp (nth 1 (mem s)))

(natp m3)

(natp m4)

(equal (pc s) '(expt . 3))

(equal (assoc 'expt (code s)) (expt-program))

(equal (assoc 'times (code s)) (times-program))

(not (halt s)))

(equal (sm s

(ctimes m4

(cplus 2 (cplus (times-clock m3) 3))))

(modify s :mem (expt-fn-mem s)))))

The second lemma is that expt-fn-mem computes the exp onen tial function (and

put s the result and sev eral others in to certain memory lo cations).

(defthm expt-fn-mem-is-expt

(implies (and (< 4 (len (mem s)))

(equal m1 (nth 1 (mem s)))

(equal m3 (nth 3 (mem s)))

(equal m4 (nth 4 (mem s)))

(natp m1)

(natp m3)

(natp m4))

(equal (expt-fn-mem s)

(if (zp m4)

(mem s)

(put 0 0

(put 1 (* m1 (expt m3 m4))

(put 2 (* m1 (expt m3 m4))

(put 4 0 (mem s)))))))))

The t w o lemmas are su�cien t, together with the sym b olic computation and mem-

ory expression managemen t lemmas, to allo w A CL2 to pro v e that expt is correct.
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4.7 Extensions and Advice

Our small mac hine illustrates a few elemen tary mo deling tec hniques including state

represen tation, the fetc h-execute cycle, timing and termination, and sev eral classes

of instruction including data mo v emen t, arithmetic, branc hing, and subroutine call

and return. Of course, practical languages and mac hines con tain far more complex-

it y .

The most ob vious omission from our mac hine is an y restriction on its resources.

F abricated mac hines ha v e limits on all ph ysical resources, e.g., w ord size, stac k size,

data memory size, and program memory size. W e generally include these limits as

comp onen ts in the state and generalize the handling of the halt 
ag so that it

can b e used to hold an \error message." W e then de�ne the seman tic functions so

that when the resource limits are violated the halt 
ag is set appropriately , e.g.,

to a pair con taining the program coun ter and an error string suc h as "arithmetic

overflow" or "stack overflow" .

Other complicating asp ects of practical mac hines include in terrupts, io, and

pip elining, to name a few. Suc h features can b e accommo dat ed within the general

sc heme describ ed here. The statemen t and pro of of program prop erties on suc h

mac hines is more di�cult than sho wn here. But b ecause practical mac hines are

complex, this di�cult y is not an artifact of formalization and m ust b e faced if one

is to deriv e con�dence in co de from the pro ofs. The tec hniques used to manage this

complexit y in the theorem pro v er are similar to those illustrated here | the nor-

malization of sym b olic states, expansion of complicated functions only under strict

con trols, the pro vision of rules that w ork or fail quic kly . Examples of these tec h-

niques are describ ed in some of our larger-scale pro jects, suc h as [19, 24, 25, 6, 7, 8].

W e o�er three pieces of general advice. First, start small. Most successful

pro jects ha v e started with a \to y" v ersion of the mac hine and re�ned the basic

approac h. F or example, start with 5 instructions and add the other 195 later. T o

add new features, suc h as in terrupts or a pip eline, return to the \to y" and in tegrate

simpli�ed v ersions of the new feature there. The b ene�t of ha ving a \to y" v ersion

of the mo del is that one can exp erimen t with new features relativ ely quic kly; often

sev eral approac hes migh t b e tried and abandoned b efore a suitable one is found

and then elab orated to full complexit y . When exp erimen ting with \to ys" k eep in

mind that the pro of tec hniques b eing used m ust not dep end on the small scale.

Second, consider the in tro duction of in termediate lev els of abstractions. The

\righ t" mo del migh t b e a hierarc h y of abstract mac hines rather than a single ab-

stract mac hine. F or example, one migh t pro duce a �nite resource mo del and an

in�nite resource mo del of the abstract mac hine, or a pip elined mo del and a simpler
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sequen tial mo del. The t w o lev els of abstraction are then pro v ed equiv alen t under

certain conditions and this allo ws some program pro ofs to b e carried out in a sim-

pler setting. Often designers hold sev eral di�eren t views of the mac hine. These

di�eren t abstractions ma y not b e recognized or giv en names b y the design team

but are extremely helpful when iden ti�ed. The mac hine's programmers ma y create

a new abstract mac hine via programming con v en tions (e.g., \w e treat register 3 as

a stac k"); iden tifying these con v en tions and formalizing the appropriate abstract

mac hine mak es pro ofs simpler.

Finally , think carefully ab out ho w the theorem pro v er will use the de�nitions and

rules y ou pro vide it. Recall for example our discussion of the di�erence b et w een (sm

s (ctimes (nth 0 (mem s)) 4)) and (sm s (ctimes i 4)) . It w as not luc k or

brilliance that led us to state our rules the w a y w e did; it w as careful though t ab out

ho w the rules w ould b e used.

4.8 Conclusion

State-of-the-art micropro cesso rs and the mac hine languages they pro vide can b e

formally mo deled op erationally . This op erational seman tics pro vides a sim ulation

capabilit y for the new mac hine or language, pro vided it is done in a computational

logic, suc h as A CL2, whic h pro vides execution. In addition, it is p ossible to con-

�gure a mec hanical theorem pro v er, suc h as Nqthm or A CL2, to use the seman tics

e�ectiv ely in carrying out pro ofs of programs written in the new language.

W e ha v e explained ho w w e do this in a v ery simple setting and can assure the

reader that it scales up.

The reason one migh t w an t to do this is simple: it is the most exp edien t w a y

to trac k an ev olving mac hine design and v erify programs written in the ev olving

programming language.

4.9 Ac kno wledgmen ts

The tec hniques describ ed here ev olv ed o v er man y y ears. W e are therefore indebted

to our studen ts and colleagues, esp ecially those who exp erimen ted with these tec h-

niques and help ed re�ne and demonstrate them: Bill Bevier, Bishop Bro c k, Art

Flatau, W arren Hun t, Da vid Goldsc hlag, Matt Kaufmann, Ken Kunen, Da vid

Russino�, Natara jan Shank ar, Sakthikumar Subramanian, Carolyn T alcott, Matt

Wilding, Bill Y oung, and Y uan Y u. Most of these tec hniques w ere �rst dev elop ed

with the Nqthm theorem pro v er. Nqthm w as supp orted primarily with gran ts and
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con tracts from the National Science F oundation and the O�ce of Na v al Researc h.

The formalization and pro of metho dology w as transferred from Nqthm to the A CL2

theorem pro v er, as sho wn here. It has b een carried out on a grand scale with that

system b y Bishop Bro c k in his CAP w ork.

The A CL2 theorem pro v er w as supp orted in part at Computational Logic, Inc.,

b y the Defense Adv anced Researc h Pro jects Agency , ARP A Order 7406, and the

O�ce of Na v al Researc h, Con tract N00014-94-C-0193. The views and conclusions

con tained in this do cumen t are those of the authors and should not b e in terpreted

as represen ting the o�cial p olicies, either expressed or implied, of Computational

Logic, Inc., the Defense Adv anced Researc h Pro jects Agency , the O�ce of Na v al

Researc h, or the U.S. Go v ernmen t.
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