Machines Reasoning about Machines

A Personal Perspective

J Strother Moore Department of Computer Sciences University of Texas at Austin

Is McCarthy’s Dream Practical?

Instead of debugging a program, one should prove that it meets its specifications, and this proof should be checked by a computer program. — John McCarthy, “A Basis for a Mathematical Theory of Computation,” 1961

Outline • Past - dispel the myth of irrelevance • Present - why are we succeeding? • Future - key scientific challenges ahead Remember, this is from my personal perspective.

Boyer-Moore Project

Theorems Proved

Theorems Proved

Theorems Proved: 1970s

• append is associative:

(equal (append (append a b) c)
       (append a (append b c)))

• prime factorizations are unique:

(implies (and (primes a) (primes b)
              (equal (prod a) (prod b)))
         (perm a b))

(defun append (x y)
  (if (endp x)
      y
      (cons (car x)
            (append (cdr x) y))))

(equal (append (append a b) c)
       (append a (append b c)))

(equal (append (append a b) c)
       (append a (append b c)))
Proof: by induction on a.

(equal (append (append a b) c)
       (append a (append b c)))

Proof: by induction on a.

Base Case: (endp a).
(equal (append (append a b) c)
       (append a (append b c)))

(equal (append (append a b) c)
       (append a (append b c)))

Proof: by induction on a.

Base Case: (endp a).
(equal (append b c)
       (append a (append b c)))

(equal (append (append a b) c)
       (append a (append b c)))

Proof: by induction on a.

Base Case: (endp a).
(equal (append b c)
       (append a (append b c)))

(equal (append (append a b) c)
       (append a (append b c)))

Proof: by induction on a.

Base Case: (endp a).
(equal (append b c)
       (append b c))

(equal (append (append a b) c)
       (append a (append b c)))

Proof: by induction on a.

Base Case: (endp a).
(equal (append b c)
       (append b c))

(equal (append (append a b) c)
       (append a (append b c)))
Proof: by induction on a.
Base Case: (endp a).
T

(equal (append (append a b) c)
       (append a (append b c)))

Proof: by induction on a.

Induction Step: (not (endp a)).
(equal (append (append a b) c)
       (append a (append b c)))

(equal (append (append a b) c)
       (append a (append b c)))

Proof: by induction on a.

Induction Step: (not (endp a)).
(equal (append (cons (car a)
                 (append (cdr a) b)) c)
       (append a (append b c)))

(equal (append (append a b) c)
       (append a (append b c)))

Proof: by induction on a.

Induction Step: (not (endp a)).
(equal (append (cons (car a)
                 (append (cdr a) b)) c)
       (append a (append b c)))

(equal (append (append a b) c)
       (append a (append b c)))

Proof: by induction on a.

Induction Step: (not (endp a)).
(equal (cons (car a)
         (append (append (cdr a) b) c))
       (append a (append b c)))

(equal (append (append a b) c)
       (append a (append b c)))

Proof: by induction on a.

Induction Step: (not (endp a)).
(equal (cons (car a)
         (append (append (cdr a) b) c))
       (append a (append b c)))

(equal (append (append a b) c)
       (append a (append b c)))

Proof: by induction on a.

Induction Step: (not (endp a)).
(equal (cons (car a)
         (append (append (cdr a) b) c))
       (cons (car a)
         (append (cdr a) (append b c))))

(equal (append (append a b) c)
       (append a (append b c)))

Proof: by induction on a.

Induction Step: (not (endp a)).
(equal (cons (car a)
         (append (append (cdr a) b) c))
       (cons (car a)
         (append (cdr a) (append b c))))

(equal (append (append a b) c)
       (append a (append b c)))
Proof: by induction on a.
Induction Step: (not (endp a)).
(equal
         (append (append (cdr a) b) c)
         (append (cdr a) (append b c)))

(equal (append (append a b) c)
       (append a (append b c)))

Proof: by induction on a.

Induction Step: (not (endp a)).
(equal (append (append (cdr a) b) c)
       (append (cdr a) (append b c)))

(equal (append (append a b) c)
       (append a (append b c)))

Proof: by induction on a.

Induction Step: (not (endp a)).
(equal (append (append (cdr a) b) c)
       (append (cdr a) (append b c)))

(equal (append (append a b) c)
       (append a (append b c)))
Proof: by induction on a.
Induction Step: (not (endp a)).
T

(equal (append (append a b) c)
       (append a (append b c)))
Proof: by induction on a.
Q.E.D.

(defun append (x y)
  (if (endp x)
      y
      (cons (car x)
            (append (cdr x) y))))

Induction and recursion are duals.

Theorem

(equal (append (append a b) c)
       (append a (append b c)))

Name the formula above *1.

Perhaps we can prove *1 by induction. Three induction schemes
are suggested by this conjecture. Subsumption reduces that
number to two. However, one of these is flawed and so we are
left with one viable candidate.

We will induct according to a scheme suggested by (APPEND A B).
If we let (:P A B C) denote *1 above then the induction scheme
we’ll use is
(AND (IMPLIES (ENDP A) (:P A B C))
     (IMPLIES (AND (NOT (ENDP A)) (:P (CDR A) B C))
              (:P A B C))).
This induction is justified by the same argument used to admit
APPEND, namely, the measure (ACL2-COUNT A) is decreasing ....

Subgoal *1/2
(IMPLIES (ENDP A)
         (EQUAL (APPEND (APPEND A B) C)
                (APPEND A B C))).

But simplification reduces this to T, using the :definitions
of ENDP and APPEND and primitive type reasoning.

Subgoal *1/1
(IMPLIES (AND (NOT (ENDP A))
              (EQUAL (APPEND (APPEND (CDR A) B) C)
                     (APPEND (CDR A) B C)))
         (EQUAL (APPEND (APPEND A B) C)
                (APPEND A B C))).

But simplification reduces this to T, using the :definitions
of ENDP and APPEND, primitive type reasoning and the :rewrite
rules CAR-CONS and CDR-CONS.
That completes the proof of *1.
Q.E.D.
Time: 0.01 seconds

Proof Techniques • induction • rewriting • previously proved lemmas • efficient representation of constants • evaluation

• reflection • integrated linear arithmetic decision procedure • integrated equality decision procedure • integrated BDD decision procedure • congruence-based rewriting

• single-threaded objects • beta-reduction avoidance • engineering • engineering • engineering

36

ACL2 as an Expert System Shell

The user tags conjectures to specify how they are to be used after proof.

rewrite (add a new rewrite rule)

(implies (and (integerp n)
              (<= 0 n)
              (< n (len a)))
         (equal (nth n (reverse a))
                (nth (- (len a) (+ 1 n)) a)))

The ACL2 user develops books that tailor the system to find proofs in a give domain. The user provides proof sketches in the form of sequences of key lemmas. The system fills in the gaps. This enables proof maintenance.

Theorems Proved

1980s Academic Math • invertibility of RSA encryption • undecidability of the halting problem • Gödel’s First Incompleteness Theorem (Shankar) • Gauss’ law of quadratic reciprocity (Russinoff)

1980s Academic CS • microprocessor: gates to machine code (Hunt) • assembler-linker-loader • compilers (Young, Flatau) • operating system (Bevier)

42

Theorems Proved

An elusive circuitry error is causing a chip used in millions of computers to generate inaccurate results — NY Times, “Circuit Flaw Causes Pentium Chip to Miscalculate, Intel Admits,” Nov 11, 1994

Intel Corp. last week took a $475 million write-off to cover costs associated with the divide bug in the Pentium microprocessor’s floating-point unit — EE Times, Jan 23, 1995

AMD K5 Algorithm FDIV(p, d, mode) 1. sd_0 = lookup(d) [exact 17 8] 2. d_r = d [away 17 32] 3. sdd_0 = sd_0 × d_r [away 17 32] 4. sd_1 = sd_0 × comp(sdd_0, 32) [trunc 17 32] 5. sdd_1 = sd_1 × d_r [away 17 32] 6. sd_2 = sd_1 × comp(sdd_1, 32) [trunc 17 32] ... ... = ... ...

29. q_3 = sd_2 × ph_3 [trunc 17 24] 30. qq_2 = q_2 + q_3 [sticky 17 64] 31. qq_1 = qq_2 + q_1 [sticky 17 64] 32. fdiv = qq_1 + q_0 mode

Using the Reciprocal

Reciprocal Calculation:

1/12 = 0.0833 ≈ 0.083 = sd_2

Quotient Digit Calculation:

0.083 × 430.0000 = 35.6900000 ≈ 36.000000 = q_0 0.083 × -2.0000 = -.1660000 ≈ -.170000 = q_1 0.083 × .0400 = .0033200 ≈ .003400 = q_2 0.083 × -.0008 = -.0000664 ≈ -.000067 = q_3

Summation of Quotient Digits: q_0 + q_1 + q_2 + q_3 = 35.833333

Computing the Reciprocal

top 8 bits approx of d inverse 1.00000002 0.111111112 1.00000012 0.111111012 1.00000102 0.111110112 1.00000112 0.111110012 1.00001002 0.111101112 1.00001012 0.111101012 1.00001102 0.111101002 1.00001112 0.111100102 1.00010002 0.111100002 1.00010012 0.111011102 1.00010102 0.111011012 ... ... 1.00101102 0.110110102 1.00101112 0.110110002 1.00110002 0.110101112 1.00110012 0.110101012 1.00110102 0.110101002 1.00110112 0.110100112 1.00111002 0.110100012 1.00111012 0.110100002 1.00111102 0.110011112 1.00111112 0.110011012 top 8 bits approx of d inverse 1.01000002 0.110011002 1.01000012 0.110010112 1.01000102 0.110010102 1.01000112 0.110010002 1.01001002 0.110001112 1.01001012 0.110001102 1.01001102 0.110001012 1.01001112 0.110001002 1.01010002 0.110000102 1.01010012 0.110000012 1.01010102 0.110000002 ... ... 1.01101102 0.101101002 1.01101112 0.101100112 1.01110002 0.101100102 1.01110012 0.101100012 1.01110102 0.101100002 1.01110112 0.101011112 1.01111002 0.101011102 1.01111012 0.101011012 1.01111102 0.101011002 1.01111112 0.101010112 top 8 bits approx of d inverse 1.10000002 0.101010102 1.10000012 0.101010012 1.10000102 0.101010002 1.10000112 0.101010002 1.10001002 0.101001112 1.10001012 0.101001102 1.10001102 0.101001012 1.10001112 0.101001002 1.10010002 0.101000112 1.10010012 0.101000112 1.10010102 0.101000102 ... ... 1.10101102 0.100110012 1.10101112 0.100110002 1.10110002 0.100101112 1.10110012 0.100101112 1.10110102 0.100101102 1.10110112 0.100101012 1.10111002 0.100101012 1.10111012 0.100101002 1.10111102 0.100100112 1.10111112 0.100100112 top 8 bits approx of d inverse 1.11000002 0.100100102 1.11000012 0.100100012 1.11000102 0.100100012 1.11000112 0.100100002 1.11001002 0.100011112 1.11001012 0.100011112 1.11001102 0.100011102 1.11001112 0.100011102 1.11010002 0.100011012 1.11010012 0.100011002 1.11010102 0.100011002 ... ... 1.11101102 0.100001012 1.11101112 0.100001002 1.11110002 0.100001002 1.11110012 0.100000112 1.11110102 0.100000112 1.11110112 0.100000102 1.11111002 0.100000102 1.11111012 0.100000012 1.11111102 0.100000012 1.11111112 0.100000002

The Formal Model of the Code

(defun FDIV (p d mode)
 (let*
   ((sd0 (eround (lookup d) ’(exact 17 8)))
    (dr (eround d ’(away 17 32)))
    (sdd0 (eround (* sd0 dr) ’(away 17 32)))
    (sd1 (eround (* sd0 (comp sdd0 32)) ’(trunc 17 32)))
    (sdd1 (eround (* sd1 dr) ’(away 17 32)))
    (sd2 (eround (* sd1 (comp sdd1 32)) ’(trunc 17 32)))
    ...
    (qq2 (eround (+ q2 q3) ’(sticky 17 64)))
    (qq1 (eround (+ qq2 q1) ’(sticky 17 64)))
    (fdiv (round (+ qq1 q0) mode)))
   (or (first-error sd0 dr sdd0 sd1 sdd1 ... ans)
       fdiv)))

The K5 FDIV Theorem

(defthm FDIV-divides
  (implies (and (floating-point-numberp p 15 64)
                (floating-point-numberp d 15 64)
                (not (equal d 0))
                (rounding-modep mode))
           (equal (FDIV p d mode)
                  (round (/ p d) mode))))

(by Moore, Lynch and Kaufmann, in 1995, before the K5 was fabricated)

A Lemma from the FP Books

Lemma 7.3.2 (Sticky Plus) Let x be a non-0 rational that fits in n > 0 bits, which is to say trunc(x, n) = x. Let y be a rational whose exponent is at least two smaller than that of x, 1 + e_y < e_x. Let k be a positive integer such that n + e_y − e_x < k. n bits x ex xxxxxxxxxxxxxxxx .xxxxxxxxxxx y yyyyyyyyyyyy ey .yyyyyyyyyyyyyy k bits yyy . . .

Then sticky(x + y, n) = sticky(x + sticky(y, k), n).

53

AMD Athlon FMUL

module FMUL; // sanitized from AMD Athlon(TM)
              // by David Russinoff and Art Flatau
//************************************************
// Declarations
//************************************************
//Precision and rounding control:
‘define SNG 1’b0 // single precision
‘define DBL 1’b1 // double precision
‘define NRE 2’b00 // round to nearest
‘define NEG 2’b01 // round to minus infinity
‘define POS 2’b10 // round to plus infinity

//Parameters:
input x[79:0]; //first operand
input y[79:0]; //second operand
input rc[1:0]; //rounding control
input pc; //precision control
output z[79:0]; //rounded product
//************************************************
// First Cycle
//************************************************
//Operand fields:
sgnx = x[79]; sgny = y[79];
expx[14:0] = x[78:64]; expy[14:0] = y[78:64];

All elementary floating-point operations,

FADD, FSUB, FMUL, FDIV, and FSQRT,

on the AMD Athlon were • specified in ACL2 to be IEEE compliant, • proved to meet their specifications, and • the proofs were checked mechanically.

57

The Athlon FMUL Theorem

(let ((ideal (rnd (* (hat x) (hat y))
                  (mode rc)
                  (precision pc)))
      (z (fmul x y rc pc)))
  (implies (and (normal-encoding-p x (extfmt))
                (normal-encoding-p y (extfmt))
                (member rc (list 0 1 2 3))
                (member pc (list 0 1))
                (repp ideal (extfmt)))
           (and (normal-encoding-p z (extfmt))
                (= (hat z) ideal))))

The ACL2 proofs uncovered bugs that had remained hidden through hundreds of millions of test cases in RTL simulators.

The bugs were fixed and the new RTL verified before the Athlon was fabricated.

This work was done primarily by David Russinoff and Art Flatau, of AMD.

1990s • Motorola 68020 and Berkeley C String Library (Yu) • Motorola CAP DSP (Brock) • FDIV on AMD K5

(Moore-Kaufmann-Lynch)

Motorola 68020 and the C String Library

/* copy char from[] to to[] */
char *
strcpy(to, from)
   register char *to, *from;
{ char *save = to;
   for (; *to = *from; ++from, ++to);
   return(save);

} gcc -o ...

0x2558 <strcpy>: linkw fp,#0
0x255c <strcpy+4>: moveal fp@(8),a0
0x2560 <strcpy+8>: moveal fp@(12),a1
0x2564 <strcpy+12>: movel a0,d1
0x2566 <strcpy+14>: bra 0x256c <strcpy+20>
0x2568 <strcpy+16>: addqw #1,a1
0x256a <strcpy+18>: addqw #1,a0
0x256c <strcpy+20>: moveb a1@,d0

1990s • Motorola 68020 and Berkeley C String Library (Yu) • Motorola CAP DSP (Brock) • FDIV on AMD K5

(Moore-Kaufmann-Lynch)

Motorola CAP DSP

65

1990s • Motorola 68020 and Berkeley C String Library (Yu) • Motorola CAP DSP (Brock) • FDIV on AMD K5

(Moore-Kaufmann-Lynch)

• AMD Athlon floating point

(Russinoff-Flatau) • IBM 4758 secure co-processor (Austel) • Rockwell-Collins / aJile Systems JEM1 (Hardin-Greve-Wilding) • Union Switch and Signal safety-critical checker (Bertolli)

The security model was formalized in ACL2 and certain properties were proved to obtain FIPS 140-1 Level Four certification.

• AMD Athlon floating point

(Russinoff-Flatau) • IBM 4758 secure co-processor (Austel) • Rockwell-Collins / aJile Systems JEM1 (Hardin-Greve-Wilding) • Union Switch and Signal safety-critical checker (Bertolli)

Rockwell-Collins / aJile Systems JEM1

The world’s first silicon Java Virtual Machine was first modeled in ACL2.

71

How Do We Model Microprocessors?

(defun run (signals state)
  (if (endp signals)
      state
      (run (cdr signals)
           (step (car signals) state))))

Our State: < tt, hp, ct >

(defun step (th s)
  (if (equal (call-stack-status th s)
             ’SCHEDULED)
      (do-inst (next-inst th s) th s)
      s))

In our case, th is a thread identifier and is treated as a “signal.”

(defun do-inst (inst th s)
 (case (op-code inst)
  (AALOAD (execute-AALOAD inst th s))
  (AASTORE (execute-AASTORE inst th s))
  (ALOAD (execute-ALOAD inst th s))
  (ALOAD 0 (execute-ALOAD X inst th s 0))
  (ALOAD 1 (execute-ALOAD X inst th s 1))
  (ALOAD 2 (execute-ALOAD X inst th s 2))
  (ALOAD 3 (execute-ALOAD X inst th s 3))
  ...))

(defun execute-AALOAD (inst th s)
 (let* ((frame (top-frame th s))
        (index (top (stack frame)))
        (aref (top (pop (stack frame))))
        (array (deref aref (heap s))))
  (modify th s
   :pc (+ (inst-length inst) (pc frame))
   :stack
       (push (element-at index array)
             (pop (pop (stack frame)))))))

Some Java/JVM/ACL2 Code

public static int fact(int n){
 if (n<=0) return 1;
  else return n*fact(n-1);}

javac jvm2acl2

Method int fact(int) ("fact" (INT) nil
 0 iload 1 (ILOAD 1)
 1 ifgt 5 (IFGT 5)
 4 iconst 1 (ICONST 1)

79

Performance

The ACL2 function run is an executable formal model of the JVM.

On a 728 MHz Pentium 3 this model executes at about 250,000 bytecodes/second.

At Rockwell-Collins, similar ACL2 models execute at 90% C speed using • ACL2 single-threaded objects • Common Lisp type declarations • ACL2 guard verification

Inadequacies of Our JVM Model • exceptions not modeled • class loading not modeled • sequentially consistent memory model assumed

Present - Why are we succeeding? Reason 1: Our specification language is an executable programming language.

Reason 2: We have invested 30 years • supporting efficient execution, • integrating a wide variety of proof techniques, • engineering for industrial scale formulas, and • developing reusable books.

Reason 3: We have chosen the right problems. In our applications, the models • are bit- and cycle-accurate, not “toys”, • are useful as pre-fab simulation engines, and • permit mathematical abstraction supported by proof.

1990s • Motorola 68020 • Motorola CAP DSP • FDIV on AMD K5 • AMD Athlon fp • Rockwell microprocessors

Reason 4: Industry has no other alternative; their artifacts are too complicated to analyze accurately any other way.

Future Here are some of the scientific challenges ahead.

• Create better books, especially for machine arithmetic.

• Integrate FSM decision procedures. • Parallelize the programming language.

• Encorporate heuristics for discovering invariants.

• Exploit examples to guide search. • Support interactive steering and visualization.

• Discover how to mechanize mathematical

– decomposition, – abstraction, and – generalization.

• Build a powerful and mechanically verified theorem prover.

91

92

93

Our Hypothesis The “high cost” of formal methods – to the extent the cost is high – is a historical anomaly due to the fact that virtually every project formally recapitulates the past.

The use of formal, mechanized reasoning, especially

• adoption of formally defined, commonlyused concepts,

• the provision of books relating those concepts,

• the development of formally specified and verified design components, and

• the use of an automatic theorem prover capable of filling in “small” gaps in proof sketches and “small” changes in old theorems, will inevitably lead to • faster time to market and • more reliable systems.

Conclusion Mechanical reasoning systems are changing the way complex digital artifacts are built. Complexity not an argument against formal methods.

It is an argument for formal methods.

References

Computer-Aided Reasoning: An Approach, Kaufmann, Manolios, Moore, Kluwer Academic Publishers, 2000.

Computer-Aided Reasoning: ACL2 Case Studies, Kaufmann, Manolios, Moore (eds.), Kluwer Academic Publishers, 2000.

http://www.cs.utexas.edu/users/moore/acl2