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Abstract

Weakly consistent replication of data has become increas-
ingly important both for loosely-coupled collections of per-
sonal devices and for large-scale infrastructure services. Un-
fortunately, automatic replication mechanisms are agnostic
about the quality of the data they replicate. Inappropriate
updates, whether malicious or ssimply the result of misuse,
propagate automatically and quickly. The consequences may
not be noticed until days later, when the corrupted data has
been fully replicated, thereby deleting or overwriting al
traces of the valid data. In this sort of situation, it can be
hard or impossible to restore an entire distributed system to
a clean state without losing data and disrupting users.

Polygraph is a software layer that extends the functional-
ity of weakly consistent replication systems to support com-
promise recovery. Its goal is to undo the direct and indirect
effects of updates due to a source known after the fact to
have been compromised. In restoring aclean replicated state,
Polygraph expunges all data due to a compromise or derived
from such data, retains as much uncompromised data as pos-
sible, and revives valid versions of subsequently compro-
mised data. Our evaluation demonstrates that Polygraph is
both effective, retaining uncompromised data, and efficient,
re-replicating data only when necessary.

Categories and Subject Descriptors C.2.4 [Computer-
Communication Networks]: Distributed Systems;, D.4.5
[Operating Systems]: Reliability
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1. Introduction

Techniques for recovering data from compromises are criti-
cally important but noticeably lacking in systems where data
is replicated across a growing ecosystem of intermittently
connected personal electronic devices (for example, laptops,
desktops, cell phones, cameras, PDAS, and music players).
Systems employing weakly consistent replication are pop-
ular as a means of sharing pictures, calendar entries, work
related documents, and other data across multiple devices
and meeting the growing expectation of ubiquitous access to
this shared data. Weakly consistent replication is also useful
for implementing infrastructure services of geographic scale,
where connectivity and system size make strong consistency
impractical [Vogels 2008]. In either case, compromises re-
sulting from stolen devices [Dvorak 2006], malicious intru-
sion [CNet 2007], device failures or even accidental dele-
tions [Santry 1999] are problematic.

Updates originating at a compromised device can have
a wide variety of effects ranging from simple data loss to
widespread data corruption as corrupted data items propa-
gate to other devices. Corruption may compound as unsus-
pecting users generate new updates based on the corrupted
data. To make matters worse, compromises may go unde-
tected for sometime [Baker 2006], long enoughfor all traces
of the correct datato be deleted or overwritten. When alost
or stolen device falls into the wrong hands, user-level mis-
behavior is difficult to prevent; hence, a system must be able
to recover data after a compromiseis detected.

The goa of recovery is to undo the damage done by
a compromised device by removing al the corrupted data
items and restoring as much uncorrupted data as possible.
The recovery process should impose low network and pro-
cessing overhead to accommodate the resource and battery
constraints of mobile devices. The disruption caused by a
compromise should be proportional to the amount of cor-
rupted data injected by the compromised device. For exam-
ple, alost cell phone that is found by someone who adds a
few phone numbers should not be as disruptive as the theft
of alaptop and subsequent erasure of acompany’s complete
customer database.



The problem of compromise recovery in weskly consis-
tent replicated systems is largely unaddressed by previous
work. Existing systems typically rely on local [Apple 2007,
NetApp 2008] or cloud-based backup [Carbonite 2007, De-
cho 2007, Symantec 2007]. Backup-based approaches to
data recovery suffer from two main limitations. First, these
approaches require the system to revert to a precompromise
snapshot of its data; uncorrupted data items not backed up
before a compromise are lost even if they have not been in-
fluenced by the compromised device. Second, recovery pro-
ceeds by discarding the local data at replicas and restoring
their complete state from a backup server, incurring high net-
work overhead as data is transferred to every device.

Polygraph addresses the challenge of recovering data
from compromise by using three fundamental ideas. First,
as in more traditional backup-based approaches, Polygraph
uses one or more archive sites to record versions of data
items that may need to be restored after a compromise is
reported. Second, it determines innocent versions that could
not possibly have been affected by a compromised replica
through the use of ataint vector that tracks the devices that
influence each version and a precompromise cut that summa-
rizes the data known to the archive before the compromise.
Third, Polygraph implements replica-local retention by us-
ing an innocence predicate that distinguishes corrupted data
from uncorrupted data at each replica thereby allowing de-
vices to retain uncorrupted datalocally.

Together these key mechanisms ensure effective recovery
by losing asfew uncorrupted dataitems as possible. Through
its techniques for reliably detecting innocent versions, Poly-
graph recovers most data that was not updated or influenced
by the compromised replica before its compromise. More-
over, in Polygraph, devices recover as much data as pos-
sible from their loca store instead of retrieving these data
itemsfrom the archive server. Thisreplicalocal -retention ap-
proach ensures efficiency by minimizing recovery overhead
(network bandwidth and processing time).

We implemented Polygraph by extending Cimbiosys,
a state-based data replication system [Ramasubramanian
2008]. Evaluation of this implementation over a wide range
of input conditions demonstrated that Polygraph is both ef-
fective and efficient. For instance, it retained 98% of uncor-
rupted items for a scenario with moderate propagation delay
while a backup-based method retained only 35%. Moreover,
in the same scenario, Polygraph consumed ten timesless net-
work bandwidth than the backup-based method for restoring
uncorrupted device state.

This paper makes the following main contributions:

¢ We introduceanew recovery mechanism for weakly con-
sistent systems that attains effectiveness and efficiency
through influence tracking and replica-local retention.

¢ \We demonstrate our recovery mechanism’s practicality
by implementing it in an existing state-based data repli-
cation system and evaluating its recovery properties.

The rest of this paper proceeds as follows. Section 2
presents the system overview with assumptions, goals, and
the key ideas to achieve these goals. The recovery protocol
is presented in Section 3 and implementation details in Sec-
tion 4. We evaluate our system in Section 5. Section 6 ex-
tends our model to allow untrusted archives. Section 7 dis-
cusses our solution and some potential extensions. Section 8
discusses related work and Section 9 concludes.

2. Overview

Polygraph! is a software layer that extends the functionality
of weakly consistent replication systems to support compro-
mise recovery. The systems that we target replicate a collec-
tion of items over a number of devices.

2.1 System model

A replica (of a collection) is a copy of some or al of the
collection’s items on a single device. Each device can store
one or more replicas. To simplify the discussion, we assume
that there is one replica per device and use the terms device
and replicainterchangeably.

Devices support applications that can read and update
items in the collection. Each update produces a new version
of an item; item creation and deletion are speciaized forms
of updates. A new version of an item supersedes older ver-
sions from which it was derived. Since applications at each
replica create new versions independently, the state of the
collection as seen at different replicasis only weakly consis-
tent. Replicas exchange updates as connectivity permits us-
ing pairwise synchronization or some other replication pro-
tocol. We use the term synchronization to refer to a single,
pai rwise exchange of items between replicas. We do not rule
out other forms of optimistic replication [Saito 2005].

Each item is identified by a unique itemlD and each
replica by a unique replicalD. Each version is identified by
a versionID which is a tuple (replicalD, versionNumber);
replical D identifies the replica at which the version was au-
thored. Each replica maintains a monotonically increasing
logical timethat is used to assign version numbers. Replica-
tion protocolsin general employ such constructs for replica
and version identification, but if no such abstractions are
available, the Polygraph implementation can supply them.

Polygraph is designed to minimize architectural changes
to the application layer above and the replication protocol
below. There are three direct manifestations of this decision.
First, we do not mandate any specific granularity for items
that can be separately stored or recovered. Instead, how data
is mapped to items is determined by applications. For exam-
ple, if an application manages spreadsheets, it might choose
to encode an entire spreadsheet as one item, or it might en-

1 Polygraph [Wikipedia 2008] is alie detection technique based on physio-
logical changes caused by the sympathetic nervous system during question-
ing of a subject. Similary, our Polygraph system allows replicas to recover
innocent data by separating them from tainted data.
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Figure 1. Example Polygraph scenario.

code each row or cell as an item. There are obvious atomic-
ity tradeoffs involved with such a choice. Second, as in al
replication systems that offer weak consistency guarantees,
concurrent updates from different replicas can conflict. We
assume that it is the responsibility of the replication proto-
col to resolve such conflicts, possibly with application help.
Finaly, we assume by default that an updated item derives
from the previous version present at the updating replica
The application can optionally model different behaviors.
For exampl e the contents of an update might be derived from
two different parent items or from conflicting versions of the
sameitem.

In Polygraph, at least one replicamust serve as an archive
that records all versions that it sees. Archives provide the
information needed to detect innocent versions and restore
old versions after a compromise has been detected. Because
some replication protocols only disseminate the most recent
versions of items, a version that is superseded before fully
propagating might never reach an archive.

Figure 1 showsasimple scenario with threereplicas, A, B,
and C, that we will use for expository purposes. The actual
compromise sitations that Polygraph addresses can involve
many more devices and stored items. Replica A acts as the
archive and contains an archive log. Replica B has been
compromised and has produced corrupted versionsthat have
propagated to the other replicas.

We assume that compromises are detected by an external
agent, either a human or an automated system, and that
the agent can estimate when the compromise occured. For
example, a person may know that his phone was stolen
yesterday or an anti-virus scanner may detect corruption that
occured subsequent to its previous scan. Our system focuses
on mechanisms to recover data once a compromise has been
discovered and reported.

2.2 Threat mode

Polygraph is designed to recover from malicious user action
or simple misuse. Our modél is that such events inject cor-

rupt updates into the system and thus imply replica com-
promise. However, we assume that users of a compromised
replica cannot tamper with the Polygraph implementation,
the underlying replication software, or the operating sys-
tem. Corrupt updatesthat are replicated to other devices may
serve as the basis for further updates that are thus also cor-
rupted. Eventually, the most recent version of any itemin the
collection may be corrupt. Versions that are not corrupt are
innocent.

Although our threat model does not anticipate an attacker
who can install anew device operating system or corrupt the
existing one, it does address important real-world threats in
which the attacker has control of a device but lacks the re-
sources, skill, or intent to subvert its operating system. The
integrity of the Polygraph layer can be enforced according to
the situation. In some scenarios, the device user interface is
sufficiently robust to guarantee system integrity, thus only
allowing the user to introduce corrupt data or command
sequences. This sort of approach is often used to protect
specia-purpose computing devices with limited scope for
software modification such as cell phones and gaming con-
soles. Alternatively, like most runtime security enforcement
mechanisms, the Polygraph implementation can be pro-
tected from corruption arising from buggy or malicious ap-
plications. Existing research suggests numerous approaches
for providing such protection [England 2003, Saltzer 1974,
Wobber 1994].

The replication software or device operating system
might well implement its own security framework, and such
aframework can prevent further malicious usage once com-
promise is discovered. For example, smartphone software
stacks often implement a “kill-switch” that can disable a
device under the control of a service provider or a corpo-
rate IT department. Our work is aimed at recovering the
non-corrupted state of a replicated system with a particular
focus on recovering legitimate state changes that take place
between compromise and compromise discovery.

Threats to a replica’s integrity can stem from misuse
rather than malice. In addition to addressing malicious
threats, Polygraph’s approach is well-suited to address the
data corruption introduced by misuse. For example, consider
the following scenario:

Paul leaves his mobile phone on the coffee table while
he's getting ready for work. His 4 year-old son, anx-
ious to play games he's seen on phones, starts press-
ing buttons on his dad’s phone, and in the course of
interacting with it, garbles several address book en-
tries. He never finds the games, and senses he's done
something he wasn't supposed to. So he replaces the
phone on the coffee table, and neglects to tell his fa-
ther about his misadventure. Paul uses the phone all
day, adding more contact information, pausing only
briefly to wonder why the keypad seems sticky. That
evening, Paul synchronizes the phone with his lap-
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Figure 2. Example updatetimeline at replicas A, B, C.

top which in turn synchronizes automatically with his
work computer, and those of hisworkplace associates.

This simple scenario illustrates how corrupt updates can
spread and remain unnoticed until they have been widely
replicated. Such threats are also conceivable in a setting in
which data is shared by a large group (tens to hundreds) of
people and devices. For example, Microsoft Live Mesh [Mi-
crosoft 2008b] replicates data to allow seamless data shar-
ing among many users in awork group or asocial network,
each with the ability to access and update datafrom multiple
devices. Similarly, Microsoft Active Directory [Microsoft
2008a] uses weakly consistent replication to provide a nam-
ing and resource management infrastructure for global-scale
networks. In all these settings, the ability to perform timely
compromise recovery isvital.

2.3 Anexampletimeline

Figure 2 shows an event timeline for the system of Fig-
ure 1. This example timeline will help guide our descrip-
tion of Polygraph in this section and the next. It shows an
update history for four items i, j, k, and I. This timeline
gives a global view of the system, one that may not be per-
ceived by any replicasince updated versions propagate asyn-
chronoudly during replication. (Update propagation is not
depicted in the timeline, but is assumed nonetheless.) Note
that in thisfigure, and in Figure 4, the horizontal axisis pre-
sented inwall clock time. Thistimeisunrelated to thelogical
time used for version numbers.

The arrows in Figure 2 indicate a sequence of item up-
dates. For example, item k is created as version A2 and then
updated at different replicas to get versions B3, A3, B4, and
C4. Replica B is compromised at time 5, but this is not de-
tected until after time 8. Versions B4 and B5 are authored by
replica B after it was compromised and are corrupt. Version
C4isalso corrupt becauseit derivesfrom corrupt version B4.
When the compromise is detected after time 8, versions Al,
B1, A2, B2, B3, C2, A3, A4, and B4 have been superseded.
Assuming the replicas have been communicating frequently,
itislikely that al of the superseded versions will have been
discarded from the replicas’ stores.

2.4 Effectiveand efficient recovery

A recovery method is correct if it ensures that all corrupt
versions are removed from the system when the recovery
is complete. For example, in Figure 2, corrupt versions B4,
B5, and C4 must be removed from the system. Correctness
could easily be achieved by removing everything and start-
ing afresh, but that would not be a very useful outcome.
Rather, a recovery method should also preserve existing in-
nocent versions and recover old innocent versions that were
superseded by corrupt versions. We judge arecovery method
by how effective and how efficient it isin accomplishing this
task.

We measure a recovery method's effectiveness by how
closeit comesto recovering all the most recent innocent ver-
sions. For example, in Figure 2, the most effective outcome
would be to recover version C3 of item i, C1 of item j, A3
of item k, and A4 of item |. Since A3 and A4 are superseded
versions, they would most likely have to be recovered from
an archive. A recovery method can fail to be ideally effec-
tive. For example, a version that is quickly superseded may
never reach an archive and consequently there may not exist
any record of it.

We measure arecovery method’s efficiency by how much
bandwidth overhead it imposes. For example, removing all
versionsfrom all replicas and then restoring the most recent
innocent versions from an archive would be both correct and
fairly effective if most updates have reached the archive,
but it would consume a large amount of communication
bandwidth and disrupt an application’s access to data during
recovery. Theideal approach removes only corrupt versions
and distributes only old innocent versions that need to be
recovered from the archive. For example in Figure 2, only
versions A3 and A4 must be recovered.

2.5 ThePolygraph solution

To achieve effective and efficient recovery, Polygraph em-
ploys an archivelog with innocent version identification and
replica-local retention.

Innocent version identification:  Polygraph uses bothtime-
and derivation-based criteria to identify innocent versions.
When an archiveis notified that replica B was compromised
at time t, it examines its log to determine which versions
existed prior to time t. Such versions must be innocent,
since they were recorded in the archive log prior to the
compromise. Any earlier versions from the same authoring
replicamust also be innocent.

Although the time-based criterion enables versions cre-
ated before the compromise to be identified as innocent, it
does not find innocent versions created after the compro-
mise, such asversion C3 in Figure 2. To determine that such
versions are innocent, Polygraph adds ataint vector to track
the derivational history of each version. Versions of items
that were never tainted by a compromised replica are known
to be innocent.
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Versions that are not identified as innocent are suspect.
To be correct, Polygraph must suspect all corrupt versions.
However, due to practical limitations, some innocent ver-
sions may also be suspect.

Replica-local retention:  Rather than removingall versions
stored at each replica, replica-local retention allowsinnocent
versions to be retained, resulting in an increase in both ef-
fectiveness and efficiency. Effectiveness increases because
innocent versionsthat have not madeit to the archive can of -
ten be recovered from areplica’s store. Efficiency increases
because locally retained versions do not have to be resent by
the archive thereby saving bandwidth.

Replica-local retention is based on the idea of an inno-
cence predicate that the archive creates and distributes to
each replica. Using this predicate, each replica can deter-
mine which of its stored versions is innocent. Only the re-
maining versions, being suspect, are removed. The replicas
aso install an innocence predicate as a permanent check
against corrupt versionsthat are still propagating through the
system and may be received from other replicasviatherepli-
cation protocol.

Note that replicas with different local states may re-
tain different versions in a replica-local retention approach.
However, weakly consistent replication ensures that the lat-
est version retained at any replica, as well as versions that
are restored by the archive, will eventually be received by
all other replicas. Thus replicas will eventually convergeto
aconsistent state.

3. Polygraph Design

In this section, we describe Polygraph’s architecture, mech-
anisms, and operation. We then give a correctness argument.

3.1 Architecture

Figure 3 shows Polygraph’s software architecture. A replica
has a store that holds at minimum the most recent known
version of each item and replication software that spreads
updates to other replicas. The replica maintains a set of in-
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nocence predicates that classify versions asinnocent or sus-
pect based on reported compromises. In the case of multiple
compromises, to be innocent a version must be classified as
innocent by all of the innocence predicates. A checker elimi-
nates suspect versionsfrom the store and preventsthem from
being received from other replicas.

An archive is a replica that has an archive log. The log
is used to resurrect innocent versions that were superseded
by suspect versions. To simplify the discussion, we first
describe a system with only one archive. Later we extend
our solution to support multiple archives.

3.2 Mechanisms
3.2.1 Archivelog

The archive log records all versions received or created by
the replica serving as the archive along with the time at
which they werefirst seen. Figure 4 shows example contents
of the archivelog on archival replica A corresponding to the
timeline of Figure 2. Version Al was recorded prior to time
2; A2 prior to time 3; B2 and C2 prior to time 4, and so
on. Communication delay between replicas can cause the
ordering of updates in the archive log to differ from their
ordering in real time. For example, version B2 and C1 were
created beforetime 3 in the timeline but B2 did not reach the
log until after time 3 and C1 until after time 5. Version B1
never reached the log at al. Thelog is used for time-based
identification and recovery of innocent versions.

3.2.2 Precompromise cut

Polygraph computes a time-based precompromise cut on the
archive log to identify innocent versions. The precompro-
mise cut contains, for each replica, the latest logical time of
any version authored by that replicarecorded in the archive
log before the time of compromise. This can be represented
as avector with one component per replica.

If we know that a compromise occured after logical time
t at replica R, any version authored at R that existed before
time t must be innocent. Of course, the precise time at
which a compromise occurs is not likely to be known, so
a conservative estimate should be used. In Figures 2 and
4, replica B was actually compromised at time 5, but to be
conservative, we estimate the compromise happened after
time 4. Based on this, versions Al, A2, B2, and C2, which
the archive recorded beforetime 4, must beinnocent. Hence,



the archive computes the precompromise cut as (A2 B2 C2)
as shownin Figure 4.

However, the archive can aso infer the innocence of ver-
sionswith earlier logical times than those of known innocent
versions. Replica C must have created version C1 before it
created C2, and hence version C1 must have been created
prior to the compromise as well, even though the archive did
not record C1 until after time 4. Thisis the rationale for the
precompromise cut.

Some replication systems propagate knowledge about
versions separately from the actual contents of the items.
In such systems, the archive can also record when each ver-
sion wasfirst known and use thisinformation in constructing
the precompromise cut.

3.2.3 Taint vector

Polygraph uses aderivation-based taint vector to identify ad-
ditional innocent versionsthat do not fall within the precom-
promise cut. The taint vector is a compact derivation history
that is maintained as metadata for each item. The taint vec-
tor records, for each replica, the most recent logical time at
which that replica updated the item.

When replica R updates an item, Polygraph takes the
taint vector from the item’s old version and updates the
component for R to the current logical time of replica R.
We say that the new version is tainted by replica R. New
items are handled in a similar manner, with the taint vector
initialized to zero for al replicas other than the authoring
replica. This process guarantees that version creation leaves
atraceableinfluencein the taint vector, thereby ensuring that
eventually, when all compromises are detected, all corrupt
versions will be found.

When updating an item, an application can optionally re-
move or add taint if the application semantics warrant it. So,
for example, if the application can assert that the previous
contents of an item have no influence on the new contents, it
may choose to eliminate any taint due to past updates. Sim-
ilarly, if the application can deduce that multiple different
items contributed to the new contents, it can specify that the
new taint vector should derive from the union of the con-
tributing items' taint. In any case, the Polygraph layer that
creates the taint vector guarantees that the updating replica
always leavesits own taint in the taint vector.

Per-item taint vectors enable Polygraph to recover some
innocent versionsthat are either created at a uncompromised
replica or recorded at the archive after the compromise.
In Figure 4 the taint is written below each version. The
archive can deduce that version A4 is innocent because it
is not tainted by the compromised replica B, even though the
version was created after the compromise. Version A3isalso
innocent, but this cannot be proved during recovery because
A3 was tainted by B and logged at the archive after the
compromise. Here, perfect effectiveness cannot be achieved.

The taint vector can be combined with the precompro-
mise cut as follows. Even atainted version can be identified

Replica C (at time 8)

replicalD: B
time: 4
cut: (A2 B2 C2)

innocence predicate

Replica C (afterwards)

Figure5. Replica C receiving an innocence predicate.

as innocent provided that the taint component for the com-
promised replicafalls within the precompromise cut. For ex-
ample, version C3 has taint vector (Al B2 C3). Replica B
was compromised, but since B2 isin the precompromise cut,
the most recent update to thisitem by replica B preceded the
compromise, so version C3 isinnocent.

3.24 Innocence predicate

In addition to using the precompromise cut and taint vector
to locate innocent versions in the archive log, the archive
also packages this information into an innocence predicate
that is distributed to all replicas so that they can perform
replica-local retention on the versionsin their own stores.

An innocence predicate classifies a version as innocent
provided either (1) the version isincluded in the precompro-
mise cut, (2) the version was not tainted by the compromised
replica, or (3) the version’staint vector includesacomponent
for the compromised replicathat is included in the precom-
promise cut. Any other versions are suspect.

Continuing the example of Figures 2 and 4, suppose that
at time 8 replica C's store contains the versions C1, C3, A4,
and C4 asillustrated in Figure 5. Note that because of com-
munication delay, in this example replica C has not yet re-
ceived version B5, so it still hasthe superseded version A4 in
its store. Archival replica A was notified that replica B was
compromised after time 4 and it distributed the correspond-
ing innocence predicate shown in the figure. Replica C de-
termines that version C1 is innocent because of the precom-
promise cut. Version A4 is innocent because it is not tainted
by the compromised replicaand version C3 because its taint
component for the compromised replicais B2, which isin-
side the precompromise cut. The remaining version C4 is
suspect and must be removed; an innocent version of item
k will be recovered from the archive and eventually be re-
propagated to al replicas.

3.3 Operation

In this section, we describe Polygraph’s operation. First, we
describe the normal system operation during the replication
process. Next, we describe the actions taken to recover from
a reported replica compromise. Finally, we describe the ap-



proach for handling multiple replica compromises and mul-
tiple archives.

3.3.1 Normal operation

During normal operation, areplicausesthe underlying repli-
cation layer to exchange versions with other replicas. We
assume that it is not practical for al replicas to store all
item versions; replicas generally retain only the most re-
cent version of each item although thereis no inherent limit.
Polygraph guaranteesthat each item versionis properly aug-
mented with ataint vector.

When an item is updated, Polygraph generates the taint
vector as explained in Section 3.2.3 and calls the replication
layer to update the versionID. Item creation is treated as a
specia kind of update.

When the replication layer receives versions via com-
munication with other replicas, Polygraph interposes an in-
nocence check to ensure that a replica’s store remains un-
contaminated by suspect versions. All received versions are
checked against al previously received innocence predi-
cates. Suspect versions are discarded. This check must be
applied persistently because we do not impose a limit on
how long it might take a corrupt version to propagate. Im-
plementing such alimit would require global consensus.

In addition to behaving like a normal replica, an archive
records each updated or received version in its archive log
along with the time at which that version was first seen.

3.3.2 Replicacompromise

Recovery from a replica compromise starts when an archive
receives a compromise notification. A compromise notifica-
tion contains the replical D of the compromised replica and
atime after which the compromise occurred.

Upon receiving a compromise notification, an archive
scans its log to determine the last version authored by each
replicathat was received prior to the compromise time. The
replical Ds and logical times of the last precompromise ver-
sionsfor each replica constitute the precompromise cut. The
archive constructs an innocence predicate by attaching the
precompromise cut to the compromise notification.

Theinnocence predicateisthen distributed to all replicas.
On receiving an innocence predicate, each replica, including
the archive, scansits store and removes all versionsthat are
classified as suspect. The innocence predicate is also added
to the replica’s innocence checker to ensure that the replica
discards suspect versionsreceived in the future. Note that all
replicas need not receive and process innocence predicates
at the sametime.

Additionaly, the archive scans its log a second time,
using the innocence predicate to classify each version in the
log. If anitem has been updated many times, thelog islikely
to contain many versions of the same item, of which only
the most recent innocent one needs to be restored. So, the
archive first computes the most recent innocent version of
each item and then restores these versions by adding them

toitslocal store. Such restored versions will re-propagate to
other replicas using the underlying replication protocol.

3.3.3 Multiple compromises

Different devices may be compromised at different times. In
the case of multiple compromises, the archive receives sep-
arate compromise notifications for each compromise. These
separate notifications are processed by the archive individu-
aly, with the archive creating and distributing an innocence
predicate for each compromise.

Replicas maintain all of the innocence predicates they
have received and combine them when classifying a version
asinnocent or suspect. Since each predicate correspondsto a
different compromise, all of the predicates have to agreethat
aversion is innocent for it to be classified as innocent. Any
version suspected by any innocence predicate is classified
as suspect. Replicas compute the logical AND of innocence
predicatesfor different compromisesto determine whether a
received version is innocent.

3.34 Multiplenctifications

Multiple notifications may be issued for the same compro-
mise. For example, areplicamay first be known to be com-
promised at time t1 but later it may be discovered that the
replicawas actually compromised at an earlier timets.

In the case of multiple notifications, the most recent com-
promise notification is used to determine which versions are
innocent and hence should be revived. A newer innocence
predicate for the same replica's compromise overrides the
previous innocence predicate (if any) for the same replica’s
compromise. The issuing archive's logica time stamp at-
tached to each innocence predicate determines which oneis
most recent.

Later compromise notifications need not have an earlier
compromisetime. Thus, anotification issued by mistake can
be safely retracted by issuing a “true”’ innocence predicate
that classifies all versions as innocent. Polygraph guarantees
correctness as long as the last notification is conservative
with respect to the actual compromise time. However, for
effectivenessand efficiency, it is best if replicasreceive noti-
ficationsthat are earlier in time compared to the prior notifi-
cations to ensure that they do not discard innocent versions.

3.3.5 Multiplearchives

Polygraph supports multiple autonomous archives that can
enforce different archiving policies. For instance, a user’'s
local archive may simply store versions generated by that
user, while a company archive may store the documents
related to its business.

Besides simplifying the task of deploying archivesin a
system, multiple archives and different placement policies
on these archives offer several advantages.

e Completeness: state-based replication protocols can omit
transmission of superseded versions, so having archives



in different places increases the chance of recording a
more compl ete version history, thereby aiding recovery.

e Timeliness: archives placed in different locations may
receive versionsat different times, increasing the chances
of recording aversion before a compromise occurs.

¢ Fault-tolerance: recovery can proceed even if one archive
is currently unavailable.

Completeness and timeliness together help improve the
effectiveness and efficiency of the system while increased
fault-tolerance makes the system more usable in realistic
Settings.

Each compromise notification is distributed to al the
archives. When there are multiple archives, each archive op-
erates independently with regard to recording versions, re-
celving compromise notifications and generating innocence
predicates. An archive can take into account other archives
innocence predicates when scanning its log to restore ver-
sionstoitslocal store.

It only remains to describe how each replica combines
the multiple innocence predicates generated by the mul-
tiple archives for a given compromise. In contrast to the
case of multiple compromisesin a system with one archive,
when there are multiple archives generating innocence pred-
icates for the same compromise, all of the predicates have
to agree that a version is suspect for it to be classified as
suspect. If even one archive produces an innocence predi-
cate that claims the version is innocent, then the version is
properly classified asinnocent. Replicas compute the logical
OR of innocence predicates that are received from different
archivesfor the same compromise.

In the case of multiple archives and multiple compro-
mises, each innocence predicate contains the replical D and
compromisetime of the compromised replica. Thisinforma-
tion enables receiving replicas to combine the various inno-
cence predicates by first ORing the innocence predicates for
the same compromise and then ANDing the resulting predi-
cates for multiple compromises.

3.4 Correctness

In this section, we argue that Polygraph ensures correctness:
eventually all corrupt versions are removed from all uncom-
promised replicas.

First, we define the following terms to facilitate the de-
scription. Subscript R refers to replica R's component in
a taint vector or a precompromise cut. Let TC(v) be the
taint vector of version v. So TCg(V) is R's component in
the taint vector. Similarly, let LTr(t) be the logical time of
replicaR at timet. Let CN(A, B,t,t") denote a compromise
notification delivered to archive A claiming that replica B
was compromised after timet when it was actually compro-
mised at timet’ > t. Let PC(A,B,t,t’) be the precompro-
mise cut generated by archive Ain responseto CN(A, B, t,t')
and let PCRr(A, B,t,t’) be replica R's component in that cut.

Let IP(A,B,t,t’) be the innocence predicate generated by
archive Aiin responseto CN(A, B,t,t').

Lemma 1: If acompromised replicaB createsaversion v
at timet” > t’, wheret’ is the actual compromise time, then
TCg(Vv) > LTB(t,).

This says that versions authored by a compromised
replicaB after its compromise will have ataint vector whose
B component is at least as large as B's logical time at the
time of the compromise. Thisfollows trivially from the way
the taint vector is computed.

Lemma 2: If an uncompromised replica C creates a ver-
sion v derived from a version w then TCr(v) = TCgr(w) for
all replicasR# C.

This says that an updated version copies taint from the
previousversion. Thisfollowsfrom the way taint vectorsare
generated.

Lemma 3: If PC(A,B,t,t’) isaprecompromise cut gener-
ated by archive A and the compromised replica B creates a
versionv at timet” > t’ then PCg(A, B,t,t") < LTg(t").

This says that a version generated by a compromised
replica after its compromise will not be included in the
precompromisecut. Sincet’ >t it followsthat t” > t. Hence,
the archive A could not have received version v before time
t.

Lemma 4: If visacorrupt version then eventually archive
A generates an innocence predicate |P(A,B,t,t') that classi-
fies v as suspect.

Since v is corrupt, there must be some compromised
replica B that last updated it after being compromised. Let
t’ be the time at which B was compromised. After this com-
promiseis detected, eventually archive A generates an inno-
cence predicate IP(A,B,t,t"). Lemma4 follows from Lem-
mas 1-3 and the way the innocence predicateis used to clas-
sify suspect versions.

Lemma 5: If v is a corrupt version then eventualy al
uncompromised replicas classify v as suspect.

This follows from Lemma 4, the way multiple compro-
mises are composed, and the fact that all uncompromised
replicas eventually receive al innocence predicates.

Theorem: All uncompromised replicas eventually remove
al corrupt versions.

This follows from Lemma 5 and the fact that an archive
will not restore a suspect version. QED

4. Implementation

We have implemented Polygraph by extending the Cim-
biosys [Ramasubramanian 2008] weakly consistent replica
tion system. Our implementation is written in C# and uses
the Microsoft SQL Server 2005 Express Edition for storing
the backup log and the compromise notifications. We also
cache the compromise notifications in memory for efficient
access. The archive executes queries on the SQL server to
generate the precompromise cut and to obtain the most re-
cent innocent versions for each item.



ieati compromise
LSO @ notification

read update
version version

- - '] ®innocence
-g- = " archive | predicate
5] g v -
i
) S N =
= N
N E y
Q
~ © [ |8 N
© |© 33
SO
NS
5SS

replication software

replication
protocol

Figure 6. Polygraph extends existing replication software.

Figure 6 shows how Polygraph extends the replication
software layer. The numbers in the list below correspond
to the numbered item in Figure 6. The first four extensions
apply to al replicas. The last three extensions only apply to
replicas that contain an archive.

1. Polygraph adds ataint vector to each version and records
the logical time in the authoring replica's component
when an application updates a version.

2. Whenever the set of innocence predicates changes, Poly-
graph removes all suspect versions from the replica.

3. Polygraph ensures that suspect versions do not leak back
into the replicaviareplication from other replicas.

4. Polygraph distributesinnocence predicatesto all replicas.
5. Polygraph records all versionsin an archive log.

6. Whenever the set of innocence predicates changes, Poly-
graph ensures that the most recent innocent version of
every item has been restored from the archivelog.

7. A compromise notification causes an archive to scan its
log to determine the precompromise cut and create a
corresponding innocence predicate.

Polygraph implements taint vectors by adding them to
each version's metadata. The application supplies the old
taint vector to which Polygraph adds the taint component
for the authoring replica. In our prototype, a taint vector
is a vector of versionlDs with one component per replica
in the system. Taint vectors, therefore, consume a small
amount of additional storage and also require somewhat
extra bandwidth during network transmission. A versionlD
is 20 byteslong comprising a 16-bytereplical D and a4-byte
logical time. More compact representations are possible.

Innocence predicates are roughly the same size as taint
vectors. Given that any practical system should have few
compromises, the overhead associated with storing and
transmitting innocence predicates should be negligible. Sim-

ilarly, the computational overhead involved in performing
predicate checks involves only three simple comparisons,
andis also negligible.

Cimbiosysis a knowledge-driven, state-based replication
system that summarizes the current state of each replica's
store in a compact knowledge representation based on ver-
sion vectors [Ramasubramanian 2008]. A replica’s knowl-
edge succinctly records the set of versionsthat are stored by
the replica or that are known to have been superseded by
other versions. During synchronization with another device,
areplicais only sent versions that are not already included
in its knowledge. When suspect versions are removed from
areplica, the replica’s knowledge must be updated appropri-
ately. In particular, versions that were previously known to
have been superseded but are now the most recent innocent
version of anitem must be dropped from the replica’ sknowl-
edge so that the replica will reacquire such versions dur-
ing future synchronizations. In our implementation, when
a new innocence predicate is received, the replica’s knowl-
edge is reduced so that it contains only those innocent ver-
sions that remain in its store. Fortunately, Cimbiosys sup-
port for content-based partia replication requires a similar
notion of knowledge retraction to cope with changing filters,
so it was not difficult to implement Polygraph on the repli-
cation mechanisms provided by Cimbiosys.

Our implementation distributes innocence predicates by
exploiting the replication layer. A new item is created
for each innocence predicate and the replication software
spreadsit to all replicas.

We implemented the archive as a separate application
using a specia Polygraph API to restore versions and add
innocence predicatesto the replicaand to get callbackswhen
new versions are received. The archive exposes an APl for
receiving compromise notifications. The APl also supports
archive log truncation. To truncate the log we must retain at
least the most recent version of every item. And, of course,
if thelog istruncated at timet, it is only possible to recover
from compromises that occur subsequent to t. Thus, one
could imagine implementing a policy that alows recovery
only within afixed window into the past.

5. Evaluation

In this section, we present a quantitative evaluation of Poly-
graph’s performancein terms of effectivenessand efficiency.
Our evaluation answers the following key questions:

e How effective and efficient is compromise recovery in
Polygraph compared to backup-based approaches?

e How much does each technique employed by Polygraph
contribute to its effectiveness and efficiency?

¢ What effect does propagation delay have on Polygraph’s
effectiveness and efficiency?

We evaluated five compromise-recovery techniques—
two backup-based methods and three Polygraph variants—



100
90 r
80 r
70
60
50
40
30
20
10 +

% of Innocent Items Lost

11 s

Backup  Backup Polygraph Polygraph Polygraph

Taint Safe Cut  Taint

100
90
80
70
60
50
40
30
20
10

Network Transfers during Recovery
(% items transferred per replica)

IIIl

Backup Backup PolygraphPolygraphPolygraph
Taint Safe Cut Taint

Figure 7. Effectiveness: itemslost during recovery.

on the Cimbiosys replication platform [Ramasubramanian
2008]. The first technique represents typical off-the-shelf
solutions available today to backup and recover data. In this
technique, denoted as Backup, the archive logs each item
it receives and recovers from a compromise by discarding
al items logged after the reported compromise time. The
second technique we evaluate is a custom backup technique
that takes advantage of taint-indicating metadata typically
maintai ned by weakly-consistent replication systems. In this
technique, denoted as Backup Taint, the archive discards
only those items logged after the reported compromisetime
that also carry the taint of the compromised replica. Note
that for Backup Taint, innocent items that have not reached
the archive cannot be recovered.

While the above backup-based techniques perform re-
covery only at the archive—discarding all local copies of
the items on the replicas—Polygraph and its variants enable
replicas to retain innocent items with the help of the inno-
cence predicate produced at the archive. Thefirst Polygraph
variant, called Polygraph Safe Cut, detects innocence by us-
ing the precompromise cut defined in Section 3.2.2, which
is a vector composed of the latest version number known
to the archive for each replica. Replicas discard those items
whose version numbers do not fall into the precompromise
cut. The second Polygraph variant, called Polygraph Taint,
instead uses taint to detect innocence. That is, replicas dis-
card all items updated by the compromised replica, even if
the update occurred before the replicawas compromised. Fi-
nally, the technique called Polygraph uses both the taint vec-
tor and the precompromise cut in the innocence predicate
and represents the complete Polygraph technique detailed in
Section 3. Note that Polygraph not only retains all the ver-
sions that are retained by both Backup and Backup Taint at
the archive but also additional versions at other replicas.

51 Setup

We performed experiments by running multiple instantia-
tions of Cimbiosys on the same computer. Each experiment
had 10 replicas and an archive. We are in effect emulat-

Figure8. Efficiency: network overhead during recovery.

ing multiple devices on a single machine to quantify effi-
ciency and effectiveness of Polygraph under different oper-
ating conditions. The replicas and the archive form a fully
replicated system, in which each replica synchronizes and
exchanges updates with the archive or another randomly
chosen replicaperiodically. At afixed time during the exper-
iment called the compromise time, we set arandomly picked
replica to act in a compromised manner by injecting cor-
rupted data as updates to existing items in the system. At
a later time, we notify the archive about the compromised
replicaand the correct compromisetime.

The experimental workload is organized as a sequence of
four phases:

1. Initialization phase: We insert a total of 1000 items at
randomly chosen replicas (100 each on average) at the
start of the experiment. We then let the replicas synchro-
nize until the inserted items are fully replicated.

2. Precompromise update phase: We make a total of 1000
updates. For each update, we choose a random replica
and arandom item. The replicas continue to synchronize
in the background. The rate of synchronization is an
experimental parameter.

3. Postcompromise update phase: After the compromise,
we perform another 1000 updates in the same manner as
in the previous phase while synchronizations continue in
the background (at the same rate).

4. Compromiserecovery phase: Finally, the archiveinitiates
compromise recovery using one of the five experimental
techniques.

For each experiment in this section, we report the average
value of ten executions, each with a different seed for the
random number generator.

5.2 Effectiveness

Wefirst examinethe effectiveness of different recovery tech-
niques. We measure effectiveness as the percentage of inno-
cent items lost in the entire replication system. We consider



an item as logt if its latest version was not retained at the
archive or at any uncompromised replicaat the end of there-
covery phase. Another way to judge effectivenessis to mea-
surethe gap (i.e., the number of discarded versions) between
the latest version of theitem and version retained in the sys-
tem. This alternative metric shows the same general trends,
and so we omit it from the discussion.

Figure 7 shows the percentage of innocent items lost
while using different recovery techniques for the moderate
synchronization rate scenario. In this experiment, Backup
loses asubstantial percentage (65%) of innocent itemswhile
Polygraph loses a very small percentage (1.3%). Since we
perform updates at random, some items (about 35%) never
get updated while some items get updated more than once.
Backup discards al the itemslogged after the reported com-
promise and therefore loses all the item versions generated
in the postcompromise update phase. Using taint informa
tion improves the effectiveness of the Backup scheme sub-
stantialy by limiting lost items to about 22%.

Among the Polygraph variants, Polygraph Safe Cut has
about the same effectiveness as Backup Taint. This result
is expected because al versions covered by the precompro-
mise cut were aready present at the archive and local reten-
tion of some of these versions did not add to the effective-
ness. Polygraph Taint, on the other hand, surpasses Backup
Taint demonstrating the benefits of local recovery. It loses
only about 11% innocent items compared to about 22% for
Backup Taint dueto the local retention of untainted innocent
versions that had not been logged at the archive by the time
of compromise detection.

Finaly, Polygraph enables the local retention of even
more innocent items. It retains items updated by the com-
promised replica before the compromise time by combining
the taint vector recorded on the items with the precompro-
mise cut in the innocence predicate.

5.3 Efficiency

Next, we examine the efficiency of the recovery techniques
in terms of the network overhead involved in re-replicating
theinnocent itemsthat replicas discarded and the superseded
versions that the archive reintroduced during recovery. Fig-
ure 8 showsthe per replicarecovery overhead as the percent-
age of items transferred over the network for the moderate
synchronization rate scenario.

Both backup-based techniques have close to 100% recov-
ery overhead; each erases the local store completely and has
to rebuild it using the network. The recovery overhead in
Figure 8 for Backup Taint is dlightly lower than 100% be-
cause we did not count replication overhead for items whose
latest version was not present already in the local store. The
Polygraph variants on the other hand have lower recovery
overhead as they retain innocent items in the local store us-
ing the precompromise cut, or the taint vector, or both to
detect innocence. All schemes consume some bandwidth to
replicate superseded versions reintroduced by the archive.
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In addition to lowering network traffic, the local reten-
tion enabled by Polygraph minimizes disruption. The items
that are retained can continue to be accessed and updated by
users. Thisimprovement is valuable when network connec-
tions are weak and recovering a complete item store takes a
long time.

5.4 Impact of propagation delay

Finally, we examine how the speed with which items propa-
gate affects the performance of Polygraph. We control prop-
agation delay by varying the ratio of updates to synchro-
nizations. We ran tests with three different settings: low (0.1
updates per sync), moderate (5 updates per sync), and high
(100 updates per sync). Figures 9 and 10 respectively show
the efficiency and effectiveness of Polygraph compared to
Backup and Backup Taint for these three parameter settings.

Figure 9 shows that propagation delay has a significant
impact on the effectiveness of compromise recovery. For all
techniques, the percentage of lost innocent items increases
with propagation delay. With slow item propagation, more
items generated before the compromise fail to reach the
archiveuntil after the compromisetime. Backup-based tech-
niques discard al these items.



On the other hand, the innocence predicate check al-
lows Polygraph to retain many of the innocent items lost
in backup-based techniques. In Figure 9, the relative effec-
tiveness of Polygraph over the backup-based techniquesin-
creases with propagation delay. The effectiveness of Poly-
graph itself shows a small but noticeable decrease. This de-
crease is due to the diminished accuracy of the innocence
predicate. Longer propagation delay means that the infor-
mation used by the archive to generate innocence predicates
is more out-of-date and therefore less accurate.

Slower propagation also reduces the recovery overhead
for re-replication. Items that are discarded due to a strict
innocence check, and then re-propagated suffer a double
replication cost. Delayed propagation reduces the chance
that an item will incur this cost. Figure 10 highlights this
inverse effect of propagation delay on recovery overhead.

55 Summary

Overall, our evaluation highlights three major points. First,
Polygraph provides effective compromise recovery. It re-
tains substantially moreinnocent items compared to Backup,
98% vs. 35% in our experiments with a moderate propa-
gation delay. Second, Polygraph is efficient. Accurate in-
nocence checking eliminates the need to re-replicate inno-
cent items already present in the local store, resulting in a
greater than ten-fold reduction in recovery overhead. Finally,
Polygraph’s improved performance is even more crucia in
common scenarios where archival backups do not happen
promptly, but rather at the user’s convenienceand when good
network connections are available.

6. Untrusted Archives

Our system model so far has assumed that archives are
trusted. This section relaxes that assumption and presumes
that archives can also be compromised.

If an archive can be compromised, replicas must be able
to determine whether an innocence predicate is legitimate.
To implement such a check, innocence predicates can in-
clude a compromise notification signed by a trusted third
party. The signature indicates that the archive in question is
trusted to direct recovery actionsrelated to the specific com-
promise. For example, if compromisedetectionis performed
by a human, the notification can be signed by credentials
specific to that person.

Anadditional problemisthat acompromised archive can-
not be trusted to faithfully replay versionsfrom itslog. One
practical techniquefor preventing archivesfrom manufactur-
ing bogus versions is to require authoring replicas to cryp-
tographically sign versions that they generate. In fact, Cim-
biosys does exactly thisin itsreplication protocol implemen-
tation. To ensure faithful log replay, such protocol signatures
must be represented in the log.

Unfortunately, a corrupted archive whose compromise
has not been discovered can till produce an innocence pred-

icate with an incorrect precompromise cut. A precompro-
mise cut can be exploited by a compromised archive in two
ways, it can generate an overly conservativeor an overly lib-
eral precompromise cut.

A overly conservative precompromise cut excludes ver-
sions known by the archive to be innocent thereby causing
replicas to remove innocent versions. Although a conser-
vative precompromise cut sacrifices effectiveness and effi-
ciency by removing recoverableinnocent versions, it doesn’t
affect correctness as all suspect versions are still removed.
Effectiveness and efficiency concerns can be addressed by
the use of multiple archives as described in Section 3.3.5. In
particular, the use of multiple archives over the same content
can help avoid denial-of-service failures due to the spurious
generation of an overly conservative precompromise cut.

Alternatively, the compromised archive may generate a
overly liberal precompromise cut that includes corrupted
versions, thereby sacrificing correctness. To address this
problem, replicas revoke all innocence predicates that are
issued by archives that are known to be compromised. On
receiving an innocence predicate indicating an archive com-
promise, replicasignore al (past or future) innocence pred-
icates created by the compromised archive and re-apply
the remaining predicates to their local store and innocence
checker. The re-application removes any versions that have
become suspect due to the revocation of innocence predi-
cates, thereby ensuring that only versions known to be inno-
cent by uncompromised archives remain in the system.

7. Discussion

In this section, we discuss additional aspects of Polygraph as
well as some possible extensions.

Compromise discovery. Our system relies on the ability
of an external agent to accurately detect compromises. Al-
though that is a strong requirement, it is hard to imagine
making any progress towards compromise recovery without
it. Furthermore, in many scenarios involving known theft or
malicious acts or where accurate forensics are possible, it is
reasonabl e to assume that compromise can not only be dis-
covered but pinpointed precisely.

Polygraph guarantees to discard any corrupt versions as
long as the external agent provides a conservative estimate
of the compromise time that is equal to or earlier than the
actual compromisetime. If the reported compromisetimeis
|ater than the actual compromisetime, our system may retain
some corrupt versions after the recovery. The percentage
of corrupt versions that remain in the system depends on
various factors such as the difference between the actua
compromise time and the reported compromise time, the
number of versions that are injected into the system by the
compromised replica, the fraction of corrupt versions that
reach the archive, and clock skew between the archive and
the external agent.



Retaining suspect versions.  We can improve effectiveness
and efficiency if replicas retain versions that fail innocence
predicate checks instead of discarding them immediately.
This can help a replica recover local versions when the
archive corrects a too-conservative innocence predicate with
alater, more-accurate one.

Strengthening the threat model.  If malicious attacks can
tamper with the replication and Polygraph layers of replica
nodes, there are additional considerations.

First, areplicamay attempt to forge items so they appear
to be authored by other replicas. Asin the case of untrusted
archives, this threat can be eliminated if replicas sign all
datathat they create. Items without valid signatures are then
invalid. The keys that make such signatures can be certified
and revoked by atrusted third party in the usual fashion.

Second, we can no longer assume that the Polygraph layer
will reliably represent the local replicain the taint vector of
every item it updates. Instead we can add ataint check at all
partner replicas to ensure that each received item contains
taint that a minimum reflects the item’s versionID. So, for
example, if replicaB creates version B5, the receiver checks
that B5 is included in the received taint vector. The taint
check is implemented by adding it to the checker module
described in Figure 3.

Third, a corrupt replica can manufacture updates that ap-
pear to be from the past in logical time. To deal with this
threat, the trusted third party can revoke the corrupt replica’s
key and issue a replacement key to the archive. The archive
uses the new key to re-author versions authored by the com-
promised replica prior to the time of compromise. All ver-
sions signed by a revoked key are then treated as suspect.
Thiswill, of course, reduce effectiveness by eliminating po-
tentially innocent versions and reduce efficiency by forcing
all re-authored updates to be fetched from the archive. The
use of Forward Secure Signatures [Cronin 2003] might pro-
vide a better approach to this problem by restricting the abil-
ity to make signatures that appear to be from the past.

Finally, replication metadata on a compromised replica
may be corrupted. For example, the replica’s knowledge can
be modified to indicate that the replica knows of versions
that it has not yet received, thereby obstructing eventual
convergence. Detecting and recovering from such protocol-
specific attacks requires new techniques that are outside the
scope of this paper.

8. Reated Work

There has been much prior work in the area of weakly con-
sistent replication. Systems such as Bayou [Petersen 1997],
PRACTI [Belaramani 2006], Ensemblue [Peek 2006], Cim-
biosys [ Ramasubramanian 2008], and WinFS [Novik 2006]
all support replication in the context of intermittent, peer-to-
peer communication and are well represented in the litera-
ture. Unfortunately, none of these systems deals explicitly
with recovery from corruption. Moreover, it is possible that

Polygraph could be layered on top of some of the other sys-
tems above in addition to Cimbiosys.

Spreitzer et al. [Spreitzer 1997] discuss various counter-
measures to reduce the impact of server corruption in sim-
ilar systems. They present a protocol that prevents servers
from modifying or fabricating dataas it propagates. Further-
more, they detect other malicious server behavior through
client auditing. However, unlike Polygraph, this work does
not entertain the possibility that the originating client (the
data source) might be corrupted.

Commercia products [NetApp 2008, Decho 2007, Ap-
ple 2007, Carbonite 2007] as well as research systems [Pe-
terson 2005, Santry 1999] already support the recovery of
versioned data. These systems preserve superseded versions
of datato help recover from malicious software, operator er-
ror, and (in some cases) disk failures and natural disaster.
However, to recover from corruption in such systems, the
user must either manually distinguish corrupt data from un-
corrupted data, or roll-back to a state that existed at aknown
good time. Polygraph extends the time-based rollback ap-
proach to effectively and efficiently recover the state of a
dynamic distributed system.

Lomet et al. [Lomet 2006] propose arollback facility for
database systemsthat can undo tainted transactionswhile al-
lowing untainted ones to proceed. This work assumes a cen-
tralized database that supportsrollback aswell asacomplete
transaction log. We do the same for adistributed system, but
with incomplete |ogs and asynchronous nodes.

The concept of taint has appeared in many different con-
texts such as buffer-overflow attack detection [Newsome
2005], language-based privacy [Myers 2000], distributed in-
formation flow control [Myers 1997], and operating sys-
tems [Zeldovich 2006]. As in these systems, we use taint
to reflect the possibility of corruption along a data path, and
asin many of the systems above, we provideameansfor re-
moving taint in adiscretionary fashion. However, we present
the first system to use taint to facilitate recovery amongst
weakly consistent replicas.

9. Conclusion

Polygraph is arobust solution for recovering from data cor-
ruption in weakly consistent replicated storage systems.
Upon natification of a device compromise, Polygraph en-
sures that 1) all data items corrupted by the compromised
device are removed from the system and replaced with
older, uncorrupted versions when available and 2) al in-
nocent items not updated by the compromised device are
retained so that the rest of the system experiences minimal
disruption. To reduce unnecessary bandwidth consumption,
devices retain as many innocent items locally as possible.
We have implemented Polygraph on top of areal replication
platform. Our implementation can handle multiple compro-
mises and enables each device to recover independently at
the most suitable opportunity.
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