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Location is Identity
you are where you are
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a location trace is not only a set 
of positions on the map. The 
contextual information attached 
to a trace tells much about our 
habits, interests, activities, and 
relationships



I Beacon Therefore I Am

❖ Cellular Networks

❖ Location-based Services

❖ Social Networks

❖ Internet Service Providers

❖ Wireless Signals

❖ Car GPS

❖ E-Pass Cards

❖ Credit Cards
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Presence Disclosure
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NSA collects 5 billion 
location records a 
day on cellphones

washingtonpost.com

Co-Traveler 
Program
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Disclosed by Others

❖ Appear in others’ photos

❖ Checked-in (to a location) by friends 
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Absence Disclosure
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http://pleaserobme.com/ 10

http://pleaserobme.com/


Threats and Countermeasures
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Shared Information
identity timestamp location

Identifier 
domain

Temporal 
domain

Spatial + data 
domain
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Defense: Use Pseudonym

❖ To protect your privacy, 
replace your identity with 
a fake identity

❖ Cost?

❖ Limitations?

❖ Attack Resilience?
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Re-Identification

AR. Beresford, F. Stajano, “Location privacy in pervasive 
computing”, In IEEE Pervasive Computing, 2003 14

❖ Observe locations of anonymized employees in an office environment, and 
identify people based on their most visited location — All employees identified!



Uniqueness of Significant Locations

❖ Home and Work locations are pretty unique even at a low granularity location scale

P. Golle and K. Partridge. “On the anonymity of home/work 
location pairs”. In Pervasive, 2009 15



Uniqueness of Significant Locations

❖ Anonymity Set: Set of indistinguishable individuals

P. Golle and K. Partridge. “On the anonymity of home/work 
location pairs”. In Pervasive, 2009 16



Predictability of Human Mobility
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❖ Humans follow simple predictable location patterns

❖ Predictability is invariant to the traveled distance 
C. Song, Z. Qu, N. Blumm, A. Barabási, "Limits of 
Predictability in Human Mobility", In Science 2010



Profiling

❖ Given the significant predictability 
of human mobility, an adversary can 
construct a mobility profile of the 
target that helps him to re-identify 
or track the target in the future

❖ Location profiles reveal information 
about income, ethnicity, …
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A Probabilistic Mobility Profile
❖ Use Markov Chains to model transition 

of an individual between different 
locations

❖ Each transition is associated with a 
probability

❖ Given a location trace, we can learn the 
probabilities by e.g., normalizing the 
observed transition counts between 
locations (maximum likelihood 
estimation)

❖ What the adversary knows about the 
target and uses for constructing target’s 
profile before any attack is referred to 
as adversary’s background knowledge

R. Shokri, G. Theodorakopoulos, JY. Le Boudec, JP. Hubaux. 
“Quantifying Location Privacy”, In IEEE Symposium on 
Security and Privacy, 2011. 19



Attack: De-Anonymization

Users’  
Mobility 
Profiles

Anonymous  
Observed 

Traces
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❖ compute the probability of each observed 
trace being generated from each user 

❖ giving this full bipartite graph, compute the 
most likely assignment of users to traces

❖ anonymize location 
traces by removing 
users’ identities



Anonymity

❖ Anonymity is measured as the fraction 
of mis-identified (40) location traces 

R. Shokri, G. Theodorakopoulos, G. Danezis, JP. Hubaux, 
and JY. Le Boudec. "Quantifying Location Privacy: The 
Case of Sporadic Location Exposure", in PETS 201121



Defense: Mix Zone
❖ Threat: local eavesdroppers

❖ Spatial de-correlation: 
remain silent in mix zone

❖ Temporal de-correlation: 
change pseudonym after 
leaving mix zone

Mix zone

2
1

x

y

?

A. Beresford and F. Stajano. “Mix Zones: user privacy in 
location aware services”. In Percom, 2004
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❖ Metric: Anonymity Set

❖ Limitations?



Defense: Obfuscate the Location

❖ Add noise to location 
information before sharing

❖ Cost? Utility loss?

❖ Limitations?

❖ Attack Resilience?
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Defense: Path Confusion
❖ Anonymize all the location samples 

(remove likability between 
locations in a trace)

❖ Add noise to some locations to 
confuse a multi-target tracking 
(MTT) algorithms (that try to 
reconstruct original traces)

❖ Limitation? Complexity? Cost?

❖ what if the confused traces are 
not geographically separate or 
belong to closely related people?

B. Hoh, M. Gruteser, “Protecting location privacy through 
path confusion”, In SECURECOMM  2005 24



Defense: Location K-Anonymity 

❖ Location Cloaking: report a 
large area rather than your 
accurate location

❖ The cloaking area should be 
large enough such that it fully 
overlaps with that of k-1 other 
users

❖ Limitations?

❖ Attack resilience?
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Attack: Tracking

❖ Each state is a different region/location where the user can visit

❖ Viterbi gives the most likely trace that could have produced a particular observation

Observations:
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Cryptographic Protocols
❖ Design a system that enables 

blind information processing 
(e.g., using homomorphic 
encryption)

❖ Cost?

❖ computation complexity

❖ Limitation?

❖ lack of service provider’s 
incentive 

❖ Attack Resilience?
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Example: LBS using PIR
❖ Use private information retrieval (PIR) to 

obtain information about your whereabout 
when using a location-based service (LBS)

❖ LBS server has a database of contextual 
information about different locations.

❖ User specifies a search area and searches 
about points of interests around her location

❖ PIR enables searching and accessing 
information in a database without leaking 
information about the query to the database 
server

F. Olumofin, P. K. Tysowski, I. Goldberg, U. Hengartner, “Achieving Efficient Query Privacy for Location Based Services”. 
In 10th Privacy Enhancing Technologies Symposium, 2010. 28

Privacy-wise it is equivalent to 
the case of downloading all the 

database associated with the 
(yellow) search area



Geo-Indistinguishability
❖ Add planar Laplacian noise to the 

location before sharing

❖ It satisfies “differential-privacy” for 
location data

❖ It guarantees that what an adversary 
knows after an observation is very close 
to what he knows prior to the attack
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M. E. Andres, et al., "Geo-Indistinguishability: Differential 
Privacy for Location-Based Systems", in CCS 2014



Optimal Obfuscation
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Utility Requirements

❖ There is a tradeoff between privacy and utility

❖ Problem is to design an obfuscation mechanism that guarantees a minimum 
utility and maximizes location privacy

❖ We need metrics for both location privacy and utility



Quantifying Location Privacy

Metric

❖ Estimation Error: The error in correctly 
guessing someone’s true location (at a 
given time, or during a time window)

❖ Background Knowledge: What is 
already known about the target (e.g., 
her name and work address)

R. Shokri, G. Theodorakopoulos, JY. Le Boudec, JP. Hubaux. 
“Quantifying Location Privacy”, In IEEE Symposium on 
Security and Privacy, 2011. 31



Quantification Framework
System 
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Cost of location privacy

Utility 

is highly dependent on the motivation 
behind sharing a location

Survey people and ask them about the 
purpose of their location check-ins and to 
what extent they would be happy if an 
obfuscation is in place

Learn a function for utility using machine 
learning techniques I. Bilogrevic, et al. "Predicting Users’ Motivations behind 

Location Check-Ins and Utility Implications of Privacy 
Protection Mechanisms", in NDSS 2015

33



Optimal Obfuscation

•Minimize privacy loss 
• Satisfy utility constraints

Solution: Decision Theory ?

Inference 
Algorithm

Obfuscation

Inference 
Algorithm

At
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ck

Obfuscation

Inference 
Algorithm
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…
Privacy decision making must be interactive
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Privacy Game

• Solve conflicting optimizations: Defense and Attack

Attacker Has the Upper Hand  

  Defender  Obfuscation 
#1

Obfuscation 
#2

…

Anticipated 
Attacker

Optimal 
Attack #1

Optimal 
Attack #2

…

Obfuscation 
#k

Optimal 
Attack #k

…

…

Pr
iv

ac
y

… …M
AX

Defender Must Anticipate the Inference Attack
Game Theory

R. Shokri, et al., “Protecting Location Privacy: 
Optimal Strategy against Localization 

Attacks,” in ACM CCS 2012.35



Output Visualization of Location Obfuscation
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Optimal Obfuscation Basic Obfuscation 
(k = 7)



SociaLocation Privacy

❖ Social network can be inferred from location traces (e.g., NSA co-traveler program)

❖ Social co-location information can help an adversary to track users more accurately

37
A. M. Olteanu, et al. "Quantifying the Effect of Co-
location Information on Location Privacy", in PETS'14 
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