Presented by: Jun Seo Park

Instructor: Dr. Warnow




Birthday Problem : Definition

* The probability that at least two people in a group of N
people share a birthday

* Ex: there are 30 people, and at least two of them share
a birthday.



Birthday Problem

* How to solve the problem.

1. Greedy algorithm
2. Simulation
5. Using Exclusion.




Greedy algorithm to solve.
1. WhenN =1

Only 1 person => it’s not possible to share a birthday.
= P(1) =0



Greedy algorithm to solve.
>. WhenN =2

2 people => Only possible when the second person
has the same birthday as the first one’s birthday.

=» P(2) =1/366 (There are 366 possible birthdays)
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Greedy algorithm to solve.
3. WhenN=3

3 people => two possible situation
2"d person has the same birthday with 1%t person.

b. 2nd person does not have the same birthday as the 15t
person(365/366)

B

AND

3'd person has the same birthday either with the 15t
person, or the 2" person.(2/366)

2>P(3) =1/366 + 365/366 * 2/366
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Greedy algorithm to solve.

When N = 4 people
2" person has the same birthday with 1%t person. (1/366)

b. 2nd person does not share the birthday with 15t person,
but 3™ person has the same birthday with the previous 2.
(365/366*2/366)

c. 3" person does not share the birthday with the pervious
2, but the 4™ person share the birthday with either of
previous 3. (365/366*364/366*3/366)

> P(4) =1/366 + 365/366%2/366 + 365/366*364/366*3/366



Simulation to solve.

#!/lusr/bin/perl
use POSIX gw(ceil floor);
for ($n = o; $n < 367; $n++)
{
while($count < 10000)
{
for ($i=0; $i < $n; $i++)
{
$b = 366*rand();
$b = floor($b);
$birth[s$i] = $b;
for ($j=0; $j < $i; $j++)
{
if ($birth[sj] == $b)
{

$true--;
sfalse++;

$j = $i;
$1 = 20;
}
}
}

$true++;
$count++;
}
print "when N is $n, \n";
print "$n \t true \t false \n";
print "\t".strue."\t".sfalse."\n";
$count = 0;
$true = o;
$false = o;



Simulation to solve.

For each N value, 10000 calculations were done.

UT-CS public unix machine ‘explosion’ was used, it took
0:24.38
Result:
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Using Exclusion

* Trick: Calculate 1 - (the probability of ‘not happening
of the incident’)

* The probability that at least two people in a group of N
people share a birthday

=» 1 minus (probability that no one in a group of
N people share a birthday)

* Gives you much simpler calculation.



Exclusion

e N=2

1- 365/366 =1/366

e N = 3

1- 365/366 * 364/366

e N = 4

1- 365/366 * 364/366 * 363/366

e N = 5

1- 365/366 * 364/366 * 363/366 * 362/366



Check with the previous methods

* Greedy algorithm

P(4) = (1/366) + (((365 / 366) * 2) / 366) + (((((365 /
366) * 364) / 366) * 3) / 366)

= 0.0163114485

* Simulation

P(4) = 0.0165

* Exclusion

P(4) =1- (365 /366) * (364 / 366) * (363 / 366)
= 0.0163114485
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Application: Birthday Attack

* What Birthday Problem illustrates:

1. You don't need 183 people to achieve 50%, you need
only 23 people.

>. This Birthday Attack is especially efficient on
providing a false digital signature.



Application: Birthday Attack
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Application: Birthday Attack
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Application: Birthday Attack

outputs
(H) 1018 10715 10712 107° 10°¢ 0.1% 1% 25% 50% 75%

32 4.3 x 10° 2 2 2 2.9 93 29x10% 9.3x10%° 50x10* 7.7x10* 1.1x10°
64 1.8 x 10%° 6.1 1.9x102 6.1x10° 1.9x10° 6.1x10% 1.9x108 6.1x10% 3.3x10° 51x10%° 7.2x10°
128 3.4 x10% 2.6 x 1010 8.2 x 10! 2.6 x 1013 8.2 x 104 2.6 x 106 8.3 x 1017 2.6 x 108 1.4 x 101° 2.2 x 101° 3.1 x 10'°
256 1.2x 1077 4.8x10%° 1.5x10% 4.8x 10% 1.5x 10% 4.8 x 10%® 1.5 x 10%7 4.8 x 10%" 2.6 x 10 4.0 x 10% 5.7 x 1038
384 3.9x 1015 8.9x10% 2.8 x10% 8.9 x 10°! 2.8 x 10° 8.9 x 10% 2.8 x 10°¢ 8.9 x 10% 4.8 x 10°7 7.4 x 10> 1.0 x 10%8

512 1.3 x10%41.6x 108 52 x 108 1.6 x 107* 5.2x 1072 1.6 x 10* 5.2 x 107 1.6 x 107® 8.8 x 107® 1.4 x 1077 1.9 x 107/

It only takes1.25- v H trials to achieve 50% chance



‘ Application: Birthday Attack

* How to prevent:

Use sufficiently a large hash set (128 bits or more) so the
brute force attack would be impossible to break.



Reference
e Birthday Problem

 Birthday Attack

Simulation code is available at:



