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Abstract
In this paper, we quantify the adverse effect of file shar-

ing on the performance of reliable distributed applications.
We demonstrate that file sharing incurs significant over-
head, which is likely to triple over the next five years. We
present a novel approach that eliminates this overhead.
Our approach (1) tracks causal dependencies resulting
from file sharing using determinants, (2) efficiently repli-
cates the determinants in the volatile memory of agents
to ensure their availability during recovery, and (3) repro-
duces during recovery the interactions with the file server
as well as the file data lost in a failure. Our approach
allows agents to exchange files directly, without first sav-
ing the files on disks at the server. As a consequence, the
cost of supporting file sharing and message passing in re-
liable distributed applications become virtually identical.
The result is a simple, uniform approach, which can pro-
vide low-overhead fault-tolerance to applications in which
communication is performed through message passing, file
sharing, or a combination of the two.

1 Introduction
Low-overhead rollback-recovery protocols—such as

checkpointing and message logging [2, 3, 9, 17, 18]—
have been extensively studied for message passing appli-
cations. These protocols seek to tolerate common failures
while minimizing the use of additional resources and the
impact on performance during failure-free executions. In
this paper, we focus on low-overhead protocols for appli-
cations in which agents communicate both through mes-
sage passing and file sharing. Our work is motivated by
the qualitative observation that file sharing adversely af-
fects the performance of today’s reliable distributed appli-
cations. On the one hand, conventional file servers do not

� c
1998 IEEE. Published in the Prodeedings of ICDCS’98, May 1998
Amsterdam, The Netherlands. Personal use of this material is permitted.
However, permission to reprint/republish this material for advertising or
promotional purposes or for creating new collective works for resale or
redistribution to servers or lists, or to reuse any copyrighted component of
this work in other works, must be obtained from IEEE. Contact: Manager,
Copyrights and Permissions, IEEE Service Center, 445 Hoes Lane, P.O.
Box 1331, Piscataway, NJ 08855-1331, USA.Telephone: +1-908-562-
3966

support file sharing efficiently: on receiving a file access
request, they require the agent possessing the most recent
version of the file to synchronously write-back the file at
the server prior to servicing the request. On the other hand,
conventional rollback-recovery protocols incur substantial
overhead when used for applications in which agents com-
municate also through file sharing.

The first contribution of this paper is in quantifying
the adverse effects of file sharing on performance of re-
liable distributed systems. We demonstrate that the result-
ing overhead is significant and it is likely to increase as the
scale of the applications and the disparity between proces-
sor and disk speeds continue to increase. The second con-
tribution of this paper is to present a protocol that virtually
eliminates this overhead. The central idea of our solution
is to track causal dependencies resulting from file sharing
and to record them usingdeterminants—tuples that iden-
tify file I/O and message passing operations and the or-
der of their occurrence with respect to other events in an
agent execution. We show that if determinants are avail-
able during recovery, then interactions with the file server
can be reproduced, and file data lost in a failure can be re-
generated. To ensure determinants availability, we use an
efficient replication scheme [3] that stores determinants in
agents’ volatile memory. The final contribution of this pa-
per is the introduction of a novel concept—implementation
in volatile memory of stable storage for files. Traditionally,
a file F modified by an agentp can be shared by another
agentq only afterp has synchronously writtenF to disks at
the file server [4, 11]. In our solution, no synchronous write
is needed, andp can sendF to q without delays. As a con-
sequence, our solution reduces the fault-tolerance overhead
for applications that communicate through both message
passing and file sharing to that incurred by conventional
low-overhead fault-tolerance protocols for purely message
passing applications.

The remainder of the paper is organized as follows. In
Section 2, we describe our system model. The effect of file
sharing on the performance of reliable distributed applica-
tions is quantified in Section 3. We describe our solution
and its salient features in Sections 4 and 5, respectively, and



then discuss the protocol implementation issues in Section
6. Section 7 discusses related work and finally, Section 8
summarizes our results.

2 System Model
We assume an asynchronous distributed system consist-

ing of a set of agents and a file server. Agents communicate
using both message passing and file sharing. Messages are
exchanged over FIFO channels that can fail by transiently
losing some messages. Files are shared according to an
ownership-based consistency protocol [4, 11]. Specifically,
the file server supports shared read-ownership, and exclu-
sive write-ownership. At any point in time, the content of a
file is uniquely identified by itsversion. We denote version
v of file F by F:v. Given a fileF , a new version ofF is
created wheneverF is modified. On accessingF , the file
server returns the latest version ofF .

The execution of the system is represented by arun,
which is an irreflexive partial ordering of send, receive,
read, write, and local events, ordered by potential causal-
ity [13]. For each agentp, a special class of events local
to p are calleddeliver events. These events correspond to
the delivery of a message to the application thatp is part
of. Deliver, read and write events are non-deterministic,
because the order in which an agent receives messages
and the file versions it accesses are execution-dependent.
Send events and other local events are instead determinis-
tic. Agent execution ispiecewise deterministic[17]: It
consists of a sequence of deterministic intervals of exe-
cution, joined by non-deterministic events. At any point
during the execution, thestateof an agent is a mapping of
program variables and implicit variables (such as program
counters) to their current values1. Given the initial state of
each agent and the non-deterministic events that start each
of deterministic intervals, the remaining states in their ex-
ecution are uniquely determined.

Given the statessp andsq of two agentsp andq, p 6= q,
we define the following notions of consistency forsp and
sq (or, simply, forp andq):

� p andq aremutually message-consistentif all mes-
sages fromq thatp has delivered during its execution
up tosp were sent byq during its execution up tosq ,
and vice versa.

� p andq aremutually file-consistent, for all versionsv
and filesF , if p has read fileF:v written byq during
its execution up tosp, thenq has writtenF:v during
its execution up tosq , and vice versa.

Two agentsp and q are mutually consistentif they are
both mutually message- and file-consistent. A collection

1We assume that the state of the agent does not include the state of the
underlying communication system, such as the queue of messages that
have been received but not yet delivered to the agent.

of states, one from each agent, is aconsistent global state
if all pairs of states are mutually consistent [6]; otherwise
it is inconsistent.

We assume that agents fail according to the fail-stop
model [15]. The file server can fail independently and
only by halting; however, its failure and recovery are not
addressed in this paper. Finally, we assume thatstable
storage[10] is available throughout the system, persists
across failures, and is implemented either using disks at the
file server or through replication in the volatile memory of
agents.

3 Problem Statement
The next generation of distributed applications will

be structured around groups of agents that communi-
cate in different ways. Tightly-coupled agents will use
message passing — either directly or through distributed
shared memory — to achieve low-latency; loosely-coupled
agents, or agents that communicate without knowing each
other’s identity, will use file sharing.

Unfortunately, in today’s distributed systems, file shar-
ing adversely affects application performance. This can
be attributed to the following two reasons. First, conven-
tional file servers do not support file sharing efficiently. On
receiving a file access request, they require the agent pos-
sessing the most recent version of the file to synchronously
write-back the file at the server prior to servicing the re-
quest. Second, as the following example illustrates, con-
ventional rollback-recovery protocols such as checkpoint-
ing and message logging [2, 3, 9, 12, 16, 17] incur substan-
tial overhead when used for applications in which agents
communicate also through file sharing.
Example Consider the execution in Figure 1, in which
agentsp, q, andr exchange messages and share a fileF .
Processp reads fromF , sends messagem0 to q, and then
fails. Processq deliversm0, writes toF , sends message
m1 to r, and then fails. Processr eventually deliversm1.
LetF:v0 be the version ofF accessed byp and letF:v1 be
the new version ofF created byq. During recovery,p will
again read fileF . However this time, instead ofF:v0, the
file server will provideF:v1 to p. Becausep reads a differ-
ent version ofF during recovery,p may not re-sendm0,
or indeed any message, toq, leavingp andq in mutually-
inconsistent states.

To avoid such inconsistencies, existing message log-
ging protocols proceed as follows: when an agent reads
or writes a file, it blocks until the information necessary to
prevent inconsistencies during recovery is logged to disk.
On a read, the file read is saved on disk, to guarantee that
it will be available during recovery. On a write, anout-
put commitprotocol writes to disk the data necessary to
guarantee that the state in which the write is generated is
recoverable.
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Figure 1: Example demonstrating the need for syn-
chronous logging resulting from file sharing

This example illustrates the somewhat schizophrenic
behavior that the fault-tolerance protocols developed for
message passing applications exhibit when agents interact
with the file server. These protocols rely on file servers
to provide stable storage for checkpoints and other infor-
mation used during recovery; yet when reading or writ-
ing other types of files, these protocols treat file servers as
generic components of the external environment.

To quantify the overhead incurred by conventional file
servers and fault-tolerance protocols for applications in
which agents communicate also through file sharing, we
simulated two environments
1 and
2. 
1 is an environ-
ment in which failures occur. To recover from them, agents
use Family-Based Logging (FBL) — a roll-back recovery
protocol described in Section 4.2.
2 is a failure-free en-
vironment. The execution time of agents in
1 differ from
that in
2 due to the following three factors:

1. Synchronous write-back: Due to file sharing, when an
agent executes a read or a write event the most re-
cent version of the file may be with another agent. In
this case,
1 blocks the agent executing the read/write
event until the file server (1) obtains the most recent
version of the file, (2) writes it to disk, and (3) trans-
fers it to the requesting agent. In contrast, in
2, on
receiving a file read request, the file server informs the
agent possessing the most recent version of the file to
directly transfer the data to the requesting agent, with-
out any synchronous write-back.

2. Read logging: 
1 blocks the agent executing a read
event until the file data received from the server is
logged to disk. In contrast,
2 enables the agent ex-
ecuting the read event to resume execution immedi-
ately following the receipt of the file data.

3. Output commit: 
1 blocks the agent executing a write

event until the completion of the corresponding output
commit protocol. This involves writing to disk the
order of messages delivered by the agent.
2 imposes
no such restrictions.

We modeled distributed applications as consisting of
N agents, each executing a sequence of send, deliver,
read, write, and other local events. The relative frequen-
cies of these events were governed byPc, Pm, andPf ,
which, respectively, denote the fractions of local, mes-
sage send/deliver, and file read/write events executed by
an agent. Also, the extent of file sharing was controlled by
Ps, which denotes the probability that the file accessed by
an agent is being shared concurrently with other agents.

Using the simulator, we measured the execution time of
agents in
2 (denoted byEbase) and the increase in the
execution time yielded by synchronous write-back, read
logging, and output commit in
1 (denoted byIs, Ir, and
Io, respectively). Since the execution times of local, mes-
sage send/deliver, and file read/write events depend on the
processor speed as well as the latency and the bandwidth
of disks and networks. We assume an environment with
state-of-the-art workstations and networks (see Figure 3).
Figure 2 plots howOs = Is=Ebase, Or = Ir=Ebase, and
Oo = Io=Ebase vary with system parameters (namely,N ,
Pc, Pm, Pf , andPs). The results are shown with 95%
confidence intervals.

� Figures 2(a) and 2(b) demonstrate that increasingN
andPs increases the possibility that, when an agent
executes a read or a write event, the most recent ver-
sion of the file is with a different agent. Consequently,
Is andOs increase. Since changes inN or Ps do not
alter the size of files read or the number of messages
delivered by agents,Ir andIo do not change withN
andPs. However, sinceEbase increases withN and
Ps, bothOr andOo decrease marginally.

� Increasing the ratioPf=Pm increases the frequency
of file read and write events with respect to send and
deliver events. This has two effects (see Figure 2(c)):

1. It increases the frequency of synchronous write-
backs and read logging. Hence,Os andOr in-
crease withPf=Pm.

2. It increasesOo until Pf=Pm � 1. When
Pf=Pm � 1, successive write events executed
by an agent are separated by one or more mes-
sage send or deliver events. Hence, increasing
Pf=Pm increases the frequency of output com-
mits, and the value ofOo. OncePf=Pm > 1, an
agent may not execute any send or deliver events
between successive write events. Consequently,
although the frequency of write events increases



with increase inPf=Pm, the number of invoca-
tions of the output commit protocol, and hence
Oo, decreases.

� Figure 2(d) demonstrates that increasing(Pm + Pf )
makes the application both communication-bound
and I/O-bound, increasingOs, Or, andOo.

There are two important observations about the experi-
ments just described.

1. In our simulations, we assume that
1 blocks an agent
executing a read or a write event until the comple-
tion of the read logging or output commit protocols.
To guarantee consistent recovery, however, it suffices
that the result of the read is logged on disk prior to
executing subsequent message sends or file writes.
Similarly, unless file sharing or other application re-
quirements force the write to the file server to be
synchronous, most files servers batch multiple write
events to achieve better performance. In this case, it
may be possible to execute the output commit pro-
tocol asynchronously, albeit it must complete prior
to the corresponding batched write [12]. Figure 3
demonstrate that the above optimizations do reduce
O, but due to the orders of magnitude difference be-
tween memory and disk speeds, synchronous writes
to the disk at the server significantly degrade applica-
tion performance.

2. The simulations were seeded by processor, network,
and disk performance values that represent the state-
of-the-art workstations and networks. To put these re-
sults in perspective, we need to account for the ex-
pected technological trends [4]. Figure 3 illustrates
thatO will more than triple over the next five years.

From these experiments, we conclude that conventional
file servers as well as fault-tolerance protocols developed
for message passing applications incur substantial over-
head for applications in which agents communicate also
through file sharing. We believe that the main cause of
this overhead is themutual mistrustbetween file servers
and these fault-tolerance protocols: the protocols do not
trust file servers to provide during the recovery of a failed
agent the files read by that agent prior to failure; and the
file servers do not rely on the protocols’ ability to recover
failed agents to improve application performance. In what
follows, we discuss the ideas that underlie our approach to
eliminating this mistrust.

4 Low-Overhead Protocol For Fault-
tolerant File Sharing

In this section, we propose a novel approach that,
through mutual cooperation between application-level fail-
ure recovery protocols and file servers, eliminates the

fault-tolerance overhead incurred by applications in which
agents communicate through file sharing. Our approach
has two advantages:

1. It frees agents from the twin obligations of syn-
chronously logging all the data they read and perform-
ing synchronous output commits whenever they write.

2. It allows recovering agents to regenerate files that
were lost when these agents crashed. Thus, the file
server can allow modified files to be shared among
agents without first requiring that these files be syn-
chronously written to disks.

To attain these advantages, for each non-deterministic
event (i.e.,each deliver, read, or write event) we need (1) to
identify the information necessary to reproduce that event
during recovery, (2) to design efficient protocols that guar-
antee that this information will be available during recov-
ery, and finally (3) to specify how this information is used
during recovery. We address the first two points in the re-
mainder of this section, and then discuss recovery and im-
plementation issues in Section 6.
4.1 Reproducing Non-Deterministic Events

We assign to each non-deterministic evente a unique
determinant, which we denote by#e. The purpose of#e
is to contain the information necessary to reproducee dur-
ing recovery. A determinant has three components: (1) the
agent executing the non-deterministic event, (2) the relative
order of this event with respect to other non-deterministic
events executed by the same agent, and (3) the data that is
returned by executing the event. Depending on the event,
this data can be either the content of a message, or the con-
tent of a file that is either read or written.

To record the relative order in which events are exe-
cuted, each agent increments a local counter for every send,
deliver, read, or write event. We call this counterevent se-
quence number, or esn. Then, for an evente that returns
some datadata, the determinant can be expressed by the
tuplehdest; desn; datai, wheredest anddesn are, respec-
tively, the agent executinge and theesn assigned toe by
that agent.

To be practical, determinants must be small, so that
they won’t be costly to replicate or write to disk for fault-
tolerance. We can significantly reduce the size of deter-
minants by observing that they do not need to include
data explicitly: instead, it suffices that determinants con-
tain some way of uniquely identifyingdata during recov-
ery. In fact, if there is a unique way to associatedata
with the corresponding determinant, and all determinants
are available during recovery, then a simple induction on
the length of the execution shows that delivered messages
and file versions accessed for reading or writing can be de-
terministically regenerated [2]. Therefore, assuming that
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we can guarantee the availability of determinants (see Sec-
tion 4.2), we substitutedata in #e with following pair:
hsource; sesni. The meaning ofsource andsesn depends
on e. If e is a deliver event for a messagem, thenm is
uniquely identified by storing insource the identity of the
sender ofm and insesn theesn assigned bysource to the
corresponding send event. If insteade is a read or a write
event for a versionv of file F , thenF:v is uniquely identi-
fied by storing insource the identity of the creator ofF:v
and insesn theesn assigned bysource to the write event
that createdF:v. Thus, in its final form a determinant has
the following structure:#e = hdest; desn; source; sesni.

Hence, the determinants are small in size and have
the same structure independent of the type of non-
deterministic event they refer to.
4.2 Logging Determinants Efficiently

Determinants are madestableby logging them on stable
storage. This guarantees their availability during recovery.
The performance of log-based protocols depends on the
scheme used to make determinants stable. Our protocols
are based on Family-Based Logging (FBL) — a logging
technique we have proved to be optimal with respect to
several significant performance metrics [2]. FBL was orig-
inally designed to log determinants of deliver events. How-
ever, because the determinants of read, write, and deliver
events that we have derived have an identical structure, we
can naturally extend FBL protocols to handle communi-
cation resulting from file sharing. The result is a simple,
uniform approach, which can provide low-overhead fault-
tolerance to applications in which communication is per-
formed through message passing, file sharing, or a combi-
nation of the two. In the following, we briefly describe the
main features of FBL and discuss how we generalize FBL
to handle read and write determinants.

4.2.1 Family-Based Logging

FBL protocols are based on the following observation: in a
system where agents fail independently and no more thant
agents fail concurrently, stable storage can be implemented
by replicating determinants in the volatile memory oft+1
agents. To specify FBL’s logging technique, we introduce
two sets for each non-deterministic evente:

Depend(e) This set includes the agent which executede
and any agent that executed an evente0 such thate
happens-beforee0 [13].

Log(e) This set includes the agents that maintain a copy
of #e in volatile memory.

FBL guarantees that the following property holds:

2(8e : :stable(e) : (Depend(e) � Log(e)) ^

3(Depend(e) = Log(e))) (1)

where2 and3 are, respectively, the “always” and “even-
tually” temporal operators. This property strongly couples
logging in FBL with tracking of causal dependencies in-
volving non-deterministic events. It guarantees that if the
state of a correct agentp causally depends on an evente,
then eithere is stable (i.e. eitherjLog(e)j > t or #e has
been written to disk), orp has logged a copy of#e in its
volatile memory. Furthermore, ifp has logged a copy of
#e, thenp will eventually depend one. Note that this
scheme ensures that even if a failure occurs before#e is
replicatedt+ 1 times, ifp causally depends one, then#e
is not lost.

4.2.2 Family-Based Logging for Efficient File Sharing

An agentp becomes a member ofDepend(e) either by de-
livering a message or by reading or writing a file. In either
case, we need to guarantee thatp first becomes a mem-
ber ofLog(e). In message passing applications this is ac-
complished by piggybacking determinants on existing ap-
plication messages. We now show how to apply a similar
scheme to the dependencies generated by file sharing.

Current file servers provide no mechanisms to enforce
Property 1. In fact, it is precisely because of the file
server’s inability to enforce this property that agents per-
form a synchronous output commit protocol before writing
a file. A simple way to address the file server’s lack of
cooperation is to treat the file server as just another ap-
plication agent. While in FBL agents piggyback deter-
minants only on messages, now agents could piggyback
determinants also on files that are written back at the file
server. The file server could keep files and determinants
in its volatile memory and piggyback non-stable determi-
nants to the files that it forwards to application agents. We
improve on this scheme by observing that to satisfy Prop-
erty 1 it is not necessary for determinants (or indeed even
for files!—see Section 6.5) to be logged at the file server.
It suffices that when an agent obtains a file, it receives with
the file the non-stable determinants logged in the volatile
memory of the file’s last writer. Figure 4 illustrates a file-
sharing protocol based on this observation. After receiving
a request to access fileF from p, the file server forwards
the request to the agent that has the latest version ofF (q
in the figure);q then sendsF to p, piggybacking onF all
non-stable determinants in its volatile memory. The file
transfer occurs directly between the agents, bypassing the
file server that is used solely to locate the agent with the
latest version ofF . For the purpose of the logging proto-
col, file sharing has become indistinguishable from mes-
sage passing—the only difference is that to determine the
destination of a “file-message”, agents have to contact the
file server.
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Figure 4: Example illustrating the file-sharing protocol

4.3 Optimizations
Minimizing the number of determinants to piggyback is

critical for the performance of FBL protocols. To address
this problem, we refine protocol to reduce the number of
determinants that are created in the first place. In particu-
lar, we observe that once an agent has acquired ownership
of a file version for reading or writing, then the outcomes of
the subsequent read or write events executed by that agent
are uniquely determined for as long as the agent owns the
file. Therefore, it is not necessary to generate a new deter-
minant for each read and write event: instead, it suffices to
generate a determinant only when an agent acquires own-
ership of a file. A nâive implementation of this optimiza-
tion, however, may complicate recovery. Consider, for in-
stance, an execution in which an agentp executes several
read events, and in doing so reads from two versions of the
same file. Ifp fails, the recovery protocol must recognize
which of the original read events applied to the first ver-
sion, and which applied the second version. We solve this
problem (1) by requiring thatp increment itsesn counter
every time it executes a read, even if the read event does not
result in the acquisition of a new version of the file; and (2)
by generating a determinant only whenp acquires a new
file version. We treat write events similarly. The resulting
determinants can be efficiently encoded using compression
techniques discussed elsewhere [1].

We can reduce the number of file versions logged in the
volatile memory of agents. Suppose an agentp acquires
write ownership on a fileF and repeatedly modifies it be-
fore its ownership is revoked. Since all but the last version
of F created byp are invisible to other agents in the sys-
tem,p keeps only the last version ofF in its volatile log.

5 Salient Features and Contributions
The proposed protocol has the following advantages:

� It eliminates synchronous output commits on writes.
The protocol ensures that when an agent executes an
evente which results in the acquisition of a file, it re-
ceives with the file the non-stable determinant of any

event that happened beforee.

� It eliminates synchronous logging on reads, since files
accessed during an execution can be regenerated dur-
ing recovery.

� It eliminates synchronous write-backs required by the
file server during file sharing. Agents can exchange
files directly, without first saving the files on disks at
the server. We make two observations about this im-
plementation of stable storage.

First, the protocol implements a notion of stability
that is weaker than the one offered by existing file
servers. In the latter, all data read by an agent is sta-
ble. Our protocol only recovers the data necessary to
restore the application to a consistent global state. For
instance, if agentp createsF:v, sendsF:v to q, and
bothp andq crash before communicating with other
agents, our protocol does not guarantee thatF:v will
be regenerated during recovery, since the state of no
correct agent causally depends on restoringF:v. We
feel that this weaker notion of stability is closer to the
real needs of the applications.

Second, high performance in our protocol does come
at the cost of reduced availability (lost files may need
to be regenerated). However, it is straightforward to
change the protocol so that modified files areasyn-
chronouslywritten back to the file server, thereby
making them readily available during recovery. The
file server in this case needs to support file versioning:
this is achieved, for instance, using a log-structured
file system [14].

6 Protocol Design Issues
Due to space limitations, we do not present the pseudo-

code for our protocol. Instead, we identify the issues we
faced in its design and present our solutions.
6.1 Notation

We represent file versions, application messages, and
file-transfer messages as follows:

File versions We represent a versionv of file F with
the tuplehfileId; version; dataiwherefileId is the
unique identifier ofF , data is the content ofF:v, and
version is a pair of the formhcreator; cesni in which
creator identifies the agent that createdF:v, andcesn
is the event sequence number of the write event that
createdF:v

Application messagesWe represent an application mes-
sage m with the tuple hsource; dest; sesn; data;
piggybacki wheresource anddest identify, respec-
tively, the source and destination ofm, sesn is the



event sequence number of the corresponding send
event, data is the content ofm, and piggyback
stores the determinants that are piggybacked onm by
source.

File-transfer messagesWe represent a message used
to transferF:v from source to dest with the tuple
hsource; dest; fileId; version; data; piggybacki,
wherehfileId; version; datai representF:v.

6.2 Logging Determinants, Messages, and Files
Each agentp maintains the following logs in its volatile

memory:

Determinant Log : DetLogp contains one entry for
each determinant#e logged by p. The en-
try dle in DetLogp corresponding to#e has the
form hsource; sesn; dest; desn; logged ati, where
the first four fields hold the same values of the cor-
responding fields in#e and logged at is a set con-
sisting of the agentsp knows to have logged a copy of
#e. p considers#e stable when either#e has been
written to disk orjdle:logged atj > t.

Message Log: MsgLogp contains one entry for each
application message sent byp. The entrymle in
MsgLogp corresponding to a messagem has the
form hsesn; dest; data; dvi, where the first three
fields hold the same values of the corresponding fields
inm, anddv is a vector ofN event sequence numbers,
calleddependency vector. Thedv[q] counts the num-
ber of send, deliver, read and write events executed by
q that causally precede the sending ofm.

File Log : FileLogp contains an entry for each file ver-
sion thatp forwards to another agent. The entryfle
in FileLogp corresponding to file versionF:v has the
form hfileId; version; data; dv; destSeti where the
first three fields hold the same values of the corre-
sponding fields inF:v, dv is a dependency vector, and
destSet is a set consisting of the agents to whomp
sentF:v.

To garbage collect these logs, the state of the application
is periodically saved using a coordinated checkpoint.

6.3 EstimatingStable(e)
Since a determinant#e is piggybacked as long as it

not believed to be stable, an agent which underestimates
jLog(e)j may needlessly piggyback stable determinants,
making the messages on average significantly larger. To
help agents keep their estimates accurate, different FBL
protocols provide agents with different amount of informa-
tion about the causal past of each non-deterministic event
of which they log the determinant [3]. We describe here

the simplest FBL protocol, in which an agentp estimates
jLog(e)j as follows:

1. If p generates#e, it creates a corresponding entrydle
in DetLogp and setsdle:logged at to fpg.

2. If p receives#e for the first time, piggybacked on an
application or file-transfer message sent byq, thenp
creates a corresponding entrydle inDetLogp and sets
dle:logged at to fp; q;#e:destg.

3. If p receives#e fromq, and there exists already an en-
try dle in DetLogp for #e, thenp setsdle:logged at
to dle:logged at [ fqg.

4. If p receives an acknowledgment for an application
message it sent toq, then p (1) retrieves the entry
dle in DetLogp that corresponds to#e, (2) retrieves
the entrymle in MsgLogp that corresponds tom,
and (3) addsq to dle:logged at if e is not stable and
dle:desn � mle:dv[dle:dest]. Acknowledgments
for file-transfer messages are treated similarly using
FileLogp instead ofMsgLogp.

6.4 File Sharing
To achieve better performance, agents cache in their

volatile memory those files for which they have acquired
ownership. To implement a single-writer, multiple-reader
policy, the file server uses the following data structure:

File Table : FileTable contains an entry for each file
maintained by the file server. The entryfte
for file F is of the form hfileId; cv; versionSet;
copySet;modei where fte:cv identifies the latest
version ofF , fte:versionSet contains an identifier
for each previous version ofF , fte:copySet con-
tains the identities of the agents with a valid copy of
F:cv in their volatile memory, andfte:mode records
the mode (READor WRITE) in which the agents in
fte:copySet have acquiredF:cv.

Before granting read ownership ofF to p, the file server
revokes the write ownership of the creator ofF:cv. Be-
fore granting write ownership ofF to p, the file server
revokes the read ownership of the agents infte:copySet
and both the read and the write ownership ofF:cv’s cre-
ator. In either case, the creator forwardsF:data to p.
When p receivesF:data, p sendsF:version to the file
server (Figure 4). The file server then setsfte:cv to
F:version. In addition, ifp was granted read ownership,
p is added tofte:copySet; otherwise,fte:cv is added to
fte:versionSet andfte:cv is set tohp;>i.
6.5 Failure Recovery

Recovery of an agentp proceeds in two phases.
Phase 1: In the first phase,p receives from each agentq
two sets of determinants:



DetSetq This set contains the determinants of events ex-
ecuted byp and logged byq. It includes all determi-
nants#e with a corresponding entrydle in DetLogq
such thatdle:dest = p.

LogSetq This set contains the determinants of events that
q believesp had logged before failing. A determinant
#e with a corresponding entrydle in DetLogq can
enterLogSetq for one of the following reasons:

1. The event corresponding to#ewas not executed
by p, but q knows thatp had logged a copy of
#e. That is,dle:dest 6= p ^ p 2 dle:logged at.

2. q piggybacked#e on an application message
directed top, which p did not acknowledge.
To determine if#e was piggybacked on an
application messagem, q checks if it had
logged #e before sendingm. That is, if
mle is the entry inMsgLogq corresponding
to m, thenmle:dest = p and dle:d esn �
mle:dv[dle:dest].

3. q piggybacked#e on a file-transfer message di-
rected top, whichp did not acknowledge. Once
again, to determine if#e was piggybacked on a
file-transfer message,q checks if it had logged
#e before sendingm. That is, iffle is the en-
try in FileLogq corresponding tom, thenq 2
fle:destSet^ dle:d esn � fle:dv[dle:dest].

Furthermore, to reproduce the content of messages de-
livered and files accessed before crashing,p collects from
each correct agentq the following two sets:

MsgSetq This set contains the application messages sent
by q to p.

FileSetq This set contains the files sent byq to p.

Finally, p obtains from each correct agentq theesn of
the latest event ofp thatq depends upon:

maxEsnq This value is used in Phase 2 to helpp deter-
mine when recovery has completed.

If other processes fail whilep is recovering, then de-
termining when Phase 1 is complete is a non-trivial prob-
lem [8]. To solve it, we use an algorithm that detects the
end of Phase 1 without forcing correct processes to block
while p recovers. A detailed description of our algorithm
is beyond the scope of this paper.

At the end of Phase 1,p computes the following values:

DetLogp = [q2NLogSetq DetSetp = [q2NDetSetq
MsgSetp = [q2NMsgSetq FileSetp = [q2NFileSetq

maxEsnp = maxfmaxEsnq : q 2 Ng

Phase 2: In the second phase,p re-executes the original
run, using the determinants inDetSetp to replay correctly
the non-deterministic deliver, read, and write events. The
entries inDetSetp are matched with the corresponding en-
tries inMsgSetp andFileSetp usingesnp, and agentp is
rolled forward. Read and write events that have no corre-
sponding determinants inDetSetp are performed on the
cached version of the appropriate files. Recovery is com-
plete whenesnp is equal tomaxEsnp. At the end of
recovery,p uses the file server’sFileTable to determine
which of the files in its cache are valid.

7 Related Work
Our protocol builds upon the results of prior research on

file systems and application-level fault tolerance protocols.
File servers that support read and write events efficiently

have been a topic of much research. For instance, the log-
structured file system employ techniques for improving the
performance of file writes [14]; xFS implements coopera-
tive caching to improve the performance of file reads [4].
Additionally, several techniques for designing file servers
that assist applications during failure recovery have been
investigated. For instance, versioning file systems elimi-
nate the need for read logging by ensuring that a file ver-
sion read by an agent prior to failure will be available dur-
ing recovery. Similarly, implementation of stable storage,
using special hardware, such as non-volatile RAM [5], or a
specialized operating system, such as the Rio file cache [7],
in the memory sub-system at the server eliminates the need
for synchronous writes to disks. Unfortunately, neither of
these approaches address the problem of fault-tolerant file-
sharing in its entirety. Versioning file systems do not elim-
inate the need for synchronous output commit and write-
backs, and the implementations of stable storage in the
server memory are vulnerable to hardware failures — a
memory sub-system or processor failure can render the
content of the stable storage inaccessible.

Our approach can tolerate concurrent crashes of multi-
ple agents as well as hardware failures. It eliminates syn-
chronous output commits on writes, synchronous logging
on reads, and the synchronous write-backs required by the
file server during file sharing.

8 Conclusion
File sharing adversely affects the performance of to-

day’s reliable distributed applications. The main cause of
these adverse effects is the mutual mistrust between the file
server and the protocols used to make applications fault-
tolerant. In this paper, we demonstrated that the artifacts
of the mutual mistrust—namely, read logging, output com-
mit, and synchronous write-backs to the file server—incur
significant overhead, which, with the expected technologi-
cal improvements, will more than triple over the next five



years. We presented a novel approach that, through mu-
tual cooperation between application-level failure recovery
protocols and file servers, eliminates this overhead. Our
approach (1) tracks causal dependencies resulting from file
sharing using determinants, (2) efficiently replicates the
determinants in the volatile memory of clients to ensure
their availability during recovery, and (3) reproduces dur-
ing recovery the interactions with the file server as well as
the file data lost in a failure. Our approach allows agents
to exchange files directly, without first saving the files on
disks at the server. Thus, our solution virtually reduces
the fault-tolerance overhead for applications that commu-
nicate through both message passing and file sharing to that
incurred by conventional low-overhead fault-tolerance pro-
tocols for purely message passing applications.
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