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Abstract: Today’s network processors (NPs) support mechanisms to
hide long memory access latencies; however, they often do not sup-
port data caches that are effective in reducing average memory access
latency. In this paper, we study a wide-rage of packet processing ap-
plications and demonstrate that accesses to many data structures used
in these applications exhibit considerable temporal locality; further,
these accesses constitute a significant fraction of the total number of
memory accesses made while processing a packet. Consequently, uti-
lizing a cache for these data structures can (1) speedup packet pro-
cessing, and (2) reduce the total off-chip memory bandwidth require-
ment considerably.

1 Introduction
Packet processing systems are designed to process network packets
efficiently. The design of these systems is governed by two trends.
First, over the past decade, the link bandwidth supported by these
systems has doubled every year. Second, the diversity and complex-
ity of applications supported by these systems have increased dra-
matically. Today, packet processing systems support a wide-range of
header-processing applications such as network address translation
(NAT) [20], protocol conversion (e.g., IPv4/v6 inter-operation gate-
way) [44] and firewall [3]; as well as payload-processing applica-
tions such as Secure Socket Layer (SSL) [22], intrusion detection [5],
content-based load balancing, and virus scanning [5].

To meet simultaneously the demands of high-performance and
flexibility, a new breed of programmable processors—referred to as
network processors (NPs), has emerged [18]. To achieve high packet
throughput, NPs support several architectural features. For instance,
most NPs support multiple processor cores to process packets con-
currently. Further, each core supports hardware multi-threading; this
enables NPs to hide memory access latencies by switching context
from one hardware thread to another on memory accesses. However,
unlike conventional general-purpose processors that rely extensively
on caching to reduce average memory access latencies, NPs often do
not support data caching; they expose the memory hierarchy to the
programmers and expect programmers to map data structures to dif-
ferent levels of the memory hierarchy explicitly.

In this paper, we make a two-fold argument for supporting data
caching in network processors.

Data caching can be beneficial : The lack of caching in NPs is
often attributed to a hypothesis that packet processing systems are
required to be configured with sufficient resources to meet the worst-
case traffic demands; since caching can only improve the average-
case (but not the worst-case), caches are not beneficial. We first argue
that this hypothesis is false.

We observe that, today, 93.6% of NP-based systems are used
in edge and enterprise networks [4]. These systems support com-
plex applications—such as enterprise firewalls, virus-scanning, and
storage-over-IP—that involve multiple packet types with different
processing requirements. Further, the arrival rate of each packet type
varies widely over time. Hence, provisioning such systems to meet
the worst-case processing demands of all packet types is often pro-

hibitively expensive. Consequently, these systems are routinely pro-
visioned to service only an expected mix of complex packet types,
while ensuring that the worst-case processing requirements for only
the basic IP-forwarding benchmark [13] are met. In such systems,
data caching—if effective—can reduce the average time required to
process each packet (which, in turn, can reduce the resource provi-
sioning level). Further, by improving the efficiency of utilizing sys-
tem resources (e.g., memory access bandwidth, hardware threads),
caching enables a packet processing system to accommodate transient
deviations from the expected traffic mix—thereby leading to system
designs that are robust to traffic fluctuations.

Data caching is effective : Much of the prior research on illustrat-
ing the benefits of caching in the context of Internet applications has
focused only on basic IP forwarding [13]. Further, much of this work
exploits the frequent re-occurrence of IP addresses in packet traces by
caching the result of the IP address lookup (as opposed to caching the
data structures used to perform the lookup) [17, 21, 30, 36]. In this
paper, we analyze the locality properties exhibited by a wide-range
of data structures used in modern packet processing applications, and
demonstrate that data caching can be highly effective. We argue
that packet processing applications access two types of data struc-
tures: packet data structures and application data structures. Packet
data structures (that include packet header, payload, and packet meta-
data) exhibit considerable spatial locality, but little temporal locality.
On the other hand, application data structures (e.g., a trie used for
route lookup, a hash table used for classifying packets as belonging
to flows, a pattern table used by virus scanner, etc.) exhibit consider-
able temporal locality. We demonstrate that accesses to application
data structures constitute a significant percentage of the non-stack
memory accesses made while processing each packet. Consequently,
utilizing a cache for application data structures is highly effective.

We demonstrate using two packet processing applications—a
Quality of Service (QoS) router and a virus scanner—and several
representative packet traces collected from the Internet [35] that
a moderate-size (40KB for the applications and traces considered)
cache can achieve high (80%) hit rate for application data structures
in both single- and multi-threaded processor environments. We also
demonstrate that: (1) the techniques for mapping data structures to
different levels of a memory hierarchy used in today’s NPs require
significantly larger amount of on-chip fast memory to match the per-
formance of a system that uses data caching (e.g., for the virus scan-
ner application and for the traces we consider, to match the perfor-
mance of a system with 5KB cache, a mapping scheme requires over
500KB of on-chip fast memory); and (2) for the same amount of chip-
area, a system with data caches outperforms solutions that only cache
results of IP address lookups [17, 21, 30, 36]. Finally, we show that
by using moderate size data caches, one can reduce packet process-
ing times by 30-70% (depending on the miss penalty), and reduce
off-chip memory bandwidth requirement by 80-90%.

The rest of the paper is organized as follows. In Section 2, we
argue that support for data caching in network processors can be ben-
eficial. We demonstrate the effectiveness of data caching and quan-
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tify its benefits by studying the locality exhibited by a wide-range of
packet processing applications (Sections 3 and 4). Section 5 discusses
related work, and finally, Section 6 summarizes our contributions.

2 Is Caching Beneficial?
Traditionally, vendors of Internet routers (Layer-2 and Layer-3 packet
processing systems) have advertised resource provisioning levels
needed to meet the demands of the worst-case traffic. This has led
to a commonly held belief that packet processing systems must be
(and are) provisioned with sufficient processing resources to ensure
that even a worst-case stream of packet arrivals can be serviced by
the system without dropping any packets. Further, since caching can
only improve the average-case (but not the worst-case), caches are
not beneficial.

Worst-case provisioning advertised in conventional IP routers,
however, is somewhat misleading. This is because, most vendors de-
fine worst-case provisioning by considering only the worst-case ar-
rival pattern (namely, back-to-back arrival of smallest size packets
at the line rate) of packets that request only the basic IP forwarding
service [13]. The benchmarks defined by IETF and used by most
vendors focus on this worst-case arrival pattern [8]. An IP router,
in reality, processes a wide range of packet types (e.g., IP packets
with options). Processing IP packets with options, for instance, takes
considerably greater number of processor cycles than basic IP for-
warding; provisioning sufficient processor resources in an IP router
to service worst-case arrival pattern of packets that request IP options
processing is prohibitively expensive. Thus, IP routers generally in-
clude sufficient resources to meet the processing demands only of
the expected traffic mix (consisting of all the packet types that the
router may receive), while ensuring that the worst-case processing
requirements for the basic IP-forwarding benchmark are met. The
well-known “Christmas Tree Packet” attack (in which every packet
sent to a router requests IP options processing) has exposed the vul-
nerability of existing routers to such worst-case traffic mixes [38].

The practice of provisioning sufficient processor resources to meet
the demands of expected traffic mix is even more pronounced in
packet processing systems supporting complex applications (e.g., Se-
cure Sockets Layer [22], Network Address Translation [20], fire-
walls [3], IPv4/IPv6 Interoperability [44], and TCP/IP header com-
pression and decompression [29]). These systems are generally de-
ployed in edge and enterprise networks, and constitute 93.6% of all
of the NP-deployments today [4]. Most of these applications involve
multiple types of packets; applications are specified as graphs of func-
tions and the specific sequence of functions invoked for a packet de-
pends on the packet’s type (determined based on the packet header
and/or payload). For example, a Secure Socket Layer (SSL) [6]
application processes three packet types—setup packets (that cre-
ate per-flow state in the system), outgoing packets (that involve en-
cryption), and incoming packets (that require decryption). In the
IPv4/v6 interop system [2], an input packet can either be an IPv4
or an IPv6 packet; further, the processing requirement varies depend-
ing on whether the packet is an ICMP, TCP, or a UDP packet. The
processing cycles (measured using the Performance Counters Library
on a 930MHz, Intel R© Pentium R© III system) required to service dif-
ferent packet types for the SSL and IPv4/v6 interop applications are
summarized in Tables 1 and 2.

As the tables indicate, modern packet processing applications often
involve multiple packet types with significantly different processing
times1. Further, each packet type constitutes a reasonable percent-

1Here, we want to emphasize the relative differences in packet processing
times; the absolute values of packet processing times are platform-dependent.

Packet type Cycles

Setup 20.913 million
Outgoing data (encryption) 325 per byte.
Incoming data (decryption) 325 per byte.

Table 1: Processing requirements of SSL [6].

Pkt. type Cycles Pkt. type Cycles

IPv4 ICMP 4317 IPv6 ICMP 1656
IPv4 TCP FTP 16950 IPv6 TCP FTP 9387
IPv4 TCP (other) 12541 IPv6 TCP (other) 2949
IPv4 UDP DNS 20430 IPv6 UDP DNS 9042
IPv4 UDP (other) 12346 IPv6 UDP (other) 2837

Table 2: Processing requirements for IPv4/v6 interop application [2];
packets carrying FTP and DNS payload require more processing than
all other TCP and UDP packets, respectively.

age of the total traffic received by a packet processing system, and
the arrival rate for different types of packets can vary widely over
time. Hence, most of these systems are designed with sufficient re-
sources to service an expected mix of packet types, while ensuring
that the worst-case performance requirements for only the basic IP-
forwarding benchmark are met.

In such systems, data caching—if effective—promises to reduce
average memory access latency and the bandwidth contention for
higher memory levels, and thereby reduce the time to process individ-
ual packets. The processing resources thus released enable the system
to accommodate and service transient deviations from the expected
traffic mix—thereby leading to system designs that are robust to traf-
fic fluctuations. Further, since the amount of resources (e.g., proces-
sors, memory bandwidth) provisioned in the system is a function of
the expected arrival rate and the time required to process packets of
each type, reducing the average time to process individual packets
reduces the resource provisioning levels (and hence reduces system
cost). Thus, contrary to the popular belief, support for caching in net-
work processors can offer significant benefits. In what follows, we
derive the locality properties of packet processing applications, and
thereby address the question: are the potential benefits of supporting
caching realizable?

3 Experimental Methodology
Our objective is to characterize the locality properties of data accesses
made by packet processing applications. Our methodology for deriv-
ing these characteristics involves three steps. First, we identify a set
of kernels found in a wide-range of packet processing applications.
Using these kernels, we construct two significant packet processing
applications. Second, we utilize traffic traces and control data used
by packet processing applications from today’s Internet; our approach
ensures that the conclusions derived through our study are represen-
tative of what is observed in real deployments. Finally, we build tools
that allow us to extract and analyze memory access profiles for indi-
vidual data structures under representative traffic conditions in single-
and multi-threaded processor environments.

3.1 Packet Processing Applications
Although the task of creating standard benchmarks for packet pro-
cessing applications has received much attention lately [34, 45], there
does not exist any publicly available suite of packet processing ker-
nels. Hence, we identify a set of commonly used kernels and con-
struct two significant real-world applications for our analysis.
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3.1.1 Selection of Packet Processing Kernels

We select our packet processing kernels based on the following se-
mantic characterization of packet processing applications. All packet
processing applications perform the following four functions (in ad-
dition to the basic receive and transmit functionality): (1) verify the
integrity of packets; (2) classify each packet as belonging to a flow;
(3) process packets; and (4) determine the relative order of transmit-
ting packets.

Integrity Verification Checksums are commonly used to verify in-
tegrity of packets. The two canonical implementations for checksum
computation are IP-Checksum [14] and MD5 [39], which are used,
respectively, to verify the integrity of packet header and payload.

Flow Classification Flow classification is the process of splitting a
stream of incoming packets into sequences of related packets. Flow
classification involves matching one or more fields (e.g., source and
destination addresses and port numbers, protocol ID) contained in the
packet against a set of rules that define a flow. Multi-field matching,
in general, is quite complex; it may involve range, prefix, or exact
matching on field values [24]. We consider a simpler but an impor-
tant case of this multi-field matching problem wherein a flow is iden-
tified using an exact match on each of the fields. Further, we consider
hash-based classification as a specific implementation of this exact
matching. The hash-based matching scheme derives a hash on multi-
ple packet header fields and uses it as the FlowID.

Packet Processing This involves accessing and updating packet
header or payload. To cover a reasonable spectrum of packet pro-
cessing functions, we include the following four kernels:

1. IP Forwarding [13]: This involves validating the IP source
and destination addresses contained in the packet, determining
the next-hop address (through route lookup), decrementing the
time-to-live (TTL) field in the packet header, and processing
any IP options marked in the packet header.
The route table is the most interesting data structure used by
the IP forwarding kernel. Since IP addresses are hierarchically
allocated in the Internet, route tables generally maintain next-
hop information for IP address prefixes (that represent a col-
lection of hosts with the same IP address prefix). Hence, route
lookup involves determining the longest-prefix match (LPM) in
the routing table for the destination host IP address. Several trie-
based schemes [40] proposed in the literature are well-suited for
this function. For our experiments, we include the uni-bit trie
implementation for route lookup extracted from the BSD kernel.

2. Metering [26]: This involves maintaining accounting informa-
tion for each flow. We consider a simple implementation of me-
tering where each FlowRecord contains two fields: packet count
(number of packets sent on a flow) and byte count (amount of
information transmitted on the flow). The FlowID derived dur-
ing classification is used to access and update the FlowRecord.

3. CAST (encryption) [10]: Applications such as SSL involve en-
crypting and decrypting packet payload. CAST is the kernel that
performs this task. CAST scans the packet payload in a perfect
sequence and does not use any significant data structures.

4. Pattern matching [47]: A large number of payload process-
ing applications (e.g., XML firewall, virus scan, etc.) involve
matching packet content against a set of pre-defined patterns. A
pattern matcher requires two inputs: a set of patterns and the
packet payload. For our experiments, we include the pattern
matcher from Snort-2.0 [5]. The process of matching starts by
looking for prefixes of patterns in the input text. If found, a hash

Functionality Kernel Source
Integrity verification IP-Checksum Free BSD Project

MD5 R.S.A Inc.
Flow classification Hash-based Self

exact match
Packet processing IP forwarder Free BSD Project

Meter Self
CAST SSLeay Lib
Pattern matcher Snort

Scheduler DRR Self

Table 3: Packet Processing Kernels (Self = kernels we developed).

table, which is constructed while preprocessing patterns, is con-
sulted to determine a set of candidate patterns. The exact match
is then determined by using a reverse string match.

Whereas the IP forwarding and metering are examples of header-
processing functionality, CAST and pattern matcher are instances of
payload-processing functionality.

Scheduling Packet scheduling algorithms determine the relative or-
der of transmitting packets on an outgoing network link and thereby
provide delay, jitter, and throughput guarantees to flows. The litera-
ture contains descriptions of a wide-range of scheduling algorithms
and efficient sorting techniques [32]. For our experiments, we select
an implementation of the Deficit Round Robin (DRR) scheduling al-
gorithm [42]. DRR is used in many commercial routers.

3.1.2 Building Applications from Kernels

Table 3 summarizes the selected packet processing kernels. Using
these kernels, we construct the following two packet processing ap-
plications2.

• A Quality-of-Service (QoS) Router: This application involves
in-order (1) IP-Checksum computation; (2) hash-based 5-tuple
flow classification (based on the source and destination IP ad-
dresses, port numbers, and protocol identifier); (3) Meter; (4) IP
forwarder; and (5) the DRR scheduler.

• A Virus Scanner: This application involves (1) IP-Checksum
computation; (2) pattern matcher for matching packet payload
against a set of virus signatures; and (3) IP forwarder that for-
wards packets without any virus.

QoS router is a classic header-processing application, while virus
scanner is a payload-processing application. QoS router is an appli-
cation at the OSI Layer3-4 (deployed in the core and edge networks),
whereas virus scanner represents Layer 5 and higher functionality
(generally deployed in edge networks).

3.2 Packet Traces and Control Data
To collect a profile of data structure accesses, we execute our kernels
and applications with three types of inputs: packet traces (represent-
ing realistic workload), a route table, and a set of virus signatures.

• Packet Traces: We utilize Internet packet traces collected by
NLANR [35]. NLANR collects and publishes traces collected
from several points in the Internet. For our study, we experi-
mented with traces collected from two sites: ANL and MRA.
The ANL trace is collected from an OC-3 (155 Mbits/second)
link that connects an enterprise to its ISP; the MRA trace is col-
lected from an OC-12 (620 Mbits/second) link that is closer to

2Most of the kernels have hundreds of lines of optimized C code (excluding
comments); further, our applications have more than 1000 lines of C code.
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the Internet backbone. Thus, the ANL traces represent traffic
pattern at the edge of the network, while the MRA traces repre-
sent traffic in the network core. All the traces are of 90 seconds
duration3, and are in the tsh format. Each ANL trace contains
about 0.5 million packets, while each MRA trace contains as
many as 5 million packets.

• Route Table: To determine the the next-hop router address for
each packet, we need a route table. We construct our route table
using the data obtained from the RouteViews project [9], which
publishes routing information collected from a large number of
routers deployed in the Internet.

• Content Signatures: To provide a realistic set of patterns to the
virus scanner, we utilize the database of content signatures pub-
lished by Snort [5], an open-source network intrusion detection
system deployed in the Internet. We chose 100 signatures that
represent various viruses and content-based attacks observed in
the Internet over the past few months.

To utilize these traces and control data for our experiments, we
need to address two challenges.

First, the packet traces published by NLANR are anonymized; to
maintain anonymity, NLANR substitutes the source and the destina-
tion IP addresses contained in each packet by addresses selected from
a well-known range. The anonymization process retains traffic pat-
terns and flow information; in particular, once a source/destination IP
address A is substituted by address B in a packet, then the occurrence
of IP address A in any subsequent packet within the trace is also sub-
stituted by address B. An unfortunate side-effect of this anonymiza-
tion process is that the source and destination IP addresses contained
in these packet traces do not match any IP address prefixes main-
tained in the route table we collect from RouteViews. Hence, prior
to using these traces in conjunction with our route table, we need to
de-anonymize these packet traces. In particular, we substitute every
occurrence of IP address B in the trace with IP address C, a randomly
selected address for which the route table contains a prefix. This de-
anonymization process, just as the original anonymization process,
preserves the traffic patterns and flow characteristics.

Second, for the virus scan application, the memory access profile
depends not only on the signatures, but also on the packet content.
Unfortunately, for privacy reasons, the traces available in the public
domain do not contain valid packet content. Hence, for our exper-
iments, we supply random content for each packet sent to the virus
scanner. By doing so, we attempt to characterize memory accesses
in the case where the packet content does not match the signatures
maintained in the database. Note that for a virus scanner, this is, in
fact, the common case—a virus scanner is expected to detect packets
that match any of the signatures in the database relatively infrequently
(e.g., once in several million packets).

3.3 Profiling Data Structure Accesses
We characterize the locality properties of data structures defined in
packet processing applications in two steps. First, we derive a data
structure access trace in a single-threaded processor environment.
Second, we utilize the trace to measure cache hit rates in a single-
threaded and a multi-threaded, multi-processor environment (that bet-
ter represents today’s NPs).

3.3.1 Single-threaded Processor Environment

To profile data structure accesses in a single-threaded processor en-
vironment, we use SimpleScalar [7] as our simulation environment.

3Several Internet measurement studies showed that 90% of the traffic con-
sists of short-lived (a few seconds) TCP flows [1]. In our experiments, the
hit-rates reach steady-state for traces longer than 50-seconds.

We use the simplest of the CPU simulators—namely, sim-safe—
supported in SimpleScalar. Using sim-safe, it is easy to create a
trace of all the memory accesses made by the application; however,
at the time we began this study, the SimpleScalar environment did
not support any mechanism to associate memory accesses to individ-
ual data structures defined in the application4.

In our context, the design of a tool for profiling data structure ac-
cesses is challenging because of two reasons. First, since most packet
processing applications allocate and deallocate memory dynamically,
the profiling tool must keep track of the mapping between each mem-
ory location and the data structures to which it belongs. Second, to
ensure that the data structure access trace we collect is not cluttered
by the memory accesses resulting from the execution of various “ad-
ministrative” parts of the applications (e.g., reading the next packet
information from a trace file), the tool must support a mechanism by
which the logging of data structure accesses can be turned on or off.

Observe that these requirements can be met if applications can pro-
vide directives to the simulator when a data structure is dynamically
allocated/deallocated or when the logging needs to be turned on/off.
We designed and implemented a generic mechanism—referred to as
Simcall—that meets this requirement. The Simcall mechanism allows
applications to trap the SimpleScalar simulator by accessing a spe-
cial memory location, as well as pass any information to the simula-
tor using the simcall struct data structure. The simcall struct
contains a directive code and any directive-specific data. For each
directive code, the simulator contains a directive-handler.

We illustrate our use of the Simcall interface using an example.
Consider the problem of notifying the simulator of the mapping from
a memory address to a data structure. To communicate this informa-
tion, upon the dynamic allocation of the data structure, the applica-
tion initializes a simcall struct with the starting address and the
length of the newly allocated segment, the data structure id and the
appropriate directive code (ADD MEM SEG). It then writes the address
of this simcall struct into the trap variable. The simulator on be-
ing trapped retrieves the directive code and calls the handler function
for ADD MEM SEG. The handler updates the mappings from memory
addresses to data structures.

Our enhanced version of sim-safe produces a data structure ac-
cess trace. The trace is partitioned into blocks, where each block rep-
resents the execution of a single packet. The block consists of (1) the
arrival time (relative to the the first packet in the trace) of the packet;
and (2) a sequence of entries capturing the memory accesses. Each
entry contains the memory address, the number of bytes accessed, the
data structure id, and the number of non-memory access instructions
executed since the previous memory access.

Once a trace of accesses to data structures is collected, we use
cheetah, a utility library included in SimpleScalar to derive cache
hit rates under the LRU and the OPT cache replacement policies in a
single-threaded processor environment.

3.3.2 Multi-threaded Processor Environment

Most network processors today support processor cores with multi-
ple hardware threads. To evaluate the performance of caches in such
environments, we designed a discrete-event simulator. Our discrete-
event simulator models a processor with multiple hardware threads
and a data cache shared among all the threads. Each thread is as-
sumed to process one packet at a time. The discrete-event simulator
takes as input the data structure trace collected using sim-safe. The
packet arrival time stored in each block is used to generate a new
packet arrival event. Further, the number of non-memory access in-
structions executed between successive memory access instructions

4More recently, a tool with similar capability has become available [11].
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(stored with each trace entry) is used to simulate computation (and
hence advance the simulation time). The memory address, number of
bytes accessed, and the data structure id are used to perform a cache
lookup. On a cache hit, the thread continues execution. On a cache
miss5, the simulator switches context to a thread on the ready queue.
Further, the simulator schedules a memory access completion event
after miss-penalty cycles from the current time; on completion of the
memory access, the blocked thread is placed on the ready queue. On
completing the processing of a packet, the simulator assigns to the
thread a new packet (if one is available) or adds the thread to the idle
queue. Our discrete-event simulator captures several details—such as
context switch overhead, memory contention and queuing, etc.—of a
multi-threaded network processor (e.g., Intel’s IXP2800 [27]).

4 Experimental Results
Using the tools described in Section 3.3, we derived the data struc-
ture profiles for each of the packet processing kernels and our two
applications—QoS router and virus scanner—under several ANL and
MRA traffic traces. In Section 4.1, we analyze these profiles and
demonstrate that a moderate size cache can achieve significant hit
rates in both single-threaded and multi-threaded processor environ-
ments. In Section 4.2, we demonstrate that moderate size caches can
reduce the average packet processing times and the off-chip mem-
ory bandwidth requirement significantly. Unless otherwise stated, we
assume a fully-associative LRU cache with a line length of one-word.

4.1 Effectiveness of Caching
4.1.1 Analysis of Packet Processing Kernels

Packet processing kernels (and applications) access two types of data
structures: (1) packet data structures—that include packet header,
payload, and any packet-specific meta-data generated while process-
ing packets; and (2) application data structures—that maintain flow-
and application-specific data. Observe that packet data structures ex-
ist only while the packet is being processed; application data struc-
tures persist across the processing of multiple packets.
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Figure 1: Locality of packet data structures

Figure 1 depicts the locality properties of the packet data struc-
tures accessed by various kernels. It demonstrates that the hit rate
for packet data structures is independent of the cache size. This in-
dicates that packet data structures exhibit mostly spatial locality, but
little or no temporal locality. MD5 and CAST perform a sequential

5This is a simplified model; many NPs allow applications to issue multiple
memory accesses prior to switching context.

scan (a byte at a time) of the packet payload; since for this experi-
ment, we have assumed cache line size to be one word (4 bytes), the
hit rate for both MD5 and CAST is 0.75. IP forwarder, on the other
hand, performs several functions on the packet header, including ver-
ifying the integrity of the header, accessing the destination IP address
for route lookup, verifying the IP version number, reducing the TTL,
etc. Thus, accesses to the packet header made by the IP forwarder
exhibit both spatial and temporal locality of access, and hence the
hit rate observed is higher than MD5 and CAST. Finally, the pattern
matcher, on realizing that the part of the payload accessed thus far
does not match any of the patterns, attempts to minimize unnecessary
search and memory accesses by skipping over parts of the payload.
Although this optimization reduces the number of memory accesses,
it also reduces the spatial locality of access.

Figure 2 depicts the locality properties of the application data
structures used in our kernels. We make the following observations.

1. All of the application data structures used in our kernels exhibit
considerable amount of temporal locality. Further, relatively
small cache sizes (5-10KB) are sufficient to achieve the peak
hit rates for all of the data structures.

2. For both the ANL and the MRA traces, the pattern table yields
the same hit rate. This is because, the pattern table is accessed
for every packet in the trace. For a given cache size, the hit rate
observed for this data structure is dependent only on the patterns
maintained in the pattern table and the content of the packets.

3. For the hash table, meter, routing table, and the DRR data struc-
tures, lower hit rates are observed with MRA traces than ANL
traces. This is because of two reasons. First, unlike the pattern
table, the temporal reuse of these data structures results primar-
ily when multiple packets belonging to the same flow are pro-
cessed. Consider, for instance, the hash table; a specific bucket
in the hash table is accessed only when the application receives
a packet with a flowID that matches the bucket ID. Second, re-
call that MRA traces are collected from a link closer to the core
of the Internet, while ANL traces are collected at the edge of
the network. The MRA trace supports a much larger number of
flows simultaneously (and aggregates traffic from a larger num-
ber of sources). Hence, two packets belonging to the same flow
are separated by a larger number of packets of other flows.

From the above discussion, we conclude that the packet data struc-
tures and the application data structures exhibit considerably differ-
ent locality properties. To prevent packet data structures from inter-
fering with the locality properties of application data structures, the
two types of data structures must be managed separately. Whereas
packet data structures can be managed using pre-fetching [28] or us-
ing stream buffers [15, 33], application data structures can benefit
from caching. For the remainder of this paper, we will assume that
packet and application data structures are, in fact, managed separately
and hence they do not interfere with each other; further, we will focus
only on application data structures.

4.1.2 Analysis of Packet Processing Applications

Tables 4 and 5 shows the sizes and the frequencies of accesses made
to application data structures for QoS router and virus scanner. QoS
router can be deployed in the network core or at the network edge;
hence, we present results obtained using both MRA and ANL traces.
Virus scanner, on the other hand, is often deployed at network edges;
hence, we evaluate virus scanner using ANL traces. We make the
following observations.

1. Stack accesses constitute a large percentage (58% in QoS router
and 81% in virus scanner) of the total number of memory ac-
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Figure 2: Locality properties of application data structures

Data Structure Size (bytes) Refs/Pkt % of accesses

Pkt Hdr 44 34.98 8.11
Hash Table 2915652 7.66 1.77

Metering Data 1599984 7.86 1.82
Prefix Trie 2974304 86.78 20.13
DRR Data 2569000 22.74 5.28

Stack 352 253.98 58.91
Globals 120 17.08 3.96

Data Structure Size Refs/Pkt % of accesses

Pkt Hdr 44 34.99 8.77
Hash Table 395916 5.17 1.30

Metering Data 89184 8.00 2.00
Prefix Trie 220544 66.60 16.68
DRR Data 133776 23.00 5.76

Stack 280 241.44 60.47
Globals 116 17.05 4.27

(a) QoS Router (MRA trace) (b) QoS Router (ANL trace)

Table 4: Data structure access frequencies for QoS Router

Data Structure Size (bytes) Refs/Pkt % of accesses

Pkt Hdr 44 22.00 1.05
Prefix Trie 220544 66.60 3.16

Packet Payload 1500 147.44 7.00
Pattern Tables 145852 152.40 7.24

Stack 188 1713.20 81.36
Globals 108 4.00 0.19

Virus Scanner (ANL trace)

Table 5: Data structure access frequencies for virus scanner

cesses performed per packet. Further, they exhibit considerable
temporal locality. Hence, if included, they make caches look
very attractive. In reality, however, stacks in these applications
are relatively small (less than 400 bytes for both applications).
In fact, compilers for today’s NPs allocate stack onto regis-
ters and fast local memory (e.g., 640-word local memory on
IXP2800 [27]), and thereby eliminate memory access overhead
for stack without requiring a cache. Thus, the case for caching
should be made only based on locality properties of non-stack
data. Hence, for the remainder of this paper, we will assume
that stack accesses do not incur any overhead, and hence do not
affect the packet processing throughput.

2. In the QoS router application, 29% of the accesses are to appli-
cation data structures and only 8% of the accesses are to packet
data structures. For the virus scanner application, about 10% of
the accesses are to application data structures and 8% of the ac-
cesses are to packet data structures. Observe that our QoS router
and virus scanner applications cover the spectrum of header-
and payload-processing applications. For both classes of ap-

plications, accesses to application data structures constitute a
significant portion of the non-stack accesses.

3. The sizes of application data structures are significantly larger
than L1 caches supported in today’s processors. In the QoS
router application, the application data structures—hash table,
metering data, prefix trie, and DRR data—occupy 10MB of
space, while for the virus scanner application, the applica-
tion data—prefix trie and the pattern tables—occupy 365KB of
space. Hence, it is infeasible to map these data structures in
their entirety to local, fast memories (or L1 caches).

Figures 3 depicts the variation in the hit rates observed for the QoS
router and the virus scanner applications as a function of cache size.
For the QoS router application (with the MRA trace), a 40KB cache
is sufficient to attain an 80% hit rate. With the ANL trace, QoS router
and virus scanner can achieve an 80% hit rate with only a 2KB cache.

Throughout these experiments, we assumed a fully associative
LRU cache with one-word line width. This choice was governed by
our intent to study the fundamental locality properties exhibited by
packet processing applications. We have repeated our experiments
with caches supporting different levels of set-associativity and line
widths; these experiments confirm that the hit rates we observed ear-
lier can be realized using several practical cache configurations.

4.1.3 Multi-threaded processor

We evaluate the performance of caching in multi-threaded environ-
ments using our discrete-event simulator. Figure 4 plots the variation
in hit rate with increase in the number of threads supported by a pro-
cessor. We make the following observations.

1. Multi-threaded processor environments do not adversely affect
the effectiveness of caching for packet processing applications;
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Figure 4: Hit rates for the application data structures in multi-threaded processor environment
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Figure 3: Cache hit rates observed for the QoS router and Virus scan-
ner applications under MRA and ANL traces

moderate cache sizes continue to yield high hit rates for appli-
cation data structures.

2. At very small cache sizes (< 1KB), with increase in the number
of threads, the hit rate first increases and then decreases. In-
creasing the number of threads supported by a processor over-
laps the execution of greater number of packets. The result-
ing interleaving of memory accesses has two effects: (1) it in-
creases hit rate because of improved inter-packet locality (re-
sulting from temporal reuse of data structures across packets);
and (2) it reduces the hit rate because of the increase in working
set size. At small cache sizes, the hit rate improves because of
increased inter-packet locality at first; but eventually increase in
the working set sizes results in reduction in hit rates.

3. For moderate cache sizes (2-10KB), increasing the number of
threads has little impact on the hit rate. With moderate size
caches, application data structures yield high hit rates (0.55-0.7
for the QoS router with the MRA trace, and 0.8-0.9 for the virus
scanner with the ANL trace). At these hit rates, assuming a miss
penalty of 50 cycles and a zero-cycle context-switch penalty,
only a small number of threads are needed to achieve 100%
utilization of the processor core (see Figure 5). Thus, increasing
the number of threads per processor beyond this point has little
impact on the hit rate.
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Figure 5: Variation in number of threads needed to achieve maximum
processor utilization with hit rate

4.1.4 Mapping vs. Caching

Today’s network processors expose the memory hierarchy to the pro-
grammers; programmers map data structures to different levels of the
memory hierarchy explicitly. In this section, we compare the perfor-
mance of such mapping techniques to caching.

To map a data structure to a certain level of the memory hierar-
chy at design time, the memory size must be at least as large as the
maximum data structure size. Hence, with mapping, the hit rate (i.e.,
the percentage of memory accesses that can be serviced from fast
memory) would change only when the fast memory size increases
sufficiently to accommodate a new data structure. Hence, the hit rate
changes in steps (where the length of the step corresponds to data
structure size and the height of the step indicates the percentage of
accesses made to the data structure). Figure 6 illustrates this behavior
for both the QoS router and the virus scanner. It shows that to achieve
a hit rate of 90% or higher, mapping requires two orders of magnitude
greater amount of fast memory as compared to caching.

Observe that the above scheme of “entire” data structure map-
ping is essential for most of the application data structures (e.g., a
hash table, metering data, and the pattern table). However, for data
structures—such as the trie—it is possible to partition the data struc-
ture such that the most frequently accessed portion of the data struc-
ture (namely, the top-levels of the trie) can be placed in fast memory
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Figure 6: Comparison of mapping and caching techniques
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Figure 7: Comparison of partial mapping of trie with caching

and the remaining structure can be stored in a larger, slower mem-
ory [31, 12]. This approach attempts to approximate the behavior of
a cache through static partitioning of the data structures. We evaluate
the relative performance of such a mapping scheme with caching for
the trie data structure. Figure 7 illustrates that this partial data struc-
ture mapping technique falls significantly short of the hit rate attained
by caching.

4.2 Benefits of Caching
In Section 4.1, we have shown that (1) a significant fraction of the
non-stack accesses are to application data structures, and (2) a moder-
ate size cache is sufficient in achieving high hit rates (80% and higher)
for these data structures. Thus, provisioning caches in NPs for use by
application data structures offers the following benefits.

• By absorbing a significant percentage of accesses to applica-
tion data structures as cache hits, an NP with appropriately pro-
visioned cache can significantly reduce (by 30-70%) the time
required to process each packet (see Figure 8). This, in turn,
reduces the number of processors required to meet the packet
throughput requirements. In particular, if λ is the rate at which
packets arrive at a packet processing system, and if T is the av-
erage time required to service each packet, then the total num-
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Figure 9: Normalized off-chip memory bandwidth requirement (with
respect to a system without cache)

ber of processors N that the system should provision is given
by N ∗ 1

T = λ ⇒ N = λT . Thus, smaller the T , the smaller the
required level of processor provisioning.

• An appropriately-provisioned cache for application data struc-
tures can reduce (by 80-90%) the off-chip memory bandwidth
requirement (see Figure 9). This improves the scalability of
packet processing systems.

5 Related Work
The literature contains several approaches for improving the through-
put for accessing packet data structures (either by exploiting the se-
quential nature of accesses or by designing high-throughput pipelined
memory subsystems) [25, 28, 41]. A significant body of research
also addresses the problem of reducing the number of memory ac-
cesses performed for route lookup [40]. Route lookup schemes that
exploit caches available in general purpose CPUs have been proposed
in [16, 43]. A memory hierarchy optimized for a route lookup algo-
rithm is proposed in [12]. A comprehensive survey of lookup algo-
rithms can be found in [40]. These efforts are complementary to our
work.

As for caching, several researchers have observed that, because of
the frequent re-occurrence of IP addresses in packet traces, caching
the results of previous route lookup operations can improve router

8



0

20

40

60

80

100

0 10 20 30 40 50 60

P
er

ce
nt

 R
ed

uc
tio

n 
in

 P
ro

ce
ss

in
g 

T
im

e

Cache Size (KB)

Miss Penalty = 10
Miss Penalty = 20
Miss Penalty = 50

0

20

40

60

80

100

0 10 20 30 40 50 60

P
er

ce
nt

 R
ed

uc
tio

n 
in

 P
ro

ce
ss

in
g 

T
im

e

Cache Size (KB)

Miss Penalty = 10
Miss Penalty = 20
Miss Penalty = 50

(a) QoS Router (MRA trace) (b) Virus Scanner (ANL trace

Figure 8: Reduction in average packet processing times (as compared a system without cache)

throughput [21, 30, 36, 37]. Special-purpose result-cache hardware
has been proposed for the route lookup and a similar but more general
problem of Layer-4 classification in [17] and [48] respectively. Tech-
niques for improving performance of such result-caches have been
proposed in [23]. Our study differs from all of these efforts in two
ways. First, we evaluate the locality properties of data structures used
in a wide-range of packet processing applications and kernels (not just
route lookup). Second, in the context of route lookup, prior work has
demonstrated the benefits of caching results of route lookup; instead,
we evaluate the effectiveness and benefits of caching data structures
(in particular, trie) used in performing route lookups. This is a subtle,
and yet an important difference.

In Figure 10, we compare the reduction (with respect to a system
without any type of a cache) in the average packet processing times
observed in a system configured with a result-cache used only for
caching route lookup results to a system that utilizes a data cache for
route-table trie and other application data structures. It shows that,
for the same cache size (in particular, the same chip-area devoted to
implementing result-cache and data cache), the system with the data
cache achieves a greater reduction in the average packet processing
times. This demonstrates that, because of the inherent temporal local-
ity of reference exhibited by application data structures, a data cache
can outperform special-purpose result-caches.
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Figure 10: Comparison of average packet processing times in systems
with a result cache and a data cache

Crowley et al. [19] evaluate data cache miss rates for a few packet

processing applications. Their primary focus is the comparison of
processor architectures in exploiting the instruction-level and thread-
level parallelism; they do not quantify the effectiveness of data
caching. Wolf et al. [46] study instruction cache locality with the
aim of avoiding cold instruction caches when assigning packets to
processors. Baer et al. [12] study route lookup in the presence of
packet traces with little or no temporal locality in the destination IP
addresses; in this case, the top few levels of the trie are brought into
the cache (much like the partial mapping scheme we studied in Sec-
tion 4.1.4). Our study shows that with more realistic traces, the ben-
efits of caching are even more pronounced.

Commbench[45] and NetBench [34] present a preliminary analy-
sis of the memory access behavior of some benchmark applications.
These studies, however, analyze the benchmark programs as a whole,
without isolating data structures. As we have demonstrated, the miss
rates for entire applications can be biased significantly with the inclu-
sion of stack accesses.

To the best of our knowledge, we are the first to systematically
explore and quantify the benefits data caching across a wide range of
packet processing applications.

6 Concluding Remarks
Today’s network processors (NPs) support mechanisms to hide long
memory access latencies; however, they often do not support data
caches that are effective in reducing average memory access latency.
In this paper, we make a two-fold argument for supporting data caches
in network processors.

First, we argue that to support complex applications in the edge
and enterprise networks, NP-based systems are provisioned with suf-
ficient resources to process an expected traffic mix, while meeting
the worst-case demands only for basic IP forwarding. In such sys-
tems, data caching–if effective–can reduce the average time to pro-
cess packets (and hence the resource provisioning level) as well as
lead to system designs that are robust to traffic fluctuations.

Second, we study the locality properties exhibited by a wide-rage
of packet processing applications. We show that packet processing
applications access two types of data structures: packet data struc-
tures and application data structures. Whereas packet data structures
exhibit considerable spatial locality but little temporal locality, ap-
plication data structures exhibit considerable temporal locality. We
demonstrate that application data structure accesses constitute a sig-
nificant fraction of the total number of memory accesses. Conse-
quently, utilizing a cache for application data structures can (1) re-
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duce packet processing times, and (2) reduce the total off-chip mem-
ory bandwidth requirement considerably. We demonstrate using two
packet processing applications—a Quality of Service (QoS) router
and a virus scanner—and several traces collected from the Internet
that a moderate-size (40KB for the applications and traces consid-
ered) cache can achieve high (80%) hit rate for application data struc-
tures. Further, it can reduce packet processing times by 30-70% (de-
pending on the miss penalty), and reduce off-chip memory bandwidth
requirement by 80-90%.
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