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ABSTRACT

Group subscription is a useful mechanism for multicast con-
gestion control: RLM, RLC, FLID-DL, and WEBR C form
a promising line of multi-group protocols where receivers
provide no feedbad to the sender but control congestion
via group membership regulation. Unfortunately , the group
subscription mechanism also o ers receivers an opportunit y
to elicit self-bene cial bandwidth allocations. In particular,
a misbehaving receiver can ignore guidelines for group sub-
scription and choosean unfairly high subscription level in a
multi-group multicast session. This posesa seriousthreat to
fairness of bandwidth allocation. In this paper, we presert
the rst solution for the problem of inated subscription.
Our design guards accessto multicast groups with dynamic
keys and consists of two independent componerts: DELTA
(Distribution of ELigibilit y To Access){ a novel method for
in-band distribution of group keysto receiversthat are eligi-
ble to accessthe groups according to the congestion control
protocol, and SIGMA (Secure Internet Group Managemert
Architecture) { a generic architecture for key-based group
accessat edgerouters.
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1. INTRODUCTION

Traditionally , congestion control proto cols trust receivers
and assume their commitment to fair bandwidth sharing.
Unfortunately , due to the growth and commercialization of
the Internet, this assumption is no longer tenable. Whereas
information sources and network providers have an inter-
estin treating their customers fairly, a receiver is primarily
interested in maximizing its own throughput. Hence,the re-
ceiver may misbehave to acquire unfairly high bandwidth at
the expenseof competing trac. Furthermore, open-source
operating systems provide receivers with ample opportuni-
ties for misbehavior. Thus, robustnessof congestion control
to receiver mishehavior becomesa pressing problem.

Multicast is a service for scalable dissemination of data to
a group of receivers. In IP multicast [10, 15], a receiver sub-
scribesto a multicast group by submitting the group address
to the local edgerouter via IGMP [12], and the network or-
ganizesits routers in a logical tree that distributes packets
from the senderto the subscribed receivers. A single multi-
cast group, however, is often ine ectiv e in accommadating
the diverse capabilities of receivers. To satisfy heteroge-
neousreceiving capabilities, multicast sessionsoften include
multiple groups. This allows a receiver to align the received
rate with its capability by subscribing to a suitable subset
of the groups. In fact, group membership regulation has
emerged as a dominant mechanism for multi-group multi-
cast congestion control: RLM [20], RLC [28], FLID-DL [5],
and WEBR C [18] form a promising line of multi-group pro-
tocols where receivers control congestion primarily through
appropriate group subscription.

Unfortunately , the group subscription mechanism also of-
fersto receivers an opportunit y to elicit self-bene cial band-
width allocations. In particular, a misbehaving receiver can
ignore subscription guidelines and raise its subscription un-
fairly. To understand the signi cance of this misbehavior,
consider a setting where receivers F1 and F2 from dier-
ent FLID-DL sessionsshare a 1 Mbps bottleneck link with
two TCP Reno [2] receivers T1 and T2. We simulate this
scenario using NS-2 [23] and a topology described in Sec-
tion 5. After 100 secondsinto the simulation, receiver F1
starts to misbehave and in ates its subscription in violation
of the protocol. As Figure 1 illustrates, such a mishehavior
boosts the throughput of F1to 690 Kbps at the expenseof
well-behaving receivers F2, T1, and T2.

In this paper, we presert DELTA and SIGMA, the rst
solution for the problem of in ated subscription. First, we
argue that prevention of inated subscription requires re-
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Figure 1: Impact of inated subscription.

stricted group access. Then, we show that existing archi-
tectures for group accesscontrol { such as SecurelGMP [3]
and Gothic [16] { do not protect against in ated subscrip-
tion becausethey de ne the eligibility to accessa group
basedon the identity , rather than the congestion status of a
receiver. DELTA and SIGMA use dynamic keysto enforce
congestion-de@ndent group access.Our designrequires only
minimal generic changesin the edgerouters, does not alter
the core of the network, and intro ducesno auxiliary servers.
Integration with DELTA and SIGMA makes multicast pro-
tocols robust to inated subscription and preserves other
congestion control properties. We illustrate this by deriving
and evaluating FLID-DS, a robust adaptation of FLID-DL.

The rest of the paper is organized as follows. Section 2
formulates the in ated subscription problem, our assump-
tions and design requirements. Section 3 describes DELTA
and SIGMA. Section 4 discussesproperties of our design.
Section 5 evaluates the protection oered by DELTA and
SIGMA. Section 6 examines the applicability of the pro-
posedapproach in end-system multicast. Finally, Section 7
summarizesour contributions.

2. PROBLEM FORMULATION

In this section, we rst position the problem of in ated
subscription within the area of bandwidth attacks. Then,
we arguethat protection againstin ated subscription should
rely on network-supported accesscontrol where the conges-
tion status of a receiver determines its eligibilit y to accessa
multicast group. We describe the requirements for designing
such accesscontrol and discussour assumptions.

2.1 ThreatModel

We examine attacks on congestion control where a mul-
ticast receiver abusesthe group subscription mechanism to
elicit a self-bene cial bandwidth allocation. Although the
unfair bandwidth advantage comesat the expenseof com-
peting trac, there are important di erences betweenthese
self-tene cial attacks and denial-of-service attacks.

First, disruption of network servicesis a solegoal in denial-
of-service attacks. Consequerily, the attacker strives for
highly visible disruptions, and the magnitude of the dam-
age is a measure of its success. The intentional visibilit y
of denial-of-service attacks facilitates their detection { an
unusually low level of service is an indicator that the net-

work is potentially under attack. On the other hand, a self-
bene cial attacker is primarily concernedwith increasing its
own bandwidth consumption. The damage to other com-
munications is collateral and rather undesirable. To avoid
detection and thereby preserve the unfairly acquired band-
width, self-bene cial attacks are interested in keeping a low
prole. For example, instead of shutting down the compet-
ing trac, the attacker hasincentivesto subdue this trac
to a level that the abused parties can falsely interpret as
fair. Thus, self-bene cial attacks can be sneakier and more
dicult to discern.

Second, denial-of-service attacks enjoy a richer arsenal.
To waste bandwidth, an attacker cantransmit spurious data
or subscribe to multiple sessionseven if the attacker has no
interest in their content. Such attacks are purely malicious;
the attacker itself doesnot benet from the wasted band-
width. Opportunities for self-bene cial attacks are lessam-
ple { to acquire an unfairly high bandwidth for obtaining
the data within a session,a receiver has to manipulate its
congestion control protocol. Since the manipulation oppor-
tunities are limited, protection against self-bene cial attacks
can be more e ective. Whereas defenseagainst denial-of-
service is reactive and relies on detection and punishment,
it is possibleto prevent self-bene cial attacks.

In comparison to widely publicized denial-of-service inci-
dents, insidious self-bene cial attacks have stirred much less
attention among researders. We are not aware of any study
quantifying the extent and impact of bandwidth cheating.
On the other hand, sneaky self-bene cial misbehavior is far
from harmless. In the Internet, the population of bandwidth-
greedy users exceedsgreatly the number of hackers inter-
estedonly in disrupting the communications of others. Even
inside large intra-enterprise network environments, sel sh
misbehavior cannot be discounted. Due to the tangible
incentives o ered by self-bene cial attacks, the frequency
and cumulativ e impact of such attacks can be much higher.
Studies of TCP congestion control show that a misbehav-
ing receiver can substantially increaseits throughput at the
expenseof crosstrac [11, 25]. Thus, even if a small per-
certage of unicast receivers launches self-bene cial attacks,
this misbehavior can sewerely disrupt network services. In
multicast congestion control, self-bene cial receiver attacks
are more diverseand pose even more potent threats to the
network [13].

In our trust model, a misbehaving receiver only seeksa
self-bene cial bandwidth allocation but does not act from
pure malice to stage denial-of-service attacks. Local inter-
facesof edgerouters are the only points of accessor network
users. For instance, a receiver can subscribe to a multicast
group only by communicating with a local router. We as-
sume that information sourcesand network providers (and
hence network routers) are trustworthy and always adhere
to their protocols. Note that the trust in routers is essetial
for fair bandwidth allocation becausea router has the last
word in allocating the bandwidth of its output links.

2.2 DesignRequirements

In ated subscription can be addressedby either discour-
aging the misbehavior or preventing it altogether. The for-
mer approach punishes misbehaving receivers a posteriori,
e.g., by discriminatory dropping of their future packets [19].
In this paper, however, we focus only on mecdhanisms that
prevent receivers from in ating their subscription.
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Since the Internet Group Managemert Proto col (IGMP)
doesnot restrict the ability of receiversto subscribe to mul-
ticast groups, a misbehaving receiver can join any multicast
group aslong asit knows the addressof this group. Hence,a
natural solution for preventing in ated subscription may ap-
pear to be the onethat hides information about the groups
(i.e., multicast group addresses)from ineligible receivers.
Unfortunately , such information hiding is dicult to real-
ize in modern networks: since multicast group addressesare
employed for routing, receivers can abuse network monitor-
ing and debugging tools { such as MSTAT [22] { to query
routers and obtain the addressesof active multicast groups.

Based on these arguments, we conclude that to restrict
group subscription only to eligible receivers, a multicast
congestion control must regulate accessto groups. Exist-
ing architectures for group accesscontrol { such as Secure
IGMP [3] and Gothic [16]{ rely on receiver authentication.
Unfortunately , the identit y of a receiver doesnot reveal any
information about its congestion status. Hence, conven-
tional group accesscontrol mechanisms are inadequate for
preventing in ated subscription. Instead, multicast conges-
tion control proto cols need a mechanism where the receiver
congestion status { rather than the receiver identit y { forms
a foundation for group accesscontrol. This leads us to our
rst design requirement.

Requirement 1. To protect againstin ate d subscription,
multic ast congestion control protocols must rely on congestion-
dependent access control mechanisms.

Since any form of group accesscontrol requires support
from the network infrastructure (e.g., routers), deployment
considerations lead us to the following requirement.

Requirement 2. Implementation of accesscontrol mech-
anisms should require minimal modi ¢ ations of the network
infr astructure.

The minimal infrastructure support requirement suggests
that accesscontrol mechanisms should be implemented at
edge routers without any changesin the network core. In
addition to limiting the amount of infrastructure changes,it
is essetial for the accesscontrol functionalit y to be generic.
The infrastructure should support a diversecollection of ex-
isting protocols as well as future proto cols.

Requirement 3. The access control functionality sup-
ported by the network infr astructure should be independent
from details of speci ¢ congestion control protocols.

Observe that the required generality of network support
poses a challenge becausedi erent multi-group protocols
specify di erent rules for group subscription. For instance,
in replicated multicast protocols [8, 9], each group of a ses-
sion delivers the same content at a dierent rate, and a
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receiver reacts to congestion by switching from its only sub-
scribed group to a slower one. On the other hand, in layered
multicast protocols[5, 14,17, 18, 20, 27, 28], groups of a ses-
sion carry cumulativ e layers of hierarchically encoded data,

and a receiver controls congestion by subscribing to an ap-
propriate stack of lower groups. Byers et al [6] also propose
a non-cumulativ e variation of layered multicast where any
combination of the groups in a sessionconstitutes a legiti-

mate subscription level. Furthermore, while some proto cols
[5, 28] reduce subscription in response to a single packet
loss, others [18] monitor a long-term history of lossesto de-
termine the fair subscription level. Similarly, while some
protocols rely on packet loss as a congestion signal, others
employ explicit congestion noti cation. The above consid-
erations demonstrate that the right to accessa group should
be a protocol-speci ¢ function of congestion.

Finally, although our primary goal is to develop mech-
anisms that protect multicast congestion control protocols
against in ated subscription, a secondary goal is to ensure
that these mechanisms have minimal, if any, impact on the
overall e ectiv enessof congestion control. This leads us to
our nal requirement.

Requirement 4. Mechanisms for protecting against in-
ate d subscription should preserve the salability, fairness,
e ciency, resmnsiveness,and other properties of multicast
congestion control protocols.

3. DESIGN

Our objective is to design group accesscontrol based on
the congestion status of receivers. Direct monitoring of con-
gestion at routers is one option for congestion-dependernt
accesscontrol. For example, edge routers can obsene the
congestionstatus of a multicast sessionand enforcefair sub-
scriptions of local receivers. However, such schemes vio-
late our Requirement 3 becausethey make routers aware of
the session,its groups, and its congestion control proto col.
Hence, we select an alternativ e design where keys guard ac-
cessto groups. To subscribe for a group, a receiver needsto
provide a valid key to its local edgerouter. The edgerouter
veri es the key prior to granting accessto the group. The
design requires edge routers to obtain, store, and validate
group keys. This functionalit y, however, is independert of a
speci ¢ congestion control protocol.

Since the network conditions change, keys for congestion-
dependert group accessshould alsobe dynamic. Wede ne a
time slot asan atomic duration of group accesscontrol. The
senderupdates group keysonceper time slot and distributes
the updated keysto edgerouters aswell asto receivers that
are eligible to accessthe groups during a subsequen time
slot. Figure 2 depicts the timeline for key distribution and
usage: the keysdistributed during time slot s control access
during time slot s+ 2. Time slot s+ 1 gives ead receiver
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enough time to reconstruct the keys and submit them to
the local edgerouter for validation before multicast packets
from time slot s+ 2 start reaching the router.

Sincethe eligibilit y to accessa group dependson the con-
gestion control proto col, distribution of keysto receivers is
protocol-specic. Thus, we separate our design into two
independert componerts: proto col-specic DELTA (Distri-
bution of ELigibility To Access){ a method for in-band dis-
tribution of group keysto receiversthat are eligible to access
the groups according to the congestion control proto col, and
generic SIGMA (Secure Internet Group Management Archi-
tecture) { an architecture for key-basedgroup accessat edge
routers. Below, we presert designsof thesetwo componerts.

3.1 DELTA

Despite di erences in details, multi-group proto cols share
some general features. One common notion is a subscrip-
tion level { a subset of the groups that constitutes a le-
gitimate subscription in the session. Each protocol o ers
a nite number of subscription levels that can be ordered
from a minimal level to a maximal level according to their
bandwidth consumption. Although dierent protocols de-
ne the congestedstate of a receiver di eren tly, they specify
three generic rules for fair subscription: (1) an uncongestel
receiver can maintain its current subscription level (2) a
congesteal receiver must decrease its subscription level, and
(3) when authorized, an uncongesta receiver can increase
its subscription level.

To enforce these subscription rules, DELTA distributes
group keys among multicast packets so that:

1. Only an uncongestedreceiver can reconstruct updated
keys for its current subscription level.

2. A congested receiver can obtain updated keys for a
lower subscription level.

3. When authorized, an uncongestedreceiver can obtain
updated keys for a higher subscription level.

Di eren t protocolsimplement DELTA di eren tly depending
on their de nitions for a subscription level and congested
state. Below, we rst presert a DELTA instantiation for
layered multicast protocols that de ne congestion as a sin-
gle packet loss. Then, we discussDELTA instantiations for
other typesof protocols.

3.1.1 Exampleof a DELTA Instantiation

FLID-DL [5] and RLC [28] are prominent represenativ es
of unreliable proto colsfor cumulativ e layered multicast where
congestionis de ned as a single packet loss. In such a pro-
tocol, a sessionconsists of multiple groups that carry layers
of hierarchically encaded data. We label the groups in the
order of their data layers: group 1 carries the base layer,

group 2 carriesthe rst enhancemer layer, ..., and group N
carries the last enhancemern layer. Thus, group 1 consti-
tutes the minimal subscription level in the sessionwhile the
maximal subscription level consists of all N groups. We re-
fer to groups 1 and N, respectively, as the minimal and the
maximal groups of the session. The protocol species the
following subscription rules: (1) an uncongesta receiver can
keep its current groups, (2) a congestal receiver of g groups
must drop group g, and (3) when authorized, an uncongestel
receiver of g groups can add group g + 1.

A straightforw ard transformation of theserulesinto condi-
tions for in-band distribution of keyswould introduce: (r ) a
congestedreceiver of g+ 1 groups should not obtain an up-
dated key for group g+ 1, and () when authorized, an
uncongestedreceiver of g groups should obtain an updated
key for group g+ 1. These requirements however contradict
when group g+ 1 is the only group that losesa packet, and
group g gets an upgrade authorization: accordingto (r ), a
subscriber to g + 1 groups should not obtain an updated key
for group g+ 1; on the other hand, since groups 1 through g
deliver all their packets, the subscriber should obtain this
key according to (). To resolve the contradiction, we al-
low such a receiver to get the updated key and maintain the
subscription to group g+ 1. One can view this resolution as
desirable becauseit helps receivers behind the same bottle-
ned link to synchronize their subscription levels. Thus, the
conditions for key distribution becomeas follows:

1. An uncongested receiver should obtain updated keys
for its current groups.

2. A congested receiver of g groups should obtain up-
dated keysfor its lower g 1 groups. It can obtain an
updated key for group g only if the proto col authorizes
an upgrade to group g, and groups 1 through g 1 do
not lose packets.

3. When authorized, an uncongestedreceiver of g groups
should obtain an updated key for group g+ 1.

Let us now derive a DELTA instantiation that satis es
these conditions. We start with an approach where a single
key kq guards accessto group g.

In the absenceof an upgrade authorization for group g,
only an uncongestedreceiver of g groups should obtain Kg.
To enforce this, the sendercan attach a component ¢, to
ead packet pofeverygroupj suchthat 1 j ganddene
kq by applying a function F to the list of these componerts:

@

where n; is the number of packets transmitted to group j
during the time slot.

If the sender de nes keys ki through ky independertly
without reusing a componert of one key as a componert
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Figure 4: DEL TA instan tiation for layered multicast

for another key, the communication overhead of the key dis-
tribution becomeshigh: eadc packet of group j needsto
carry N j + 1 components (one componert for eadh key
kg suchthat j g N). Thus, to minimize the per-packet
overhead, eath packet p from group j should carry only one
componert cj, shared by keysk; through Ky .

The sharing of componerts, however, complicates the ful-
limen t of the distribution conditions. For example, whereas
all the componerts of key kg 1 are also componerts of key
kg, our secondcondition stipulates that a congestedreceiver
of g groups should obtain ky 1 but not ky. Then, such are-
ceiver should not be able to obtain the sharedcomponents by
applying the inverseof F to kq 1 becausethis ability would
allow the congestedreceiver to reconstruct kg via Equation 1
when group g doesnot lose a packet. Therefore, F should
be a one-way function.

When the proto col authorizes an upgrade to group g, only
an uncongestedreceiver of g 1 groups should obtain key Kg.
Thus, a receiver should be able to compute kq by applying
afunction H to a list of componerts ijp distributed among
all packets p of every group j suchthat 1 j g 1:

Kg = H(ina;iiinng iiiiinilg n1siitig g 1)0 (2)

Sincethe proto col can authorize an upgrade for eac group 2
through N, minimizing the per-packet communication over-
headrequiresthat eat packet p of group j contains only one
componert ij, sharedby all keysk;+1 through kn. Then,
eat componert ijp, of key kg 1 is alsoa component of key
kq. Once again, a congestedreceiver of g groups should not
be able to obtain these shared componerts i, by applying
the inverseof H to kg 1 becausethis abilit y would allow the
receiver to reconstruct kg via Equation 2 when only groups
1 through g 2 lose packets. Hence, H should also be a
one-way function.

To reconcile Equations 1 and 2, a scheme that generates
keys and their components must resolve functions F and H
into the same value kyg. Since both F and H are one-way
functions, no practical algorithm can achieve this goal.

proto cols that dene congestion as a single packet loss.

This conclusion leads us to an idea of guarding a group
with multiple keys such that any of these keys opens access
to the group. Having more than one key per group enables
simple instantiations of DELTA by relaxing the dependen-
cies betweenthe distribution conditions.

We instantiate DELTA by using up to three keys per
group: (1) top key, (2) decreasekey, and (3) increasekey (see
Figure 3). The sendercommunicates these keysto receivers
by adding component elds and decreaseelds to multicast
packets. We de ne top key 4 for each group g as:

g = ‘_g Gip (3)
j=1 p2s;
where is an XOR operation, S; is a set of packets sert to
group j, and cjp is a nonce placed by the senderinto the
component eld of packet p from group j. Only an uncon-
gested receiver of g groups can extract all noncescy;, and
use Equation 3 to compute key .
For each group j such that 1 N
generatesthe following decreasekey ;:

i = dia (4)

1, the sender

where d;+1 is a nonce put into decreaseeld of ead packet
transmitted to group j + 1. A receiver of g groups can
compute keys ; through g 1 via Equation 4 aslong asthe
receiver getsat least one packet from ead group 2 through g.
If one of these groups losesall its packets, the receiver is
forced to reduceits subscription by more than onegroup. In
fact, if group g losesall its packets, and any group 1 through
g 2 losesa packet, no in-band mechanism can provide a
receiver of g groups with an updated key for group g 1
without violating the other distribution conditions.

When the protocol authorizes an upgrade to group m
where2 m N, the sender generatesincreasekey n
for group m as:

m = Cip %)
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Figure 5: DEL TA instan tiation

and thereby enablesan uncongestedreceiver of g groups to
reconstruct key 4.1 after receiving all componerts cj, from
groups 1 through g.

Figure 4 preserts our algorithm for the in-band distribu-
tion of keysto receivers. The algorithm has a nice property
that the senderprecomputes the keys without knowing the
number of transmitted packets and then generates compo-
nents of the keysin real time. Thus, adopting the DELTA
instantiation does not change the packet transmission pat-
tern. Besides,the precomputation of the keysallows SIGMA
to distribute them to edgerouters beforehand.

3.1.2 Instantiationsfor Other Typesof Protocols

In Section 3.1.1, we derived a DELTA instantiation that
protects FLID-DL, RLC, and similar unreliable proto cols for
cumulativ e layered multicast where congestionis de ned as
a single packet loss. To protect proto cols of other types,we
extend the preserted approach along the following four di-
mensions: (1) reliabilit y, (2) congestion noti cation, (3) ses-
sion structure, and (4) congestedstate.

Reliabilit y. Reliable multicast proto cols overcomelosses
by transmitting additional packets, e.g., packets with re-
transmitted data or error correction codes [7]. If a reliable
proto col includes these extra packets in its de nition for a
congestedstate, DELTA protects the proto col by distribut-
ing the keys among both the original and added packets.

Congestion noti cation. Instantiations of DELTA for
loss-driven congestion control can be easily adapted for net-
works where routers mark forwarded packets to indicate
congestion explicitly . To extend the protection to proto-
colsthat exploit such explicit congestionnoti cation (ECN),
edgerouters simply alter the content of the component eld
in each marked packet. This prevents receivers ineligible for
a group from reconstructing the group key.

Session structure. Unlike in layered multicast, ead
subscription level in a replicated multicast sessionconsists
of a single group and provides the same content but at a
di eren t rate: minimal group 1 is the slowest, group 2 is the
second slowest, ..., and maximal group N is the fastest.
Let us now consider a replicated multicast protocol that

for replicated multicast

proto cols.

diers from the protocol in Section 3.1.1 only with respect
to the subscription rules: (1) only an uncongestel receiver
can stay in its current group, (2) a congestel receiver of
group g can switch to group g 1, and (3) when authorized,
an uncongestal receiver of group g can switch to group g+ 1.

Note that the rules allow an uncongestedreceiver to stay
in its current group g even if the protocol authorizes an
upgrade to group g+ 1. Then, the receiver can subscribe
to both groups. However, the receiver doesnot benet from
such misbehavior becausegroup g deliversthe samecontent
but at alower quality than group g+1. Sincethis paper deals
only with self-bene cial attacks, we formulate conditions for
the key distribution as follows:

1. Only an uncongested receiver should obtain an up-
dated key for its current group.

2. A congestedreceiver of group g should obtain an up-
dated key for group g 1.

3. When authorized, an uncongestedreceiver of group g
should obtain an updated key for group g+ 1.

We fulll the conditions with a DELTA instantiation pre-
serted in Figure 5. The algorithm is basically the same as
for layered multicast: the sendercomputes up to three keys
per group and communicates the keysto receivers via com-
ponent and decreaseelds. However, since eact subscription
level in replicated multicast contains only one group, we re-
de ne top and increasekeys for group g as:

g = Cgp and

p2 Sy

(6)

Cg 1p-
P2Sg 1

g:

Congested state. Multicast protocolsoften ignore occa-
sional loss of packets and consider a receiver to be congested
only when its lossrate exceedsa threshold. For instance, the
default threshold for each subscription level in RLM [20] is
25% of the packets transmitted to this level. MLD A [27]
and WEBR C [18] are examples of protocols that lower the
threshold for eac higher subscription level and thereby de-
ne a fair subscription level for eac loss rate.



For extending the protection to threshold-based proto cols,
DELTA can use Shamir's (k; n) threshold scheme[26]to dis-
tribute components of key 4 for subscription level g among
all n packets transmitted to this level { the senderusesmod-
ular arithmetic, picks a polynomial g(x) of degreek 1:

ax) = g+ aix+ i+ a ax* L (7)

where a1, ..., ak 1 are random coe cien ts, and puts one
componert ¢, into ead packet p:

&% = p;a(p) 8)

k out of the n packets can nd the coe cien ts of q(x) by
interpolation and then reconstruct the key as:

g = 9(0): 9)

In layered multicast, subscription levels share groups. Un-
fortunately , Shamir's scheme doesnot enable a reuse of the
components from lower subscription levels and, therefore,
has high communication overhead. Design of more e cien t
threshold schemesthat reuse components remains an open
researd problem.

3.2 SIGMA

Whereas instantiating DELTA enables multicast proto-
cols to distribute group keysto eligible receivers, group ac-
cesscontrol alsoneedsa mechanism for distributing the keys
to edgerouters. As per Requirement 3 from Section 2, the
functionalit y of edge routers should not depend on details
of congestion control protocols. In particular, edgerouters
should run proto col-independert code to obtain and store
keys as well asto enforce appropriate group access.In this
section, we presert SIGMA (Secure Internet Group Man-
agemernt Architecture) { a genericarchitecture for key-based
group accesscontrol at edgerouters. Below, we discussthe
two tasks of SIGMA: (1) distribution of keysto edgerouters,
and (2) multicast group managemeri.

3.2.1 GenericDistribution of Keysto Edge Routes

Our threat model assumesthat the network infrastructure
is trust worthy and always adheresto protocols. SIGMA ex-
ploits this assumption for distributing keysto edgerouters
via special multicast packets where tuples bind the address
of eath group with the keys for accessingthe group dur-
ing a time slot. For example, when the protocol from Sec-
tion 3.1.1 doesnot authorize an upgrade to an intermediate
group g, SIGMA communicates a tuple that links the ad-
dressof group g with top key 4 and decreasekey g; if the
proto col authorizes the upgrade, the tuple for group g also
contains increasekey 4. The network-layer headers of the
special packets carry a bit instructing edge routers to in-
tercept the packets without forwarding to local interfaces.
Edge routers run the same proto col-independert code for
intercepting the special packets and storing the address-ley
tuples. To ensurereliable delivery of the addressesand keys
to edgerouters, SIGMA usesforward error correction.

3.2.2 MulticastGroupManagement

Multicast group managemert in SIGMA is challenging be-
causekeys change every time slot. When a receiver proves
its right to join a new group, sometime may passbefore the
network starts forwarding packets from the added group to

| address of the minimal group

(a) Session-join message

requested groups

—

EEE ] | i L

(b) Subscription message

abandoned groups

>

(c) Unsubscription message

Figure 6: SIGMA messages sent by receiv ers.

the local edgerouter. Besides,after the packets start reach-
ing the receiver, their rst complete time slot s can enable
the receiver to obtain the group key for time slot s+ 2 but
not for time slot s+ 1 (seeFigure 2). To allow an uncon-
gestedreceiver to maintain its uninterrupted subscription to
the new group, the edgerouter marks the local interface as
expecting the group. After packets from the added group
start reaching the edgerouter, the router forwards them to
the interface unconditionally for two complete time slots.

Admission of a new receiv er into a session is a chal-
lenge becauseDELTA provides updated keys only to cur-
rent receivers. SIGMA admits new receivers by allowing a
receiver to join the minimal group without a key: the re-
ceiver simply sendsthe local edgerouter a session-joinmes-
sage that contains the address of the minimal group (see
Figure 6(a)). However, if the new receiver fails to submit a
valid key within two complete time slots of unrestricted ac-
cessto the minimal group, the edgerouter stops forwarding
the group packets for at least one time slot. This prevents
a receiver ineligible even for the minimal group from main-
taining an uninterrupted subscription to the session.

With respect to the other group managemen functions,
SIGMA resenbles existing schemesfor key-basedgroup ac-
cesscontrol. In what follows, we describe how SIGMA im-
plements these functions.

Subscribing to a group. A receiver subscribesto a
group for a time slot by sending the local edgerouter a sub-
scription messagethat speci es the time slot and address-ley
pair for the group. Before granting accessto the requested
group, the edgerouter veri es validit y of the submitted key.
Figure 6(b) shows the general format of subscription mes-
sages. To ensure reliable subscription, the edge router ac-
knowledges each subscription message. If a receiver does
not receive an acknowledgmernt for its subscription message,
the receiver retransmits the message. To reduce trac on
the local interface, a receiver doesnot transmit its subscrip-
tion messageif the edge router has acknowledged an ear-
lier messagefrom another receiver that reported the same
address-ley pairs.

Unsubscribing  from a group. Dynamic keys ensure
that failure to provide a valid key for a group results in leav-
ing the group. For example, a congestedreceiver is forced
to drop a group within two time slots after congestion. To



allow a receiver { e.g., an uncongestedreceiver parting with

its sessionaltogether { to leave groups even quicker, SIGMA

also o ers an explicit unsubscriptionmessagethat contains

the addressesof the abandoned groups (see Figure 6(c)).

When a receiver leavesa group, its unsubscription message
should not harm other receivers subscribed to the group le-

gitimately on the same interface. The remaining receivers
preserve the group subscription by submitting a subscription

messagethat supplies a valid key for the group.

3.2.3 IncrementaDeploymenbf SIGMA

Each edgerouter that replacesIGMP with SIGMA noti-
es local receivers about its support of SIGMA. If an edge
router does not support SIGMA, local receivers of a mul-
ticast sessionprotected with DELTA and SIGMA interact
with the router via IGMP and ignore DELTA packet elds
and SIGMA special packets. Such receivers still can in-
ate their subscription and acquire unfairly high bandwidth.
However, even a partial deployment of SIGMA edgerouters
is bene cial { theserouters prevent their local receiversfrom
in ated subscription.

4. PROPERTIES OF DELTA AND SIGMA

4.1 Revisiting the DesignRequirements

We start an assessmen of our design by revisiting the
requirements from Section 2 and arguing that DELTA and
SIGMA meet these requirements.

Congestion-dep endent group access control. While
SIGMA guards accesgo groups with dynamic keys, DELTA
distributes the keys only to receivers that are eligible to
accessthe groups according to the congestion control pro-
tocol. DELTA instantiations protect protocols of dierent
types: unreliable and reliable, loss-driven and ECN-driv en,
layered and replicated, reacting to a single loss and based
on a threshold for the lossrate.

Minimal changes in the network. Any architecture
for key-basedgroup accesscontrol must enable edgerouters
to obtain and store keys as well as to enforce appropri-
ate group access. SIGMA adds only this minimal required
functionalit y into edge routers. Furthermore, DELTA and
SIGMA needno support from core routers and intro duce no
servers into the network infrastructure.

Generalit y of network support. To support DELTA
and SIGMA, edgerouters run code that is independert from
details of protected congestion control proto cols.

Preserv ation of congestion control prop erties. The
preserted algorithms imp oseno limitations on packet trans-
mission. The sender precomputes group keys and then gen-
erates their componernts in real time. Consequerily, adopt-
ing DELTA does not require from a protocol to change its
transmission pattern. In Section 5.3, we experimentally ver-
ify that DELTA and SIGMA also preserve other congestion
control properties of protected proto cols.

4.2 Security Properties

In this section, we discuss security properties of the pro-
tection o ered by DELTA and SIGMA.

Main taining the trusted base. Our design assumes
that the network infrastructure is trustworthy. DELTA and
SIGMA implementations can realize this assumption by us-
ing convertional techniques for: (a) authentication to pre-
vent a misbehaving receiver from posing either as a sender

or as a router [24, 29], and (b) hop-by-hop or edge-to-edge
encryption to protect against snooping on network links [21].

Protection against attac ks on SIGMA. As long as
a local interface provides an edge router with a valid key
for a group, the router forwards packets of the group to the
interface. A misbehaving receiver ineligible to accessthe
group can sendthe edgerouter numerous random keysin a
hope that one of these keysis correct. If a valid key consists
of b bits, the probabilit y to gain the group accesshy guessing
the key is y=2° where y is the number of address-ley pairs
that the receiver is capable of communicating to the edge
router for the time slot. To addressthis attack, the edge
router can count di erent keyssubmitted for the group and
interpret a large tally as a possibleindicator of the attack.

Protection against attac ks on DEL TA. To acquire
a forbidden key, a receiver can seek vulnerabilities in the
DELTA implementation. For example, the receiver can at-
tempt to guessa missing component of the key. In the
DELTA instantiations preserted in Section 3.1, keys and
componernts have the samesize, and the component guess-
ing gives no advantage over guessingthe key directly.

In this paper, we focusedon self-bene cial misbehavior of
individual receivers. The preserted DELTA instantiations
are vulnerable to attacks where receivers of a multicast ses-
sion collude to pass keys from a more capable receiver to
a less capable receiver that is unable to reconstruct these
keys on its own. One design that is robust to such col-
lusion attacks guards eadch local interface with a dierent
set of keys. For example, to protect the proto col described
in Section 3.1.1, edge routers can make a disseminated key
interface-speci ¢ by altering randomly the forwarded com-
ponents of the key. Then, the edge router computes two
values: an upper key from the original componerts, and a
lower key from the modied componernts. Only if the up-
per key matches a valid key provided by SIGMA, and the
interface-speci c lower key matches a key provided from the
interface, the edgerouter opens accessto the group. How-
ever, this approach is proto col-speci ¢ and sacri ces the gen-
erality of SIGMA. Design of e cien t and generaltechniques
for protecting against collusion attacks is a topic for future
researd.

5. EVALUATION

This section evaluates DELTA and SIGMA both experi-
mentally and analytically .

5.1 Experimental Settings

We implemented DELTA and SIGMA in NS-2 [23] and
integrated these implementations with FLID-DL. We refer
to the integrated proto col as FLID-DS.

We conduct experiments in a single-bottleneck topology.
Unless stated otherwise, the experimental settings are as
follows. Multicast (FLID-DL, FLID-DS) and unicast (TCP
Reno, on-o CBR) sessionscompete for the bandwidth of
the only bottleneck link which is the middle link on a three-
link path of each session. The fair bandwidth share for each
sessionis 250 Kbps. The bottleneck link has a propagation
delay of 20 ms. Each of the other links has a propagation de-
lay of 10 ms and a capacity of 10 Mbps. The bu er spacefor
ead link is equal to two bandwidth-delay products. Every
multicast sessionconsists of 10 groups. The minimal group
transmits at a rate of 100 Kbps. The cumulativ e transmis-
sion rate of the sessiongrows multiplicativ ely with a factor
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of 1:5 per group. The time slot duration for FLID-DL is
set to its default value of 500 ms [5]. To provide the same
congestion control granularity in FLID-DS, we set the time
slot duration for FLID-DS to 250 ms (becauseSIGMA en-
forces group accesswith responsivenessof two time slots).
All data trac uses576-byte packets.

5.2 Preventing In ated Subscription

According to the results preserted earlier in Figure 1, a
FLID-DL receiver canin ate its subscription to acquire un-
fairly high throughput at the expenseof competing trac.
We now repeat this experiment for FLID-DS: after 100 sec-
onds, Fltries to in ate its subscription. Figure 7 shows that
DELTA and SIGMA preserwe the fair bandwidth allocation.

5.3 Presewing CongestionControl Properties

Now, let us investigate whether FLID-DS preservesother
congestion control properties of FLID-DL.

Impact on throughput. In the experiments of this sec-
tion, we compare FLID-DL and FLID-DS with respect to
the averagethroughput of a multicast receiver. Each exper-
iment lasts 200 seconds. We vary the number of multicast
(FLID-DL or FLID-DS) sessionsfrom 1 to 18. For the only
receiver of each multicast session,we measureits throughput
over the experiment duration.

First, we examine the multicast sessionsin the absence
of cross trac. Figures 8(a) and 8(b) report individual
throughput and averagethroughput (averagedoverthe num-
ber of sessions)for FLID-DL and FLID-DS receivers respec-
tively. Figure 8(c) shows that the receivers achieve similar
averagethroughput in FLID-DL and FLID-DS.

Then, we experiment in a setting where the number of
TCP sessionsis the same as the number of multicast ses-
sions. In addition, the bottleneck link also serves an on-o
CBR session. During an on-period, the CBR sessiontrans-
mits at a rate equal to 10% of the bottleneck link capacity.
Each on-period or o -p eriod lasts 5 seconds. Figure 8(d)
shows that whereasthe bandwidth allocation for multicast
trac dependsonthe number of sessionsyreceivers of FLID-
DL and FLID-DS sessionshave similar averagethroughput.

Resp onsiv eness. To study the impact of DELTA and
SIGMA on the responsivenessof multicast congestion con-
trol, we considera setting wherethe bottleneck link is shared
only by a multicast (FLID-DL or FLID-DS) sessionand an
on-0 CBR session.The CBR sessiontransmits its data at a

rate of 800Kbps during the time interval between45 seconds
and 75 seconds. Figure 8(e) shows that FLID-DS preserves
the responsivenessof the original FLID-DL proto col.

Heterogeneous round-trip times. In FLID-DL, aver-
age throughput of a receiver is relativ ely independent from
the round-trip time of the receiver. In this experiment,
we verify that DELTA and SIGMA preserve this property.
In the considered setting, the only multicast (FLID-DL or
FLID-DS) sessionhas 20 receivers. The bottleneck link has
a propagation delay of 5 ms. The propagation delays of
the other links are chosen so that the round-trip times of
the receivers spread uniformly between 30 ms and 220 ms.
Figure 8(f) plots average throughput of the receivers as a
function of their round-trip times. The averagethroughput
of the FLID-DS receivers is almost constant and remains
closeto the averagethroughput of the FLID-DL receivers.

Subscription convergence. When multiple receivers of
the same FLID-DL sessionshare a bottleneck link, the re-
ceivers convergeto the same subscription level even if they
join the sessionat dierent times. In our experiment, the
only multicast (FLID-DL or FLID-DS) sessionhas 4 re-
ceivers. The receiversjoin the sessionat times 0, 10 seconds,
20 seconds, and 30 secondsrespectively. As Figures 8(g)
and 8(h) indicate, the receivers converge to the same fair
subscription both in FLID-DL and FLID-DS.

5.4 Overhead

In the context of FLID-DS, we now analyze the over-
head of communicating the group keysto receivers and edge
routers via DELTA { as described in Section 3.1.1 { and
SIGMA.

Let group 1 of a FLID-DS sessiontransmit data at rate r.
If the cumulativ e transmission rate grows multiplicativ ely
with the factor of m per group, the sessiontransmits data
at cumulativ e rate R:

R=r m" ? (10)

where N is the number of groups in the session.
If each packet carries s bits of data, then the sessiontrans-
mits in average
t rtmV?

P = T: 75 (11)

packets during a time slot of duration t, and

ot
p_T (12)

of these packets belong to group 1.

DELTA communicates the keysto receivers by adding a
b-bit component eld to each packet and b-bit decreaseeld
to every packet of group g suchthat 2 g N. Therefore,
communication overhead O imposedby DELTA equals:

]

f ratio of the DELTA bits to the data bits g
2P p)b

R t

f (10); (11); and (12) g

N 1
(Zrtns\ %)b
rt mhv?
= f simpli cation g
1 b,

mN 1 s’

2
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SIGMA communicates the keysto edgerouters via special
packets. For eacth time slot, thesepackets deliver an I-bit slot
number and one address-ley tuple per group. Every tuple
contains a 32-bit multicast addressand b-bit top key. Each
of the tuples for groups 1 through N 1 alsoincludes a b-bit
decreasekey. Besides, when the proto col authorizes { with
an average frequency of fg4 per time slot { an upgrade to
group g, the tuple for this group carries a b-bit increasekey.
To ensure reliable delivery of this information, the sender
usesforward error correction that increasesthe bit require-
ments by the factor of z. The headersof the special packets
consume a total of h bits. Hence, communication overhead
O imposedby SIGMA is equal to:

o]
f ratio of the SIGMA bits to the data bhits g

N
I+ 32+ BN +bN 1)+b fg z+h
g=2

Rt
f (10) and simpli cation g

I+32N +b2N 1+ fg z+h

rt mv1

To quantify the derived expressions,we experiment with
a FLID-DS sessionthat transmits its 500-byte data packets
(i.e., s = 4000) at cumulativ e rate R of 4 Mbps. Transmis-
sion rate r of the minimal group is 100 Kbps. Keys and
their components are 16 bits long. A slot number consists
of 8 bits. Error correction overcomes50% packet loss. After
setting R, r, and N, we determine m from (10). During the
experiments, we record the observed values of f4, z, and h.

First, we explore the dependenceof the overhead on the
number of groups. Figure 9(a) shovs O and O for N
varying from 2 to 20 when t = 250 ms. Then, we examine
the impact of the time slot duration. Figure 9(b) plots O
and O for t varying from 200msto 1 secondwhen N = 10.
In both cases,the communication overhead remains about
0:8% for DELTA and stays under 0:6% for SIGMA. Thus,
DELTA and SIGMA protect against in ated subscription
without imposing a signi cant overhead.

6. DISCUSSION

Whereas this paper proposesrobust mechanisms for IP
multicast congestion control, slow deployment of IP multi-
casthasstirred aninterestin end-systemmulticast. Emerged
designsfor end-systemmulticast canbe classi ed into server-
based and peer-to-peer architectures.

In server-basedmulticast, trusted managed servers{ e.g.,
edge servers from Akamai [1] { form multicast forwarding
hierarchies. Server-based architectures can adopt DELTA
and SIGMA straightforw ardly to acquire robustnessagainst
in ated subscription: edge servers can enforce (in the same
fashion as edgerouters do it for IP multicast) appropriate
congestion-dependernt accessof local receivers to multicast
groups.

In peer-to-peer architectures, receivers themselves form
multicast forwarding hierarchies [4]. Then, the path from
the senderto a receiver can traverse another receiver that
forwards the data at alower than fair rate. Denial-of-service
is not the only rationale for such an attack. The slow for-
warding can enable the misbehaving intermediary to im-

prove its own reception by acquiring the releasedbandwidth
(e.g., when the bandwidth bottleneck is the wirelessconnec-
tion of the intermediary to the network). SinceDELTA and
SIGMA assumetrusted intermediaries, our designis insu -
cient for providing robust congestion control in peer-to-peer
architectures. One promising approach for robust peer-to-
peer multicast is to give a receiver some control over choos-
ing the peerson its path. The receiver-guided path forma-
tion faces, however, the following challenges:

A misbehaving receiver can seeka self-bene cial for-
warding hierarchy at the expenseof others. For exam-
ple, the slowest receiver can attempt to obtain a direct
connection to the senderby displacing faster receivers
to lower levels of the multicast hierarchy.

A misbehaving intermediary is di cult to detect. Due
to heterogeneousnetwork conditions, a receiver hasno
easy ways to verify the fairness of the received rate.
For instance, the receiver cannot rely on comparing
the rates from disjoint paths becausethe fair rates for
such paths can be dierent.

We plan to addressthe above challengesin our future archi-
tecture for robust peer-to-peer multicast.

7. CONCLUSION

Group subscription is a useful medchanism for multicast
congestioncontrol. Unfortunately , this mechanism also pro-
vides receiverswith opportunities to in ate subscription and
thereby acquire unfairly high bandwidth. In this paper, we
preserted DELTA and SIGMA, the rst solution for the
problem of inated subscription. DELTA and SIGMA use
dynamic keysto enforce congestion-degndent group access.
Our designrequiresonly minimal genericchangesin the edge
routers, does not alter the core of the network, and intro-
duces no auxiliary serwvers. Integration with DELTA and
SIGMA makes multicast protocols robust to inated sub-
scription and preserves other congestion control properties.
We illustrated this by deriving and evaluating FLID-DS, a
robust adaptation of FLID-DL.
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