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Abstract. W e in tro duce a state-based mo del that can b e used in sp ec-

ifying sensor net w ork proto cols. This mo del accommo dates sev eral fea-

tures that are common in sensor net w orks. Examples of these features

are 1-step lo cal broadcast, probabilistic deliv ery of messages, asymmetric

comm unication, and message collision. W e prop ose a three-step metho d

for v erifying sensor proto cols that are sp eci�ed in this mo del. In the �rst

step, the sp eci�ed proto col is sho wn to b e \nondeterministically correct"

under the assumption that message deliv ery is assured and message colli-

sion is guaran teed not to o ccur. In the second step, the proto col is pro v en

\probabilistically correct" under the assumption that message deliv ery

is probabilistic but message collision is guaran teed not to o ccur. In the

third step, the correctness of the proto col is pro v en b y a sim ulation where

message deliv ery is probabilistic and message collision ma y o ccur (when

t w o or more neigh b oring sensors happ en to send messages at the same

time). T o demonstrate the utilit y of our mo del, w e discuss an example

proto col that can b e used b y a sensor to iden tify its strong neigh b ors in

the net w ork, and apply the v eri�cation metho d to the proto col.

Keyw ords Sensor net w ork, State-based mo del, F ormal mo del, Proto col

sp eci�cation, Proto col v eri�cation

1 In tro duction

A sensor is a battery-op erated small computer with an an tenna and a sensing

b oard that can sense magnetism, sound, heat, etc. Sensors in a net w ork can use

their an tennas to comm unicate in a wireless fashion b y broadcasting messages

o v er radio frequency to neigh b oring sensors in the net w ork. Due to the limited

range of radio transmission, sensor net w orks are usually m ulti-hop. Sensor net-

w orks can b e used for military , en vironmen tal or commercial applications suc h

as in trusion detection [1], disaster monitoring [2] and habitat monitoring [3].

Sensor net w orks and their proto cols ha v e sev eral c haracteristics that mak e

them hard to sp ecify formally and ev en harder to v erify . Examples of these

c haracteristics are

i. Unavoidable lo c al br o adc ast: When a sensor sends a message, ev en one that

is in tended for a particular neigh b oring sensor, a cop y of the message is

receiv ed b y ev ery neigh b oring sensor.
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ii. Pr ob abilistic message tr ansmission: When a sensor sends a message, the

message reac hes the di�eren t neigh b oring sensors (and can b e receiv ed b y

eac h of them) with di�eren t probabilities.

iii. Asymmetric c ommunic ation: Let u and v b e t w o neigh b oring sensors in a

net w ork. The probabilit y that a message sen t b y u is receiv ed b y v can b e

di�eren t from the probabilit y that a message sen t b y v is receiv ed b y u .

iv. Message c ol lision: If t w o neigh b oring sensors send messages at the same time,

then neither sensor receiv es the message from the other sensor. Moreo v er, if

t w o (not necessarily neigh b oring) sensors send messages at the same time,

then an y sensor that is a neigh b or of b oth sensors will not receiv e an y of the

t w o messages. In this case, the t w o messages are said to ha v e collided.

v. Time out actions and r andomization steps: Giv en the ab o v e c haracteristics

of a sensor net w ork, it seems logical that sensor proto cols need to hea vily

dep end on timeout actions and randomization steps to p erform their func-

tions.

The ab o v e c haracteristics of sensor proto cols are far from common in the lit-

erature of distributed systems. Th us, one is inclined to b eliev e that the \standard

mo del" of distributed systems is not suitable for sensor proto cols. The searc h for

a suitable mo del for sensor proto cols is an obligatory �rst step to w ards formal

sp eci�cation, v eri�cation, and design of these proto cols.

There ha v e b een earlier e�orts to mo del the soft w are of sensor net w orks. Ex-

amples of these e�orts are [4], [5], [6], and [7]. W e review these and other e�orts in

the related w ork section of this pap er. Nev ertheless, it is imp ortan t to state here

that all these e�orts are not directed to w ards mo deling sensor proto cols; rather

they are directed to w ard mo deling sensor net w ork applications. Clearly , sensor

proto cols are quite di�eren t from sensor applications in terms of their functions

and in terms of ho w they accomplish these functions. F or instance, sensor pro-

to cols need to deal with the in tricate c haracteristics of sensor net w orks, as they

attempt to hide these c haracteristics from the sensor applications. Th us, whereas

a sensor proto col has to deal with una v oidable lo cal broadcast, probabilistic mes-

sage transmission, asymmetric comm unication, and message collision, a sensor

application can view the sensor net w ork as a reliable medium for comm unicating

sensing data. Also whereas a sensor proto col dep ends hea vily on timeout actions

and randomization steps, a sensor application rarely needs to resort to these

devices.

2 T op ology of Sensor Net w orks

The top olo gy of a sensor net w ork is a directed graph where eac h no de represen ts

a distinct sensor in the net w ork and where eac h directed edge is lab eled with

some probabilit y . A directed edge ( u , v ), from a sensor u to a sensor v , that is

lab eled with probabilit y p indicates that if sensor u sends a message, then this

message arriv es at sensor v with probabilit y p (pro vided that neither sensor v nor

an y \neigh b oring sensor" of v sends another message at the same time). There
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are t w o probabilities that lab el the edges in the top ology of a sensor net w ork.

These t w o probabilities are 0.95 and 0.5 in this w ork. (Belo w w e discuss some

exp erimen ts that w e ha v e carried out on sensors and led us to this c hoice of

probabilities in the top ology of a sensor net w ork [8].)

In the top ology of a sensor net w ork, an edge that is lab eled with the large

probabilit y 0.95 is called a str ong e dge , and an edge that is lab eled with the

small probabilit y 0.5 is called a we ak e dge .

Let u and v b e t w o distinct sensors in a net w ork. Sensors u and v are called

str ong neighb ors i� there are t w o strong edges b et w een them in the net w ork

top ology . The t w o sensors are called midd le neighb ors i� there are one strong

edge and one w eak edge b et w een them in the net w ork top ology . Sensors u and

v are called we ak neighb ors i� there is exactly one edge b et w een them, or there

are t w o w eak edges b et w een them in the net w ork top ology . They are called non-

neighb ors i� there are no edges b et w een them in the net w ork top ology . If there

is an edge from u to v in the net w ork top ology , then u is called an in-neighb or

of v and v is called an out-neighb or of u .

v'
v''v

u

0.95 0.5

0.950.5
0.95

0.5 0.5

Fig. 1. T op ology of a sensor net w ork

As an example, Fig. 1 sho ws the top ology of a sensor net w ork that has four

sensors. In this net w ork, sensors u and v are w eak neigh b ors, sensors u and v

0

are strong neigh b ors, sensors u and v

00

are middle neigh b ors, and sensors v and

v

00

are non-neigh b ors. Sensor u has three out-neigh b ors, namely sensors v , v

0

,

and v

00

. Also sensor u has t w o in-neigh b ors, namely sensors v

0

, and v

00

.
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messages
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Fig. 4. The probabilit y lab el of an edge

In [8], w e describ e some exp erimen ts that w e ha v e carried out using Mica

sensors [9]. In these exp erimen ts, a sensor u sends a sequence of messages at the

rate of one message p er 5 seconds, and another sensor v attempts to receiv e all

the sen t messages. The results of these exp erimen ts are summarized in Fig. 2

where eac h p oin t represen ts the result of one exp erimen t. (Similar results are

rep orted in [10] and [11].)

W e observ e that from Fig. 2 if the distance b et w een t w o sensors u and v is in

the range 0 .. 38 inc hes, v receiv es b et w een 90% and 100% of the messages sen t

b y u . One the other hand, if the distance b et w een sensors u and v is in the range

38 .. 67 inc hes, v receiv es an ywhere b et w een 0% and 100% of the messages sen t

b y u . Finally , the distance b et w een sensors u and v is longer than 67 inc hes, v

receiv es 0% of the messages sen t b y u . F rom these observ ations, the diagram in

Fig. 2 can b e \idealized" as sho wn in Fig. 3.

Let u and v b e distinct sensors in the top ology of a sensor net w ork, and

assume there is a directed edge from u to v in the net w ork top ology . According

to the idealized diagram in Fig. 3, if the distance b et w een u and v is in the range

0 .. x , then v receiv es b et w een 90% and 100% of the messages sen t b y u . Th us,

the directed edge from u to v can b e lab eled with a probabilit y 0.95, and the

edge is strong. If the distance b et w een u and v is in the range x .. y , then v

receiv es b et w een 0% and 100% of the messages sen t b y u . Th us, the directed

edge from u to v can b e lab eled with a probabilit y 0.5, and the edge is w eak.

Fig. 4 sho ws ho w the probabilit y lab el of an edge from one sensor to another in

the net w ork top ology is c hosen based on the distance b et w een the t w o sensors.

3 Sensor Net w ork Execution

A sensor is sp eci�ed as a program that has global constan ts, lo cal v ariables, and

one or more actions. In general, a sensor is sp eci�ed as follo ws:

sensor <sensor name>

const <const name> : <const type>, ... , <const name> : <const type>

var <var name> : <var type>, ... , <var name> : <var type>
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begin

timeout-expires -> <action statements> // timeout action

[] rcv <msg.0> -> <action statements> // receiving action

... ...

[] rcv <msg.k-1> -> <action statements> // receiving action

end

Note that the actions of a sensor consist of exactly one timeout action and

zero or more receiving actions. Before w e can discuss the execution of sensor

actions, w e need to explain our mo del of real-time.

W e assume that the real-time passes through discrete time instan ts: instan t

1, instan t 2, instan t 3, and so on. The time p erio ds b et w een consecutiv e instan ts

are equal. Executions of the di�eren t actions of a sensor o ccur only at the time

instan ts, and not during the time p erio ds b et w een instan ts. W e refer to the time

p erio d b et w een t w o consecutiv e instan ts t and t + 1 as the time unit ( t , t + 1).

(The v alue of a time unit is not critical to the curren t presen tation, but w e

estimate that the v alue of the time unit is around 100 milliseconds.)

A t a time instan t t , if the timeout of a sensor u expires, then u executes

its timeout action (at t ). Executing the timeout action of sensor u at t causes

u to up date its lo cal v ariables, and to send at most one message at t . It also

causes u to execute the statemen t \timeout-after < expression > " whic h causes

the timeout of u to expire (again) after k time units, where k is the v alue of

< expression > at the time unit ( t , t + 1). The timeout action of sensor u is of

the follo wing form:

timeout-expires -> <update local variables of u>;

<send at most one message>;

<execute timeout-after <expression>>

T o k eep trac k of its timeout, eac h sensor u has an implicit v ariable named

\timer.u". In eac h time unit b et w een t w o consecutiv e instan ts, timer.u has a �xed

p ositiv e in teger v alue. The v alue of \timer.u" is determined b y the follo wing t w o

rules:

i. If the v alue of timer.u is k , where k > 1, in a time unit ( t � 1, t ), then the

v alue of timer.u is k � 1 in the time unit ( t , t + 1).

ii. If the v alue of timer.u is 1 in a time unit ( t � 1, t ), then sensor u executes its

timeout action at instan t t . Moreo v er, since sensor u executes the statemen t

\timeout-after < expression > " as part of executing its timeout action, the

v alue of timer.u in the time unit ( t , t + 1) is the v alue of < expression > in

the same time unit.

If a sensor u executes its timeout action and sends a message at an instan t

t , then an out-neigh b or v of u receiv es a cop y of the message at t , pro vided that

the follo wing three conditions hold.

i. A random in teger n um b er is uniformly selected in the range 0 .. 99, and this

selected n um b er is less than 100 � p , where p is the probabilit y lab el of edge

( u , v ) in the net w ork top ology .
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ii. Sensor v do es not send an y message at instan t t .

iii. F or eac h in-neigh b or w of v , other than u , if w sends a message at t , then a

random in teger n um b er is uniformly selected in the range 0 .. 99, and this

selected n um b er is at least 100 � p

0

, where p

0

is the probabilit y lab el of edge

( w , v ) in the net w ork top ology .

If a sensor u receiv es a message < msg.i > at an instan t t , then u executes

the follo wing receiving action at t .

rcv <msg.i> -> <update local variables of u>;

<may execute timeout-after <expression>>

Note that executing the receiving action of sensor u causes u to up date its o wn

lo cal v ariables. It ma y also cause u to execute the statemen t \timeout-after

< expression > " whic h causes the timeout of u to expire after k time units, where

k is the v alue of < expression > in the time unit ( t , t + 1). Note that executing

the receiving action of sensor u do es not cause u to send an y message.

Let us summarize ho w the execution of a sensor net w ork pro ceeds during

one time instan t t . First, the v alue of timer.u for ev ery sensor u in the net w ork

is decremen ted b y one at t . Second, if the v alue of an y timer.u b ecomes 0 at t ,

then sensor u executes its timeout action at t . Execution of the timeout action

of a sensor u at t assigns a new v alue to timer.u and ma y cause u to send one

message at t . Third, if a sensor u sends a message at t , then an y out-neigh b or v

of u ma y receiv e the message at t . Ev en if an out-neigh b or v of u has executed

its timeout action but sen t no message at t , v can still receiv e u 's message at t .

In other w ords, a sensor ma y execute its timeout action follo w ed b y a receiving

action at the same time instan t pro vided that the sensor do es not send a message

during its execution of the timeout action. It follo ws from the ab o v e discussion

that at a time instan t, a sensor u executes exactly one of the follo wing:

i. u sends one message, but receiv es no message.

ii. u receiv es one message, but sends no message.

iii. u sends no message and receiv es no message.

In the remainder of the pap er, w e use this mo del to sp ecify an example proto-

col and to pro v e the proto col correct utilizing our v eri�cation metho d describ ed

in the next section.

4 Three-step V eri�cation Metho d

The mo del of sensor net w ork proto cols presen ted in the previous sections is

rather complicated. Th us, the correctness of a sensor proto col sp eci�cation, that

is based on this mo del, is b etter v eri�ed in steps, in fact three steps. In the �rst

step, the correctness of the proto col sp eci�cation is v eri�ed under t w o assump-

tions: idealized message transmission and no message collision. In the second

step, the e�ect of relaxing the �rst assumption on the established correctness

in the �rst step is analyzed. In the third step, the e�ect of relaxing the second

assumption on the established correctness in the second step is analyzed.
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W e refer to the �rst step as nondeterministic analysis , to the second step as

pr ob abilistic analysis , and to the third step as simulation .

In the next t w o sections, w e presen t an example of a sensor proto col sp eci�-

cation, and then v erify the correctness of this sp eci�cation using our v eri�cation

metho d.

The t w o assumptions, of idealized message transmission and no message col-

lision, up on whic h our v eri�cation metho d is based are stated as follo ws.

i. Ide alize d message tr ansmission: In the top ology of a sensor net w ork, the

probabilit y lab el of eac h strong edge is 1 (instead of 0.95), and the probabil-

it y lab el of eac h w eak edge is 0 (instead of 0.5).

ii. No message c ol lision: F or ev ery t w o distinct sensors u and v in a sensor net-

w ork, if u is a (in- or out-) neigh b or of v , or if the net w ork has a third sensor

w that is an out-neigh b or for b oth u and v , then timer.u and timer.v ha v e

distinct v alues at ev ery instan t during the execution of the sensor net w ork.

Some explanations concerning these t w o assumptions are in order. The �rst

assumption has the e�ect of remo ving all the w eak edges from the top ology of a

sensor net w ork. It also has the e�ect of strengthening all the strong edges in a

net w ork top ology .

T o explain the second assumption, recall that a sensor u can send a message

only during an execution of its timeout action, and that the timeout action of

sensor u can b e executed at an instan t t i� the v alue of timer.u is 1 in the time

unit ( t � 1, t ). Th us, the assumption of no message collision ensures that an y

t w o sensors, whose messages w ould collide if they w ere sen t at the same instan t,

are guaran teed nev er to send messages at the same instan t during an y execution

of the sensor net w ork.

In order to mak e the second assumption, of no message collision, more ac-

ceptable, it is recommended that eac h statemen t \timeout-after x " in a sensor u

b e written as \timeout-after random( x , y )" where x > 0 and x � y . Th us, an y

new v alue assigned to timer.u is c hosen uniformly from the range x .. y . Because

the new v alues of the timer v ariables are c hosen uniformly from a reasonably

large range, it is unlik ely that an y t w o timer v ariables will ev er ha v e the same

v alue.

Next, w e describ e in some detail the three steps of our v eri�cation metho d.

i. Nondeterministic analysis:

This analysis is used to v erify that a proto col is guaran teed to reac h, from

a giv en initial state, a desirable target state under the t w o assumptions of

idealized message transmission and no message collision. F or this analysis,

w e generate a state transition diagram of the proto col. In the diagram, eac h

proto col state has one or more outgoing edges, since the proto col is sp eci�ed

using randomization steps of the form \timeout-after random( x , y )". F rom

this diagram, w e can v erify that the proto col nondeterministicall y satis�es

the desired reac habilit y prop ert y .

ii. Probabilistic analysis:

This analysis is used to v erify that a proto col will reac h, from a giv en initial
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state, a desirable target state with a high probabilit y , under the assumption

of no message collision. F or this analysis, w e generate a probabilistic state

transition diagram of the proto col, where eac h edge in the diagram is la-

b eled with a probabilit y . Note that the probabilities that lab el the edges in

the probabilistic state transition diagram are computed from the probabil-

it y lab els in the net w ork top ology of the proto col. F rom this diagram, w e

can v erify that the proto col probabilisticall y satis�es the desired reac habilit y

prop ert y .

iii. Sim ulation:

The nondeterministic and probabilistic analyses (in the �rst t w o steps) of a

proto col can b e carried out without sp ecifying the v alues of x and y in the

randomization steps \timeout-after random( x , y )" in the proto col sp eci�ca-

tion. In c ho osing the v alues of x and y in these steps, one needs to observ e

t w o restrictions. First, the di�erence y � x should b e large enough to en-

sure that the probabilit y of message collision is reasonably small (and so the

nondeterministic and probabilistic analyses of the proto col are reasonably

accurate). Second, the di�erence y � x should b e small enough to ensure

that the proto col reac hes its desirable target state in a reasonably short

time. T o determine the appropriate v alues of x and y in the randomization

steps, one can sim ulate the proto col for man y v alue com binations of x and

y and select the most appropriate v alues of x and y .

5 A Proto col Sp eci�cation Example

In this section, w e use the ab o v e mo del to sp ecify a sensor proto col that can b e

used b y an y sensor in order to iden tify the strong neigh b ors of that sensor in its

net w ork. W e refer to this proto col as the neigh b or computation proto col. (Recall

that t w o sensors in a net w ork are strong neigh b ors i� there are t w o strong edges

b et w een them in the net w ork top ology .)

T o iden tify the strong neigh b ors of a sensor u , sensor u sends three request

messages. Whenev er a sensor v receiv es a request message sen t b y sensor u ,

sensor v sends a reply message. If sensor u receiv es t w o or more reply messages

sen t b y the same sensor v , then sensor u concludes that sensor v is one of its

strong neigh b ors.

Assume that the time p erio d b et w een t w o successiv e request messages sen t

b y the same sensor is �xed. Under this assumption, if t w o neigh b oring sensors u

and u

0

start to send their request messages at the same time, then the request

messages sen t b y u will collide with the request messages sen t b y u

0

and b oth

u and u

0

ma y end up concluding wrongly that they ha v e no strong neigh b ors.

Therefore, the time p erio d b et w een t w o successiv e request messages should b e

uniformly selected from a \large enough" range 1 .. x . (In the next section, w e

discuss ho w to c ho ose a v alue for x .)

If ev ery sensor v , that receiv es a request message from a sensor u , sends a

reply message immediately after it receiv es the request message, then all the

reply messages will collide with one another and u ma y end up receiving no
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reply messages. Th us, when a sensor v receiv es a request message from a sensor

u , v should w ait a random p erio d of time b efore it sends a reply message. The

length of this time p erio d should b e uniformly selected from the range 1 .. x .

Consider the scenario where a sensor v receiv es a request message from a

sensor u and decides to w ait for some random p erio d b efore it sends a reply

message to u . It is p ossible that b efore v sends its reply to u , v receiv es another

request message from another sensor u

0

. In this case, v should send one reply

message to b oth u and u

0

. This requires that sensor v main tains a reply set, called

r set , that con tains the iden ti�er of ev ery sensor u from whic h v has receiv ed a

request message and to whic h v has not y et sen t a corresp onding reply message.

A t the end of the ab o v e scenario, r set in sensor v has the v alue f u , u

0

g .

Note that sensors u and u

0

in the ab o v e scenario can b e the same sensor u .

Th us, r set in eac h sensor is a m ultiset rather than a set. F or example, at the

end of the ab o v e scenario, r set in sensor v has the v alue f u , u g .

Consider the scenario where a sensor u sends a request message and decides to

w ait for a random p erio d b efore it sends its second request message. It is p ossible

that b efore u sends its second request message, u receiv es a request message

from another sensor u

0

. In this case, u should send one comp osite message that

consists of the second request message and a reply message to sensor u

0

. W e refer

to this comp osite message as a request-reply message. In fact, ev ery message in

our proto col, whether a request message, a reply message, or a request-reply

message, can b e view ed as a request-reply message.

Eac h message in the neigh b or computation proto col has three �elds:

(v,b,s)

The �rst �eld v is the iden ti�er of sensor v that sen t this message. The second

�eld b has t w o p ossible v alues: 0 and 1. If b = 0, then the message is a pure reply

message. If b = 1, then the message is either a request message or a request-reply

message. The third �eld s is the curren t v alue of r set in sensor v . Note that if

the message is a pure request message, then s = empt y set.

Eac h sensor u has one constan t x and eigh t v ariables as follo ws.

sensor u // sensor u where 0=< u < n

const x : integer

var nghs : set {u' | 0<= u' < n}, // strong ngh set

rcvd : array [0 .. n-1] of 0..3, // rcvd replies

rset : set {u' | 0<= u' < n}, // reply set

rm : 0..3, // remaining request msgs

done : boolean, // computation done or not

v : 0..n-1, // received sensor id

b : 0..1, // received request bit

s : set {u' | 0<= u' < n} // received reply set

V ariable ng hs is the set of strong neigh b ors that sensor u needs to compute

p erio dically . An elemen t r cv d [ v ] in v ariable r cv d con tains the n um b er of replies
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that sensor u has receiv ed from sensor v after u has sen t its �rst request message

(in the curren t round of request messages). V ariable r m stores the n um b er of

request messages that sensor u still needs to send (in the curren t round of request

messages). V ariable r set is the m ultiset of all the replies that sensor u needs to

include in its next request-reply message. V ariable done is a b o olean v ariable

whose v alue is true when and only when the curren t computation of the strong

neigh b ors of sensor u is completed.

Initially , the v alue of ng hs is the empt y set, the v alue of ev ery elemen t in

v ariable r cv d is 0, the v alue of v ariable r m is 0, the v alue of v ariable r set is the

empt y set, the v alue of v ariable done is true, and the v alue of implicit v ariable

timer.u is an y v alue in the range 1 .. x .

Eac h sensor u has t w o actions that are sp eci�ed as follo ws.

sensor u // sensor u where 0=< u < n

begin

timeout-expires ->

if rm=0 -> if rset != {} -> send (u,0,rset); rset := {}

[] rset = {} -> skip

fi;

if done -> skip // no new round

[] done -> nghs := {}; // start new round

rcvd := 0;

rm := 3;

done := false

[] !done -> COMPNGH(in rcvd, out nghs);

rcvd := 0;

done := true

fi; timeout-after random(1,x)

[] rm>0 -> send (u,1,rset); rset := {};

rm := rm-1;

if rm>0 -> timeout-after random(1,x)

[] rm=0 -> timeout-after random(x+1,x+1)

fi

fi

[] rcv (v,b,s) -> if !done -> rcvd[v] := rcvd[v] + NUM(u,s)

[] done -> skip

fi;

if b=1 -> rset := rset+{v}

[] b=0 -> skip

fi

end

Sensor u executes its �rst action when the v alue of its timer.u b ecomes zero.

The execution of this action starts b y c hec king the v alue of r m . On one hand, if

the v alue of r m is 0, then u recognizes that it do es not need to send a request

message, but it needs to send a reply message in case r set is non-empt y . Th us,
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the sen t message is of the form (u,0,rset) . Also if the v alue of done is true, then

sensor u c ho oses arbitrarily whether it starts to compute its strong neigh b ors or

not. If the v alue of done is false, sensor u in v ok es a pro cedure named COMPNGH

that computes the strong neigh b ors of sensor u from arra y r cv d and adds them

to the set ng hs . (In COMPNGH , a sensor v is computed to b e a strong neigh b or of

u if r cv d [ v ] � 2.) On the other hand, if the v alue of r m is larger than 0, then u

recognizes that it needs to send a request-reply message of the form (u,1,rset) .

Sensor u executes the second action when u receiv es a (v,b,s) message sen t

b y a neigh b oring sensor v . The execution of this action starts b y c hec king the

v alue of done . If the v alue of done is false, then the v alue of the elemen t r cv d [ v ]

is incremen ted b y N U M ( u; s ), the n um b er of times u o ccurs in the m ultiset s .

Then sensor u c hec ks the v alue of b in the receiv ed message. If the v alue of b is

1, then v is added to the m ultiset r set .

6 A Proto col V eri�cation Example

In this section, w e use the v eri�cation metho d outlined in Section 4 to v erify

the correctness of the neigh b or computation proto col in Section 5. Recall that

the v eri�cation metho d consists of three steps: nondeterministic analysis, prob-

abilistic analysis, and sim ulation. W e apply eac h of these steps to the neigh b or

computation proto col in order.

Nondeterministic analysis is used to sho w that the neigh b or computation

proto col satis�es some desirable progress prop ert y under the t w o assumptions of

idealized message transmission and no message collision, discussed ab o v e. The

analysis is carried out from the p oin t of view of a sensor u that needs to compute

its strong neigh b ors.

F rom the assumption of idealized message transmission, eac h non-neigh b or,

w eak neigh b or or middle neigh b or of u cannot receiv e an y message sen t b y u ,

or cannot send an y message to b e receiv ed b y u . Th us, non-neigh b ors, w eak

neigh b ors and middle neigh b ors of u ha v e no e�ect on the computation carried

out b y u to iden tify its strong neigh b ors.

u S0

S11

S9

S8

S1 S2 S5

S6

S4

S10

S7

S3

u

u

u

u u v

u

u

v

v

v

v v

u

Fig. 5. State T ransition Diagram
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NUM(u, rset.v)=0

nghs.u=

nghs.u=

nghs.u=

nghs.u=

nghs.u=

nghs.u=

nghs.u=

nghs.u=

nghs.u=

nghs.u=

rm.u=1

S0: rm.u=0rcvd[v].u=0

S1: rcvd[v].u=0 rm.u=3

S2: rcvd[v].u=0 rm.u=2

S3: rcvd[v].u=0 rm.u=1

S4: rcvd[v].u=0 rm.u=0

S5: rcvd[v].u=1 rm.u=2

S6: rcvd[v].u=2

S7: rcvd[v].u=2 rm.u=0

S8: rcvd[v].u=1 rm.u=1

S9: rcvd[v].u=1 rm.u=0

S10: rcvd[v].u=3 rm.u=0

S11: nghs.u rcvd[v].u=0 rm.u=0v

done.u=T

done.u=F

done.u=F

done.u=F

done.u=F

done.u=F

done.u=F

done.u=F

done.u=F

done.u=F

done.u=F

done.u=T

NUM(u, rset.v)=0

NUM(u, rset.v)=0

NUM(u, rset.v)=1

NUM(u, rset.v)=2

NUM(u, rset.v)=3

NUM(u, rset.v)=0

NUM(u, rset.v)=0

NUM(u, rset.v)=1

NUM(u, rset.v)=1

NUM(u, rset.v)=2

NUM(u, rset.v)=0

Fig. 6. Sp ecifying the states in the state transition diagram in Fig. 5

It remains to analyze the in teraction b et w een sensor u and eac h strong neigh-

b or v of u . Fig. 5 sho ws the state transition diagram that describ es the in teraction

b et w een sensor u and its strong neigh b or v . Eac h no de in this diagram represen ts

a state of the t w o sensors u and v . Eac h dashed edge represen ts the passing of

real-time b y one time unit. Eac h solid edge lab eled u represen ts the execution of

the timeout action in sensor u and the execution of the corresp onding receiving

action, if an y , in sensor v . Eac h solid edge lab eled v represen ts the execution of

the timeout action in sensor v and the execution of the corresp onding receiving

action, if an y , in sensor u .

Eac h of the states S0 through S11 in the state transition diagram is sp eci�ed

b y a predicate in Fig. 6. Note that r cv d [ v ] :u is the v alue of elemen t r v cd [ v ] in

arra y r cv d in sensor u , r m:u is the v alue of v ariable r m in sensor u , done:u is

the v alue of v ariable done in sensor u , and N U M ( u; r set:v ) returns the n um b er

of times u o ccurs in the m ultiset r set in sensor v .

F rom the state transition diagram, w e conclude that the in teraction b et w een

sensors u and v satis�es the follo wing progress prop ert y .

State S1 ev en tually leads to state S11.

Therefore, the proto col is correct under the t w o assumptions of idealized

message transmission and no message collision.

Probabilistic analysis is used to analyze the e�ect of relaxing the �rst as-

sumption of idealized message transmission on the correctness and p erformance

of the proto col. Under the assumption of idealized message transmission, the

middle neigh b ors and w eak neigh b ors of a sensor u pla y no role in u 's computa-

tion of its strong neigh b ors. When this assumption is relaxed, this is no longer

true. Let u and v are distinct sensors in a net w ork. If there are no edges or if

there is exactly one edge b et w een u and v in the net w ork top ology , then v has

no e�ect on u 's computation of its strong neigh b ors. Otherwise, let there b e t w o

edges b et w een u and v in the net w ork top ology . Moreo v er, let p b e the probabil-

it y lab el of edge ( u , v ) and q b e the probabilit y lab el of edge ( v , u ). In this case,

the probabilit y that u iden ti�es v as one of its strong neigh b ors dep ends on the

probabilit y lab els of edges ( u , v ) and ( v , u ), p and q .
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Sim ulation is used to analyze the e�ect of relaxing the t w o assumptions of

idealized message transmission and no message collision on the correctness and

p erformance of the proto col. In order to run the sim ulation of the proto col, w e

need to c ho ose the v alue of x . There are t w o con tradictory concerns that can

a�ect our c hoice of x . If x is large, the probabilit y of message collision b ecomes

small, and consequen tly the probabilit y of correctly iden tifying a strong neigh b or,

as measured from the sim ulation, b ecomes close to the same probabilit y , as

estimated from the probabilistic analysis. On the other hand, if x is large, the

a v erage execution time of the proto col, whic h is around 2 � x + 1 time units,

b ecomes large. Th us, the sim ulation is used to ev aluate the p erformance of the

proto col o v er v arious v alues of x and c ho ose the most appropriate v alue for x .

As w e relax the t w o assumptions one b y one, the probabilit y for a sensor

u to iden tify a strong neigh b or v is decreased. Moreo v er, middle neigh b ors and

w eak neigh b ors of u a�ect u 's computation of its strong neigh b ors. The details

of probabilistic analysis and sim ulation can b e found in [12].

7 Related W ork

Sev eral mo dels for sensor applications ha v e b een prop osed [5], [6], [4], [7]. In

general, the purp ose of these mo dels is to hide application programmers from

lo w-lev el details suc h as routing, group managemen t, resource managemen t, etc.

En vioT rac k [5] pro vides a high-lev el programming abstraction for trac king appli-

cations in sensor net w orks. Newton and W elsh prop osed a functional language

to sp ecify the global b eha vior of a sensor application [6]. Liu et al. presen ted

a state-cen tric programming mo del for sensor net w orks [4]. Database approac h

w as prop osed in T A G [7]. Unlik e these mo dels, our prop osed mo del is to de-

scrib e sensor proto cols (that are resp onsible for routing, group managemen t,

etc). Th us, our mo del deals with the in tricate c haracteristics of wireless sensor

net w orks describ ed in Section 1.

Levis et al. dev elop ed a comm unication-cen tri c virtual mac hine for sensor

net w orks called Mat � e [13]. Using Mat � e's high-lev el in terfaces, sensor applications

can b e comp osed in a v ery short co de.

The Abstract Proto col notation w as dev elop ed earlier to sp ecify net w ork pro-

to cols in traditional net w orks [14]. Gracanin et al. prop osed a mo del that fo cuses

on services pro vided b y wireless sensor net w orks [15]. V olgy esi et al. prop osed a

mo del to describ e in terface sp eci�cation of comp onen ts for sensor net w orks [16].

This mo del allo ws us to c hec k the compatibilit y of comp onen ts and to v erify the

design and comp osition of comp onen ts based on their in terfaces. In [17], an tire-

pla y proto cols for sensor net w orks w ere prop osed. Also it w as sho wn that the

prop osed proto cols satisfy desirable prop erties (suc h as corruption detection, re-

pla y detection, and freshness detection) under some assumption. In this pap er,

w e in v estigate what a mo del should b e to describ e sensor proto cols and ho w

sensor proto cols sp eci�ed in this mo del can b e v eri�ed.

Sev eral sim ulation framew orks ha v e b een dev elop ed for sensor net w orks [18],

[19], [20]. TOSSIM [18] is a sim ulator for Tin yOS wireless sensor net w orks.
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Pro wler [19] is a MA TLAB-based sim ulator that can sim ulate not only net-

w ork proto col stac ks but also radio transmission phenomena. Do wney et al. [20]

dev elop ed a 
exible sim ulation framew ork, where a new mo del can b e added or

substituted easily . Note that the sim ulator used in this pap er is to sim ulate the

execution of a proto col based on our mo del.

8 Concluding Remarks

In this pap er, w e presen ted a state-based mo del of sensor net w ork proto cols. This

mo del accommo dates sev eral c haracteristics of sensor net w orks, suc h as una v oid-

able lo cal broadcast, probabilistic message transmission, asymmetric comm uni-

cation, message collision, and timeout actions and randomization steps. W e also

prop osed a three step v eri�cation metho d that consists of nondeterministic anal-

ysis, probabilistic analysis, and sim ulation. Using this v eri�cation metho d, w e

can v erify and analyze the correctness and p erformance of a sensor proto col

sp eci�ed in this state-based mo del.

Although the probabilit y lab el of a strong edge is c hosen to b e 0.95 and the

probabilit y lab el of a w eak edge is c hosen to b e 0.5 in this w ork, di�eren t v alues

can b e c hosen for these probabilit y lab els for di�eren t setting of sensor net w orks.

The neigh b or computation proto col in Section 5 is suitable for a resource

limited sensor net w ork, since eac h sensor needs to send a small n um b er of mes-

sages to compute its strong neigh b ors. This proto col can b e used to calibrate

the mo del suc h that the estimated p erformance from the mo del is correlated to

the observ ed p erformance from an actual protot yp e of the proto col.

There are sev eral directions to extend our mo del for sensor proto cols. First,

our mo del assumes that sensors in a sensor net w ork are stationary . The mo del

can b e extended to supp ort a sensor net w ork with mobile sensors. Second, energy

mo dels of sensors can b e added to our mo del to estimate the lifetime of a sensor

net w ork or measure the amoun t of energy consumed b y a sensor.
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