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Abstract— The Border Gateway Protocol (BGP) plays a  BGP routing changes happen for a variety of reasons.
crucial role in the delivery of traffic in the Internet. Fluct ua- The exchange of update messages depends on having an
tions in BGP routes cause degradation in user performance, gctive BGP session between a pair of routers. Equipment
increased processing load on routers, and changes in the dis failures or reconfiguration may trigger the closing of the
tribution of traffic load over the network. Although earlier BGP session, forcing each router to withdraw the routes
studies have raised concern that BGP routes change quite of- ! . S .
ten, previous work has not considered whether these routing learned from its nelghbor'; after. regstabllsh_lng the _sessmn,
fluctuations affect a significant portion of the traffic. This the routers exchange their routing information again. Each
paper shows that the small number of popular destinations router applies local policies to select the “best” route for
responsible for the bulk of Internet traffic have remarkably each prefix and to decide whether to advertise this route
stable BGP routes. The vast majority of BGP instability to the neighbor. Changes in these policies can trigger new
stems from a small number of unpopular destinations. We 5qvertisements. A group of ASes may have conflicting

draw these conclusions from a joint analysis of BGP uPdat,e policies that lead to repeated advertising and withdrawing
messages and flow-level traffic measurements from AT&T'’s . . . .
of routes [2, 3]. In addition, intradomain routing or topol-

IP backbone. In addition, we analyze the routing stability
of destination prefixes corresponding to the NetRating's it ©9Y changes may cause some routers to select new BGP
of popular Web sites using the update messages collected byoutes and advertise them to neighboring ASes.

the RouteViews and RIPE-NCC servers. Our results suggest
that operators can engineer their networks under the as-
sumption that the BGP advertisements associated with most
of the traffic are reasonably stable.

BGP routing changes can cause performance problems.
A single “event,” such as a link failure, can trigger a long
sequence of updates as the routers explore alternate paths.
During this convergence period, the packets headed to-
ward the destination prefix may be caught in forwarding
loops. Exchanging and processing the update messages

An Autonomous System (AS) is a collection of routerglso consumes bandwidth and CPU resources on the BGP-
and links operated by a single institution. Routing betwe&€eaking routers in the network. In addition, the new ad-
ASes depends on the Border Gateway Protocol (BGP) [¢grtisements from neighboring ASes may change the paths
a path-vector protocol that operates at the level of addréaat traffic takes through the network. This can cause con-
blocks, or prefixes. Each prefix consists GPabit address gestion on certain links in the AS. Frequent changes in
and a mask length (e.g.92.0.2.0/24 consists of addresseghe advertisements from other domains make it difficult
from 192.0.2.0 to 192.0.2.255). Neighboring ASes use for operators to engineer the flow of traffic through an AS.
BGP to exchange update messages about how to reachfd €xample, a BGP routing change may cause traffic to a
ferent prefixes. A router can send an announcement dpafticular destination prefix to leave the AS through a dif-
new route for a prefix or a withdrawal of a route that iferent egress point. If BGP routing changes affect a large
no longer available. Each advertisement includes the Ipgrtion of the traffic, past information about BGP updates
of ASes on the path, along with several other attributé&ould not be a sound basis for future operations decisions.

Since routers do not send updates unless something hasarly measurement work discovered an alarming num-
changed, the Internet could conceivably reach a “steaglyr of unnecessary update messages, due to design choices
state” where no routers need to send new update messaggje by router vendors [4, 5]. Changes in vendor imple-
However, BGP routing in the Internet is far from stable. mentations led to a significant decrease in the rate of BGP
updates, though the number remained high. When routing
changes occur, the BGP system can experience high con-
vergence delay and a large number of update messages [6].
Delayed convergence is marked by high delay and high
loss for IP packets to the affected destinations. Despite
the large number of updates, a large fraction of destina-
tion prefixes have remarkably stable BGP routes [7]. A

I. INTRODUCTION



relatively small number of prefixes are responsible for thB&GP-learned route as seen by these routers. The AT&T
bulk of the BGP update messages. Several recent studiata are collected by a Zebra software router that has an
have made a similar observation about traffic volumesiBGP (interior BGP) session with several BGP route re-
a small fraction of the destination prefixes are responsililectors. In our analysis, we focus on the data from a single
for the majority of Internet traffic [8—10]. route reflector; this data provides a view of the best route
This paper asks a simple, yet important, question abdatevery prefix from that vantage point. Our study uses
the relationship between BGP updates and traffic volumegdate data from the entire month of March 2002.
Do the small fraction of popular prefixes have relatively The update data have a number of anomalies that can
stable BGP routes? On the one hand, popular destinatiaffect the analysis of routing stability. First, the BGP ses-
would presumably have reliable and well-managed casion that connects the monitor to an operational router may
nections to the Internet, which would argue for greater staset due to failures, reachability problems, or congestion.
bility. On the other hand, these destinations may have cdteseting the monitor's BGP session results in a burst of
nections to multiple upstream providers, which may resulpdate messages that do not necessarily reflect real rout-
in more BGP routes and the possibility of more frequeirig changes. Second, some routers send redundant adver-
changes; in addition, operators in some ASes might inteaisements for the same prefix or withdrawals for prefixes
tionally change the routes for these popular destinationshat have not been advertised to the BGP neighbor. These
engineer the flow of traffic. We also consider a seconcflect router implementation choices that trade off com-
closely related question: Is there a direct correlation bglexity and memory overhead for extra update messages.
tween traffic volumes and BGP routing stability. That idMe preprocess the BGP data to remove the extraneous up-
are prefixes receiving a higher volume of traffic more (afate messages since they do not reflect real BGP routing
less) stable than prefixes receiving a lower volume of trafhanges. For each dataset, we start with an initial BGP
fic? In short, we find that the answer to the first questionrisuting table and apply the stream of update messages to
“yes” and the answer to the second question is “no.”  construct a view of the routing table at each point in time.
The remainder of the paper is structured as followd/e discard update messages that do not affect the contents
Section Il analyzes BGP update data from AT&T's conof the table. This preprocessing step typically removed be-
mercial IP backbone and the RouteViews and RIPE-NQ®een7% and30% of the updates, though the number was
repositories, and shows that most of the update events laigher for some of the RIPE sessions.
associated with a small fraction of the prefixes. Then, Sec-
tion 11l joins AT&T’s BGP data with traffic measurementsB. BGP Update Events
from the AT&T baCkbone, and shows that most of theseA Simp|e count of the number of updates is not neces-

destination prefixes receive a very small fraction of tr'g%‘r”y a good way to compare the routing stability of dif-
traffic. In Section IV, we generate a list of destination Préerent prefixes. Upon receiving a new update message, a
fixes associated with the NetRating's top-25 Web sites afgliter may explore several alternate routes during the con-
show that the BGP routes for popular prefixes are typicaljgrgence process. The number of BGP update messages
stable for dayS or weeks at atime. Section V concludes %}@d the convergence de|ay may vary dramatica”y, depend_
paper with a discussion of future research directions. |ng on the t|m|ng of the messages and where the data are
collected [6, 13]. Instead of counting messages, we iden-
tify updates that are spaced close together in time and col-

This section describes the routing data used in our anialbse them into a singleventassociated with the destina-
ysis. We define an update “event” as a collection of updaten prefix. We cannot be sure that our notion of an event
messages for a single prefix that are spaced close toge#iignally corresponds to a single action, such as an equip-
in time, from a single vantage point. We show that a femient failure or routing policy change. Still, combining
prefixes are responsible for the vast majority of events. bursts of updates reduces the sensitivity of the results to
the timing details and where the data were collected.

Our definition of an event requires a threshold for the

Our study draws on BGP update messages from ttirae between updates for the same prefix. Figure 1
publicly-available RouteViews [11] and RIPE NCC [12plots the cumulative distribution of the inter-arrival times
servers and a BGP monitor in the AT&T backbone. Thaf update messages. The RouteViews and RIPE curves
public servers collect update messages by establish@arh correspond to a single eBGP neighbor. Inter-arrival
eBGP (exterior BGP) sessions with routers in participaimes of around 30 seconds are quite common for these
ing ASes. As such, these logs provide a view of the “bedti/o datasets, probably due to the min-route-advertisement

II. BGP ROUTING STABILITY

A. Collection of BGP Update Messages
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timer that limits the rate of updates from an eBGP neigh- AT&T (timeout: 0 sec) ——

. AT&T (timeout: 45 sec) ——
bor [6]; a popular vendor uses a default timer value of 30 1l ~_AT&T (timeout: 75 sec) - ]
seconds. Inter-arrival times of around 4 seconds are com- e
mon for the AT&T data. This is likely due to the default . o.1 }

. . . . . o
min-route-advertisement timer for an iBGP neighbor. Our-

. . . 9] L
analysis of events considers a timeout threshokbafec- =  °-0!
onds; results for &5-second timeout were very similar. 2 o oot |
C. Analysis of BGP Update Events o 0001 |

The vast majority of events last for less than five min-
utes, as shown by the top curve in Figure 2. This curve 1e79° ~=— = == = = 0 100
plots the cumulative distribution of the duration of up- Prefix (%)
date events for the RouteViews data fotfasecond time-
out. These results are consistent with previous analysis of
BGP convergence delay [13], and with results for our other
datasets. Although most events are short-lived, the sni#idate messages. We also computed the total duration of
number of long events contain a larger number of upd@ﬂ; update events for each destination prefix. Plots of event
messages. The bottom curve plots the proportion of updétgation (not shown) show the same trend as Figure 3.
messages that belong to events that are shorter than a teat is, we find that a small fraction of the prefixes have a
tain duration. For the Verio session, no event lasted mdraich larger update duration than the remaining prefixes.
than328 seconds. In a few rare cases in other datasets, we
see events of longer duration that could stem from flaky
equipment that repeatedly goes up and down (within theThis section describes the traffic measurements from the
45-second timeout) or from routing policy conflicts thakT&T network. We verify that a small fraction of prefixes
lead to persistent oscillation. As such, we consider batéceive the bulk of the traffic. Then, we combine the traffic
event frequency and duration as metrics in our analysisand routing data to show that the vast majority of the events

A small number of prefixes are responsible for most sfem from a small number of unpopular prefixes, and that
the update events, as shown in Figure 3. The graph raiteg popular prefixes do not experience many events.
the prefixes by the number of update events and plots the _
percent of events from the highest ranked prefix to the Flow-Level Traffic Measurement
lowest. The three curves correspond to different timeoutWe identify the volume of traffic associated with each
values for defining an event. The top curve has a zedestination prefix from measurements of AT&T's peer-
second timeout that counts each update message as a apgdinks. The data were collected by enabling Cisco’s
rate event; this curve is consistent with [7], which showeslampled Netflow feature [14] on the routers. The routers
that a small fraction of prefixes contribute the bulk of thim each PoP (Point-of-Presence) were configured to send

! ! ! ! !

Fig. 3. Fraction of events vs. prefixes (AT&T data)

[Il. UPDATE EVENTS VS. TRAFFIC VOLUME



B. BGP Stability and Prefix Popularity

The prefixes responsible for most of the events do not re-
ceive much of the traffic, as shown by Figure 5(a). To con-
struct this graph, we ranked the prefixes by the number of

: : : : — update events (using a 45-second timeout) and plotted the

. —— ouppound Fratfic T ] cumulative distribution of the volume of traffic destined to

‘ the prefixes associated with these events. The curves grow
steeply toy = 100% at the end because some of the traffic
is associated with prefixes that have few events, if any. For
the inbound curve, half of the update events are associated
with prefixes that receive 1.4% of the traffic. This disparity
exists for two reasons. First, these update events stem from
a relatively small fraction of the prefixes, consistent with
Figure 3;50% of the events are associated with just%
e os ‘ ‘ ‘ ‘ ‘ ; of the prefixes. Second, these prefixes do not receive much
0.0001 0.001 0.01 0.1 1 10 100 traffic. If all prefixes were equally popular, then these pre-

Prefix (%) fixes would contributet.5% of the traffic; instead, they

Fig. 4. Fraction of traffic vs. fraction of prefixes contribute onlyl.4%.
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There are two possible explanations for these results.
First, unstable BGP routes make it difficult for other hosts
to reach these destinations. Even if the destinations are

the flow-level measurement records to a local COIIeCti?nachable during an event, routing changes can cause tran-
SETVer. Each server was conflggred o gompute the hoy nt forwarding loops that result in packet delay and loss.
traffic volumes for each destination prefix. Separate tra ill, this is not the entire explanation. Upon further in-
statistics were maintained for traffic entering and leavi e;:tion these prefixes were not receiving much traffic, in
the AT&T backbo'ne. To redugg the processing oyerhe neral, even when the BGP routes appeared to be stable.
each server applied the stratified sampling technique

: ) ) . ese prefixes are not especially popular and may have
scribed in [15]. For our analysis, we combined the hour%irly unreliable (or poorly-managed) connections to the

data_fror_n March 2.002 in_to asingle traffic volume_for €aCfLst of the Internet. Although we can say that the unstable
destination prefix in the inbound and outbound dlrectlonsreﬁxes tend to be unpopular, the reverse is not necessarily

The outbound statistics represent traffentby AT&T true_. In general, we dnotseg a dlrecf[ _correlanon between
traffic volume and BGP routing stability. Many of the low-

customers to the rest of the Internet, whereas the inboun(irr . :

. . . volume prefixes had very few events and did not have any
statistics represent traffieceivedby AT&T customers lona-lived events. In fact. some of these prefixes mav be
from the rest of the Internet. We classify the prefixes 9 ' ’ P y

based on the community strings in the BGP advertiss?;-"’ltlca“y |nje((:jte_dd|.nt_3 BﬁPbbytthhe service provider, rather
han managed individually by the owners.

ments; routes received from peers are tagged with a (§
ferent community than those from customers. A small The popular prefixes responsible for most of the traffic
number of prefixes for multi-homed customers appear @do not experience many events, as shown by Figure 5(b).
both categories, since the “best” route varied over tinge constructed this graph by ranking the prefixes by the
with traffic occasionally exiting via the peering links. Eackolume of traffic and plotting the cumulative distribution
dataset provides a way to rate the popularity of differenf the events contributed by these prefixes. The curves
prefixes. For both sets of prefixes, the majority of the trafise so slowly that we have displayed this graph as a log-
fic travels to a small fraction of the destination prefixes, &g plot. For the inbound curvei0% of the traffic trav-
shown in Figure 4; the rest of the prefixes received littieled to destination prefixes that contribute ofily% of

or no traffic. The graph ranks the prefixes by the volunike events; this traffic is associated witR5% of the pre-

of traffic and plots the proportion of the traffic from thdixes. Similar results hold for event duration (not shown).
highest ranked prefix to the lowest. For example, the md@3he explanation for these results is that the popular des-
popular prefix in each direction contributes more théh tinations have reliable, well-managed equipment and that
of the traffic, consistent with other studies [8—10]. problems, when they arise, are detected and fixed quickly.
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IV. POPULAR WEB SITES B. BGP Stability for Popular Web Sites

In this section, we construct a set of popular prefixes _ ] o
using NetRating's list of top-25 Web sites. We show that F_lgure 6(a) plots the complementary cumulative d'_sm'
update events for these prefixes (and for the popular ppél_tlon of the average number of events/day for all prefixes,

fixes from the Netflow data) are infrequent and short-live{{1¢ P 100 from the inbound Netflow data, the top 100
from the outbound Netflow data, and the 33 from Net-

o i ) Ratings. The graph is plotted on log-log scale to empha-
A. ldentifying Prefixes for Popular Web Sites size the tail of the distribution. The bottom three curves

One limitation of the analysis in Section Ill is that th&NOW thatnoneof the “inbound”, “outbound”, and “ne-
high-volume prefixes on AT&T’s peering links may nof'ating” prefixes had more thahevents per day, on av-
be universally popular. To complement our results, wiFage- The vast majority of these prefixes had fewer than
constructed a set of popular prefixes using the publici-2 €V€nts per day, resulting in five or more days between

available NetRatings rankings. First, we took the Ne%yccefsi\{,e events, on average. In contrast, moreltfian
Ratings list of the tof25 Web sites [16] for “at home” of the “all” prefixes had more than five events per day.

users from the end of 2001. Second, we generated an addition to having fewer events, the popular prefixes
list of domain names, typically by adding “www” andtended to haveshorter events, as shown in Figure 6(b).
‘com” to the site name (e.g., converting “Amazon” tQn fact, 85% of the “inbound” prefixes had an average
“www.amazon.com”). This resulted in a list 85 domain event duration ofzerg these prefixes had events with a
names for Web sites that send (and presumably receiggigle update, or no events at all. This number R&&
a large amount of traffic, and represent institutions withfgr the “netrating” prefixes47% for the “outbound” pre-
large commercial interest in having high availability. fixes, and only32% for the “all” prefixes. None of the “in-
Third, we generated a set of IP addresses associatednd”, “netrating”, and “outbound” prefixes had an av-
with each site by querying DNS servers all over the worldrage event duration of more thaf seconds, suggesting
We started with a list of more than 50,000 DNS servetisat most events stemmed from BGP routing convergence
from the work in [17]. These DNS servers come fromather than long-term oscillation. Howevéx,1% of the
a wide range of locations in the Internet, and each DNS8II” prefixes had an average event duration exceeding
server has an IP address associated with a different dessonds. We saw similar results for the other BGP sessions
tination prefix. We randomly generated a smaller list &b the RouteViews and RIPE monitors. We speculate that
5% of these DNS servers. Fourth, we used “dig” to semdost events for the “inbound”, “outbound”, and “netrat-
gueries to these DNS servers to translate each of the ohgy” prefixes involve changing from one route to another,
main names into an IP address. Fifth, we identified tiwehereas some “all” prefixes sometimes become unreach-
longest matching prefix in the BGP data for each addreasle, requiring the routers to explore and ultimately with-
This resulted in a final list 033 prefixes. draw several alternate routes during convergence.
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V. CONCLUSION [2] K. Varadhan, R. Govindan, and D. Estrin, “Persistent route os-
] cillations in inter-domain routing,” Tech. Rep. 96-631, USC/ISI,
Despite the large number of BGP update messages, pop- February 1996.
ular prefixes tend to have stable BGP routes for days[8F T. G. Griffin and G. Wilfong, "An analysis of BGP convergence
weeks at a time. The vast majority of the update events ire properties,” inProc. ACM SIGCOMMSeptember 1999.

trated i f fi that d t . C. Labovitz, R. Malan, and F. Jahanian, “Internet routing stabil-
concentraled In a 1€w prefixes that do not receive mu ity,” IEEE/ACM Trans. Networkingp. 515-528, October 1998.

traffic. These results have important traffic engineering c. Labovitz, R. Malan, and F. Jahanian, “Origins of pathological
implications—operators can assume that the BGP routes Internet routing instability,” irProc. IEEE INFOCOM 1999.

corresponding to most of the traffic are reasonably stab#] C- Labovitz, A. Ahuja, A. Bose, and F. Jahanian, "Delayed Inter-
net routing convergencelEEE/ACM Trans. Networkingvol. 9,

In ongoing work, we are investigating why the “in- pp. 293-306, June 2001.

bound” prefixes have consistently fewer (and shortgr) C. Labovitz, A. Ahuja, and F. Jahanian, “Experimental study of
events than the “outbound” prefixes, and why the Net- Internet stability and wide-area network failures,Rroc. Fault-
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. . 38] W. Fang and L. Peterson, “Inter-AS traffic patterns and their im-
We also plan to StUdy how BGP Stablhty and preflx pop- plications,” inProc. IEEE Global InternetDecember 1999.
ularity vary over time, and over different time-scales. Fjs] A. Feldmann, A. Greenberg, C. Lund, N. Reingold, J. Rexford,
nally, we plan to conduct traceroute experiments to under- and F. True, “Deriving traffic demands for operational IP net-

stand how (and whether) forwarding instability relates to ~Works: Methodology and experiencdEEE/ACM Trans. Net-
BGP instabilit working, vol. 9, June 2001. _
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