Experiencan MeasuringinternetBackboneTraffic Variability:
Models,Metrics,MeasurementandMeaning

Matthenv Roughan, Albert Greenbeg?, CharlesKalmaneR, Michael Rumsevicz’, Jenniferyate$ and
Yin Zhang

2AT&T Labs— Research]180Park Av., FlorhamPk,NJ,07932,USA
Email: {roughan,albert,crk,jyates,yzhar@research.att.com

bTeletrafic ResearctCentre,University of Adelaide, Adelaide5005
Email: mrumsavi@trc.adelaide.edu.au

Understandinghe variability of Internettraffic in backbonenetworksis essentiato betterplanand
manageexisting networks,aswell asto designnext generatiometworks. However, mosttraffic analyses
that might be usedto approachhis problemare basedon detailedpaclet or flow level measurements,
which areusuallynot availablethroughouta large network. As aresultthereis a poorunderstandingf
backbonetraffic variability, andits impacton network operationge.g. on capacityplanningor traffic
engineering).This paperintroducesa metricfor measuringpackbondraffic variability thatis grounded
onsimplebut powerful traffic theory Whatsetsthis metricaparthowever, is thatwe presenamethodfor
practicalimplementatiorof the metric usingwidely available SNMP traffic measurementdn addition
to simulations,we usea large setof SNMP datafrom an operationalP network on the orderof 1000
nodesto testour methods. We alsodelwe into the degreeand sourcesof variability in real backbone
traffic, providing insightinto thetrue natureof traffic variability.

1. Intr oduction

Despitea significantamountof researchaddressingnternettraffic models(for instancesee[1-4]),
thereis notyet wide-spreachigreemenaboutthe characteristicef backbondnternettraffic. This prob-
lem is exacerbatedy exaggeratedeportson Internettraffic gronth andvariability [5,6], by the chal-
lengesassociateavith Internettraffic measurementd], andalack of understandingf theapplicability
of resultssuchasthediscovery of self-similarityin traffic [1-3]. Forinstancein [5], direclaimsaremade
onthebasisof the notionthatlarge volumesof traffic slosh aroundthe Internetin ahighly irregularway.

Obtainingthe datanecessaryo develop an accurateand currentview of backbonetraffic requires
significantinvestmenin measuremerinfrastructure Although detailedpaclettracesarecollectedon a
limited scalein mary networks, thesetracesare not just difficult to collecton high speedinks (OC48
and greater)but also representuge volumesof data,and are often aggreyatedinto simple statistics
beforebeingcollectedfor analysiswherethey areavailableat all. Theresultis thatthis informationis
almostnever availablein thedetailedform neededor mostapplicableraffic models.Nearlyall network
managementsksarethereforecarriedout on coarseaggrejatestatisticsof thetraffic.

Nonethelessynderstandingnternetbackbondraffic is crucialfor evolving the Internetarchitecture,
doing capacityplanning,traffic engineeringand meetingservicelevel agreementslin particular our
investication was specificallymotivatedby the question:to what extent doestraffic variability justify
the needfor a re-configurableoptical network below the IP layerto provide bandwidthmanagement.
Suchanopticalnetwork would allow IP routersequippedwith the appropriaténterfacesto requestaddi-
tional point-to-pointcapacitywhenneededandto reconfigurexisting capacitybetweerrouters[8—10].
Routeramight needadditionalcapacitydueto congestiorresultingfrom ary of anumberof causesma-
jor events(Septembef 1th),re-routingeventstriggeredby failures,transientoverloadsdueto Denial of
Service(DoS) attacksor flashcrowds, or externallyinducedtraffic shiftsfrom peernetworks. Alterna-



tively, we canview this problemthroughthe lensof over-provisioning, namelyto whatextentdoesthe
IP layerneedto be over-provisionedto meetits servicelevel agreementwith high reliability.

We addresshe problemof backbondraffic variability by looking ataggreatelink statisticscollected
via the Simple Network ManagemenProtocol(SNMP). From thesestatisticsit is clearthatthe traffic
hasbothdaily andweekly periodiccomponentsaswell asalongertermtrend. Superimposedn top of
thesecomponentsreshortertime scalestochastiozariations.Giventhesecharacteristicsye developa
simple, but powerful stochastianodelfor backbondraffic (basedon the Norrosmodel[11]), andthen
usethatmodelto derive an empiricalmetric referredto hereasthe pealednesgparamete(thoughthis
termis oftenusedin differentwaysin traffic modeling),thatprovidesa measuref thetraffic variability.
However, notethat the model doesnot requireary specificform of stochasticcomponentand either
a Long-RangeDependen{LRD) or Short-RangeDependen{SRD) model could be usedwith equal
facility. We believe thatthis metricwill beusefulto network operatorsn botharchitecturevolutionand
traffic management.g.,allowing network operatorgo determinewhether(or when)it makessenseo
layerIP overare-configurabl®pticalnetwork, assistingn provisioningbackboneapacitytuningOSPF
links weights,etc. An importantfeatureof this modelis parsimory — only one parameters requiredto
describethe mostimportantfeaturesof the stochastiovariationin the traffic, andthis parametecanbe
estimatedrom standardiSNMP traffic measurements.

We testthis approacton a setof real SNMP datafrom one of the largestoperationalinternetback-
bonesn North America(AT&T). A majorinsightof this paperis thatbackboneraffic is predominantly
composeddf aregularandpredictablecomponentthoughit doeshave a significantstochasticcompo-
nent. The majority of exceptionsto this rule, the relatively rare large fluctuationsare generallyshort
livedanomalougvents.

2. Models

2.1. Data

The modelswe build arecritically dependenbn the dataon which they arebuilt. In this paperwe
analyzeSNMP traffic andfault dataextractedfrom an archive thatincludesmorethan1 years worth
of datacollectedfrom alarge Tier-1 ISP’s backbonenetwork. SNMP is uniquein thatit is supported
by essentiallyevery device in an IP network, andso we cancollect datafrom the entire network with
little additionalinfrastructure.Unfortunately asa practicalmattey SNMP datahasmary limitations —
for instancamissingdata(it maybe missingbecaus&SNMP usesUDP transportor it maybelostwhile
copying to our researcharchive), incorrectdata(through poor router vendorimplementations)and a
coarsesamplinginterval. Also SNMP only providesaggraatelink statisticshotthetypeof traffic using
thelink, norits sourceor destination.

Theselimitations make analysissuchastime seriesanalysisdifficult on this data. We have goneto
considerabldengthsto reducethe impactof thesefeaturesof the datathroughcarefulpost-processing:
discardingambiguousandincorrectdatawherepossible andusingSNMPfault datato determinecauses
of someanomalies. Thanksto theseefforts, and carefully choosingmodelsand analysisthat are not
sensitve to the dataquality we canuseeven suchpoordatain somequite detailedanalysis.

Onepointto noteis thatmary pastanalyse®f suchdatahave beendonein the“busyhour”, but such
analysesuffer from onemajorfeature. Given a strongweekly cycle (which is the casehere),andfive
minutetraffic data(whichis typical for SNMP measurementspnehasonly 12 samplepointsperweek.
To obtainenoughdatafor areasonablyaccurateanalysis pnemustaverageover mary weeks.Oversuch
time periodsin the Internetnon-stationarityeffectsmayeffectresults[12]. This motivatesusingamodel
to describeand analyzethe seasonahndtrend components.Sucha modelis alsousefulin detecting
anomalieghatcanoccurat timesoutsidethe busy hour.

2.2. Traffic modeling

In this section,we describethe basictraffic modelthatwe will usethroughoutthe paper basedon
standardtechniquedrom time seriesanalysis[13]. The mostohlvious characteristicef IP backbone
traffic arethestrongdiurnal(daily) andweeklycycles,aswell aslong-termtrends(for exampleseg14]).



Figure 1 shows thetotal traffic enteringthe network at a Point of PresencéPoP)over two consecutie
weeksin May 2001, andillustratesthesedaily and weekly variationsin the traffic. Also striking is
the similarity betweenconsecutie weeksof data. The olbvious modelfor suchtraffic is a simplenon-
stationarymodelin which thetraffic statistics(for instancethe meanandvariance)vary overtimein a
regularandpredictablevay.
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Figure 1. Total traffic into a region over two consecutie weeks. The solid line is the first weeksdata
(startingon May 7th) the dashedine shavs the secondveeksdata. The secondigure zoomsin on the
shadedegion of thefirst.

We canquantify this intuitive view, by segmentingthe traffic into a regular, predictablecomponent,
anda stochasticcomponent.The mostnaturalway to segmentthe two is usinga generalizatiorof the
Norrosmodel[11]. This modelis ideal for backboneraffic modelingbecausét captureghe effect of
statisticalmultiplexing of mary sourcesThetwo componentsameantraffic ratem; which canbesome
generafunctionof time, andthe stochasticomponent¥; arecombinedto give thetotal traffic rateby

xy = my + JamiWy, (1)

where W, is a stationarystochasticprocesswith zero mean,and unit variance,anda is a parameter
sometimegeferredto asthe peakedness. This type of modelhasbeenwidely used— seefor example
[15-17]-andconsiderablevidencefor themodels applicabilityto ISPbackboneraffic is givenin [12].

Themeantraffic ratem, is intendedto capturethe predictablecomponentspamelythetrend,andthe
weekly anddaily cycles. The variationin the periodiccomponentsncreasesn proportionto the total
volumeof thetraffic, andsoit is natural[13] to take the meanto be,

my = Tt St, (2)

whereT; denotedhetrend,and.S; denoteghe periodicseasonal componentWe assumehatwe know
the periodT’ of the seasonatomponentandthatfor the lengthof the dataexaminedherethe seasonal
componentanbewell approximatedisbeingperiodic,i.e. Sy, = Sy, foralln = 0,1,2, ...

Wediscusgheparametet: in detailin Section3, wherewe introduceit asametricof traffic variability.
In theoriginal Norrosmodel[11] the stochasticomponentV; wasFractionalGaussiariNoise(FGN), a
simpleLong-RangeDependen{LRD) procesqsee[1,2]). Here,our SNMP measuremenido not allow
adetailedcharacterizatiof W;, sowe allow ary finite varianceprocess.

Thismodelsatisfiesanumberof desirableproperties Oneimportantcharacteristiof themodelis that
whensetsof traffic thatobey the modelare multiplexedthey continueto obey the model. For instance,
take N traffic streamse; with constantmeanm;, pealedness:;, andstochasticomponentsvhich are
independentealizationsof the sameGaussiarprocess The meanof the new processs m = Y m;,
andthe pealednesgdervedfrom thevariance)s a = % ZfL a;m;, whichis ameanweightedaverage
of thecomponenpealednesses.



The units of a areunit-second$18], becausehe integral of the stochasticcomponent? shouldbe
dimensionlessFor instancejf the measurementarein kbps,thena is measuredn kilobit-seconds.If
themeasuremenigrein pacletspersecondthena is measuredn paclet-seconds.

3. Metrics

Onemajorproblemwith mary of thepreviouscommentariesntraffic stability is alack of quantifiable
definitions. In this section,we proposesucha quantitatve metric. A usefulmetric shouldcapturethe
importantcharacteristicsf traffic in a parsimoniousvay, e.g.,we might wanta metricthatcaptureghe
effect of the traffic variability on capacityplanningperhapsy specifyinghow muchover-provisioning
is requiredto carrythe specifiedtraffic at a given Quality of Service(QoS).However, detailedcapacity
estimatesare difficult, particularto the technologyand network, and require measurementsf traffic
propertiesat finer scalesthan our SNMP measurementprovide. Hencewe limit oursel\esto simple
metricsthat canbe quickly calculatedon large datasets. The propertiesof the pealednessenumerated
above male it an ideal metric for our purposeshut in orderto measurea we mustfirst extract the
non-stationaryomponent$rom the data.

3.1. Estimating the Mean

In this sectionwe introduceand usebasictime seriesanalysisto computean estimateof the (non-
stationary)meanin equation(2). The starting point is a Moving Average(MA) which is simply a
convolution of the time serieswith a low-passfilter. We useonly centeredrectangulamwindows in
thiswork. Thusthe MA of width 2n + 1 appliedto time seriesr; is
. 1 "
Ti= - 1 Z_E: Tipi- 3
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If thefilter haslengthgreaterthanthe period’ of the seasonatomponentl1 week)thenthe MA actsto

remove the periodicvariations.Thereforen = T'/2 yieldsanestimateof thetrend,i.e., we estimatethe

trendusinga MA with width ~1 week.Onceestimatedve canform adetrendediatasetby y; = xt/T}.
The standardmethodin time seriesanalysisusedto estimatethe seasonatomponentexploits the

periodicity by using a SeasonaMoving Average(SMA) wherewe take a MA over a seriesof data

pointsseparatetby the period,soasto estimatethe periodiccomponenat thosetime points[13]. In our

analysiswe performour averageover thewhole dataset,i.e.

R 1 Nl

St = N ; Yttir, (4)

wheret € [0,7"), and NV, is the largestinteger suchthatt + (N; — 1)T" < N, whereN is thelengthof
thedata.We referto this asthe Seasonalverage(SA). We may estimatehe meanby 1, = S;T;.

3.2. Estimating peakedness

Oncewe understandhe periodicandtrendcomponent®f thetraffic, the next thing to captureis the
randomvariationaroundthe mean.Most metricsof variationusedin capacityplanningdo notaccount
for the time-varying componentand so are limited to busy-houranalyses.In comparisonwe have
estimatedy; andso canuse(1) to estimatethe stochasticcomponenthpy z; = (z; — M) /v/fe. We
cannow measurdhe variability of the randomcomponenbf thetraffic usingthe varianceof z;. If we
knen m; exactly thevariancewould bethe pealednessThusthe metricdefinedhereis an estimatorfor
a, whichwe will denotea, andreferto astheempirical peakedness.

We mustalsoincludein the estimationa correctionfor biasin the estimate. The correctionarises
for the samereasornthatthe prefactorin the unbiasedestimatorof the varianceof a setof dataz; with
unknovn meanis ﬁ ratherthan % as one might naively expect[13]. In our case,note that the
computatiorof & canberewrittenas
1 -1
T Var, (Zt+nT) s (5)

t=0

a=



where T is the period of the seasonatomponent. When computingVar, (z;+,7) we mustusethe
prefactorfor theunbiasedsamplevariancetakinginto accounthateachis basedon NV, datapoints:
1 Ni—1

Va.rn (Zt+nT) = Z (ZtJrnT - 5t)2 3 (6)
Nt -1 n=0

wherez; = ﬁ Z,]f o zt+n1. If Ny = M, aconstantover the dataset(the datalengthis an exact
multiple M of the perlod of the data),thenthe above revertsto estimatingthe varianceof z; with a

correctionfactor M 7. For example, with four weeksof data,anda weekly period, M = 4 sothe
correctionfactoris anotinsignificant4 /3.

We shouldnotethatnotonly is a idealfor our purposeshut evenwhenthemodel(1) breaksdown, for
instancewhenthereareoutliersin the data,thenparametef; is a usefulandmeaningfulmeasurement
(see[16,17]andSection3.4). Furthermorethe metric may be easilyadaptedo dealwith missingdata,
afeaturewe usebelow.

3.3. Simulation results

In the previous sectionwe presentan estimatorcalled the empirical pealednessput this estimator
is not an unbiasedestimatorof pealednessbecause¢he model(1) is morecomplicatedthanin typical
time seriescases.In this section,we presentsomesimulationresultsto confirm that the metric above
hasonly smallbiason a sampledatasetsimilar to actualmeasuremendata. We simulatea time series
correspondingo onemonth’s worth of 5 minute SNMP measurementsccordingto (1) and(2), where
the stochasticomponenis FGN with H = 0.5, 0.75and0.95(generatedisingthe techniquen [19]);
the trendis exponentialcorrespondingo a doubling every threemonths (with a baserate of 26.6);
andwith the seasonalor periodiccomponenteterminedoy a sinusoidplus a constantj.e. S; = ¢ +
ksin (27r%) , wherec andk areconstants.Theresultsin Figure2 (a) arebasedon the productof two
sinusoids,onewith a periodof 1 day, the otherwith a periodof 1 weekto simulateboth weekly and
daily cyclesin the data. The parametersisedin the presentegsimulationare cgaly = 2, kqaity = 1,
Cweekly = 1, kweekly = 0.2 (thoughwe have testedresultsfor amuchwider rangeof parameters)in each
of the simulationswe alsoremove two blocksof 12 hoursof datato simulatemissingdata.

Figure2 (a) shaws the resultsof estimatesver a rangeof valuesof a basedon 10 simulationseach
(with 95% confidencentervals shavn). We canseethatwhile thereis a statisticallysignificantbiasin
someresults(thosewith H = 0.5 and0.75) it is very small. For largervaluesof H, thereis nosignificant
bias. Themissingdatahaslittle effectontheresults(aslongasnottoo muchdatais missing)andnordo
the parametersf the sinusoidusedto generatéhe seasonatomponent.

We have comparedhis metricwith alternatves,suchasthe coeficient of variation,andpeakto mean
ratio,andfoundtheempiricalpealednesdo belessbiased andlesssensitie to form of thefunctionmy,
makinga abettermeasurement.

3.4. Effect of anomalies

Anomalouseventsincludetransienpeaks/dipsn thedatacausedy DoSattacksflashcrowvds, rerout-
ing of traffic, etc, thatdo not fit model(1). In Figure2 (b) we shaov the effect of anoutlier in the data
—thatis, a setof pointsnot correspondingo the modelin (1). The modelusedin the simulationhas
thesameparameterssin the previousexample,andthe x-axisof thefigure shawvs thesizeof theoutlier
(theoutlierwaschoserto effectthreeconsecutie datapoints)with respecto thoseparametersOnecan
seethatthe outlier causesi to deviate from a (asonewould expect). The deviation is approximately
guadratidn thesizeof theevent,andis linearin thelengthof the event,andthe numberof eventsin the
data.

Figure 2 (b) demonstrateshat the metric hasthe very desirableproperty that when the modeling
assumptionghatlie behindit areviolated, the estimaterespondsn a smooth,predictableway. If, in
contrast,the measurementariedwildly, thenit would looseary meaning,becausen almostall data

! This rate of increasss likely to be far moreextremethanthe rate of increasen realtraffic [20,21], but otherwisethe trend
would be barelynoticeableover aonemonthperiod.
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setstherearesomeoutliers. The predictablenatureof the variationallows usto draw meaningfrom the
resultsevenwhenoutliersarepresentln facttheseoutliersmay be eventsof interestin themseles,and
soit is notunreasonablfor themto effectthemeasuremengolong asthey dosoin acontrolledmanner

4. Measurements

This sectionpresentaneasurementsf a. We shall look at approximatelyone month sequencesf
data,for which a purely periodicseasonatomponentvasfoundto work well. At longertime scalesa
SMA is requiredasthe seasonatomponenttself may changesignificantly asthe network topology or
the customemix changes.For longertime scales,one shouldalsoensurestationarityof a usingtests
suchasin [12]. We presentresultsfrom two periods: May 1stto 31st2001 (an ordinary month),and
Septembebth to October11th 2001. The datesin the Sept-Octdatasetwere chosento cover several
large eventsthatwe wish to investicate.

We measuré: onthe5 minutetraffic datafrom the OC48links thatform the majority of thebackbone
network at the time of study Figure 3 (a-top)shavs anexampleof 1 monthof traffic datafrom alink,
while Figure 3 (a-middle)shawvs the estimatedneanm;. Figure 3 (a-bottom)shaws the value of z;.
Althoughthis seriesappeardo have someresidualnon-stationaritythe appearanceould be the result
of long-rangecorrelationsn thedata[23]. In Figure3 (b-top)we zoomin on thefirst weekof the data
shawvn in Figure3. In Figure 3 (b-bottom)we showv a very simple simulatedversionof thetraffic. The
measuredalueof themetricis ¢ = 0.78 Mbs for this data.

We have appliedthe measurementw of the orderof 50 OC48inter-city backbondinks. Figure4
shawvs the Cumulatie Distribution Function (CDF) of the measuredraluesof a. Most valuesarein
0.5-3Mbs, though15%-25%0f valuesarelarger The May datasetalsohasmary morevalues> 5 Mbs.

Thedashedinesin Figure4 shov themeasurementshenanomaliesn thedataareremovedfrom the
data.Thereis adramaticreductionin g, in particularthe largervaluesall but vanisheventhoughonly a
smallnumberof datapointsareremovedfrom the data(on averagel48 measurementsom 8064). The
reasongor thisarediscussedn Section3.4: anomalousaluescanhave a significanteffect on thevalue
of a. A very small proportionof atypicaldatais contrituting a large proportionof the variability. In
detail, thesepointsappeamsspikes,or drops,andthey canalmostall be attributedto reroutingof traffic.

5. Meaning

The main value of metricssuchasthe averageis that we feel we have someintuition abouttheir
meaning. At this point, the metric a is somevhat abstract. Here we shall give somemeaningto the
metric,throughsimulatinga simpleWDM modelto seethe effect a hason the decisionto usedynamic
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reconfigurationin the network. In Section5.1 the relationshipbetweenthe pealednessandthe need
for network reconfigurability andin Section5.2 we look at datato understandhe pealednessseenin
AT&T s network overtime.

5.1. Peakednessand the needfor reconfigurability

We first approachthe problemof giving meaningto a by placingit within a contet: the network
topology link bandwidthsrouting,etc. We simulateasimpleWavelengthDivision Multiplexing (WDM)
accessetwork basedn the MetropolitanAreaNetwork describedn [24] wherethetopology shavn in
Figure5 (a), is feederring with multiple accessiodes.Eachaccessodeis anIP routerandan optical
add-dropmultiplexer (O-ADM) giving it individually allocatedvavelengthghatprovide transporto the
gatevay node. The gatevay nodeallocateswavelengthsto the differentaccessodes,and so canbe
modeledasa simplemultiplexer/demultipl&er asshovn in Figure5 (b).

Eachof the N accessmodeshasdedicatedandwidthto theuplink allocatedn wavelengthsof capacity
C. Weassumaggligible internaltraffic ontheaccessietwork, andmodeltheexternaltraffic from access
nodei asz! using(1), with threeadditionalassumptions

e Stationarity:We assumehatthe meanof thetraffic is constanin time.

e HomogeneousiWe assumehatm; = m anda; = o for all .
¢ GaussianityWe assuméhe stochasticomponents Gaussian.
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In thesimplestscenariothe wavelengthsarestaticallyallocatedaccordingto traffic forecastsandprovi-
sioningrules. However, improved performances expectedf thewavelengthsaredynamicallyassigned
to differentaccessodesto follow fluctuationsin the offeredloads. The aim of this modelis to assess
the relative capacitygain of dynamicreconfiguration.As a simple first analysis,we allocateenough
wavelengthsto eachaccessodeto carry all of the offeredtraffic. Consideringthe abose model,with
traffic z{ to nodei: attime ¢, we find thatthe numberof wavelengthsrequiredy; = [z}/C7, where[z]
denoteghesmallesintegerlargerthanx. Thetotal numberof wavelengthsequiredin eachcaseis

e Static configuration: W = ", max; y;.

e Dynamic reconfiguration: W = max; 3, vi.

We simulateusing20 samplerealizationof 4 weeksof 5 minutemeasurementgndshow oneillustrative
resultwith traffic characteristicgloseto real data(bandwidthperwavelengthC' = 155 Mbps, average
traffic pernodeis 350 Mbps,anda variesfrom 0 to 3.5Mbs).

Figure5 (c) shaws a plot of the over-provisioning requiredby the static caseto carry the sametraf-
fic asthe dynamiccase. The figure shawvs thatthereis a thresholdin a belowv which thereis no need
for reconfiguration Above the threshold a statically configuredsystemrequiresincreasingamountsof
over-provisioning. The thresholdin «a is largely insensitve to numberof nodesN, but doesdepend
on the meanrate m. The resultsshav thatthe value of a hasa clearimpacton and network design.
Giventhatvery few of measuredaluesof a lie above 3.0 (excludinganomalies}the casefor reconfig-
urability is weak,thoughwhenwe includenetwork anomalies: maytake large enoughvaluesto justify
reconfigurability

5.2. Causesof variability

Anotherway in which we cangain someunderstandingf the measurement is to determinewhat
factorseffectit’s value. Is it simply variationin the traffic over time, or do particulareventsinfluence
its value? We know, for instancethatin the link datathe valueof a is increasedby atypical events
(seeFigure4). Sucheventscouldbeflashcrowds; DoS attacks;andself-propagtingwormsor viruses;
reroutingdueto link outagespr externallyinducedchangewia BGP;or importantnaturalandman-made
events(for instancesarthquaks,Septembel 1th, holidays).In the May data,the majority of anomalous
eventsoccurastheresultof reroutingof traffic, howeverthereareeventssuchasthe May 28thMemorial
day holiday may resultin changesn traffic (a noticeabledip on this holiday). The Sept-Octdatawas
choserbecausét coverssomemoredramaticevents:

1. The attackon the WTC on Septembed 1th: Figure 6 (a) shavs three consecutie weeksfrom
Sept-Ocfor theNew York region, andthetime of thefirst crash.Thereis acleardropin thetraffic
from New York at this time. The drop appearedn mostotherPoPsaswell, suggestinghatthe
dropwasnot causedy link outagegafactsupportedy thefault data).

2. TheNimdaWorm[25,26]: onceinfected,a hostwould sendprobego infect new machinesThere
wasa large enoughvolume of theseprobesto causea DoS effect in somenetworks. The worm
wasfirst noticeableat 13:00GMT on Sept.the 18thandits peakactivity continueduntil the 19th.



Thesetimesareshadedn Figure6 (a), but notethatthereis no discernibleincreasen traffic in
New York (andelsavhere)duringtheseimes. Thereasorthatthis hasnoteffectedbackboneraffic
totalsis thatthe probesaregenerallyfairly small,andtherearenotreally thatmary comparedvith
thetotal backbondraffic. It takesareally big eventto affectthe backbone.

3. Thefinal eventof interestis a BGP problemassociateavith amalformedAS-paththatpropagted
throughthe Internetfrom 19:400n the 7th to 1:40 on the 8th of Oct. (seeNANOG mailing list
for details). The eventis clearly visible in BGP traffic, which suiged by abouta factor of 10.
ThemalformedAS-pathmayhave causedsomecustomeroutersto crash,andtherebycausedhe
increasedBGPtraffic, andwe might thereforeexpectto seea decreasén datatraffic. Figure6 (b)
shawvs theweeksin question.Thereis a smalldecreasén traffic onthedayin questionput it not
clearly causedy the BGP event. Without moredetailedtraffic data,it is hardto confirmthetrue
causebut it doesseemto beevidencethatBGP routinginstability canaffect traffic.
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(a) Thesolid line shawvs thedroponthe 11thof (b) The vertical lines shawv the period of in-
Sept.Theshadedegionshavstheperiodof the creasedBGP actiity.

Nimdaattack.

Figure6. Total traffic into New York over threeconsecutie weeks(for two differentmonths).

To understandvhat sort of effect theseunusualeventshave on our measureof variability a, we also
computethe empirical pealednessf the traffic, excluding theseevents. Figure4 (b) shavs the CDF
of the measured:, with all data,without simpleanomaliesandwithout all anomaliesjncluding those
above. The latter two arealmostindistinguishablepecausdhe pealedness responsdo anomaliess
quadratidn their'size’, but only linearin the duration. Hencelong lived eventssuchasthe WTC 20%
traffic dropdon't impactpealednessasmuchasshortreroutingeventswhich may doublethe traffic on
alink. Togetherwith theresultsof 5.1, we seethatopticalreconfigurabilityhelpsmostto handletraffic
changesarisingfrom suddereventssuchasnetwork failures,which maybe externalto the systemunder
administratve control.

6. Conclusion

Understandindghe characteristicef backboneraffic is crucialfor boththe engineeringanddesignof
large networks. This papempresents novel techniquefor measuringhe variability of backbondnternet
traffic, and investicatesthis techniquesusing SNMP measurementffom a Tier-1 ISP backboneand
throughsimulations.A key insightof this paperis thatlarge deviationsfrom traffic predictions(notdue
to routing changesprerare. Most normalvariationhasa in therange0.5-3.0Mbs for 5 minute SNMP
measurementd his valueof a appearso representelatively stabletraffic. However, we notethata can
belargerevenwhenwe excludeobvioustransienievents.At thevery leastthis providesarealisticsetof
parametewaluesfor simulationsof backboneraffic.



Our original motivationfor this work wasto look at the benefitsof building IP backbone®n top of a
re-configurableptical network. Thoughthe diurnalvariationsin traffic aresignificant,thesearetightly
coupledacrossNorth American,and so do not allow temporalsharingof capacity Furthermorethe
stability of the stochasticcomponensuggestshat the casefor a re-configurableoptical network layer
basedsolely on traffic variationsis weak— certainly someclaimsof variability have beendramatically
exaggeratedHowever, it may still make sensdo usea sucha network to dealwith traffic load changes
resultingfrom IP layerre-routingdueto failures[22], or dueto globaldifferencesn thediurnalcycle.
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