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ABSTRACT
A widely used mechanism for computing the topology of any
network in the Internet is Traceroute. Using Traceroute,
one simply needs to choose any two nodes in a network and
then obtain the sequence of nodes that occur between these
two nodes, as specified by the routing tables in these nodes.
Thus, each use of Traceroute in a network produces a trace
of nodes that constitute a simple path in this network. In
every trace that is produced by Traceroute, each node occurs
either by its unique identifier or by the anonymous identi-
fier “*”. In this paper, we introduce the first theory aimed
at answering the following important question. Is there an
algorithm to compute the topology of a network N from a
trace set T that is produced by using Traceroute in N , as-
suming that each edge in N occurs in at least one trace in
T , and that each node in N occurs by its unique identifier in
at least one trace in T? Our theory shows that the answer
to this question is “No” in general. But if N is a tree, or is
an odd ring, then the answer is “Yes”. On the other hand, if
N is an even ring, the answer is “No”, but if N is a “mostly
regular” even ring, then the answer is “Yes”.
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1. INTRODUCTION
Traceroute is arguably the most popular mechanism for

computing the topology of a network in the Internet. Exe-
cuting Traceroute between any two nodes, say nodes x and
y, in a network produces a sequence of nodes, called a trace,
that corresponds to a simple path between x and y in the
network. We assume that if the network has multiple sim-
ple paths between x and y, then exactly one of these paths
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corresponds to the trace produced from using Traceroute be-
tween x and y. Traceroute is used to compute the topology
of a network N in the Internet as follows.

1. Identify the nodes that are located at the perimeter of
network N . We refer to these nodes as the terminal
nodes of N .

2. Execute Traceroute between every pair of distinct ter-
minal nodes of N to produce the trace of nodes that
occur between these two nodes.

3. Put all the traces, that are produced in Step 2, to-
gether to compute the topology of network N .

Unfortunately some nodes that occur in the traces pro-
duced in Step 2 appear with anonymous identifiers rather
than with their unique identifiers. This feature complicates
the task of putting the produced traces together to compute
the topology of network N in Step 3 [1],[2], [3]. In this paper,
we investigate the problem of computing a network topology
from a given set of network traces where some nodes appear
with anonymous identifiers. We show that the problem is
unsolvable in general, and identify some interesting special
cases where the problem is solvable.

2. NETWORK TRACING PROBLEM
A network N is a connected, undirected graph where

nodes have unique identifiers. Every node in a network is
designated either terminal or non-terminal. Also, every node
is either regular or irregular.

A trace t is generable from a network N iff t is a sequence
of nodes in N that represents a simple path between two
terminal nodes in N . A regular node occurs in t by its
unique identifier. An irregular node occurs in t either by its
unique identifier or by the anonymous identifier ∗i where i

is a unique integer in trace t. The first and last nodes of t

occur by their unique identifiers in t.
Note that a trace t that is generable from a network N

is a sequence of nodes that corresponds to a simple path in
N . Thus, there are two ways to write the sequence of nodes
in t. For example, t can be written as (e, ∗1, ∗2, ∗3, a), or it
can be written as (a, ∗3, ∗2, ∗1, e). We regard the differences
between these two ways of writing t as immaterial.

A trace set T is generable from a network N iff T satisfies
the following five conditions :

1. T is a set of traces, each of which is generable from N .

2. For every pair of terminal nodes x, y in N , T has at
least one trace (x, ..., y).
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3. Every edge in N occurs in at least one trace in T .

4. The unique identifier of every node in N occurs in at
least one trace in T .

5. T is consistent: for every two distinct nodes x and y,
if x and y occur in two or more traces in T , then the
exact same set of nodes occur between x and y in every
trace in T where both x and y occur.

Two comments concerning condition 5 in this definition,
the consistency of T , are in order. First, if a trace set T has
two traces of the form (x, ∗2, z) and (u, x, y, z), then from
the consistency condition, we can conclude that node ∗2 is
in fact node y.

Second, if a trace set T has a trace of the form (x, ∗2, z),
then from the consistency condition, T cannot have a trace
of the form (u, x, ∗5, y, z). This is because the number of
nodes between x and z in the first trace is 1, and their num-
ber in the second trace is 2, in violation of the consistency
condition.

These conditions may appear extremely strong. However,
note that if they are not satisfied, it is very easy to pro-
duce sets of traces which do not uniquely identify the traced
network. For example, violating condition 5, we may get
{(a, b, d), (a, c, d), (a, c, e), (a, ∗1, d)} - now ∗1 can be b or c,
so we have two possible networks. Our primary result is an
impossibility theorem, which bounds the power of any algo-
rithm to compute the topology of a general network from its
trace set; in order to show that the result does not depend
on conditions like inconsistent routing, which may or may
not be true, we assume the worst case, develop our theory
assuming that all these conditions are met, and prove that
our result of impossibility still holds.

The network tracing problem can be stated as follows.
“Design an algorithm that takes as input a trace set T that
is generable from a network, and produces a network N such
that T is generable from N and not from any other network.”

3. SUMMARY OF RESULTS
In [4], we show that the network tracing problem is solv-

able for the following classes of networks: (A network is
mostly-regular iff each node in the network has at most one
irregular neighbor.)

1. tree networks

2. odd rings

3. mostly-regular even rings

We also show that the problem is not solvable for the fol-
lowing classes of networks:

1. networks with one (or more) irregular nodes

2. even rings

3. mostly-regular networks

From these results, it is clear that the classes of networks
for which the network tracing problem is not solvable are
much larger than the classes of networks for which the prob-
lem is solvable. This suggests that the network tracing prob-
lem needs to be weakened in order to make it solvable for
richer classes of networks.

4. WEAK NETWORK TRACING PROBLEM
The reason that the network tracing problem is not solv-

able in most cases, one may argue, is that the given trace set
T is required to be generable from one, and only one, net-
work N . One may hope, then, that if this strict requirement
is somewhat relaxed, then the resulting weak version of the
network tracing problem becomes solvable in many cases.

The weak network tracing problem can be stated as fol-
lows: “Design an algorithm that takes as input a trace set
T , that is generable from a network, and produces a small
set {N1, .., Nk} of networks such that T is generable from
each network in this set and not from any network outside
this set.”

The requirement that the produced set {N1, .., Nk} be
small means, mathematically, that the cardinality k of this
set is a constant, not a function of the number of unique and
anonymous node identifiers in the given trace set T .

There are both practical and theoretical reasons for this
requirement. From a practical point of view, the smaller the
produced set of networks is, the better. From a theoretical
point of view, the weak network tracing problem becomes
trivially solvable if the cardinality k of the produced set
is allowed to be a function of the number of unique node
identifiers in the given trace set T .

Unfortunately, the following theorem shows that the weak
network tracing problem is not solvable in general.
Theorem. There is no algorithm that takes as an input a
trace set T that is generable from a network, and computes
a set of networks {N1 . . . Nk} such that the following three
conditions hold:

• T is generable from every network in the set {N1 . . . Nk}.

• T is not generable from any other network.

• The value of k is not a function of the number of node
identifiers in T .

5. CONCLUSION
Traceroute, while adequate for the purpose of comput-

ing the distance (measured in number of hops) between any
two nodes in the Internet, is not adequate for inferring the
topology of a network in the Internet.
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