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Abstract—In BGP, Autonomous Systems (ASes) advertise
routes. Unfortunately, malicious ASes can advertise false routes
that do not exist in the Internet. Many extensions of BGP have
been proposed to allow each AS to check whether the received
routes are false. It turns out that none of these extensions can
defend against collusions among malicious ASes. In this paper, we
present an extension of BGP that can defend against collusions.
In our extension, each listed AS in an advertised route supplies a
certified full list of all its peers, i.e. neighbors. Because full peer
lists can be very large, we develop an optimization where each
AS in an advertised route supplies a balanced peer list that is
much smaller than its full peer list. Using real Internet topology
data, we demonstrate that the average, or largest, balanced peer
list is 92% smaller than the average, or largest respectively, full
peer list.

I. INTRODUCTION

The Internet is composed of a large number of connected
Autonomous Systems, or ASes for short. Each AS in the
Internet owns one or more IP prefixes and the ASes use the
standard Border Gateway Protocol (BGP) [18] to advertise
routes to every IP prefix in the Internet. Each advertised
route lists all the ASes on the route. In BGP, a malicious or
misconfigured AS can advertise to its peers false routes that
do not correspond to existing routes in the Internet. When this
happens, none of the peers can detect that the advertised routes
are indeed false, and they may proceed to adopt these false
routes and use them to route packets [9]. This vulnerability of
BGP is usually referred to as IP prefix hijacking [30].

When packets are routed along false routes, three erroneous
outcomes can arise [30]: packet discarding which can yield
a DoS attack; packet sniffing which can cause privacy leak-
age [5]; and destination impersonation which can be used
to create false identities in spamming [17]. The Internet has
already suffered some notable instances of IP prefix hijacking
that resulted from the misconfiguration of some ASes [1], [3],
[14], [16]. In one instance [16], packet flows to more than
10,000 ASes were discarded.

Many techniques have been recently proposed to address
IP prefix hijacking in BGP. These techniques can be classified
into two categories: prevention techniques [4], [7], [9], [10],
[21]–[23], [27] and detection techniques [6], [8], [11], [12],
[19], [26], [29], [30]. In a prevention technique, BGP is
extended such that when an AS receives an advertised route

from any one of its peers, the receiving AS can immediately
check whether the advertised route is false and should be
discarded right away. In a detection technique, BGP remains
unchanged, but an additional protocol is developed to monitor
the adopted routes in all the ASes and detect whether any of
them is false and should be discarded.

Clearly prevention techniques are more responsive and more
vigilant against IP prefix hijacking than detection techniques.
Thus, a prevention technique needs to be employed to extend
BGP and make it secure against the hijacking of IP prefixes.
Unfortunately, none of the prevention techniques that have
been proposed so far can prevent the hijacking of IP prefixes
caused by a “collusion” of several malicious or misconfig-
ured ASes. Several (malicious or misconfigured) ASes in the
Internet constitute a collusion if these ASes share among
themselves all the cryptographic keys that each of them owns
and they agree to act in concert to hijack IP prefixes in BGP.
In this paper, we propose the first ever technique to prevent
the hijackings of IP prefixes even those which are caused by
collusions of ASes.

Next we illustrate how a collusion can succeed in hijacking
IP prefixes against a good prevention technique, similar to S-
BGP [9], [10]. Assume that BGP is extended, to prevent IP
prefix hijacking, as follows. Each AS is supplied with both a
private key and a public key. An AS is supposed to know only
its own private key and the public key of every other AS in the
Internet. But for ASes in a collusion, it is possible that each
AS in a collusion may know the private keys of all ASes in the
collusion. When an AS receives a route to some IP prefix and
wishes to adopt it, the AS adds itself to the route and signs
the augmented route using its private key before forwarding
it to every one of its peers. Now assume that AS x receives
a route to an IP prefix P, and assume that the received route
goes from AS u (which owns P), to AS v, to AS w, before it
is received by AS x. This route has already been signed by the
private keys of u, v, and w. But in this case, if both v and x
are in a collusion and x knows the private key of v, then x can
shorten the route and make it consist of only two ASes u and
v, before x adopts and advertises the shorter route. Note that
by shortening the route, x creates a false route but, in doing
so, it makes the shorter route more attractive for adoption by
other ASes.

978-1-4244-4581-3/09/$25.00 ©2009 IEEE



The basic idea of our technique to prevent the hijackings of
IP prefixes, even those that are caused by collusions of ASes,
is quite simple. When an AS receives a route and wishes to
adopt it, the AS adds itself to the route, then adds a signed
“full list” of all its peers to the route specification, then it
advertises the augmented route to every one of its peers. Each
full peer list in an advertised route is signed by the private key
of a trusted central authority whose public key is known to all
the ASes in the Internet. When an AS receives an advertised
route, it first checks that each signed full peer list on the route
is correct, then it uses these full peer lists to check that the
route is true. Note that no individual AS and no collusion of
ASes can modify or forge any of the full peer lists on an
advertised route.

The only problem of our technique is that the full peer
lists of some ASes in the Internet are very large containing
thousands of peers. Even worse these ASes appear in most ad-
vertised routes. Therefore the specifications of most advertised
routes will become large. To solve this problem, we show that
the signed full peer lists in an advertised route can be replaced
by signed balanced peer lists which are much smaller in size.
The full version of this paper can be found in [13].

II. A MODEL OF BGP AND ITS ATTACKS

In this paper, we abstract the AS-level topology of the
Internet by an undirected graph G, called the Internet topology
graph. In G, each node is called an Autonomous System, or
AS for short, and each undirected edge {u, v} between two
ASes u and v is called a peering between u and v. If G has a
peering {u, v}, then u is called a peer of v and v is called a
peer of u.

Each AS in the Internet topology graph G owns a set of
IP prefixes. The ASes in G exchange BGP update messages,
each of which is of the following format:

(P : (u,..,v))

where P is an IP prefix and (u,..,v) is a sequence of ASes that
represents a simple path in G, and so each pair of adjacent
ASes in the sequence is a peering in G. The first AS in the
sequence, namely AS u, is the owner of prefix P.

Consider the case where an AS u in the Internet topology
graph G owns an IP prefix P. In this case, u initially sends
a copy of the BGP update message (P : (u)) to each one of
its own peers. When a peer v of u receives the BGP update
message (P : (u)) and decides based on its routing policy that
the best route to reach the IP prefix P is to go from v to u,
then v sends a copy of the BGP update message (P : (u,v)) to
each one of its own peers other than u, and the cycle repeats.

When an AS w receives a BGP update message (P : (u,..,v)),
it makes the following two assumptions. First, w assumes
that the sequence (u,..,v) in the received message constitutes a
simple path in the Internet topology graph G. Second, w also
assumes that u is the owner of the IP prefix P. Unfortunately,
these two assumptions may be wrong since malicious or
misconfigured ASes could have corrupted the contents of the

update message. Consequently, BGP is vulnerable to two types
of attacks: invalid owner attacks and invalid route attacks.

In an invalid owner attack, a malicious or misconfigured
AS v sends a copy of the BGP update message (P : (u,..,v))
to each one of its peers even though u is not the owner of
the IP prefix P. To overcome this type of attack, whenever an
AS w receives a BGP update message (P : (u,..,v)), w should
be able to check whether u is the true owner of prefix P. This
can be accomplished by attaching, to each update message (P :
(u,..,v)), a signed certificate certifying that the owner of prefix
P is AS u. This certificate is to be signed by the private key
of a trusted central authority.

In an invalid route attack, a malicious or misconfigured AS
v sends a copy of the BGP update message (P : (u,..,v)) to each
one of its peers even though the sequence of ASes (u,..,v) does
not constitute a simple path in the Internet topology graph G.
This means that at least two adjacent ASes in the sequence
(u,..,v) are not peers in G. Therefore, to overcome this type of
attack, whenever an AS w receives a BGP update message (P :
(u,..,v)), w should be able to check whether each two adjacent
ASes in the sequence (u,..,v) are peers in G.

In Sections III through V, we present techniques to over-
come invalid route attacks.

III. ROUTE VALIDATION USING FULL PEER LISTS

In this section we describe a technique that can be used
to check the validity of the AS sequences in BGP update
messages while defend against collusion. This technique is
based on three assumptions.

• Central Authority: There is an Internet central authority,
which knows the list of all the peers for each AS in the
Internet topology graph G. Let FPL.u denote the full list
of all peers for AS u.

• Public and Private Keys: This central authority has a
pair of public and private keys. Moreover, every AS in
the Internet topology graph G knows the public key of
this central authority.

• Peer Certificates: This central authority generates a peer
certificate for each AS in the Internet topology graph G
and gives a copy of the peer certificate to the AS. The
peer certificate, generated by the central authority, for an
AS u is defined as

PC.u = (u : FPL.u : signature)

where FPL.u is the full list of all peers of AS u, and
“signature” is the digital signature of (u: FPL.u) using
the private key of the central authority. When an AS v
receives the peer certificate PC.u, AS v can use its copy
of the public key of the central authority to check that
PC.u has not been tampered with after it was generated
by the central authority.

(Note that the assumption of a central authority that issues
certificates to the ASes in the Internet has been proposed
earlier in order to validate the true owners of IP prefixes [9],
[10]. Therefore, our three assumptions merely expand the role



of this central authority from simply issuing owner certificates
to issuing both owner and peer certificates.)

Based on the above three assumptions, we propose to
redefine a BGP update message to become as follows.

(P: (u,..,v) : OC.P : (PC.u,..,PC.v))

where OC.P is the owner certificate of the IP prefix P. It is
defined as follows.

OC.P = (P : u : signature)

where u is the AS that owns prefix P, and “signature” is the
digital signature of (P : u) using the private key of the central
authority.

In general, when an AS w receives a BGP update message
(P: (u,..,v) : OC.P : (PC.u,.., PC.v)) from a peer v, w needs to
check that the sequence (u,..,v) constitutes a simple path in the
Internet topology graph G. Thus, w needs to check that each
pair of adjacent ASes in the sequence (u,..,v) is a peering in G.
To check whether a pair {x,y} of adjacent ASes in (u,..,v) is
a peering in G, AS w needs to check whether x is an element
in FPL.y which is part of PC.y in the received BGP update
message. AS w concludes that {x,y} is a peering in G iff x is
in FPL.y.

We refer to this technique for validating the routes in BGP
update messages as the full peer list technique.

The maximum degree dmax of an AS in the Internet
topology graph G is large and it is getting larger over time. For
example, as discussed below, the value of dmax in January,
2007 is more than 2800. Thus, the complexity of using full
peer lists to check the validity of routes in BGP update
messages is unacceptably high. In the next section, we propose
to use balanced peer lists, which are often much smaller than
full peer lists, to check the validity of routes in BGP update
messages.

IV. ROUTE VALIDATION USING BALANCED PEER LISTS

We assume that the Internet central authority imposes a
hierarchy of levels on the Internet topology graph G such that
each AS in G is assigned to exactly one level in the imposed
hierarchy.

If an AS u in G is assigned to level i, where i is in the
range of 0..L-1 and L is the number of levels in the imposed
hierarchy on G, then the level of u, denoted L.u, is i.

The balanced peer list for an AS u, denoted BPL.u, is
defined as the list containing every peer v (of u) that satisfies
one of the following two conditions:

i. the level of v is higher than the level of u.
ii. the level of v equals the level of u and the identifier of

v is larger than the identifier of u.

If the balanced peer list BPL.u of an AS u has an AS v, then
v is called a balanced peer of u. Note that the balanced peer
relationship is asymmetric. In other words, if v is a balanced
peer of u, then u is not a balanced peer of v.

Given the balanced peer lists BPL.u and BPL.v of two ASes
u and v, one can determine whether or not the pair {u,v} is a

peering in the Internet topology graph G as follows. If either
u is in BPL.v or v is in BPL.u, then {u,v} is a peering in G,
otherwise {u,v} is not a peering in G.

The number of balanced peers of an AS u, or the size of
the balanced peer list BPL.u, is called the balanced degree of
u. The maximum balanced degree of an AS in the Internet
topology graph G after imposing a hierarchy on it is denoted
bmax.
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Fig. 1. An example of a 3-level hierarchy imposed on a graph G

As an example, consider the simple graph G in Figure 1.
This graph has seven ASes whose identifiers are in the range
0..6. Assume that a hierarchy of three levels, level 0 through
level 2, is imposed on this graph. ASes 0 and 1 are assigned
to level 0 in the hierarchy. ASes 2 and 3 are assigned to level
1 and ASes 4, 5, 6 are assigned to level 2. The balanced peer
list for each AS in this graph is as follows:

BPL.0 = {4, 5} BPL.4 = {5, 6}
BPL.1 = {4, 5} BPL.5 = {6}
BPL.2 = {3, 5} BPL.6 = {}
BPL.3 = {5}

Therefore, the maximum balanced degree bmax of this
graph G is two, which is much smaller than the maximum
degree dmax of G which is six.

It follows that it is beneficial to redefine the peer certificate
PC.u, generated by the central authority for each AS u, as
follows.

PC.u = (u : BPL.u : signature)

Now when an AS w receives a BGP update message (P: (u,..v)
: OC.P : (PC.u,..PC.v)) from a peer v, w checks whether each
pair {x,y} of adjacent ASes in the sequence (u,..,v) is a peering
in the Internet topology graph G using BPL.x (which occurs in
the certificate PC.x) and BPL.y (which occurs in the certificate
PC.y).

We refer to this technique for validating the routes in the
BGP update messages as the balanced peer list technique.

In the next section, we identify a class of hierarchies that
can be imposed on the Internet topology graph G and can yield
bmax’es that are much smaller than the dmax of G.

V. ROUTE VALIDATION USING DEGREE-BASED

HIERARCHIES

A degree-based hierarchy of L levels that can be imposed
on the Internet topology graph G is defined by a sequence of
L+1 integers

(d[0], d[1], .., d[L])



where 0 = d[0] < d[1] < .. < d[L] = dmax and dmax is the
maximum degree of an AS in G. An AS u is said to be in
level i of this degree-based hierarchy, where i is in the range
0..(L-1), iff the degree of u is in the interval (d[i], d[i+1]].

A degree-based hierarchy (d[0], d[1], .., d[L]) that is im-
posed on the Internet topology graph G is called R-bounded,
for some integer R, iff for each AS u, which is in some level
i of the imposed hierarchy on G, u has at most R peers that
are in level i or higher in the imposed hierarchy.

Note that this definition of R-boundedness holds trivially if
R is at least dmax. Therefore, it is our intention to use this
definition only when R is much smaller than dmax.

Next, we describe an algorithm, Algorithm 1 below, that
takes as inputs an Internet topology graph G and a small
integer R and computes a degree-based hierarchy (d[0], d[1],
.., d[L]) of L levels that can be imposed on G.

Algorithm 1: Compute a degree-based hierarchy that can
be imposed on a given Internet topology graph G

input : the degree distribution function F(e) of G,
a small integer R

output: a degree-based hierarchy (d[0], .., d[L]) that can be
imposed on G

begin1
d[0] := 0;2
d[1] := R;3
i := 1;4
while d[i] < dmax do5

i := i + 1;6
d[i] := R / (1 - F(d[i-1]));7
while d[i] == d[i-1] & d[i] < dmax do8

d[i-1] := d[i-1] + 1;9
d[i] := R / (1 - F(d[i-1]));10

end11
end12
L := i;13
d[L] := dmax;14

end15

In fact, instead of taking the actual Internet topology graph
G as an input, Algorithm 1 takes an abstraction of G called
the degree distribution function F(e) of G. The value of F(e)
is the percentage of ASes in G whose degrees are at most e.
Thus, the value of F(e) is defined only when e is in the range
1..dmax where dmax is the maximum degree of an AS in G.

After using Algorithm 1 to compute a degree-based hierar-
chy (d[0], .., d[L]) that can be imposed on the Internet topology
graph G, the resulting balanced peer list for every AS in G
can be computed by Algorithm 2 below. Algorithm 2 takes as
inputs G and (d[0], ..,d[L]) and computes BPL.u for every AS
u in G. Algorithm 2 has two phases. In the first phase, the
algorithm computes the level L.u for every AS u in G, and
in the second phase, it uses the computed levels to compute
BPL.u for every AS u in G.

VI. EXPERIMENTS

In this section we evaluate the results of applying Algo-
rithms 1 and 2 to the real Internet topology graph of January

Algorithm 2: Compute the balanced peer list for every
AS in an Internet topology graph G upon which a given
degree-based hierarchy (d[0], .., d[L]) is imposed

input : an Internet topology graph G,
a degree-based hierarchy (d[0], .., d[L])
that is imposed upon G

output: a balanced peer list BPL.u for each AS u in G
begin1

for each AS u in G do2
find i where degree of u is in the3
interval (d[i-1], d[i]];4
L.u := i;5

end6
for each AS u in G do7

for each peer v of u do8
if (L.v > L.u) or (L.v = L.u & v > u) then9

add v to BPL.u;10
end11

end12
end13

end14

1, 2007 [15], [25] and show that these two algorithms can still
achieve dramatic reduction in the size of the peer list for every
AS in the Internet.

10
0

10
1

10
2

10
3

0

0.1

0.2

0.3

0.4

0.5

0.6

0.7

0.8

0.9

1

Node Degree

C
D

F

Fig. 2. Distribution of the AS degrees in the Internet of Jan. 1, 2007

The degree distribution for the Internet topology graph of
January 1, 2007, is shown in Figure 2. There were roughly
25000 ASes in the Internet. The degree distribution of the
Internet topology graph follows power-law distribution [20].
Because of this power law distribution, a few levels are needed
to impose a degree-based hierarchy on the Internet topology
graph according to the computation of d[i], 0 ≤ i ≤ L.
The degree-based hierarchy for the Internet topology graph,
computed by applying Algorithm 1 with R = 10, is shown in
the first three columns in Table I.

Note that based on the characteristics of the power-law
degree distribution, the number of ASes with very high degree
is quite small. Thus when applying Algorithm 1 to impose
a degree-based hierarchy on the Internet topology graph, the
number of ASes in the last level L-1 may be smaller than
R. This means that some high-degree ASes which can be put
in the last level end up in level L-2. The more high-degree
ASes in a level, the higher the maximum balanced degree is.



TABLE I
COMPARISON BETWEEN BPLS AND FPLS AFTER IMPOSING A

DEGREE-BASED HIERARCHY WITH R = 10 UPON THE INTERNET OF JAN.
1, 2007

Level d[i] #AS max max avg avg
i |FPL| |BPL| |FPL| |BPL|
0 10 22641 10 10 3.8 3.4
1 124 1800 124 107 48.6 24.9
2 791 178 791 121 325.3 42.3
3 2886 11 2886 10 1780.9 5.0

all G - 24630 2886 121 262.2 20.2

So in order to make the maximum balanced degree of ASes
in level L-2 as small as possible, we introduce a simple but
effective optimization when applying Algorithm 1: when the
last level ends up with less than R+1 ASes (because the high-
degree ASes probably are connected to each other to form a
clique, the balanced degree of those ASes will be R if there
are R+1 ASes in that level), we will make it R+1 and change
the corresponding maximum degree d[L-1] for level L-2.

Next, we evaluate the maximum and average degree (size
of FPLs) and balanced degree (size of BPLs) for each level
and the whole graph G. The difference of the maximum
balanced degree of G from R is the deviation of the out-
put hierarchy from R-boundedness. Since ASes with higher
degrees (transit ASes or tier-1 ASes) usually appear more
often in the AS sequences in BGP update messages than
ASes with lower degrees (stub ASes), when we calculate the
average degree (or balanced degree), the degree (or balanced
degree) of each AS is counted proportional to its degree.
For example, the average balanced degree of G is calculated
as

∑
∀AS u |BPL.u| × |FPL.u|∑

∀AS v |FPL.v| , where |FPL.u| (or
|BPL.u|) denotes the size of the full (or balanced) peer list of
u. Also, we calculate the average degree and balanced degree
for each level in the same way.

The maximum and average sizes of BPLs for the degree-
based hierarchy when R = 10, compared to those of FPLs are
shown in the right four columns in Table I. Since the actual
degrees of nodes in the lower two levels, Level 0 and 1, are
relatively small, the reduction in the maximum and average
sizes of peer lists using BPLs compared to that using FPLs
for these two levels is not remarkable (14% in maximum and
49% in average for level 1). However, both the maximum
and average sizes of peer lists of ASes in higher levels are
greatly reduced. For level 2, the maximum degree achieves
85% reduction. The same trend happens for the average size,
which is reduced by 87% if using BPLs. The reduction in
the last level is even prominent, 99.7% reduction in both
maximum size and average size. Finally the last row shows
that using the BPL technique, we achieve over 92% reduction
in both the maximum and average sizes of peer lists for all
the ASes in the Internet topology graph (24630 ASes totally).
With input R = 10, we end up with 121-bounded hierarchy
instead of 10-bounded hierarchy.

Now, We investigate the effect of input R on the degree-
based hierarchy. When we lower the input R to 2, the resulting

degree-based hierarchy from Algorithm 1 is shown in the left
three columns in Table II.

The maximum and average sizes of BPLs for degree-based
hierarchy with R = 2, compared to those of FPLs, are shown
in the right four columns in Table II. By using a smaller R,
we end up with more levels in the hierarchy but with a lower
bmax (103 compared to 121).

TABLE II
COMPARISON BETWEEN BPLS AND FPLS AFTER IMPOSING A

DEGREE-BASED HIERARCHY WITH R = 2 UPON THE INTERNET OF JAN. 1,
2007

Level d[i] #AS max max avg avg
i |FPL| |BPL| |FPL| |BPL|
0 2 14213 2 2 1.80 1.78
1 5 6636 5 5 3.69 3.36
2 14 2298 14 14 9.2 6.2
3 34 734 34 34 23.6 12.1
4 66 405 66 61 49.5 26.6
5 143 189 143 103 103.2 38.3
6 318 102 313 78 215.0 38.9
7 791 42 668 40 489.7 20.2
8 2886 11 2886 10 1780.9 5.0

All G - 24630 2886 103 262.2 16.7

VII. RELATED WORK

How to secure BGP

preventiondetection

Slow response, high 
false positives and 
false negatives: [6], 
[11], [24], [26], [30]

Collusion-resistant:
BPL

ASes have no 
prior access 
to topology 

info

ASes have 
prior access to 
topology info

Vulnerable to collusion: 
S-BGP [9,10], IRV [4], 
SPV [7], Whisper[21]

Vulnerable to 
collusion: SoBGP [23], 
psBGP [22], SPA [27]

Use cert. 
signed
locally

Use cert. 
signed
by CA

Fig. 3. Classification of techniques proposed to secure both owner and route
in BGP

Figure 3 shows a classification of proposed techniques
that can defend against both invalid owner and invalid route
attacks.

S-BGP [9], [10] uses Route attestations signed by each AS
in the sequence of the update message, to allow the next hop
AS to propagate the route. It provides strong route validation
only when there is no collusion, and it also suffers from high
computation and storage overhead.

Subsequent work [4], [7], [22], [27] only focuses on opti-
mizations to reduce the computation or space overhead of S-
BGP, but all of them is vulnerable to collusion. The whisper
model in [21] detects inconsistency of two advertisements
using cryptographic functions. But it can not guarantee de-
terministic detection. Moreover, it can not defend against
collusion either.



In SoBGP [23], each AS keeps a database of network topol-
ogy by exchanging a full list of its own peers. The maintained
topology is then used to check the route plausibility. However,
the peering information can be quite large and thus incur
both bandwidth and storage overhead. Furthermore, since the
certificates are signed by locally by ASes themselves, it can
not handle collusion, either.

Since [2] only focuses on authenticating the owner, it is not
included in the branch of prevention techniques in Figure 3.

Some other work has been done based on various anomaly
detection techniques to detect whether there is a hijack [6],
[8], [11], [12], [19], [24], [26], [28]–[30]. Although most of
these anomaly detection techniques can be deployed incre-
mentally since no changes to BGP are needed, they either
have high false positives and false negatives or depend on
careful selection of probing locations to improve detection
accuracy. Moreover, in general anomaly detection requires
quick response of administrators to analyze the cause of the
problem and to eliminate false positives or false negatives,
which is hard to guarantee in practice.

VIII. CONCLUDING REMARKS

In this paper we have presented the first ever technique
to prevent the hijackings of IP prefixes in BGP when these
hijackings are attempted by any collusion of ASes in the
Internet. The technique is based on the idea of attaching to
each advertised route in BGP a sequence of peer certificates,
one certificate for each listed AS in the advertised route. We
showed that each peer certificate of an AS u can include a
balanced peer list of u, instead of the full peer list of u, since
a balanced peer list of u is usually smaller than the full peer
list of u.

We also presented two algorithms. The first algorithm can
be used to impose a (degree-based) hierarchy on the Internet
topology graph. And the second algorithm can be used to
utilize the imposed hierarchy to compute a ”small” balanced
peer list for each AS in the Internet. We have applied these
two algorithms on the Internet topology graph of January 1,
2007 and showed that the maximum (or average, respectively)
size of a BPL of an AS in the Internet is 92% smaller than
the maximum (or average, respectively) size of a FPL of an
AS. We have achieved similar results when we applied our
two algorithms on the Internet topology graph of other dates.

In our proposed technique, the peer certificates, and the
owner certificates for that matter, are signed by a central
authority. This design decision is critical to the correctness
of our technique. For instance, if the peer certificate of an AS
is allowed to be signed by a private key that belongs to the AS,
then the signed peer certificate can be wrong since ASes can
lie and can collude due to maliciousness or misconfiguration.

In our technique, the update messages of BGP need to be
expanded to include owner and peer certificates. But It is
possible to consider keeping the update messages unchanged
and creating a distributed database, similar to DNS, that hosts
all owner and peer certificates that are signed by the central
authority.

REFERENCES

[1] “Nanog mailing list,” http://www.nanog.org/mailinglist.html.
[2] W. Aiello, J. Ioannidis, and P. McDaniel, “Origin authentication in

interdomain routing,” in CCS, 2003.
[3] V. J. Bono, “7007 explanation and apology,”

http://www.merit.edu/mail.archives/nanog/1997-04/msg00444.html,
April 1997.

[4] G. Goodell, W. Aiello, T. Griffin, J. I. nad P. McDaniel, and A. Rubin,
“Working around BGP: An incremental approach to improving security
and accuracy in interdomain routing,” in NDSS, 2003.

[5] X. Z. Hitesh Ballani, Paul Francis, “A study of prefix hijacking and
interception in the internet,” in Sigcomm, 2007.

[6] X. Hu and Z. M. Mao, “Accurate real-time identification of ip prefix
hijacking,” in IEEE Symposium on Security and Privacy, 2007.

[7] Y. Hu, A. Perrig, and M. Sirbu, “SPV: Secure path vector routing for
securing BGP,” in SIGCOMM, 2004.

[8] J. Karlin, S. Forrest, and J. Rexford, “Pretty good BGP: Improving BGP
by cautiously adopting routes,” in ICNP, 2006.

[9] S. Kent, C. Lynn, J. Mikkelson, and K. Seo, “Secure border gateway
protocol (Secure-BGP) - realworld performance and deployment issues,”
in NDSS, 2000.

[10] S. Kent, C. Lynn, and K. Seo, “Secure border gateway protocol(S-BGP),”
IEEE Journal on Selected Areas in Communications, vol. 18, no. 4,
2000.

[11] C. Kruegel, D. Mutz, W. Robertson, and F. Valeur, “Topology-based
detection of anomalous BGP messages,” in RAID, 2003.

[12] M. Lad, D. Massey, D. Pei, Y. Wu, B. Zhang, and L. Zhang, “PHAS: A
prefix hijack alert system,” in 15th USENIX Security Symposium, 2006.

[13] Y. Li and M. G. Gouda, “Balanced peer lists: Towards a collusion-
resistant BGP,” The University of Texas at Austin, UTCS Technical
Report TR-09-16, 2009.

[14] R. Mahajan, D. Wetherall, and T. Anderson, “Understanding BGP
misconfiguration,” in Sigcomm, 2002.

[15] R. Oliveria, B. Zhang, and L. Zhang, “Observing the evolution of
internet AS topology,” in SIGCOMM, 2007.

[16] A. C. Popescu, B. J.Premore, and T. Underwood, “Anatomy of
a leak: AS9121,” http://www.nanog.org/mtg-0505/pdf/underwood.pdf,
May 2005.

[17] A. Ramachandran and N. Feamster, “Understanding the network-level
behavior of spammers,” in Sigcomm, 2006.

[18] Y. Rekhter and T. Li, “A border gateway protocol 4 (BGP-4),” in RFC
1771, March 1995.

[19] G. Siganos and M. Faloutsos, “Neighborhood watch for internet routing:
Can we improve the robustness of internet routing today?” in Infocomm,
2007.

[20] G. Siganos, M. Faloutsos, P. Faloutsos, and C. Faloutsos, “Power-
laws and the as-level internet topology,” IEEE/ACM Transactions on
Networking, vol. 11, no. 4, pp. 514–524, 2003.

[21] L. Subramanian, V. Roth, I. Stoica, S. Shenker, and R. Katz, “Listen
and whisper: Security mechanisms for BGP,” in NSDI, 2004.

[22] T. Wan, E. Kranakis, and P. V. Oorschot, “Pretty secure bgp (psBGP),”
in NDSS, 2005.

[23] R. White, “Securing bgp through secure origin bgp,” The Internet
Protocol Journal, vol. 6, no. 3, pp. 15–22, 2003.

[24] E. L. Wong, P. Balasubramanian, L. Alvisi, M. G. Gouda, and
V. Shmatikov, “Truth in advertising: lightweight verification of route
integrity,” in PODC, 2007.

[25] B. Zhang, R. Liu, D. Massey, and L. Zhang, “Collecting the internet
AS-level topology,” in ACM Sigcomm CCR Special Issue, Jan. 2005.

[26] Z. Zhang, Y. Zhang, Y. C. Hu, Z. M. Mao, and R. Bush, “iSPY:
Detecting ip prefix hijacking on my own,” in Sigcomm, 2008.

[27] M. Zhao, S. W. Smith, and D. M. Nicol, “Aggregated path authentication
for efficient bgp security,” in CCS, 2005.

[28] X. Zhao, D. Pei, L. Wang, D. Massey, A. Mankin, S. F. Wu, and
L. Zhang, “An analysis of BGP multiple origin as (MOAS) conflicts,”
in IMW, 2001.

[29] X. Zhao, D. Pei, L. Wang, D. Massey, A. Mankin, S. Wu, and L. Zhang,
“Detection of invalid routing announcement in the internet,” in DSN,
2002.

[30] C. Zheng, L. Ji, D. Pei, J. Wang, and P. Francis, “A light-weight
distributed scheme for detecting ip prefix hijacks in real-time,” in
Sigcomm, 2007.



<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles true
  /AutoRotatePages /None
  /Binding /Left
  /CalGrayProfile (Gray Gamma 2.2)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.6
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /DetectCurves 0.0000
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails true
  /EmbedAllFonts true
  /EmbedOpenType false
  /ParseICCProfilesInComments true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize true
  /OPM 0
  /ParseDSCComments false
  /ParseDSCCommentsForDocInfo false
  /PreserveCopyPage true
  /PreserveDICMYKValues true
  /PreserveEPSInfo false
  /PreserveFlatness true
  /PreserveHalftoneInfo true
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Remove
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /AbadiMT-CondensedLight
    /ACaslon-Italic
    /ACaslon-Regular
    /ACaslon-Semibold
    /ACaslon-SemiboldItalic
    /AdobeArabic-Bold
    /AdobeArabic-BoldItalic
    /AdobeArabic-Italic
    /AdobeArabic-Regular
    /AdobeHebrew-Bold
    /AdobeHebrew-BoldItalic
    /AdobeHebrew-Italic
    /AdobeHebrew-Regular
    /AdobeHeitiStd-Regular
    /AdobeMingStd-Light
    /AdobeMyungjoStd-Medium
    /AdobePiStd
    /AdobeSansMM
    /AdobeSerifMM
    /AdobeSongStd-Light
    /AdobeThai-Bold
    /AdobeThai-BoldItalic
    /AdobeThai-Italic
    /AdobeThai-Regular
    /AGaramond-Bold
    /AGaramond-BoldItalic
    /AGaramond-Italic
    /AGaramond-Regular
    /AGaramond-Semibold
    /AGaramond-SemiboldItalic
    /AgencyFB-Bold
    /AgencyFB-Reg
    /AGOldFace-Outline
    /AharoniBold
    /Algerian
    /Americana
    /Americana-ExtraBold
    /AndaleMono
    /AndaleMonoIPA
    /AngsanaNew
    /AngsanaNew-Bold
    /AngsanaNew-BoldItalic
    /AngsanaNew-Italic
    /AngsanaUPC
    /AngsanaUPC-Bold
    /AngsanaUPC-BoldItalic
    /AngsanaUPC-Italic
    /Anna
    /ArialAlternative
    /ArialAlternativeSymbol
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialMT-Black
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialRoundedMTBold
    /ArialUnicodeMS
    /ArrusBT-Bold
    /ArrusBT-BoldItalic
    /ArrusBT-Italic
    /ArrusBT-Roman
    /AvantGarde-Book
    /AvantGarde-BookOblique
    /AvantGarde-Demi
    /AvantGarde-DemiOblique
    /AvantGardeITCbyBT-Book
    /AvantGardeITCbyBT-BookOblique
    /BakerSignet
    /BankGothicBT-Medium
    /Barmeno-Bold
    /Barmeno-ExtraBold
    /Barmeno-Medium
    /Barmeno-Regular
    /Baskerville
    /BaskervilleBE-Italic
    /BaskervilleBE-Medium
    /BaskervilleBE-MediumItalic
    /BaskervilleBE-Regular
    /Baskerville-Bold
    /Baskerville-BoldItalic
    /Baskerville-Italic
    /BaskOldFace
    /Batang
    /BatangChe
    /Bauhaus93
    /Bellevue
    /BellGothicStd-Black
    /BellGothicStd-Bold
    /BellGothicStd-Light
    /BellMT
    /BellMTBold
    /BellMTItalic
    /BerlingAntiqua-Bold
    /BerlingAntiqua-BoldItalic
    /BerlingAntiqua-Italic
    /BerlingAntiqua-Roman
    /BerlinSansFB-Bold
    /BerlinSansFBDemi-Bold
    /BerlinSansFB-Reg
    /BernardMT-Condensed
    /BernhardModernBT-Bold
    /BernhardModernBT-BoldItalic
    /BernhardModernBT-Italic
    /BernhardModernBT-Roman
    /BiffoMT
    /BinnerD
    /BinnerGothic
    /BlackadderITC-Regular
    /Blackoak
    /Bodoni
    /Bodoni-Bold
    /Bodoni-BoldItalic
    /Bodoni-Italic
    /BodoniMT
    /BodoniMTBlack
    /BodoniMTBlack-Italic
    /BodoniMT-Bold
    /BodoniMT-BoldItalic
    /BodoniMTCondensed
    /BodoniMTCondensed-Bold
    /BodoniMTCondensed-BoldItalic
    /BodoniMTCondensed-Italic
    /BodoniMT-Italic
    /BodoniMTPosterCompressed
    /Bodoni-Poster
    /Bodoni-PosterCompressed
    /BookAntiqua
    /BookAntiqua-Bold
    /BookAntiqua-BoldItalic
    /BookAntiqua-Italic
    /Bookman-Demi
    /Bookman-DemiItalic
    /Bookman-Light
    /Bookman-LightItalic
    /BookmanOldStyle
    /BookmanOldStyle-Bold
    /BookmanOldStyle-BoldItalic
    /BookmanOldStyle-Italic
    /BookshelfSymbolOne-Regular
    /BookshelfSymbolSeven
    /BookshelfSymbolThree-Regular
    /BookshelfSymbolTwo-Regular
    /Botanical
    /Boton-Italic
    /Boton-Medium
    /Boton-MediumItalic
    /Boton-Regular
    /Boulevard
    /BradleyHandITC
    /Braggadocio
    /BritannicBold
    /Broadway
    /BrowalliaNew
    /BrowalliaNew-Bold
    /BrowalliaNew-BoldItalic
    /BrowalliaNew-Italic
    /BrowalliaUPC
    /BrowalliaUPC-Bold
    /BrowalliaUPC-BoldItalic
    /BrowalliaUPC-Italic
    /BrushScript
    /BrushScriptMT
    /CaflischScript-Bold
    /CaflischScript-Regular
    /Calibri
    /Calibri-Bold
    /Calibri-BoldItalic
    /Calibri-Italic
    /CalifornianFB-Bold
    /CalifornianFB-Italic
    /CalifornianFB-Reg
    /CalisMTBol
    /CalistoMT
    /CalistoMT-BoldItalic
    /CalistoMT-Italic
    /Cambria
    /Cambria-Bold
    /Cambria-BoldItalic
    /Cambria-Italic
    /CambriaMath
    /Candara
    /Candara-Bold
    /Candara-BoldItalic
    /Candara-Italic
    /Carta
    /CaslonOpenfaceBT-Regular
    /Castellar
    /CastellarMT
    /Centaur
    /Centaur-Italic
    /Century
    /CenturyGothic
    /CenturyGothic-Bold
    /CenturyGothic-BoldItalic
    /CenturyGothic-Italic
    /CenturySchL-Bold
    /CenturySchL-BoldItal
    /CenturySchL-Ital
    /CenturySchL-Roma
    /CenturySchoolbook
    /CenturySchoolbook-Bold
    /CenturySchoolbook-BoldItalic
    /CenturySchoolbook-Italic
    /CGTimes-Bold
    /CGTimes-BoldItalic
    /CGTimes-Italic
    /CGTimes-Regular
    /CharterBT-Bold
    /CharterBT-BoldItalic
    /CharterBT-Italic
    /CharterBT-Roman
    /CheltenhamITCbyBT-Bold
    /CheltenhamITCbyBT-BoldItalic
    /CheltenhamITCbyBT-Book
    /CheltenhamITCbyBT-BookItalic
    /Chiller-Regular
    /CMB10
    /CMBSY10
    /CMBSY5
    /CMBSY6
    /CMBSY7
    /CMBSY8
    /CMBSY9
    /CMBX10
    /CMBX12
    /CMBX5
    /CMBX6
    /CMBX7
    /CMBX8
    /CMBX9
    /CMBXSL10
    /CMBXTI10
    /CMCSC10
    /CMCSC8
    /CMCSC9
    /CMDUNH10
    /CMEX10
    /CMEX7
    /CMEX8
    /CMEX9
    /CMFF10
    /CMFI10
    /CMFIB8
    /CMINCH
    /CMITT10
    /CMMI10
    /CMMI12
    /CMMI5
    /CMMI6
    /CMMI7
    /CMMI8
    /CMMI9
    /CMMIB10
    /CMMIB5
    /CMMIB6
    /CMMIB7
    /CMMIB8
    /CMMIB9
    /CMR10
    /CMR12
    /CMR17
    /CMR5
    /CMR6
    /CMR7
    /CMR8
    /CMR9
    /CMSL10
    /CMSL12
    /CMSL8
    /CMSL9
    /CMSLTT10
    /CMSS10
    /CMSS12
    /CMSS17
    /CMSS8
    /CMSS9
    /CMSSBX10
    /CMSSDC10
    /CMSSI10
    /CMSSI12
    /CMSSI17
    /CMSSI8
    /CMSSI9
    /CMSSQ8
    /CMSSQI8
    /CMSY10
    /CMSY5
    /CMSY6
    /CMSY7
    /CMSY8
    /CMSY9
    /CMTCSC10
    /CMTEX10
    /CMTEX8
    /CMTEX9
    /CMTI10
    /CMTI12
    /CMTI7
    /CMTI8
    /CMTI9
    /CMTT10
    /CMTT12
    /CMTT8
    /CMTT9
    /CMU10
    /CMVTT10
    /ColonnaMT
    /Colossalis-Bold
    /ComicSansMS
    /ComicSansMS-Bold
    /Consolas
    /Consolas-Bold
    /Consolas-BoldItalic
    /Consolas-Italic
    /Constantia
    /Constantia-Bold
    /Constantia-BoldItalic
    /Constantia-Italic
    /CooperBlack
    /CopperplateGothic-Bold
    /CopperplateGothic-Light
    /Copperplate-ThirtyThreeBC
    /Corbel
    /Corbel-Bold
    /Corbel-BoldItalic
    /Corbel-Italic
    /CordiaNew
    /CordiaNew-Bold
    /CordiaNew-BoldItalic
    /CordiaNew-Italic
    /CordiaUPC
    /CordiaUPC-Bold
    /CordiaUPC-BoldItalic
    /CordiaUPC-Italic
    /Courier
    /Courier-Bold
    /Courier-BoldOblique
    /CourierNewPS-BoldItalicMT
    /CourierNewPS-BoldMT
    /CourierNewPS-ItalicMT
    /CourierNewPSMT
    /Courier-Oblique
    /CourierStd
    /CourierStd-Bold
    /CourierStd-BoldOblique
    /CourierStd-Oblique
    /CourierX-Bold
    /CourierX-BoldOblique
    /CourierX-Oblique
    /CourierX-Regular
    /CreepyRegular
    /CurlzMT
    /David-Bold
    /David-Reg
    /DavidTransparent
    /Desdemona
    /DilleniaUPC
    /DilleniaUPCBold
    /DilleniaUPCBoldItalic
    /DilleniaUPCItalic
    /Dingbats
    /DomCasual
    /Dotum
    /DotumChe
    /EdwardianScriptITC
    /Elephant-Italic
    /Elephant-Regular
    /EngraversGothicBT-Regular
    /EngraversMT
    /EraserDust
    /ErasITC-Bold
    /ErasITC-Demi
    /ErasITC-Light
    /ErasITC-Medium
    /ErieBlackPSMT
    /ErieLightPSMT
    /EriePSMT
    /EstrangeloEdessa
    /Euclid
    /Euclid-Bold
    /Euclid-BoldItalic
    /EuclidExtra
    /EuclidExtra-Bold
    /EuclidFraktur
    /EuclidFraktur-Bold
    /Euclid-Italic
    /EuclidMathOne
    /EuclidMathOne-Bold
    /EuclidMathTwo
    /EuclidMathTwo-Bold
    /EuclidSymbol
    /EuclidSymbol-Bold
    /EuclidSymbol-BoldItalic
    /EuclidSymbol-Italic
    /EucrosiaUPC
    /EucrosiaUPCBold
    /EucrosiaUPCBoldItalic
    /EucrosiaUPCItalic
    /EUEX10
    /EUEX7
    /EUEX8
    /EUEX9
    /EUFB10
    /EUFB5
    /EUFB7
    /EUFM10
    /EUFM5
    /EUFM7
    /EURB10
    /EURB5
    /EURB7
    /EURM10
    /EURM5
    /EURM7
    /EuroMono-Bold
    /EuroMono-BoldItalic
    /EuroMono-Italic
    /EuroMono-Regular
    /EuroSans-Bold
    /EuroSans-BoldItalic
    /EuroSans-Italic
    /EuroSans-Regular
    /EuroSerif-Bold
    /EuroSerif-BoldItalic
    /EuroSerif-Italic
    /EuroSerif-Regular
    /EuroSig
    /EUSB10
    /EUSB5
    /EUSB7
    /EUSM10
    /EUSM5
    /EUSM7
    /FelixTitlingMT
    /Fences
    /FencesPlain
    /FigaroMT
    /FixedMiriamTransparent
    /FootlightMTLight
    /Formata-Italic
    /Formata-Medium
    /Formata-MediumItalic
    /Formata-Regular
    /ForteMT
    /FranklinGothic-Book
    /FranklinGothic-BookItalic
    /FranklinGothic-Demi
    /FranklinGothic-DemiCond
    /FranklinGothic-DemiItalic
    /FranklinGothic-Heavy
    /FranklinGothic-HeavyItalic
    /FranklinGothicITCbyBT-Book
    /FranklinGothicITCbyBT-BookItal
    /FranklinGothicITCbyBT-Demi
    /FranklinGothicITCbyBT-DemiItal
    /FranklinGothic-Medium
    /FranklinGothic-MediumCond
    /FranklinGothic-MediumItalic
    /FrankRuehl
    /FreesiaUPC
    /FreesiaUPCBold
    /FreesiaUPCBoldItalic
    /FreesiaUPCItalic
    /FreestyleScript-Regular
    /FrenchScriptMT
    /Frutiger-Black
    /Frutiger-BlackCn
    /Frutiger-BlackItalic
    /Frutiger-Bold
    /Frutiger-BoldCn
    /Frutiger-BoldItalic
    /Frutiger-Cn
    /Frutiger-ExtraBlackCn
    /Frutiger-Italic
    /Frutiger-Light
    /Frutiger-LightCn
    /Frutiger-LightItalic
    /Frutiger-Roman
    /Frutiger-UltraBlack
    /Futura-Bold
    /Futura-BoldOblique
    /Futura-Book
    /Futura-BookOblique
    /FuturaBT-Bold
    /FuturaBT-BoldItalic
    /FuturaBT-Book
    /FuturaBT-BookItalic
    /FuturaBT-Medium
    /FuturaBT-MediumItalic
    /Futura-Light
    /Futura-LightOblique
    /GalliardITCbyBT-Bold
    /GalliardITCbyBT-BoldItalic
    /GalliardITCbyBT-Italic
    /GalliardITCbyBT-Roman
    /Garamond
    /Garamond-Bold
    /Garamond-BoldCondensed
    /Garamond-BoldCondensedItalic
    /Garamond-BoldItalic
    /Garamond-BookCondensed
    /Garamond-BookCondensedItalic
    /Garamond-Italic
    /Garamond-LightCondensed
    /Garamond-LightCondensedItalic
    /Gautami
    /GeometricSlab703BT-Light
    /GeometricSlab703BT-LightItalic
    /Georgia
    /Georgia-Bold
    /Georgia-BoldItalic
    /Georgia-Italic
    /GeorgiaRef
    /Giddyup
    /Giddyup-Thangs
    /Gigi-Regular
    /GillSans
    /GillSans-Bold
    /GillSans-BoldItalic
    /GillSans-Condensed
    /GillSans-CondensedBold
    /GillSans-Italic
    /GillSans-Light
    /GillSans-LightItalic
    /GillSansMT
    /GillSansMT-Bold
    /GillSansMT-BoldItalic
    /GillSansMT-Condensed
    /GillSansMT-ExtraCondensedBold
    /GillSansMT-Italic
    /GillSans-UltraBold
    /GillSans-UltraBoldCondensed
    /GloucesterMT-ExtraCondensed
    /Gothic-Thirteen
    /GoudyOldStyleBT-Bold
    /GoudyOldStyleBT-BoldItalic
    /GoudyOldStyleBT-Italic
    /GoudyOldStyleBT-Roman
    /GoudyOldStyleT-Bold
    /GoudyOldStyleT-Italic
    /GoudyOldStyleT-Regular
    /GoudyStout
    /GoudyTextMT-LombardicCapitals
    /GSIDefaultSymbols
    /Gulim
    /GulimChe
    /Gungsuh
    /GungsuhChe
    /Haettenschweiler
    /HarlowSolid
    /Harrington
    /Helvetica
    /Helvetica-Black
    /Helvetica-BlackOblique
    /Helvetica-Bold
    /Helvetica-BoldOblique
    /Helvetica-Condensed
    /Helvetica-Condensed-Black
    /Helvetica-Condensed-BlackObl
    /Helvetica-Condensed-Bold
    /Helvetica-Condensed-BoldObl
    /Helvetica-Condensed-Light
    /Helvetica-Condensed-LightObl
    /Helvetica-Condensed-Oblique
    /Helvetica-Fraction
    /Helvetica-Narrow
    /Helvetica-Narrow-Bold
    /Helvetica-Narrow-BoldOblique
    /Helvetica-Narrow-Oblique
    /Helvetica-Oblique
    /HighTowerText-Italic
    /HighTowerText-Reg
    /Humanist521BT-BoldCondensed
    /Humanist521BT-Light
    /Humanist521BT-LightItalic
    /Humanist521BT-RomanCondensed
    /Imago-ExtraBold
    /Impact
    /ImprintMT-Shadow
    /InformalRoman-Regular
    /IrisUPC
    /IrisUPCBold
    /IrisUPCBoldItalic
    /IrisUPCItalic
    /Ironwood
    /ItcEras-Medium
    /ItcKabel-Bold
    /ItcKabel-Book
    /ItcKabel-Demi
    /ItcKabel-Medium
    /ItcKabel-Ultra
    /JasmineUPC
    /JasmineUPC-Bold
    /JasmineUPC-BoldItalic
    /JasmineUPC-Italic
    /JoannaMT
    /JoannaMT-Italic
    /Jokerman-Regular
    /JuiceITC-Regular
    /Kartika
    /Kaufmann
    /KaufmannBT-Bold
    /KaufmannBT-Regular
    /KidTYPEPaint
    /KinoMT
    /KodchiangUPC
    /KodchiangUPC-Bold
    /KodchiangUPC-BoldItalic
    /KodchiangUPC-Italic
    /KorinnaITCbyBT-Regular
    /KozGoProVI-Medium
    /KozMinProVI-Regular
    /KristenITC-Regular
    /KunstlerScript
    /Latha
    /LatinWide
    /LetterGothic
    /LetterGothic-Bold
    /LetterGothic-BoldOblique
    /LetterGothic-BoldSlanted
    /LetterGothicMT
    /LetterGothicMT-Bold
    /LetterGothicMT-BoldOblique
    /LetterGothicMT-Oblique
    /LetterGothic-Slanted
    /LetterGothicStd
    /LetterGothicStd-Bold
    /LetterGothicStd-BoldSlanted
    /LetterGothicStd-Slanted
    /LevenimMT
    /LevenimMTBold
    /LilyUPC
    /LilyUPCBold
    /LilyUPCBoldItalic
    /LilyUPCItalic
    /Lithos-Black
    /Lithos-Regular
    /LotusWPBox-Roman
    /LotusWPIcon-Roman
    /LotusWPIntA-Roman
    /LotusWPIntB-Roman
    /LotusWPType-Roman
    /LucidaBright
    /LucidaBright-Demi
    /LucidaBright-DemiItalic
    /LucidaBright-Italic
    /LucidaCalligraphy-Italic
    /LucidaConsole
    /LucidaFax
    /LucidaFax-Demi
    /LucidaFax-DemiItalic
    /LucidaFax-Italic
    /LucidaHandwriting-Italic
    /LucidaSans
    /LucidaSans-Demi
    /LucidaSans-DemiItalic
    /LucidaSans-Italic
    /LucidaSans-Typewriter
    /LucidaSans-TypewriterBold
    /LucidaSans-TypewriterBoldOblique
    /LucidaSans-TypewriterOblique
    /LucidaSansUnicode
    /Lydian
    /Magneto-Bold
    /MaiandraGD-Regular
    /Mangal-Regular
    /Map-Symbols
    /MathA
    /MathB
    /MathC
    /Mathematica1
    /Mathematica1-Bold
    /Mathematica1Mono
    /Mathematica1Mono-Bold
    /Mathematica2
    /Mathematica2-Bold
    /Mathematica2Mono
    /Mathematica2Mono-Bold
    /Mathematica3
    /Mathematica3-Bold
    /Mathematica3Mono
    /Mathematica3Mono-Bold
    /Mathematica4
    /Mathematica4-Bold
    /Mathematica4Mono
    /Mathematica4Mono-Bold
    /Mathematica5
    /Mathematica5-Bold
    /Mathematica5Mono
    /Mathematica5Mono-Bold
    /Mathematica6
    /Mathematica6Bold
    /Mathematica6Mono
    /Mathematica6MonoBold
    /Mathematica7
    /Mathematica7Bold
    /Mathematica7Mono
    /Mathematica7MonoBold
    /MatisseITC-Regular
    /MaturaMTScriptCapitals
    /Mesquite
    /Mezz-Black
    /Mezz-Regular
    /MICR
    /MicrosoftSansSerif
    /MingLiU
    /Minion-BoldCondensed
    /Minion-BoldCondensedItalic
    /Minion-Condensed
    /Minion-CondensedItalic
    /Minion-Ornaments
    /MinionPro-Bold
    /MinionPro-BoldIt
    /MinionPro-It
    /MinionPro-Regular
    /MinionPro-Semibold
    /MinionPro-SemiboldIt
    /Miriam
    /MiriamFixed
    /MiriamTransparent
    /Mistral
    /Modern-Regular
    /MonotypeCorsiva
    /MonotypeSorts
    /MSAM10
    /MSAM5
    /MSAM6
    /MSAM7
    /MSAM8
    /MSAM9
    /MSBM10
    /MSBM5
    /MSBM6
    /MSBM7
    /MSBM8
    /MSBM9
    /MS-Gothic
    /MSHei
    /MSLineDrawPSMT
    /MS-Mincho
    /MSOutlook
    /MS-PGothic
    /MS-PMincho
    /MSReference1
    /MSReference2
    /MSReferenceSansSerif
    /MSReferenceSansSerif-Bold
    /MSReferenceSansSerif-BoldItalic
    /MSReferenceSansSerif-Italic
    /MSReferenceSerif
    /MSReferenceSerif-Bold
    /MSReferenceSerif-BoldItalic
    /MSReferenceSerif-Italic
    /MSReferenceSpecialty
    /MSSong
    /MS-UIGothic
    /MT-Extra
    /MT-Symbol
    /MT-Symbol-Italic
    /MVBoli
    /Myriad-Bold
    /Myriad-BoldItalic
    /Myriad-Italic
    /MyriadPro-Black
    /MyriadPro-BlackIt
    /MyriadPro-Bold
    /MyriadPro-BoldIt
    /MyriadPro-It
    /MyriadPro-Light
    /MyriadPro-LightIt
    /MyriadPro-Regular
    /MyriadPro-Semibold
    /MyriadPro-SemiboldIt
    /Myriad-Roman
    /Narkisim
    /NewCenturySchlbk-Bold
    /NewCenturySchlbk-BoldItalic
    /NewCenturySchlbk-Italic
    /NewCenturySchlbk-Roman
    /NewMilleniumSchlbk-BoldItalicSH
    /NewsGothic
    /NewsGothic-Bold
    /NewsGothicBT-Bold
    /NewsGothicBT-BoldItalic
    /NewsGothicBT-Italic
    /NewsGothicBT-Roman
    /NewsGothic-Condensed
    /NewsGothic-Italic
    /NewsGothicMT
    /NewsGothicMT-Bold
    /NewsGothicMT-Italic
    /NiagaraEngraved-Reg
    /NiagaraSolid-Reg
    /NimbusMonL-Bold
    /NimbusMonL-BoldObli
    /NimbusMonL-Regu
    /NimbusMonL-ReguObli
    /NimbusRomNo9L-Medi
    /NimbusRomNo9L-MediItal
    /NimbusRomNo9L-Regu
    /NimbusRomNo9L-ReguItal
    /NimbusSanL-Bold
    /NimbusSanL-BoldCond
    /NimbusSanL-BoldCondItal
    /NimbusSanL-BoldItal
    /NimbusSanL-Regu
    /NimbusSanL-ReguCond
    /NimbusSanL-ReguCondItal
    /NimbusSanL-ReguItal
    /Nimrod
    /Nimrod-Bold
    /Nimrod-BoldItalic
    /Nimrod-Italic
    /NSimSun
    /Nueva-BoldExtended
    /Nueva-BoldExtendedItalic
    /Nueva-Italic
    /Nueva-Roman
    /NuptialScript
    /OCRA
    /OCRA-Alternate
    /OCRAExtended
    /OCRB
    /OCRB-Alternate
    /OfficinaSans-Bold
    /OfficinaSans-BoldItalic
    /OfficinaSans-Book
    /OfficinaSans-BookItalic
    /OfficinaSerif-Bold
    /OfficinaSerif-BoldItalic
    /OfficinaSerif-Book
    /OfficinaSerif-BookItalic
    /OldEnglishTextMT
    /Onyx
    /OnyxBT-Regular
    /OzHandicraftBT-Roman
    /PalaceScriptMT
    /Palatino-Bold
    /Palatino-BoldItalic
    /Palatino-Italic
    /PalatinoLinotype-Bold
    /PalatinoLinotype-BoldItalic
    /PalatinoLinotype-Italic
    /PalatinoLinotype-Roman
    /Palatino-Roman
    /PapyrusPlain
    /Papyrus-Regular
    /Parchment-Regular
    /Parisian
    /ParkAvenue
    /Penumbra-SemiboldFlare
    /Penumbra-SemiboldSans
    /Penumbra-SemiboldSerif
    /PepitaMT
    /Perpetua
    /Perpetua-Bold
    /Perpetua-BoldItalic
    /Perpetua-Italic
    /PerpetuaTitlingMT-Bold
    /PerpetuaTitlingMT-Light
    /PhotinaCasualBlack
    /Playbill
    /PMingLiU
    /Poetica-SuppOrnaments
    /PoorRichard-Regular
    /PopplLaudatio-Italic
    /PopplLaudatio-Medium
    /PopplLaudatio-MediumItalic
    /PopplLaudatio-Regular
    /PrestigeElite
    /Pristina-Regular
    /PTBarnumBT-Regular
    /Raavi
    /RageItalic
    /Ravie
    /RefSpecialty
    /Ribbon131BT-Bold
    /Rockwell
    /Rockwell-Bold
    /Rockwell-BoldItalic
    /Rockwell-Condensed
    /Rockwell-CondensedBold
    /Rockwell-ExtraBold
    /Rockwell-Italic
    /Rockwell-Light
    /Rockwell-LightItalic
    /Rod
    /RodTransparent
    /RunicMT-Condensed
    /Sanvito-Light
    /Sanvito-Roman
    /ScriptC
    /ScriptMTBold
    /SegoeUI
    /SegoeUI-Bold
    /SegoeUI-BoldItalic
    /SegoeUI-Italic
    /Serpentine-BoldOblique
    /ShelleyVolanteBT-Regular
    /ShowcardGothic-Reg
    /Shruti
    /SimHei
    /SimSun
    /SnapITC-Regular
    /StandardSymL
    /Stencil
    /StoneSans
    /StoneSans-Bold
    /StoneSans-BoldItalic
    /StoneSans-Italic
    /StoneSans-Semibold
    /StoneSans-SemiboldItalic
    /Stop
    /Swiss721BT-BlackExtended
    /Sylfaen
    /Symbol
    /SymbolMT
    /Tahoma
    /Tahoma-Bold
    /Tci1
    /Tci1Bold
    /Tci1BoldItalic
    /Tci1Italic
    /Tci2
    /Tci2Bold
    /Tci2BoldItalic
    /Tci2Italic
    /Tci3
    /Tci3Bold
    /Tci3BoldItalic
    /Tci3Italic
    /Tci4
    /Tci4Bold
    /Tci4BoldItalic
    /Tci4Italic
    /TechnicalItalic
    /TechnicalPlain
    /Tekton
    /Tekton-Bold
    /TektonMM
    /Tempo-HeavyCondensed
    /Tempo-HeavyCondensedItalic
    /TempusSansITC
    /Times-Bold
    /Times-BoldItalic
    /Times-BoldItalicOsF
    /Times-BoldSC
    /Times-ExtraBold
    /Times-Italic
    /Times-ItalicOsF
    /TimesNewRomanMT-ExtraBold
    /TimesNewRomanPS-BoldItalicMT
    /TimesNewRomanPS-BoldMT
    /TimesNewRomanPS-ItalicMT
    /TimesNewRomanPSMT
    /Times-Roman
    /Times-RomanSC
    /Trajan-Bold
    /Trebuchet-BoldItalic
    /TrebuchetMS
    /TrebuchetMS-Bold
    /TrebuchetMS-Italic
    /Tunga-Regular
    /TwCenMT-Bold
    /TwCenMT-BoldItalic
    /TwCenMT-Condensed
    /TwCenMT-CondensedBold
    /TwCenMT-CondensedExtraBold
    /TwCenMT-CondensedMedium
    /TwCenMT-Italic
    /TwCenMT-Regular
    /Univers-Bold
    /Univers-BoldItalic
    /UniversCondensed-Bold
    /UniversCondensed-BoldItalic
    /UniversCondensed-Medium
    /UniversCondensed-MediumItalic
    /Univers-Medium
    /Univers-MediumItalic
    /URWBookmanL-DemiBold
    /URWBookmanL-DemiBoldItal
    /URWBookmanL-Ligh
    /URWBookmanL-LighItal
    /URWChanceryL-MediItal
    /URWGothicL-Book
    /URWGothicL-BookObli
    /URWGothicL-Demi
    /URWGothicL-DemiObli
    /URWPalladioL-Bold
    /URWPalladioL-BoldItal
    /URWPalladioL-Ital
    /URWPalladioL-Roma
    /USPSBarCode
    /VAGRounded-Black
    /VAGRounded-Bold
    /VAGRounded-Light
    /VAGRounded-Thin
    /Verdana
    /Verdana-Bold
    /Verdana-BoldItalic
    /Verdana-Italic
    /VerdanaRef
    /VinerHandITC
    /Viva-BoldExtraExtended
    /Vivaldii
    /Viva-LightCondensed
    /Viva-Regular
    /VladimirScript
    /Vrinda
    /Webdings
    /Westminster
    /Willow
    /Wingdings2
    /Wingdings3
    /Wingdings-Regular
    /WNCYB10
    /WNCYI10
    /WNCYR10
    /WNCYSC10
    /WNCYSS10
    /WoodtypeOrnaments-One
    /WoodtypeOrnaments-Two
    /WP-ArabicScriptSihafa
    /WP-ArabicSihafa
    /WP-BoxDrawing
    /WP-CyrillicA
    /WP-CyrillicB
    /WP-GreekCentury
    /WP-GreekCourier
    /WP-GreekHelve
    /WP-HebrewDavid
    /WP-IconicSymbolsA
    /WP-IconicSymbolsB
    /WP-Japanese
    /WP-MathA
    /WP-MathB
    /WP-MathExtendedA
    /WP-MathExtendedB
    /WP-MultinationalAHelve
    /WP-MultinationalARoman
    /WP-MultinationalBCourier
    /WP-MultinationalBHelve
    /WP-MultinationalBRoman
    /WP-MultinationalCourier
    /WP-Phonetic
    /WPTypographicSymbols
    /XYATIP10
    /XYBSQL10
    /XYBTIP10
    /XYCIRC10
    /XYCMAT10
    /XYCMBT10
    /XYDASH10
    /XYEUAT10
    /XYEUBT10
    /ZapfChancery-MediumItalic
    /ZapfDingbats
    /ZapfHumanist601BT-Bold
    /ZapfHumanist601BT-BoldItalic
    /ZapfHumanist601BT-Demi
    /ZapfHumanist601BT-DemiItalic
    /ZapfHumanist601BT-Italic
    /ZapfHumanist601BT-Roman
    /ZWAdobeF
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /CropColorImages true
  /ColorImageMinResolution 200
  /ColorImageMinResolutionPolicy /OK
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageMinDownsampleDepth 1
  /ColorImageDownsampleThreshold 2.00333
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /ColorImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasGrayImages false
  /CropGrayImages true
  /GrayImageMinResolution 200
  /GrayImageMinResolutionPolicy /OK
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageMinDownsampleDepth 2
  /GrayImageDownsampleThreshold 2.00333
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.76
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /GrayImageDict <<
    /QFactor 1.30
    /HSamples [2 1 1 2] /VSamples [2 1 1 2]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 10
  >>
  /AntiAliasMonoImages false
  /CropMonoImages true
  /MonoImageMinResolution 400
  /MonoImageMinResolutionPolicy /OK
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 600
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.00167
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /CheckCompliance [
    /None
  ]
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile (None)
  /PDFXOutputConditionIdentifier ()
  /PDFXOutputCondition ()
  /PDFXRegistryName ()
  /PDFXTrapped /False

  /CreateJDFFile false
  /Description <<

    /BGR <>
    /CHS <FEFF4f7f75288fd94e9b8bbe5b9a521b5efa7684002000410064006f006200650020005000440046002065876863900275284e8e5c4f5e55663e793a3001901a8fc775355b5090ae4ef653d190014ee553ca901a8fc756e072797f5153d15e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c676562535f00521b5efa768400200050004400460020658768633002>
    /CHT <FEFF4f7f752890194e9b8a2d7f6e5efa7acb7684002000410064006f006200650020005000440046002065874ef69069752865bc87a25e55986f793a3001901a904e96fb5b5090f54ef650b390014ee553ca57287db2969b7db28def4e0a767c5e03300260a853ef4ee54f7f75280020004100630072006f0062006100740020548c002000410064006f00620065002000520065006100640065007200200035002e003000204ee553ca66f49ad87248672c4f86958b555f5df25efa7acb76840020005000440046002065874ef63002>
    /CZE <>
    /DAN <>
    /DEU <>
    /ESP <>
    /ETI <>
    /FRA <>
    /GRE <>

    /HRV <>
    /HUN <>
    /ITA <>
    /JPN <>
    /KOR <FEFFc7740020c124c815c7440020c0acc6a9d558c5ec0020d654ba740020d45cc2dc002c0020c804c7900020ba54c77c002c0020c778d130b137c5d00020ac00c7a50020c801d569d55c002000410064006f0062006500200050004400460020bb38c11cb97c0020c791c131d569b2c8b2e4002e0020c774b807ac8c0020c791c131b41c00200050004400460020bb38c11cb2940020004100630072006f0062006100740020bc0f002000410064006f00620065002000520065006100640065007200200035002e00300020c774c0c1c5d0c11c0020c5f40020c2180020c788c2b5b2c8b2e4002e>
    /LTH <>
    /LVI <>
    /NLD (Gebruik deze instellingen om Adobe PDF-documenten te maken die zijn geoptimaliseerd voor weergave op een beeldscherm, e-mail en internet. De gemaakte PDF-documenten kunnen worden geopend met Acrobat en Adobe Reader 5.0 en hoger.)
    /NOR <>
    /POL <>
    /PTB <>
    /RUM <>
    /RUS <>
    /SKY <>
    /SLV <>
    /SUO <>
    /SVE <>
    /TUR <>
    /UKR <>
    /ENU (Use these settings to create Adobe PDF documents best suited for on-screen display, e-mail, and the Internet.  Created PDF documents can be opened with Acrobat and Adobe Reader 5.0 and later.)
  >>
  /Namespace [
    (Adobe)
    (Common)
    (1.0)
  ]
  /OtherNamespaces [
    <<
      /AsReaderSpreads false
      /CropImagesToFrames true
      /ErrorControl /WarnAndContinue
      /FlattenerIgnoreSpreadOverrides false
      /IncludeGuidesGrids false
      /IncludeNonPrinting false
      /IncludeSlug false
      /Namespace [
        (Adobe)
        (InDesign)
        (4.0)
      ]
      /OmitPlacedBitmaps false
      /OmitPlacedEPS false
      /OmitPlacedPDF false
      /SimulateOverprint /Legacy
    >>
    <<
      /AddBleedMarks false
      /AddColorBars false
      /AddCropMarks false
      /AddPageInfo false
      /AddRegMarks false
      /ConvertColors /ConvertToRGB
      /DestinationProfileName (sRGB IEC61966-2.1)
      /DestinationProfileSelector /UseName
      /Downsample16BitImages true
      /FlattenerPreset <<
        /PresetSelector /MediumResolution
      >>
      /FormElements false
      /GenerateStructure false
      /IncludeBookmarks false
      /IncludeHyperlinks false
      /IncludeInteractive false
      /IncludeLayers false
      /IncludeProfiles true
      /MultimediaHandling /UseObjectSettings
      /Namespace [
        (Adobe)
        (CreativeSuite)
        (2.0)
      ]
      /PDFXOutputIntentProfileSelector /NA
      /PreserveEditing false
      /UntaggedCMYKHandling /UseDocumentProfile
      /UntaggedRGBHandling /UseDocumentProfile
      /UseDocumentBleed false
    >>
  ]
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


