


threaten the nearly unlimited lifetime and high reliability that customers have come to expect. This has
led the ITRS to predict the onset of signi cant reliability p roblems in the future, and at a pace that has not
been seen in the past. It is expected that in the future, product cost and performance requirements will be
substantially affected and, in many cases, superseded by reliability constraints [6].

The introduction of new materials, processes and devices, coupled with voltage scaling limitations and
increasing power consumption will impose many new reliability challenges. Speci cally, the two main
challenges to maintaining reliability are: (1)the continued increase in die size and number of transistors, and
(2)the constant scaling of transistors for performance. [39, 6, 7] . Although transistor density is increasing,
new features and increasing functionality cause the die size and transistor count to grow rapidly 1. More
transistors result in more failures which results in lower lifetimes. Increasing power consumption and in-
creasing transistor density are causing higher temperatures on chip resulting in failure acceleration. Scaling
to smaller transistors increases failure rates by shrinking the thickness of dielectrics (both gate dielectrics
and inter layer dielectrics (ILD)). All the above problems are compounded due to the exponentia depen-
dence of leakage power with temperature and subsegquent thermal runaway issues. Another problem is that
supply voltage and threshold voltage are not scaling appropriately with technology because of performance
and leakage power concerns creating further reliability problems.

Current techniques for enhancing reliability focus on fault-tolerant computing methods like redun-
dancy [44] and ef cient failure recovery methods [36]. Howe ver, these techniques are typically used in
server class processors and the redundancy is targeted at minimizing down-time. There has also been work
on detection and recovery from errorsthat occur during program execution [9, 38]. Recent work by Shivaku-
mar et a. examines techniques to increase processor manufacturing yield by exploiting micro-architectural
redundancy [42]. They also suggest that this redundancy can be exploited to increase useful processor
lifetime. All the above techniques are targeted at error detection, recovery, minimizing down time, and
increasing yield. They do not attempt to impact the rate of wear-out or long-term reliability of processors.

Thereissigni cant potential for increasing long-term rel iability from the architectural perspective. Tra-
ditionally, micro-architects treated the issue of long-term processor reliability as a manufacturing problem,
best left to be handled by the device and process engineers and researchers. However, with scaling and re-
sultant lower guaranteed processor lifetimes, long-term reliability awareness at the micro-architectural stage
will become a necessity. Given that it will be increasingly dif cult for processors to meet performance and
reliability margins, conscious tradeoffs between performance, cost, and reliability will have to be made.
Reliability has to be treated as a rst class design constrai nt, necessitating reliability analysis at the micro-
architectural design stage. Thisistrue for all market segments ranging from server class processors where
long-term reliability is an implicit requirement to commaodity processors where reliability will impact the
number of processors shipped and resultant prot.

Extensive research has gone into techniques that can maximize energy and thermal performance by ex-
ploiting architectural features and adaptation capabilities (for example, [25, 45, 12]). A similar approach

1Even though the bulk of the new transistors are devoted to on-chip caches, the number of transistors in core logic is aso
increasing.



can be used for long-term reliability - the ability of the micro-architecture to track application behavior can
be leveraged to increase processor reliability. Such an approach to reliability is fundamentally different
from existing methodol ogies where processor reliability is quali ed during device design, manufacture and

chip test. Current reliability quali cation mechanisms ca n not scale with process and maintain acceptable
cost and yield levels without micro-architectura intervention. Hence, there is a clear need to evaluate the
impact of different applications, architectures, and processor con gurations on reliability. A methodology

to evaluate processor reliability at early design stages is also needed. These needs are addressed by RAMP
- aReliability Aware MicroProcessor model which can be added to micro-architectural simulators to ob-
tain high level long-term reliability estimates. The rest of this technica report describes the design and
implementation of RAMP.

Soft errors
— .
(Transient errors)
Extrinsic failures
E— . .
Processor errors (Manufacturing defects, etc.)

Hard errors
— (Permanent failure)

Intrinsic failures
—————>  (Wear-out)

Figurel Processor error class cation.

1.1 Class cation of processor errors

As can be seen in Figure 1, processor errors can be broadly class ed into two categories: soft and hard
errors.

Soft errors, also caled transient faults or single-event upsets (SEUS) are errors in processor execution
due to electrical noise or externa radiation, rather than design or manufacturing related defects. Extensive
research has been performed by the architecture community to make processors resilient to soft errors.
Although the bulk of research on soft errors has concentrated on errors in memory, recent work has started to
examine errors in combinational logic. Although soft errors can cause errors in computation and corruption
to data, they do not fundamentally damage the microprocessor and are not viewed as a long-term reliability
concern. A good bibliography of research targeted at soft errorsin memory and an introduction to soft errors
in combinational logic can befoundin [41]. Hard errors are caused by defectsin the silicon or metalization
of the processor package, and are usually permanent once they manifest. Since a hard error will result in
permanent processor failure, the processor lifetime is inversely proportiona to the hard error rate. Hence,
hard errors directly determine long-term processor reliability. Since hard errors lead to processor failure, we



will henceforth refer to them as hard failures.

Hard failures can be further divided into extrinsic failures and intrinsic failures [37].

Extrinsic failures occur with a decreasing rate over time and are caused by process and manufacturing
defects. For example, contaminants on the crystalline silicon surface, and surface roughness can cause di-
electric breakdown [8]. Other examples of extrinsic failures include short circuits and open circuits in the
interconnects due to incorrect metalization. Extrinsic failures are mainly a function of the manufacturing
process - the underlying micro-architecture has very little impact on the extrinsic failure rate. Most extrin-
sic failures can be detected early in the lifetime of a processor. Burn-in and voltage screening are used to
detect processors with extrinsic failures. After manufacturing, the processors are tested at an elevated tem-
perature and voltage in order to accelerate the manifestation of extrinsic failures. These procedures screen
out extrinsic failures before the product is shipped, thereby limiting early life failure rates. Semiconductor
manufacturers and chip companies have extensively researched methods to improve burn-in ef ciency, and
reduce extrinsic failure rates [39, 34].

Intrinsic failures are those related to processor wear-out, and are caused during operation within the
speci ed processor use conditions. These failures are intr insic to and depend on the materials used to
make the processor and are related to process parameters, wafer packaging and processor design. If the
manufacturing process was perfect and no errors were made during design, fabrication, and use, all processor
failures would be due to intrinsic failures. Intrinsic failures occur with an increasing rate over time and are
usually caused by inherent defects in the processor material. It is essentia that these fails do not occur
during the intended useful lifetime of the device when it is used under speci ed operating conditions [2,
8]. Examples of intrinsic failures include time dependent dielectric breakdown (TDDB) in the gate oxides,
electromigration in the interconnects, and thermal cycling and cracking.
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Processor long-term reliability as dictated by the hard failure rate can be depicted by the Bathtub Curve
shown in Figure 2 [32]. This curve shows the failure rate of processors due to hard failures with time.
Loosely, the failure rate at time t, Z(t), can be de ned as the probability that a unit will fail at time t after
having survived till time t. A more detailed explanation of failure rate and other reliability de nitions can
be found in Appendix B.

The Bathtub curve in Figure 2 is made up of three individual curves related to infant mortality (early
life), useful life, and wear-out. Each region is characterized separately by different failure mechanisms. The
early life failures are due to extrinsic failures and as a result, are process and manufacturing defect related.
As previoudly discussed, these reduce with time. The useful life failures are due to random failures that
can occur for a variety of reasons. However, random failures tend to be very rare and the failure rate in
the useful life region can be characterized by a constant value near zero. The wear-out failures are due
to intrinsic failures and are due to inherent material limitations. As previously discussed, these increase
with time. Burn-in and voltage screening attempt to Iter out al processors which manifest early-life or
extrinsic failures, and random failures are very low in number 2. As a result, since long-term processor
reliability or lifetime is almost completely dependent on wear-out or intrinsic failures, RAMP only
models intrinsic processor failures. However, it should be noted that RAMP can be extended to model
other types of errors like soft errors.

1.2 Relationship between Processor Temperature and Long-Term Reliability

Processor reliability is directly related to the operating temperature and it is expected that many reliability
problems are going to arise because of elevated processor temperatures. The relationship between reliability
and failure istypicaly given by the well known Arrhenius relationship which is derived from the observed
dependence on chemical reaction rates on temperature changes [5].
Assuming al other parameters are constant, the lifetime of a processor due to a failure mechanism,
Ttailure ngiven by [5]:
Trailure 7 € «y

where E; is the activation energy of the failure mechanism in electron volts (eV), k is Boltzmann's
constant (8:62 10 ° ev/K), and T is the operating temperature. E, will vary depending on the exact
failure mechanism modeled. It is important to note that this only models the temperature dependence of
failure mechanisms and is valid only when al other parameters are constant. It is also possible that some
failure mechanisms do not depend on temperature.

The Arrhenius model tells usthat processor lifetime decreases exponentially with temperature. Temper-
ature effects areintegrally related to processor reliability. For example, hot-spots on the processor will result
in a higher rate of failure at those sections of the processor. Asaresult, it isimportant to accurately model

2Some early life failures can beintrinsic . Burn-in and voltage screening should detect these failures also. However, since early
lifeintrinsic failures are very rare, burn-in mainly attempts to capture extrinsic failures.



the impact of temperature on long-term reliability of processors. The problems due to increasing tempera
ture are further compounded by the exponential relationship between leakage power and temperature. As
aresult, an important aspect of RAMP' s design is its ability to model the impact of temperature on failure
mechanisms.

2 Intrinsic Failure M echanisms and M odels

With increase in die size and transistor scaling, failure rates in semiconductor devices are magni ed due to
the following:

Increasing electric eld stress - Since supply voltage is not scaling appropriately with technology,
the magnitude of the electric eldson chip areincreasing le ading to larger stresses. Thisisparticularly
aproblem with gate dielectrics.

Increasing current density - As mentioned previoudy, higher current densities in the interconnect
lead to faster interconnect wear-out.

Increasing ther mo-mechanical stress - The uneven thermal expansion rates of different materials on
chip causes mechanical stresses which lead to wear-out. This problem is magni ed by higher operat-
ing temperatures and the introduction of new dielectric materials which are porous and consequently
brittle in nature [19].

Multilayer wiring - Multilayer wiring (multiple interconnect layers) leads to higher power densities
in the interconnects leading to higher temperatures. The probability of inter-layer short circuits aso
increases.

In this section, we discuss the main wear-out based intrinsic failure mechanisms experienced by pro-
cessors. We also discuss the analytical models for each mechanism as used in RAMP. EM, SM, TDDB,
and TC are currently the only failure mechanisms RAMP models. Our discussions with semiconductor
researchers indicates that these are the main reliability issues faced by processors in the future. However,
due to the modular nature of RAMP, failure models for other mechanisms like Hot carrier injection (HCI),
Negative-bias temperature inversion (NBTI), Corrosion and other failure mechanisms can be easily added.

The metric used to evaluate reliability in RAMP is Mean Time To Failure(MTTF). The MTTF can be
thought of as the average expected lifetime of the processor. RAMP assumes all failure mechanisms have
constant failure rates in order to calculate MTTF. This assumption is clearly inaccurate (a typical wear-out
mechanism, as depicted in Figure 2, will have a very small failure rate for a long time after which the
failure rate will grow rapidly (not including infant mortality)) - however, this assumption alows RAMP to
combine different failure mechanisms and give auni ed MTTF . As aresult, it isimportant to understand
that, currently, RAMP does not modé reliability as a function of time. RAMP can be used to compare the
reliability of different architectures and applications, only in terms of their MTTF, and not in terms of time.
We are currently working on modeling reliabilty as afunction of timein RAMP.



Now, if aconstant failure rate is assumed, then the MTTF is the inverse of the failure rate. The standard
method of reporting failure rates for semiconductor componentsisin Failuresin Time (FITs) [32], whichis
the number of failures per 10° device hours. Hence, if the FIT rateisaconstant, , thenthe MTTF in hours
isgiven by:

MTTF = 1 2

Appendix B derives the above expression and discusses reliability metrics and their relationships in more
detail.

2.1 Electromigration

Electromigration is one of the best studied and well understood failure mechanisms in semiconductor de-
vices. Extensive research has been performed by the material science and semiconductor community on
modeling and mitigating the effects of electromigration [29, 5, 4, 31, 3, 17, 15, 18, 13].

Electromigration in aluminum and copper is mainly due to the mass transport of conductor metal atoms
in the interconnects due to momentum transferred by the electron current. Conducting electrons transfer
some of their momentum to the metal atoms of the interconnect - this electron wind driving force creates
anet ow of metal atomsin the direction of electron ow. Asth eatoms migrate, there is depletion of metal
atomsin one region and pile up in other regions. This can lead to the formation and growth of voids at sites
of depletion leading to open circuits, increased interconnect resistance, and other problems. At the site of
pile up, extrusions can form causing shorts between adjacent metal lines causing circuit failure.

211 Modéd

The currently accepted model for MTTF due to electromigration (M T T Fg\) is based on Black’s original
electromigration equation [29], and is asfollows [5, 15]:

MTTFem = Aem@  Jerit) Mewt ©)

where Ag\ is an empirically determined constant, J is the current density in the interconnect, Jgrit IS
the critical current density required for electromigration, E; is the activation energy for electromigration, k
is Boltzmann's constant, T is absolute temperature in Kelvin, and n is an empirical constant, the value of
which depends on the interconnect material and ranges from 1to 2[15, 4, 5]. Currently, RAMP uses avaue
of 1.1 for copper interconnects. The value of E; will depend on the material used in the interconnect and is
a parameter that must be set in RAMP. This is further discussed in Section 4.2. J tends to be much higher
than J¢rit in interconnects (nearly 2 orders of magnitude [3]). Hence, (3 Jerit)  J.

The current density, J, of aline can be related to the switching probability of the line, p, as[18]
_ CVdd

WH

where C; W, and H are the capacitance, width, and thickness, respectively of the line and T is the clock
frequency.

J f p 4)



Equations 3 and 4 offer a convenient abstraction for computer architects to work with electromigration.
Abstracting out only the architectural variables for a given process, the MTTF due to electromigration as
modeled in RAMP is given as. _

KT
Jrfop ®)
The above equation is valid for a given process technology. C, W, and H can also be changed to examine
the impact of process scaling on interconnect reliability.

MTTFem 7/

RAMP can further be modi ed to re ect the type of interconnec t by varying the capacitance, width,
thickness and activity of the wires - for example, a power or ground line will have a larger width and
thickness than asigna line. Similarly, asignal line, which has bidirectional current ow will have alower
average current density than a power line which only has unidirectional current ow [15]. RAMP does not
currently differentiate between different types of interconnects.

Finally, we discuss modeling the impact of scaling on electromigration reliability in Appendix A.1.

2.2 Stressmigration

Stress migration is very similar to electromigration. Stress migration is a phenomena where the metal atoms
in the interconnects migrate due to mechanical stress. Stress migration is caused by intrinsic stresses which
are caused by distortions in the crystal lattice of the semiconductor substrate and by thermo-mechanical
stresses which are caused by differing therma expansion rates of different materias in the device [5, 4].
The exact mechanisms behind stress migration are still not completely understood and research is ongoing
on the subject.

221 Modéd

The modéd for stress migration is based on thermo-mechanical stresses. As mentioned, these stresses are
caused due to the differing thermal expansion rates of different materias in the device. The mechanical
stress due to the different expansion rates, , is proportiona to the change in temperature . The change in
temperature is measured with respect to the stress free temperature of the metal. The stress free temperature
isthe metal deposition temperature - in other words, when the metal was originally deposited on the device,
there were no thermal stresses. However, at any temperature different from the metal deposition temperature,
there are thermo-mechanical stresses. The mean time to failure due to stress migration, MT T Fsp, isgiven

by [5]:

Ea

MTTFsm = Asm ekt (6)

where is the mechanical stress caused due to differing expansion rates, Asy is an empirically de-

termined constant, n is an empirically determined constant ranging in value between 2 and 3 [5, 4], and

Ea is the activation energy for stress migration. The value of E5 will depend on the material used in the
interconnect and is a parameter that must be set in RAMP. Thisis further discussed in Section 4.2.

Asmentioned previoudly, the mechanical stress, , isproportiona to the change in temperature from the

stress free temperature of themetd -i.e., /Z jTg Tjwhere Ty isthe stress free temperature of the metal



(metal deposition temperature), and T is the operating temperature. Abstracting out only the architectural
parameters from Equation 6, the MTTF due to stress migration as modeled in RAMP is given as:

MTTFsm 7 jTo Tj 25kt 7

The relationship between stress migration and temperature is governed by two different properties - the
Arrhenius relationship accelerates wear-out with increases in temperature. However, since metal deposition
temperatures tend to be higher than typical operating temperatures 3, higher operating temperatures decrease
thevalueof Tg T, thusreducing thevalueof andincreasing the MTTF. However, thisincrease in MTTF
istypically much smaller than the decrease due to the Arrhenius relationship.

Finally, we discuss modeling the impact of scaling on stress migration reliability in Appendix A.2.

2.3 Time-dependent dielectric breakdown (TDDB)

Time-dependent dielectric breakdown is an extremely important failure mechanism in semiconductor de-
vices. With time, the gate dielectric wears down with time and fails when a conductive path forms in the
didectric. When a conducting path forms between the gate and the substrate, it is no longer possible to
control current ow between the drain and the source with a gate electric eld, effectively rendering the
transistor device useless [5, 8, 2, 16, 48, 47, 27].

In order to maintain high gate oxide reliability, extreme care is taken during oxide growth in order to
ensure no external impurities are embedded in the oxide. In the past, gate-oxide breakdown was more an
extrinsic failure problem than an intrinsic reliability problem. Theintrinsic breakdown reliability of the gate
oxide had been excellent. However, in the past 10 years, due to the advent of thin and ultra-thin gate oxides,
intrinsic gate oxide failure is becoming increasingly important. The failure rate is also increasing due to the
fact that the supply voltage is not scaling down appropriately with technology [16].

231 Modd

Gate oxide reiability depends on temperature, the voltage applied at the gate, and the electric €ld at the
gate. It isthought that the temperature degradation of gate-oxide reliability follows a greater than Arrhenius
relationship [48, 47, 27]. Various models have been proposed for TDDB degradation relating TDDB degra-
dation to the electric €ld, the inverse of the electric eld and the gate voltage. The TDDB model used in
RAMP is taken from work done by Wu et al. [48, 47] from IBM who have done extensive analytical and
experimental work on TDDB. Wu et al. collected experimental data over awide range of oxide thicknesses,
voltages, and temperatures to create auni ed TDDB breakdow n model for current and future ultra-thin gate
oxides. Themodel proposed by Wu et al. [47] showsthat the lifetime due to TDDB for ultra-thin gate oxides
is dependent on voltage and has alarger than exponential degradation due to temperature.

3This depends on whether vapor deposition or sputtering was used for depositing the metal - sputtering uses high temperatures
to increase the stickiness of the deposited metal; on the other hand, vapor deposition happens near room temperature [21]



The mean time to failure due to TDDB is given by [47]
MTTFrooe = Tepeet *72) 8

where Tgpo, &, and b are determined empiricaly. In order to be compatible with the conventional Arrhe-
nius temperature dependence with an activation energy, the non-Arrhenius relationship (e($+?bf)) can be
represented in the form, eE_?, where Eg = A + % + CT. Based on [47], A = 0:759%v, B = 66:8evK,
andC = 8:37e 4eV=K. Hence, the model currently used in RAMP for TDDB is of the form:

(0:759 6‘}_38 8:37e 5T)

MTTFTDDB /e KT (9)

Finaly, we discuss modeling the impact of scaling on gate oxide reliability in Appendix A.3.

24 Temperature cycling and thermal shock

Fatigue failures can occur in semiconductor due to temperature cycling and thermal shock. Permanent dam-
age accumulates every time there is a cycle in temperature eventually leading to failure. Normal powering
up and powering down will also cause damage. Failures due to temperature cycles can occur in al parts of
the semiconductor device including the silicon substrate, the interconnects, the interlevel dielectrics, and at
die interfaces like solder joints [5, 26]. The problems due to temperature cycling are exacerbated with the
introduction of low-k dielectrics which have higher coef ¢ ients of expansion, and are more brittle [19].

Although all parts of the device experience fatigue due to thermal cycling, the effect is most pronounced
in the package and die interface (for example, solder joints). Experiments have shown that very large
thermal cycles of magnitude greater than 140 degrees Celsius are required to cause any damage to the
silicon substrate and interconnects. For smaller thermal cycles, the interconnect and silicon experience
elastic expansion and contraction, and long term damage does not accumulate. As a result, normal use
conditions, including powering up and powering down are not expected to cause reliability problemsin the
silicon and interconnects [40]. Hence, we only model the impact of thermal cycling on the package.

241 Modéd

The package goes through two types of thermal cycles - large thermal cycles when the processor is powered
up and down (this includes going into standby and hibernation for mobile processors) which occur at alow
frequency (afew times aday), and small cycles which occur during the course of processor operation which
occur at amuch higher frequency (afew times a second).

The effect of small thermal cycles at high frequencies has not been well studied by the packaging com-
munity, and validated models are not available. As aresult, RAMP does not currently model the reliability
impact of small thermal cycles.

Largethermal cyclesare modeled using the Cof n-Manson equ ation, which wasoriginally devel oped for
ductile materials like aircraft frames and has been altered for use in semiconductor device reliability. Many
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different materials and packaging groups have found that the Cof n-Manson equation model s semiconductor
reliability well [26]. The Cof n-Manson equation for therm al cycling is[5]:

Nf=Co(T) ¢ (10)

where N¢ is the number of thermal cycles to failure, Cq is an empirically determined material-dependent
congtant, T isthetemperature range experienced inthethermal cycle, and q isthe Cof n-Manson exponent,
an empirically determined constant. An aternate way to look at the mean time to failure due to thermal
cycles(MTTFrc)is .

MTTFyc 7/ 7fcycles 4 (1)
where fycles is the frequency of occurrence of the thermal cycle of magnitude T. Since we're only con-
sidering power up and power down cycles, the frequency of thermal cycling is not expected to change with

different architectures and applications. Hence, the model used in RAMP is of the form:

MTTFrc / (- mominal g (12)

Taverage Tambient

where  Tnominal IS the nominal thermal cycle for which the processor has been quali ed, Taverage
Tambient iSthe actual average thermal cycle a structure on chip experiences.

We do not model the reliability impact of the rate of change of temperature (i.e., we only caculate the
magnitude of the thermal cycle and the frequency of thermal cycling. We do differentiate between a fast
temperature rise and a ow temperature rise.). Experiments have shown that only the number of cycles and
not the rate of change of temperature impact reliability [40].

Finally, we discuss modeling the impact of scaling on thermal cycling reliability in Appendix A.4.

3 Reliability M odel

In order to determine the reiability (mean time to failure) of the entire system, we use the sum-of-failure-
rates model. The sum-of-failure-rates has been accepted by the semiconductor industry as the de-facto
standard for reliability measurement because it offers more knowledge than other methods about the exact
reasons why devices fail.

As mentioned in Section 2, we assume that al the failure mechanisms have constant failure rates. The
exact form of some of the equations that follow are based on this assumption.

3.1 Sum-of-failure-rates (SOFR) model [1]

From a micro-architectural perspective, we treat each structure on chip (branch predictor, instruction win-
dow, etc.) as a separate component. We then assume that each component can fail in different ways, each
of the different ways corresponding to a different failure mechanism (electromigration, TDDB, etc.). The
SOFR model consists of the Competing risk model which estimates the failure rate of each component and
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the series model which estimates the failure rate of the system based on each component’s failure rates. All
the models are very similar in nature.

Now, to calculate the failure rate of acomponent using the competing risk model, we make the following
assumptions:

Each failure mechanism proceeds independently of every other one, at least until afailure occurs.
The component fails when the rst of al the competing failur e mechanisms reaches afailure state.
Each of the failure mechanisms has a known life distribution model.

If there are k failure mechanisms, and the failure rate of the component due to the it" failure mechanism
ishj(t), then the failure rate of the component due to all failure mechanisms, h¢(t) issimply given by:

X
he(t) = hi(t) (13)
i=1

In other words, each failure mechanism acts independently of every other mechanism and the rst mech-
anism to reach failure causes the component to fail. Under these conditions, the component reliability is the
product of the failure mechanism reiabilities and the component failure rate is just the sum of the failure
mechanism failure rates. The standard way of reporting failure rates (h¢(t)) for semiconductor components
isin Failuresin Time (FITs) [32] which is the number of failures per 10° device-hours. If we assume that a
component, ¢, has a constant failure rate of  FITs, then mean time to failure for that component,in hours,
MTTF, isgiven by:

MTTFczizpkl— (24)
c i=1 |

again, where . arethe failuresin time for the component consisting of j for each failure mechanism.
(Appendix B discusses reliability metrics and the relation between reliability metrics in more detail .)

The series model is used to build up from components to systems - in this case, the processor. The
assumptions and formulas for the series failure model are identical to the competing risk model. If there are
Jj components in the system, if we assume each component fails independently of every other component,
and the system fails when the rst component fails, then the m ean time to failure of the system, MTT Fg
depends on each of the j components as follows:

1 1

MTTFs = p; — = Pj (15)
i=l MTTR i=1 i
1
MTTFs = P—P—— (16)
i=1 I=1 il

Equation 15 tells us that the mean time to failure of the system depends on the failure rate of each
component where ; isthe failure rate of the it" component. Thisleads to Equation 16 which shows that the
mean time to failure of the processor is the inverse on the sum of the failure rates of all failure mechanisms
for all components where j, isthe failure rate of the it" component due to the I failure mechanism.
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Equation 16 can be altered to account for redundant structures and non-critical structures (for example, if
the branch predictor was not working correctly, the processor could possibly continue to function, although
it would keep making prediction mistakes) by adding weights:

1

MTTF = p—p (17)
1 K oWi

where W, isthe weight of component i and failure mechanism I. The weight is a value between 0 and
1 (depending on redundancy and criticality of the component), and the default value is 1.

Given the failure rates for different mechanisms at a particular voltage, frequency, and temperature,
we can use the above expression to directly determine MTTF for a processor under a range of different
circumstances. We can also factor in other parameters like switching activity (for electromigration). We can
calculate each architectural structure’s failure rates based on local temperature measurements and even local
voltage and frequency measurements (for multiple voltage and frequency domain processors).

RAMP caculates the system FIT rate every sampling interval and maintains an average FIT rate for
the entire smulation run. The average MTTF of the benchmark is then the inverse of the average FIT
rate. Similarly, the average MTTF for a given workload (which can consist of many benchmarks) is the
inverse of the the average FIT rate for al the benchmarks. Since RAMP maintains FIT rates continuously
for every structure for every failure mechanism, the MTTF of individua structures due to individual failure
mechanisms can a so be determined.

3.2 Initialization

RAMP has to be initidized with FIT rates for each structure due to each failure mechanism at some xed
voltage, frequency and temperature. Based on these initial values and using the MTTF models, RAMP cal-
culates relative FIT rates (FITs are inversely proportiona to MTTF) for each structure for each mechanism.
The default mode in RAMP assumes that the initial FIT rate for each structure is proportional to its area.
However, individual initial values can be set.

RAMP also has to be initialized with base activity factors for each structure for the electromigration
model. Based on these activity factors, RAMP calculates relative activity factors. Currently RAMP uses the
average activity factors over the SPEC2k benchmark suite as the base activity factor. This can be changed if
required.

3.3 Temperature measurement

Accurate temperature estimation at the granularity of each micro-architectural structure is essential to the
accuracy of the reliability model.Reliability calculations are done at the same time and space granularity as
temperature measurement.
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3.4 Leakage power

L eakage power measurement is also extremely important to the reliability model. The exponential nature of
leakage current with temperature causes the power dissipation of processors to increase with temperature.
Thisincrease in power consumption leads to further rises in temperature. This positive feedback loop can
lead to thermal runaway. Because most failure mechanisms depend on temperature, modeling |eakage power
is essential to the accuracy of the reliability model.

3.5 Cost mode

One interesting option is to add a cost model into RAMP. This can be useful in examining reliability cost
tradeoffs. For example, the cost and reliability of aserver class processor and the cost and reliability of alow
end processor. This might be particularly useful because it gives a more realistic way to look at reliability.

4 Using RAMP

The RAMP simulation model is a self standing module written in C++ which can be integrated with an
architectural simulator tool. As mentioned previoudy, the architectural simulator should have power and
temperature models attached. Currently, RAMP has been integrated with two different smulators. IBM’s
Turandot architectural simulator [35] which has its own power model and which uses HotSpot [43] for
temperature simulation, and the RSIM simulator [24] which uses Wattch [11] for power measurements and
HotSpot [43] for temperature measurements. Both simulators also have a temperature dependent leakage
model. Because RAMP is a separate module with its own interface, it should be fairly easy to port to other
simulators.

RAMP provides failure rates and lifetimes for speci ¢ appli cations when they are smulated on the
architectural simulator. It is important to note that reliability is inherently statistical in nature and that
there is no signi cance in reliability estimates at speci ¢ instances of time. The average FIT rate over the
entire run of an application, or the average FIT rate for all the applications which will be typically run on a
processor will have to be used to gain insight on processor reliability.

4.1 Using RAMP Within an Architecture Simulator

There are two main les in the RAMP software - the reliability functionsareinreliability. cc and
the smulator parameters areinrel i ability. h. The Uni t Rel class contains the reliability models,
and during initialization, a Uni t Rel object should be created for every structure on chip. The functions
UnitRel::init()andUnitRel::fitinit() areusedtoinitialize RAMP parametersand FIT rates
for each structure. During simulation, thefunctionUni t Rel : : al | nodel s(tenperature, activ-
ity factor, voltage, frequency) iscaledfor each structure at an appropriate granularity. The
Uni t Rel : : al | nodel s() function invokesthe individua reliability modelsfor each failure mechanism.
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As mentioned previoudy, additional failure mechanisms can be modeled and addedtorel i ability. cc

4.2 RAMP Parameters

RAMP is currently con gured with parameters which are based on current and near future processors.
However, these parameters can be dtered inr el i abi lity. h.

TOTAL_EMFI TS: Total number of FITS over the entire processor dueto EM initially at initialization.
Thisis the base value abtained from chip wide MTTF numbers.

TOTAL_SMFI TS: Total number of FITSover the entire processor dueto SM initially at initialization..
Thisisthe base value abtained from chip wide MTTF numbers.

TOTAL_TDDB_FI TS: Total number of FITS over the entire processor due to TDDB initiadly at ini-
tidization. Thisis the base value obtained from chip wide MTTF numbers.

TOTAL_TC_FI TS: Total number of FITS over the entire processor dueto TC initialy at initialization.
Thisisthe base value abtained from chip wide MTTF numbers.

The above 4 parameters can be changed to re ect the speci cs o f different chips. Also, theinitial FIT
rate is distributed over the chip based on structure area. This can be also be altered.

T_base: Base temperature at which initialization FITS are measured. The FIT rate at any other
temperature is calculated with respect to this value.

VDD_base: Base voltage at which initialization FITS are measured. The FIT rate at any other voltage
is calculated with respect to this value.

freq_base: Base frequency at which initialization FITS are measured. The FIT rate at any other
frequency is calculated with respect to this vaue.

EMEa di v _k: The EM activation energy divided by Boltzmann's constant. The default setting as-
sumes the interconnects are copper based and E; is 0.9 ev. If the interconnects are copper-aluminum
dloys, the E5 will be lower. [5, 4]

SMEa di v_k: The SM activation energy divided by Boltzmann's constant. The default setting isthe
same as EMEa_di v Kk [5, 4].

SMT_base: The stress free temperature of the interconnect metal for SM (the vapor deposition
metal). The default value is 500K [21].

TC_q: The TC exponent - The value for ductile metal like solder ranges from 1 to 3. The value for
interconnect metals ranges from 3 to 5, and the value for the silicon substrate and dielectrics ranges
from 6 to 9. Currently, RAMP only tracks reliability of the package and assumes the value is 1.9 [5].
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TC.base_t enp_di f f: Therma cycle the system goes through during power up and power down.
This is usualy the only reliability metric available for processor thermal cycling. We compare al
thermal cycles with thisvalue. Default is 80 degrees.

5 Conclusions

RAMP provides an architectural model for long-term reliability measurement. Its most important features
are the inclusion of temperature, voltage, activity factors, and frequency in reliability calculations and it's
separation of architectural structures and failure mechanisms. As a result, the failure rate of individual
structures on chip due to individual failure mechanisms can be studied.

With decreasing transistor dimensions and increasing processor power and temperature, reliability due
to wear-out mechanisms is expected to become a signi cant is sue in microprocessor design and reliability
awareness at the micro-architectural design stage will soon be a necessity. RAMP provides a convenient
way to look at microprocessor long-time reliability and the implications of running different applications,
architectural features, and processor design on reliability.

RAMP isasdf-standing module which can be attached to architectural simulators which generate power
and temperature measurements. Itiscurrently running on IBM’s Turandot processor simulator and the RSIM
architectural simulator and can easily be ported to other ssimulators.

RAMP does not currently model soft errors in processors and thisis viewed as an area for future work.
Additional failure models for failure mechanisms like hot-carrier injection and NBTI should aso be added.

A Modeling the Impact of Scaling on Reliability

Since scaling limits are fast approaching due to reliability concerns, the impact of scaling on reliability
should be evaluated at al stages of microprocessor design, including the microarchitectura de nition phase.
In this appendix, we discuss modeling the impact of scaling on the various failure mechanismsin RAMP.

A.1 Electromigration

For years, copper doped aluminum had been the semiconductor industry’s interconnect metal of choice
because of its ease of integration into the manufacturing process, low resistivity, and cheap availability.
In the past few years, reliability problems due to electromigration and a need for even lower resisitivities
prompted the industry to consider using only copper for interconnects. Copper has lower resistivity (and
hence lower interconnect delay) than copper doped aluminum and is much more resilient to electromigration
(Experimental results by Hu et a. [13] show that the electromigration lifetime of copper interconnects is 50
to 1000 times as high as copper doped aluminum interconnects). However, there are problems with using
copper - in particular, copper diffuses readily into silicon causing deep level defects. This problem is solved
by adding alining layer using tantalum (Ta) which separates the copper interconnects from the surrounding
devices [30].
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Figure3 Electromigration in copper interconnects.

Copper interconnects have now moved from development to manufacturing and high-level server proces-
sors already use copper interconnects [46]. Some commodity processors have aso started using all copper
interconnects and the rest are expected to start using copper interconnects in the near future.

Theimpact of scaling on electromigration reliability is different for copper and aluminum interconnects.
This is because of the difference in the electromigration mechanism between copper and aluminum. In
copper, electromigration is interface dominated [13]. Electromigration in @uminum, on the other hand, is
grain boundary dominated [23]. Since it is expected that copper will be the dominant interconnect metal in
the future, we only model the impact of scaling on copper interconnects in RAMP.

Copper interconnections are typically fabricated using a damascene processing method. In these struc-
tures, the top surface of the copper damascene line is covered with a dielectric lem, while the bottom
surface and two sidewalls are sealed with atantalum (Ta) liner [20]. The tantalum liner prevents electromi-
gration along the surfaces it covers. However, the top surface of the line can not be covered with tantalum
due to manufacturing constraints. As a result, electromigration in copper is dominant at the top interface
layer between the interconnect and the dielectric [14]. Thisisillustrated in Figure 3.

If the effective thickness of the interface layer is , and the interconnect width is w, then the electro-
migration ux is constrained to an area  w. If the height of the interconnect is h, then the interconnect
current owsthrough an area wh. The relative amount of atomic ux owing through the interf ace region
is proportional to the interface area to interconnect arearatio o = .

Electromigration voids are found to occur most commonly at the interface between the interconnects
and the metal vias [13]. Although large vias are favorable from a reliability perspective, large vias incur
area overheads and the interconnect density is reduced. As a result, the width of the viais kept the same
as the width of the interconnect, w. Electromigration failure is considered to have occurred when the void
formed grows larger than the width of the via, w (in that case, there is no path to conduction between the
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void and the interconnect other than the liner, and hence, resistance goes up causing circuit failure). Timeto
failure due to electromigration, , isthen proportiona to the width of the via, w, and inversely proportional
to the relative amount of ux passing through the interface r egion, § [13].

s/w D (18)

When a scaling constant, , is applied to Equation 18, it can be seen that the electromigration lifetime
reduces by 2 with scaling (both w and h scale by  while remains constant). This assumes constant
current density is maintained with scaling [13]. Although the wire dimensions are reduced, designers ensure
that the current density remains constant in order to keep electromigration effects under control. If current
density also increases with scaling, then electromigration lifetime will scale by afactor much larger than 2.

Hence, electromigration lifetime with respect to scaling can be expressed as:

MTTFem 7 (3) HeRwh (19)

where J isthe current density and is assumed to be constant with scaling. If J does not remain constant,
that should aso be factored into Equation 19. Maintaining constant J with scaling is becoming increasingly
dif cult and it is expected that the value of J will begin to increase, reducing lifetime. MTTF due to
electromigration is reduced further due to the higher temperatures seen with scaling.

A.2 StressMigration

The only impact of scaling on stress migration that is modeled in RAMP is the Arrhenius temperature
relationship. Scaling has no other direct impact on stress migration.

However, there are some indirect effects due to scaling. Scaling requires the increased use of low-
k dielectrics for the inter-level didlectric layers. These materials tend to be porous, and brittle. Despite
the use of low-k dielectrics by some manufacturers like IBM for their 0.13 m Copper process [46], the
didlectrics are thought to have some reliability problems [22]. The thermal expansion rates of these new
low-k dielectrics also tends to be signi cantly different f rom the interconnect thermal expansion rate [22].
A consequence of the different expansion rates and the brittle nature of the dielectrics causes higher failure
rates due to thermo-mechanical stresses in stress migration. We do not account for these indirect scaling
effects currently.

A.3 Time Dependent Dielectric Breakdown (TDDB)

Scaling has a profound effect on gate oxide reliability. Much work has been done on estimating and increas-
ing gate oxide reliability. As mentioned previoudly, the supply voltage is not scaling at the same rate as gate
oxide thickness. Thiswill result inasigni cant drop in gat e oxide reliability with scaling.

The fundamental physical limitations caused by gate oxide thickness are related to the exponentially
increasing gate current and its implications for device performance and reliability. With ultra thin oxides
with tox less than 4nm, gate tunneling current is also increasing. This gate leakage current increases power
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consumption and imposes a practical bound on oxide thickness [27]. The increase in gate leakage current
not only affects power consumption but accelerates wear-out due to TDDB.

Since time to break down, tgp, is based on total required charge to breakdown, Qgp, tep 7/ % where
| is gate leakage current (Qgp = Igptep). The gate leakage current increases by one order of magnitude
for every 0.22nm reduction in gate oxide thickness [27, 33]. As aresult, if gate oxide thickness reduces
by tox with scaling, then time to breakdown, tgp reduces by 10%, where the reduction in gate oxide
thickness, tox, isexpressed in nanometers.

Decreasing supply voltage increases reliability. It isgenerally accepted that a decrease in supply voltage
of 0.2V increases reliability by a factor of 10 to 100 [28, 33]. A more recent model proposed by Wu et
al. [48, 47] relates voltage and gate oxide time to break down as.

1
tep /(V)(al bT) (20)

where aand b are empirical constants and T is the operating temperature.

Finaly, for the current and future range gate oxide thicknesses, the time to breakdown is inversely
proportional to the total gate oxide surface area[27, 48, 47].

Hence, if we scale down from process 1 to process 2, which have gate oxide thicknesses, tox: and toxo,
and supply voltages, Vi and V,, and total gate oxide areas of A; and A,, the ratio of the mean time to
failures, MTTF, and MTTF,, a temperatures T, and T, is given by:

o (A+%+CT1)
MTT Fl =10 (tOX:(L)Q;OXZ) Vz(a 2) A]_ e KTq
MTTF, ' Vl(a bT1) A, (arEcy)

e KTo
where A, B, C, aand b are empiricaly determined constants. Based on [47], A = 0:75%v, B =
66:8evK,C = 8:37e 4eV=K, a=78 and b=-0.081.

(21)

A.4 Thermal Cycling

Like stress migration, the only impact of scaling on thermal cycling modeled in RAMP is the impact of
temperature. Scaling has no other direct impact on thermal cycling. However, the increased device power
densities result in larger swings in temperature which accelerate thermal cycling wear-out.

There are some indirect effects on thermal cycling due to scaling. Fewer thermal cycles are required to
cause failure in low-k dielectrics because of the increased porosity and brittleness. The adhesive properties
of dielectrics (in particular low-k dielectrics) also degrades with scaling. This impacts thermal cycling
failure rate.

B Reliability Metrics[32, 1]

B.1 Someréliability de nitions

Failure Rate: As mentioned in Section 1, the failure rate at time t, Z(t), can be dened as the
probability that a unit will fail at time t after having survived till time t. An aternate de nition of

19



failure rate at time t, is the number of failures per unit time, compared with the number of surviving
components at time't.

Mean time to failure (MTTF): As mentioned in Section 2, the MTTF can be thought of as the
average expected lifetime of the processor, or in other words, the expected value of the time to failure
of the processor. It is important to understand that this a statistical average and is signi cant only in
the context of many processors.

Failuresin time (FITS): Asmentioned in Section 2, FITs are a standard way of representing failure
rates in semiconductor devices. A FIT is a unit representing a single failure in 10° (1 billion) device
operating hours.

In the next de nition, we derive the relationships between t he above quantities.

B.2 Relationshipsbetween failure metrics

If we conduct an aging experiment with N identical components, after atime t, S(t) will still be operating,
and F (t) would have failed. In this case, at any time t, the probability of surviva of the components, also
known asthe reliability, R(t), is:

_ S()
R() = =~ (22)
The probability of failure of the components, also known as the unreliability, Q(t), is:
F(t
o =0 @)

Since S(t) + F(t) = N, wemust have R(t) + Q(t) = 1.
Based on this, the failure rate of the system, Z(t), de ned as the number of failures per unit time,
compared with the number of surviving components, is:
1 dF(t) _ 1 dQ(t)
S(t) dt R(t) dt
Asmentioned in Section 1, for typical semiconductor devices, thefailure rate followsabathtub curve(Figure 2).
The initial high failure rate section is caled the early life period, the middle section is the useful life, and

Z(H) = (24)

the nal phase isthe wear-out phase.

The system reliability, R(t) has different values at different times and varies with operating conditions
like temperature and voltage. Thismetric isnot ideal for practical use. More useful to the user isthe average
time to failure, known as the Mean Time To Failure(MTTF). The I\élTTF of asystem isusualy expressed in
hours and is de ned as the area under the reliability curve, t hat is, 01 R(t)dt.

Failuresin Time (FITs) are the number of failures seen per 10° (1 billion) device operating hours and is
the standard way of reporting failures for semiconductor devices.

As mentioned previously, RAMP assumes all failure mechanisms have constant failure rates in order to
calculate MTTF. This assumption is made in order to easily combine different failure mechanisms and give
auni ed MTTF.
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Now, if the failure rate of the system is assumed to be a constant, equal to  FITs, then:

Z(t) = (25)
SinceR() =1 Q(t) and Q(t) = £,
R(t)=1 FO (26)
N
Differentiating,
dR(t) _ 1 dF(t)
dt N dt @0
Substituting Equation 27 in Equation 24,
N dR(®)
Z(t)= = SO dt (28)
Since R(t) = %
4 —  dR(D)
dt = R (29)
For asystem, at time O, reliability, R(0) = 1. At timet, thereliability is R(t). Integrating Equation 29,
Zy ZRw 1
dt = ——dR(t 30
. . RO () (30)
Substituting the limits,
t 0= jInR(@®) Inilj (3D
t=InR(t) (32
Hence, the reliability function for the constant failure rate, ,is.
Rt)=e * (33)
. R1
Now, sinceMTTF = ;- R(t)dt,
Zq
MTTF = e ‘dt (34)
0
MTTF = Jje w2 =1 (35)
Hence, the relation between MTTF and failure rate boils down to
1
MTTF == (36)
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B.3 MTTF goalsand requirements

Ensuring long-term reliability is an essential goal for all microprocessor manufacturers. The manufacturing
process is required to ensure that all shipped products meet a pre-speci ed reliability target. Early life
failures are caught during burn-in and voltage screening. All other products that are shipped are expected to
have aMTTF of around 30 years [10]. The MTTF target tends to be much larger than the expected lifetime
of consumer use of the product. However, as discussed earlier, physical wear-out mechanisms are governed
by stochastic processes with a distribution of failure times related to some probability function. The choice
of fail timeis selected such that the nominal product consumer service life(typically less than 8 years) will
fall far out in the tails of the failure mechanism probability distribution [2]. Thisisillustrated in Figure 4
which represents atypical semiconductor device failure probability distribution.

B.4 Impact of Burn-in and voltage screening

As discussed previously, burn-in and voltage screening attempt to Iter out samples which fal in the early
failure or infant mortality region. Burn-in and voltage screening subject the devices to accel erated wear-out
in the hope of causing early failure devices to fail - however, since al products are subjected to burn-in,
burn-in also has the adverse effect of reducing the effective life of useful devices. Minimizing the effect of
burn-in is the subject of considerable research by the semiconductor industry [39, 34, 2, 5, 4]. The impact
of burn-in and voltage screening isillustrated in Figure 5.
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