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Scalable and Flexible Network Measurement

Han Hee Song, M.A.
The University of Texas at Austin, 2006

Supervisors: Yin Zhang, Lili Qiu

As the Internet continues to grow, it is increasingly important for users,
service providers, and application developers to measure, debug, and understand
the performance of the wide-area network. Consequently, network measurement
studies have become essential to a wide variety of current and emerging network
applications.

In this thesis, we research scalable and flexible network measurement. The
thesis consists of two parts: Exact Reconstruction of Network Path Properties
(Part I) and Approximate Reconstruction of Network Path Properties (Part II).

In Part I, we solve the problem of selecting a set of paths to monitor in
order to reconstruct the exact properties of all the paths comprising a network.
For an overlay network with N end hosts, existing systems either require O(N?)

measurements, and thus lack scalability, or can only estimate the latency but not
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congestion or failures. The algebraic approach we propose in this work selectively
monitors k linearly independent paths that can fully describe all the O(NN?) paths.
The loss rates and latency of these k& paths can be used to estimate the loss rates and
latency of all other paths. Through an extensive scalability analysis, we find that
for reasonably large N (e.g., 100), the growth of k is bounded to O(N log N). The
findings in this work suggest an upper-bound of the monitoring cost for a scalable
network monitoring system.

Once we set up an upper-bound of the monitoring cost this way, in Part II,
we present a framework that provides flexibility to a variety of design requirements
and better scalability with the cost of little accuracy decrease.

We apply Bayesian experimental design to select active measurements that
maximize the amount of information we gain about the network path properties
subject to given resource constraints. We then apply network inference techniques
to reconstruct the properties of interest based on the partial, indirect observations
we get through these measurements.

By casting network measurement in a general Bayesian decision theoretic
framework, we achieve flexibility. Our framework can support a variety of design
requirements, including (i) differentiated design for providing better resolution to
certain parts of the network, (ii) augmented design for conducting additional mea-
surements given existing observations, and (iii) joint design for supporting multiple
users who are interested in different parts of the network. Our framework is also
scalable and can design measurement experiments that span thousands of routers
and end hosts.

We develop a toolkit that realizes the framework on PlanetLab. We con-
duct extensive evaluation using both real traces and synthetic data. The results
show that the approach can accurately estimate network-wide and individual path

properties by monitoring only within 2-10% of paths. We also demonstrate its effec-
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tiveness in providing differentiated monitoring, supporting continuous monitoring,

and satisfying the requirements of multiple users.
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Chapter 1

Introduction

The explosive growth of the Internet has facilitated the emerge of various network
applications ranging from the simple and wide spread World Wide Web (WWW) to
a more innovative and intricate technologies such as ISP performance management,
traffic engineering, content distribution, overlay routing, and peer-to-peer applica-
tions. However, the Internet being an enormous, heterogeneous, and constantly
evolving infrastructure makes it difficult to fit new services that requires a good
knowledge of their surroundings.

Network measurement is essential to a wide variety of these existing and
emerging network applications. For example, ISPs and enterprise networks put
increased focus on network performance, and demand capabilities for detailed per-
formance measurement in networks of hundreds or even thousands of nodes. Per-
formance monitoring also becomes a critical capability that allows overlays and
peer-to-peer networks to detect and react to changing network conditions.

While much progress has been made in network measurement, two significant
challenges remain. First, large-scale network management applications often require
the ability to efficiently monitor the whole network. The quadratic growth in the
number of network paths with respect to the number of network nodes makes it
impractical to measure every path. Second, existing techniques are often tailored to
specific application needs, and thus lack the flexibility to accommodate applications

with different requirements.



1.1 Thesis Overview

We address these challenges in the following two steps. First, in Exact Reconstruc-
tion of Network Path Properties (Part I), we devise a network monitoring system
that only requires a small subset of paths in order to rebuild the ezact properties of
all the paths in the network. For an overlay network of N end hosts, existing gen-
eral metric systems [49] require O(N?) measurements. However, the linear algebraic
approach we develop bounds the number of measurements we need to O(N log N).

Once we set up an upper-bound of the monitoring cost this way, in Approxi-
mate Reconstruction of Network Path Properties (Part II), we present a framework
that provides flexibility to a variety of design requirements and better scalability
with the cost of little accuracy decrease. The Bayesian experimental design and
network inference techniques we use make it possible to build a unified framework
within which a large class of network performance inference problems can be mod-
eled, solved, and evaluated. The framework built on the techniques is flexible to
accommodate different design requirements and scalable to conduct experiments

that span thousands of routers and end hosts.

1.2 Exact Reconstruction of Network Path Properties

In this work [9], we develop a scalable overlay loss rate monitoring system which
provides the best accuracy achievable. Consider an overlay network of N end hosts;
we define a path to be a routing path between a pair of end hosts, and a link to be
an IP link between routers. A path is a concatenation of links. There are O(N?)
paths among the N end hosts, and we wish to select a minimal subset of paths to
monitor so that the loss rates and latencies of all other paths can be inferred.

In our proposed method, we selectively monitor a basis set of k paths. Any
end-to-end path can be written as a unique linear combination of paths in the basis
set. Consequently, by monitoring loss rates for the paths in the basis set, we infer loss
rates for all end-to-end paths. This can also be extended to other additive metrics,
such as latency. The end-to-end path loss rates can be computed even when the
paths contain unidentifiable links for which loss rates cannot be computed.

Given the measurements for paths corresponding to the basis set, this linear

algebraic scheme can reconstruct the end-to-end performance on all paths ezxactly.



Moreover, we show that the size of the basis set(k) grows as O(N log N) through
linear regression tests on various synthetic and real topologies. We also provide
some explanation based on the Internet topology and the AS hierarchy. We then
design incremental algorithms for path addition and deletion which only cost O(k?)
time, instead of the O(N2k?) time cost to reinitialize the system. Lastly, to max-
imize practicality and performance of the measurement, we propose randomized
schemes for measurement load balancing and effective schemes to handle topology
measurement errors.

In both simulations and PlanetLab experiments, we estimate path loss rates
with high accuracy using O(N log N) measurements. For the PlanetLab experi-
ments, the average absolute error of loss rate estimation is only 0.0027, and the
average error factor is 1.1, even though about 10% of the paths have incomplete
or nonexistent routing information. The average setup (monitoring path selection)
time is 0.75 second, and the online update of the loss rates for all 2550 paths takes
only 0.16 second. In addition, we adapt to topology changes within seconds without
sacrificing accuracy. The measurement load balancing reduces the load variation

and the maximum vs. mean load ratio significantly, by up to a factor of 7.3.

1.3 Approximate Reconstruction of Network Path Prop-

erties

To further deal with the problem of scalability and flexibility, we develop NetQuest [53],
a flexible measurement framework that can support large-scale continuous network
monitoring. NetQuest consists of two key components: design of erperiments and
network inference.

We apply Bayesian experimental design to determine the set of active mea-
surements that maximize the amount of information we gain about the network path
properties subject to given resource constraints (e.g., probing overhead). Bayesian
experimental design is built on solid theoretical foundations, and has found nu-
merous applications in scientific research and practical applications, ranging from
software testing to medicine, to biology, and to car crash test. Recognizing its poten-
tial, we bring Bayesian experimental design into large-scale network measurement.
Making the experimental design applicable to such context involves addressing sev-

eral challenges. First, it is not clear how to formulate the problem of designing



network measurement under the Bayesian experimental design framework. Second,
the traditional Bayesian experimental design often targets at a single application.
In our environment, there can be many applications with different design require-
ments. How to use Bayesian experimental design to support such diverse application
requirements is an interesting open problem.

To address the above issues, we first formulate the problem under the Bayesian
experimental design framework. We then explore a series of Bayesian design schemes,
and use extensive evaluation to identify the design scheme best suited for network
monitoring. In addition, we develop techniques to achieve flexibility by designing
measurement experiments that maximize the information gain for different design
objectives and constraints. In particular, our approach can support the following re-
quirements: (i) differentiated design for providing better resolution to certain parts
of the network, (ii) augmented design for conducting additional measurements given
existing observations, and (iii) joint design for supporting multiple users interested
in different parts of the network.

Based on observations obtained from the measurements, we then use infer-
ence techniques to accurately reconstruct the global view of the network without
requiring complete information. Our results show that our measurement frame-
work can estimate network-wide average path delay within 15% error by monitoring
within 2% paths. It achieves a similar degree of accuracy for estimating individual
path properties by monitoring 10% paths. In addition, we demonstrate the flexibility
of our measurement framework in providing differentiated monitoring, supporting

continuous monitoring, and satisfying the requirements of multiple users.

1.4 Contribution

This thesis makes the following main contributions.

First, for an overlay network with n end hosts, we show that the upper-bound
of number of paths to fully describe all the O(N?) grows as O(N log N).

Second, by bringing Bayesian experimental design into large-scale network
measurement, we maintain reasonably good accuracy with even less number of paths.
While Bayesian experimental design has found many applications in other scientific
fields, to the best of our knowledge, this is the first time that it is applied to designing

active network measurement experiments.



Third, building on top of Bayesian experimental design and inference tech-
niques, we develop a unified framework within which a large class of network perfor-
mance inference problems can be modeled, solved, and evaluated. Our framework is
flexible, and can accommodate different design requirements. Our framework is also
scalable, and can design measurement experiments that span thousands of routers
and end hosts.

Fourth, we develop a toolkit that implements our framework on Planet-
Lab [48]. Using the toolkit we conduct an extensive evaluation of our framework for
efficient monitoring of end-to-end network performance. Our results demonstrate

the effectiveness and flexibility of our framework.

1.5 Outline

The rest of this thesis is organized as follows. In Chapter 2, we survey related work
in large-scale network measurement. We describe the large-scale network measure-
ment problem in Chapter 3. In Part I, we discuss network monitoring system that
achieves exact reconstruct of network path properties. And we move further into
building a flexible framework for a large-scale network measurement in the subse-
quent part, Part II. In each of the part, we first present our algorithm design, and
show implementation and evaluation, then give brief summarization of the work.
Finally, we conclude with a summary of major contributions and future works in
Chapter 10.



Chapter 2

Related Work

In this chapter, we summarize related works of two categories: network measurement

design (Section 2.1) and network inference (Section 2.2).

2.1 Measurement Design

There are many tomography-based end-to-end network measurement design schemes.
Network tomography has been well studied ([14] provides a good survey). Most to-
mography systems assume limited measurements are available (often in a multicast
tree-like structure), and try to infer link characteristics [4, 44] or shared conges-
tion [50] in the middle of the network. However, the problem is under-constrained:
there exist unidentifiable links [4] with properties that cannot be uniquely deter-
mined. In contrast, we are not concerned about the characteristics of individual
links, and we do not restrict the paths we measure.

Shavitt et al.also use algebraic tools to compute distances that are not ex-
plicitly measured [52]. Given certain “Tracer” stations deployed and some direct
measurements among the Tracers, they search for path or path segments whose
loss rates can be inferred from these measurements. Thus their focus is not on
Tracer/path selection.

Ozmutlu et al.selected a minimal subset of paths to cover all links for moni-
toring, assuming link-by-link latency is available via end-to-end measurement [43].
But the link-by-link latency obtained from traceroute is often inaccurate. And their

approach is not applicable for loss rate because it is difficult to estimate link-by-link



loss rates from end-to-end measurement. A similar approach was taken for selecting
paths to measure overlay network [59]. The minimal set cover selected can only
gives bounds for metrics like latency, and there is no guarantee as to how far the
bounds are from the real values.

Chua et al. [11] developed a statistical framework to monitor network-wide
properties. Their technique leverages significant redundancy in network paths to
reduce monitoring overhead. As opposed to certain statistical summary, such as
average end-to-end path delay in a network, we focus on monitoring the property
of every path in a network. We choose to focus on inferring every path property
because it gives much more detailed information about the network, and is more
directly relevant to a variety of applications. Also statistic summary of network-wide
properties can be easily obtained once we have every individual path property.

In Section 7.1.3, we revisit algorithms proposed by us in Part I, by Chua et al.,
and some other non-Bayesian measurement designs to compare their performance

against Bayesian measurement design.

2.2 Network Inference

In the area of network inference, many techniques have been developed in statistical
literature to solve underdetermined linear system, such as least-squares methods,
entropy maximization, maximum likelihood estimation [2], EM [18], Gibbs sam-
pling [26, 27|, shrinkage estimation [23, 35|, l;-minimization [19, 20, 21], LASSO [61,
62], ridge regression [33], etc. Network researchers have leveraged the statistical
techniques to come up with interesting approaches to infer network performance
(e.g., [5, 45]), network topology (e.g., [22]), and traffic matrix (e.g., [67]).



Chapter 3

Background

3.1 Basic Algorithms

Symbols Meanings

P set of all network paths

S set of subset of P (S C P)

L set of links on paths in P

m number of end-to-end paths (m = |P)|)
n number of IP links (n = |L|)

A e {0,1}™*™ | original routing matrix
Ag € {0,1}°%" | reduced routing matrix

x € R"” vector of unknown performance on individual links
y € R™ vector of observed end-to-end path performance
ys € RS reduced vector of observed path performance

v vector in {0, 1} (represents path)

Table 3.1: Table of notations

In this thesis, we focus on monitoring end-to-end performance in large net-
works. The quantity of interest is a function of the performance on individual links,
which may not be directly observable either because those links may belong to a non-
cooperative administrative domain, or because full instrumentation of an IP network
is considered cost prohibitive. Large-scale network measurement is challenging be-
cause the number of paths increases quadratically with the number of nodes, and

it is often impractical to probe all the network paths, yet the final quantity of in-



terest may depend on links on all the paths. The goal is then to conduct a small
number of active measurements, and infer the quantity of interest based on partial
and indirect observations. The problem consists of two key aspects: (i) design of
measurement experiments, and (ii) network inference (also commonly referred to as
network tomography).

Formally, the problem can be specified as follows.
y = Ax, (3.1)

where x is the vector of some unknown quantity, y is the vector of observables, A
is a matrix that associates y and x (often referred to as the routing matriz). In the
context of network performance monitoring, x is the vector of unknown performance
on individual links, y is the vector of observed performance on a set of end-to-end
paths, and the routing matrix A = (A4;;) encodes whether link j belongs to path 4,
i.e.,

(3.2)

1 if path ¢ contains link 7,
Aij = .
0 otherwise.

Note that our definition of routing matrix applies to both one-way and round-trip
performance measurements. For round-trip measurements, the routing matrix can
work for asymmetric routes.

The above formulation applies to any additive performance metric, such as
delay or log{1 — loss rate}. In the case of representing loss rate to additive metric,
we first represent a path by v € {0,1}"™, where the jth entry v; is one if link j is
part of the path, and zero otherwise. Suppose link j drops packets with probability
l;; then the loss rate p of a path represented by v is given by

1—p=]]—-1;" (33)
j=1

We take logarithms on both sides of (3.3). Then by x with elements x; =

log (1 —1;), we can rewrite (3.3) as follows:
log(1—p) =Y yjlog(1—1;)=> yjx;=y"x (3.4)
j=1 j=1

Let p; be the end-to-end loss rate of the ith path, and let y € R™ be a



column vector with elements y; = log (1 — p;). Then we can obtain the m equations
in form (3.4) as we did in 3.1. Therefore we can represent both delay and loss rate
in the same form.

Besides performance estimation, there is another type of tomography prob-
lem, commonly referred to as traffic matriz estimation, which tries to infer end-to-
end traffic demands based on observed link loads. In this context, x is the vector
of unknown traffic demands, y is the vector of observed link loads. There has been
considerable recent progress on traffic matrix estimation [38, 66, 67]. In this the-
sis, we only consider network performance inference, but the framework and the
techniques we develop can also be applied to traffic matrix estimation. We plan to

explore this direction in our future research.

3.2 Problem Formulation

Our goal is to estimate f(x), which is a function of link properties x. One interesting
example is f(x) = Ax. In this case, the quantity of interest f(x) represents proper-
ties of all network paths. More specifically, when x is link delay, f(x) is delay on all
network paths. Another example is f(x) = %[1, 1,...; 1)1 xmAx, which corresponds
to a network-wide average metric (e.g., f(x) is the network-wide average path delay,
when x is link delay).

In large-scale network measurement, it is too expensive to directly measure
network properties on all paths. So the goal is to select only a small subset of the
paths to probe so that we can still accurately estimate the quantity of interest. We
formalize the path selection problem as follows.

Let P be the set of all network paths (|P| = m). Let L be the set of
links appearing on paths in P (|L| = n). The performance on paths in P and the
performance on links in L are related according to the linear system y = Ax, where
x is a length-n column vector, y is a length-m column vector, and A is a m X n
routing matrix.

For any subset S C P (with s = |S]), let Ag be the s X n sub-matrix of
A formed by the s rows corresponding to those paths in S. Similarly, let yg be
the sub-vector of y corresponding to the observed performance on those paths in
S. The experimental design problem is to select a subset of paths S to probe such

that we can estimate f(x) based on the observed performance yg, Ag, and thus the

10



following linear system

yvs = Agx, (3.5)

In this thesis, we consider the case when f(x) is a linear function
f(x) = Fx, (3.6)

where F' is a given r X n matrix.

The other major aspect of network performance monitoring is network infer-
ence. Its goal is to infer x based on Ag and yg. The major challenge in network
inference is that the linear system yg = Agx is often under-determined due to

partial observations, and can thus have an infinite number of solutions.

11
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Chapter 4

Approach

4.1 Architecture and Algorithms

4.1.1 Algebraic Model

Symbols | Meanings

N number of end hosts on the overlay
t number of identifiable links

kE<n rank of A

l; loss rate on ith link

Di loss rate on ith measurement path
X; log(l — ll)

i log(1 — p;)

D loss rate along a path

N(A) null space of A

R(AT) | row(path) space of A (== range(A7T))

Table 4.1: Table of notations in addition to Table 3.1

In this section, we introduce an algebraic model of this work. In addition to
the notations in Table 3.1, we expand our notations as described in Table 4.1.

Suppose an overlay network spans n IP links. Normally, the number of paths
m is much larger than the number of links n (see Fig. 4.1(a)). This suggests that we
could select n paths to monitor, use those measurements to compute the link loss
rate variables x, and infer the loss rates of the other paths from (3.1).

However, as we discussed in Section 3.2, A is rank deficient: i.e., k = rank(A)
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Figure 4.1: Matrix size representations.

and k < n. If A isrank deficient, we will be unable to determine the loss rate of some
links from (3.1). These links are also called unidentifiable in network tomography

literature [4].

1T 1 0
/ Y2 A=lo 0 1 2 }
yi - D1 (1 rl;ﬂl' row(path) space
D ‘H-Emeas ured)
5. xi| |yt| nullspace / 4
|1'2|/"" Al xz|=| vz (unmeasured) X,
B _J X3 y3

Figure 4.2: Sample overlay network.

Fig. 4.2 illustrates how rank deficiency can occur. There are three end hosts
(A, B and C) on the overlay, three links (1, 2 and 3) and three paths between the
end hosts. We cannot uniquely solve x; and xo because links 1 and 2 always appear
together. We know their sum, but not their difference.

Fig. 4.2 illustrates the geometry of the linear system, with each variable x;
as a dimension. The vectors {« [1 -1 0} T} comprise N'(A), the null space of A.
No information about the loss rates for these vectors is given by (3.1). Meanwhile,

there is an orthogonal row(path) space of A, R(AT), which for this example is a
T T
plane {« [1 1 0] + 0 [0 0 1] }. Unlike the null space, the loss rate of any

vector on the row space can be uniquely determined by (3.1).
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To separate the identifiable and unidentifiable components of x, we decom-
pose X into x = x4 + Xy, where x4 € R(A”) is its projection on the row space
and and xy € N(A) is its projection on the null space (i.e., Axy = 0). The

decomposition of [x; xo x3]7 for the sample overlay is shown below.

(x1 + x2) 1 0 y1/2
XA:4X12X2 1| +x3 0| = |y1/2 (4.1)
0 1 Y2
1
XN:(xlng) 1 (4.2)
0

Thus the vector x4 can be uniquely identified, and contains all the infor-
mation we can know from (3.1) and the path measurements. The intuition of our
scheme is illustrated through virtual links in [8].

Because x4 lies in the k-dimensional space R(A”), only k independent equa-
tions of the m equations in (3.1) are needed to uniquely identify x4. We measure
these k paths to compute x4. Since y = Az = Ax 4+ Axy = Ax 4, we can compute
all elements of y from x 4, and thus obtain the loss rate of all other paths. Next, we

present more detailed algorithms.

4.1.2 Basic Static Algorithms

The basic algorithms involve two steps. First, we select a basis set of k paths to
monitor. Such selection only needs to be done once at setup. Then, based on
continuous monitoring of the selected paths, we calculate and update the loss rates
of all other paths.

Measurement Paths Selection

To select k linearly independent paths from A, we use standard rank-revealing de-
composition techniques [28], and obtain the reduced system ( 3.5) discussed in Sec-
tion 3.2. where Ag € R¥*™ and yg € R¥ consist of k rows of A and y, respectively.
The equation is illustrated in Fig. 4.1(b) (compared with Ax =y).

As shown below, our algorithm is a variant of the QR decomposition with

column pivoting [28, p.223]. It incrementally builds a decomposition Ag = QR,
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Rk;xk

where Q € R™** is a matrix with orthonormal columns and R € is upper

triangular.

procedure SelectPath(A)
1 for every row(path) v in A do
ng = RiTAs’UT = QT’UT
Ry = [|v]* = || Raa|?
if Rys # 0 then
Select v as a measurement path

Update R = [g g;j and Ag = {é}s}

S O W N

end if
end for

Figure 4.3: Path (row) selection algorithm
In general, the A matrix is very sparse; that is, there are only a few nonzeros

per row. We leverage this property for speedup. We further use optimized rou-
tines from the LAPACK library [1] to implement row selection algorithm so that
it inspects several rows at a time. The complexity of row selection algorithm is
O(mk?), and the constant in the bound is modest. The memory cost is roughly
k?/2 single-precision floating point numbers for storing the R factor. Notice that

the path selection only needs to be executed once for initial setup.

Path Loss Rate Calculations

To compute the path loss rates, we must find a solution to the underdetermined
linear system Agx4 = yg. The vector yg comes from measurements of the paths.
Zhang et al.report that path loss rates remain operationally stable in the time scale
of an hour [63], so these measurements need not be taken simultaneously.

Given measured values for yg, we compute a solution x4 using the QR de-
composition we constructed during measurement path selection [28, 17]. We choose
the unique solution x4 with minimum possible norm by imposing the constraint
XA = Agz where z = R"'R Tyg. Once we have x4, we can compute y = Axy,
and from there infer the loss rates of the unmeasured paths. The complexity for
this step is only O(k?). Thus we can update loss rate estimates online, as verified
in Sec. 5.1.4 and 5.2.2.
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Figure 4.4: Regression of k in various functions of n under different router-level
topologies. Top: Barabasi-Albert model of 20K nodes (left), and Waxman model
of 10K nodes (right). Bottom: hierarchical model (AS-level: Barabasi-Albert and
router level: Waxman) of 20K nodes (left) and a real topology of 284K routers
(right).
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4.2 Scalability Analysis

An overlay monitoring system is scalable only when the size of the basis set, k,
grows relatively slowly as a function of n. Given that the Internet has moderate
hierarchical structure [60, 24], we proved that the number of end hosts is no less
than half of the total number of nodes in the Internet. Furthermore, we proved that
when all the end hosts are on the overlay network, k = O(N) [8].

But what about if only a small fraction of the end hosts are on the overlay?
Because A is an m by n matrix, k& is bounded by the number of links n. If the
Internet topology is a strict hierarchy like a tree, n = O(N), thus &k = O(N). But
if there is no hierarchy at all (e.g. a clique), k = O(N?) because all the O(N?)
paths are linearly independent. Tangmunarunkit et al.found that the power-law
degree Internet topology has moderate hierarchy [60]. It is our conjecture that
k= O(N logn).

In this section, we will show through linear regression on both synthetic and
real topologies that k is indeed bounded by O(N log N) for reasonably large N (e.g,
100). We explain it based on the power-law degree distribution of the Internet
topology and the AS (Autonomous System) hierarchy.

We experiment with three types of BRITE [37] router-level topologies -
Barabasi-Albert, Waxman and hierarchical models - as well as with a real router
topology with 284,805 nodes [31]. For hierarchical topologies, BRITE first gener-
ates an autonomous system (AS) level topology with a Barabasi-Albert model or
a Waxman model. Then for each AS, BRITE generates the router-level topologies
with another Barabasi-Albert model or Waxman model. So there are four types
of possible topologies. We show one of them as an example because they all have
similar trends (see [7] for complete results).

We randomly select end hosts which have the least degree (i.e., leaf nodes)
to form an overlay network. We test by linear regression of k on O(N), O(N log N),
O(N125) O(N*?), and O(N*™). As shown in Fig. 4.4, results for each type of
topology are averaged over three runs with different topologies for synthetic ones and
with different random sets of end hosts for the real one. We find that for Barabasi-
Albert, Waxman and real topologies, O(N) regression has the least residual errors
- actually k& even grows slower than O(N). The hierarchical models have higher k,

and most of them have O(N log N) as the best fit. Conservatively speaking, we have
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k=0O(NlogN).

Note that such trend still holds when the end hosts are sparsely distributed in
the Internet, e.g., when each end host is in a different access network. One extreme
case is the “star” topology - each end host is connected to the same center router via
its own access network. In such a topology, there are only N links. Thus k = O(V).
Only topologies with very dense connectivity, like a full clique, have k& = O(N?).
Those topologies have little link sharing among the end-to-end paths.

The key observation is that when N is sufficiently large, such dense con-
nectivity is very unlikely to exist in the Internet because of the power-law degree
distribution. Tangmunarunkit et al.found that link usage, as measured by the set
of node pairs (source-destination pairs) whose traffic traverses the link, also follows
a power-law distribution, i.e., there is a very small number of links that are on the
shortest paths of the majority of node pairs. So there is significant amount of link
sharing among the paths, especially for backbone links, customer links, and peering
links.

Such link sharing can easily lead to rank deficiency of the path matrix for
overlay networks. As an example, consider an overlay within a single AS. The AS
with the largest number of links (exclusive of customer and peering links) in [54] has
5,300 links. Even considering the coverage factor (55.6% as in Table 2 of [54]), there
are at most 9,600 links. Since there are N (N —1) paths among n nodes, link sharing
must occur before N = 100; in fact, substantial link sharing is likely to occur for
even smaller N.

Now consider an overlay network that spans two ASes connected by ¢ cus-
tomer/peering links, with N/2 nodes in one AS and N/2 nodes in the other. The
N?/2 cross-AS paths can be modelled as linear combination of 2¢ x N + 2¢ virtual
links - bi-directional links from each end host to its ¢ peering link routers, and c
bi-directional peering links. Thus given c is normally much less than N and can be
viewed as a constant, only O(N) paths need to be measured for the O(N?) cross-AS
paths.

Now consider an overlay on multiple ASes. According to [58], there are only
20 ASes (tier-1 providers) which form the dense core of the Internet. These ASes are
connected almost as a clique, while the rest of the ASes have far less dense peering
connectivity. So when the size of an overlay is reasonably big (e.g., N > 100),

the number of customer and peering links that cross-AS paths traverse tends to
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grow much slower than O(N?). For example, a joining end host may only add one
customer link to the overlay topology, and share the peering links that have been
used by other end hosts. Meanwhile, only a few nodes are needed in a single AS
before link sharing occurs in paths within an AS.

We believe this heavy sharing accounts for our empirical observation that
k = O(N) in a real router-level topology, and k grows at worst like O(N log N) in
several generated topologies. Note that the real 284,805-router topology represents a
fairly complete transit portion of the Internet [31]. In our analysis, we conservatively
assume that there is only one end host connecting to each edge router to reduce the
possible path sharing, but we still find £ = O(N) when N > 100.

4.3 Dynamic Algorithms for Topology Changes

During normal operation, new links may appear or disappear, routing paths between
end hosts may change, and hosts may enter or exit the overlay network. These
changes may cause rows or columns to be added to or removed from A, or entries
in A may change. In this section, we design efficient algorithms to incrementally

adapt to these changes.

4.3.1 Path Additions and Deletions

The basic building blocks for topology updates are path additions and deletions.
We have already handled path additions in path selection algorithm (Figure 4.3);
adding a path v during an update is no different than adding a path v during the
initial scan of A. In both cases, we decide whether to add v to Ag and update R.

To delete a path that is not in Ag is trivial; we just remove it from A. But to
remove a path from Ag is more complicated. We need to update R; this can be done
in O(k?) time by standard algorithms (see e.g. Algorithm 3.4 in [57, p.338]). In
general, we may then need to replace the deleted path with another measurement
path. Finding a replacement path, or deciding that no such path is needed, can
be done by re-scanning the rows of A as in path selection algorithm (Figure 4.3);
however, this would take time O(mk?).

We now describe path deletion algorithm (Figure 4.5) to delete a path v more
efficiently. Suppose v corresponds to the ith row in Ag and the jth row in A, we

define Ay € RE-D*n a5 the measurement path matrix after deleting the ith row,
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procedure DeletePath(v, A, Ag, R)
if deleted path v is measured then
j = index of v in Ag
z=ALR'R e,
Remove v from A and Ag
Update R (Algorithm 3.4 in [57, p.338])
m= Az
if 34 such that m; # 0 then
Add the ith path from A to Ag (Figure 4.3, steps 2-6)
end if
end if
else Remove v from A

Figure 4.5: Path deletion algorithm

and A’ € R(M=DX" g5 the path matrix after removing the jth row. By deleting v

from Ag, we reduce the dimension of Ag from k to k — 1. Intuitively, our algorithm

works in the following two steps.

1. Find a vector z that only describes the direction removed by deleting the ith

row of Ag.

2. Test if the path space of A’ is orthogonal to that direction, i.e., find whether

there is any path p € A’ that has a non-zero component on that direction. If

not, no replacement path is needed. Otherwise, replace v with any of such

path p, and update the QR decomposition.

Next, we describe how each step is implemented. To find z which is in the

path space of Ag but not of A’y, we solve the linear system Agz = e;, where e; is the

vector of all zeros except for a one in entry ¢. This system is similar to the linear

system we solved to find x4, and one solution is z = A%:R_IR_TGZ'.

Once we have computed z, we compute m = A’z, where A’ is the updated A

matrix. Because we chose z to make A'yz = 0, all the elements of m corresponding

to selected rows are zero. Paths such that m; # 0 are guaranteed to be independent

of A’ since if row j of A could be written as wTAi9 for some w, then m; would be

wTAfgz = 0. If all elements of m are zero, then z is a null vector for all of A’; in this

case, the dimension &’ of the row space of A’ is k — 1, and we do not need to replace

the deleted measurement path. Otherwise, we can find any j such that m; # 0 and
add the jth path to A to replace the deleted path.

21



Take the overlay network in Fig. 4.2 for example, suppose Ag is composed

110
of the paths AB and BC, i.e., Ag = L1l Then we delete path BC, Ay =
T ! L1 . . . .
1 1 0" and A" = 0 o0 1l Applying path deletion algorithm (Figure 4.5), we

have 2 = [0 0 1] and m = [0 1]7. Thus the second path in A’, AC, should be
added to AY. If we visualize such path deletion in reference to the geometry of the
linear system, the path space of A’ remains as a plane in Fig. 4.2, but A% only has
one dimension of the path space left, so we need to add AC to Af.

When deleting a path used in Ag, the factor R can be updated in O(k?)
time. To find a replacement row, we need to compute a sparse matrix-vector prod-
uct involving A, which takes O(N? x (average path length)) operations. Since most
routing paths are short, the dominant cost will typically be the update of R. There-
fore, the complexity of path deletion algorithm is O(k?).

4.3.2 End Hosts Join/Leave the Overlay

To add an end host h, we use path selection algorithm (Figure 4.3) to scan all the
new paths from h, for a cost of O(Nk?). However, it is inefficient to delete an end
host h by directly using path deletion algorithm (Figure 4.5) to delete all affected
paths. If path deletion algorithm is used to delete a path that starts/ends at h, often
another path that starts/ends at h is chosen as a replacement — and soon deleted in
turn. To avoid this behavior, we remove all these paths from A first, then use the
updated A in path deletion algorithm to select replacements as needed during the
removal of paths that start/end at h. Each path in Ag can be removed in O(k?)
time; the worst-case total cost of end host deletion is then O(NE?).

4.3.3 Routing Changes

In the network, routing changes or link failures can affect multiple paths in A.
Previous studies have shown that end-to-end Internet paths generally tend to be
stable for significant lengths of time, e.g., for at least a day [47, 65]. So we can
incrementally measure the topology to detect changes. Each end host measures the
paths to all other end hosts daily, and for each end host, such measurement load

can be evenly distributed throughout the day. In addition to the periodic route
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measurement, if any path is found to have large loss rate changes, we will check its
route instantly.

For each link, we keep a list of the paths that traverse it. If any path is
reported as changed for certain link(s), we will examine all other paths that go
through those link(s) because it is highly likely that those paths can change their
routes as well. We use path selection algorithm and path deletion algorithm to
incrementally incorporate each path change.

Unlike O(N?) approaches (e.g., RON), we need some extra traceroute mea-
surement. However, the key point is that the end-to-end routing remains much more
stable than its loss rate, thus requires far less frequent measurement. So the savings

on loss rate probing dwarf the traceroute overhead.

4.4 Load Balancing and Topology Error Handling

To further improve the scalability and accuracy, we need to have good load balancing

and handle topology measurement errors, as discussed in this section.

4.4.1 Measurement Load Balancing

To avoid overloading any single node or its access link, we evenly distribute the
measurements among the end hosts. We randomly reorder the paths in A before
scanning them for selection in path selection algorithm (Figure 4.3). Since each path
has equal probability of being selected for monitoring, the measurement load on each
end host is similar. Note any basis set generated from path selection algorithm is
sufficient to describe all paths A. Thus the load balancing has no effect on the loss

rate estimation accuracy.

4.4.2 Handling Topology Measurement Errors

As our goal is to estimate the end-to-end path loss rate instead of any interior
link loss rate, we can tolerate certain topology measurement inaccuracies, such as
incomplete routing information and poor router alias resolution.

For completely untraceable paths, we add a direct link between the source
and the destination. In our system, these paths will become selected paths for

monitoring. For paths with incomplete routing information, we add links from
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where the normal route becomes unavailable (e.g., self loops or displaying “* * *”

in traceroute), to where the normal route resumes or to the destination if such

anomalies persist until the end. For instance, if the measured route is (sre, ipy, “*

K ips, dest), the path is composed of three links: (src ip1), (ip1, ip2), and (ips,
dest). By treating the untraceable path (segment) as a normal link, the resulting
topology is equivalent to the one with complete routing information for calculating
the path loss rates.

For topologies with router aliases presenting one physical link as several links,
we have little need to resolve these aliases. At worst, our failure to recognize the links
as the same will result in a few more path measurements because the rank of A will
be higher. For these links, their corresponding entries in x4 will be assigned similar
values because they are actually a single link. Thus the path loss rate estimation
accuracy is not affected, as verified by Internet experiments in Sec. 5.2. In addition,
our system is robust to measurement node failures and node changes by providing

bounds on the estimated loss rates.
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Chapter 5

Evaluation

5.1 Evaluation

In this section, we present our evaluation metrics, simulation methodology and

simulation results.

5.1.1 Metrics

The metrics include path loss rate estimation accuracy, variation of measurement
loads among the end hosts, and speed of setup, update, and topology change adap-
tation.

To compare the inferred loss rate p with real loss rate p, we analyze both
absolute error and error factor. The absolute error is |p — p|. We adopt the error

factor F.(p,p) defined in [4] as follows:

Fip.p) = max { 25, 251 1

~—

3>

~—

where p(e) = max(e,p) and p(e) = max(e,p). Thus, p and p are treated as no less
than e, and then the error factor is the maximum ratio, upwards or downwards, by
which they differ. We use the default value ¢ = 0.001 as in [4]. If the estimation is
perfect, the error factor is one.

Furthermore, we classify a path to be lossy if its loss rate exceeds 5%, which
is the threshold between “tolerable loss” and “serious loss” as defined in [63]. We

report the true number of lossy paths, the percentage of real lossy paths identified
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(coverage) and the false positive rate, all averaged over five runs of experiment for
each configuration.

There are two types of measurement load: 1) sending probes, and 2) receiving
probes and computing loss rates. The load reflects the CPU and uplink/downlink
bandwidth consumption. For each end host h, its measurement load is linearly
proportional to, and thus denoted by the number of monitored paths with h as
sender /receiver. Then we compute its variation across end hosts in terms of the
coefficient of variation (CV) and the mazimum vs. mean ratio (MMR), for sending
load and receiving load separately. The CV of a distribution z, defined as below, is
a standard metric for measuring inequality of x, while the MMR, checks if there is

any single node whose load is significantly higher than the average load.

standard deviation(z)

CV(zx)=

5.2
mean(z) (5:2)
The simulations only consider undirected links, so for each monitored path, we
randomly select one end host as sender and the other as receiver. This is applied to

all simulations with or without load balancing.

5.1.2 Simulation Methodology

We consider the following dimensions for simulation.

e Topology type: three types of synthetic topologies from BRITE (see Sec. 5.1.3)
and a real router-level topology from [31]. All the hierarchical models have
similar results, we just use Barabasi-Albert at the AS level and Waxman at

the router level as the representative.

e Topology size: the number of nodes ranges from 1000 to 20000 !. Note that

the node count includes both internal nodes (i.e., routers) and end hosts.

e Fraction of end hosts on the overlay network: we define end hosts to be the
nodes with the least degree. Then we randomly choose from 10% to 50%
of end hosts to be on the overlay network. This gives us pessimistic results

because other distributions of end hosts will probably have more sharing of

120000 is the largest topology we can simulate on a 1.5GHz Pentium 4 machine with 512M
memory.
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the routing paths among them. We prune the graphs to remove the nodes and

links that are not referenced by any path on the overlay network.

Link loss rate distribution: 90% of the links are classified as “good” and the
rest as “bad”. We use two different models for assigning loss rate to links as
in [44]. In the first model (LLRD;), the loss rate for good links is selected
uniformly at random in the 0-1% range and that for bad links is chosen in the
5-10% range. In the second model (LLRD3), the loss rate ranges for good and
bad links are 0-1% and 1-100% respectively. Given space limitations, most

results are under model LLRD; except for Sec. 5.1.4.

Loss model: After assigning each link a loss rate, we use either a Bernoulli or
a Gilbert model to simulate the loss processes at each link. For a Bernoulli
model, each packet traversing a link is dropped at independently fixed proba-
bility as the loss rate of the link. For a Gilbert model, the link fluctuates be-
tween a good state (no packet dropped) and a bad state (all packets dropped).
According to Paxon’s observed measurement of Internet [46], the probability
of remaining in bad state is set to be 35% as in [44]. Thus, the Gilbert model
is more likely to generate bursty losses than the Bernoulli model. The other
state transition probabilities are selected so that the average loss rates matches

the loss rate assigned to the link.

We repeat our experiments five times for each simulation configuration unless

denoted otherwise, where each repetition has a new topology and new loss rate

assignments. The path loss rate is simulated based on the transmission of 10000

packets. Using the loss rates of selected paths as input, we compute x4, then the

loss rates of all other paths.

5.1.3 Results for Different Topologies

For all topologies in Sec. 5.1.2, we achieve high loss rate estimation accuracy. Results

for the Bernoulli and the Gilbert models are similar. Since the Gilbert loss model

is more realistic, we plot the cumulative distribution functions (CDFs) of absolute

errors and error factors with the Gilbert model in Fig. 5.1. For all the configurations,

the absolute errors are less than 0.008 and the error factors are less than 1.18.

Waxman topologies have similar results, and we omit them in the interest of space.
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The lossy path inference results are shown in Table 5.1. Notice that k is much
smaller than the number of IP links that the overlay network spans, which means
that there are many IP links whose loss rates are unidentifiable. Although different
topologies have similar asymptotic regression trend for k£ as O(N log N), they have
different constants. For an overlay network with given number of end hosts, the
more [P links it spans on, the bigger k is. We found that Waxman topologies have
the largest k among all synthetic topologies. For all configurations, the lossy path
coverage is more than 96% and the false positive ratio is less than 8%. Many of the
false positives and false negatives are caused by small estimation errors for paths
with loss rates near the 5% threshold.
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Figure 5.1: Cumulative distribution of absolute errors (left) and error factors (right)
under Gilbert loss model for various topologies.
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# of | # of end hosts # of # of links rank | MPR | lossy paths (Bernoulli) lossy paths (Gilbert)
nodes | total | OL(N) | paths(m) | original | AP (k) | (k/m) | real | coverage | FP real | coverage | FP
1000 | 506 50 1225 1997 443 275 22% 437 99.6% 1.3% 437 100.0% 0.2%
100 4950 791 543 11% 2073 99.0% 2.0% 1688 99.9% 0.2%
5000 | 2489 100 4950 9997 1615 929 19% 2271 99.1% 2.0% | 2277 99.7% 0.1%
300 44850 3797 | 2541 6% 19952 98.6% 4.1% | 20009 99.6% 0.3%
100 4950 2613 | 1318 27% 2738 98.4% 3.4% | 2446 99.5% 0.6%
20000 10003 500 124750 39997 11245 | 6755 5% 67810 97.8% 5.5% | 64733 99.5% 0.4%
# of | # of end hosts # of # of links rank | MPR lossy paths (Bernoulli) lossy paths (Gilbert)
nodes | total | OL(N) | paths(m) | original AP (k) (k/m) | real | coverage | FP real | coverage | FP
1000 | 335 50 1225 2000 787 486 40% 704 99.0% 1.1% 579 99.6% 0.4%
100 4950 1238 909 18% 2544 98.5% 4.6% 2539 99.7% 0.5%
5000 | 1680 100 4950 10000 2996 1771 36% 3067 97.5% 3.9% | 3024 99.5% 0.4%
300 44850 6263 4563 10% 29135 96.8% 7.1% | 28782 99.1% 1.1%
100 4950 5438 2606 53% 3735 98.4% 2.3% | 3607 99.6% 0.4%
20000 6750 500 124750 40000 20621 | 13769 11% 93049 96.1% 5.7% | 92821 99.1% 1.5%
# of | # of end hosts # of # of links rank | MPR lossy paths (Bernoulli) lossy paths (Gilbert)
nodes | total | OL(N) | paths(m) | original | AP (k) | (k/m) real coverage | FP real coverage | FP
1000 | 312 50 1225 2017 441 216 18% 1034 98.8% 2.0% 960 99.6% 0.5%
100 4950 796 481 10% 4207 98.4% 1.6% 3979 99.6% 0.3%
100 4950 1300 | 526 11% 4688 99.1% 0.6% 4633 99.8% 0.2%
5000 | 1608 300 44850 10047 3076 | 1787 4% 42331 99.2% 0.8% | 42281 99.8% 0.1%
100 4950 2034 | 613 12% 4847 99.8% 0.2% 4830 100.0% 0.1%
20000/ 6624 500 124750 40077 7460 | 3595 3% 122108 99.5% 0.3% | 121935 99.9% 0.1%

Table 5.1: Simulation results for three types of BRITE router topologies: Barabasi-Albert (top), Waxman (middle)
and hierarchical model (bottom). OL gives the number of end hosts on the overlay network. AP shows the number of
links after pruning (i.e., remove the nodes and links that are not on the overlay paths). MPR (monitored path ratio)

is the fraction of the total end-to-end paths which we monitor. FP is the false positive rate.
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# of end hosts # of # of links rank | MPR lossy paths (Bernoulli) lossy paths (Gilbert)
on overlay (N) | paths(m) | after pruning | (k) | (k/m) | real | coverage | FP real | coverage | FP
50 1225 2098 1017 | 83% 891 99.7% | 0.9% | 912 100.0% | 0.2%
100 4950 5413 3193 65% 3570 98.7% 1.9% | 3651 99.6% 0.3%
200 19900 12218 8306 | 42% | 14152 | 97.9% | 3.1% | 14493 | 99.6% | 0.4%
Table 5.2: Simulation results for a real router topology of 284,805 nodes. MPR and FP are defined the same as in
Table 5.1.
# of | OL Barabasi-Albert model hierarchical model
nodes | size Cv MMR Cv MMR
(N) sender receiver sender receiver sender receiver sender receiver
LB |NLB| LB |NLB| LB | NLB | LB | NLB | LB | NLB | LB | NLB | LB | NLB | LB | NLB
1000 50 | 0.62 | 1.10 | 0.56 | 0.94 | 2.41 | 591 | 3.07 | 4.09 | 0.52 | 0.96 | 0.53 | 0.87 | 2.28 | 4.80 | 2.51 | 4.29
100 | 0.61 | 1.42 | 0.64 | 1.34 | 3.21 | 11.33 | 3.61 | 10.67 | 0.51 | 1.38 | 0.47 | 1.39 | 2.74 | 10.06 | 2.32 | 10.27
5000 100 | 0.44 | 0.89 | 0.47 | 097 | 2.25 | 6.11 | 2.36 | 6.50 | 0.49 | 1.18 | 0.53 | 1.39 | 2.60 | 9.18 | 2.97 | 10.16
300 | 0.52 | 1.59 | 0.51 | 1.51 | 2.97 | 18.70 | 2.74 | 17.25 | 047 | 1.72 | 0.48 | 1.76 | 3.47 | 23.93 | 4.13 | 25.76
20000 100 | 0.36 | 0.55 | 0.40 | 0.59 | 1.93 | 3.20 | 2.29 | 3.69 | 0.48 | 1.17 | 0.43 | 1.09 | 3.04 | 8.86 | 2.56 | 7.09
500 | 0.52 | 1.36 | 0.53 | 1.35 | 2.64 | 19.21 | 3.01 | 16.82 | 0.46 | 1.85 | 0.46 | 1.89 | 5.01 | 25.85 | 5.56 | 27.67

Table 5.3: Measurement load (as sender or receiver) distribution for various BRITE topologies. OL Size is the number
of end hosts on overlay. “LB” means with load balancing, and “NLB” means without load balancing.




We also test our algorithms in the 284,805-node real router-level topology
from [31]. There are 65,801 end host routers and 860,683 links. We get the same
trend of results as illustrated in Fig. 5.1 and Table 5.2. The CDFs include all the
path estimates, including the monitored paths for which we know the real loss rates.
Given the same number of end hosts, the ranks in the real topology are higher than
those of the synthetic ones. But as we find in Sec. 4.2, the growth of k is still
bounded by O(N).

5.1.4 Results for Different Link Loss Rate

Distribution and Running Time

We have also run all the simulations above with model LLRD,. The loss rate
estimation is a bit less accurate than it is under LLR D1, but we still find over 95%
of the lossy paths with a false positive rate under 10%. Given space limitations, we
only show the lossy path inference with the Barabasi-Albert topology model and
the Gilbert loss model in Table 5.4.

# of | end hosts lossy paths (Gilbert) speed (second)
nodes | total | OL real | coverage | FP | setup | update
50 495 99.8% 1.1% | 0.13 0.08
1000 | 506 100 | 1989 99.8% 3.0% | 0.91 0.17
100 | 2367 99.6% 3.5% | 1.98 0.22
300 | 21696 99.2% 1.4% | 79.0 1.89
100 | 2686 98.8% 1.1% | 3.00 0.25
500 | 67817 99.0% 4.6% | 1250 4.33

5000 | 2489

20000{ 10004

Table 5.4: Simulation results with model LLRDs. Use the same Barabasi-Albert
topologies as in Table 5.1. Refer to Table 5.1 for statistics like rank. FP is the false
positive rate. OL means overlay network.

The running time for LLRD, and LLRD5 are similar, as in Table 5.4. All
speed results in this work are based on a 1.5 GHz Pentium 4 machine with 512M
memory. Note that it takes about 20 minutes to setup (select the measurement
paths) for an overlay of 500 end hosts, but only several seconds for an overlay of size
100. The update (loss rate calculation) time is small for all cases, only 4.3 seconds
for 124,750 paths. Thus it is feasible to update online.
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5.1.5 Results for Measurement Load Balancing

We examine the measurement load distribution for both synthetic and real topolo-
gies, and the results are shown in Table 5.3. Given the space constraints, we only
show the results for Barabasi-Albert and hierarchical model. Our load balancing
scheme reduces CV and MMR substantially for all cases, and especially for MMR.
For instance, a 500-node overlay on a 20000-node network of Barabasi-Albert model
has its MMR reduced by 7.3 times.

We further plot the histogram of measurement load distribution by putting
the load values of each node into 10 equally spaced bins, and counting the number of
nodes in each bin as y-axis. The x-axis denotes the center of each bin, as illustrated
in Fig. 5.2. With load balancing, the histogram roughly follow the normal distribu-
tion. In contrast, the histogram without load balancing is close to an exponential
distribution. Note that the y-axis in this plot is logarithmic: an empty bar means

that the bin contains one member, and 0.1 means the bin is empty.
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Figure 5.2: Histogram of the measurement load distribution (as sender) for an
overlay of 300 end hosts on a 5000-node Barabasi-Albert topology.

5.1.6 Results for Topology Changes

We study two common scenarios in P2P and overlay networks: end hosts joining
and leaving as well as routing changes. Again, the Bernoulli and the Gilbert models

have similar results, thus we only show those of the Gilbert model.
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End hosts join/leave

For the real router topology, we start with an overlay network of 40 random end
hosts.

process until the size of the overlay reaches 45 and 50. Averaged over three runs,

Then we randomly add an end host to join the overlay, and repeat the

the results in Table 5.5 show that there is no obvious accuracy degradation caused
by accumulated numerical errors. The average running time for adding a path is
125 msec, and for adding a node, 1.18 second. Notice that we add a block of paths
together to speedup adding node (Sec. 4.1.2).

Similarly, for removing end hosts, we start with an overlay network of 60
random end hosts, then randomly select an end host to delete from the overlay,
and repeat the process until the size of the overlay is reduced to 55 and 50. Again,
the accumulated numerical error is negligible as shown in Table 5.6. As shown in
Sec. 4.3, deleting a path in Ag is much more complicated than adding a path. With
the same machine, the average time for deleting a path is 445 msec, and for deleting
a node, 16.9 seconds. We note that the current implementation is not optimized:
we can speed up node deletion by processing several paths simultaneously, and we
can speed up path addition and deletion with iterative methods such as CGNE or
GMRES [3]. Since the time to add/delete a path is O(k?), and to add/delete a
node is O(Nk?), we expect our updating scheme to be substantially faster than the

O(N?K?) cost of re-initialization for larger N.

# of end | # of | rank lossy paths
hosts paths real | coverage | FP
40 780 616 470 99.9% | 0.2%
+5 +210 | +221 | +153 | 100.0% | 0.1%
(45) (990) | (837) | (623)
+5 +235 | +160 | +172 | 99.8% | 0.2%
(50) (1225) | (997) | (795)

Table 5.5: Simulation results for adding end hosts on a real router topology. FP is
the false positive rate. Denoted as “+added_value (total_value)”.

Routing changes

We form an overlay network with 50 random end hosts on the real router topology.

Then we simulate topology changes by randomly choosing a link that is on some
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# of end | # of rank lossy paths
hosts paths real coverage | FP
60 1770 1397.0 | 1180.3 99.9% | 0.2%
-5 -285 -245.3 -210.0 99.8% | 0.2%
(55) (1485) | (1151.7) | (970.3)
-10 -260 -156.7 | -150.6 99.9% | 0.1%
(50) (1225) | (995.0) | (819.7)

Table 5.6: Simulation results for deleting end hosts on a real router topology. FP is
the false positive rate. Denoted as “-reduced_value (total_value)”.

path of the overlay and removing of such a link will not cause disconnection for any
pair of overlay end hosts. Then we assume that the link is broken, and re-route
the affected path(s). Algorithms in Sec. 4.3 incrementally incorporate each path
change. Averaged over three runs, results in Table 5.7 show that we adapt quickly,
and still have accurate path loss rate estimation.

We also simulate the topology changes by adding a random link on some
path(s) of the overlay. The results are similar as above, so we omit them here for

brevity.

5.2 Internet Experiments

5.2.1 Methodology

We implemented our system on the PlanetLab [48] testbed, and deployed it on 51
PlanetLab hosts, each from a different organization as shown in Table 5.8. All the
international PlanetLab hosts are universities.

First, we measure the topology among these sites by simultaneously running

“traceroute” to find the paths from each host to all others. Each host saves its

# of paths affected 40.7
# of monitored paths affected 36.3
# of unique nodes affected 41.7
# of real lossy paths (before/after) | 761.0/784.0
coverage (before/after) 99.8%/99.8%
false positive rate (before/after) 0.2%/0.1%
average running time 17.3 seconds

Table 5.7: Simulation results for removing a link from a real router topology.
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Areas and Domains # of hosts
.edu 33

.org
US (40) .net
.gov
.us

France
Burope Sweden
(6) Denmark
Inter- Germany
national UK
(11) Asia Taiwan
(2) Hong Kong
Canada
Australia

Ll R e e e R R B R L RN

Table 5.8: Distribution of selected PlanetLab hosts.

destination IP addresses for sending measurement packets later. Then we measure
the loss rates between every pair of hosts. Our measurement consists of 300 trials,
each of which lasts 300 msec. During a trial, each host sends a 40-byte UDP packet 2
to every other host. Usually the hosts will finish sending before the 300 msec trial
is finished. For each path, the receiver counts the number of packets received out of
300 to calculate the loss rate.

To prevent any host from receiving too many packets simultaneously, each
host sends packets to other hosts in a different random order. Furthermore, any
single host uses a different permutation in each trial so that each destination has
equal opportunity to be sent later in each trial. This is because when sending
packets in a batch, the packets sent later are more likely to be dropped. Such
random permutations are pre-generated by each host. To ensure that all hosts in
the network take measurements at the same time, we set up sender and receiver
daemons, then use a well-connected server to broadcast a “START” command.

Will the probing traffic itself cause losses? We performed sensitivity analysis
on sending frequency as shown in Fig. 5.3. All experiments were executed between
lam-3am PDT June 24, 2003, when most networks are free. The traffic rate from or

to each host is (51 —1) x sending_freq x 40 bytes/sec. The number of lossy paths does

2920-byte IP header + 8-byte UDP header + 12-byte data on sequence number and sending time.
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not change much when the sending rate varies, except when the sending rate is over
12.8Mbps, since many servers can not sustain that sending rate. We choose a 300
msec sending interval to balance quick loss rate statistics collection with moderate
bandwidth consumption.

Bandwidth consumption (Kbps)

160016 1§0 1690 160_00

1400

1200

1000

800

600

Number of lossy paths

400

200

O Il Il
1 10 100 1000

Sending frequency (number of trials per second)

Figure 5.3: Sensitivity test of sending frequency

Note that the experiments above use O(N?) measurements so that we can
compare the real loss rates with our inferred loss rates. In fact, our technique only
requires O(N log N) measurements. Thus, given good load balancing, each host
only needs to send to O(log V) hosts. In fact, we achieve similar CV and MMR for
measurement load distribution as in the simulation. Even for an overlay network
of 400 end hosts on the 284K-node real topology used before, kK = 18668. If we
reduce the measurement frequency to one trial per second, the traffic consumption
for each host is 18668/400x 40 bytes/sec = 14.9Kbps, which is typically less than
5% of the bandwidth of today’s “broadband” Internet links. We can use adaptive

measurement techniques in [49] to further reduce the overheads.

loss [0, lossy path [0.05, 1.0] (4.1%)
rate | 0.05) [[0.05, 0.1) | [0.1, 0.3) | [0.3,0.5) | [0.5, 1.0) | 1.0
% | 95.9% 15.2% 31.0% 23.9% 4.3% 25.6%

Table 5.9: Loss rate distribution: lossy vs. non-lossy and the sub-percentage of
lossy paths.
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5.2.2 Results

From June 24 to June 27, 2003, we ran the experiments 100 times, mostly during
peak hours 9am - 6pm PDT. Each experiment generates 51 x 50x 300 = 765K
UDP packets, totaling 76.5M packets for all experiments. We run the loss rate
measurements three to four times every hour, and run the pair-wise traceroute every
two hours. Across the 100 runs, the average number of selected monitoring paths
(Ag) is 871.9, about one third of total number of end-to-end paths, 2550. Table 5.9
shows the loss rate distribution on all the paths of the 100 runs. About 96% of the
paths are non-lossy. Among the lossy paths, most of the loss rates are less than
0.5. Though we try to choose stable nodes for experiments, about 25% of the lossy
paths have 100% losses and are likely caused by node failures or other reachability

problems as discussed in Sec. 5.2.2.

Accuracy and speed

When identifying the lossy paths (loss rates > 0.05), the average coverage is 95.6%
and the average false positive rate is 2.75%. Fig. 5.4 shows the CDF's for the coverage
and the false positive rate. Notice that 40 runs have 100% coverage and 90 runs have
coverage over 85%. 58 runs have no false positives and 90 runs have false positive
rates less than 10%.

False positive rate (%)
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Coverage of lossy paths (%)
Figure 5.4: Cumulative percentage of the coverage and the false positive rates for
lossy path inference in the 100 experiments.
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As in the simulations, many of the false positives and false negatives are
caused by the 5% threshold boundary effect. The average absolute error across the
100 runs is only 0.0027 for all paths, and 0.0058 for lossy paths. We pick the run
with the worst accuracy in coverage (69.2%), and plot the CDF's of absolute errors
and error factors in Fig. 5.5. Since we only use 300 packets to measure the loss rate,
the loss rate precision granularity is 0.0033, so we use € = 0.005 for error factor

calculation. The average error factor is only 1.1 for all paths.

Error factors of loss rate estimation

1 1.5 2 2.5 3 35 4
100 T T I ks =
90 . ' :
g 8 1
@ 70 1
©
£ 60 1
2
'g_) 50 E
2 w0} 1
8
35 - J
2 30
p=}
(@] 20 E
10 | Absolute error 1
0 ‘ ‘ Erroq factor -eees
0 0.005 0.01 0.015 0.02

Absolute errors of loss rate estimation
Figure 5.5: Cumulative percentage of the absolute errors and error factors for the
experiment with the worst accuracy in coverage.

Even for the worst case, 95% of absolute errors in loss rate estimation are less
than 0.014, and 95% of error factors are less than 2.1. To further view the overall
statistics, we pick 95 percentile of absolute errors and error factors in each run, and
plot the CDFs on those metrics. The results are shown in Fig. 5.6. Notice that 90
runs have the 95 percentile of absolute errors less than 0.0133, and 90 runs have the
95 percentile of error factors less than 2.0.

The average running time for selecting monitoring paths based on topology
measurement is 0.75 second, and for loss rate calculation of all 2550 paths is 0.16

second.
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95 percentile of error factors
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Figure 5.6: Cumulative percentage of the 95 percentile of absolute errors and error
factors for the 100 experiments.

Topology error handling

The limitation of traceroute, which we use to measure the topology among the end
hosts, led to many topology measurement inaccuracies. As found in [55], many
of the routers on the paths among PlanetLab nodes have aliases. We did not use
sophisticated techniques to resolve these aliases. Thus, the topology we have is far
from accurate. Furthermore, in the PlanetLab experiments, some nodes were down,
or were unreachable from certain nodes. Meanwhile, some routers are hidden and
we only get partial routing paths. Averaging over 14 sets of traceroutes, 245 out of
51 x 50 = 2550 paths have no or incomplete routing information. The accurate loss

rate estimation results show that our topology error handling is successful.
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Chapter 6
Summary

In this work, for an overlay of N end hosts, we selectively monitor a basis set of
O(N log N) paths which can fully describe all the O(/N?) paths. Then the measure-
ments of the basis set are used to infer the loss rates of all other paths. Our approach
works in real time, offers fast adaptation to topology changes, distributes balanced
load to end hosts, and handles topology measurement errors. Both simulation and

real Internet implementation yield promising results.
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Part 11

Approximate Reconstruction of
Network Path Properties
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Chapter 7

Approach

7.1 Design of Experiments

Network measurement, especially when conducted at large scale, requires carefully
designed measurement experiments. The design involves specifying all aspects of an
experiment and choosing the values of variables that can be controlled before the

experiment starts. Making the design decisions is challenging in several ways:

e First, the design space is often quite large, involving a number of control
variables. Control variables in network measurement include: choosing the
sites to launch experiments from, choosing the subset of paths/links to probe,
choosing the type of network characteristics to measure, choosing how to ran-
domize, choosing the granularity, frequency and duration of each experiment,

etc. These are all relevant aspects in the design.

e Second, the design is often subject to all kinds of constraints imposed by the
network and operations, such as the accessibility of measurement infrastruc-
ture, the availability of network resources, and the operational policies and

restrictions.

e Third, the design needs to be tailored to accommodate multiple (sometimes
conflicting) design objectives. Different users (e.g., VoIP gateway services,
versus cable access network providers) often have different notions of perfor-

mance, and want to monitor different metrics (e.g., delay, loss, or bandwidth).
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Given the complexity involved in experimental design, manually making all
the design decisions is both time consuming and error prone. It is therefore highly
desirable to automate the design process and do so in a mathematically sound
manner. Not all aspects of experimental design are amenable to formal mathematical
treatment. Choosing the values for the control variables however can be expressed
in a coherent mathematical framework through the use of Bayesian experimental
design, which has gained considerable popularity in the past three decades. Below we
first give a brief overview of Bayesian experimental design (see [6, 13] for a detailed
review). We then put it into the context of large-scale network measurement and
demonstrate how the general framework can be applied to meet common design

requirements.

7.1.1 Bayesian Experimental Design

The basic idea in experimental design is that one can improve the statistical infer-
ence about the quantities of interest by properly choosing the values of the control
variables. This can be formally described in a Bayesian decision theoretic frame-
work as proposed by Lindley in 1972 [36, page 19 and 20]. Below we first set up the
framework using decision theoretic terminologies, and then put it into the context
of network performance monitoring.

As summarized in [6], Lindley’s framework is the following. Suppose one
wants to conduct an experiment on a system with unknown parameters x drawn from
parameter space X. Before the experiment, a design 7 must be chosen from some set
‘H. Through the experiment, data y from a sample space ) will be observed. Based
on y a terminal decision d will be chosen from some set D. In the context of network
performance monitoring, the terminal decision d is an estimate of our quantity of
interest f(x), where x is the vector of unknown link performance. A design 7 refers
to a set of paths, S, which we choose to probe. Through the experiment, we observe
end-to-end performance on the set of paths in S: yg, which satisfies yg = Agx.
Here Ag is the routing matrix formed by the set of rows corresponding to paths in
S. So the goal is to estimate f(x) based on the observed end-to-end performance on
the set of paths in S (i.e., ys). So the whole decision process consists of two parts:
first the selection of n (i.e., S, in our context), and then the choice of a terminal

decision d (i.e., an estimate of f(x), in our context). A general utility function of the
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form U(d,x,n,y) is used to reflect the purpose of the experiment. For example, it
may reflect the expected accuracy of an estimator for f(x) in the context of network
performance inference.

Bayesian experimental design suggests that a good solution to the experi-
mental design problem is the design that maximizes the expected utility of the best
terminal decision. More formally, for a given design 7, the expected utility of the

best terminal decision is

U(n):/yrgg/XU(d,xm,y) p(x[y,n) p(yln)dxdy, (7.1)

where p(-) denotes a probability density function with respect to an appropriate
measure. Bayesian experimental design would then choose the design n* that max-

imizes the above U(n):
Uln*) = maX/ maX/ U(d,x,n,y)p(x[y,n)p(y[n)dxdy. (7.2)
neH % deD [y

Bayesian Designs for Path Selection

We now apply Bayesian experimental design to solve the path selection problem.
Different Bayesian designs can be obtained by choosing different utility functions
to assess the quality of individual designs. Below we introduce two such designs:

Bayesian A-optimal design and Bayesian D-optimal design.

Bayesian A-optimal design: For estimating f(x) = F'x, we can use the squared
error ||[Fx — Fxel3 = (Fx — Fxe)(Fx — Fxe) to assess the inaccuracy of an
estimator F'xe. So a design 1 can be chosen to maximize the following expected
utility

Uat) =~ [ (Fx = F5)T (Fx — FR)ply. xln)dxds, (73

where X is the estimated x under the best decision rule d.

To derive an easy-to-use design criterion, we will assume a normal linear
system. Specifically, we assume that yg|x,0? ~ Agx + N(0,0%I), where o? is
the known variance for the zero mean Gaussian measurement noise, and I is the
identity matrix. Suppose the prior information is that x|o? is randomly drawn
from a multivariate normal distribution with mean vector p and covariance matrix

¥ = 0?2R~!, where p and matrix R are known a priori.
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Let D(n) = (ALAs + R)~!. The Bayesian procedure yields
Ua(n) = —o r{FD(n)F"}, (7.4)

where tr{M} (the trace of a matrix M) is defined as the sum of all the diagonal
elements of M.

Maximizing Uy (n) thus reduces to minimizing the function

¢a(n) = te{FD()FT}, (7.5)

which is commonly referred to as the Bayesian A-optimality.

Bayesian D-optimal design: It is also common to replace the quadratic error
function in Bayesian A-optimality with an information-theoretic metric. Specifi-
cally, one can choose a design that maximizes the expected gain in Shannon infor-
mation or, equivalently, maximizes the expected Kullback-Leibler distance between

the posterior and the prior distributions:

i ]%’fﬂp(y,x\n)dxdy. (7.6)

Since the prior distribution of F'x does not depend on the design 7, maxi-

mizing (7.6) is equivalent to maximizing
Up(n) = /log{p(FX!y, oy, x|n)dxdy. (7.7)
Under a normal linear model, the Bayesian procedure yields
Un(n) =~ log(2m) — 5 %log det{FD(n)FTY, (7.8)

where det{M} denotes the determinant of a matrix M.

Maximizing Up(n) thus reduces to minimizing the function

¢p(n) = det{FD(n)F"}, (7.9)

which we define as the Bayesian D-optimality.
One problem with (7.9) is that when rank(F) < r (r is the number of rows in
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F), det{FD(n)FT} is always 0 and thus cannot distinguish different designs. Our

solution is to redefine

¢D(77) = Hrank(F){FD(n)FT}? (710)

where I { M} is the product of the k largest eigenvalues of M.

It is often reasonable to require that a design 7 remains good under a small
perturbation to the function of interest: f(x) = Fx. As a result, if F' is not full-
rank, we can perturb F slightly to make it full-rank. Therefore, we only need to
consider the case when rank(F) = min(r,n). In this case, we can simplify (7.10)
into

(7.11)

| det{FTF}det{D(n)} ifr=>n,
¢n(n) = { det{FD(n)FT} otherwise.

Note that when r > n, minimizing ¢p(n) reduces to minimizing det{D(n)}
or, equivalently, maximizing det{ALAg + R}.

Search Algorithm

Once we have chosen a design criterion ¢(n), the next step is to find the optimal
design n* = argmin, ¢(n). However, the problem of finding s rows of A to minimize
a given design criterion ¢(n) is known to be N P-complete and it is computationally
infeasible to compute the optimal design exactly. To address the issue, we search for
a good design using a simple sequential search algorithm. The algorithm starts with
an empty initial design and then sequentially adds rows to the design. During each
iteration, it greedily selects the row that results in the largest reduction in ¢(n).
The basic algorithm is illustrated in Figure 7.1.

It is possible to further improve the design obtained by the sequential search
algorithm using an exchange algorithm (e.g., [25, 40, 39, 42]), which tries to reduce
¢(n) by iteratively exchanging paths. We have implemented Fedorov’s exchange
algorithm, which has been shown to yield the best performance among many ex-
isting algorithms [42]. However, our experience suggests that the additional path
exchanges do not yield noticeable performance improvement in the context of net-

work performance inference. So we disable the exchange algorithm in the interest of

efficiency.
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S=10 // initialize the path set to be empty
for iter =1 to s // s is the desired number of paths
for each path i € {1,2,--- ,m} — S
// compute the new design criterion after adding path ¢
criteriafi] = ¢(S U {i})
end for
// select the path that minimizes the new design criterion
S = S U {argmin, criteria[i]}
end for
return S

O © 00O Uk W

—_

Figure 7.1: Sequential path selection for Bayesian designs.

Incremental Update of Design Criterion

For large-scale network measurement, it is essential for the search algorithm to be
highly efficient, because the design space is often very large due to the quadratic
growth in the number of network paths with respect to the number of network nodes.
The major bottleneck of the above search algorithm is computing the new design
criterion ¢(S U {i}) after adding a path ¢ (line 5 in Figure 7.1). Recall that both
¢a(n) and ¢p(n) are functions of FD(n)FT = F(ALAg + R)"'FT. Given the size
of (ALAs + R) and F, it is inefficient to compute ¢(S U {i}) from scratch due to
the expensive matrix inversion and matrix multiplication operations involved.

In NetQuest, we significantly improve the efficiency of the search algorithm
by applying incremental methods to update the design criterion. With such op-
timizations, NetQuest has successfully handled routing matrices A with 1,000,000
rows, 50,000 columns, and over 5,000,000 non-zero entries (corresponding to paths
among 1,000 nodes). Below we present these incremental update methods in detail.
Notations: Let S’ = SU{i}, M = ALAs+ R, M' = AL Ag + R, N = FM~'FT,
N’ = F(M')~'FT. With these notations, we have ¢4 (S) = tr{N}, ¢a(S") = tr{N'},
op(S) =det{N}, ¢p(S") = det{N'}.

Incremental computation of ¢(S U {i}): Let al denote the i-th row vector of
A. Tt is easy to verify that M’ = M + a;al. That is, M’ can be derived from M

using a rank-1 matrix update. We have the following result from matrix algebra

(JW/)_1 =(M+ aia;-r)_l = M- aquu’, (7.12)
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where u = M~a;, a =1/(1 + alu).
Combine (7.12) with N = FM~'F? and N’ = F(M'")"'FT| we obtain N’ =
N — a(Fu)(Fu)?. As a result, we have

tr{ N'} = tr{ N} — tr{a(Fu)(Fu)T} = tr{N} — a || Ful|3. (7.13)

Therefore, we can compute ¢ 4(SU{i}) = tr{ N’} incrementally by computing
u=Mlta;, a=1/(1+alu), and |Ful3 (note that M ~! remains fixed for different
i). These operations are much more efficient than matrix inversion and matrix

multiplication, which are required to compute ¢4(S U {i}) from scratch.

Incremental computation of ¢p(S U {i}): Let b = \/a - Fu. We have N’ =

N — bb”. Using results in matrix algebra, we have

(N1 = (N-=bbl)™' =N 4 gvvT, (7.14)
det{N'} = det{N —bb?} = %det{]\f}, (7.15)

where v = N~'b, and 8 = 1/(1 — bTv).

Therefore, we can compute ¢p(S U {i}) = det{N'} incrementally by com-
puting v = N~ 'b, and 3 = 1/(1 — b”v) (note that N~! remains fixed for different
). These operations are much more efficient than the matrix inversion and matrix

multiplication operations required for computing ¢p (S U {i}) from scratch.

Further optimization: With the above incremental update methods, we need
to update M ! and N~! each time after a new path is added to S (line 8 in
Figure 7.1). This takes O(n?) operations using (7.12) and (7.14). We can further
improve efficiency by maintaining the Cholesky factorization of M and N (instead of
M~! and N—1), which in general are much sparser and thus more efficient to update
incrementally. Note that the only use of M~ and N~! is to compute quantities
u= M'a; and v = N~!'b. We can compute the same quantities using the Cholesky
factorization. For example, if we write M = LL”, where L is the lower-triangular
factorization of M, we have u = (LT)~!(L~'a;), which can be computed efficiently
using back-substitution without inverting L and L”.

In NetQuest, we use LDL [16], a MATLAB package highly optimized for
incremental Cholesky factorization of sparse matrices. Our experience suggests that

the resulting algorithm achieves an order of magnitude speedup over directly up-
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dating M~! and N~L.

7.1.2 Flexibility

Our Bayesian experimental design framework is very flexible and can accommodate
common requirements in large-scale network measurement. Below we cover three

common scenarios.

Differentiated design: In large-scale network performance monitoring, different
quantities of interest may not always have the same importance. For example, a
subset of paths may belong to a major customer and it is important to monitor
those paths more extensively than the other paths. We can accommodate such dif-
ferentiated design requirement in Bayesian A-optimality by assigning higher weights

to those important rows of matrix F' in the objective function f(x) = Fx.

Augmented design: Augmented design is useful in large-scale network measure-
ment for several reasons. First, when some of the measurements in a previous design
failed, we do not want to design a new experiment completely from scratch, but in-
stead would like to leverage the data that we have already observed as much as
possible. Second, augmented design can also be used to design active measurement
experiments that complement well with the existing passive measurement (i.e., the
additional information gain is maximized). Our design framework can naturally
support the augmentation of a previous design. Specifically, let Sy be the set of

rows we obtain in the previous design. We just need to redefine
D(n)=(Al,g, Asus, + R) " '=(ALAs + R+ A§ Ag,) ™! (7.16)

where SNSy = (). We can then apply the Bayesian A-optimal and D-optimal design
criteria to find S, the set of additional paths to probe. In addition, we also extend
QR and SVD, which will be described in Section 7.1.3, to support augmented design
by excluding the paths with successful measurements and applying SVD or QR to
select a set of paths from the remaining rows.

Multi-user design: In large-scale network performance monitoring, there may be
multiple users who are interested in different parts of the network and may have
different functions of interest. We can support such scenarios by using a linear

combination of individual users’ design criteria as the overall design criterion. For-
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mally, given a set of users 1,2,--- ,u, let ¢;(n) be the preferred design criterion for
each user ¢ (which may depend on his/her interest: f;(x) = F;x). We can then
use ¢(n) = >, wi¢i(n) as the combined design criterion, where w; is the weight
associated with user i. As a concrete example, consider the case where Bayesian
A-optimality is used by all the users. In this case, we have ¢;(n) = tr{F;D(n)FI}.

We can show
o(n) = 3 witr{F,D(F'} = r{ FD() F"}, (7.17)

where F' = Vertcaut{u%-1 / 2FZ-} is the vertical concatenation of matrices wi1 / 2Fi. There-
fore, the optimal design using the combined design criterion is equivalent to the
Bayesian A-optimal design for the combined function: f(x) = Fx. Note that if a
subset of users (U) share a common row in their F;, this row will appear as multiple
rows in F'. These rows can be merged into a single row with a combined weight
of (3 et w;)'/2. In the special case when w; = 1, the combined weight is simply
|U |1/ 2 j.e., the square root of the number of users interested in the row.

Besides the above three common scenarios, our design framework can easily
incorporate other constraints in the design space (e.g., the maximum amount of
paths that one can probe at each monitoring site, and the number of monitoring
sites available). As part of our future work, we plan to further investigate them in

the context of specific network monitoring applications.

7.1.3 Non-Bayesian Designs

For performance comparison, we will also examine the following non-Bayesian solu-

tions to the path selection problem.

Rank based solution: In Part I, we presented a linear algebraic approach to
efficient monitoring of overlay paths. In the context, given N overlay nodes, there
are N(N — 1) different paths. So A has N(N — 1) rows. The quantity of interest is
f(x) = Ax (i.e., the performance on all overlay paths). Given the rank of matrix A,
k, the solution is based on the observation that any subset of k£ independent rows of
A, denoted as Ag, are sufficient to span the space of A: {y € R™|Ix € R" s.t. y =
Ax}. As a result, given the measurements for paths corresponding to the rows in
Ag, one can reconstruct the end-to-end performance on all paths exactly. As we

have seen from Chapter 6, k gives an upper bound on the number of paths that one
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1 compute C such that ¥ = CC”T

2 compute SVD of AC: UVVT = AC

3 extract the first s column vectors of U: Us = [ujus - - - ug]

4 compute the QR factorization with column pivoting on UZ:
QR = (U,[E,])T (E is a permutation vector for rows of Uy)

5 return the first s elements of E: S = {ej,ea, -+ ,e5}

Figure 7.2: SVD based path selection algorithm

needs to probe.

SVD based solution: Chua et al. [11, 12] presented a statistical framework for
monitoring a linear summary of the end-to-end path performance. Their quantity of
interest is f(x) = ¢T Ax, where £ is a weight vector. This is a network-wide metric,
e.g., average delay of all paths in a network. It is a special case of the inference
problem we study in this work.

Chua et al. observed that routing matrices encountered in practice generally
show significant sharing of links between paths. As a result, A tends to have small
effective rank compared to their actual matrix rank. That is, a small subset of
eigenvalues of AT A tend to be much larger than the rest. Based on the observation,
Chua et al. proposed to select a subset of s paths such that the corresponding rows
span as much of R(A) as possible, where R(A) is the subspace formed by all possible
linear combinations of the rows in A. Algorithmically, this problem is equivalent to
the subset selection problem in the field of computational linear algebra (see [30,
Ch 12]). So [11] adapted the method described in Algorithm 12.2.1 of [30, p. 574],
which is based on the singular value decomposition (SVD). Subsequently in [12],
Chua et al. extends their algorithm to incorporate 3, the covariance matrix of x. It
assumes that ¥ is a diagonal matrix (but allows diagonal elements to be different).
The resulting algorithm is summarized in Figure 7.2.

Path selection under general link covariance ¥ (e.g., when link performance
has spatial dependency) is left as an open problem in [12]. Our Bayesian experi-
mental design framework works for any link covariance matrix, and therefore solves
this problem.

QR based solution: The third alternative solution is directly based on QR fac-
torization with column pivoting. It is one of the two algorithms proposed by Golub

et al. [29] for selecting numerically independent rows/columns (the other algorithm
is the SVD based solution described above). As noted in [29], the QR based solution

52



1 compute C such that ¥ = CC”T

compute G = (AC)T

3 compute the QR factorization with column pivoting on G:
QR = G|, E] (F is a permutation vector for columns of G)

4 return the first s elements of E: S = {ej,eq, -+ ,e5}

[\]

Figure 7.3: QR based path selection algorithm

is generally more efficient than the SVD based solution and often achieves compara-
ble performance. We extend the algorithm in [29] to incorporate the link covariance
matrix ¥ when X is a diagonal matrix. The resulting algorithm is illustrated in
Figure 7.3.

Summary: Rank based solution requires monitoring rank(A) number of paths,
which can be expensive in large networks. SVD and QR based solutions can monitor
fewer paths at the cost of higher error. We further enhance the flexibility of SVD
and QR by extending them to support augmented design. Nevertheless, as we will
show, Bayesian experimental design can out-perform the alternatives in the following
regards: (i) it achieves higher accuracy when monitoring the same number of paths
as SVD and QR, (ii) it is scalable and can be applied to networks of thousands of

nodes, and (iii) it is flexible to support diverse design requirements.

7.2 Inference Algorithms

The other major component to the NetQuest framework is network inference, which
reconstructs the quantities of interest x based on partial, indirect observations y
by solving (3.1). Since NetQuest selects only a small number of measurement ex-
periments to conduct, the number of observables can be much smaller than the
number of unknowns. Therefore, the linear inverse problem in (3.1) is often under-
determined. A lot of solutions have been developed for under-determined linear
inverse problems. As we noted in [67], many such proposals solve the regularized
least-squares problem

rr;inHY—AxH%+/\2J(x), (7.18)

where || - |2 denotes the Ly norm, A is a regularization parameter, and J(x) is a
penalization functional. Proposals of this kind have been used in a wide range of

fields, with considerable practical and theoretical success when the data match the
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Notation | Inference algorithm Section

MinL2 L9 norm minimization §7.2.1
MinL1 L1 norm minimization §7.2.2
Entropy | Maximum Entropy Estimation | §7.2.3

Table 7.1: Inference algorithms. MinL2 and MinL1 can optionally incorpo-
rate the nonnegativity constraints: x > 0, resulting in MinL2 nonNeg and
MinL1 _nonNeg, respectively.

assumptions of the method, and the regularization functional matches the properties
of the estimand. See [32] for a general description of regularization.

In this work, we compare the accuracy of several widely used inference al-
gorithms (summarized in Table 7.1). The goal is to understand how combinations
of different experimental design methods and inference algorithms affect the overall

inference accuracy.

7.2.1 L, Norm Minimization

A common solution to (3.1) is Ly norm minimization, which corresponds to (7.18)
with J(x) = ||x]|3.
min [y — Ax]3 + X2 x2. (7.19)

If we have prior information that x is close to an initial solution p, we can

replace ||x[|2 with ||x — /|2 in (7.19), resulting in
min [ly — Ax[3 + X2 3. (7.20)

(7.20) is also commonly referred to as the Tikhonov regularization [32]. It
can be efficiently solved using standard solvers for linear least-squares problems. If
desired, one can incorporate the nonnegativity constraints x > 0 into (7.20). The
resulting nonnegative linear least-squares problem can be solved using PDCO [51],

a MATLAB package highly optimized for problems with sparse matrices A.

o4



7.2.2 L; Norm Minimization

Another common solution to (3.1) is L1 norm minimization, which corresponds to
(7.18) with J(x) = ||x]|1 (i.e., the L; norm of x).

min ||y — Ax|[3 + X%[x[1. (7.21)

L1 norm minimization is often used in situations where x is sparse, i.e., x
has only very few large elements and the other elements are all close to 0. This can
happen, for instance, in loss inference, where most links have close to 0 loss rate (and
thus log{1 — loss rate} is close to 0). In such scenarios, ideally one would like to find
the sparsest solution to y = Ax by minimizing the Lo norm ||x||o (i.e., the number
of nonzeros in x). But since the Ly norm is not convex and is notoriously difficult
to minimize, one often approximates Ly norm with an L; norm. As shown in [19],
the minimal L; norm solution often coincides with the sparsest solution for under-
determined linear systems. We have successfully applied L; norm minimization to
network anomaly inference [64].

As in [64], we solve the following variant of (7.21)
m)inHy—Ale + Allx||1. (7.22)

An advantage of (7.22) is that it can be cast into an equivalent Linear Pro-
gramming (LP) problem, for which solutions are available even with large-scale A,
owing to modern interior-point LP methods. The LP formulation also allows one
to incorporate additional linear constraints, such as the nonnegativity constraints
x > 0. Finally, if we have prior information that x is close to an initial solution u,

we can replace ||x||; with [[x — pl; in (7.22), yielding
min [y — Ax]ls + Allx — . (7.23)

7.2.3 Maximum Entropy Estimation

For inference under the nonnegativity constraints x > 0, another commonly used

solution is mazimum entropy estimation, which uses the negative entropy function
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as J(x) in (7.18).

min ||y — Ax||3 + \? Zmz logz;, x>0. (7.24)

7

If we know x is close to an initial solution p = [p1u2 - - - pin)”, We can instead

minimize the relative entropy [15], resulting in

minHy—AxH%—i—/\?in log%, x> 0. (7.25)

(7.25) can be efficiently solved by PDCO [51], which has been highly opti-
mized for sparse matrices A. We have successfully applied (7.25) in the context of

traffic matrix estimation [67].

7.3 Toolkit Development

We develop a toolkit on the PlanetLab [48] to measure and infer network path prop-
erties. Our toolkit is programmed in MATLAB, Perl, and C++, altogether with
around 25,000 lines of code. The toolkit design is based on master-slave model. The
master accepts measurement requests from users, designs measurement experiments,
issues measurement commands to the slaves, and collects and analyzes the results.
The slaves accept measurement commands from the master, conduct measurements,
gather the results and return them back to the master. While our current imple-
mentation is based on one master and multiple slaves, our architecture is extensible
to multiple masters and multiple slaves.

As shown in Figure 7.4, the master consists of the following five modules: (i)
controller, which accepts user measurement requests, schedules jobs, and manages
the other master modules, (ii) topology manager, which generates and maintains
the routing matrix, (iii) experimenter, which applies one of the experimental design
algorithms in Section 7.1 to identify which paths to probe, and issues measurement
requests to the corresponding slave nodes, (iv) analyzer, which applies one of the
inference algorithms in Section 7.2 to infer the network performance based on the
obtained measurement data, and (v) communication module, which takes care of
communication between slaves and masters.

Slave side of the toolkit accepts measurement commands both from topology
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Figure 7.4: Our toolkit architecture.

manager and experimenter. The request is queued at its scheduler, and executed
according to the specified frequency and duration. When a set of measurement
experiments has finished, the results are sent back to the communication module
of the master. For safety and convenience, we use scriptroute [56] for conducting
traceroute. The toolkit runs continuously to measure and infer performance on the

paths specified by the users.
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Chapter 8

Evaluation

8.1 Evaluation Methodology

8.1.1 Accuracy Metric

We quantify the inference accuracy using normalized mean absolute error (MAE) ,
which is defined as

>, linferred; — actual;|

normalized MAFE = S actual; ,

(8.1)

where in ferred; and actual; are the inferred and actual end-to-end performance for

path i. A lower value of normalized MAFE indicates better accuracy.

8.1.2 Dataset Description

We evaluate our approach using both real traces and synthetic data. Note that the
real traces use round-trip performance measurements, whereas the synthetic data use
one-way performance measurements. As noted in Section 3, the problem formulation

y = Ax works for both one-way and round-trip measurements.

PlanetLab traces: We collected RTT traces among PlanetLab using our toolkit
on Oct. 1, 2005 for 10 minutes, with a probing frequency of one probe per second
for every monitored path. We also collected loss traces on PlanetLab on Jan. 22,
2006 for 15 minutes, with a probing frequency of one probe per 300 milliseconds for

every monitored path. Table 8.1 summarizes the traces, where nodes include both
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# nodes | # overlay nodes | # paths | # links | rank(A)
PlanetLab-RTT | 2514 61 3657 5467 769
PlanetLab-loss 1795 60 3270 4628 690

Table 8.1: Summary of PlanetLab traces used for evaluation.

# nodes | # overlay nodes | # paths | # links | rank(A)
Brite-n1000-0200 1000 200 39800 | 2883 2051
Brite-n5000-0600 5000 600 359400 | 14698 9729

Table 8.2: Summary of synthetic data used for evaluation.

end hosts and intermediate routers on the end-to-end paths, and overlay nodes only
include end hosts among which the end-to-end performance needs to be monitored
or estimated.

We construct routing matrix, A, using traceroute measurements. We derive
the actual RTT based on the mean over 60 probes in every l-minute interval, and
derive the actual loss rates based on the mean over 300 probes in every 90-second
interval. We use the following approach to derive the inferred RTT and loss rates:
for the paths that are monitored we assume we know the true RTT and loss rates;
for the un-monitored paths, we use the inference algorithms described in Section 7.2
to infer based on the observed performance of monitored paths. For each interval,

we use normalized MAF to quantify the inference error.

Synthetic data: To further test the scalability of our approach, we generate syn-
thetic network topologies using BRITE topology generator [37]. Table 8.2 summa-
rizes the topologies we use. BRITE topology generator assigns each link with a
delay based on its physical distance. In addition, we further assign a loss rate to
each link in the following way as in [10, 45]. A fraction of links were classified as
“good”, and the rest as “bad”. The loss rate for a good link is picked uniformly at
random in the 0-1% range and that for a bad link is picked in the 5-10% range. Once
each link has been assigned a loss rate, we derive the true loss rate for each path.
Then we use Bernoulli or Gilbert loss process at each path to derive the observed
loss rate. In the Bernoulli model, each packet is dropped with a fixed probability
determined by the loss rate of the path. In the Gilbert case, the path moves between
a good state and a bad state, where no packets are dropped at the good state and
all packets are dropped at the bad state. Following [41, 45|, we use 35% as the

probability of remaining in the bad state. The other state-transition probabilities
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are determined to match the average loss rate with the loss rate assigned to the
link. In both cases, the end-to-end loss rate is computed based on the transmission
of 10000 packets. Our evaluation shows that the inference accuracy is similar under
Bernoulli and Gilbert loss models. So in the interest of brevity, we only show the

results from Gilbert loss models.

8.1.3 Experimental Parameters

There are several parameters in Bayesian experimental design and network inference.

Below we present the values that we use for these parameters in our evaluation.

Prior information for Bayesian experimental design (R): Recall that the
design criteria for both Bayesian A- and D-optimality are functions of D(n) =
(AsAL + R)~1. To estimate R, one needs to estimate both the variance of the mea-
surement noise (o) and the covariance matrix of the link performance (X = 0?R™1)
through network measurement. However, the estimation of such second-order statis-
tics in large-scale network measurement can be both expensive and inaccurate (due
to measurement artifacts and non-stationarities in Internet path properties).

In NetQuest, we avoid such difficulties by setting R = e I, where € is a small

constant and I is the identity matrix. Our results suggest that this simple choice of
R yields designs that consistently out-perform the alternative designs we considered
(see Section 8.2). Moreover, the resulting design is highly insensitive to the choice
of €. In our evaluation, we set ¢ = 0.001, which yields good results. Finally, note
that a similar approach has been taken in the literature of Bayesian supersaturated
design [34].
Prior information for network inference (x): In this work, unless noted oth-
erwise, we assume no prior information about x. That is, we set u = 0 (an all-0
vector) for Ls and L; norm minimization (both with and without nonnegativity
constraints), and g = 1 (an all-1 vector) for maximum entropy estimation. Despite
not using any prior information, our results show that NetQuest can achieve high
accuracy by probing only a small fraction of paths.

In our future work, we plan to develop light-weight techniques to obtain
better priors and thus further improving the accuracy. As an initial step, in Sec-
tion 8.2.3 we evaluate a simple enhanced prior that does not require generating any

extra probing traffic.
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Figure 8.1: Comparison of inference algorithms for delay estimation in PlanetLab-
RTT using A-optimal design.

Regularization parameter (\): Our experience [67, 64] suggests that the in-
ference algorithms are not sensitive to the choice of A. In our evaluation, we use

A = 0.01, which gives satisfactory results.

8.2 Evaluation Results

We first evaluate our basic measurement framework. Then we examine its capability
of supporting flexible design requirements. Finally we study the effects of prior

information.

8.2.1 Basic Framework

In this section, we evaluate the two key components of our framework: (i) inference

algorithms, and (ii) design of experiments.

Comparison of Inference Algorithms

First, we compare the accuracy of different inference algorithms. We use the A-
optimal design criterion to determine which set of paths to monitor. Figure 8.1 and
Figure 8.2 show the error of inferring end-to-end delay and loss rates as we vary
the number of monitored paths. The x-value of the right most point on each curve
corresponds to the rank of the routing matrix.

As shown in Figure 8.1, different inference algorithms perform similarly for
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Figure 8.2: Comparison of inference algorithms for loss estimation in PlanetLab-loss
using A-optimal design.

delay inference. Moreover, as expected, the error decreases with an increasing num-
ber of monitored paths.

As shown in Figure 8.2, the performance difference between various inference
algorithms is larger for loss rate inference. The inference algorithms that enforce
nonnegativity constraints out-perform those that do not enforce such constraints.
In addition, the inference error under those algorithms without nonnegativity con-
straints does not decrease with an increasing number of monitored paths. Since loss
rates take nonnegative values, intuitively enforcing nonnegativity constraints should
give better inference. In comparison, the effect of nonnegativity constraints is much
smaller for delay inference. This is because all paths have delay larger than 0, so
even without enforcing nonnegativity constraints most links are assigned positive
delay. Finally, MinL1 consistently out-performs the other inference schemes. As de-
scribed in Section 7.2.2, MinL1 effectively maximizes the sparsity of link loss rate,
which matches well with the fact that few links on the Internet are lossy.

From the above results, in the rest of the thesis, unless noted otherwise, we

use MinLL1_nonNeg for both delay and loss inference.

Comparison of Measurement Designs

Next we evaluate different algorithms for designing measurement experiments. We
consider inferring two types of quantities: network-wide performance and individual

path performance.

Network-wide performance: A global view of the performance aggregated over

62



an entire network is useful for a variety of reasons. It can be used for estimat-
ing a typical user experience (as in the Internet End-to-end Performance Monitor-
ing Project (IEPM)), detecting anomalies, trouble-shooting, and optimizing perfor-
mance. The pioneering work in this area is done by Chua et al. [11, 12], which is
based on SVD.

We compare the Bayesian experimental designs with the other alternatives
for inferring network wide average delay. Here the quantity of interest is f(x) =
%]IAX, where 1 is an all-1 row vector of length m. We use the PlanetLab traces to
evaluate the performance under a realistic scenario, and use simulated topologies to
further test the scalability of our measurement design. Figure 8.3 compares different
experimental design schemes when MinL2 is used for inference, and Figure 8.4 shows
the results when MinL.1 nonNeg is used. As noted in Section 7.1.1, A-optimal and
D-optimal designs are identical for inferring network-wide average, so we only show
the results of A-optimal. A-optimal is more scalable than SVD and QR, both of
which cannot handle Brite-n5000-0600, and fail to run on Brite-n1000-0200 when
the number of monitored paths exceeds 1200. Therefore the SVD and QR curves in
Figure 8.3(b) and Figure 8.4(b) stop at 1200 monitored paths, and Figure 8.3(c) and
Figure 8.4(c) only show the results for Bayesian experimental designs and random
path selection for Brite-n5000-0600.

As shown Figure 8.3(a)-(c), with the A-optimal design, the inference error
decays very fast — the error is within 15% by monitoring only within 2% paths (e.g.,
77 out of 3657 paths in PlanetLab-RTT, 409 out of 39800 paths in Brite-n1000-0200,
1945 out of 359400 paths in Brite-n5000-0600). In comparison, the inference error
is 50% or higher (than A-optimal) when the same number of paths are monitored
under the other schemes. In addition, we observe that to achieve within 10% infer-
ence error, the other schemes require monitoring 60% more paths than A-optimal.
Finally, as the number of monitored paths increases, all the schemes converge to
close to 0 inference error, since in this case there are sufficient information to recon-
struct the global network view. Random selection converges slower because it does
not ensure the selected paths are linearly independent. Similar results are observed

in Figure 8.4 when the inference algorithm changes to Minl.1_nonNeg.

Individual path performance: Figure 8.5 compares different measurement de-
sign schemes for inferring individual path delay. Note that the results for SVD
and QR are not available for Brite-n1000-0200 over 1200 monitored paths, nor for
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Brite-n5000-0600, since they do not scale well. As we can see, the rank-based ap-
proach requires monitoring 769 - 9729 paths, which is expensive. In comparison,
the other approaches can provide a smooth tradeoff between inference accuracy and
measurement overhead. Among them, A-optimal performs the best. To achieve 10%
inference error, the other algorithms need to monitor up to 60% more paths than
A-optimal. Note that D-optimal performs significantly worse than A-optimal, and
sometimes even worse than the other alternatives. This is likely due to the fact that
the Kullback-Leibler distance tends to under-penalize estimation errors. Finally, we
observe that the performance benefit of A-optimal is largest when the number of
monitored path is close to one to two thirds of the rank of the routing matrix. This
is because when the number of monitored paths is too small, there is not enough
information for accurately reconstructing the global view of network performance,
regardless of which design scheme is used. In the other extreme, when the num-
ber of monitored paths is close to the rank, any independent row combinations (in
the routing matrix) can provide sufficient information for accurate reconstruction of
end-to-end path properties.

Figure 8.6 shows the absolute inference error in loss rate estimation. A-
optimal slightly out-performs the other schemes. The performance gap is smaller
than that of delay, because most links have close to zero loss rate, and assigning
links with zero loss rate (even without extensive network monitoring) can achieve
low average inference error. Note that when the number of monitored paths is equal
to the rank of the routing matrix, the error is non-zero due to the sampling errors
we introduce when assigning true loss rates in synthetic topologies. Finally, we
observe that D-optimal is not competitive, and performs considerably worse than
A-optimal. We observe similar results for Bernoulli loss model and other topologies.

So hereafter we will focus on Bayesian A-optimal designs.

Summary

To summarize, in this section we evaluate our measurement framework. Our key

findings are:

e Measurement design is crucial for large-scale network monitoring. A-optimal is
effective in constructing measurement experiments for inferring network-wide

average delay. It can achieve 15% inference error by monitoring only 2% paths.

64



Moreover it is also competitive for estimating individual path performance. In
addition, it is highly scalable, and can be applied to networks with thousands

of routers and end hosts.

Our results show that the different inference algorithms under study perform
similarly for delay inference, whereas the algorithms that enforce nonnegativity

constraints perform better for loss inference.
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8.2.2 Flexibility of Measurement Design

In this section, we evaluate the flexibility of our measurement framework by esti-

mating delay on individual network paths in the PlanetLab-RTT topology.

Differentiated Design

First we examine the effectiveness of experimental designs for providing differen-
tiated treatment to a subset of paths. We apply the technique described in Sec-
tion 7.1.2 to achieve this goal. In our evaluation, we randomly assign a subset of
preferred paths with a weight varying from 1 to 16, while fixing the weight on the
remaining paths to 1. Figure 8.7 shows the inference error on both the preferred
and the remaining paths when we monitor 200 paths in PlanetLab-RTT topology
and vary the number of preferred paths from 20 to 160. We make the following
observations. First, as we would expect, the inference error on the preferred paths
decreases with an increasing weight. When the weight is 4 and higher, the inference
error is close to 0. This is because when the weight is high enough, the performance
of many preferred paths is either directly monitored or exactly reconstructed from
the monitored paths. Second, we observe that the inference error on the remaining

paths increases slightly, since as we pay more attention to the preferred paths, the
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Figure 8.7: Use differentiated design based on A-optimal design to provide a higher
resolution in estimating a selected set of preferred paths in PlanetLab-RTT.
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remaining paths are monitored less extensively. For a similar reason, the inference
error of the remaining paths tends to increase slightly with an increasing number of

preferred paths.

Augmented Design

Next we consider augmented design for supporting continuous monitoring. Our
evaluation is based on the following scenario. Suppose we identify a set of paths
to monitor, and some of them fail to provide us measurement data (e.g., due to
software or hardware failures at monitor sites or at their incoming/outgoing links).
In this case, we need to identify the additional measurements to conduct given that
we have already obtained the measurement results from the unfailed paths.

In our evaluation, we first use A-optimal to identify 100 paths to monitor
in PlanetLab-RTT. Then we vary the number of failed paths from 10 to 80, and
apply different augmented design algorithms to determine the additional paths to
monitor. Figure 8.8 shows the average inference error under different schemes. As
we can see, A-optimal yields the lowest error. Moreover, its inference error is similar
for a varying number of failed paths. In comparison, the inference error of the other
schemes tends to increase with an increasing number of failed paths. This suggests

that the A-optimal design is the most effective in augmenting existing designs.
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Multi-user Design

Now we study the multi-user scenarios, where each user is interested in a certain

part of network. We compare the following design schemes:

e Separate design and separate inference (sep./sep.): Each user individually de-

termines the set of paths to monitor, and makes inference based solely on

his/her own observations.

Separate design and joint inference (sep./joint): This is an enhancement of
the previous version. Users still individually decide which paths to monitor,

but they make inference based on the observations made from all users.

Augmented design and joint inference (aug./joint): In the augmented design,
we first design measurement experiments for user 1, and then apply the the
augmented design (in Section 8.2.2) to construct measurement experiments

for user 2. We continue the process for all the other users.

Union design and joint inference (union/joint): In the union design, we take a
union of all the paths that are interesting to at least one user, and then apply

the (basic) measurement design.
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e Joint design and joint inference (joint/joint): Unlike in the union design,
where all interesting paths are treated equally, in joint design we set a path’s
weight to be the square root of the number of users who are interested in the
path (see Section 7.1.2).

All the design algorithms can work in separate, augmented, and union modes.
In addition, A-optimal can also support joint design.

In our evaluation, we have 16 users, each interested in 50 paths. There are
a common set of paths that are interesting to all users. Figure 8.9(a) compares the
A-optimal design in its various design modes for inferring individual path delay as
the number of common paths is varied from 0 to 40. The remaining paths interest-
ing to a user are randomly selected from all the non-common paths. In the order of
accuracy ranking, joint/joint > union/joint ~ aug./joint > sep./joint > sep./sep.
In particular, sep./sep. incurs significantly higher error than the others, because in
this case different users do not share their observation. Enabling information shar-
ing in sep./joint reduces the normalized MAE by 0.2 or higher. A further reduction
is achieved by incorporating users’ interest into measurement design. Interestingly,
augmented design performs similarly to union design, even though the former is an
online version of the latter (i.e., the i-th user determines its measurement experi-
ments without considering the j-th user’s interest for j > ). The performance of
joint/joint is even better, and its benefit over separate design grows as the number
of common paths increases. This is attributed to the fact that it not only incorpo-
rates all users’ interest in designing measurement, but also it biases measurement
towards paths that interest more users. Figure 8.9(b) compares the inference error
as we vary the number of monitored paths. As before, joint/joint yields the best
performance among all the schemes. The performance gap is largest with a small
number of monitored paths. This suggests that experimental design is especially
important under tight measurement resource constraints.

Next we compare the performance across different design schemes. Fig-
ure 8.10 (a) and (b) show the inference error of various design schemes under their
best design modes. They all use joint inference. As they show, A-optimal yields the

lowest error, up to 80% lower than the alternatives.
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Figure 8.10: Comparison of different design schemes using their best modes on
PlanetLab-RTT.

Summary

To summarize, we demonstrate the flexibility of our measurement framework using
the real trace. Our results show that it can effectively support differentiated design,
augmented design, and joint design. Such capabilities are useful for a variety of

network monitoring applications.

8.2.3 Effects of Prior Information

So far we assume no prior information about x. In our future work, we plan to
develop light-weight techniques to obtain better priors and thus further improving
the inference accuracy. As a first step, below we develop a simple method for
obtaining an enhanced prior. Specifically, we consider a special form of prior whose
elements are all equal: @ = z - 1, where z is an unknown, and 1 is an all-1 column
vector of length n. We can estimate z by solving an over-determined least-squares
problem: y = Ap = (Al)z, yielding z = M Intuitively, the resulting prior

i [ AL[]3

_ Ay
B= A
is that it is extremely simple and requires no extra measurement.

-1 estimates the average link performance. An advantage of this method
Figure 8.11 shows the accuracy of delay inference for different measurement

design schemes using the above enhanced prior. Compared with Figure 8.5(a), we

make the following observations. First, the enhanced prior improves the inference
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accuracy for all measurement design schemes. It reduces the normalized MAFE by up
to 0.07 (or about 25%). The improvement is largest when the number of monitored
paths is small. This is because the enhanced prior information is most helpful to
compensate for incomplete monitoring information. In comparison, with extensive
monitoring we can accurately estimate performance even without prior. Second, the
relative ranking of different design schemes remains the same as before. A-optimal
design continues to yield the highest accuracy.

On the other hand, the enhanced prior only yields very little accuracy im-
provement for loss inference (results omitted in the interest of brevity). This is not

surprising, because most links have very low loss rate, making = 0 a good prior.
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Chapter 9
Summary

In this work, we develop NetQuest, a flexible framework for large-scale network
measurement and inference. It consists of two major components: the design of
measurement experiments, and network inference. For the former, we leverage pow-
erful tools developed in the field of Bayesian experimental design. For the latter, we
build on top of a number of existing network tomography techniques to infer network
properties based on partial, indirect observations. Our framework is flexible, and
can accommodate a variety of design objectives, such as differentiated, augmented,
and multi-user designs. It is also highly scalable and can design measurement ex-

periments that span thousands of routers and end hosts.
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Chapter 10

Conclusion and Future Work

In this thesis, we endeavored to build a scalable and flexible network measurement
framework. We conclude this thesis by summarizing major contributions and dis-

cussing avenues for future research.

10.1 Conclusion
We make the following contributions.

e For an overlay network with n end hosts, we show that the upper-bound of
number of paths to fully describe all the O(N?) grows as O(N log N).

e By leveraging Bayesian experimental design tools in the field of large-scale
network measurement, we earn a very good accuracy with a small monitoring
cost. The efficiency of the monitoring enables a good scalability for large-scale

network measurement.

e We build the unified framework on top of Bayesian experimental design and in-
ference techniques to infer network properties based on partial, indirect obser-
vations. The framework is flexible to accommodate differentiated, augmented,

and multi-user designs.

e We develop a toolkit that implements our framework on a real Internet envi-
ronment. With the toolkit we conduct an extensive evaluation of our frame-

work for efficient monitoring of end-to-end network performance.
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10.2 Future Work

There are several avenues for future work.

First, we plan to further enhance the robustness of our experimental design
and inference by making the design fault tolerant. Specifically, we want a design that
minimizes the worst-case design criterion in the presence of multiple faulty paths
(i.e., paths that experience either failures or major routing changes).

Second, we are interested in applying our techniques to estimating other
network properties, such as traffic matrix estimation. In particular, we may use
Bayesian experimental design to identify strategic locations to place additional mea-
surement capabilities to enhance the accuracy of traffic matrix estimation.

Third, we would like to extend our framework to incorporate additional de-
sign constraints and to handle non-linear metrics. Note that there is a rich literature
on non-linear Bayesian experimental design [6].

Finally, we are interested in developing light-weight techniques to obtain

better prior information.
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