
CS311H Homework Assignment 5

Due Thursday, October 17

Please hand in a hard copy of your solutions before class on the due date.
You may discuss problems with other students in the class; however, your
write-up must mention the names of these individuals.

1. (10 points) Let a, b, c,m be integers such that m ≥ 2 and c > 0. Prove
or find a counterexample to the following claim: “If a ≡ b (mod m),
then ac ≡ bc (mod cm).”

2. (10 points) Let a, b,m be integers such that m ≥ 2. Prove or find
a counterexample to the following claim: “If a ≡ b (mod m), then
gcd(a,m) = gcd(b,m).”

3. (10 points) Use the extended Euclidian algorithm to find gcd(215, 35),
and find integers s, t such that gcd(215, 35) = s · 215 + t · 35. Show
every step of the algorithm.

4. (3 points) Determine if the linear congruence 12x ≡ 15 (mod 8) has
any solutions. Explain your reasoning.

5. (7 points) Find the set of all solutions to the linear congruence 3x ≡
4 (mod 7). Show all your work.

6. (10 points) For any integer n ≥ 1, prove that there always exist n
consecutive composite numbers. (Hint: You might want to use the
factorial function.)

7. Not for credit, just for fun: There is another kind of cipher that
we did not discuss in class called the Vigenere cipher. The Vigenere
cipher is similar to the Ceasar cipher but uses a different k for shifting
each letter in the secret message. Specifically, the key in a Vigenere
cipher is a word of length n, which is encoded as a sequence of n digits
in the range [0 − 25]. To encrypt a given message m, one shifts the
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i’th letter in m by the i mod n’th letter in the keyword. For instance,
the encryption of the secret message “KILL HIM” using the keyword
“ABC” is ”KJNL IKM”. That is, K is shifted by 0 (A); I is shifted by
1 (B); first L is shifted by 2 (C); the second L is shifted by 0 (A) etc.

(a) What is the encryption of the secret message “ATTACK AT MID-
NIGHT” using the keyword “CODE”?

(b) What is the secret message if it the encrypted message is “MWOP
JWWPGF” and it was encrypted using the keyword “CODE”?

(c) Suppose you don’t have the secret keyword, but you know that
the length of the keyword is 3. How can you use this information
to crack the message?

(d) Even though the Vigenere cipher is much harder to crack than the
Ceasar cipher, it is nonetheless not considered sufficiently secure,
as it can be cracked using frequency analysis. You might find it
interesting to research how the Vigenere cipher can be cracked.
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