A Taxonomy of Verification and Validation of Software
Requirement and Specifications

Juan F. Sequeda

Department of Computer Sciences,
The University of Texas at Austin, USA
jsequeda@cs.utexas.edu

Abstract. Assuring the quality of software requirement sfiegiions is

critical. Poor requirement specifications may maiksstly errors during the
development process. Therefore methods and teatmitpr verification and
validation of software requirement specificatioms &undamentally important.
This survey presents taxonomy of verification amdidation of requirements
and specifications that represents the “flow” fromequirements to
specifications.
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1 Introduction

Software requirement specifications play a vitderm the software development
process. The starting point of the process is afseharacteristics to be implemented
in the software. These characteristics are con¥drt® requirement specifications,
which become the only way of measuring the coresdrof the software. If all the
requirement specifications are fulfilled, then thaeftware is considered complete.
Therefore it is vital that the requirement speaifions be defined in a precise and
formal way to avoid ambiguity and inconsistency.

Verification and validation is one of the softwaegineering disciplines that helps
build quality and completeness into the softwareelBn [2] defines validation by the
question ‘Am | building the right product?’and verification by the questiorAin |
building the product right?The objective of software verification and valiida is to
identify and resolve problems in the early stag¢hefsoftware life cycle. The initial
phase of any software product, is elaborating requeénts. Therefore, verification
and validation of requirements may be consideredsthgle most essential element of
the software testing cycle.

Several formal and informal methods and technidaeserification and validation of
software requirement specifications exist, but &ymmot be clear to a software team
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what types of methods can be used. Depending orsileeof a software project,
requirements specifications are developed only atunal language and therefore
become less formal.

On the other hand, formal specification languages lwe used to clearly specify the
requirements. The verification and validation methwary depending on the way the
requirement specifications are formulated. Thereftinis survey offers an overview
of requirement specification verification and validn and exposes it as a taxonomy.
Section 2 describes the scope of this survey. @ecB8 explains the types of
requirements and the quality attributes that amded to be verified and validated.
Section 4 reviews the different types of specifad and their formal methods.
Section 5 evaluates the bridge between the reqaeiremaxonomy and specification
taxonomy.

2 Scope of the Survey

The starting point of the software development psscis writing a set of
requirements informally in natural language. Due ®aid informality,
misunderstanding and ambiguity of the written regmients is highly probable and
no formal verification is possible. To overcomestigroblem, the initial software
development process can be seen as split phasesproifter the requirements have
been written in natural language, detailed and &bfinformal specifications of what
the system should do, can be derived from the ewittequirements. These
specifications can then be validated against thairements.

: e Software
ReqU|rements| > | Specifications > Development Cycle

Figure 1: Requirements and Specifications beforeStifavare Development Cycle

Therefore the scope of this survey is to identiffl@w” of verification and validation
of natural language requirements to verificatiord aralidation of specifications
through a taxonomy of requirements and specifioaticA series of approaches of
verification and validation for requirements anedfications are described only to
prove the construction of the taxonomy. Severalenapproaches may exist, and
reviewing them all would be the scope of anothevesy

3 Requirements

Software Engineering literature divides requirersénttwo categories: functional and
non-functional [1]. The functional requirements ap the nature of the interaction
between the component and its environment. Nontfomal requirements restrict the
types of solutions one might consider; these ae ebnsidered constraints.



Functional Requirements

Functional requirements describe the functionalftyhe system and are statements of
services that the system should provide, how tlsegy should react to particular
inputs, and how the system should behave in p#atigituations. In other words, it
shows how a Use Case is to be fulfilled. Theseisesvdepend on the type of
software being developed and the expected usethefsoftware. Examples of
functional requirements are:

The user shall be able to search the entire datalfasa customefl]
Every order shall be allocated with a unique idéetj which the user
shall be able to copy to the customers accéiint

Non-Functional Requirements

Non-functional requirements define the system’sppries and constraints. Typical
examples of non-functional requirements are rditgbiscalability, response time, or
the so-called “ilities” of a system, which then deto be measurable. Non-functional
requirements may specify a particular CASE systpnogramming language or
development method. Examples of non-functional irequents and the way they can
be measured are the following [1]:

Non-Functional Measure
Requirement
Performance Processed transactions per second

User/Event response time

Screen refresh time

Reliability Mean time to failure

Probability of unavailability

Rate of failure occurrence
Robustness Time to restart after failure
Percentage of events causing failure
Probability of data corruption on failure
Usability Training time

Number of help screens

Table 1: Non-functional requirements and their messu

The goal of verification and validation of requirents is to ensure the quality of the
requirements. Specifying non-functional requireraefiotmally is difficult, therefore

the verification and validation of these types efiuirements is hard. On the other
hand, functional requirements can be classified sgmantic properties and non-
semantic properties [8], by applying Fabbrini et [d] approach, who proposes a
quality model for requirements that concentratesfam linguistic property types:

syntactic, structural, pragmatic and semantic, lesve in Figure 2. The syntactic
property is the correspondence between the reqaimesrand the language used to
express it. The structural property is the formal ioformal structure of the

requirements. The pragmatic property is the cooedpnce between the
requirements and the audience who needs to unddrste requirements. The
semantic property is the correspondence betweernrgheirements and the ideal



knowledge of the problem. The validation of sen@angiquirements“Am | building
the right product?) requires human participation, whereas verificatiof non-
semantic requirementsAt | building the product right’? should be automated [8].

Domain Language
semantic \\ syntactic
quality N quality
Requirement
Document
) structural
pragmatic quality

quality

ARl Structure

Interpretation

Figure 2: Quality Framework of Requirements [4]

In order to assure the quality of requirement dpEtions, the IEEE recommends a
series of desirable characteristics that shouldideal as criteria for verification and
validation of requirement specifications. [11]

Correct: every requirement stated is one that the softshall meet.
Unambiguous every requirement stated has only one interpoetat
Complete a complete requirements specification must pedgidefine all
the real world situations that will be encounteradd the capability's
responses to them. It must not include situatibas will not be encountered
or unnecessary capability features.

Consistent: a consistent specification is one where there iscaoflict
between individual requirement statements thatnedefihe behavior of
essential capabilities; and specified behavioraperties and constraints do
not have an adverse impact on that behavior. Stiether way, capability
functions and performance level must be compatibk the required quality
features (reliability, safety, security, etc.) mustt negate the capability’s
utility.

Ranked for importance and/or stability: each requirement has an identifier
to indicate either the importance and/or stabilib§ that particular
requirement.

Verifiable: a requirement is verifiable if, and only if, tkeeexist some finite
cost-effective process which a person or machinecback that the software
meets the requirements.

Modifiable: requirements are in a structure and style thmtchianges to the
requirements can be made easily, completely, andsistently while
retaining the structure and style.

Traceable the origin of a requirement is clear and it fiates the
referencing of each requirement because it is @hygdentified.



The taxonomy of requirements is presented in Figure

Figure 3. Taxonomy of Requirements

4 Specifications

The IEEE standards defines a specification asdbcument that specifies, in a
complete, precise, verifiable manner, the requinetsiedesign behavior, or other
characteristics of a system or component, andnoftee procedure for determining
whether these provisions have been satifigkP]. The software engineering
community has argued if specifications should bgter in a formal (programming
or mathematical languages) or natural language li&ng Several arguments have
been developed for and against the use of formabosformal specifications. Fuchs
[5] argues that specifications should be writtenfonmal languages and become
therefore executable. This argument refutes HapesJanes [6], who advocate for
non-executable specifications. The work of Meydri§7neutral by considering that
formal specifications should be a complement targtlanguage descriptions and
also an aid to improve the natural language spatifins. Based on the previous,
executableandnon-executablspecifications are the bases of the proposed tampn
as shown in Figure 4.

Figure 4. Taxonomy of Specifications



4.1 Non-executable Specifications

Hayes and Jones [6] advocate that specificatioasnat (necessarily) executable.
They conclude that “specifications are intendedhiaman consumption” because it is
a communication link between the specifier anduber and the developers. Wilson
et al. [9] acknowledges that formal specificati@nduages have not become a
common practice, therefore specifications are nwmstmonly written in natural
language. The arguments for the use of non-exeleusplecifications are based on the
disadvantages of utilizing executable specificatiomhey state that executable
specification limits the expressive power of a #ijEation language because it is
restricted to the notation and over-specify the bfgm. Since executable
specifications tend to confuse specification andolémentation, this can also
unnecessarily constrain the choice of possible éemeintations. Consequently, the
developer may feel tempted to follow the algoritbraetructure of the specification.
Even with executable specifications, individuat tesgses can be validated, becoming
more problematic to validate the specification aghihe informal requirements.

4.1.1 Verification and Validation Methods and Techniques

Because requirements and specifications can bevrdten in a natural language, the
same verification and validation techniques caafygied to both.

4.1.1.2 Manual Methods

Boehm [2] offers simple and detailed manual techegto verify and validate
requirements which are explained in continuum.

Manual techniques
Boehm presents a series of manual techniques ify wed validate specifications.

- Reading by having somebody else, other that the orighegjuirement
analyst read the specifications, another pointi@fvxcan be offered. This
is advantage because misconceptions or “blind Spatsbe found.
Manual crossreferencing: it involves making cross-reference tables and
diagrams like state transition, data flow, confifolv and data structure
diagrams, which clarifies the interaction of theites involved in the
system.

Interviews: discussions of the specifications with the artalydl help
identify potential problems. Interviews are good identifying blind
spots, misunderstandings and high risk issues. tinfately, this
approach identifies general problems of specificeti

Checklists specialized lists of significant issues that asghe quality of
the software. The checklists can catch omissioth si$ the missing items
and functions. It helps in some aspects of theaso#t life-cycle (human
engineering, maintainability, reliability and awility, etc) but it is not



much help in verifying the feasibility of performamrequirements or in
dealing with detailed consistency and closure qoest

Manual models mathematical formulas can be used to represedt an
analyze certain aspects of the system being spdcifihe manual models
have advantages for life-cycle feasibility issuide accuracy, real-time
performance and life-cycle costs. It does not helperifying the details

of a specification’s consistency and completenessino assessing
subjective factors.

Simple scenarios scenarios describe how the system will work ahie

in operation through man-computer dialogues. Dedadicenarios provide
more elaborate operational descriptions. These asweEn are more
effective in clarifying a system

Mathematical proofs. mathematical transformation rules can be applied
to a set of statements, expressed in precise matluainspecification
language to prove desired properties of the sstatéments.

UML

Koesters et al. [3] presents a methodology to yenifd validation specifications with
UML by transitioning from use cases to class modeld verifying the class model
against the use case model. Since a Class modetipsomore semantics than a Use
Case model, the Use Case model is refined to aehigare precise specifications.
This is done through activity graphs: the bridgéween Use Case models and to
Class models. Through this approach, it can bdigérihat the instance of a Class in
a Class model may formulate the Use Case.

4.1.1.3 Automated Methods

XML
Duran et al. [8] presents an automated approachthf® verification of software
requirements. This approach is based on the repegi of the software
requirements in XML and the use of the XSLT to auatically verify qualities of the
properties by the use of an experimental requirésneranagement tool called REM.
The input consists of a requirement document innadtanguage and a specification
document written in a subset of UML. The requiretaesre stored in XML format
and XSLT is used as a requirement verification lexgg to automatically verify
unambiguity, completeness and traceability of #guirements, three out of the eight
quahty-attnbutes of requirements from the IEE&nstard.
Unambiguity: The semantic property of unambiguity can not bsfied
automatically, but several hints can be givens Bi$sumed that a glossary of
terms has been built and that it follows two pnihes: the principle of
circularity (the glossary must be as self-contairseed possible) and the
principle of minimal vocabulary (use as many glogdarms as possible).
XSLT can then be used to measure the glossarylaiitguand minimality of
vocabulary.



Completeness: XSLT can be used to verify if the document hasepag
numbers, figure and table names; if the documenbrganized with
mandatory section names and absence of TBD marks.

Traceability : the requirement management tool automaticallgteeunique
identifiers to each requirement, thus making thigirements traceable.

Natural Language

Wilson et al. [9] developed an early life cycle ltéar assessing requirements that are
specified in natural language. The tool searches dbcument for nine quality
indicators, which are identified by finding frequlnused words, phrases and
structures of the selected documents that weréetklm the IEEE quality attributes
[11] and could be easily identified and countedabgomputer program. The quality
indicators are grouped into two categories: indigidspecifications and requirement
documents.

The individual specification quality indicators are
- Imperatives: words and phrases that command that something bsust

provided. (shall, must, required, will, should,)etc
Continuances: phrases that follow an imperative and introduce the
specification of requirements at a lower level. Igoge as follows,
following, in particular, etc.)
Directives: words and phrases that point to illustrative infation within
the requirements document. (figure, table, for edammote)
Options: words that give the developer latitude in satigfyithe
specification statements that contain them. (cay, mptionally)
Weak Phrases:clauses that is apt to cause uncertainty and lesora for
multiple interpretations. (adequate, be capablemal as a minimum, if
practical, but not limited to, etc)

The requwement document quality indicators are:
Size: reports the size of the requirement specificatdmcument by
counting the total number of lines of text, impams, subjects of
specification statements and paragraphs.
Text Structure: reports the number of statement identifiers founeazh
hierarchical level of the requirement document.
Specification Depth: report the number of imperatives found in each of
the document levels of text structure.
Readability Statistics: measures how easily an adult can read and
understand the requirements document.
The reports produced by the tool are used to ifiespecification statements and
structural areas of the requirements specificaliocument that need to be improved.

Similar to Wilson et al., Fabbrini et al's approaalso verifies natural language
requirements based on a special quality modelditware requirements [10].



4.2 Executable Specifications

Fuchs believes that specifications should be eabteif5]. The quality of executable
specifications promise to remedy the most seriotgblpm of software: lack of
correctness and reliability. Executable specifaradi allow early validation on an
abstract level and also increase correctnesspiléljaand reduction of development
costs. Prototypes to experiment with different megents can be done with
executable specifications. This aspect is importariten not all the initial
requirements are stated and completed.

4.2.1 Specification Languages

For a specification to be executable, they havebdowritten in a programming
language. Programming languages are formal enowoglexpress specifications
because they have well-defined syntax and semantinfortunately they are
concentrated omow the computation is going to be preformed instehdviat is
going to be computed. Languages like declaratimguages and xUML, satisfy the
conditions to describe formal specifications.

4.2.1.1 XUML

Executable UML (XUML) is a subset of the Unified Mding Language, where
semantics is described in a formal manner usingtao$ rules describing how
particular aspects of UML fit together to form afile that supports the execution of
UML models, making then XUML an executable speeifion language. This
property allows verification of requirements in &arly stage of the software
development cycle. The subset of UML includes ctiiagrams (without operations),
state charts, collaboration diagrams and sequeageaghs [13].

4.2.1.2 Declarative Languages

Declarative languages are suitable as specificégioguages because they are formal,
mathematically founded, have well-defined semantasd permit a high level
abstraction of descriptions. The most common datils language used for
specification languages is the logic language, Fkelog, even though functional
languages have been used. Several specificatiqgudges have been developed
throughout the years.
- B-Method: a formal method based on Abstract Machine Notafib4i.

Frank et al.: an algebraic approach to write axiomatic specificet in

Gopher, a functional language, similar to Haskelith an advanced

framework for object-oriented algebraic specifioat. [15]

JML: Java Modeling Language is a specification language for Java

programs which follows the design by contract payad It uses Hoare

style pre and post conditions and invariants. Texidications are added



as comments to the Java program, and then compildd any Java
compiler. [16]

NP-SPEC: allows users to specify exactly all problems whiigtong to
the complexity class NP. The underlying languageN&-SPEC is a
subset of Prolog, and more precisely of its funecfiee fragment
Datalog. [17]

SPILL: SPecificationIn aL ogic Language is an extended and restricted
version of Prolog. The restrictions are groundmessiction (at runtime,
data structures do not contain variables) and efiress (every data
structure is finite). The extensions are a typeesys full set of logical
connectives, various kinds of quantifiers, useirgaf functions,
indexable sequences and finite sets. [18]

TUG: Tree Unified with Grammar targets formality and abstraction for
capturing requirements and expressing the funditgraf the program. It

is a formal specification language that uses a emaétical notation based
on the principles of definite clause grammars aegular expressions.
(19]

Z-notation: is a formal specification notation based on Zernigtenkel
set theory and first order predicate logic. [20]

4.2.2 Formal Methods for Verification and Validation

In addition to specification languages, formal neeth and tools are needed to
automatically verify and validate completeness acohsistency of software
requirements. During the past decades, many fonrmetthods have been proposed but
only two main approaches will be explained.
Software Cost Reduction (SCR)uses a tabular notation to represent the
required behavior of a system (deterministic) dreldystem environment
(non-deterministic), while making the requirementsderstandable to
non-technical parties. Once the specificationd@maulated, several SCR
tools can be used to check consistency, completesued correctness of
the specification [21].
Heimdahl et al: analyzes completeness and consistency of statsba
requirements. A formal criterion is defined by thige a Mealy-machine
model called RSM (Requirement State Model) and thpplied to a
specification language called RSML (Requirement teStaModel
Language) [22].

5 Verification and Validation Taxonomy of Requirements and
Specification

A taxonomy of requirements and specifications hagnbpresented. These two
taxonomies can be connected through Fabbrini et approach [3]. The four
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linguistic property types proposed by Fabbrini efsyntactic, structural, pragmatic
and semantic) as the key elements to classify ifumeait requirements (Figure 2).

The semantic requirements should be validated girdwuman interaction, but the
non-semantic requirements (syntactic, structural @nagmatic) can be verified
manually or automated. The syntactic quality (regmients and language) represents
whether if the specifications are written in natuemguage (non-executable) or a
formal specification language (executable). Thacstiral quality (requirements and
structure) represents how the specifications aveggd and structured. The pragmatic
quality (requirements and audience interpretatio®presents the rules of
understanding of how the requirements are supptisé@ implemented. These are
the explicit specifications of the requirements, ichh should be then verified.
Therefore, the bridge between requirements andifgzons are the non-semantic
functional requirements that are equivalent to #jgations. The taxonomy of
requirement specifications is shown in Figure 5.

Figure 5. Taxonomy of Requirement Specifications

The presented taxonomy presents two open issusslyFa semantic gap is exposed
between non-semantic functional properties and ip&tions. This gap can be

bridged by semi or automatically converting the +semantic requirements in natural
language to formal specifications.

Many users may also come to believe that spedificathave to be either executable
or non-executable. Truly, this is not the case. rAsntioned before, Meyer [7]
considers that formal specifications should be eplement to natural language
specifications. Attempto Controlled English (ACER]J is an approach that attempts
to merge the use of non-executable and executpblEfieations, which uses a subset
of Standard English with a domain-specific vocabuland therefore reducing
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ambiguity and vagueness. The ACE specificationstban be translated into logic
specification languages and then executed. Thisoapp can also be considered as a
solution to the open issue previously presented.

6 Conclusions

Verification and validation of requirement spedifion is vital for a successful
software development project and several methodsbeaexecuted to verify and
validate them. This survey presents a taxonomieahwew of different methods by
creating a viable taxonomy for requirements anai§ipations and then uniting them
both. Requirements can be either functional (cdiybior non-functional
(constraints). Functional properties can have séimajualities and non-semantic
qualities. The semantic functional properties stiobé validated through human
interaction, while the non-semantic functional prdjes can be verified either
manually or automatically. The non-semantic funwiloproperties are equivalent to
the specifications but at the same time there isemantic gap between them.
Specifications can be either executable or non#abte. Executable specification
are written in formal languages such as declardéimguages (logic or functional) or
modelled through xUML. Non-executable specificati@an be verified automatically
in natural language or with the help of XML. Noneeutable specifications can also
be verified manually by simply reading through thpecifications or modelled
through the use of UML. This taxonomical overviexpeses the several possibilities
for verification and validation of requirement speations.
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