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Abstract

A large number of industrial concurrent programs are beieg d
signed based on a model which combines threads with eveetdiba
communication. These programs consist of several threaitshw
perform computation by dispatching tasks to other thre&dasyn-
chronous function callsThese asynchronous function calls are im-
plemented using function objects, which are essentiallyppers
containing a pointer to the function that should be execuied
particular thread with the corresponding arguments. Inyntases,
the arguments, in turn, contain function objects whichsawcall-
backs. Verifying such programs which involves reasoninguab
complex concurrency constructs comprising function masand
callback functions is extremely tricky especially in thegence of
recursion. In this paper, we present a fast and accuraie dtt
race detection technique for multi-threadedrograms with asyn-
chronous function calls and demonstrate its applicatiaeablife
software.

1. Introduction

Leveraging parallelism effectively is key to enhancing pieefor-
mance of software. While there exist many paradigms of cencu
rent programming, real-life massively concurrent systemss of-
ten based on amvent-drivenmodel wherein threads create tasks
and dispatch these tasks to other threads, to be executed asy
chronously. The tasks dispatched to a thread are enqueugd on
work queue and processed in the order received. This mode! co
bines the expressiveness of both thread and event-baseslsdd
computation [15], and has the advantage that the threadraties
the task need not wait for it to finish. Threads can delegate-co
putationally intensive tasks to other threads while cantig with
more immediate tasks. Several large industrial concusgstems
and Internet services [28] including Ajax-based scripisters, and
web servers use this model of concurrent computation. A mumb
of libraries, e.g., Intel's threading building blocks [18§ well as
languages [3] are available to support the design of coantigys-
tems with tasks.

Although providing both superior run-time performance & w
as flexibility to the system designer, multi-threaded paogs with
asynchronous events are extremely hard to debug and verdy d
to the non-sequential flow of control inherent in such system
First, there is a loose correlation between the asynchsowmall
and the value returned, making it difficult to track the flow of
data across threads. More significantly, these calls aen oftade
using function pointers, and the arguments to these calls ima
turn, contain function pointers toallback functions, which are
executed, for example, upon completion of the call. Suciréatl
mechanisms for communication among threads makes analysis
these programs extremely challenging.

In this paper, we present a method to perform static datadece
tection for concurrent programs which use asynchronous indirect
function calls for communication. Given a multi-threadedgram
with asynchronous calls, our method first builds a precisgesa-
sensitive concurrent control flow graph (CCFG) based on a flow
and context-sensitive (FSCS) points-to analysis. UsilgQCFG,
we perform a staged data race detection, that involvesdtity-
ing the shared variables and lock pointers, (ii) computingré-
tial database of race warnings, and finally, (iii) pruningagvthe
spurious warnings using a may-happen-in-parallel (MHR)\axis
based on computing lock sets and performing thread orddr ana
ysis. The main drawback of static analysis is that a largebam
of bogus data race warnings can often be generated whichtdo no
correspond to true bugs. Thus a key challenge in static dat r
detection lies in satisfying the conflicting goals of scélgband
accuracy, i.e., keeping the bogus warning rate low.

Our computation model comprises a thread pool, where each
thread iteratively processes tasks from its work queuerderoto
send a task request to another threadthreadt; issues an asyn-
chronous function call with the task (e.g., a function to hecaited)
as an argument. An asynchronous function call may or may@ot b
followed by an asynchronous function return (join). Notattthe
standard fork-join model for concurrent programs can bevetas
a particular case of the thread pool model (with unbounded-nu
ber of threads, each having a zero-length queue), wherecfork
responds to an asynchronous function call (AFC) to an undame
thread while the join corresponds to the matching asyn@usne-
turn. When the thread pool is of finite size, each thread magt h
a non-zero length queue to store multiple incoming job retsue
A key challenge in analyzing such programs is that given gn-as
chronous call, the function to be executed during the dal argu-
ments to that function, the callback functions passed ta#fieand
the thread on which the call is to be executed can all be passed
directly via pointers. Moreover, the values of each of thasaters
can be set upstream in the code far away from the functioriczall
cation. Thus without a precise (flow and context-sensitpahts-
to analysis it is hard to even determine control flow in theegiv
program. Recursion further complicates the problem.

The first and most crucial step in static data race detection,
therefore, is to construct the CCFG of the given programhin t
presence of function pointers and recursion, however,togtsg
the CCFG of the given program that satisfies the three kegriit
of (i) Soundnesspreserving every real data race, @ircuracy:
keeping the bogus warning rate low, and (8alability, is a non-
trivial problem.

The main problem posed by the presence of function pointers
is that it is not possible to compute the CCFG from the syntac-
tic program description. In order to resolve these funcioimters
while keeping the bogus warning rate low, we have to carryaout
flow and context sensitive (FSCS) function pointer aliadysis



For FSCS pointer alias analysis we, in turn, need to comphge t
CCFG thereby creating a cyclic dependency between CCFG con-
struction and function pointer resolution. This cyclic degency
can be broken via a context-sensitive construction of th&GC
wherein the contexts of the given program are enumeratethsta
at the entry function. As soon as a function pointer is enterned
in a given context, its points-to set is computed which afias to
continue constructing the CCFG. A context-sensitive CCBG- ¢
struction presents no problems in the absence of recurioge-
cursion is present, however, the number of calling contiexta re-
cursive function can, in principle, be infinite. The may fesuthe
size of the context sensitive CCFG being infinite. In [6], fiteb-
lem is handled by introducing back edges for recursive fonst
Thus if during the construction of the CCFG, the same fumciso
encountered again in a given context, then instead of intiod a
new copy off a back edge is introduced to the existing copyf of
However, because of the introduction of back edges the ranst
tion no longer remains truly context-sensitive therebylieg to an
over-approximation of the set of behaviors of the given paog
This, in turns, leads to an increase in bogus data race v iigee
Sec. 6) rendering this technique unsuitable for our purpose

In this paper, we present a newifiedapproach for construct-
ing the CCFG of a concurrent program with asynchronous,gals
cursion and function pointers, while ensuring the precisibdata
race detection. The apparently disjoint goals of conterisitive
CCFG construction (using function pointer analysis) anckio
set computation are achieved simultaneously by a uniforta da
flow analysis with a fix-point criteria. First, our analysisvé-tails
the context-sensitive construction of the CFG with the {exn
sensitive) computation of the points-to sets of functioinfars.
This allows us to resolve the functions called via pointeysaad
when they are encountered during the construction proSess.
ondly, in order to ensure that the size of the resulting CHGite,
we formulate a fix-point criterion which enables us to enwater
a representativdinite set of contexts that need be explored while
ensuring both soundness and accuracy of static data raseidat
The key insight in this work is that for purpose of static datee
detection, it suffices to consider only those contexts theat gen-
eratedifferentlocksets at locations where shared variables are ac-
cessed. Such contexts are only finitely many in number. dster
ingly, our fix-point criteria not only ensures finiteness oCkG,
but also prunes out contexts which cannot generate new aega r
warnings (even for program without function pointers andécur-
sion - see Section 8). A fundamental difference betweenemlr-t
nigue and [6] is that in (over-)approximating all possibtaiexts
via back edges the analysis in [6] loses precision and noelong
remains truly context-sensitive. This directly impacts #tcuracy
of computing the context sensitive locksets leading to Bogarn-
ings. We, on the other hand, use a fix-point criterion to exb}i
enumerate a finite subset of contexts that need be exploréd wh
preserving soundness, i.e., no data race is missed, andaozdra
precise context-sensitive lockset analysis individuédlyeach of
these contexts.

An additional challenge that needs to be addressed when com-
puting FSCS points-to sets of lock and function/thread tfeofnis
scalability. Indeed, whole program FSCS alias analysixjee-
sive. In order to ensure scalability, we leverage bootgirap[11].
Since, for our application, we are interested only in locl &mc-
tion/thread pointers we need to consider only those progtane-
ments which may affect aliases of these pointers. Thesenstats
can be isolated via bootstrapping. Since the statementsrtag
affect aliases of lock or function pointers are very few inminer
it guarantees scalability of the FSCS analysis for lock amttf
tion/thread pointers. To further enhance scalability, @etage the
use of summarization. Since lock and function pointer aBasre

typically updated by only a few functions, summaries for IESC
alias analysis (as formulated in [11]) for these pointerednbe
computed for only a small number of functions. Thus exphojti
the synergy between bootstrapping and summarization enais|
to efficiently compute the FSCS aliases of lock and functioimtp
ers during the CCFG construction.

Our approach has been implemented in the CoBE frame-
work [12] for analyzing multi-threaded C programs. Sectdn
presents a motivating example program which combinesdtard
indirect asynchronous call models. Section 3 describedbaiok-
ground concepts and notations used in the paper. We prdsent t
algorithm for constructing concurrent control flow graphsSec-
tion 6. Based on the CCFG created, we present our technigue fo
computing and refining the set of data race warnings in Seatio
Finally we describe the related work and conclude in Se@ion

2. Motivating Example

Figure 1 shows a slice of a concurrénprogram which illustrates
some of the complexities arising from a combination of iadir
function calls and thread creation.

We useC-like syntax together with a speciddreadconstruct to
denote thread identifiers amamedfork (see Section 3) and join
calls to denote thread creation and termination. More petgithe
call fork (t1, f, argl, arg2, ..) denotes the creation of a
thread with identifiert1 which executes the functiofi with the
actual argumentsrgi, arg2, etc. . Similarly the calljoin (t1)
blocks the caller until the thread finishes execution.

The example program starts from thein function, which
creates threads1 or t2 (lines 10, 11 respectively). Both the
threads execute the functidn however, depending on the argu-
ments passed t, the callback functiom1 or h2 is invoked. The
function £ obtains the return value from the callback function and
then writes to a shared variabte. Since the shared variable may
be written in either threadt1 or *t2, there is a potential race
condition at the locationd2 and 13 in function £. However, as
we show later, if we build the concurrent call graph in a crite
sensitive manner and take into account the thread orderipgsed
by thread creation and join, we can prove that such a raceotann
happen. Also, note that since the functianisandh2 are called
using function pointers, we will not be able to capture thaatx
asynchronous behavior of the program without a precisetifumc
pointer analysis.

3. Preliminaries

In this paper, we focus on static data race detection of multi
threadedC programs. A popular paradigm for writing multi-
threadedC programs is th@0SIXx-style fork/join model. Here the
program is comprised of a main thread which nfayk one or
more new threads providing them with a function pointer aexgnt
pointing to the function that the new thread must executeabe,

a thread executing a fork call needs to wait for the call tcsfira
matching join is executed.

While such a model is adequate for small programs, for ef-
ficiency reasons or due to resource limitations, large itnds
strength applications often go beyond this simple threadtan
model by adopting a more flexibllaread poolmodel [28], con-
sisting of a number of threads each having its own work queue
for processing tasks. In many cases, a set of threads atedi@a
initialization and each thread isamedi.e., it has an unique iden-
tifier. Since the threads are created once at initializatios caller
thread simply creates axecution joland dispatches it to the callee
thread. In order to send a task request to another thrgatread
t1 issues arasynchronous function call (AF®ith the task (e.qg.,

a function to be executed) as an argument. Note that theasthnd



int h1 (int x) {
return x * Xx;

}

int h2 (int y) {
return y + y;

}
struct funcType {
int (*func) (int);

}

void £ (int x, funcType *g, int *z) {

12: if (x> 0) { *z = *(g->func) (x); }
13: else { *z = *(g->func) (-x); }
}

int main () {
struct funcType ft;
int a, b, pl, p2, z;
struct thread t1, t2;

if (p1) {
ft.func = &hil;
10: fork (t1, f, a, ft, &=z);
join (t1);
}

if (p2) {
ft.func = &h2;
fork (t2, f, b, ft, &z);
join (t2);
}
}

11:

Figure 1. Motivating example concurrent program.

fork-join model for concurrent programs can be viewed asra pa
ticular case of the thread pool model (with unbounded nurober
threads, each having a zero-length queue), where forksmnels

to an AFC to an unnamed thread while the join correspondseto th
matching asynchronous return. When the thread pool is defini
size, each thread must have a non-zero length queue to stittie m
ple incoming job requests.

Program Model: Concurrent Control Flow Graph (CCFG) We
consider concurrent imperative programs comprising tiedhat
communicate using shared variables and synchronize with ea
other using standard primitives such as locks. Each thiigad
(F3,es, Gi, L;) consists of procedurds;, entry procedure; € F;,

a set of global variableg; and thread local variables. Each
procedurep € F, is associated with a tuple of formal arguments
args(p), a return type,, local variablesL(p), and a control flow
graph (CFG). Each procedural CR® (p), E(p), action) consists

of a set of nodesV(p) and a set of edge&(p) between nodes

in N(p). A node in N(p) is designated thentry node of the
procedure and represents the statement wherein controkfitevs

the procedure. Similarly a subset of nodes\ifp) are designated
the exit nodes and represent statements where control flow may
leave the procedure. Each edge — n € E(p) is associated
with anactionthat is an assignment, a call to another procedure, a
return statement, a conditional guard, a synchronizatatesient,
anamed forkstatement or @amed joinstatement. The actions in
the CFG for a procedurg may refer to variables in the sét U
args(p) U L(p). The named fork edge provides a means to model,
in a unified fashion, the fork operation in the fork/join mbded
AFCs in the thread pool model. A named fork edge occurs from
the program location where the fork or AFC is made to the entry
node of the procedure to be executed. If the thread on whigh th

procedure is to be executed is specified as in the thread pmeIm
the named fork is labeled with the corresponding threadithe
thread-id is unknown or irrelevant as in the fork/join modeis
simply labeled with ‘?’. A named join matching a named forktth
executes procedurg occurs from an exit node qf to the node
representing the join location.

Complexities of AFCs.While the AFC construct provides a very
flexible and powerful tool in the hands of programmers, ibals
introduces many challenges when it comes to analyzing cade.
common mechanism to implements AFCs is via the use of bound
function objects, e.g., in the Boost library [23]. For exdephe
functionmakeAFC creates alFCTask bf in the following way.

struct AFCTask *bf makeAFC(thread_t,bind (&g,args));

Thebf object contains the thread pointérread_t, i.e., the thread
on which the task is to be executed, the function poi&tempoint-
ing to the functiong to be executed, andrgs are the arguments
to g. The argumentargs are bound to the corresponding function
g using thebind construct. The actual asynchronous function call
takes place with the help of thenqueue function: on executing
enqueue(bf) in the caller thread, thief object task is dispatched
to the working queue of the thread pointed-totly-ead_t, which
is then executed in a first-in-first-out manner from the quélate
that the location of creation and dispatch of an AFC may becfar
moved from each other in the code. Liberal use of AFCs canttead
code that is extremely hard to understand and debug. Confide
example, the following nested AFC objedtc, where the function
object created bypind (&bar, barArg) is itself an argument to
another function object:

struct AFCTask *afc makeAFCTask (t,

bind (&g, gArgl, gArg2, bind (&bar, barArg)) );

On dispatching the above object, the task with funcydiand ar-
gumentsgArgl, gArg2 and bind(&bar, bar Arg)) will be exe-
cuted on thread. Upon completiong may make another AFC
with functionbar and argumenbar Arg. The target of the second
AFC might be the same threador another thread whose identi-
fier is available tgy at the time of execution. Note that this target
was kept ambiguous at the time of creation of &fe object, and
the intent of the programmer at the creation point might ba-co
pletely forgotten while implementing the functign This gives
rise to subtle bugs which produce unexpected executiofisesud
are extremely difficult to trace due to the indirect call seuges.
Since the instantiations to the various entities in an ARE, i
thread pointers, function pointers, arguments, etc., neaphysi-
cally spread out in the source code, it is easy to see thatfahe o
key challenges in analyzing multi-threadext++ code with AFCs
lies in constructing the CCFG from source code.

4. Bootstrapping based Pointer Analysis

We review some useful facts about the well-known Steensgaar
points-to analysis [24] and how to leverage it in improvirg t
scalability of flow and context-sensitive (FSCS) alias gses$ via
bootstrapping [11].

Steensgaard’s Analysisln Steensgaard’s analysis [24], aliasing
information is maintained as a relation over abstract mgnimr
cations. Every locatio is associated with a set of pointers and
holds some content which is an abstract pointer value. Points-to
information between abstract pointers is stored as a ptorgsaph
which is a directed graph whose nodes represent sets ofepmint
and edges encode the points-to relation between themtivetyj

an edgee : v1 — w2 from nodesv; to v2 represents the fact that
a pointer in the set represented by may point to some pointer



in the set represented hy,. The key feature of Steensgaard’s
analysis that is used in bootstrapping is the well known faat
the points-to sets so generated are equivalence classefl(gg
Hence these sets define a partitioning of the set of all pairte
the given program into disjoint subsets, callgensgaard Parti-
tions thatrespect the aliasing relatigni.e., a pointer can only be
aliased to pointers within its own partition. For pointerlet n,
denote the node in the Steensgaard points-to graph refirestre
Steensgaard partition containipgA Steensgaard points-to graph
defines an ordering on the pointersihwhich we refer to as the
Steensgaard points-to hierarcl{gee [11]). For pointerg, ¢, we
say thatp is higher thang in the Steensgaard points-to hierarchy,
denoted by > ¢, or equivalently byy < p, if n, andn, are dis-
tinct nodes and there is a path fram to n, in the Steensgaard
points-to graph. Also, we writp ~ g to mean thap andg both
belong to the same Steensgaard partition.

Divide and Conquer via Bootstrapping. Whole program flow
sensitive and context sensitive (FSCS) alias analysisperesive.
However, for many applications we require FSCS aliasesrityr @
small set of pointers of interest. For instance, for statitadace
detection, we need to compute FSCS aliases for only the lock
pointers. Thus, if we are interested in computing the atiasfe
pointers in a given sef, we want to leverage divide and conquer
by restricting our analysis only to those statements of thierg
program that may affect aliases of pointersSinTowards that end,
we leveragebootstrapping[11] which exploits the fact that the
aliases of a pointer in a Steensgaard partitlrtan be affected
only by assignments to either a pointerfhor a pointerg higher

in the Steensgaard points-to hierarchy than some pointe?.in
Assume now that our goal is to compute FSCS aliases of a pointe
p € P. Then it suffices to restrict our analysis only to statements
that directly modify values of pointers in the st comprised of

all pointersq such that eitheg > p or ¢ ~ p. It follows from the
above observation that if we are interested in the FSCSealiaf
pointers in a sef, then it suffices to restrict the analysis to pointers
in the Steensgaard-closuref S defined as follows:

Definition (Steensgaard Closure)The Steensgaard closure of a
set S of pointers, denoted I6y/(.S), in the minimal set with the
property thatS C C1(.S) and for eachp € CI(9) if eitherqg ~ p

or g > ptheng € CI(S5).

4.1 Complete Update Sequences

In resolving FSCS points-to sets of function/thread pomtiiring

CCFG construction, we exploit summarization in which théar

of a complete update sequence plays a crucial role. A pojnier
said to besemantically equivalerb ¢ at locationl if p andq have

the same value dt(even if they are syntactically different).

Definition (Complete Update Sequence) [11Let A : lo,...,Im
be a sequence of successive program locations and let the
sequencd;, : p1 = ao, li, : P2 = Q1,..., li;, : pr = ag—1, Of
pointer assignments occurring along Thenr is called a complete
update sequence fropto ¢ leading from locationgy to I, iff

® ao and p, are semantically equivalent @and ¢ at locations
lo andl,,, respectively.
« for eachj, a; is semantically equivalent to; ati;,,
o for eachy, there does not exist any (semantic) assignment to

pointer a; between locations;; and/;,,; to ao betweenio
and!;, ; and top,, betweeri;, andl,, alongA.

A related concept is that of maximally complete update seces

Definition 4 (Maximally Complete Update Sequence)Given a
sequence\ : lo, ..., l,, of successive control locations starting at
the entry control locatioriy of the given program, the maximally

complete update sequence for pointéeading from locationg, to

I, along )\ is the complete update sequencef maximum length,
over all pointersp, from p to ¢ (leading from locationd, to [,,)
occurring alongA. If 7 is an update sequence franto ¢ leading
from locationd tol,,,, we also call it a maximally complete update
sequence from to ¢ leading from locationgy to I,,,.

Maximally complete update sequences can be used to chazacte
aliasing.

Theorem [11] (Aliasing Theorem)Pointersp andgq are aliased at
control location! iff there exists a sequenceof successive control
locations starting at the entry locatidg of the given program and
ending at/ such that there exists a pointerwith the property that
there exist maximally complete update sequences dréorbothp
andq (leading fromi, to ) along \.

Advantages of using Update SequenceA.key advantage of us-
ing update sequences to characterize aliasing is that eisdat
guences can be summarized in a compact manner. Additipnally
bootstrapping allows us to exploit locality of referencedéed,
since Steensgaard partitions are typically small, by istg sum-
mary computation to each individual partition ensures thatre-
sulting summaries will also be small. Secondly, the numtfer o
statements modifying values of pointers in a given partitidso
tend to be few and highly localized to a few functions. This in
turn, obviates the need for computing summaries for funstibat
don’t modify any pointers in the given partition which typlty ac-
counts for majority of the functions. Note that without fizwhing

it would be hard to ensure viability of the summarizationraggh.
Thus it is the synergy between divide and conquer and surmezari
tion that ensures scalability of the FSCS alias analysis.

5. Static Data Race Detection
The classical approach to data race detection involvestipss

1. Identify shared variables, i.e., variables which candzessed

by two or more threads.

Enumerate control locations where shared variablessakor

written. These determine potential locations where datasa

can arise.

. Determine locksets, i.e., the set of locks held, at locativhere
shared variables are accessed.

. Each pair of control locations in two different threadsenénthe
same shared variable is accessed and disjoint sets of loeks a
held is labeled a data race warning.

. Use causality constraints imposed by fork/join opertias
well as synchronization primitives to reduce the set of iays.

2.

Context-Sensitive Lockset AnalysisSince locks are typically ac-
cessed via pointers, in order to determine locksets in stepp8e-
cise points-to analysis must be carried out. Consider, a date
warning{(c1, L1), (c2, L2)), wherec; andc, indicate control lo-
cations in two different threads where the same sharedblaria
accessed with at least one of the accesses being a writetiopera
andZ; andL- are the locksets at andcz, respectively, such that
Li N Lo = (). Note that since in static analysis we typically ignore
conditional statements, all syntactic paths leading tatioac; are
possible. Thud.; must capture the set of locks thatstbe held ir-
respective of the path leading¢q i.e., L; must be the intersection
of locks held along all paths leading tg, often referred to in the
literature asnust-locksetd~or the sake of accuracy it is, therefore,
imperative that points-to sets of lock pointers be compuatatext
sensitively. This is because lock pointers typically pamdiffer-
ent locks in different contexts so that a context-insevesitbckset
computation would result in the must-locksets being emptgast



h(){

1d: fp = &d;
main(){ 2d: lkptr = &lko;
if (cond) 3d: £(fp);
la: fp = &g;
else
2a: fp = &h; e()
3a: f(fp); le: fp = &e;

} 2e: lock(lkptr);

3e: shy = 1;
£(fp1){ 4e: unlock(lkptr);
1b: (x£fp1) O; 5e: £(£fp);

}
gO{ d0O{
lc: fp = &e; 1f: fp = &4d;
2c: lkptr = &lki; 2f: lock(lkptr);
3c: f(fp); 3f: she = 2;

4f: unlock(lkptr);

5f: £(fp);

}

Figure 2. An Example Program

locations where shared variables are accessed. This weadidtd
an explosion in the number of bogus warnings.

6. Concurrent Control Flow Graph Computation

In order to carry out static data race detection via stepgfthner-
ated above we need to first construct the concurrent contwl fl
graph of the given program. In the absence of function poéraad
asynchronous calls this is straightforward. However, ttes@nce
of recursion and function/thread pointers give rise to sswehal-
lenges discussed below.

Function and Thread Pointers. Realistic programs often make
use of (indirect) function calls via function pointers ansyma:
chronous calls involving function and thread pointers (See.
3). As a result, it is not possible to compute the call grapla of
program from its syntactic program description. In ordemrge
solve these function/thread pointers we have to carry ouwina-f
tion/thread pointer alias analysis. Additionally, for rHmckset
computation (see sec. 5), we need to compute the pointsido se
of lock pointers context-sensitively for which the contextf the
given program have to be enumerated precisely. In order te en
merate contexts, i.e., construct the CCFG, the pointsttoafehe
function/thread pointers need to be computed context thezigi
which, in turn, requires us to first compute the CCFG. Thisiae

a cyclic dependency between CCFG construction and resolafi
function/thread pointers.

Callback Functions. Callback functions are often passed as argu-
ments to function calls, e.g., for exception handling. EBheallback
functions, which are usually passed via function pointaray be
initialized much before the function call executes. Theref we
must track the values of function pointer arguments for danb-
tion call in order to build the CCFG. An additional challerigg¢hat

the values of function pointers, in many cases, depend oadhe
tual calling context of the called function. Thus the funaotpointer
points-to analysis for resolving callback function pomstaeeds to
be both flow and context-sensitive.

Recursion. As noted above, in order to resolve points-to sets of
function pointers, it is important to carry out a contexsiéve
points-to analysis. Because of the cyclic dependency letwe
CCFG construction and resolution of points-to sets of fiamct
pointers, we need to construct the CCE@ntext-sensitivelyTo-

wards that end, an obvious approach is to enumerate all thexds
of the given program starting from the entry function. Asrsas a
function pointer is encountered in a given context, its {min set
is computed which allows us to continue constructing the GCF
Note that since we resolve the points-to sets of functionteos in
a given context, we can usually resolve the function beirlpda
uniquely. A context-sensitive CCFG construction presantprob-
lems in the absence of recursion. In the presence of reculisoov-
ever, the number of calling contexts for a recursive funcfiacan,
in principle, be infinite. This may result in the size of thentext
sensitive CCFG being infinite. In [6], the problem is handisd
introducing back edges for recursive functions. Thus ifryithe
construction of the CCFG, the same function is encountegatha
in a given context, then instead of introducing a new copy af
back edge in introduced to an existing copy fofHowever, the
introduction of back edges over-approximates the behsbthe
given program as a result of which the construction no lomger
mains context-sensitive (see below for an example). Thilaaes
the accuracy of the must-lockset computation which, asudised
above, needs to be context-sensitive, thereby leadinggoshdata
race warnings.

Scalability. Finally, since we need to carry out a FSCS points-to
analysis to compute the points-to sets of the function,aithrend
lock pointers, we need to contend with scalability issues.

6.1 CCFG Construction

We start by presenting an algorithm for constructing thecoorent
control flow graph (CCFG) that handles the issues discudsedkta
while ensuring both scalability as well as accuracy of therev
all static data race detection framework. As discussed eabine
cyclic dependency between CCFG construction and resalatio
the points-to sets of function pointers can be broken by tcocis
ing the CCFG context-sensitively and resolving the pototsets
of the function pointers on-the-fly. The main challenge itofo-
ing this approach lies in handling recursion. If there esésursive
procedures in the given program then it may, in principleuliein
infinitely many contexts. Indeed, a self-recursive functfowith a
function callfcall to itself will generate the infinitely many contexts
feall’, wherei > 1.

In order to resolve this problem, in [6] if while construdithe
CCFG a functionf is encountered again in a given context, then
aback edgeo an existing copy of is introduced. This approach,
however, is not suitable for static data race detection Esds to
bogus warnings as we now illustrate.

Example.Consider a concurrent program comprised of two threads
each running the code shown in Fig. 2 witlainas the entry func-
tion andsh, andshs being the shared variables. The algorithm for
CFG construction formulated in [6] builds amvocation graphby
unrolling the contexts, i.e., sequence of function callghefgiven
program. For our example, the procedure starts with the émtic-
tion main Sincemaincallsf, an edge is added fromainto f in the
invocation graph. I, the function pointefpl could point to either

g or h, depending upon whethepondevaluates tdrue or falsein
main Thus bothg andh are added as successorsftoFunction

g, in turn, callsf. Sincef already exists in the current context, i.e.,
main— f — g, a back edge tg is added in the invocation graph.
Similarly a back-edge is added fromto f. Finally, f may calle
andd both of which, in turn, callf. Thuse andd are both added as
successors tg along with back edges fromandd to f resulting

in the invocation graph shown in fig 3(a).

Because of the structure of the resulting invocation graysh,
see that the must-locksets l&ptr at locations 2 and & in func-
tionse andd, respectively, are empty sets. This is becdlptr is
set as pointing-tdk; and (k. in functionsg and h, respectively.
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Figure 3. Call graph for the example in Fig. 2

In computing the must-aliases ptr at 22, we must, by defini-
tion, take the intersection of aliaseslkptr along all paths in the
invocation graph leading toe2 However, due to the existence of
back-edges from both andh to f, we see that the pathmsain, f,
g, f, eandmain, f, h, f, econtribute different aliases, i.&;/k1 and
&lks, respectively. Thus the set of must-aliasetkpfr at 2 is the
empty set. As a result, the must-locksets ataBd 3 are empty
sets. In a concurrent program with two threads executingtie
shown in Fig. 2, this would result in the paire(3Be) being labeled
a data race warning. Similarly, 3f) would also constitute a data
race warning.

If, however, we unroll the contexts without introducing kac
edges we get an infinite call graph, part of which is shown in
fig. 3(b). Here we see that starting at the entry functizain all
paths leading to any given instancee=qfass only through without
passing througth. Thus we can uniquely resolve the points-to set
of Ikptr at 2 aslk; as a result of which the must-lockset &ti3
{lk1}. Similarly, the lockset atf3is {lk2}. Since the same lock is
held at 2 in both the threads, €3 3e) no longer constitutes a data
race warning. Similarly, (8 3f) is also not a data race warning.

To sum up, introducing back-edges in the invocation gragh-ov
approximates the set of behaviors of the given program tegadi
to bogus warnings. Thus finitizing the CCFG via the introduc-
tion of back edges is not a viable technique for static date ra
detection. We now present a new technique that instead ef{ov
)approximating all possible contexts via back-edges, emates a
finite subset of contexts that need be explored without tppieci-
sion of the analysis at hand. Once these contexts have baereen
ated, the must-locksets can be computed in each individuaégt
thereby preserving context-sensitivity in lockset comaion that
is lost in the back-edge approach.

6.2 Lockset-based Fix-Point Procedure

In the presence of recursion, the number of contexts in arganodgs

infinite. However, for our application, e.g., lockset-tiséatic data
race detection, by exploiting the fact that not all theseeds may
generate different data race warnings, we show that it ssffio

explore only finitely many contexts. Broadly speaking, ooalgs

to consider only those contexts that may generate difféoektsets
at locations where shared variables are accessed.

CCFG Finitization: Our core strategy for finitizing the CCFG is
to explore only those contexts in which the points-to setoci,
function or thread pointers, or locksets are different.eNbit lock
pointers need to be tracked for lockset computation for date
detection whereas function and thread pointers need taabked
for constructing the CCFG.

In general, tracking points-to sets of all pointers in theegi
program in a flow and context-sensitive (FSCS) fashion waeld
intractable. For our application, however, since we neettaok

points-to sets of only the sgtof lock, function and thread pointers,
we can leverage bootstrapping [11]. Towards that end, we thet
the Steensgaard closuf@l(S) of S (see Sec. 4) would simply
be the set of lock, function and thread pointers, pointert®dtk,
function or thread pointers, pointers to pointers to lockdtion or
thread pointers, etc. Thus when computing FSCS aliase®afeth
S, we can slice away all statements of the given program thaotlo
affect the aliases of pointers ffy i.e., those that are not assignments
to any pointer inC'l(.S). Since the number of statements affecting
lock, function or thread pointers is typically small, bdoagping
results in a highly precise as well as scalable FSCS andigsis
such pointers.

In computing the CCFG context sensitively, if we encounter a
function call again, we need to decide whether to explore fitat.
Letcony = con’.fcally andcona = cons. fcallz be two contexts
such thatfcall; and fcall, are instances of the same function call.
Suppose that in constructing the CCFG we have already eglor
the contexton and then encounter the context,. Our criterion
for continuing to explorefcalls is whether doing so could lead to
the discovery of new aliases for lock, function or threachpesis or
new locksets. Towards that end, we show that if in the twoedat
con andcon’, the aliases of all pointers ifil(S) are the same then
exploring fcalls further cannot lead to the discovery of new alias
sets at any given location for any pointerdi(S). This follows
from the following result (see [26] for the proof).

Theorem 1 (Finitization). Let R be a set of pointers and let
Coni = coni.fci andCons = cons.fca be contexts such that
fec1 and feq are instances of the same function call fc. Suppose that
(i) for eachp € Ci(R), the aliases op, and (ii) the must-locksets,
are the same at the call location gt in both the contextson,

and conz. Then for any sequence seq of function calls leading to
functionh, if Con} = Con;.seqandConb = Cons.seq are valid
contexts then the aliases of each pointeiGii( R) and the must-
locksets are the same at each locatiorhdfi Con) and Cons.

Proof. Letloc be a location of. and letp € CI(R). Letq be aliased
top atlocin contextCon’ . We show that; is also aliased tp atloc
in contextCon5. Sincep andgq are aliased to each other @fon/,
by the aliasing theorem (see pg. 4), there exist maximal tepda
sequenceseqy : li; : p1 = ao, liy 1 P2 = a1,..., Ly, : pr = ar—1
andseqq : lj1 g1 = bo, lj2 L g2 = bl;---,ljm S qm = bm-1
starting from the entry location of the given program andlieg
to loc along Con such that ()ag = bo, (i) pr and g, are
semantically equal top andg at locationd; , andl;, ., respectively,
(iii) for eachk’, p,/ is semantically equal to,. atli,, andpy is
not modified (semantically) along the sequebget-1, ..., [/ 1 Of
program locations, and (iv) for eadh ¢, is semantically equal
to by atl;, , and gy is not modified (semantically) along the
sequencé; +1, ..., 1;,, 1 of program locations. Suppose that along
the contextCon/, the locationl..;;, from where fc; is called
occurs between the locationg, andl;., +1, i.e.,cally lies in the
open intervalii., ,i., + 1) (we assume that there is no assignment
at the location of a function call). Similarly, we assumet thay;,
occurs between the locatiort,, andl;.,+:1 along Conj, i.e.,
cally € (jey,jes + 1). Note that the locatio...;, occurs along
the contexton; .

Consider now the maximal update sub-sequeneg$ : s, :
1= a0, liy 1 p2 = @1, lic) 1 Pey = Gey—1 andseq; : q1 = bo,
liy © @2 = b1, lj,, * gy = bey,—1. We observe that there
cannot occur a statement that (semantically) modjfieetween
Iocationslic1 andl.qu;, alongconi, elseseq, won't be a complete
update sequence. Thueg, is, in fact, a maximally complete

1We use the ternsemantically equato mean thaipy, and ¢,, could be
accessed directly or indirectly, i.e., via dereferencihgainter variables.



update sequence from the entry location of the given progoahe
locationlcq, . Similarly, seq;, is a maximally complete sequence
from the entry location of the given program to the locatign;,
alongcon,. Then sinceiy = by, we have by the aliasing theorem,
thatp., andq., are aliased to each other at locatiggy;, in con:.
Then by the hypothesis of our theorepa, andq., are also aliased
to each other at the locatioh,., from where fc; is called in
cong. From the aliasing theorem, we have that there exist complet
maximal update sequencesy;, : lig tm1 = co, by 112 = 1,
STy = Cu—1 andseq; : lji 1 s1 = do, 1 s2 = diyenn,
ljr : sy = dy—1 starting from the entry location of the given
program and leading th.qu, such thatcy = do; for eachk’, ry

is semantically equal te,.; for eachl’, s;, is semantically equal to
dy ; andr, ands, are semantically equal t@., andg., atica,

respectively. Consider now the sequences,, : li; : 1 = co,
l1/2 LT = 61,...,11'; LTy = Cu—1, lic1+1 D Per+1 = CLZ'CI, ey
lik Pk = k-1 andseqq : lji : 81 = do, 74 1 89 = di,...,

ljv 18y = dvfl,ljc2+1 P Qco+1 = bc2, ""lj'm, L Qm = bm—1. Note
thatr,, is semantically equal tp., which, in turn, is semantically
equal toa., . Thusr, is semantically equal ta., . Similarly, s, is
semantically equal té.,. From this it follows thateq,, andseq,
are maximally complete update sequences starting fromrttrg e
location of the given program to locatidoc in h along Cons.
Sincecp = dop andp;, and ¢, are semantically equal tp and
q respectively, we have, by the aliasing theorem, ghahdq are
aliased to each other at locatimt in contextCons. Similarly, we
may show that if pointerg’ andq’ are aliased irCon5, then they
are also aliased i'on . Thus the set of aliases of each pointer in
Cl(R) are the same ifon} andCons.

Since the setR contains all the lock pointers in the given
program, we have that the (must-)aliases of all lock poindee the
same in the two contextSon) andConj. Also, by our hypothesis,
the must-locksets are the same at locatibng, and l.qu, in
contextscon, andcons, respectively. Furthermore in extending the
contextscon; andcons to form Con’ andCons, respectively, the
same locks will be acquired and released during the ¢allsand
feca. Thus by combining the above facts, we have that the must-
locksets at each locatioloc of i will be the same in both the
contextsC'on) andConj. QED.

Let P be the Steensgaard closed 68tS), whereS is the set of
lock, thread and function pointers. The above result inspifeat
if during the construction of the CCFG a function cé&dhll is
encountered again in a contexdn, then it suffices to explortall
only if either (i) the set of aliases for some pointeg P, or (ii) the
lockset, is different from the instancesfofll encountered before.

Our procedure is a worklist-based algorithm shown as Algo-
rithm 1. Starting from the entry location of the given comemt
program, we build a graph over tuples of the fofaon, func,
loc, DP), whereloc is the current program location of function
funcin contextcon Hereconis defined by means of a call string,
i.e., a sequence of function calls leadinduac The alias sets and
locksets are tracked via the dataflow tupl® = (A, L), where (i)
the aliasing relatiotd C P x 2F assign to each pointgre P the
setA(p) of aliases ofp at locationloc of functionfuncin context
con, and (ii) L is the must-lockset at locatidoc of functionfunc
in contextcon

To start with the alias set for each poinfeis set to{p} and
the lockset is set to the empty set. In each iteration, wetelele
a tupletup = (con, func,loc, DF) from worklist W, where
DF = (A, L). If loc has been visited before with the lockdet
and aliasing relatiom then, by Thm. 1, exploring the successors of
loc in conwith the dataflow tuplé@F cannot lead to the discovery
of a new shared variable access with a different locksets Ttp

needs to be processed onlyag€ hasn't been visited before with the
current set of dataflow facts (step 5 of Alg. 1).

In processindgup we consider three cases.tic is the location
of a function callfcall to function g, say, then in computing the
successor ofup, we simply update the current location, function
and context while leaving the dataflow facts unchanged gstep
9). If, on the other hand, the statementat modifies a pointer in
P, the aliasing relation needs to be re-computed (steps L1413
order to avoid re-computing the aliasing relation from szra&very
time we visitloc we leverage the use of summarization (see below).
Similarly, if loc is the site of a locking/unlocking statement, then
the must-lockseL needs to be updated (steps 14-16).

Termination. In Alg. 1, each function is explored the number of
times its entry location is visited with a different dataflduple
DF = (A, L). In the worst case, the number of possible values
of A are|P|2!7!, where| P| is the cardinality of the Steensgaard-
closed setP that is input to Alg. 1. This is because from the fact
that P is Steensgaard-closed it follows that all aliases of a point
p € P also belong toP. Thus there are at most”! different
alias sets possible far. Also, the number of possible locksets is at
most2!“!, where£ is the set of locks in the given program.| K|

is the total number of functions, then the size of resultir@FG

is O(|F||P|2'712/£). In practice, however, the actual locksets as
well as possible aliases of thread, function and lock posné a
given location are few in number.

A Note on Summarization.In step 12 of Alg. 1, we are required

to compute the aliases of all pointers/hat locationloc in context

con The number of times we need to carry out this computation
equals the number of different contexts in whiok is visited. In
order to avoid computing the aliases from scratch each time w
visit loc, we makes use of summarization as formulated in [11].
Here the summary of a functightracks the start and end points of
complete update sequences between pairs of locatiofisobthe
form (m,n), where (i)m is either the entry location of or the
location of a function call inf, (ii) n is either the exit location of

f or the location of a function call iff, and (iii) there exists a path

in the (local) flow graph off from m to n that does not involve an
intermediate function call location. When building the snaries

for f, we do not propagate update sequences to or from functions
called in f because in the presence of function pointers we cannot
always resolve the functions being called. Then given astnbn

we compose the local update sequences along all functitsinal
conto compute the entire update sequences starting at the entry
location of the given program timc alongcon This gives us the
required aliases. It is worth noting that using bootstragpie need

to build summaries only for pointers ifil(.S), whereS is the set

of lock, function and thread pointers. Since these poiraegsfew

in number and are updated in a small number of functions, ofost
the function summaries will in fact be empty. Thus bootgtiag
further enhances the effectiveness of summarization irpaimgy
FSCS pointer aliases efficiently.

Implicit contexts. Although Alg. 1 enumerates contexts explicitly
for the sake of exposition, a practical implementation matydo so

for efficiency reasons. In practice, we will number the cetg@nd

all the data flow facts including pointer aliases and locksetl be
indexed by the context number they correspond to, at eaetrera
program location. A context manager can be used to proviee th
main context-related operations, i.e., (i) context nurmggr (ii)
mapping contexts to data flow facts, (iii) checking equikake of
contexts, and (iv) adding new contexts for a function.

Preservation of Data Raceslf the input P to Alg. 1 is Cl(S),
where S is the set of lock, function and thread pointers, then we
need to show that the reduced set of contexts that are geddrat



Algorithm 1 Finitary Context-Sensitive Call Graph Construction

1: Input: A Steensgaard closed set

2: Initialize Processed to the empty set and worklist/ to
{(e, start, entrystart, DFo)}, Whereentrysiqrt is the entry
location of the entry functiostart of the given concurrent pro-
gram; e denotes the empty call-string; arldlFo = (Ao, 0)
with Ay being the initial aliasing relation that assigns to each
pointerp € P the sef{p}.

3: while W is not emptydo

Delete tupletup = (con, func,loc, DF), whereDF =

(A, L), fromW

5. if a tuple of the formiup.matcn = (con’, func, loc, DF)

does not belong tBrocessedor anycon’ then

R

6: Add (con, func, loc, DF) to Processed
7: if loc is the site of a function caftall to functiong, say,
then
8: Succ = {(con.fcall, g,entryy, DF)| entry, is the
entry location ofg }
9: else
10: SetA' = AandL' =L
11 if the program statement &ic modifies a pointer in
Pthen
12: compute a new aliasing relatioA’ by composing
summaries for update sequences (see [11])
13: end if
14: if the statement dbc is a locking/unlocking operation
then
15: construct the new must-locksét by updatingL
16: end if
17: Succ= {(con, func,loc’, (A’,L"))| loc" is a succes-
sor oflocin func}
18: end if
19: for eachtup’ in Succdo
20: Add tup’ as a successor ofip in CCFG
21: if tup’ & Processed U W then addtup’ to W
22: end for
23: else
24: Merge nodes fotup andtup.,atcn in CCFG
25:  endif
26: end while

Alg. 1 does not cause us to miss any data race. Towards thateend
show the following (see [26] for the proof).

Theorem 2 (Soundness).et L be the must-lockset at location loc
in a valid context con of the given program. Then there exsts
valid context con’ in the CCFG constructed via Alg. 1 such tha
must-lockset at loc in con’ is L.

Proof. Let L be the must-lockset at locatidoc along a pathe of
the given program in contexbn We show that there exists a path
y in the CCFG leading téoc along which the must-lockset &ic
is L. The proof is by induction on the length of

For the base case where the lengthza$ one,z is comprised
only of the initial state of the given concurrent program aud
the result holds trivially. For the induction step, supptisat the
result holds for all paths of length less than or equat tand let
x = xoT1...7 be a path of lengttk + 1. Letloc’ be the program
location andZ’ the must-lockset at;_; alongz. Then by the
induction hypothesis, there exists a path= yo...y; of the CCFG
leading toloc’ such that the must-locksetlat’ alongy’ is L’ and
the aliases of all pointers in the Steensgaard closeé g&tput to

Alg. 1) atloc’ are the same along = xo...zx—1 andy’. We now
consider two cases.

First, we assume thdbc’ is not a function call site, i.e., a
location where a function is called. In this case we show that
y = v .xy is the desired path. We consider two sub-cases. First,
assume thatoc is not a locking/unlocking site. Then the must-
locksets afloc’ andloc alongx are the same, i.el,’. Moreover,
the must-lockset at; alongy is the same as the must-lockset at
y; alongy’, which by the induction hypothesis &'. If loc is a
locking/unlocking statement then since the aliases ofaliters in
P (including the lock pointers) are the samdat’ along bothz’
andy’ we see that the lock that is released or acquirddclong
x is the same as the one that is released or acquired atongy.
Thus in both cases the must-lockseloatis the same along both
andy.

Next, we consider the aliases of pointerdinif the statement at
loc does not modify any pointer iR, then sinceP is a Steensgaard
closed set, the set of aliases of each pointePiis the same at
loc andloc’. If, on the other hand, the statementi@’ modifies
the value of some pointer if?, then we need to show that the set
of aliases of each pointer i are the same dbc along bothx
andy. Towards that end, let andq be aliased to each otherlat
alongz. By the aliasing theorem (pg. 4), there exist maximal update
sequenceseqy : li; @ p1 = ao, liy 1 P2 = a1,...,l;, : pr = ar—1
andseqq : lj;, : q1 = bo, ljp : g2 = b1, ljp, © @m = bm—1
starting from the entry location of the given program andlieg to
localongx such thatiy = by andpy, andq,,, are semantically equal
to p andgq at locationd;, andl;,,, respectively. We first consider
the case where none of the locatidpsandl;,, is loc. In that case
seqp andseqq are also maximal update sequences starting from the
entry location of the given program and leadingldac’ along x.
Thusp andgq are aliased dbc’ alongz and hence, by the induction
hypothesis, dbc’ alongy. Since the statementlaic cannot extend
the update sequences that capsadq to be aliased abc’ along
y', p andq are also aliased doc alongy. Now consider the case
where at least one df, or [;,, is loc. Note that both/;, and
l;,, cannot bdoc as only one variable can be modified at a given
location. Assume for definiteness tligt = loc. Then consider the
maximally complete update sub-sequenes), : l;; : p1 = ao,
liy : p2 = a1,...,li,_, : Pr—1 = ap—2 Of segp. Since both;, ,
andl;,, occur befordoc alongx we see thap,,_; andq are aliased
atloc’ alongz. Then by the induction hypothesis they are aliased at
loc’ alongy. Applying the aliasing result again, we have that there
exist complete maximal update sequenmg Dl ot = co,
DTy = cu—1 andseqy : Lz os1 = do,
ljé 282 =diyen i 8o = doa starting from the entry location
of the given program and leading lmc’ alongy’ such that-,, and
s, are semantically equal to._; andgq,, (which is semantically
equivalent tog) at l;; andl;,, respectively. Then the sequence
seq, : 71 = Co, lir 2 re = cl,...,l% Py = Cu—1, liy, pr = ar—1
is a complete update sequence from the entry location ofitlea g
program toloc alongy. Also, seq,, is a complete update sequence
from the entry location of the given programlaz alongy. Since
pr andg,, are semantically equal fwandq, respectively, we have
thatp andgq are aliased dbc’ alongy.

Finally, we consider the case whéot’ is a function call site.
By the induction hypothesis, the patt occurs in the CCFG. If
the pathy’.x, also occurs in the CCFG then we are done. Else,
the only reason why'.z; will not be explored is if there exists an
alternative patlr in CCFG leading ta:;, such that the must-lockset
atzy alongz is L and the aliases of all pointers inare the same at
loc. In that case is the desired path. This completes the induction
step and proves the desired result. QED.

11/2 L Tre = 61,...,l%



Figure 4. Concurrent call graph for the example in Fig. 1

Since, by Theorem 2, Alg. 1 preserves all possible lockgdtxa-
tions where shared variables are accessed, it follows inatedygl
that we will not miss any data race.

Example.The concurrent call graph for the example program in
Figure 1 is shown in Figure 4. Note that each node in labeled by
both the thread identifier and the function name. Multiplésca
other functions from a single function is labeled by the espond-

ing calling locations in order to distinguish the contexthe fork

and join edges are also explicitly marked.

7. Data Race Analysis

As mentioned in Section 5, the key steps in static data ramsede
tion are (i) computing the set of shared variables, (ii) dateing
the set of must-locksets at each shared variable accesoiext
sensitive manner, and (iii) pruning spurious data race ingmby
taking into account locksets and program causality coimgraln
this section, we will discuss steps (i) and (ii) in some detadl then
present a pruning strategy that relies on a may-happeasialipl
(MHP) analysis.

Shared Variable Detection. In real-life concurrentC programs
shared variables are typically accessed via pointers. €hefs
shared variables consists of all variables that are eitlobagvari-
ables of threads, aliases of global variables or escapéables.
Note that local pointer variables may also alias globalalalés
and result in a data race violation. However, if we label adial
variables aliasing global variables as shared, we will gndvith

a large number of spurious warnings. Therefore, we are oidy-i
ested in the set of local pointers that are used to actuatptepthe
values of global variables. Towards that end, using the CEH&-
puted in the previous section, we use a data flow analysis iotgpo
variables [13] to compute the set of shared variable acee3$e
analysis essentially propagates the assignments in ctanpidate
sequences from variablego ¢ (wherep is global). If the sequence
is followed a modification of some scalar variable yiaghenq is
marked as shared.

Initial Data-race warnings. After we have computed the set of
shared variables, we can conservatively enumerate datavam-
ings by considering all pairs of accesses to the same sharedble
in two different threads, where at least one of the accessewiite
operation. For industrial size programs, this consergaivumera-
tion may lead to thousands of warnings, most of which are sogu
We now describe a staged MHP analysis, which prunes away the
spurious warnings by first taking into account lock acqigsipat-
terns and then using thread ordering constraints imposedrky
andjoin operations in the CCFG.

7.1 MHP analysis

Lockset analysis.Computing context-sensitive locksets is trivial
after computing the context-sensitive CCFG for the progfam
Algorithm 1): the locksets can be extracted from the data famts

DF computed at the shared variable access locations. By com-

bining lockset computation with the call graph computatiome
avoid a separate lockset computation phase, required uiopse
approaches [13]. Then two accesses in different thread ayayemn
in parallel only if the locksets held at their respectivedtions are
disjoint.
Thread order analysis. The order of program statements in the
CCFG prohibits some concurrent accesses. For exampleideons
a concurrent program comprised of two threa@dsand¢;, where
to createst; and later waits fort; to join. An access to a shared
variablex in threadt; cannot happen concurrently with an access to
x in to if the access img follows the join instruction corresponding
to¢1. The thread order analysis is designed to reveal the céiasali
(of above form) in a program that arise due to fork/join comists
as well as (sequential) control flow in threads.

Fork-join model.We start by observing thébrk andjoin oper-
ations enforce the following causality constraints:

1. All statements in the parent thread between matchingdock
join points may happen in parallel with all statements in the
child thread (and all threads forked thereof)

2. No other statements can happen in parallel.

The thread order analysis exploits the above causalityt@ints
in the fork-join model to compute an MHP set.

Thread Pool modelRecall that in the thread pool model, tasks
are dispatched for execution to previously created threBlisse
calls implicitly correspond to a fork operation. Howevenese
fork operations do not have corresponding join operatibmnsrder
to conservatively estimate the effect of these calls, weihice
matching join operations at the exit locations of the stanicfion
of the given program.

Furthermore, in contrast to the fork-join model, the thrpadl
model (by virtue of the work queue) allows multiple functi@sks
to be executed on the same thread. Since only one task can be
executing on a thread at any given time, we add the constraint
that no two functions (and any pair of locations in those fioms)
which always execute on the same thread may happen in paralle
Note that the information about the set of functions thatagisv
execute on the same thread is readily available from the CCFG

Given a thread, let children(t) denote the set of threads
created by. For each threat] we denote the first and last program
locations int by t.start andt.end respectively. In general,start
andt.end are not unique since multiple fork calls can be dispatched
to the same thread in the thread pool model. However, givernka f
call instruction to thread, ¢.start andt.end are uniquely defined.
For program location$ andm, we writel —;; m to mean that
there exists a path in the CCFG of the given program ftdowm.
Similarly, | — m means that there exists a path in the CCFG from
[ to m along which there exists no fork or join statements.

Algorithm 2 shows the details of the analysis. Intuitively,
Locparent consists of all the locations in the parent thread that are
forward reachable from the fork call and backward reachfble
the join instruction without any intermediate fork or joidges.
The setLoc.pi1q COnsists of all locations in the child thread as well
as threads created thereof. The analysis produces the detoei
of location pairs that may happen in parallel.

Based on the thread order analysis, we can now prune the
warnings by removing any warning wherein the program locati
pairs that do not occur in the MHPIlocs set.

Example.Recall the example program in Figure 1. As mentioned
earlier, the program has two potential data race conditioribe
function f on the shared variable pointed to by the argument
More precisely, the races involve location paits. (.12, t2.f.12)
and ¢1.f.13, t2. f.13) since functionf is executed by both threads
t1 and ¢t2. However, if we perform thread order analysis on the
context-sensitive CCFG obtained from the program, we firad th



Algorithm 2 Thread order analysis

MHPlocs :={}
for all Fork-join call pairfj = (lx,l;») in CCFGdo
Locparent = {l |l = IANT— Uin}
Locenia =4l | child.start —z; L Nl —; child.end}
MHPIlocs := MHPlocsJ (Locparent X Locehiid)
end for
Remove all locations in MHPIocs that belong to functions-exe
cuting on the same thread

the above location pairs are not in the set MHPlocs, sincthtiead
t2 can only execute after the threafinishes executing.

8. Experiments

The proposed data race detection technique has been imykine
in the CoBE framework [12] for analysis of concurrent C paogs
being developed at NEC. All the experiments were performed o
an Intel Core Duo 1.86Ghz machine with 1GB memory, running
Linux. In order to evaluate the usefulness of the proposedoagh,

we applied it to a wide variety of software: open source berartks
including Linux drivers,bzip2smp software, and in-house prod-
ucts including a parallel MPEG decoderand a commercial soft-
ware systemS. Table 1 shows the experimental results. The system
S was the prime inspiration behind this work since it is based o
the thread pool model and employs AFCs as well as locks for syn
chronization, and also contains recursive functions. Therahree
benchmarks are chosen to show the effectiveness of the sgdpo
CCFG construction method over the previous method [13]) eve
programs without function pointers or recursion.

Linux Drivers: In previous work [13], we reported data race de-
tection statistics on a suite of Linux drivers with knownaleices
downloaded fronmkernel.org. The goal of this exercise was to
test whether CoBE could detect these known data races. \Wesho
that CoBE could in fact discover all the known data racesiefiity
while keeping the bogus warnings rate low. The procedunader
lated in [13] carried out data race detection by enumeratihgpn-
texts in the given program and computing locksets indivigitfar
each context, without checking for context equivalencé wéspect
to locksets. The time taken for static warning generatian ex-
haustive context enumeration is given in col. Ex-Time ofl&ah
Using our new CCFG construction that exploits the fix-poritee
rion to drastically cut down on the contexts that need beaepl,
we see that the time taken (shown in LFC-Time col.) for date ra
detection is reduced many-fold. Thus, although the fix-poiite-
rion was proposed for finitizing the CCFG in the presence n€fu
tion pointers and recursion, it also enhances the scalabflexist-
ing approaches by considering only a representative setrdégts
necessary for data-race detection. Cols. #War and #Aft. Red
fer, respectively, to the initial number of warnings gemedavia
the lockset method and the number of warnings left afteryapgl
warning reduction which combines thread order analysis.(B4)
with existing reduction schemes [13].

bzip2smp: Thebzip2smp program parallelizes thezip compres-
sion algorithm to work on SMP machines. It uses pliaread li-
brary as opposed to AFCs. Thus our new framework can handle
both the fork/join and the thread pool models in a unified neann

Parallel Decoder D: Dis an in-house parallel implementation of
an MPEG-4 decoder. Notice the stark difference betweenirtie t
taken in exploring all the contexts exhaustively as in [18] & ex-
ploring the contexts enumerated via our new CCFG constmicti
The dramatic difference is because for efficiency reasoasnth
plementation does not use any locks; all synchronizatiateithe

use of barriers. Thus each functigrs explored only once during
our CCFG construction (corresponding to a single lockstet faat,

see Algorithm 1) as opposed to [13] where it is explored fahea
different context in whiclyf’ appears.

NEC Product S: a large in-house concurrent software system, de-
noted byS. The S system consists of about 400K lines of C++
code using Boost libraries [23] and is based on a thread pool
model. Much of the code deals with asynchronous stream gsece
ing, which makes execution flow non-evident. Callback disjece
passed as first-class data items. The final execution cdiotesthy
particular callback object is not evident and often is therse of
subtle errors. Changes made in one small routine have adtén |
to bugs occurring much later in code, at a location seemingly
related to the original bug location. These bugs are mostypio-
ducible due to the complex nature of asynchronous callsemdin
unexpressed over long periods of time.

We evaluated our approach by checking for data races in a cen-
tral module M of S (about 10K of C++ code). To this goal, we
first built a faithful C model ofM. This primarily involved recre-
ating the thread pool model based on the pthread library aitd-b
ing the infrastructure for programming asynchronous fiamctalls
(including modeling thebind functionality of the Boost library).
Based on this infrastructure, we were able to obtain a C model
of the moduleM that closely resembled the actual C++ imple-
mentation. We performed data-race detection on this model:
observed that the initial number of data race warnings wigh t
context-sensitive CCFG construction and the lockset besehatc-
tion were 524. Exploiting the thread order analysis drafiice-
duced the number of warnings to 161. Note due to bootstrgppin
the time taken to analyze this code was only 29 sec. This waatld
have been possible if we had carried out a whole program FSCS
points-to analysis. Thus bootstrapping was key in makirrgaoal-
ysis scalable.

9. Related Work and Conclusions

Data race detection being a problem of fundamental intdrast
been the subject of extensive research. Many techniquestiesan
proposed in order to attack the problem including dynanmetimne
detection, static analysis and model checking.

Early work on dynamic data race detection includes the Erase
data race detector [22] which is based on computing lockSaere
has been much work that improves upon the basic Eraser method
ology. One such approach is [9] which leverages the use 6€ sta
analysis to reduce the number of data race warnings that toeed
be validated via a run-time analysis. Other run-time deiadbols
based on Lamport’'s happened before model restrict the nuaibe
interleavings that need be explored [5, 16]. The advantgens
time techniques is the absence of false warnings. On the logingl,
the disadvantages are the extra cost incurred in instrungetite
code and poor coverage both of which become worse as the size
of code increases especially in the context of concurresgrams.
Additionally, run time detection techniques presume thatgive
code can be executed which may not be an option for applitatio
like device drivers.

Recently, there has been a spurt of activity in applyingicstat
analysis techniques for data race detection [4, 14, 25, 217,87,
20, 9]. An advantage of such techniques is that they can be mad
to scale to large programs. The key disadvantage is thag static
analysis works on heavily abstracted versions of the calgimo-
gram, they are not refined enough and can produce a large num-
ber of false warnings. Concurrency or MHP analysis has vedei
wide attention [21] for object-oriented programs (see,, §23, 1]).
These analyses rely on the fact that at thread creationljoia-
tions, the target thread object/code can be syntactiaafiéyried. In



[ Driver || KLOC | #ShVars| #War | #Aft.Red. | Ex-Time (secs)] LFC-Time (secs)|
hugetlb 1.2 5 4 1 3.2 1
ipoib_multicast 26.1 10 33228 6 7 1.4
plip 13.7 17 94 51 5 3
sock 0.9 6 32 13 2 1.2
ctrace_comb 1.4 19 985 58 6.7 1.1
autofs_expire 8.3 7 20 3 6 1.9
ptrace 15.4 3 9 1 15 2.4
tty-io 17.8 1 6 3 4 0.9
raid 17.2 6 23 13 1.5 1.1
pci_gart 0.6 1 3 1 1 0.8

| bzip2smp [ 64 | 25 | 15 | 12 | - | 23 |

[ D (NEC) [ 29 ] 4 | 256 ] 25 | 22 min | 8 sec |

[ S (NEC) [ 13 ] 12 ] 524 ] 161 ] - | 29 sec |

Table 1. Experimental comparison of data-race detection on bendten@he column Ex.Time reports the time taken (in seconisjhe
exhaustive context enumeration algorithm of [13] wherdéasltFC-Time column denotes the time taken for exploring #duced set of
contexts enumerated by our new CCFG construction. The triemin the table indicate that the previous technique fRild not handle
named forks as a result of which experiments could not béechout on these examples.

contrast, this paper analyzes programs where thread distates
place via indirect calls through function pointers. Moreg\since
the exact target depends on the particular calling conpextorm-
ing race detection on a context-sensitive control flow grapluces
the number of spurious data races significantly.

Verification of particular forms of asynchronous progranas h
received some attention recently [10, 8]. In both cases ekiew
asynchronous tasks are executed sequentially and theocecism
current interaction between the tasks. To the best of ounlatdge,
no previous method has investigated data race detectigefmral
asynchronous multi-threaded programs with indirect calls

Emami et al. [6] present an algorithm for context-sensitive
terprocedural points-to analysis for recursive sequeptiagrams
with calls made via function pointers. However, handlingursion
via the introduction of back-edges results in an over-axipration
of the set of behaviors of the given program. As a result, thietp-
to analysis no longer remains fully context-sensitive -yaregjuire-
ment for static data race detection - leading to bogus wgsni@ur
key insight, on the other hand, is that even in the presence-of
cursion and concurrency, it is possible to perform a preaisa
efficient data race detection by considering a finite repadize
subset of contexts (instead of over-approximating the ebn-
texts) for each function to precisely identify the sharedalaes
as well as compute context-sensitive locksets and painsets of
function/thread pointers for CFG construction.

In this paper, we have presented a method to perform statc da
race detection for concurrent C programs that use asynohsan-
direct function calls for communication - a problem of grpedc-
tical importance but which has received little attentiorthe lit-
erature. One of our key contributions has been a new tecéniqu
for context-sensitive CFG construction that guaranteesitation
even in the presence of recursion and without losing pracief
the analysis at hand. This enables us to build a frameworkaftr
and accurate data race detection that can handle concpm@nt
grams with complex programming constructs thereby makirod s
an analysis practical for a larger class of realistic prograExper-
iments on real-life open source benchmarks have demoedittiad
efficacy of our new technique.
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