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Abstract

Pushdown Systems (PDSs) has become an important paradig
for program analysis. Indeed, recent work has shown a deep co
nection between inter-procedural dataflow analysis fousatjal
programs and the model checking problem for PDSs. A natural
extension of this framework to the concurrent domain hinges
the, somewhat less studied, problem of model checkingdater
ing Pushdown Systems. In this paper, we therefore focus @n th
model checking of Interacting Pushdown Systems synchirgniz
via the standard primitives - locks, rendezvous and brasdcéor

rich classes of temporal properties - both linear and briagdime.

We formulate new algorithms for model checking interacfiaSs

for important fragments of LTL and the Mu-Calculus. Additaly,

we also delineate precisely the decidability boundary furheof

the standard synchronization primitives thereby settthrey prob-
lem.

1. Introduction
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However, most of this work has focused only on the analysis

n.pf sequential programs. Analogous to the sequential caser-i

procedural dataflow analysis for concurrent multi-threbgeo-
grams can be formulated as a model checking problem for-inter
acting PDSs. But, there has only been limited work on the hode
checking of interacting PDSs. Early work focused on the rhode
checking of PDSs interacting via pairwise rendezvous. @i a
single PDS the model checking problem is efficiently dedielédr
very expressive logics, it was shown in [15] that even sinmotgo-
erties like reachability become undecidable for systenth amly
two threads but where the threads synchronize using CU&-sty
pairwise rendezvous. In [10], an even stronger result wasngi

It was shown that the model checking problem for even pagwis
reachability, and hence multi-indexed LTL formulae, is ecid-
able, in general, even for systems with just two PDSs symihirgy

via locks.

However, the more important contribution of [10] was that th
problem of deciding simple pairwise reachability for thegdi-
cally important paradigm of PDSs interacting via nestettdomas
shown to be efficiently decidable. In [9], the decidabiligsult

In recent years, Pushdown Systems (PDSs) has emerged as a powfor PDSs synchronizing via nested locks was further extértde

erful, unifying framework for efficiently encoding intergedural
dataflow analysis. Given a sequential program, abstragtgrgta-
tion is first used to get a finite representation of the conpet
of the program while recursion is modeled using a stack. Push

single-index LTL properties. These results demonstraaé tthere
are important fragment of temporal logics and useful modéls
interacting PDSs for which efficient decidability resultsdoe ob-
tained. It is important that such fragments be identifiedefach of

down systems then provide a natural framework to model such the standard synchronization primitives. Indeed, forrindpeffi-

abstractly interpreted structures. A PDS has a finite comptaot
corresponding to the valuation of the variables of the pogr
and a stack which provides a means to model recursion. Dataflo
analysis then exploits the fact that the model checking Iprob
for PDSs is decidable for very expressive classes of priggert
both linear and branching time (cf. [1, 17]). Not only hassthi
powerful framework been useful in encoding the many differe

cient algorithms for model checking interacting Pushdowst&nms
lies at the core of scalable data flow analysis for concurpeot
grams. Furthermore, of fundamental importance also is ¢gleel o
delineate precisely the decidability/undecidability bdary of the
model checking problem for PDSs interacting via the stashdgn-
chronization primitives. Indeed, there is currently &ttvork on un-
derstanding exactly where the decidability/undecidgbiloundary

dataflow analyses but has, in many cases, led to strictly more of the model checking problem for interacting PDSs lies. @sight

expressive dataflow frameworks than those provided by ickdss
inter-procedural dataflow analysis. Many variants of theadBRDS
model like Weighted Pushdown System [16], Extended Wetjhte

Pushdown System [11], etc., have been proposed and applied t

various application domains thus highlighting (i) the deepnec-
tion between dataflow analysis and the model checking pnoble
for PDSs, and (ii) the usefulness of PDSs as a natural model fo
program analysis.

into the causes of undecidability often plays a key role wisieg
effective techniques to surmounting the undecidabilityriea in
practice.

In this paper, we study the problem of model checking PDSs
interacting via the standard communication primitivescklg pair-
wise and asynchronous rendezvous, and broadcasts. Loeks ar
primitives commonly used to enforce mutual exclusion. Asyn
chronous Rendezvous and Broadcasts model, respectively, t
Wait()\Notify () andwWait()\NotifyAll() constructs of Java,
while Pairwise Rendezvous are inspired by the CCS procgss al
bra. Moreover, we also consider the practically importamagigm
of PDSs communicating via nested locks. Most real-world-con
current programs use locks in a nested fashion, viz., eaeladh
can only release the lock that it acquired last and that hageto
been released. Indeed, practical programming guidelised by
software developers often require that locks be used in tedes



fashion. In fact, in Java and C# locking is syntactically rgueed
to be nested.

As part of previous work [9], it has been shown that the model
checking problem is efficiently decidable for single-indekL
properties for Dual-PDS systems interacting via nestelslddow-
ever, a number of interesting properties about concurmegrpms,
like data races, can only be expressed as double-indexpdnies.

In this paper, we therefore consider double-indexed LTlpprties.
Furthermore, most of the work on the model checking of concur
rent programs has focused on safety and linear-time pliepavith
little work addressing the more complex branching-timepprties.
Hence from the branching-time spectrum, we consider Adtion-
free Mu-Calculus properties.

It turns out that unlike single-index LTL properties, thecide
ability scenario for double-indexed LTL properties is manter-
esting. While the model checking problem for single-ind&{_L
properties is robustly decidable, it is not decidable, inagal, for
double-index LTL but only for certain fragments. Undecitiab
of a sub-logic of double-indexed LTL hinges on whether itxs e
pressive enough to encode the disjointness of the contestidin-

guages accepted by the PDSs in the given Multi-PDS system as

a model checking problem which, in turn, depends on the tempo
ral operators allowed by the logic. This provides a naturay wo
characterize fragments of double-indexed LTL for whichriwdel
checking problem is decidable. We us€Ops, ..., Opy), where

Op; € {X,F, U,G,OI?}, to denote the fragment comprised of for-
mulae of the formE f, wheref is double-indexed LTL formula in
positive normal form (where only atomic propositions argated)
built using the operator®ps, ..., Opy, and the Boolean connec-
tives V and A. Here X “next-time’, F “sometimes”, U, “until”,

G “always”, andolg “infinitely-often” denote the standard tempo-
ral operators andt is the “existential path quantifier”. Obviously,
L(X, U, G) is the full-blown double-indexed LTL.

In this paper, we not only formulate efficient procedures for
fragments of double-indexed LTL for which the model chegkin
for Dual-PDS system is decidable but also delineate prigcike
decidability/undecidability boundary for each of the stard syn-
chronization primitives thereby settling the problem. Sfieally,
we show the following.

¢ The model checking problems féxF, G) andL(U), viz., for-
mulae in PNF allowing (i) only the “until'U temporal opera-
tor, or (ii) only the “always”G and the “eventual’F temporal
operators are, in general, undecidable even for Dual-PBS sy
tems wherein the PDS$0 not interact at allwith each other.
The fact that the undecidability results hold even for syste
with non-interacting PDSs may seem surprising at first. How-
ever, we note that allowing doubly-indexed properties (whe
atomic propositions are interpreted over pairs of contrales
of the PDSs comprising the given Dual-PDS system) allows
us to explore precisely that portion of the state space of the
given Dual-PDS system where the PDSs are coupled tightly
enough to accept the intersection of the context-free lagesi
accepted by them, thereby yielding undecidability. Thithis
key reason why the model checking problem for single-indexe
LTL properties is robustly decidable for PDSs interactinig v
nested locks, while for doubly indexed properties it is deci
able only for very restricted fragments that do not allowsthi
strong coupling. The above results imply that in order to get
decidability for Dual-PDS systems, interacting or not, va@én

to restrict ourselves to either the sub-lodi€¢X, F, oI-S) or the
sub-logicL(G, X). For these sub-logics, the decidability of the
model checking problem depends on the synchronization-prim
itive used by the PDSs.

e For PDSs interacting via pairwise rendezvous we get the sur-
prising result that model checking problem is decidabletlier
sub-logicL(X, G). In fact, we show that the decidability result
extends to PDS interacting via locks, asynchronous remeszyv

and broadcasts. For the other fragment,viz(X, F,OI?), it is
already known that the model checking problem is undecid-
able for both the sub-logicé(F) and L(olg) (and hence for
L(X,F, OI?)) for PDSs interacting using either non-nested locks
[10] or pairwise rendezvous [15]. The undecidability re$oit
broadcasts and asynchronous rendezvous, both of which are
more expressive than pairwise rendezvous, then follows Th
settles the model checking problem for all the standard syn-
chronization primitives.

Finally, for the practically important paradigm of PDSsirsct-

ing via nested locks, we show that the model checking problem

is efficiently decidable for both the sub-logiégX, F, OI?) and
L(X, G).

The procedure for single-index LTL properties for PDSs syn-
chronizing via nested locks, given in [9], involves redurithe
model checking problem to the computationgafe*-closures of
regular sets of configurations of the given Dual-PDS systeon.
single-index properties, this was accomplished via a Duedfing
Lemma, which, unfortunately, does not hold for the doubldeixed
case. In fact, the undecidability of the model checking f@whfor
doubly indexed formulae shows that such a reduction candst e
in general. Thus model checking double-indexed LTL propsrt
requires a different approach.

To get a model checking procedure fofX, F, oI?), given an au-
tomatonR s accepting the set of configurations satisfying a formula

fof L(X,F, OI?), we first formulate efficient procedures for comput-
ing an automatorfR o,y accepting the set of all configurations that

satisfy Opf, whereOp € {X, F,OI?} is a temporal operator that

can be used in a formula &f(X, F, oI?). Recursively applying these
procedures starting from the atomic propositions and @diog
‘outwards’ in the given formulg then gives us the desired model
checking algorithm.

A natural question that arises is thafifX, F, oI?) model check-
ing is decidable then why not full-blown double-indexed LTL
model checking. Indeed, using the automata theoretic appro
one can reduce the LTL model checking problem to deciding

whether theL(X, F,Olg) formulag = E F green, holds at the
initial state of the producBP of given Dual-PDS syster®P and
the Buchi Automaton3-, for the given LTL propertyf. Here
greencharacterizes the final states Bf. The key point is that
given two global configuratione andd of a Dual-PDS system
comprised of PDS#; and P, with nested locks, the simple reach-
ability problem, viz., whethed is reachable front is decidable
(via the Decomposition Result of section 4). However, ineori
check whetheBP has an accepting computation, we have to de-
cide whether a configuratiat is reachable frone under the Biichi
constraintsimposed by taking the product wif\ ;. For instance,
using a double-indexed formula of the foighf (“always” f), we
can set that constraint to be the following: every visibléaaca

of P, is followed immediately by same visible actiarof P», and
conversely, every visible action & is preceded by the same vis-
ible action of P;. Now let ¢ be the initial configuration and a
configuration in which bothP; and P, are in their final control
states. Then checking for the reachabilitydfrom ¢ under the
Buchi constraint, tantamounts to checking for the digjodss of
the context free languages acceptedtyyand P, - an undecidable
problem. Note that for non-interacting PDSs, the above ioeetl



matching conditioncan still be enforced but only when model
checking for double-indexed properties, not just singldek prop-

w2, however, we need to track lock acquisition patterns aldhg a
paths ofw; in APDS P;. A key difficulty here is that since the

erties. On the other hand, when using rendezvous or broadcas depth of the treev; could be unbounded, the number of local paths

primitives both of which already allow the PDSs to be strong-c
pled together, even single index properties result in uiddédity.
Broadly speaking, we get undecidability if either the moadiethe
property is expressive enough to couple the PDSs stromgbagde
strongly coupling is not possible, it turns out that the Daposi-
tion Result is a powerful tool that allows us to reduce the ehod
checking problem for a Multi-PDS system to its individual D
rendering the problem not just decidable but efficiently so.

Guided by the above observations, for model checlifl, G)
we reduce the problem to a set simplereachability problems.
Towards that end, given a formufaof L(X, G), we consider the
equivalent problem of model checking for= —f. Then the pos-
itive normal form ofg is a formula built using the temporal opera-
tors AX andAF, whereA is the “universal path quantifier”. Since
AF is a ‘simple reachability’ property the problem is decidgbl
even though constructing an automaton acceping; from the
automatorik s is more complicated due to the branching nature of
the property.

For the branching-time spectrum, we consider the modelkehec
ing problem for Alternation-free Mu-Calculus formulae.rRack
of space, we focus only on single-index properties. For pucper-
ties, we first show that the model checking problem for PD®s-co
municating via nested locks is efficiently decidable. Giagviulti-
PDS systenDP comprised of the PDSBy,...,P,,, and a formula
¢ = )\ ¢:, whereg; is an alternation-fee Mu Calculus formula in-
terpreted over the control states®f, we start by constructing the
productP; of P; and Ay, , the Alternating Automaton fap;. Each
such producP; is represented as &idternating Pushdown System
(APDS) [1] which incorporates the branching structure efahigi-
nal PDSP;. For model checking the Multi-PDS prograB for ¢,
we need to compute the-e*-closure of regular sets of global con-
figurations of the system comprised of all the APDSs ..., P»..
The main complexity here lies in the fact that we have to nreaso
about lock interaction alongll paths of tree-like models of APDSs
P, ..., Pr €ach having potentially infinitely many states.

This complexity is overcome by our contribution showing how
to decompose the computation of thee*-closure of a regular set
of configurations of a Dual-PDS systefP synchronizing via
nested locks to that of its constituent PDSs. This decortiposi
allows us to avoid the state explosion problem. To achiegedtt
composition, we leverage the new conceptotk-Constrained Al-
ternating Multi-Automata Pairs (LAMAPs)hich is used to capture
regular sets of configurations of a given Multi-PDS systerthwi
nested locks. An LAMAPA accepting a regular set of configura-
tionsC of a Dual-PDS syste®P comprised of PDS#; andP: is
apairA = (A, Az), whereA; is anAlternating Multi-Automata
(AMA) (see [1]) accepting the regular set of local configuratidns o
APDS P; corresponding to threa®; occurring in the global con-
figurations of DP in C.

The lock interaction among threads is encoded in the accepta
criterion for an LAMAP which filters out those pairs of locarc
figurations of P, andP» which are not simultaneously reachable
due to lock interaction. Indeed, for a pair of tree-like misde;
andw; for ¢1 andg, in the individual APDSP; andP-, respec-
tively, to act as a witness f@¥ = ¢1 A ¢2 in the Dual-PDS system
DP, they need to beeconcilablewith respect to each other. Rec-
oncilability means that for each pathin w; there must exist a
pathy in w2 such that the local computations Bf and P> corre-
sponding tar andy, respectively, can be executed in an interleaved
fashion inDP, and vice versa. For two individual patksandy
reconcilability can be decided by tracking patterns of lackjui-
sition alongz andy. To check reconcilability of the trees, and

of P; in w; could be unbounded forcing us to potentially track an
unbounded number of acquisition lock acquisition patteHwsv-
ever, the crucial observation is that since the number dfslon
the Dual-PDS syster®P is fixed, so is the number of all possible
acquisition patterns. An important consequence is thaéausof
storing the lock acquisition patterns for each path of igewe
need only store the different patterns encountered aldngpttis
of the tree. This ensures that the set of patterns that needdied
is finite and bounded which can therefore be carried out &opar
the control state of PD®;. Decomposition is then achieved by
showing that given an LAMARA = (A, A,), if B; is an AMA
accepting thevre*-closure of the configurations of thedividual
thread P; accepted byA,;, then, the LAMAPB = (B1,B:) ac-
cepts thepre*-closure of the regular set of configurations of the
Dual-PDS systen®P accepted byd. Thus, broadly speaking, the
decomposition results from maintaining the local confitjores of
the constituent PDSs separately as AMAs and computingrtee
closures on these AMAs individually for each PDS for whicksex
ing efficient techniques can be leveraged. This yields @dsglidy
for PDSs interacting via nested locks. For PDSs commumigaiia
rendezvous and broadcasts, we show the decidability dadwltb
for the full-blown single-indexed Alternation-free Mu-ICalus but
only for certain fragments.

The rest of the paper is organized as follows. We begin bg-ntr
ducing the system model in section 2. The new decision proesd

for model checking double-indexdd X, G) andL(X, F, OI?) prop-
erties for PDSs synchronizing via nested locks are forredlan
section 5 and 6, respectively. The proceduredfof, G) for PDSs
interacting via rendezvous and broadcasts are given ifosettin
section 8, we give the undecidability results 1a(G, F) and L(U).

The model checking procedure for single-index Alternatime
Mu-Calculus are given in section 9 and we conclude with some
comments in section 10.

2. System Model

In this paper, we consider multi-threaded programs whehegads
synchronize using the standard primitives - locks, paiewisn-
dezvous, asynchronous rendezvous and broadcasts. Eael thr
modeled as @ushdown System (PD§)]. A PDS has a finite
control part corresponding to the valuation of the varialbéthe
thread it represents and a stack which models recursiomadlyy
a PDS is a five-tuple® = (Q, Act, T, co, A), where@ is a finite
set ofcontrol locations Act is a finite set ofactions I' is a finite
stack alphabetandA C (@ x I') x Act x (Q x I'") is a finite
set oftransition rules If ((p,7),a, (p',w)) € A then we write

(p,7) <% (p',w). A configurationof P is a pair (p, w), where
p € @ denotes the control location and € I'* the stack content
We call ¢y theinitial configurationof P. The set of all configura-
tions of P is denoted by. For each actiom, we define a relation
2.C ¢xCasfollows: if(q,7) < (¢', w), then(g, yv) % (¢', wv)
for everyv € I'*.

Let DP be a multi-PDS system comprised of the PD%s..,P,,
whereP; = (Q;, Acti, i, ci, A;). In addition toAct;, we assume
that eachP; has special actions symbols labeling transitiomgle-
menting synchronization primitives. These synchronizing action
symbols are shared commonly across all PDSs. In this paer, w
consider the following standard primitives:

e L ocks Locks are used to enforce mutual exclusion. Transitions
acquiring and releasing lodkare labeled wittucquire(l) and
release(l), respectively.



e Rendezvous (Wait-Notify)We consider two notions of ren-
dezvous: CCS-stylBairwise Rendezvownd the more expres-
sive Asynchronous Rendezvommtivated by theWait () and
Notify() primitives of Java. Pairwise send and receive ren-

. . !
dezvous are labeled witl anda?, respectively. lici; 2 cia

andca: %5 con are pairwise send and receive transitiongPof
andPs, respectively, then for the rendezvous to be enabled both
Py and P; have to simultaneously be in local control states

andcz:. In that case both the send and receive transitions are

fired synchronously in one execution stepPifis in c11 but P,

is notinci2 thenP; cannot execute the send transition, and vice
versa. Asynchronous Rendezvous send and receive trassitio
on the other hand, are labeled witht anda |, respectively.
The difference between pairwise rendezvous and asynchsono
rendezvous, is that while in the former case the send tiansit
is blocking, in the latter it is non-blocking. Thus a traiit of

the formeis «1 c12 can be executed irrespective of whether a

matching receiver of the form, i ca22 is currently enabled

or not, but the receive cannot.

Broadcasts (Notify-All)Broadcast send and receive rendezvous,
motivated by thélait () andNotifyAl1l() primitives of Java,

are labeled witha!! and a??, respectively. Ifb11 % by is a

broadcast send transition aby] atf b22,...,bn1 ot by are the
matching broadcast receives, then the receive transititoes
pending the enabling of the send transition. The send transi
tions, on the other hand, is non-blocking and can always be
executed and its execution is carried out synchronously alit

the currently enabled receive transitions labeled with

A concurrent program witlm PDSs andm locks Iy, ..., 1
is formally defined as a tuple of the for®P = (P, ..., Py,
Ly,...,Ly,), where for each, P, = (Qi, Acti,I'i,ci,A;) is a
pushdown system (thread), and for eg¢tl; C {L, Pi,..., P, }
is the possible set of values that logkcan be assigned. A global
configuration ofDP is a tuplec = (t1,...,tn,1, ..., lm) Where
t1,..., tn are, respectively, the configurations of PDBs ..., P,
andly, ..., l,, the values of the locks. If no thread holds ldgkn
configuratione, thenl; =_L, elsel; is the thread currently holding
it. The initial global configuration oDP is (ci,...,cn, L, ..., L),
where¢; is the initial configuration of PDSP;. Thus all locks
arefree to start with. We extend the relatiof~ to global global
configurations ofDP in the usual way.

The reachability relatiors is the reflexive and transitive clo-
sure of the successor relatien defined above. A sequenae=
xo, 1, ... Of global configurations oDP is acomputationif ¢ is
the initial global configuration oDP and for each, z; = z;11,
where either for somg, a € Act;, or for somek, a = release(ly)
ora = acquire(l) or pairwise rendezvous send= b! or receive
a = b?, or asynchronous rendezvous send= b 1 or receive
a = b |, or broadcast send = b!! or receivea = b??. Given
a threadZl’; and a reachable global configuration= (ci, ..., cn,
l1,...,lm) Oof DP, we useLock-SefT;, c) to denote the set of locks
held byT; in c, viz., the sef{l; |[; = T;}. Also, given a thread
T; and a reachable global configuratiorn= (c1, ..., cn, l1, ooy I
of DP, the projectionof ¢ ontoT;, denoted by | T, is defined
to be the configuratioric;, I1, ..., [,,) of the concurrent program
comprised solely of the thredd, wherel;, = T; if [; = T; and L,
otherwise (locks not held by; are freed).

Relative Expressive Power of Synchronization Primitivesin
proving the decidability results, we will exploit the folling ex-
pressiveness relationBairwise Rendezvous Asynchronous Ren-
dezvous< Broadcastswhere< stand for the relationan be simu-
lated by(see [7] for details).

Locks: a,b,c

nested() { bar () { non nested() {
acquire(a); release(b); acquire(b) ;
acquire(b); release(a); acquire(a);
bar(); bar();
acquire(c);
release(c); release(c);
} } }

Figure 1. Nested vs. Non-nested lock access

Nested Lock AccessAdditionally, we also consider the practi-
cally important case of PDSs with nested access to lockgekhd

in practice, a large fraction of concurrent programs canegibe
modeled as threads communicating solely using locks or ean b
reduced to such systems by applying standard abstracpiiatar
tion techniques or by exploiting separation of data fromtaan
Moreover, standard programming practice guidelines lficec-
ommend that programs use locks in a nested fashion. In fact, i
languages like Java and C# locks are guaranteed to be nédged.
say that a concurrent program accesses locks in a nestéoifé§h
along each computation of the program a thread can onlyselea
the last lock that it acquired along that computation and ltaa
not yet been released.

As an example in figure 1, the thread comprised of procedures
nested andbar accesses locka,b, andc in a nested fashion
whereas the thread comprised of procedurg@s nested andbar
does not. This is because callibgr from non_nested releases
lock b before locka even though locka was the last one to be
acquired.

3. Model Checking Linear Time Properties

We start by formulating efficient procedures for fragmerftsiolti-
indexed Linear Temporal Logic for which the model checking
problem for Dual-PDS systems is decidable. Furthermore, we
delineate precisely the decidability/undecidability bdary for

the problem for each of the standard synchronization pixigst
thereby completely settling it.

Correctness Properties.The problem of model checking Dual-
PDS systems for the full-blown single-index LTL was showib&o
efficiently decidable in [9]. However, a lot of interestingpperties
like the presence of data races can only be expressed asedoubl
indexed linear-time properties. In this paper, we theeefmmsider
double-indexed Linear Temporal Logic (LTL) formulae. Cenv
tionally, DP = f for a given LTL formulaf if and only if f is
satisfied along all paths starting at the initial stateDd?. Using
path quantifiers, we may write this @P = Af. Equivalently, we
can model check for the dual properbAf = E~f = Eg. Fur-
thermore, we can assume thgis in positive normal form (PNF)
viz., the negations are pushed inwards as far as possilvlg Ds-
Morgan's Laws:(=(p V q)) = =p A =g, =(p V q) = —p A =g,
—~Fp = Gq,~(pUq) = G~q V ~qU(=p A —q).

For Dual-PDS systems, it turns out that the model checking
problem is not decidable for the full-blown double-indexerL
but only for certain fragments. Decidability hinges on tle¢ of
temporal operators that are allowed in the given properticlivh
in turn, provides a natural way to characterize such fragsnékle
useL(Op1, ..., Opi), whereOp; € {X,F, U,G,OI?}, to denote the
fragment of double-indexed LTL comprised of formulae inifios
normal form (where only atomic propositions are negatedit bu
using the operator®ps, ..., Op;, and the Boolean connectives



thread_one () { thread_two () {

la: lock(p); 1b: lock(q);
2a: lock(q); 2b: lock(r);
3a: unlock(q); 3b: unlock(r);
4a;: -——-———— ; 4b: -—————- ;
ba: lock(r); 5b: lock(p);
6a: unlock(r); 6b: unlock(p);
Ta:; —-=——=--—; Tb: —====—= 5
8a: unlock(p); 8b: unlock(q) ;
9a: —--———— ; 9b: -—————- ;
} }

(@) (b)

Figure 2. ProgramDP with threadsP; (a) andP(b).

andA. HereX “next-time’, F “sometimes” U, “until”, G “always”,

and oI§> “infinitely-often” denote the standard temporal operators
(see [6]). ObviouslyL(X, U, G) is the full-blown double-indexed
LTL. Thus model checking doubly-indexed formulae requiaes
different approach.

4. A Review of Acquisition Histories and LMAPs

The core of our decision procedure revolves around martipgla
regular sets of configurations of the given Dual-PDS sysim

A natural way to represent regular sets of configurationsdial-
PDS system with PDSs interacting via nested locks is by usiag
concept ofLock-Constrained Multi-Automata Pairs (LMARtro-
duced in [9] which we briefly review next. LMAPSs allow us to not
only succinctly represent potentially infinite sets of regcon-
figurations of DP but, in addition, enable us to decompose com-
putations of the regular sef®, described above, for a Dual-PDS
systemD?P to its individual PDSs thereby avoiding the state explo-
sion problem. This is accomplished viacomposition Resutat
generalizes both the Forward and Backward Decompositguitse
as presented in [9]. Essentially, the Decomposition Reswdbles
us to reduce the problem of deciding the reachability of dobaj
configuration ofDP from another to reachability problems for lo-
cal configurations of the individual PDSs.

Lock-Constrained Multi-Automata. The main motivation behind
defining a Lock-Constrained Multi-Automaton (LMAP) is to-de
compose the representation of a regular set of configusatiba
Dual-PDS syster®P comprised of PDS#; and P into a pair of
regular sets of configurations of the individual PDO¥sand P.. An
LMAP accepting a regular sét of configurations ofDP is a pair
of Multi-Automata( M., M2), whereM; is a multi-automaton (see
[1]) accepting the regular set of local configuratiddsof P; in R.
A key advantage of this decomposition is that performingrape
tions onM, for instance computing there*-closure ofR reduces
to performing the same operations on the individual MA&s This
avoids the state explosion problem thereby making our phaee
efficient. The lock interaction among the PDSs is capturetthén
acceptance criterion for the LMAP via the conceptBzfckward
andForward Acquisition Historie$9] which we briefly recall next,
followed by a formulation of the Decomposition Result.
Consider a concurrent progra@®P comprised of the two
threads shown in figure 2. Suppose that we are interested-in de
ciding whether a pair of control locations of the two threads
are simultaneously reachable. We show that for reasoniongtab
reachability for the concurrent program, can be reducecets r
soning about reachability for the individual threads. Qbseahat
DP |= EF(4a A 4b) but DP = EF(4a A 7b) even though disjoint
sets of locks, viz.{p} and{q}, are held ata and7b, respectively.

c ¢ s cs d
L = (i) bah
rel(ly) rel(l) rel(l3)
c (& Cs Cq d
= ® (7) fah
acq(ly) rel(l) acq(ls)

Figure 3. Forward vs. Backward Acquisition History

The key point is that the simultaneous reachability of twatoal
locations of P, and P» depends not merely on the locksets held at
these locations but also on patterns of lock acquisitiomglihe
computation paths dPP leading to these control locations. These
patterns are captured using the notions of backward andafdrw
acquisition histories.

Indeed, if P, executes first it acquirgsand does not release it
along any path leading t#a. This preventsP. from acquiringp
which it requires in order to transit frortb to 7b. Similarly if P,
executes first, it acquires thereby preventing® from transiting
from 1a to 4a which requires it to acquire and release leck his
creates an unresolvable cyclic dependency. These depaesiean
be formally captured using the notions of backward and fodwa
acquisition histories.

Definition (Forward Acquisition History) For a lock! held byP;

at a control locationd;, theforward acquisition historyf [ along

a local computationz; of P; leading frome; to d;, denoted by
fah(P;,ci,l,zi), is the set of locks that have been acquired (and
possibly released) by; since the last acquisition dfby P; in
traversing forward alongz; frome; to d;.

Observe that along any local computations and z» of P;
and P, leading to control locationgta and 7b, respectively,
fah(Py,4a,p,z1) = {q} andfah(P,7b,q,z2) = {p,r}. Also,
along any local computations;, andz) of P; and P, leading to
control locationgta and4b, respectivelyfah(Py, 4a, p, z1) = {q}
andfah(Pz, 4b,g,z%) = {r}. The reasorEF(4a A 7b) does not
hold butEF (4a A 4b) does is because of the existence of the cyclic
dependency that € fah(P:,7b,q,z2) andq € fah(P,,4a,p,z1)
whereas no such dependency exists for the second case.

Definition (Backward Acquisition History). For a lock ! held
by P; at a control locationc;, the backward acquisition history
of [ along a local computationz; of P; leading frome; to d;,
denoted bybah(P;, c;, 1, z;), is the set of locks that were released
(and possibly acquired) by; since the last release éfby P; in
traversing backwards along; fromd; toc;.

The concepts of backward and forward acquisition histoaies
used to decide whether given two global configuratiersnd d

of DP, whetherd is reachable fromec. The notion of forward
acquisition history is used in the case where no locks aré inel

c and that of backward acquisition history in the case where no
locks are held ird. This is illustrated in figure 3 where we want to
decide whethet is backward reachable fromh. First, we assume
that all locks are free iml (case (i) in figure 3). In that case, we
track thebah of each lock. In our example, lodk initially held
atc, is first released at>. Then all locks released before the first
release of belongs to thévah of I. Thus,l; belongs to thdah of [
butis does not. On other hand, if inall locks are free (case (ii) in
figure 4), then we track thiah of each lock. If a lock held atd is
last acquired at3 then all locks acquired since the last acquisition
of [ belong to thefah of . Thus in our exampld, belongs to the
forward acquisition history of but 4 does not.



When testing for backward reachability effrom d in DP,
it suffices to test whether there exist local pathsend y of the
individual PDSs from states; = ¢ | Pitod; = d | P; and
fromec: = ¢ | Ptod: = d | P., respectively, such that
alongz andy locks operations can be executed in a acquisition
history compatible fashion as formulated in the Decompmsit
Result below. The proof is given in appendix B.

Theorem 1 (Decomposition Result)Let DP be a Dual-PDS sys-
tem comprised of the two PD%% and P, with nested locks. Then
configuratione of DP is backward reachable from configuration
d iff configurationsc; = ¢ | P, of P, andecs = ¢ | P> of P,
are backward reachable from configuratiods = d | P; and
d, = d | P», respectively, via local computation pathsindy of
PDSsP; and P», respectively, such that

1. LOCk-Sthh Cl) n LOCk-Se¢P2, Cz) = w

2. LOCk-Sthh dl) n LOCk-Se¢P2, dz) = 0

3. there do not exist locks € Lock-SetPy, c;) and!’ € Lock-
Se{ P, c2) such thatl € bah(P., co, I, y) andl’ € bah(Px,
ci, l, ).

. there do not exist locks € Lock-SetPy,d;) and!’ € Lock-
Se{ P,,d») such thatl € fah(P»,c2,l',y) andl’ € fah(Px,
ci, l, ).

. Locks-Acqt) N Locks-Held{)= 0 and Locks-Acgf) N Locks-
Held(z)= 0, where for pathz, Locks-Acgf) is the set of locks
that are acquired (and possibly released) along@nd Locks-
Held(z) is the set of locks that are held in all states along

Intuitively, conditions 1 and 2 ensure that the locks heldyand
P, in a global configuration o©P must be disjoint; conditions
3 and 4 ensure compatibility of the acquisition historigg,,\the
absence of cyclic dependencies as discussed above; aniti@ond
5 ensures that if a lock held by a PDS, 3y is not released along
the entire local computatiom, then it cannot be acquired by the
other PDSP: all along its local computatiop, and vice versa.

We now demonstrate that the Decomposition Result allows us
to reduce there*-closure computation of a regular set of config-
urations of a Dual-PDS system to that of its individual asdign
history augmented PDSs. Towards that end, we first need éo@xt
existing pre*-closure computation procedures for regular sets of
configurations of a single PDS to handle regular setqfisition
history augmente¢hh-augmented ) configurations. An acquisition
history augmented configuratiors of P; is of the form((p;, w),
l1, ..., lm, bahy, ..., bahy,, fahy, ..., fah,,) where for each, fah;
andbah; are lock sets storing, respectively, the forward and back-
ward acquisition history of lock;. Since the procedure is similar
to that forfah andbah-augmented configurations given in [9], its
formal description is given in appendix B.1. The key ressiithe
following:

Theorem 2 (@h-enhancedpre*-computation). Given a PDSP,
and a regular set ohh-augmented configurations accepted by a
multi-automaton.A, we can construct a multi-automatod,,. .«
recognizingpre® (Conf( A )) in time polynomial in the sizes of
A and the control states aP and exponential in the number of
locks of P.

Acceptance Criterion for LMAPs. The absence of cyclic depen-
dencies encoded usirgahs andfahs are used in the acceptance
criterion for LMAPS to factor in lock interaction among th®8s
that prevents them from simultaneously reaching certains pélo-
cal configurations. Motivated by the Decomposition Theqresa

say that augmented configurations= ({c, w), l1, ... ,lm, bah1,
..., bahy,, fahy, ..., fah,,) ande. = ((¢',w'), 1, ..., [1,,, bah],
..., bahy,, fahi, ..., fah},) of P; and P, respectively, ardah-

compatibleiff there do not exist lock$; and/; such that; = Px,

l} =P, l; € fah; andl; € fah;. Analogously, we say that; and
¢z arebah-compatibleff there do not exist lock$; andl; such that
l; = P, l;— =Py, l; € bah} andlj € bah;.

Definition 3 (LMAP Acceptance Criterion). Let A = (\A1,.A2)
be an LMAP, where A; is a multi-automaton acceptingh-
augmented configurations d?;,. We say that4 accepts global
configuration ((p;, w), (gj, v), l1, ..., Im) Of DP iff there exist
there exist augmented local configurations = ((p;, w), l1, .-,
l;.n, bahi, ..., bah,,, fahy, ..., fahm) andce = ((qj, ’U>, ’1’, .
bahi, ..., bahl,, fah}, ..., fah],), wherel; = Py if ; = P, and L
otherwise and} = P if [; = P, and L otherwise, then

"
* lm;

1. A; acceptsce;, and
2. Lock-Sef Py, c1) N Lock-Set Pz, c2) = 0.
3. ¢1 andc; are bah-compatible andah-compatible.

Given anLMAP A = (A;, Az ), we useCon f (A) to denote the set
of configurations ofDP accepted byA. Let LMAP B = (B4, B2),
wherel; is the MA acceptingre® (Conf(.A;)) constructed from
A; using theah-augmentedre®-closure computation procedure
presented in appendix B.1. Then proposition 4 is an easylagro
of the Decomposition Result which then combined with theoge
leads to the efficienire™-closure computation result formulated in
theorem 5.

Corollary 4 (pre*-closure Decomposition)pre*(Conf(A)) =
Conf(B).

Theorem 5 (pre*-closure). Let A be an LMAP. Then we can
construct an LMAP acceptingre*(Conf(.A) in polynomial time

in the size ofDP and exponential time in the number of locks of
DP.

5. Nested Locks: The Model Checking Procedure
oo
for L(X,F, F)

We start by presenting the decision procedures for modelkihg

L(X,F,OI?) and L(X, G) for PDSs interacting via nested locks.
The model checking problem for single-indexed KX _formulae
interpreted over finite paths was considered in [10] and io¥igite
paths in [9]. The procedures for single-index propertia®lives
reducing the model checking problem to the computatiopref -
closures of regular sets of configurations of the given RS
system. For single-index properties, this was accomplishe a
Dual Pumping Lemma, which, unfortunately, does not hold for
the double-indexed case. In fact, the undecidability of rtralel
checking problem for doubly indexed formulae shows thahsuc
a reduction cannot exist in general. The key reason, as wé sha
see, is that using double-indexed properties we can colnge t
PDSs strongly enough to construct the intersection of timtesd
free languages accepted by the PDSs. Thus model checkirig mul
indexed formulae requires a different approach.

Given an LMAPR ; accepting the set of configurations satisfy-

ing a formulaf of L(X,F, oIg), we give for each temporal operator

Op € {X, F,olg}, a procedure for computing an LMAR o, ac-
cepting the set of all configurations that sati€fyf. Recursively
applying these procedures starting from the atomic proiposi
and proceeding ‘outwards’ in the given formufathen gives us
the desired model checking algorithm.
The construction of LMAPRo, for the case wher®p =

F, was given in [9] as were the constructions for the boolean
connectives\ andV. We now show how to handle the cases where

Op € {OE,X} starting with the case wher@p =F. Given an
LMAP R, constructing the LMAPRoFof acceptingolg fis,in



general, not possible. Indeed, that would make the modekaing
problem for the full-blown doubly-indexed LTL decidablentrary
to the undecidability results in section 8 which show tﬁaéf can

be constructed only for the case whefrés aL(X, F, oIg) formula.
However, even here the construction becomes intricate whisn

an arbitraryL (X, F, OI?) formula. To simplify the procedure, we first
show that given a formulg of L(X, F,OI?), we can drive down

the Olg operator so that it quantifies only over atomic proposition
or negations thereof. Then it suffices to construct an LNVA%

only for the case wherg is a (doubly-indexed) atomic proposition
or negation thereof which can be accomplished eleganthym&ity,
we show the following (proof in the appendix).

Proposition 6 (Driving down the OI? operator). For any formulaf
of L(X,F, OI?), we can construct a formul#’ where the temporal

operatorol§> quantifies only over atomic propositions or negations
thereof such thaDP = fiff DP = f'.

Constructing an LMAP for Olg f- Note that if f is an atomic
proposition or negation thereoR ; accepts the sefic; } x I'7 x
{c2} x I's, where(c1,c2) € Cy C Q1 x Q2 is the finite set of
pairs of control states dP; and P» satisfyingf.

We start by proving ar%o-Reduction Result that allows us to
reduce the construction of an LMAP acceptim>; to multiple

instances opre*-closure computations for which theorem 5 can
be leveraged. LeDP be a Dual-PDS system comprised of PDSs
P, and P, and f an atomic proposition, or negation thereof, over
the control states of; and P.. The key idea is to show that a
configuratione € R iff there is a finite path leading to a

pumpable cycle containing a configuratignsatisfying f. For a
finite state system, a pumpable cycle is a finite path stading
ending in the same state wighoccurring along it. For a PDS which

(( , U >><q76>> ,1> "7l;n)$g$(<p>au”> ( " ”> l, .. >lm>
PDS P» is pumped by executing the sequen(c(@ u) (¢, B
b by ) = g = ((p, au” ), (", ©"), b, lm) =
(", u""), (q,pv""), 11, ..., I,,). Finally, the sequencé p, o ),
(d',"), ll,-.-,lm):f(< u'), (g, Bv), 11, ..., l;;,) represents the
stagger between the pumping sequences of the two PDSs.

Why the Reduction to pre®-closure Computations does not
work in general. A question that arises here is that why can we
not reduce the model checking problem for an arbitrary deubl
indexed LTL formulaf to the computation opre®-closures as
above. Indeed, using the automata theoretic approach telmod
checking, one can first construct the prodi#® of DP and the
Buichi Automaton forf. Then model checking fof simply reduces

to checking whether there exists a path along which a finé sta

of BP occurs infinitely often, viz,g =F green holds, where
greenis an atomic proposition characterizing the set of finalestat

of BP. Note thatg is a formula of L(X, F,OI?). It turns out that
for the general case, the- direction of the above result holds
but not the< direction. Indeed, in order fof<) to hold, we
have to decide whether we can construct an accepting sesjoénc
BP by appropriately scheduling the local transitions of PO%s
and P» occurring along the finite sequences satisfying condition

1,2, and 3 of theOE-Reduction result. However, the key point is
that this scheduling must respect the constraints impogetthédd
Buchi Automaton forf. All that the Decomposition result allows
us to decide is whether a global configuratiois reachable from
another global configuratiod of DP, viz., whether a scheduling
of the local transitions exists that enab®$® to reachd from c.
However it does not guarantee that the scheduling will nolate
the Bichi constraint. Indeed, as was discussed in thedutton, it
is, in general, undecidable whether a scheduling satigfgiBuichi
constraint exists.

Reduction to the Computation ofpre*-closures Theolg Reduction

has infinitely many states due to the presence of an unboundedr€sult allows us to reduce the computation of an LMAP acoepti

stack, the notion of pump-ability is different. We say tha®@S
is pumpable along a finite path if executingz returns the PDS

to the same control location and the same symbol on top of its

stack as it started with, without popping any symbol not atttip
of the stack to start with. This allows us to execute the secgie
of transitions alongr back-to-back indefinitely. In a Dual-PDS

F f to the computation gre”-closures as given by the following
encoding of the conditions of the above theorem.

Let Ro = pre* ({p} x al'f x P2 x I's x {(l1,..,lm)})
Then condition 1 can be re-written ag Ro. Similarly, if

Ry =Py xTI'f x {q} xBUs x {(I1,-,1:.)}

Ry = pre*(R1) N{p} x {a} x Po x I's x {(l1, ..., L)}

system, since we have two stacks, the pumping sequence of thethen condition 2 can be capturedBs # 0. Finally, let

individual PDSs can be staggered with respect to each difeee

formally, let DP be a Dual-PDS system comprised of the PDSs

= (Q1,Act1,'1,c1,Ar) and P = (Q2, Actz,I'2,c2, As)

andf an atomic proposition or negation thereof. Then we can show

the following.

Theorem 7 (OI?-Reduction Result) Dual-PDS systenDP has a

run satisfyingol§> f starting from an initial configuratiore if and

only if there existx € T'1,3 € I's; u € ', v € I'5; a configura-
tion g satisfyingf; configurationd f1 and! f» in which all locks are
free; lock valueds, ..., l;,; control statesp’, p"" € P,

q,q" € Py u" u" v € I'y satisfying the
following conditions

Loy sy oo,
€ I'f;andv’,v",

lc= (<p7 Oé’LL>, <q’,U’>,l1, "'7lm>
2. ((p;a>’ (qI;vl>;11; "'alm) = (<p’;u’>a (q;/BU>’ Ila ;l;’n)
3. ((pl;u,>’<qa5>; ,1; al;n)

= lfi=g=>1f
= (<pa au”>’<q”;v”>alh alm
= (", g, o, 1)

Intuitively, PDSP; is pumped by executing the sequence>
({(p,au), {(q',v"), 11, ..., lm) followed by executing the sequence

R3 =
R4

Py x T% x {g} x BT5 X {(I4, -0 In)}
=pre “(Rs) N{p} x al'] x Py x I's x {(l1, .-, Im)}
6*(R4) NPy x P’{ X Py X F; X {(J_,...,L)},
pre*(R JNG X Lyx...x L, WhereG = Uy, o ({91} %
Iy x {gz} x I's) with (g1, g2) being a control state pair oDP
satisfyingf,

Ry =pre*(Rs) NP1 x '] x P, x I's x {(L,..., 1)},

Rs = pre*(Re) NPy x T x {q} x {8} x {11, ey Iln)}-
Then condition 3 is equivalent tBs # (. Thus the LMAPR, N

R2 N Rg acceptsolg f. Note that we need take the union of this
LMAP for each possible value of the tuple, 8,11, ...,ln). As

a consequence of the above encoding and the the facpithat
closures, unions and intersections of LMAPs can be computed
efficiently (theorem 5), we have the following.

Theorem 8. Let DP be a Dual-PDS system synchronizing via
nested locks ang a boolean combination of atomic propositions.
Then given an LMARR ; accepting a regular set of configurations
of DP, we can construct an LMAFRoFof accepting the set of

configurations satisfyin&o f in polynomial time in the size control
states ofDP and exponential time in the number of locks.



Constructing an LMAP for Xf. Given an LMAPR ¢ accepting
the set of configurations satisfying the LMAP Rxy, due to in-
terleaving semantics, is the disjunction overf the LMAPSRx; ¢,
whereRy;, ¢, is the LMAP accepting the pre-image ©bn f(R )

in PDSP;. The construction of LMAFR, ¢ is the same as the one
carried out in each step of thee™-closure computation procedure
for an individualah-enhanced PDS presented in appendix B.1.

This completes the construction of the LMA®,, ¢ for each of

the operator®p € {X,F, OI?} leading to the following decidability
result.

Theorem 9 (L(X, F, oI-S)-decidability). The model checking prob-

lem for L(X, F,OI?) is decidable for PDSs interacting via nested
lock in time polynomial in the sets of control states of theegi
Dual-PDS system and exponential time in the number of locks.

6. Nested Locks: The Model Checking Procedure

for L(X, G).

Let f be a formula ofL(X, G). We formulate a decision procedure
for the equivalent problem of model checki@yP for —f. Since
fis a formula ofL(X, G), the positive normal form of its negation
—f is a formula built using the operatioAs, AX, v, A and atomic
propositions or negations thereof interpreted over thérobstates

of the PDSs constituting the given Dual-PDS system. Given th
formulag = —f, we proceed as follows:

1. For each sub-formula of g that is either an atomic proposi-
tion, or negation thereof, we construct an LMAP representire
set of regular configurations satisfyipg

2. Next, given an LMAP accepting the set of configurations
satisfying a sub-formula of g, we give procedures for computing
LMAPs accepting the regular set of configurations satigfyiXa

and AFh. Leveraging these procedures and the closure properties

of LMAPs underA andV then gives us a procedure to construct an
LMAP M. ; accepting the set of configurations satisfying.

3. In the final step, all we do is check whether the initial ognfi
uration of DP is accepted byM ;.

Computing the LMAP accepting AFg. We next present a novel
way to represent regular sets of configurations of a Dual-BY3S
tem that enables us to compute the regular set of configngatio
acceptingAFg. To motivate our procedure, we recall the one for
model checkinggFg. Our over-arching goal there was to reduce
global reasoning about a Dual-PDS systBrR for EFg (and other
linear-time temporal properties) to local reasoning alibatindi-
vidual PDSs. This was accomplished by using the machinery of
acquisition histories. Here, in order to test whetbés EFg, viz.,
there is a global path dPP starting atc and leading to a config-
urationd satisfyingg, it is sufficient to test, whether for eaah
there exists a local path; leading frome; to d;, the local con-
figurations ofc andd in P; respectively, such that; andz. are
acquisition-history compatibleTowards that end, we augmented
the local configuration of each individual PIO@% with acquisition
history information with respect to path and represented regular
sets of configurations dPP as a single LMAPM = (M1, M3),
where eachM; accepts only those pair of augmented configura-
tions of P, and P» that are acquisition history compatible. Then,
the Decomposition Result allowed us to reduce the probledeof
ciding whetherc = EFyg, to deciding, whether there existat-
augmented configurations accepted.ofy, and M. with P, and
P» in local configurationg; andcs, respectively, that are acquisi-
tion history compatible.

When deciding whethet = AFg, our goal remains the same,
i.e., to reduce reasoning about the given Dual-PDS systéisito
dividual constituent PDSs. In this case, however, we hawhéck

whetherall paths starting at lead to a configuration satisfying
The set of all such paths is now a tréerooted atc with all its
leaves comprised of configurations satisfyingAnalogous to the
EFg case, we consider for ea¢hthe local tre€l; resulting from
the projection of each global pathof T' onto the local computa-
tion of P; alongz. Note that due to lock interaction not all paths
from the root to a leaf ofy can be executed in an interleaved fash-
ion with a similar path ofl;, and vice versa. Enumerating all pairs
of compatible local paths df; andT> and executing them in all
allowed interleavings will give us back the tréde But from the
Decomposition Result, we have that a pair of local pathB;cdind

T, can executed in an interleaved fashion if and only if theyaare
quisition history compatible. In other words, to reconstfll from

T, andT%», we have to track the acquisition history along each path
starting from the root of; to its leaves.

A key difficulty is that since the depth of tré& could be un-
bounded, the number of local paths Bf from ¢; in T; could
be unbounded forcing us to potentially track an unbounded-nu
ber of acquisition histories. However, the crucial obsgoveais
that since the number of locks in the Dual-PDS systBef is
fixed, viz., m, so is the number of all possible acquisition histo-
ries @"(>+3) in fact). An important consequence is that instead
of storing the acquisition history for each path of tleewe need
only store the different acquisition histories encourdeaong all
paths of the tree. This ensures that the set of acquisitisto-hi
ries that need be tracked is finite and bounded and can therefo
be tracked as part of the control state of PBS Thus an aug-
mented control state of; is now of the form(c;, AH), where
AH = {ahi,...,ah;} is a set of acquisition history tuples angd
is a control state of;. Each acquisition history tupkeh; is of the
form (bahu, ..., bah,, fahs, ..., fah,, ), wherebah; andfah; track,
respectively, the backward and forward acquisition histoples
of lock 7;.

For model checking\Fp, we make use of gre*-closure algo-
rithm based on the fixpoint characterizatid’ f = pY.fVAXY'.
Note that since the given Dual-PDS system has infinitely many
states, by naively applying the above procedure we are rext gu
anteed to terminate. We now propose a novel way to perfotwi-
closures over regular sets of configurations augmented adgth
quisition history sets. These regular sets are now repteders
LMAPs accepting configurations augmented with acquisitin
tory sets instead of merely acquisition histories and auvs tie-
ferred to asAugmented LMAPS (A-LMARg)sing A-LMAPs en-
ables us to carry out thjgre*-closure efficiently.

Computing AFf. Let Mo = (M0, M20) be an A-LMAP ac-
cepting the set of regular configurations satisfyfndo start with,
thefah andbah entries of each acquisition tuple are seft&tart-
ing at M, we construct a finite series of A-LMARM, ..., M,
resulting in the A-LMAPM,, accepting the set of configurations
satisfyingAF f. We denote by, the transition relation of\1;..
Then for everyk > 0, M4 is obtained fromM,, by conserving
the set of states and adding new transitions as follows: \Wepate

a pre-image with respect to ti#eX operator. Letcy = (c1, AH1)
andcz = (c2,. AH2) be a pair of acquisition-history compatible
augmented control configurations Bf and P-, respectively. We
need to check whether all enabled successors from the ategnen
control statgcz , c2) of DP are accepted byt . Lettry,..., try;

be all the local transitions oPf; that can be fired byDP from
(c1,c2). We check for each transitiofr;; : ¢; — c¢ij, whether
one of the following conditions holds

e if tr;; is an internal transition of; of the form (c;,v) —
(cij,u)y then in My, = (M1, My2), for somew € Iy,
the augmented configuratidiic;;, AH;), uw) is accepted by
My, viz., there is a patly of M,,; starting at(c;;, AH;) and



leading to a final state of1;,; such that there is a prefix of
z leading from(c;;, AH;) to a statg(c};, AH;), say, such that
z' is labeled withu.

acquire(l)

if tr;; is the locking transitiornc; cij, then there
is an accepting path ioM,,; starting at(ci;,.AH;), where
AH; = {ah},, |ahim € AH;} with ah;,,, obtained fromah!,,
by factoring in the acquisition df We remove théah for lock

XX((ET A aL) A XXX) (022 A aT) A XXXX(sz A C12)). Thus we set
far = Gfir. The case for broadcasts can be handled similarly.
Since pairwise rendezvous is less expressive than asymuso
rendezvous, the decidability di(X, G) for pairwise rendezvous
follows.

Theorem 11 (X, G) Decidability). The model checking problem
for Dual-PDS system interacting via rendezvous and brostica

[ (since in the backward stdghas now been released) and add are decidable foz(X, G).

[ to thefah of every other lock. Similarly is added to thdah
of every other lock initially held by?; when starting fromM,
and thebah of [ is dropped if it was not held initially when
starting fromM,.

release(l)

if tr;; is the unlocking transitiore; cij, then the
there is an accepting path.wt; starting at(c;;, AH;), where
AN = {ah},,|ahi.. € AH;} with ah;,,, obtained fromah},,
by adding an empty FAH-entry, fé(since in the backward step
[ has now acquired).

If for eachs, at least one of the above conditions holds for each

of the transitiongr;, ..., try, , then in M, 11);, for eachtr;;, we
add an internal transition from stadein M, toc; = (¢33, AH}) or
atransition labeled with to the state:; = (cf;, AH;) accordingly
astrg; is a locking\unlocking transition or a internal transition,
respectively. Since in constructingl+1 from M;,, we add a new

transition toM;, but conserve the state set, we are guaranteed to

reach a fixpoint. Then the resulting A-LMAP accepisf.

Computing the LMAP accepting AX f. The construction is the
same as the one carried out in each step of the above prodedure
computingAF f and is therefore omitted.

This completes the formulation of procedures for computiig
LMAPs acceptindAX f andAF f leading to the following result.

Theorem 10 (X, G) Decidability). The model checking problem
for Dual-PDS systerP synchronizing via nested locks is decid-
able for L(X, G) in polynomial time in the size of the control state
of DP and exponential time in the number of locks.

7. Rendezvous and Broadcasts: Decidability of
L(X,G)
In order to get decidability ofL(X,G) for PDSs interacting

8. Decidability Limits for Model Checking
Multi-PDS Systems

While it was shown in [9], that the problem of model checking
Multi-PDS systems interacting via nested locks for singliex
LTL\X properties is efficiently decidable, the problem is not as
robustly decidable for double-index properties. In turng that
even when the PDSs in a Dual-PDS system do not interact with
each other, the model checking problem for double-indexeld L
becomes undecidable. In fact, we show the much strongeltsesu
that the problem is undecidable even for the following iettd
fragments of double-indexed LTL: (§)(G, F), and (ii) L(U).

The key factor on which the decidability of a sub-logic of
double-indexed LTL depends is whether it is expressive ghou
to encode as a model checking problem the testing of whether
the context-free languages accepted by the PDSs comptising
given Dual-PDS system are disjoint or not. Single index props
are not expressive enough to enable this encoding as thécatom
propositions is such properties are interpreted over th@rao
states of a single PDS denying us the ability to couple theRd8s
together.

The Undecidability Results. We show both the undecidability
results by reduction from the problem of deciding the disjoi
ness of context-free languages accepted by two given Pwshdo
Automata (PDA). Recall that the language accepted by a PDA
P = (P, Act,I",co,A), denoted byL(P), is the set of all words
w € I'™ such that there is a valid path &f labeled withw leading
from the initial to a final control state d@?. In order to encode the
testing of L(Py) N L(P:) = 0, as a model checking problem, we
need to make sure that every execution of a transitignof P;
labeled with an action symbal is matched by an execution of a
transitiontr, of P, also labeled withu that immediately follows
the execution ofr;. Then testing whethek(P1) N L(Pz) = 0,

via asynchronous rendezvous, we reduce the problem to thereduces to deciding whether there exists a reachable giobép-

model checking problem for non-interacting Dual-PDS syste
for L(X, G) which by theorem 10 is decidable.

Let DP be a given Dual-PDS system comprised of PPsand
P, interacting via asynchronous rendezvous. Bebe the PDS we

uration of DP with both P, and P in final local states.

Let DP be the Dual-PDS system comprised of PF%sind Ps.
We construct a formuld of L(G, F) such thaDP = fiff L(P1)N
L(P;) = 0. Since testing the disjointness of the context-free

get from P; by replacing each asynchronous send transition of the languages accepted by two PDSs is undecidable, the undéitjda

form ci11 21 c12 by the sequence of internal transitions —

of the model checking problem fdy(G, F') follows.

cat — c12. Similarly, each asynchronous receive transition of the Undecidability of Model Checking L(G, F). We construct a for-

form a1 %4 cas is replaced by the sequence of internal transitions mula fr comprised of the “always” operat@ such thaDP satis-
a1 — cay — ca22. Note thatP! has no rendezvous transitions. Let ~ fies fr only along those paths where execution of transitions of the
DP' be the Dual-PDS systems comprised of the non-interacting tWo PDSsP; and P, labeled with the same symbelcan only hap-
PDSsP; and Pj. The key idea is to construct a formujar pen back-to-back with Fhe transition 8% labeled witha following
of L(X,G) such thatDP = Ef iff DP' = E(f A far). The the one ofP; labeled witha. . .
decidability of model checking fod.(X,G) then follows from Towards that end, l&tr, : c1 — di andtrz : co — d» be
theorem 10. a pair of transitions of?; and P-, respectively, both labeled with

In order to simulate asynchronous rendezvous, we have to en-a. In each PDS?;, we introduce new local control statel and
sure that (i) wheneveP; and P, are in control stateg;; and ¢ and new transitionsri; : ¢; — ¢y, triz 1 ¢y — cfp and
c21, respectively, then we execute the transitiens — cqy, tris : ¢ —— d;. Then to simulate the synchronization of the
€11 — Cat, Cqy — C22 @ndegr — c12 back-to-back, and (ii) firing of ¢try andtr,, we impose the condition that the transitions
wheneverP; is in local statecs; but P; is not inci1, PDS Py tr12 andtrq, are always fired back-to-back. This can be ensured by
blocks. This can be accomplished by ensuring that eachsdtite requiring that the formulg; = (¢3; = ¢1 V i1 Vcta) A (¢t =
ﬁeSfAR = ((021 A-c11 = X021) A ((611 /\612) = X(C11 /\a¢) A (Cz \/C%l)) A (C’fg = Cgl \Y ng) A (dl = —u:%l) is satisfied in each



global configuration along a computation. Thus along eveh p
satisfyingG f; each action of one PDS is matched by a transition of
the other labeled with the same action. TH&#®; )N L(P,) = 0 iff

DP ': f1 /\ I, WhEI’EfP = V(fi7fj)€F1><F2 (F(fi/\fj))' ensures
that both PDSs simultaneously reach a final state. This giséise
following result.

Theorem 12.The model checking problem for a system comprised
of two non-interacting PDS is undecidable for the logiG, F).

Disjointness of Context-Free Languages vi& (U) formulae. In
this case, all we need to ensure that the the fornfiulzolds only at
each state along a path leading to a global configuration lvath
Py andP; in final states. Note that ond® and P, are both in final
states, we need no longer check tfiats satisfied. These condition
can be captured by the formufaU fr. Thus,L(Py) N L(Pz) = 0
iff DP = frUfr. This gives us the following result.

Theorem 13.The model checking problem for a system comprised
of two non-interacting PDS is undecidable for the logidJ).

9. Branching Time Properties

While LTL is a very expressive linear time logic, there arenso
critical properties like deadlockability which are inhetly branch-
ing time and therefore cannot be expressed in a linear-tiemad-
work. In this section, we focus our attention on branchiingettem-
poral logics. Specifically, we consider the model checkirapfem
for Dual-PDS systems for Alternation Free Mu-Calculus folae.
For lack of space, we only consider single-index properties
For Dual-PDS systems interacting via nested locks, we show

that the problem of model checking single-index altermafiee
Mu-Calculus is decidable while it is undecidable, in geheia
Dual-PDS systems interacting via rendezvous and broadcast

9.1 Single Index Branching-Time Properties

We begin by formulating the model checking procedure for DS
interacting via nested locks. As for the linear-time case, goal

is to reduce the model checking problem for Alternatiorefkéu-
Calculus properties for a Dual-PDS system to its individeBISs.

In order to accomplish that we introduce the new concept of an
Lock-Constrained Alternating Multi-Automata Pairs (LAM%)
that allows us to reduce there*-closure computation for a reg-
ular set of configurations for a Dual-PDS systems to its iioldial
PDSs. Thus LAMAPs are the branching-time analogue of LMAPs
used previously for model checking linear-time properties

Lock-Constrained Alternating Multi-Automata Pair (LAMAP ).

To motivate the concept of an LAMAP, we first re-visit the oois

of Alternating Pushdown Systems (APDS) and Alternating tiMul
Automata (AMA) used in the model checking of branching-time
properties of individual PDSs (see [1]). Model checkingrotang-
time temporal logics, in general, require us to reason ahlbstic-
cessors of a global configuration of the given PDS. This brigc
nature of properties is typically captured by building atemdat-
ing multi-automaton (AMA) or a tableau for the given propert

An LAMAP plays the same role in model checking Dual-PDS
systems for branching time properties as an LMAP does in inode
checking for linear time properties by allowing us to finjteép-
resent (potentially infinite) regular sets of configurasioof the
given concurrent program in a way that enables us to compate t
pre”-closures efficiently. Whereas, an LMAP is a pair of MAs, an
LAMAP M is a pair(Mi, Mz) of AMAs with AMA M, repre-
senting regular sets of configurations of APIPS corresponding
to PDS P;. However, the key difficulty in extending the concept
of an LMAP to that of an LAMAP lies in capturing the lock in-
teraction among the PDSs. For an LMAP, the lock interactson i
captured by tracking acquisition histories along indiabttuns of
the two PDSs. For a PDS every run corresponds to a unique path
of a PDS. The acquisition history of a given lock in a globaltet
along a path is unique and can be tracked by augmenting ttig-con
urations of each PDS. However, a run of an APDS has a tree-like
structure and therefore corresponds to multiple paths @PhS
from which the APDS is derived via the product construction.
ensure that tree-like runsun; andruns of P, and P., respec-
tively, are reconcilable we need to check that for each Ipatt of
Py alongrun; there exists a local patl of P» alongruns such
thatz andy can be fired in an interleaved fashion, and vice versa.
But this is precisely the same problem that we faced whemlimgjl
an LMAP for AFf in the previous section. As before, the solu-
tion is to track in each local configuratian of AMA M; all the
different acquisition histories encountered alaiigpaths ofwit;
starting atc;. Thus anah-augmented configurationf P(; is of
the forme; = ((ci, AHi),u;). In order to check that augmented
configurationsc; = ((c1, AH1),u1) andce = ((c2, AHz), u2)
accepted byM; and M., respectively, are compatible, one need
merely check that for each acquisition histatty € A% there is
a compatible acquisition historyh’ € AH., and vice versa. In
other words, we let LAMAPRA acceptc = (ci, c2) iff ¢; andes
is accepted byP; andP, via witnessesvit; andwits wherewit,
andwits arereconcilablewith respect to each other, i.e., for each
pathz in wit, there must be a path in wit, such that the local
computations of?; and P, corresponding ta andy, respectively,
can be executed bPPP in an interleaved fashion starting gtand
vice versa. This ensures that for eachvit; is indeed a legitimate
witness forc; in the Dual-PDS syster®P.

We show that the model checking problem for PDSs interact-
ing via nested locks can be reduced to the computatiopr-ef-
closures of regular sets of configurations accepted by LAKIAP
key property of LAMAPS is that not only are they closed undher t
computation ofpre*-closures but that there*-closure computa-
tion for a given LAMAP can be reduced toe*-closure computa-
tions for regular sets of configurations of tinelividual PDSs thus
avoiding the state explosion problem. We start by formadifirdng
the notion of an LAMAP.

9.1.1 Lock Constrained Alternating Multi-Automata Pair

Let DP be a given Dual-PDS system comprised of the two PDSs
Pi = (Qi, Act1, '1i,c1,A1) and P, = (Q2, Actz, I's, c2,
Aq), andf = A, f; a single index alternation-free Mu-Calculus

and then taking the product of the state space of the given PDSformula. A Lock-Constrained Alternating Multi-Automata Pair

with this AMA. Such products can be modeled in a natural fash-
ion by using the concept of an APDS [1] wherein by executing a
transition a PDS can transit from a single configuration tef s
of configurations, instead of just a single configuration astlie
linear time case. Model Checking, then reduces to computiat-
closures of regular sets of configurations of APDSs. Regéts

of configurations of APDSs can be captured succinctly udieg t
concept of AMAs [1] which are the branching-time analogue of
Multi-Automata (MA) the difference again being that in AMAs
each transition from a state can have multiple successors.

(LAMAP) for DP, denoted byDP-LAMAP, is a pair (A1, A2),
where A; = (T, Qs, di, I;, F;) is an AMA accepting a (regular)
set of configurations of the APDB; obtained fromP; by taking
the product ofP; with the alternating automaton fgft. Let c;
((c1, AH1), u1), andez = ((c2, AHz2), uz) be ah-augmented
configurations ofP; and P2, respectively. Recall that by our con-
struction, AH,; tracks the set of acquisition histories encountered
along all paths of a tree-like rum; of P; starting at(c;, u;) with
each acquisition history tupkeh;; € A#; tracking the acquisition
history of some path(s) aP, alongw:. Motivated by the Decom-



position Result, we say that acquisition history tuplas = (lh,
bahy, ..., bah,,, fahy, ..., fah,,) andah, = (Ih’, bahi, ..., bah],,,
fah, ..., fahl,) are compatibleiff the following conditions are
satisfied (i)fah-compatibility there do not exist lock$; and;
such thatl; = P1,1; = P2, I; € fah} andl; € fah;, (i) bah-
compatibility there do not exist lockg andi; such that; = Px,
I; = P2, l; € bah} andl; € bah;, and (jii) Disjointness of Lock-
setslh N lh’ = (. Then for each local path @ alongw; starting
at c; to be executable in an interleaved fashion with some local
path of P, starting atcs, for eachahy; € A#, there must exist
ah,;» € AH> such thatah;; andah,; are compatible, and vice
versa, thereby leading us to the following definition.

Definition 14 (LAMAP Acceptance). Let A = (A;,.4:) be a
DP-LAMAP. We say thai4d accepts configuratiof(p1, u1), (p2,
u2), l1, ..., ) of DP iff there exist acquisition history tuples
AH1 and AH., with the same locksets as those heldiyand
P», respectively, ire, such that the following holds

1. A; accepts((pi, AH;),u;), and

2. AH; and AH - are compatible, viz., for each tupdéd; € AH1
there exists a tupleh, € A#H. such thatah; and ah, are
compatible, and vice versa.

Given aDP-LAMAP A, we useConf(A) to denote the set of
configurations ofDP accepted byA. Our broad goal is the reduc-
tion of Model Checking of a Dual-PDS system to its individual
PDSs. This is accomplished by (i) reducing the model chegkin
problem for single-index alternation free Mu-calculusnioiiae to
the computation opre*-closures for LAMAPSs, and (ii) reducing
thepre*-closure for LAMAPS to that for the individual AMASs con-
stituting the LAMAPs. We first show how to compuiee™-closure
for a regular set ofh-enhanced configurations accepted by a given
AMA. This will immediately lead to a procedure fete*-closure
computation for LAMAPs.

ah-enhancedpre*-computation. We outline only the broad steps
of the procedure with the details left to the appendix. Wet sta
with an AMA A accepting a regular sét of acquisition history
augmented configurations of an AP Corresponding to each
augmented control state;, A ) we have, as in [1], aimitial state
(sj,AH) of the multi-automatord, and vice versa. We sety
A and construct a finite sequence of AMA&, ..., A, resulting
in the AMA A,, such that the set afh-augmented configurations
accepted byA, is thepre*-closure of the set of AH-augmented
configurations accepted hyl. We denote by—; the transition
relation of A;. For everyi > 0, A;+1 is obtained fromA; by
conserving the sets of states and transitionglpand adding new
transitions as follows. The key difference from the linemnet

show that we can construcfP-LAMAP B = (B1, B2) accepting
pre*(LC).

The Procedure. Since A; and.A; are AMAs accepting regular
sets of configurations of the individual APD3% and P, re-
spectively, we can construct, using the technique predeatieve,
AMAs B: and B., accepting, respectively, thgre*-closures,
prep, (Conf(A1)) andprep,(Conf(Az2)). Then the following
result effectively formulates the decomposition mfe*-closures
for a Dual-PDS system with nested locks to its constituenS&D
For the proof, refer to the proof of the more general theorém 2
given in appendix C.

Theorem 16.Let R be a regular set of configurations &P ac-
cepted by th@P-LAMAP A. If B is theDP-LAMAP constructed
from A as above, the@onf(B) = pre*(R).

Complexity Analysis. Note that the computation of an LAMAP
B = (B1, B2) accepting there*-closure of a given LAMARA =
(A1, A2) reduces to the computation of AMAS; accepting the
pre”-closure ofConf(.A;) for each individual PDS;, instead of
the entire syster®P. From proposition 153; can be computed in
polynomial time in the size of the control setBf and exponential
time in the size of4; and number of locks aP;. Thus we have the
following

Theorem 17.Given a Dual-PDS syste®@P comprised of PDSs
Py and P» interacting via nested locks, andRP-LAMAP A =
(A1, A2), we can construct @P-LAMAP A,,..+ recognizing
pre”(Conf(A)) in time polynomial in the size of the control set
of each P; exponential time in the size of and the number of
locks of DP.

9.2 The Model Checking Procedure

We now show how to reduce the model checking of Dual-PDS
systems with nested locks for single-index alternati@®fmu-
calculus formulas to it individual PDSs.

Let DP be a concurrent program comprised of the PP8s=
(Q1, Actl, Fl, Ci, A1) and P, = (Qz, Actz, Pz, c2, Az) and a
labeling functionA; : Q; — 2F7°Pi, Leth = A h;, Whereh;
is an alternation-free weak-calculus formula interpreted over the
control states of thread®; and letV; be a valuation of the free
variables inh;. As in [1], we begin by constructing an APDS;
that represents the product & and an alternating automaton
for h;. Set¢ = h;. We start by considering the case where
all the o-subformulas of¢ are u-formulas. The product APDS
P; = (Q?, T, A?) of P; and the alternating automaton foy, is
straightforward to define and is given in appendix C.1. Ineord
to decide whether two runs @P; and P, are reconcilable, we

case is that now we need to compute a pre-image with respect toneed to augment each configuratior/fwith acquisition history

AX instead ofEX. Thus for every internal transitio(p;,y) —
{(pk,, w1), ..., (Pr,, , wn)} and every setsy, , AH1) = Q1 , ...,
(5K, AHr) < @y, we add the new transitiofs;, AH1 U ... U
AM) 21 (Q1U... U Qy). For every backward execution of a
lock/unlock transition from a configuratiofic;, A, u;) we now
need to update every acquisition history in the 46¢;, instead
of merely one. See appendB for details. Then we have the
following result.

Proposition 15. Given an APDSP, and a regular set ofah-
augmented configurations @ accepted by an AMA4, we can
construct an AMAA,,,..= recognizingpre*(Conf(A)) in time
polynomial in the size of the control set Bfand exponential the
size of A and the number of locks 1.

Computing the pre*-closure of a LAMAP. Let LC be a regular
set accepted by BP-LAMAP A = (A1, Az). In this section, we

set information as discussed in section 9.1. With this indnlat
C: be the subset of configurations Bf containing all augmented
configurations of the form

® ([(paA’Hw)a“]au)’
® ([(paA’Hw)a_'ﬂ—]au)’
e ([(p, AHg), X],u), whereX is free ing and(p, u) € V;(X).

where Ay is the (2m + 1)-tuple {(0, ...,0)} - all acquisition
histories are set to the empty set to start with. Clearly;ifs a
regular set of configurations for every variabtefree in ¢;, then
C; is also a regular set of configurations. Then using the carafep
signatures for mu-calculus sentences, as in [1], we have.

Proposition 18 ([1]) Let P; be the APDS obtained fromR; and
h; using the construction above. A configurati¢ip, A#), u) of
P; belongs to¢;] iff the configuration([(p, AH) , ¢:], u) of P;
belongs trep, (C)



Furthermore, as in [1], the case where all theubformulas of;
arev-subformulas can now be tackled by (i) noting that the nega-
tion of ¢; is equivalent to a formul@) in positive normal form
whoseo-subformulas are all-subformulas (ii) applying propo-
sition 18, to construct an AMA which accepts the configurraio
of P; that satisfye;, and finally (iii) using the fact that AMAs
are closed under complementation. Then the general casbefor
alternation-free mu calculus can be handled by recursiapply-
ing the procedure for the above two cases (see [1] for detpiimg
us the following result analogous to that in [1], but for PD@th
ah-augmented control states.

Theorem 19 ([1])Let P; be the APDS corresponding to thre#tl
as constructed above, and let a formula of the alternation-free
mu-calculus interpreted over the local configurationPpfand let
V; be a valuation of the free variables bf. We can construct an
AMAAhi such thatC’onf(Ahi) = [[hi]]Ti (VZ)

The key reduction result is formulated below.

Theorem 20 (Reduction Result)A configuratione = ((p1, u1),
(p2, uz), l1, ..., L) Of DP belongs to]h] iff there exists a pair
of compatible acquisition history setsH; and.AH . such that the
configuration(([(p1, AH1), h1], u1),  [(p2, AHz2), k2], u2), l1,
...y Im ) is accepted by th®P-LAMAP A;, = (Ap,, An,)

This reduces the model checking problem to the constructitime
AMAs Ay, . Then using theorem 17 and the above construction we
have the following.

Theorem 21 (Single-index Mu-Calculus Decidability)The model
checking problem for single index alternation-free weak-Mu
Calculus formulas for Dual-PDS systems synchronizing eisted
locks is decidable in time exponential in the sizes of costates
of the individual PDSs and the number of locks.

Rendezvous and Broadcastg-or PDS interacting via rendezvous
and broadcasts, even single-index reachability is undétd15]
which implies undecidability of the model checking probléon
single-index Alternation-free Mu-Calculus.

10. Conclusion

Among prior work on the verification for concurrent prograf®3
attempts to generalize the techniques given in [1] to hapdih-
down systems communicating via CCS-style pairwise rerulezv
However since even reachability is undecidable for suctamér
work, the procedures are not guaranteed to terminate irrgiemg
only for certain special cases, some of which the authonstifge
The key idea here is to restrict interaction among the tlwsadas
to bypass the undecidability barrier. Another natural waghtain
decidability is to explore the state space of the given coecu
multi-threaded program for a bounded number of contextchei
among the threads [14]. For PDSs interacting via rendezomes-
approximation techniques to achieve termination whildqrating
reachability are considered in [5].

Other related interesting work includes the use of treeraata
[12] and logic programs [8] for model checking the procesales
gebra PA which allows modeling of non-determinism, segaént
and parallel composition and recursion. The reachabiliglysis
of Constrained Dynamic Pushdown Networks which extend the
PA framework by allowing PDSs that can spawn new PDSs to
model fork operations, was considered in [4]. However, heeit
model allows communication among processes. To modekioter
tion among threads, Asynchronous Dynamic Pushdown Network
has been proposed recently [2]. This model allows commenica
tion via shared variables which however makes the modelkehec
ing problem undecidable. This problem is bypassed by cerisig

the restrictedounded model checkimoblem wherein only those
computations of the given program are explored where eaehdh

is only allowed a bounded number of updates to the shared vari

ables. Another approach that has been explored is to extend t
classical procedure-summary based inter-procedurdlolatanal-
ysis for sequential programs to concurrent programs viaigieeof
transactions [13].

In this paper, we have focused on the model checking of In-

teracting Pushdown Systems synchronizing via the staratard-
tives - locks, rendezvous and broadcasts, for rich clasEenn
poral properties - both linear and branching time. Sincerint
procedural dataflow analysis for concurrent programs lsirgean
efficient model checking algorithms for interacting PDSteyss, it
is important we identify temporal logic fragments and usefad-
els of interacting PDSs for which the problem is decidabiethis
paper, we have accomplished precisely this. Specificaliyhave
formulated new efficient algorithms for model checking ratg-
ing PDSs for important fragments of LTL and Mu-Calculus. Add
tionally, we also delineate precisely the decidability hdary for
each of the standard synchronization primitives therehlirsgthe
model checking problem.
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A. Appendix

B. Model Checking L(X, F, OI?)

Theorem. (Decomposition Resultl.et DP be a Dual-PDS sys-
tems comprised of the two PD8Bs and P» with nested locks. Then
configuratione of DP is backward reachable from configuration
d iff configurationsc; = ¢ | P, of P, andecs = ¢ | P> of P,
are backward reachable from configuratiods = d | P; and
d, = d | P, respectively, via computation pathsandy of sys-
tems comprised solely of PD®s and P-, respectively, such that

1. LOCk-SG(tPl, Cl) n Lock-Se(th, Cz) =0

2. LOCk-Sthh dl) n LOCk-Se¢P2, dz) = 0

3. Locks-Acqf) N Locks-Held¢)= 0 and Locks-Acqf) N Locks-
Held(z)= 0, where for pathz, Locks-Acgf) is the set of locks
that are acquired (and possibly released) alongnd Locks-
Held(z) is the set of locks that are held in all stateszin

. there do not exist locks € Lock-SetP;, c1) and!’ € Lock-

Se{ P,, co) suchthal € bah(Ps, c2,l’,y) andl’ € bah(Py,c1,l,z).
. there do not exist locks € Lock-SetPy,d;) and!’ € Lock-

Se{ P>, d») suchthaf € fah(P,c2,',y) andl’ € fah(Py,c1,l, z).

Proof

(=) Letz andy be local computations aP; and P» satisfying
conditions 1-5 in the statement of the above theorem. We sty
there is a valid computatiom of DP from c to d that results from
interleaving the local transitions fired alomgandy.

To start with, we assume thabcks-Heldz) = @ = Locks-
Held(y). Then since each of the PDS% and P, has nested
locks, it follows that there exist states ande, alongz andy
such that_ock-Sete:) = ) = Lock-Setez). Using the backward
decomposition result, it follows from conditions 1 and 4ttthere
is a valid computationv’ of DP, leading from global state to
e, wheree | P; = e; ande | P, = e;. Similarly from the
fact thatLock-Sefe;) = @ = Lock-Sete), it follows, using the
forward decomposition result and conditions 2 and 5, thextetls a
valid computatiorw” of DP leading from statee to d. Then the
concatenationw = w'w" gives us the desired computation.

Now consider the case whéocks-Heldz) andLocks-Heldy)
need not be empty. Note tHadcks-Heldz ) andLocks-Heldy) are
those subsets of locks inock-Sefc:, P1) and Lock-Setcs, P-)
that are not released alongand y, respectively. Then the same
argument as above applies except that now stafesnd e, are
such thatLock-Sefe;) = Locks-Heldz) and Lock-Sete;)
Locks-Heldy). From condition 3, it follows that none of the op-
erations pertaining to locks in the detcks-Heldz) are executed
alongy, and vice versa. Thus none of the operations on locks in
Locks-Heldz) alongz conflict with an operation along, and vice
versa. Thus when interleaving transitionszoéndy, all conflicts
arise from operations on locks others than those in thé @elts-
Held(z)U Locks-Heldy) but such conflicts were already handled
in the previous case.

(<) Conversely, letw be a computation oDP from c to d.
Let z be the local computation d?, executed along from c; to
d; andy the local computation oP» executed along from c3 to
d». Conditions 1 and 2 follow immediately from the fact that eko
cannot simultaneously be held by more than one thread. Again
lock I held by threadP; atc is not released by it along then P,
cannot perform any action dnSimilarly, if a lock!’ held by P, at
c is not released by it along then P; cannot perform any action
on!'. These two observations give us condition 3.

Let LRy = Lock-Sefc;, P1)\ Locks-Heldz) and LRy =
Lock-Sefcs, P2)\ Locks-Heldy). Then since locks are nested,
there exists a local configuratian of P, alongz such that.ock-
Sefe;, P1) = Locks-Heldz), viz., none of the locks IlLR; are

held ine;. Similarly, there exists a local configuratien of P,
alongy such thatLock-Sefes, P) = Locks-Heldy), viz., none
of the locks inLR, are held ine.. Let w; and w» be the first
global configurations oP encountered in traversing from c
tod such thatw; | P = e; andw2 | P> = es. We consider
the case wherey; occurs prior taw, alongw, the other case being
handled similarly. We now restructuteto get a new computation
w' of DP from c to d as follows. Alongw’ we first execute the
same local transitions as aloagtill be reach global configuration
wi. Here PDSP; holds only locks in the sebocks-Heldz).
Next we let only PDSP: fire till it reaches local configuration
e, and DP reaches global configuratiow}, say. Note thatP,
can execute these transitionsRswhich currently holds only the
locks in Locks-Heldz) cannot interfere with?, as, by condition

3 proved above, it does not execute any transition on a lock in
Locks-Heldz). Similarly, we may now letP; execute the local
transitions fired byP; along the subsequencewffrom w; to wa.
Note thatP; can execute these transitions Bs which currently
holds only the locks itocks-Heldy) cannot interfere withP; as,
by condition 3 proved above, it does not execute any tramsiin

a lock inLocks-Heldy). Note that at this poinDPP reaches global
configurationw, after which we let it fire the same sequence of
transitions as were fired along from w» to d. Note that inw’,
for eachi, thread P; does not hold any lock i R;. Then using
the backward decomposition result, we have that there dexisit
locks! € LR; andl' € LR, such thatl’ € bah(Pi,c1,l,7)
and! € bah(Pz,c3,!',y). For alockl € Lock-Sefcy, P1) \ LR,
using condition 3 proved above, we have thaannot be acquired
or released along and so cannot belong to the BAH of any lock
alongy and hence for these locks condition 4 holds vacuously. A
similar argument applies for any loéke Lock-Sefcz, P2) \ LR>.
The fact that condition 5 holds can be proved in a similaritash
using the forward decomposition result. [ |

B.1 AH-enhancedpre*-closure computation

We start with an MAA accepting a regular sét of AH-augmented
configurations of a thread (PDAY. Corresponding to each aug-
mented control statép;,l1,...,lm, fahy, ..., fahy,, bahi, ..,
bah,,, Ihi, Ir) we have, as in [1], annitial state(s;,!1,...,lm,
fahy, ..., fah,,, bahy, ..., bah,,, lhi, Ir) of the multi-automator,
and vice versa. We selp = A and construct a finite sequence
of multi-automatad,, ..., A, resulting in the multi-automatod,,
such that the set of AH-augmented configurations accepted,by
is thepre®-closure of the set of AH-augmented configurations ac-
cepted byA. We denote by—; as the transition relation od;. For
everyi > 0, A;+1 is obtained fromA; by conserving the sets of
states and transitions of; and adding new transitions as follows

e for every transition(p;,vy) — (px,w) and every statg such
that (s, 1, ..., lm, fahy, ..., fah,,,, bahy, ..., bah,,, Ihi, Ir)
5 q add a new transitior{s;, l1, ..., lm, fah1, ..., fah,,
bahy, ..., bahy,, Ihi Ir) 5,11 q.

release(l;)

e for every lock release operatigs — pr, and for ev-
ery state(sg,l1,...,Im, fahy,...., fahy,, bahy, ..., bahy,, Ihi,
Ir) of A; we add a transition(s,, 1, ..., [;,, fahi,...,fah;,,
bah’l, ceny bah;n,lhi’, Ir') i>i+1 (Sk,ll, ceey lm,fahl, ....,fahm,
bahy, ..., bah,,, Ihi,Ir) to A;;1 wheree is the empty symbol;
l;, =L1;1;, = T; and forr # i, 1, = I,. For each lock,, if
l;; € Ihi\ Ir thenfah!, = fah;; U {l;}, elsefah}, = fah,.. For
eachi’, bah} = bah;.

acquire(l;)

for every lock acquire operatiop; pr and for
every statgsy, l1, ..., lm, fahy, ...., fah,,, bahy, ..., bah,,, Thi,
Ir) of A; we add a transitior(s;, (1, ..., l;,,, fahi,...,fah,,



bah’l, .,bah;n, |hi, Ir') —E>i+1 (sk,ll,...,lm,fahl,....,fahm,
bahy, ..., bah,, Ihi, Ir) to A; 11 wheree is the empty symbol;
l; = T;1; =1 and forr # i, 1, = I,.. Also, if [; € Ihi \ Ir then

I = Iru{l;}. Finally, for each locK; , wherei’ # 4, if [; #.L,
thenbah’,- = bah; U {ll}
Proposition 6. For any formulaf of L(X, F, olg), we can construct

an equivalent formulg’ where the temporal operatc??r9 quantifies
only over atomic propositions or negations thereof.

Proof Follows by noting that (i)ol-g (ol-g f) =F £, (i) F (Ff) =F
F (i) F (fLV f2) =F AV F fo. (V) F (L AFfo) =F
fiNF F f2, and (V)OI? (fin F f2) =F fin F f2. Using these
observations, one can drive tfol% operator down the formula till

all the sub-formulae quantified % are boolean combinations of
atomic propositions only. [ |

Theorem 7 (OI?-Reduction Result) Dual-PDS systenDP has a

run satisfyingol§> f starting from an initial configuratiore if and
only if there existx € T'1,8 € I's; u € ', v € I';; a configura-
tion g satisfyingf; configurationslﬁ and! f» in which all locks are
free; lock valuesil, m s control statesp’, p"’ € P,
q,q" € Pe; u',u", " € I‘*, ‘and v’ " ey satlsfylng the
following conditions

lc= (<p7 Oé’LL>, <q’7 U’>,l1, ey lm)
2. ((paa>’ (q’,’l)’),l]_, "'alm) = (<p’;ul>’ (q,,B’U>, ’1 l:n)
3. ((p,au,>a<qa5>a lla al;n)
>lfi=g=> lfz
= ((p,au"), (¢",v"), 11, . )
= (" "), (g, B, 1y, ey 1)
Proof

(=) Letz = =g, z1,... be arun ofDP satisfyingolg f. For
everyi > 0, let z' be the suffix ofz starting atz; and for
k € {1,2}, let di; be the minimum depth of the stack of PDS
P, among all configurations occurring along

Let subsequence;,,, =iy, , ... Of z be such that foj > 0, z;,

is the first configuration occurring along where the stack of PDS
P, has depthiy;. Since the number of control locations Bf, is
finite, there exists a subsequengg,,, Tmy, ,--- Of Tiyy, Tiyy, -
such that all configurations occurring along it have the seomérol
location and the same symbwo}. on the top ofP;’s stack.

Using the fact thaP; and P, have nested locks and the assump-
tion that each lock that is acquired along a rurDd? is eventually
released,we have that along each ru®@f for each PDSP;, there
are infinitely many states.,,, zc,,, ... whereT} does not have
possession of any lock. Finally sinaeis an accepting run there
exist infinitely many accepting configurations alang

Combining the above observations, we have that there exist
a,b,c, f,h,r,s such thatry = &m,, = Tms, = Tey, =
Tey, = § = Tey; = Tey, = Tmy, = Tm,,, Wheregis a
configuration satisfying.

We can assume without loss of generality that = eac.
Indeed if that is not the case then framwe can construct a new
computationz’ by rescheduling the firing of transitions @fwhich
has the desired properties. Computatigrhas the same prefix of
lengthey, asz. Then starting at global configuratian,, = z.,,,
we let PDSP-, execute the same sequence of transitions as were
fired by P, along the subsequence.,,, ..., ze,.. Note that this
sequence of transitions is enabled as thiBadoes not possess any
locks in stater,,, and furthermore it does not offer any competition
for locks to P, as it does not execute any transitions. Thus in the

resulting configuration, denoted by, , heither thread is in the
possession of any lock. Now we |8} ‘execute the same sequence
of local transitions as were fired B alongz.,, , ..., T, Without
letting P, execute any transition. It is easy to see that the resulting
global state isc2., thus establishing our claim. We may similarly
assume that; s = eon, resulting in the following sequence, =
Tmyg = Tmg, = Teyp, = § = Teyy = Tmy, = Tmy, . We CaN
now setlf, = z.,, andif, = z .

Let Z,,, = ((p,au),(q,v'),l1,...,1,,). By definition of
Tmig,Tmas s ---» IN €ach configuration occurring alongbetween
Ty, andz.,,, the stack content of; has the formau''u for
someu” . In particular, the configuration aPy in ,,,, is of the
form (p, cuiu).

A similar argument holds for PD8. In this case, if the config-
uration of P; in z,,, is of the form(g, Bv), then in each configu-
ration occurring along betweenz,,,, andz,,_ the stack content
of threadP: has the form3v" v. In particular, the configuration of
P, in x4, is of the form(g, Buzv).

This give us the desired result.

(<) Let p, o, v be sequences of global configurations realizing
conditions 1, 2 and 3, respectively, in the statement oftiberem.
We now show how to use pumping to construct a computation of
DP that has infinitely many occurrence of a configuration sgtisf
ing f. Below, we first define sequences of transitions spliced from
p, o andv that we will concatenate appropriately to construct the
accepting computation sequence.

® seq:: the sequence of transitions Bf fired alongo.

seq2: the sequence of transitions # fired alongr between
the configuration$(p’, u'), (g, 8), (1, ..., ), ) andif .

seqs: the sequence of transitions &f fired alongy between
the configurationgf, and({p, au1), (q1,v1),l1, -.e, lm)-

seqa: the sequence of transitions &% fired alongr between
the configuration$(p’, u'), (g, 8), (1, ---, 1, ) andlf .

seqs. the sequence of transitions @ fired alongv be-
tween the configuration§,, and((p, cu1), (g1, v1),l1, -, lm )-
((p’a u’>’ <qa 5); lll; ey l;n) andlfl'

v': the sequence of transitions fired alangll If,.

V"' the sequence of transitions fired alomdpetweenif, and
Ify.

Then it can be seen thatv' (seqsseqi seqzseqsseqar’” )
desired computation @7P.

isa
[ ]

C. The Model Checking Procedure
C.1 Defining the Product APDS
We define the product; = (P?,T;, A?), where

o P? = (P, x 2™M) x cl(¢), wherecl(¢) is theFischer-Ladner
Closureof ¢ andAH is the set of all possible acquisition history
tuples, viz.,(2%)?11+2 whereL is the set of locks used k.
Here P; x 2" represents the AH-augmented stat@pf

. A‘f is the smallest set of transition rules satisfying the foitg
conditions for every stat, ¢] and every stack symbel € I'

sif ¢ = ¢1 V ¢, then (p,¢],7) ([p, ¢1],v) and

(Ip, ¢],7) = ([p, ¢2],v
= if ¢ = ¢1A¢2,then([p, ¢]a7) — {([pa ¢1]a7)a ([pa ¢2]a"/)}
v if ¢ = pY.y(Y) then([p, ¢],v) < (Ip, ¥(¢)],7)
3 Qw 9 and (p,7) < (q,w) € A; then

wif ¢ =
([p, 9l,7) = ([P, ¥], w



. i(f ¢ ):}vow then([p, ¢],7) <= {([g,¥], w)| (p,7) —
q,w)}

C.2 ah-enhancedpre®-computation

We give procedure to construct an AMA acceptingjthe”-closure

of a regular set ofah-enhanced configurations of an APDS
accepted by a given AMAA. An acquisition history enhanced
configuration ofq is of the form ((p, AH),u), where AH =
{ah1,...,ah;} is a set ofacquisition history tupleshat tracks the
set of acquisition histories along all paths of a rurvostarting at
(p, u). Each tupleA H; is of the form(lh, bahs, ..., bah,,, fahy,
..., fahy,, lhi, Ip), wherelh denotes the locks held currentlyah;
andfah; entries track, respectively, the backward and forward ac-
quisition histories of lock;. The entrieshi andIp are required
for computingfah while performing a backward reachability anal-
ysis. Note that, by definition, thiah of lock [ along a pathe from

([(p1, AH1), ha], ua), ( [(p2, AHz2), h], u2), I, ...
cepted by th©P-LAMAP A, = (Ap,, Ap,).

Proof Sketch.

(=) Lete = ((p1,u1), (p2, u2),l1,...,lm) € [R]. Then since
h = A, h: is a single index formula, for each there exists a
tree-like model, i.e., a run oP; for ¢; starting ate; = (pi, ui)
denoted bym; such thatm; and m. are reconcilable with each
other. Reconcilability betweem; and m»> means by definition
that for every local path: of P, in withessm; starting atc,
there exists a local path of P» in m» starting atcs such that
z andy can be executed in an interleaved fashion starting, at
and vice versa for every local path of withess starting atcs.
Note that these models could in general be infinite, but sihee
atomic propositions i and ¢. are interpreted over the control
states ofP; and P», respectively, which are finite, these exists fi-
nite witnessesvit; andwit, of modelsm: andms that result by

, lm) is ac-

c1 to d; is the set of locks that were acquired and released since folding these models inside the transition diagrams of the APDS

the last acquisition of in traversing forward along. Then, while
traversingz backwards, we stop updating tifieh of lock [ after
encountering the first acquisition balongz as all lock operations
on [ encountered after that are immaterial. Thieentry is the set
of locks held initially ind; when starting the backward reachabil-
ity. Thelr entry is the set of locks frorthi that have been acquired
so far in the backward search. For a Idck lhi, once a transition
acquiringl is encountered for the first time while performing back-
ward reachability, we add it th and stop modifying it'fah even
if it is acquired or released again during the backward $earc
Corresponding to each augmented control staje A1) we
have, as in [1], ainitial state(s;, A7) of the multi-automator,
and vice versa. We set; = A and construct a finite sequence of
AMAS Ay, ..., Ap resulting in the AMA A, such that the set of
AH-augmented configurations accepted Ay is thepre*-closure
of the set of AH-augmented configurations accepted/hyWe
denote by—; the transition relation of4;. For everyi > 0, A;4+1
is obtained fromA,; by conserving the sets of states and transitions
of A; and adding new transitions as follows

o for every transition(c;,v) < {(ck,, w1), .-, (Pk,., wn)} and
every sel(sk, , AH1) = Q1 , ..y (Sk, AHn) i Qn, we add
the new transitioffs;, AH1U...UAH,) Zit1 (Q1U...UQ).

release(l;)

¢, and for ev-

for every lock release operatian
ery state(sg, {ahi, ...., ah, }) of A; we add a transition
(S]', {ah'l, . ah;l}) —E)i+1 (sk,{ahl, ceeey ahh}) to Ai+1

wheree is the empty symbol and for < ¢ < h, ah; =

(Ihg, bahg1, ..., bahgm, fahg1, ..., fahgm, Ihig, Iry) and ah;,
(I}, bahy, ..., bah!,,,, fah!, ..., fah’ .. Thig, Ir,), wherel; &
lhg andlhi = lh, U {l;} and for locki,, if I, = P then
bahy, = bahg. U {l;} elsebahj, = bahy, = 0 and if
I € lhig \ Iry thenfah(, = fahg, U {l;/ }, elsefahy, = fahg;.

acquire(l;r)

for every lock acquire operatiop; pr. and for
every statdsy, {ahi, ..., ah,}) of A; we add a transitiofs;,
{ah’l, vy ahﬁl}) —E>i+1 (Sk, {ahl, ey ahh}) to A;+1 wheree is
the empty symbol; fol < q < h, ahy = (lhg, bahgi, ...,
bahgm, fahg1, ..., fahgm, lhig, Irg) andah;, = (lhy, bahj,,
<.y bahy,,, fahgi, ..., fahgm, lhig,Ir;), wherel;; € Ih, and
lhy = lhg \ {lir}; bah,; = 0; and forr # 4', bahg, = bahg,.
Also, if I;; € lhig \ Irg thenlry, = Irg U {l;}

C.3 The Reduction Result

Theorem 20. A configurationc = ((p1,u1), (p2, u2), l1, ...,
l,,) of DP belongs tq[h] iff there exists a pair of compatible ac-
quisition history setsd?, and .AH> such that the configuration

‘P1 and P2, respectively. Furthermore sinee; andm. are recon-
cilable so are witnessesit; andwits. Let AH;, and AH2 be the
acquisition history sets for configuratioes andc, encountered
along the paths of the witnessest; andwits, respectively. Since
witnesseswit; and wity are reconcilable, A+, and AH. are
compatible. Also since for eaghwit; is a model forh; atc;, we
have that4; accepts the augmented configurat{ép;, AH.:), u;).
Thus combining the above facts, we have that the configura-
tion (([(p1, AH1), h1],u1), ([(p2, AHz2), ha], u2), 11, ... lm) IS
accepted by the LAMARA;, = (Ap,, An, ).

(«) Let configuration({[(p1, AH1), k1], u1), ([(p2, AHz),
ha], w2 ), l1,..., 1) be accepted by the LAMARA, = (As,,
A, ). Then for each, A; accepts the augmented configuration
((pi, AM:), u:). Then there exist (tree-like) witness rumst; and
wite from configurationsc; andc, of P; and P2, respectively,
such thatA#,; is precisely the set of acquisition history tuples
encountered along all paths afit;. Since A#: and AH. are
compatible, starting at global configuratierof DP, for each local
pathz of witnesswit, starting atc;, there exists a local path
of wit, starting atc, such thatz and y can be executed in an
interleaved fashion starting &t and vice versa for every local
path of witnesswits starting atcz. Thus we have that for each
i, ¢; € [h;] implies thatc € [h;]. Then using the fact that eaéh
is a single index formula interpreted only over the conttates of
P;, we have that € [h; A h2] thereby proving our result. ]



